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Wi-Fi poytep UR-329BNU

BBeneHue
Mosgpaensiem ¢ npnobpeteHnem Wi-Fi poytepa Upvel UR-329BNU!

Poytep UR-329BNU npegHasHadeH ons goMallHuX unm Hebonblmx ogucHblx ceten. C
MOMOLLIbIO poyTepa Bbl MOXETe 00bEOUHUTL B €4UHYI0 CETb KOMMbIOTEP, HOYTOYK, NTPOBYIO
NPUCTaBKy 1 Apyrve ungpoBble YCTPOWCTBA, a Takke OpraHn3oBaTb COBMECTHOE
MCNONb30BaHME BHELLHErO XXeCTKOro ancka. lNogaepxkka Bcex COBPEMEHHbIX anropuTMoB
LWndppoBaHns obecnevmBaeT HaEXHYI0 3almnTy Bawlen 6ecnpoBogHON CETU.

PoyTtep Takke nogaepxusaet IPv6 n IPTV.

B AaHHOM MHCTPYKUUM NpUBEAEHbI YKa3aHUs MO NOAKIIOHMEHMNIO U HACTPOKKe poyTepa.

OGpaTtunTe BHUMaHWE: AN HACTPOKMKKN poyTepa Bam notpebyeTcs KomnbloTep, cMapTgOoH nnm
Apyroe yCTpoMCTBO, CNOCOBHOE noakniovaTbes K cetn no kabento nnu no Wi-Fi.

KomMmnneKkT noctaBku

Wi-Fi poytep UR-329BNU

MHCTpyKuma no BbicTpor ycTaHOBKE

Bnok nutaHus 9B 1A

Kabenb Tnna "Butaga napa" kateropumn 5 (UTP cat.5)
[[apaHTUNHLIA TanoH
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Q Cucrtema (coctosiHne nogknoyeHuns Kk MHtepHety n WPS)
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CoctosiHne nopta WAN

CoctosiHne noptoB LAN 1 -4

b 18

CoctosiHne nopta USB

Pa3zbemMbl h KHONKU

Reset KHonka ons BOCCTaHOBMEHNSA 3aBOACKMX HACTPOEK.

PWR Pasbem ana nogkniodeHuns 6noka nutaHus

LAN 1-4 |Pasbembl RJ-45 ana nogknoyeHnst yCTPOMCTB JIOKanbHOM ceTu
WAN Pasbem RJ-45 anga nogkntoyeHus kabena MHTepHeT-npoBangepa
usSB Pa3bem anga nogkntoyYeHnsa BHELLHEro HakonmTens

WPS BknitoueHne pyHkunn WPS (Haxxmnte n yaepxmamnte 5 cekyHa)
On/Off BbikntoyaTenb nnTaHms

opF e OO0




Wi-Fi poytep UR-329BNU

LLAT 1

MopgknioyeHue
[Moptbl LAN| | [TopT WAN
MopaknioyeHne MopknioyeHme
No NokanbHoM Kabens npoBavaepa
cetn N MogemMa
Reset DCIN
Cbpoc Bcex HacTpoek PasbeM nuTaHms
poyTepa K 3aBOACKUM
1. Y6eantecnb, 4TO ceTeBas kapTa BalLero KOMNboTEpPa HACTPOEHa Ha aBTOMaTU4eCKoe

nonyyeHne |IP-agpeca. Ecnu aTo BbI3biBaeT y Bac 3aTpygHeEHUs, noxanyncra, obpatutecs K
pasgeny «HacTtpovika ceTeBow nNnartbl KOMNLIOTEPAY.

2. MoaknounTe oguH KOHeL, ceTeBOro kabens (M3 KOMNMekTa NOCTaBKW) K pa3beMy CeTeBOW
KapTbl BalLero KoMnbloTepa, a Apyron KoHey, - K ogHoMy u3 pasbemoB LAN poyTepa.

3. MoagkntounTe kabenb NHTepHeT-NnpoBanaepa kK nopTy Internet.

4. MoakntounTe WHyp 6noka NnutaHms poytepa K pasbemy PWR un BknounTe ero B po3eTky
C HanpshxeHuem 220B.

5. Bkntounte nutaHue poytepa kHonkon On/Off. Ha nepegHen naHenu poytepa AOSMKHbI

3aropeTbCA MHOUKaTOp NMUTaHNA U COOTBETCTBYOLLEro nopTta LAN.

Ecnu y Balwero ycTponcTBa HET CETEBOro NopTa, NOAKMIOYMTECH K POYTEPY NPU NMOMOLLM
GecnpoBogHoOM ceTu.

1. MoagkntounTe kabenb NHTepHeT-NnpoBanaepa kK nopTy Internet.

2. MoakntounTe WHyp 6noka NnutaHms poyTtepa K pasbemy PWR un BknounTe ero B po3eTky
C HanpsixeHneM 220B, nocne yero nepeBeanTe BbIKNOYaTENb NUTaHWUS B pabodee NonoXeHue.
3. Mopoxante okono 20 cekyHA, MOKa poyTep 3arpyaeTcs.

4. Moagkntounteckb k cetn Wi-Fi (Upvel_****), ncnonb3ysa naposnb N0 yMON4aHuto.

SSID v naponb Wi-Fi yka3aH Ha cTukepe (Ha 3agHen CTOpoOHe Koprnyca yCTPpOMUCTBA).

. SSID (umsa cetn) — Upvel_****, rge **** - nocnegHue 4 cumBona MAC-agpeca
nutepgenca WAN (Hanpumep, Upvel 96c¢9).
. Maponb — nonHbin MAC-agpec nHtepderica WAN 6e3 necdmrcos n oBoeTounn

(Hanpumep, 00e04c8196¢9).
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EVEL UP

Pabota «13 KOpoOKu»

Ecnu Baw npoBangep ocywecTBnaeT nogkntoyeHme aboHeHToB no npotokony DHCP
(BmHamunyeckni IP-agpec), To Bbl MOXeETe HavaTb Mob30BaTbCs poyTepoM 6e30 BCAKON
HacTponku. B Takom cnyyae, nogknovatbcs K 6€CcnpoBOAHON CETU MOXHO C UCMONb30BaHNEM
MMEHW CeTu 1 Napons, ykasaHHbIX Ha cTukepe, nmbo no texHonorun WPS (HaxaTtnem KHOMok
WPS Ha poyTepe 1 nogknoyaeMom YCTPOUCTBE C MHTepBaroM He 6onee ABYX MUHYT).
MoppepxuBaeTca nNu pabota «n3 KOPpoOGKM» Bawmm npoBangepom? [poBepuTb O4YEHb
npocTo.

[MoaknounTe poyTep CornacHo ykasaHusiM Ha npeablayLien cTpaHuue.

HoxauTteck, noka 3aroputcs nHamkaTop Crucrtema. _n,

OTtkponite 6paysep (Internet Explorer, Safari, Chrome, Firefox n 1.4.) n nonbiTantecb nepenTtun
Ha BaL nobumbln cant. Ecnu y Bac 310 yganocs — nosgpasnsem! Ecnv HeT — BMecTo canTa
Bbl YyBUAMTE CTpaHuUy Beb-uHTepdenca poytepa, npegnaratoLlyo BaMm nponTun 4 wara
MacTtepa Hactponku.

O6paTuTte BHMMaHue: No coobpakeHnsiM 6€30MacHOCTM Mbl HACTOSTENBHO PEKOMEHAYEM BaM
CMEHUTb NOMMH 1 Naposb Ana Bxoga B Beb-mHTepdenc, a Takke SSID (Mma 6ecnpoBoaHom
cetn) n naponb Wi-Fi.

[axe ecnn cenvac Bbl XO0TUTE paboTaTb C poyTepom 6e3 HacTpoek — noxanyncra, caenanrte

OTO MO3XKe.




Wi-Fi poytep UR-329BNU

LLAT 2

MacTep HacTpouku

MTakK, Bbl BKITOUUIM pOyTEP M NOAKNIOYUIMCE K HEMY no kabento nnm no Wi-Fi. [ns
AanbHelrLwen HaCTPOrKN BaMm HeobxoaMmMo nonactb B Be6-UHTephenc ynpaBneHnsa poytepom.
1. Otkpounte 6payasep;
2. lMepengute no agpecy router.my (nm6o 192.168.10.1).
OTKkpoeTcsa BEG-MHTEPENC yNpaBneHnsi pOyTEPOM.

&I Menu | = [E] &w

Q}/ UPVEL Wizard

« C == | @) 192168101 ® ® QP

MACTEP
HACTPOVKM

B xoqe HacTpoiku poyTepa Bam NpefcToOMT NPOATH 4 NPOCThLIX Wara.

Bam 6ypet HeoGxo0QMMO:

MoMeHATs Napornk ANA AGCTYNA K poyTepy

HacTpouTs EpemsA

HacTpouTL nogknoYeHne K cetTd MHTepHeT

WNaMeHUTE HAaCTPOMKH (SECI'IDOBOJZIHOI‘i CETH

e

Mbl HacTosATENbHO pekomeHayem npontn 4 wara Mactepa Hactporku. 3To NOMOXeT BaM He
NPONYyCTUTb HX OOQHOrO BaXXHOrO NapameTpa U He 3aMMET MHOI0 BPEMEHMW.

Ecnu Bbl XoTUTe nponycTuTb MacTep HacTpoiiku u nepentu cpady B MONHLIE HACTPOWKN —
ncnonb3ynte “admin” B kKayecTse fnornMHa n naponsi.
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HaxmuTe kHornky AAJEE.

1. MNpuaymante n BBeaMTe MM Nonb3oBaTtens u naponb Beb-nHTepdenca. KpamHe He
pekomMmeHayeTcs ncnonb3oBatb «admin» — «<admin» 13 coobpaxxeHun 6e3onacHoOCTu.

nT usemame

x_ovon R

2. Hactpoute Bpewms.

Pa3pelunTs obHoBNeHWe NTP-knueHTa

ABTOMETHYECKH NEPEXOANTb HA NETHEE BPEMA H
obpartHo

TR el (GMT+03:00)Mescow, St. Petersburg, Velgegrad

e -
< s>

3. BblbepuTe TN NOAKNIOYEHNSA U3 pacKpbIBalOLLErocs cnucka n BBeante Heobxognmble
HaCTPONKN. DTN HACTPONKN Bbl MOXXETE HaWTU B JOrOBOpPE C BawnM NHTEpHeT-
npoBanaepoM (nMMbo yTOYHUTbL B TEXHUYECKOW NoaaepKke Ballero nposavaepa).

Ecnu Bbl nnaHupyeTte nogkntoyath IPTV-npuctaeky, nocTaBbTe COOTBETCTBYIOLLYHO ranoyvky u
nogknoumnte eé k nopty LAN4.

Tun nogknioverns  Tatlatiiakid hd

. Bbigenuts nopT LAN4 ona IPTV.

CEITN < -~




Wi-Fi poytep UR-329BNU

4. Bsepgute HacTpouku Wi-Fi. BeibepuTe Bawy ctpaHy, BBegmte SSID (ums ceTun) n
naporsb.
PekomeHgaummn otHocutensHo ananasoHa Wi-Fi n npounx napamMeTpoB Bbl MOXETE HAaUTU B
pasgene «CueHapun HacTpoek Wi-Fi cetu».
HacTtosaTenbHO pekomeHagyem Bam cMeHuTb SSID 1 naponb ceTtu (Mo coobpakeHusim
6e3onacHocTK).

RUSSIAN

CTpaHa:

[OuanaioH: 2.4 GHz (N}

e el Upvel_Wireless
CeTH:

Homep kaHana: [iead

Napons: WirelessPassword9000

RN <

Ha aToi1 cTpaHuLe Bbl MOXeTe eLLé pa3 03HaKOMUTBLCS C HAacTpoViKaMu, Nepea TeM, Kak oHun ByayT
NPYMEHEHbI.

PekomeHayeM coxpaHuTb Balln HAaCTPOWKK, HaxkaB KHOMKY CoxpaHuTb B dpann.

Haxmute kHonky AAJIEE, 4TOGbl NPUMEHNTL HACTPOWKM.

3anULLIKTE UMK 3aN0OMHUTE MHOPMALMIO O NOAKMIDYEHHH
MmAa GecnpoBoaHoi ceTH: 2 4GHz Upvel_Wireless
Ko WirelessPassword3000
IP-agpec: 192 168.10.1
Jloruu: username

Mapons: userpasswd

CoXpaHWTE B gaiin:

ERECZNN (< [ e >
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BeeauTe norvH n naporsib, KOTOPbl€ Bbl YCTAHOBUITN paHee.

Heobxoamma aBToprsauma

[ns goctyna Ha cepeep http://192.168.10.1:80 Tpebyetca
YKa3aTh MMA NONLI0EATENA M Naponk. Coobuenre
cepsepa: "adminupwvel.

ma noaszoBartens: | |

Mapaone:

Bxog OtmeHa

[loxamTech, Noka poyTep NPUMEHUT HAaCTPOWKK.

37 cek.

He BbIKNO4YalTe U He Nepe3arpyXanTe yCTPOWCTEO.

Mo3apaBnsieM, Ball poyTep HACTPOEH U roToB kK paboTe!

[nsa Bxoga B MEHIO pacLUMPEHHbIX HACTPOEK nepenanTe no agpecy router.my (nnuéo
192.168.10.1), BBEgMTE NOMMH N Naposib, yCTAHOBMEHHbIE BaMU YyTb paHbLue, 1 Bblbepute

A3bIK.




Wi-Fi poytep UR-329BNU
HacTtpouka poyTtepa 4yepe3 paclumpeHHbIn Beb-nHTepdenc

PacwupeHHbi Be6-nHTEpdenc, B otnmune ot Mactepa Hactporiku, obecneunBaeTt 4oCTyn KO
BCEM BO3MOXHbIM HacToMKam poyTtepa.

Ecnu Bbl X0TUTE NonacTe B HEro npv NepPBOM BKItoYeHUM poyTepa, MuHyst Mactep Hactpoiiku,
BaM HYXHO OyaeT B nepBoM okHe MacTtepa HaxaTtb kHonky «B MNOJIHbIE HACTPOWKN».

JlornH n napornb No ymonyaHuio — «adminy. B NONHbLIE HACTPOUKN —

Ecnu Bbl XoTTE nonacTb B BEO-MHTEpdenc nocne Toro, Kak npownn Mactep Hactponku —
oTkponTe Bpay3ep n nepengnte no agpecy router.my (nm6o 192.168.10.1). icnonbaynite Te
NOrvH N Naponb, KOTopble Bbl yCTaHOBUNK Npu nomMoLwmn MacTtepa Hactponku.

Bbibepute a3bIK.

=< | —

ENGLISH ESPANOL DEUTSCH PYCCKWH THA
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OnucaHune Web-untepdenca poyrtepa

CocTosiHue

CocmosHue cucmemnbl

Ha naHHOW cTpaHule npeacTaBrneHa cBoAHas Tabnuia HacTPoeK U COCTOSAHWUIA UHTEpPdENCcoB
poyTepa, a Takke ykasaHa Bepcusi MUKPONpOrpamMMHOro obecneyeHus.

CocTosiHME

Cuctema

[NpogomxurencHoc Tk pabotel Oday:0h:30m:0s
IPVG Kemel Version 2.6.30.9
Kemel md5 T7cff08fb4d052f94d488de15c 5437324
Wi-Fi ceTh Rootfs md5 cc4fab6879432140b2ab5dec 556902bd
Bepcuna npowuekk v1.0.0.9RU
Bpemn cozganma Tue Jan 26 12:51:07 MSK 2016
MexceTeBoil IKpaH 3arpyaka CPU 56.8%
[MamAaTi Boero 22896 kB
Yandex DNS Ceobogro namamu 4060 kB

Mapupy TH3auyws

CepBuc
Hactpoitkn Wi-Fi

Pexwm pabotel AP
Owanazon 2.4 GHz (B+G+N)
Mma BecnpoeogHoid cetn Upvel 96C9
Homep kaHana 6
LLindposarue WPA2
BSSID 00:e0:4c:81:96:c1

MNogknioyeHHLle knweHTRl 0

Hactpoiiku LAN
IP-npotokon Fixed IP
IP-appec 192.168.10.1
Macka nogcetw: 255 2552550
Wmoz: 192.168.10.1
DHCP-cepeep Brxn
MAC-anpec 00:e0:4c:81:96:c1




Wi-Fi poytep UR-329BNU

Cmamucmuka
Ha paHHOM cTpaHuue oTobpaxaeTca cTaTUCTUKa CeTeBOro Tpadumka Ans  pasnuyHbiX

NHTEepgencos.
CraTtuctuka nepmoguyeckm obHoBnsaeTcs.

Crtatuctuka

Ha 3T0if CTATMCTMKE Bkl MOXETE NOCMOTRETh CTATMCTHRY NAKETOR, NOMYYEHHLIX U OTPERNEHHLIX Yepes nHTepdeicsl LAN 1 Wi-
Fi

HacTpo#xM

IPviE _ . OTnpaeneHo NakeTos
Cete Wi-Fi
INpuHATO NakeToB

Wi-Fi ceTe
Otnpaeneqo nakeToe

Ethemet LAN
Mapupy TH3auun [NpuHATO NakeToB
OTtnpaenexo nakeTos

- Ethemet WAN
MexceTeBON IKpaH MNpuHATO NakeTos

Yandex DNS
Cepeuc
USB
Mon. HacTPOHKK
MacTep HaCTPOHKK
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XKypHan cobbimud

Ha paHHown cTpaHuue Bbl MoxeTe npocMoTpeTh 3anucu xypHana (log-canna) cuctemel, a
Takke 3agatb |IP-agpec yganeHHoro cepsepa perncrpaumm coobITUn.

Mo ymonyaHuio pernctpauunsa codbITUin OTKIYEHa.
[nsa BknoyeHusa pernctpauumn cobbitun oTMeTbTe (hrnaxok "BknounTb XXypHan".

Bbl MoXXeTe BbliGpaTh TUMbl PErMCTPUPYEMbIX U OTOBpaXkaeMblX B XXypHane cobbiTuid. Ins aTtoro
OTMETbTE rarniodkamm TUMnbl COObITUI, KOTOPbIE POYTEP OOJMKEH PErMCTPUPOBATD.

[ns obHOBNEHUSN XXypHana HaxxmuTte kHornky "OB6HoBUTL". [INA yaaneHust Bcex 3anmcen ua
cucTeMHoro log-ganna Haxmmute KHomky "O4YncTuTb".

YT106bl Ha3HAYNTb yaaneHHbIN cepBep perncTpauumn cobbITUI, yCTaHOBUTE ranoyky B
COOTBETCTBYHOLLEM Nofe 1 BBeauTe IP-agpec cepsepa.

[Mocne BbINOMHEHNSA HAaCTPOEK HAXXMUTE KHOMKY "CoXxpaHUTb U3MeHeHus", YTOObl HAaCTPOKKK
BCTYNWUAn B cuny.

Ha 3Toil CTPaHMLIE BLl MOXETE HACTROWTL CUCTEMHLI XYDHAN, BEAYUWACA B TOM YMCHE WU Ha
yOanéHHom cepeepe

BrnioumTs xypHan

Bce cobbitus B wiFi

AKTHEMpOBATL YAANEHHLIA P : _
Jypran -appec cepeepa:

R | MpyweruTs,

Mapwpy TH3aLua -
CHUCTEMHLIA XypHan
MeXCceTeBoN IKpaH

Yandex DNS

Cepenc
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HacTtpouku
Hmepgbetic LAN

Ha paHHOM cTpaHuue Bbl MoxeTe 3agaTb napamMeTpbl foKanbHOW CeTW, KOTOpPYK co3gaet
poyTep. Bbl MoxeTe nameHuntb IP-agpec poytepa, macky noaceTtu, Hactponkn DHCP-cepsepa u
apyrve napameTpbl.

IP-apgpec: B faHHOM none ykasaH IP-agpec poyTtepa. Npn HeoBXxoaMMOCTH Bbl MOXETE €ro
nameHnTb. danHbin IP-agpec ucnonssyetcs ansa gocryna Kk Web-uHtepdency poyTepa.
B 3aBoackux HacTponkax poyTtepa 3agaH IP-agpec 192.168.10.1

Macka noaceTu: B JaHHOM rone ykasaHa Macka noacetun ans nokanbHblx ceter LAN n WLAN,
KoTOopble co3gaeT poyTtep. [1pn Heo6Xo4MMOCTN MOXHO 3a4aThb OPYry0 MacKy NoOACETW.
B 3aBoackux HacTponkax poyTepa 3agaHa macka nogcetn 255.255.255.0.

Lnto3: 3agante 3HadeHne Bpy4dHyto unu octasbTe 0.0.0.0 ons aBTOoMaTUYECKOro NPUCBOEHNS.

DHCP: B pgaHHOM none Bbl MoOxeTe OTkMounTb cnyxby DHCP, oTBeTcTBEHHyIO 3a
aBTOMaTMYecKylo Bblgady IP-agpecoB ycTponcTBaMm, KOTOpbIE NOAKYATCA K NPOBOLHON MK
6ecnpoBogHon cetu poyTtepa. Cnyxb6a DHCP BkntoveHa no ymonyaHuio.

HacTpoika nHtepdeiica LAN

Ha naHHoW cTpaHWLE Bbl MOMETE HACTDOWTL NapamMeTpkl HTepdedca LAN

HacTtpoitka nHtepdeica LAN

[[e=Tila= o 192.168.10.1

Macka nogcetn PLEERLURLUYI]
S TEE 10000

Mapwpy TH3auKA DHCP EMH

[wanazoH agpecos DHCP-
P —— . el 192.168.10.10 ol 192 168.10.253

IPv6

Cpoxk apetasi DHCP (1 ~ 10080 minutes)
(D] {® a8 TSty = 2R Hac Tpouts DHC P-peaepeuposanne

Copme: Howersioe wus:
B02.1d Spanning Tree: |EX A 0

Yandex DN§

CoxpaHnTe M3MeHEHWMA

DHCP-knueHTsI:

Ocraeweecn
Bpems
apeHgbl (B
cexyHpax)

192.168.10.10 90:e6:ba:cd:bb:5f 28778

IP-agpec MAC-agpec

Owana3soH agpecoB DHCP-knueHTOB: B OaHHOM none 3agaetcsa guanasoH |P-agpecos, u3
kotoporo DHCP-cepBep Oyaet HasHayaTb |P-agpeca Bcem ycTpomcTBaMm, MOAKMIOYEHHBIM K
poyTepy 4epe3 uHTepdencsl LAN n WLAN. Bce IP-agpeca B gaHHOM AnanasoHe OOSTKHbI
npuHagnexaTb TON e noaceTu, uto u IP-agpec poytepa.

Cpok apeHabl DHCP: 3agaiite Bpemsi B cekyHAax, B Te4eHue Kotoporo bynet AencTBuTeneH
IP-agpec, HasHayeHHbI DHCP-cepBepom. Mo ncrevyeHmm sagaHHoro BpemeHun dyaet HasHayveH
HoBbIN |IP-agpec.
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DHCP-pe3epBupoBaHue: MCMomnb3ys AaHHy Tabnuuy, MOXHO 3aKpenuTb 3a KAMEHTCKUM
yCTpoONCcTBOM nocTosiHHbIN IP-agpec. Cpok apeHabl IP-agpeca He BygeT pacnpocTpaHATbCS Ha
KNUEHTOB, BHECEHHbIX B AaHHY0 Tabnuuy.

Hacmpotika DHCP-pe3epsuposaHusi

Ans Toro, 4to6bl BKkNtounTb DHCP-pesepBupoBaHme, caenante cneayoLlee:
1. Haxxmute kHonky "Hactpouts DHCP-pe3epBupoBaHue”.
2. lMNMocTtaBbTe naxok "Bkno4nTb

DHCP-pe3epBupoBaHue".
B o |P Ha 3Toi cTpaHWUE Bbl MOMETE 33pe3epBUPOBATE ONPEOenEHHLIA IP agpec ANA KOHKPETHOrD
3- Be,D,I/ITe XKenaembin 'a.U.peC n3 yCTpoiicTea BaWe ceTw. MpW NOABMNEHWK B CETW YCTPOACTBA C oNpeaen&rHeiM MAC-agpecom, poyTep

HACTPOWKA DHCP-PE3EPEVUPOBAHUA

> GyOeT BCAKMI pa3 NPWCBAMBATE &MY VKA3aHHLIA Bamu IP-agpec. JaHHaA @yHKUMA No3eonAeT
Ballen noaceTn . coveTtate npenmywectea DHCP w cratnueckoro HasHavedna IP-agpecoe.
4. Beegnte MAC-agpec yctponcTtsa
oe3 D,BOGTO‘-IVHZ n D,e(bl/lCOB. BHMI0UMTE DHCP-pe3epeEnpoBaHle
5. Beegute «KommeHTapum (He Pampec 122 13 10151 |
obs13aTensHO).
6 HaxmuTe "CoXpaHuTb A sgpet ubocossstt_|
U3MeHeHus". Kowmentapuimy csts epiop |
B Tabnuue BHM3Y Bbl YBUOUTE
CMUCOK 3ape3epBupoBaHHbIX IP. CMNCOK 3apeaepeupoBaHHe IP-anpecos:

IP-agpec MAC-appec KommeHTapnin BhIGpaTk

192.168.10.150 00-11-22-33-44-F (|

¥@aanuTk BeilpaHHbe ] [ ¥@anuTe BCe ]

[na noaTBepXXaeHNa BHECEHHbIX UBMEHEHMI HAXXMUTE KHOMKY "COoXpaHUTb U3MeHeHus".
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Wnmepgpetuc WAN
Ha paHHou cTpaHuue Bbl MOXeTe 3agaTh napaMeTpbl NOAKNIYEHUs K VIHTepHeTy.

Bbibepute TMN nogknyYeHMst 13 BbiNagawowero cnucka: cratudeckun |P-agpec, DHCP
(annamnueckun IP-agpec), PPPoE, PPTP vnun L2TP. Tun nogkntoyeHns Bbl MoXeTe yTOUHUTD Y
MHTepHeT-npoBangepa.

Mocne BbiGopa TMnNa nNogknYeHNs HeobXxoaMMO BBECTWU [aHHble, YKa3aHHble B 4OroBope C

WHTepHeT-npoBangepoM. OTW [OaHHble MOXHO TakkKe YTOYHUTbL B cryxbe TexHU4eckoun
nogaepxkn VIHTepHeT-npoBangepa.

lMocne BBoga BCex HEOBXOAUMbIX JAaHHbIX AN BbIOPAHHOrO Tna NOAKIMYEHNS HAXKMUTE KHOMKY
"CoXpaHUTb U3MEeHeHUA", 4TOObI HACTPOWMKN BCTYNUMN B CUIY.

HacTtpoika nHtepdeica WAN

Ha 3T0i CTPaHULE Bbl MOMETE HACTPOWTL NapaMeTpsl MHTERdEeiica WAN [NA BblX0Aa B VHTEDHET.
3nech Bul MOMETE BuIDpaTh HYMHLIA BaM THN NOAKMIOUEHNA (CTatmueckuid IP, DHCP wnn PPPoE).
MNogknioueHwe HacTpaweaeTeA AnA IPvd u IPvE.

IPvE Tun coegunenua WAN | DHCP-tnuent [+

Wi-Ficete
XocT Upvel-UR329BNU

MapiwpyTH3a
S MTU: (1400-1500)

MeXceTeBol IKpan
HacTtpoitku DNS

Yandex DNS
SIS © Onpenenute DNS aBTOMaTH4eckun

@ Hacrpoute DNS Bpy4Hyo
DNS 1:

NS 2 I

DNS 3:

Knonuposats MAC-agpec 0ooDoooooooD

Paapewnts uPNP

Pazpewnts IGMP-npokcu

Pa3zpewnTk 3xo-3anpockl yepez WAN
Pazpewuts IPsec no VPN-coeguHeHuo
Paapewnt PPTP no VPN-coeguuenmio
Paipewnts L2TP no VPN-coeguHeHuno

Pazpewnttk IPvb no VPN-coeguHeHuio

| Mpumeruts uswenenia | Cpoc |

KnoHupoatb MAC-agpec: Ecnu HTepHeT npoBangep ucnonb3yeT aBTopusaunio aboHeHTOB
no MAC-agpecam (QaHHy WHOpMauuIo Bbl MOXETe YTOYHUTb B cnykbe nopaepkku
npoBangepa), To Heobxoaumo BBecTuM B 310 none MAC-agpec komnbloTepa (Mnu poyTtepa),
KOTOpbIN UCronb3oBarncsa Ang Beixoga B IHTepHeT paHee.

PaspewmTtb poctyn Kk Beb-uHTepcency udepes WAN: paHHaa onums obecnednBaet
BO3MOXXHOCTb yAaneHHOro ynpasneHnsa poytepom ¢ noboro komnbtotepa Yepe3d HtepHeT. [ns
yOaneHHoro ynpasneHnsa no ymosnyanuto 3agaH nopt 8080.
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Lama u epemsi

Ha paHHon cTtpanuue Bbl moxeTe BbiGpaTb YacoBon nosdc, NTP-cepBep onsi CMHXpOHM3aL MK
4YacoB poyTepa, a Takke BKIHYNTb UK OTKITIOYNTb aBTOMaTMYECKUA Nepexo Ha NeTHee BpeMs
n obpartHo.

KHonka "CuHXpOHU3MpOBaTb C KOMMNbLIOTEPOM" NO3BOMSET CUHXPOHM3NPOBATL Yackl poyTepa
C Yacamu NOAKMIOYEHHOro KOMNbIOTEPA.

[na CMHXpOHM3auMM 4acoB poyTepa C CepBEPOM TOYHOrO BpeMeHW B WMHTepHeTe oTMeTbTe
dnaxok HanpoTue "Paspewntb obHoBneHune NTP-knueHTa", Bblibepute NTP-cepBep wu3
BblNagaroLero cnucka unu 3agavte ero IP-agpec BpyYHYHO M HaxXmute KHOnky "CoxpaHuTb
U3MeHeHuns".

HacTpoika yacosoro nosca

Bbl MOMETE CHHXPOHW3VPOBATL CHCTEMHOE BPEMA C CEPBEPOM TOUHOTO BpeMEHH B MuTepHeTe

HacTtpoiika 4acoBoro noaca

Tekywee epemna Moplals Mec. .ﬂeHh ‘-Iac MiH_ i Cek..

BTl v ol (GMT+03:00)Moscow, St. Petersburg, Velgograd |

WiFiceTs Pazpelwmrs obHosneHue NTP-
KIWEeHTa

IPvG

MapupyTusaima ABTOMaTWUEC KW NEPEXOOUTE Ha
neTHee BpemA 1 obpaTtHo

Mercereons axpar 0
NTP-cepeep mpoes 2
o I o csn IP-apec
Yandex DNS

Cepanc CoxpaHuTs WameHenuA [| CHHXPOHW3WPOBATE © KOMMBHITEPOM

usB
Ton. HacTpoMRKK
MacTep Hac TPOMKH
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WHmepgpetc VLAN

Ha paHHoM cTpaHuue Bbl MOXeTe akTMBMPOBaTbL U HACTPOUTL BUPTYarbHblE FIOKanbHbIe CEeTU.
OTtmeTbTe hnaxxok AktuBnpoBatb VLAN, 4To6bI BKIOUNTE OYHKLMIO.

Ha paHHOM cTpaHuue MOXHO 3agaTb npaBuia, B COOTBETCTBUM C KOTOpbIMW poyTep byaet
pacnpegensaTtb mapkupoBaHHble VLAN (Virtual Local Area Network) nakeTbl OT npoBangepa Ha
nokanbHble NopTbl poyTepa nunu obveamHnTb oamH n3 LAN noptos B mocT ¢ noptom WAN ans
npoxoxaeHus Tpadurka 6e3 Harpysku Ha poyTep.

HacTtpoitkn VLAN

Ha 3Toii cTpaHuLe Bl MoweTe HacTpouTe VLAN (BupTyankHee nokansHbe cet). VLAN
NO3BONAET OCYLEC TEWTE CETMEHTALMK CETH, 0BLMHO OCYLLEC TENAEMYHD OTAENBHBIMA
poyTepamu. [laHHan dyHKLWA nomoraeT obecneynTs paciuMpREMOCTh W BLICOKWIA YPOBEHb
BeaonacHoC TW BaLLeH CETH.

IPv6 AxtueupoBat VLAN
Wi-H ceTk

s Bkniounts  Ethernet/Wi-Fi WAN/LAN nepgg;::;‘:m Tsr VID(1-4090) Tpuopwurer CFI
0]~

- 3
e Ethemet Port1 LAN [NAT |~
7]~

Yandex DNS & Ethemet Port2 LAN [NAT ||
0[]

(3]
(0]~
(0]~
(0[]
(0]~

e Ethemet Port3 LAN [ NAT [+ ]

Ethemet Portd4 LAN [NAT [~|

Wireless 1 LAN H

Primary AP
Wireless 1
Virtual AP1 LAN NAT ]

Wireless 1 LAN H

BLIiTH Virtual AP2
Wireless 1
Virtual AP3 LAN NAT =]
Wireless 1
Virtual AP4 LAN NAT -
Ethemet Port5 | NAT |~ |
TR063 / [NAT -
Igmp Interface | NAT [~ |

Coxpanute uamenenua | MNepeaarpyanTs

usB

[lon. HaCTPORKK

MacTep HaCTPOHKM
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IPv6

Hacmpouka nodkrirodyeHusi K MIHmepHemy

[na nogkntoveHus K MHTepHeTy no npotokony IPv6 Bam Heobxoanmo caenaTb cnegyrolee.
OTtmeTbTe ranoykon onumo Enable IPv6.

B none Origin Type Bbibepute DHCP ansa guHamuyeckoro IP-agpeca nnbo STATIC - ans
CTaTMYeCKoro n BBeAMTE HAaCTPOMKN BaLLEro npoBanaepa B COOTBETCTBYHOLLME NONS.

HacTtpoiikun IPv6 WAN

Ha 3T0il CTPaHULE Bkl MOXETE HACTPOMTE NapamMeTphl NOKMIUEHNA K MHTepHeTY. BulGepute AN
NOAKNIOYESHUA, W BREAUTE HEoBX0AMMEIE HACTPOWKA.

Bknouute IPV6

WAN

Wi-Fi ceTh AL =Bl DHCPVE ||
Tun coepunenvn: [EEINE

Mapiupy THIaLMA
DHCP

ArToroHdury palua Ges

Yandex DNS NO/ISPHKN XPaHeHUA apecos @
(SLAAC)

Cepeuc ABToKoHGWry paLwa ¢
NOJEepXKKOI XpaHeHUA aapecos

DUID: 0003000100e04c8196c9

MexceTeBoH 3KpaH

©

Bunouwrs PD:

Brnmiouurts Rapid-commit:

HacTtponkun DNS

Monyuwte agpec DNS
ABTOMATU4EC K1

YcTtanoeuts agpec DNS
BPYYHYHO

DNS1: [AnuHa npedukca:

[pouyne HacTpoOWKK

Knonuposats MAC-agpec: [HHENENEENEEE

Brnowuts MLD-npokck

| MpuwmeruTs u3menerin [ Copoc |
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Wi-Fi ceTtb
OcHoBHbIE HacmpouKu

Ha paHHon cTtpaHuue Bbl MoXeTe 3agaTb ocHOBHble napameTpbl Wi-Fi cetn, koTopyto cosgaet
poyTep.

OTtknountb uHtepdenc Wi-Fi: BknioveHne un otkntoveHne Wi-Fi mogynsa poytepa. Ecnu
otkntounte Wi-Fi mMogynb poytepa, TO KIMEHTCKMe YCTPOWCTBa, noakmtoyveHHble no Wi-Fi
coefMHeHuto, He ByayT MMeTb AOCTyna B NOKarnbHY0 ceTb U VIHTEepHeT.

[dnana3oH: BbiGepuTe nogaepxmusaemole ctaHaapTbl. OT aToro 6ygeT 3aBMceTb COBMECTMMOCTb
N CKOPOCTb Nepefayn gaHHbIX (nogpobHee cm. CueHapum HacTpoek Wi-Fi ceTtn).

Pexum paboTbl:

e AP (Touka pocTtyna) — poytep GygeT BbicTynatb B KayectBe camoctostenbHon Wi-Fi
TOYKM JOCTYNa;

e Client (KnneHT) — poyTep 6yaet nogkntodateca K nmetowenca Wi-Fi Touke goctyna;

e WDS - poytep byget nogkniodatbcs nmetowernica Toukn goctyna no Wi-Fi B Buge mocra;

e AP+WDS (Touka poctyna+WDS) - poytep OygeT nogknoyaTbCs MMEHLENCS TOYKM
poctyna no Wi-Fi n 6yget goctyneH ansa noaknoyeHus 6ecnpoBOL4HOMO KIMEHTCKOro
obopyaoBaHus..

SSID: nmsa cosgasaemon poytepom Wi-Fi ceTn.

WupuHa kaHana: pekomeHayeTcs Bolbpatb 40 MITu.

[JononHuTenbHbIN KaHan: Npu BbIbope pacLMpPEHHOro KaHana

Homep kaHana: no ymonyaHuio ucnonb3dyetca kaHan 9 — 2452 MI'y. BeibupaTb apyron kaHan
cnegyeT TONbKO B TOM cny4yae, ecnu Ha gaHHoMm kaHane Wi-Fi ceTb paboTtaeT HecTtabunbHo
(Hanpumep, 13-3a HaANOXEeHUA CUrHaNoOB APYrMx TOYeK AoCTyna).

TpaHcnauma SSID: no ymonyaHuio gaHHaa yHKUMSA BKNoveHa. Ecnv Bbl HE XOTUTE, YTOObI
Bawy Wi-Fi ceTb MOXHO Obino 0BHapyxuTb cTaHaapTHon npoueaypon noucka Wi-Fi ceten, 10
OTKITIOYMTE aHHY0 (PYHKUMIO.

WMM: texHonorna Wi-Fi Multimedia Quality of Service ob6ecneuvBaeT npuopuTtumsaumto Tpadmka
MYNbTUMEANNHBLIX NPUIOXEHNIA N NOBbILIAET CTabUNbHOCTL MX paboThl. 1o ymMonyaHuo gaHHas
YHKUMA BKITIOYEHA.

CkopocTb nepeaaym AaHHbIX: B J@aHHOM MOSie MOXHO BblGpaTb NPOMYCKHY0 CNOCOBHOCTb
Wi-Fi coeanHeHnus. Pekomengyetcs BblbpaTh "ABTO".

Bknountb pexum noBToputens u 3apatb SSID: Bbl MOXeTe MOAKMOYUTL ITOT poyTep K
ApYyromy Ans paclmnpeHns 30Hbl NOKpbITUS 6ecnpoBoaHon ceTu. [Ina 3Toro noctaBbTe ranouky
n Haxxmute KHonky Mouck Wi-Fi ceTen n Boibepute ceTb, K KOTOPON XOTUTE NOLKMOYMUTLCS.

[na noarBepXXaeHnsa BHECEHHbIX UBMEHEHMI HAXXMUTE KHOMKY "COoXpaHUTb U3MeHeHus".
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OcHoBHble HacTpoiikn Wi-Fi

30eck Bbl MOXETE HACTPOWTL Pa3NWUHLEE NapaMeTpsl Baweid ceth Wi-Fi.

OTknioMuTs MHTEpdeic Wi-Fi

Crpana: RUSSIAN |

Nwanasou: 2.4 GHz (B+G+N) |~
Pexum pabote: AP [~
Tun cetn  Infrastructure | ~ |

MexcotesoR e 551,

Yandex DNS lllnpuHa kanana: A0MHz ||

MapuipyTHaaima

C pabo
CepBuc 20?:5‘;:'1"“ Ta @®Bn  © Buikn

HononHuTensHeIR KaHan: | Buiwe |~ |

Homep kanana: | Auto | |

TpaHcnauua SSID: Brn |~

WMM: [ Brn [~

CropocTt nepepaum gannuix:  [ECIES

OrpaHWyeHWe nepega4vm: _ MBurt/c (0:cHATE orpaHueHe)
OrpaHW4eHue NnpUémMa: _ MBurt/c (0:cHATL orpaHUdeHe)
Uncno KnuenTtog: _ (D:cHATL orpaHdeHe)
MoaknYyeHHbIE KNWEHTHI:

B Knonuposate MAC-anpec (Oamn Ethernet-knuent)

BrnOYHTL peXMM NOBTOPHTENA W 3apats SSID

551D pacuupenHoro uHTepieiica:  [FRREAES{ZAN]




Wi-Fi poytep UR-329BNU

LornonHumernbHble HacmpouKu

[laHHble HACTPOMKM MpPeayCMOTPEHbI AN MoNb30BaTeNen, KOTOPbIe XOPOLLO 3HAKT MPUHLAM
paboTbl Wi-Fi ceTn. 3T HacTpolikn He cneayeT U3MeHsTb, eClv Bbl HE 3HaeTe, Kak 3TO OTPa3nTCS
Ha paboTe ycTpouncTBa.

[JononHuTenbHble HacTpoiku Wi-Fi

[aHHbLIE HACTPOIKA NPEAYCMOTEHL! INA NONLI0BATENEH, KOTOPLIE XOPOLLO 3HAKT NPUHLMN paGoTsl
Wi-Fi ceTi. 3TW HACTPOWKA He CNefyeT M3MEHATL, ECNW Bl HE 3HaETE, KaK 3TO OTPa3uTCA Ha paboTe
YCTROICTEE.

Mopor dyparmeHTaLm: (256—2346}
Mopor RTS: I 0-2347)
CurHanbHbIiA MHTepBEan: (20-1024 mc )

Twun npeamByni: @ [AnuvHan npeambyna © Kopotkan npeambyna

IAPP: © Bxn @ Brikn
Mapiupy TH3a LA
3awmra: ® Bxn  © Buikn

MexCeTeBON IKpaH Arperuposaxue: © Ben @ Buikn
KopoTruii 3aLWTHLIA WHTEpBan:
Yandex DNS = - . Sl Al L

MzonAuwA BecnpoBogHLIX
KIUEHTOR: ® Bin O Buikn
Cepeuc

STBC: © Ben @ Buoikn
CoemecTHan pabora 20/40MHz: @®Bkn © Buikn

DopmupoBaHie nyua
TpaHCMUTTEpa: OBkn @ Buikn

[peobpazosanwe Mutilcast B
Unicast: © Ben @ Buikn

E;’u’_“ﬂﬂc”ffzpa”“‘”a‘"‘““a” ©100% ®@70% @50% @ 35%

CoxpaHuTh U3MEHEHWA
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besonacHocmb

Ha aTon cTpaHuue Bbl CMOXETE HAaCTPOUTb WNGPOBaHME Bawen 6ecnpoBogHoOn cetn nmbo,
HaobOopPOT, OTKMOYNTD ErO.

Bbi6epuTte SSID - ecnu Bbl co3ganu 0gHY UM HECKOMbKO BUPTYarbHbIX CETEN, Bblibepute Ty,
KOTOPYIO XOTUTE HAaCTPOUTb B JAHHbIN MOMEHT.

Pexum ayteHTUdUuKaumm - Bbibepute Hambonee coBepLUeHHbI anropuTM 3aLmThbl U3 TeX, YTO
noagep>KMBatoTCa BCEMU YCTPONCTBaAMM, KOTOPbIE Bbl MaHMpyeTe NOAKMAYaTb K
6ecnpoBogHou ceTtu (ceepxy BHM3 oT WEP kak camoro HesawmwéHHoro go WPA2).
AyTeHTUdMKaLma - pekomeHgyem octaBuTb BblIGop nyHkTa YacTHbin (Pre-Shared Key),
KpOMe Tex criydaesB, Koraa Bbl UCMONb3yeTe cepBep ayTeHTUduKkaumm.

Habop wudpoB - pekomeHgyem Boibpate AES (ecnv OH nogaepxvBaeTcst BCceMu
yCTpONCTBaMM, KOTOpbIE Bbl NNaHnpyeTe noaknoyats). [NogpobHee 06 onTummsaumm paboThl
B6ecnpoBogHoun ceTn uitante B rmaee "CueHapum Hactpoek Wi-Fi cetun".

dopmart Knrya - pekomeHgyem BbibpaTh Maponb.

Maponb - BBEAUTE Naposnb (He MeHee BOCbMU CMMBOJSIOB NaTUHCKOro andasuta un undp).
[MoMHUTe, 4TO Naponb YyBCTBUTENEH K perncTpy (KittenS n KITTENS - pa3Hble naponu!).
MpumeyaHune: ecnu Bbl BblbepuTte 3awmnty WEP, Bam HyxHO ByaeT aHanormyHbiM obpasom
cosgatb kntod WEP. ObpaTtute BHUMaHWe, YTO Mbl KATErOPUYECKM HE PEKOMEHOYEM
ncnone3osatb WEP (BBMAY 04eHb criabon KpnTOCTOMKOCTH), €CIN TONbKO Yy Bac HET
HeobxogmmocTun nogkntovatb no Wi-Fi yctapeslume yCcTponcTea, KOTOpble NOAAEPXKMBAIOT
ncknoumtensHo WEP.

[na coxpaHeHns HacTPOEeK HaXXMuTe KHOMKy "MpuMeHunTb".

HacTtpoiku 6esonacHocTn Wi-Fi

3nech Bbl MOMETE MIMEHWTL HACTPOWKM BeaonacHoc W Baweid GecnpoBOHON CETH.
Bocnons3yWTecs anmopuTMamd 3aWMTs WEP unn WPA utofsl NpenoTepais
HeCaHKLWOHWPOBAHHLII [OCTYN K PECYPCAM BaLLEH CETH.

RGN S [ 3l Root AP - Upvel_96C9 [«
Pexum ayTenTudmkalun WPA2 [

Pexum aytreHTudmkanmn @ KopnopatusHbiii (cepaep AS) © YacTHelii (Pre-Shared Key)
Mapuipy Taauus HaGop wndpos WPA2 MTKP FAES

MexceTeBoi 3Xpan E:;‘;;um kmoya (Pre-Shared n

Yandex DNS Mapons.: e

Cepeuc
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YnpaeneHue docmyriom
Ha paHHoOM cTpaHuue Bbl MOXeTe 3agdaTth npasa goctyna k Wi-Fi cetn.

B cnyyae Bbibopa onuuu "Benbin cNUCOK" K TOYKe AOCTYNa CMOryT NOAKIMIOYUTLCS TOMBbKO Te
knneHTbl, MAC-agpeca koTopbix BHeceHbl B Tabnuuy. B cnydae Bbibopa onuum "YepHbin
cnucok" knneHTbl ¢ MAC-agpecamu, BHECEHHbIMW B Tabnuuy, He CMOryT NOAKMIOYUTBLCS K TOUKE
pocrtyna.

YnpaeneHue JocTynom

[anHanA cyHrumMA GnospyeT (ecnn BulGpaH YepHulid CIMCOK) UNK paapelwaeT (ecny Bubpad Gentii
CMMCOK) AOCTYN B MHTEPHET TONLKD TEM KNWeHTaM Bawed nokansHoi ce, MAC-afpeca KoTOphLIX
BHECEHLI B TabNnWLy hunsTpamn.

Vnpaenenve goctynom KAl e =

OTKNIYKHTE .

-
KommeHTapuii: HepHiit enue ok

Tekyuan Tabnuua KoHTponA AocTyna

Mapupy TH3aims
MAC-agpec KommeHnTapwii:

MeXCeTeBoH IKpaH

Ypanute Boibpantsie [l Yoanwts Bce CoxXpaHWTe HIMEHEHUA

Yandex DNS
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EVEL UP

lNouck Wi-Fi cemeu

30ecb Bbl MOXeTe yBMAETb CMMCOK AOCTYMNHbIX 6€CNPOBOAHbBIX CETEN, 03HAKOMUTBLCSH C UX
napamMeTpamu 1 NOLKNIOYMUTLCA K OOHOW U3 HUX, €CIN BbIOpaH COOTBETCTBYIOLLNIN PEXNM
paboTbl Bawero poytepa (cm. pasgen «Wi-Fi ceTb - OCHOBHbIE HACTPOWKUY).

Mownck Wi-Fi ceTten

30eCh Bkl CMONMETE BINOMHWTL NOUCK AOCTYNHLIX GeCNPOBOAHLIX CETel W NPUCOSAMHUTECA K OAHOM U3
HWX, ECIIM BALL POYTED HACTPOEH B pexum Wi-Fi knneHTa.

Mouck

Wmna becnpoeogHOl CETH BSSID LETET) Illuposanue CurHan

Upvel_19DB d4:bf:-7f:55:19:d8 WPA2-PSK 76

4
(B+G+N)

WPA-

PSKWPA2- 62
PSK

MeXceTeBo’ JKpan D37 00:14:d1:ae:b3:1c 6 (B+G) WPRA-PSK 60

11
(B+G+N)

7

— RT_WiFi_96C9 00:e04c:8198c1 .o\

Upvel 2 4GHz 96C9>> d4:bf 7f:81:96:d1 WPAZ2-PSK

Yandex DNS
WPA-
PSK/WPAZ2-
PSK

WPA-
PSK/WPAZ-
PSK

WPA-
PSK/WPA2-
PSK

P 1
Cepauc 309 test d4:bf7f:04:65:f6 (B+G+N)

11

UPVEL 3092 00:0c:43:30:50:40 (B+G+N)

. h
326 d4:bf 7F-4b:d0:56 (B+G+N)
4

(B+G+N)

10
(B+G+N)

UPVEL Office d8:eb:97:a2:51:14 WPAZ2-PSK

UPVEL-1 e8:37:7a:91:49:e0 WPAZ-PSK

UPVEL-2 ac:9e:17:8b:b0:8c WPAZ-PSK

1
(B+G+N)
1 WPA-

" PSK/WPAZ2-
(B+G+N) PSK

UPVELA c2:9f:db:2f.7c:dc

6
(B+G+N)

1
(B+G+N)

UPVEL-3 20:27:22:51:4d19 WPAZ-PSK

UPVEL-D 58:12:43:ab:1b:fa WPA2-PSK
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Hacmpouku WDS

Cuctema WDS (Wireless Distribution System) ycraHaesnuBaeT 6ecnpoBogHble COEOUHEHUS C
APYrMMuM TOYKamMun JOCTyna N ob6beanHSET UX B €ANHYI0 CETb, YTO MO3BONSAET YBENUYUTb 30HY
nokpbiTna Wi-Fi cetn. [Ina aToro cnegyet HaCTpOUTbL TOYKM OOCTYMa BPYYHYHO Ha OOWH KaHarl,
BHECTWN B cooTBeTCTBYOLWY0 Tabnmuy MAC-agpeca Todek goctyna, ¢ KOTopbiMM Heo6xoamMmMo
yCTaHOBUTb coeanHeHune, u Bknounte WDS.

Ona Ttoro, 4tobbl HacTpouTb Baw poytep B pexume WDS, Bam Heobxogumo caenaTtb
cnegytoulee.

1. YBeauTtecn, 4YTO BaLl poyTep HaxoamTca B pexume L3 (akTMBMpOBaHO MO YMOMNYaHUIo).

2. lMNepengute B «Wi-Fi ceTb — OCHOBHbIe HacTpoMku» 1 nepeseauTe HGecnpoBOAHOWN
NHTepgenc B pexmum paboTel « WDS» nnbo «AP+WDS» (BTOpOW pexnm oTnmyaeTcs Tem,
4YTO B HEM GEeCcnpoBOOHON UHTEPGENC MOXET UCMOMb30BaTbLCS HE TONbKO ANA CBA3M C
cocegHUMM poyTepamu K Toukamu [OCTyna, HO W ANS MOAKMYEHUS KIUEHTCKUX
yctpoucts no Wi-Fi).

3. lMepengute B «Wi-Fi cetb — WDS». OTmeTbTe ranouky «Bknounte WDS» n BBeante
MAC-agpec TO4KM, K KOTOpOW Bbl cobupaeTechb noakntoumtbcs. Ecnm Bl cobupaeTtech
NOAKMIOYMUTLCA K HECKOSbKMM TodkaM — BBeauTe MAC-agpeca ocTtanbHbIX MO oyepenu.
CoxpaHnte n3aMeHeHus.

HacTtpoikn WDS

CucTema WDS (Wireless Distribution System) ycTaHagnmeaeT GecnpoeogHLIE COSOUHEHWA C ODYIMMA
TOUKAMK 10CTYNA ¥ OOLENHAET WX B €0WHYID CETh, UTO NOIBONAET YEENWUMTE 30HY NOKDLITWA Wi-Fi
ceTi. [NA 310 cneyeT HACTPOWTL TOUKA JOCTYNA Ha OfWH K3HAN, BHECTH B COOTBETCTEYHOLLYID
Tabnuuy MAC-agpeca Touek foCTyna, C KOTOPLIMA HEOBXOAWMO YCTAHOBMTE COSAWHEHWE, W BIITIOUNTL
WDS.

Bemouurs WDS

MAC-agpec [ESGF(aT Iy«

CropocTs nepepaun ganmeix: [

Mapwpy T3auma p
MexceTesoii IkpaH

Yandex DNS MAC-agpec Cropoctb coegunennn (M6utic) KommenTapwuii Buibpath

CepBHC

USB Yaanute BelbpanHEIe

4. Ecnv Bbl XOTUTE NOAKMYNTLCA K 3awmwéHHon WDS-ceTu (unm co3gatb Takylo) —
3angute B Hactpomku 6e3onacHocTu, rae Boibepute TvN WMPOBaHNSA U BBEAUTE
KITHOM.

MopnepxunBaetcsa wundgposaHne WEP n WPA2 (AES).

O6paTtute BHUMaHue: TN WNPOBaHUS 1 KNOY AOSMKHbI ObITb O4MHAKOBBIMU Ha BCEX
ycTpouncTBax gaHHom cetn WDS.
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EVEL UP

Wi-Fi Protected Setup

Ha gaHHoun cTpaHuue Bbl moxeTte HacTpouTb dyHkunio WPS (Wi-Fi Protected Setup). daHHas
dyHKUMA nos3sondeT ObICTpO noakntodaTtb yctponctBa kK Wi-Fi cetm mn aBTomaTtudecku
CUHXPOHU3NPYET HaCTPOWKM.

Ha 3Toi cTpaHWLUE Bhl MOMETE WIMEHWTL HACTPOWKA dyHELMK WPS (Wi-Fi Protected
Setup). OHa NOMOXET BaM BLICTPO NOAKNKMUTLECA K CETW BALLETD POYTEPA, ABTOMATUUECKH
CMHXPOHW3WPOBEE CETEBLIE HACTPOMKINA.

3anperuts WPS

CocroaHwe WPS: @ Hactpoen @ HenacTtpoex

Ma
e

MexceTeBO#H 3KpaH ABTODNOKMpOBKa NOCNE TPEX HeyAauHbIX
NonLIToK P

R Coberaennbii PIN: 71102979

Cepeuc
Kondpurypauuwa npu HamaTHH KHOMKM: 3anyck

Mpepeate WSC MNpepBats

PIN knmenTa: YCTaHOBHTE

Texkywan MHhopMaLMA O KHOMKE:
AyreHTudhmuKayma Llluc poeanne
Open Het

KoHdurypaumsa nocne HaxxaTusi KHONKWU: Npy gaHHOM cnocobe nogkntoyeHnsa Heobxoammo
Ha)kaTb KHOMKy «3anyck PBC» 1 B TeyeHne ogHon MUHYTbI akTnemnpoBaTtb oyHkumio WPS Ha
YCTPONCTBE, KOTOPOE HEOBXOANMO NOAKNIOUNTD.

ABTOMaTUMyeckasi GriokMpoBKa: nocre Tpéx HeyaayHbix nonbiTok WPS-coeaMHeHnst pyHKLmMs
BPEMEHHO GrokunpyeTcs B Lensx 6e3onacHOCTU. Bbl MOXeTe CHATb BGrOKMPOBKY BPYYHYHO,
HakaB KHOMKy «Pa36nokupoBaTtb».

KHonka "MpepBatb WSC" no3sonsieT nUaMeH1Tb npepeaTb BbinonHeHne WPS.

PIN-kon knueHTa: BBegute PIN-kog ycTponcTtBa, KoTopoe Heobxoaumo noakniountb K Wi-Fi
CeTu, N HaXXMuTe KHonky «YctaHoBUTb PIN».
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MapuwpyTusaums
Co3sdaHue mapuwpymos

30eCb MOXHO YCTaHOBUTb napamMeTpsbl, no kotopbiM Wi-Fi poyTep 6yaet nepegasatb AaHHbIE B
cnyyae, ecnuv ceTb UMeeT cTaTudeckun IP-agpec.

HacTpoikn mapLupyTusauum

Ha 310l CTPEHULE Bbl MOMETE HACTPOUTH AWHAMWAYECKUI NPOTOKON MapLLPYTU3aLmMK nMnGo nobasuTs
MMM OTPEAAKTWPOBATE 3AMUCH CTATUYECKAX MapLLDYTOE.

BKNIOUMTE AWHAMWIECKYHD MapLlpy TH3aLWI0
NAT: ©Bkn @ Buikn
MNepepaya @ Bukn @ RIP1 @ RIP 2
MNpwem O Bokn @ RIP1 @ RIP 2

MexceTeroil 3Kpan COXpaHUTL M3MEHEHNA

Yandex DNS -
BrniounTE CTaTWUECKYID MapLUpY TH3ALIAO

— 1P-anpes:
Macka nogcertu:
|

MeTpuka:

Wrrepdpeic: [[TETIED

Linwo3

Tabnuya cTaTMdecknx MapLUpyToB

IP-agpec

Macka Metpuka
Ha3HaUeHuA

¥Yaanute BelbpaHHEIe

IP-appec: Beeaute ctatnyeckuin IP-agpec, KoTopbin ucrnonb3yeTcs aAns Boixoga B HTepHeT.
3Ty nHopmMaunto MOXXHO nony4unTb y IHTEpHeT-NnpoBangepa unm ceTeBoro agMmHucTpaTopa.

UHTepcenc: Buibepute wuHTepdenc ana coeamHeHna c WHTepHeT-npoBangepom (WAN
(MHTepHeT), WAN_Phy (nokanbHaga ceTb npoBangepa) nnm LAN).

Macka nopcetu: Beegute macky cetu (nogcetu). 3Ty MHEGOPMaUMIO MOXHO MOMAyYUTb Y
MHTepHeT-NpoBanaepa nnu ceTeBoro agMuHUcTpaTopa.

Lnto3: Beeante agpec wno3a. ATy MHOPMaUUIO MOXHO nonyunTtb Y NHTepHeT-npoBangepa
UM ceTeBoro agMuUHUCTpaTopa.
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Tabnuua mapuwpymos

30ecb oTtobpaxaeTca Tabnuua MaplpyTusauuum poytepa. Tabnuua maplpytusaumm — 370
co3gaHHas poyTepom 0asa [gaHHbIX, KOTOpas MokasbiBaeT WHGOpMaUulo O TOMoSorMu
MEXCETEBOIO COEAUHEHMS.

Tabnuuya mapwpyToB

B naHHOA Tabnuue Noka3aHsl BCe 3aniCH MaplupyTos .

IP-agpec Ha3HaueHnA W3 Macka Metpuka Wurepdeiic Boibpats

10.0.0.5 10.0.0.5 255 255 255 255 0 WAN Dynamic
239.255.255.250 0.0.0.0 255.255.255.255 LAN Dynamic
10.0.0.0 0.0.0.0 2552552550 WAN Dynamic
192.168.10.0 0.0.0.0 2552552550 LAN Dynamic
2240.00 0.0.0.0 240.0.0.0 LAN Dynamic
0.0.0.0 10.0.0.5 0.0.0.0 / Dynamic

IP-appec: OTtobpaxaeT IP-agpec nogkntoyeHHoro ysna.
LWnro3: OTobpaxaeT agpec wnio3a NnogcoeAMHEHHOrO y3na.
Macka: OTtobpaxxaeT Macky ceTu (NoaceTn) NOLKIOYEHHOrO yana.

UHTepdenc: OTobpaxaeT uHtepdenc, Yepes kotopbin nogkntoveH ysen: WAN, WAN_Phy unu
LAN.

MemceTeBoH JKpan

Yandex DNS

MexceTeBOM 3KpaH

Qunbmpayus ro IP-adpecam

HaHHaa dyHkuna 6nokupyeT nepegady w3 Baiwen nokanbHoW cet B VIHTEpPHET TOMbKO Tex
nakeToB, 3arofloBOK KOTOPbIX coaepxuT IP-agpec, ykazaHHbI B Tabnvue dunstpauum.

dunbTpayma no IP-agpecam

Ha 3Toi cTpaHKUe Bul MoXeTE GNoKMpoBaTL AoCTyn no IP-agpecam.

Brniouwte dovneTpaywe no [P
Wi-Fi ceTh

TNokaneHeid IP-agpec: FEESLERIVSINY
Npotokon: [ERES
MexceTesoN 3Kpan KommerTapuii: _

Mapupy TH3aumA

CyulecTBylolWMe NpaBuna:

TlokansHuii IP-agpec KommenTapui

Y0anuTe BolgeneHHbIe Yoanute Bce

Yandex DNS




Wi-Fi poytep UR-329BNU

dunbmpauusi no Homepam rnopmoes

HaHHasa dpyHkuna 6nokupyeT nepegady n3 Bawern nokanbHOM ceTn B VIHTEPHET TOMbKO Tex
MakeToB, 3arofl0BOK KOTOPbIX COAEPXUT HOMEP NnopTa, yKadaHHbIA B Tabnuue dunstTpaumu.

dunbTpauns No Homepam NopToB

NanHan tyHkLMA GnowMpyeT Nnepefayy ua Balleil NoKankHOH ceTW B MHTEDHET TOMbLKD TEX NaKeTOs,
3aronoBOK KOTOPbLIX CONEpMAT HOMED NOPTA, YKa3aHHLIA B Tabnuue dunkTpaumn.

BrniounT: duneTp noptos

[wana3oH nopTos: _— _
Npotokon: [SEEREE
e—

CyulecTBYIOINE NpaBUNAa:

Mopt ([uanazoH

KommeHTapui
MopTOB)

Yandex DNS o o
YaanuTs BblgeneHHbie Yaanuts Bce

Qunbmpayus no MAC-adpecam

HaHHasa dyHKuna paspewaet (ecnm BbibpaH 6enbin cNMCOK) AOCTYN B VIHTEPHET TOMbKO TeM
KnneHTam Bawen nokaneHon cetn, MAC-agpeca KOTOpbIX BHECEHbI B Tabnuuy unbTpaumn.

dunbTtpauma no MAC-agpecam obecneumBaeT ygobHoe ynpaBneHve AoctynomMm B VHTEpHeET m
NO3BONSIET NOBLICUTL YPOBEHb 3aLMTbl Balueln nokansHon ceTu.

®uneTpayma no MAC-agpecam

Ha aToi cTpanuLe Bsl moxeTe Gnomposats AocTyn no MAC-aapecam.

Brniouwte couneTpaumo no MAC-agpecam
@ YépHwiit crncok (BnokupoBaTs ykazaHHule agpeca)

@ Eenwii crucok (bnokupoBaTL BCe agpeca, KpoMe YKa3aHHLX)

Apply Changes

wAC-aapec: |
——

[ Add Entry il Reset |

CyuiecTeylolMe NpaBuna:
MAC-aapec KommeHTapuiA

Yandex DNS

CepBHC
YaanuTe BelgeneqHele YaanuTte Bce
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Qunempauus no URL

dunbtpauma no URL nossonseTr 6nokupoBaTb AOCTYN NONb3OBaTenen noKanbHOW CeTUu K
onpegeneHHbIM canTtam B HTepHeTe.

BmecTto URL Bbl MOXeTe Takke BBOAUTL KitodeBble crnosa. Hanpumep, ecnu seectu B nosie URL-
appec crnoso "facebook" u HaxaTb kHOMky "CoXpaHUTb M3MeHeHus" - npasuno 6yger
aobaesneHo B Tabnuuy punbtpaumm, n poytep byaeT 6noknpoBaTtb obpaLleHnsa Ko BCeEM cantam,
URL koTopbix cogepxat crnoso " facebook ".

CocTosnue

®uneTpaynsa no URL

BT Ha 3To# cTpaHWLE Bbl MOMETE 3ANPETHTL AOCTYN K ONpeaenéHHem URL.

IPvE
Brnrouute dunsTpauuo no URL

MR URL anper: I
—

MexceTeBOH 3KpaH
CylLecTBYLLME NpaBuna:
URL-agpec

YaanuTe BelgeneHHsLle YaanuTe BLe
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HepeHanpaeneHue rnopmose

[aHHas dyHKUMA aBTOMAaTMYECKM nepeHanpaBndeT 3anpocbl OnpeaesieHHbIX CepBUCOB U3
MHTepHeTa Ha COOTBETCTBYIOLLMI XOCT Baluen nokansHom ceTu, Haxo4saLwWwmnca 3a MexXceTeBbIiM
9KpaHoMm poyTepa. Mcnonb3oBaTb AaHHYO OYHKUMIO cnegyeT B TOM crnyyae, ecnm Bbl xotute
co3aaTtb B NIOKaNbHOM CETU 3a MEXCETEBLIM IKPAHOM poyTepa kakon-nmbo cepsep (Hanpumep,
Web-cepBep nnm novtoBLIN cepBep).

MepeHanpaBneHwe NOpToB

LaHHaA yHRUWA SETOM3TUUECKA NEPEHANPARNAET 3aNpockl ONPEAenNeHHLIX CEPBACOR U3 MHTEpHETa
Ha COOTEETC TBYHOLLWMIA X0oCT Balwei NoKansHo e, HaxXoLALMIACH 33 MEXCETERLIM 3KPaHOM pPoyTepa.
MCnone30BaTL AaHHYH HYHKLMIO CNegyeT B TOM CTy4ae, ecni Bel X0TMTE CO34aTh B NOKANEHOW ceTM
33 MEMCETEBLIM 3KPaHOM POYTEDA KaKoH-NWGOo cepaep (Hanpumep, Web-cepeep Unn NOUYTOBLIA
cepeep).

BrniounTe nepeHanpaeneHue NopTos
1P-anpec: |
MpoTokon: mﬂ
IokansHeiii nopT -
BrewHwii nopt -
Remote IP Address: _
KommeHTapwii: _

Tabnuua nepeHanpaBneHuA NopTo.:

TNokaneHuiA 1P-
anpec

YnanuTe BhlgeneHHbie Ynanwte Bce

Mpotokon [lokanbHbid nopt  BHewnwit nopt KommeHTapuii Buibpats

IP-agpec: agpec yCcTponCcTBa B NTOKaNbHOW CETU, HAa KOTOopoe ByayT nepeHanpaBnATbCA
3anpochl. [1ns Toro, YToObl HY>XHOE YCTPOWCTBO BCErga nonydano oguH u 1ot xe IP-agpec,
BOCNonb3yntecb pyHKumen DHCP-pe3epBrMpoBaHus.

JNlokanbHbIM NOPT: NOPT YCTPOWCTBA, HA KOTOPbLIN ByAEeT OCYLLECTBNATLCSA NepeHanpaBneHue.

BHewHMn nopT: NopT poytepa, npu obpaLeHnn Ha KOTopbIn ByaeT akTMBMPOBATbLCSA
nepeHanpasneHve. MoxeT coBnagaTtb C NepBbIM, MOXET HE COBMNagaTb.

Remote IP Address (He 06s13aTenbHO): NpU yKka3aHUn agpeca nepeHanpasnexHve dyaoet
OCYLLECTBNATLCS NpU 3anpoce C ykasaHHOro agpeca M TONbKO C Hero.

KommeHTapum (He 06s13aTenbHO): B 3TO NOSE Bbl MOXETE BBECTM KOMMEHTapPU, YTOObI Nerko
naeHTUUUMpPOBaTh 3TO NPaBUO NepeHanpaBneHnsa NOPTOB.
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DMZ

DMZ (Demilitarized Zone, gemnnutapnsoBaHHasa 30Ha) NO3BONSAET OTKPbITb HEOrpaHUYEHHbIN
poctyn n3 MHTepHeTa K cepBepy JloKanbHOW CEeTU, HO MpW 3TOM OrpaHWyuTb OOCTYN 4vepes
OaHHbIN cepBep K OCHOBHbLIM CErMEHTaM NoKaribHOW CeTU C MOMOLLBI0 MeXCeTeBOoro akpaHa. Kak
npasuno, xoct B DMZ BkntoyaeT B cebs yCcTponcTea, npuHMmarwme Tpadguk ns NHtepHera,
Takue kak Web-cepsepbl (HTTP), FTP-cepsepbl, SMTP-cepBepbl (anektpoHHas noyta) n DNS-
cepBepbl.

3apante IP-agpec komnbloTepa, KOTopbIn Heobxoanumo nepesect B DMZ, n HaxxmuTe KHOMKY
"COXpaHUTb U3MEHeHMnA".

DMZ (neMUNWTApK30BaHHARA 30Ha) ND3BONAET OTKPLITL HEOTPAHWYEHHLIA AOCTYN U3 MHTEPHETA K
cepeepy NOKarnsHOW CETH, HO NMPW 3TOM OTPaHWUNTL AOCTYN Yepe3 [aHHbLIA CEPBEp K OCHOBHLIM
CEMMEHTaM NOKANLHOW CETU C NOMOLLBI0 MEXCETEBOID 3KpaHa. Kak npaeuno, xocT 8 DMZ BriouaeT B
celn ycTpodcTea, NpUHMMaloWWe Tpaduk u3 MHTepHeTa, Takwe kak Web-cepeepul (HTTP), FTP-
cepeepsl, SMTP-cepeephl (3NeKTPOHHAA NouTa) i DNS-cepeepbl.

Wi-Fi cetn

Mapiupy TH3aLMA Brmounte DMZ

MexceTeBOH IKpaH IP-agpec xocta s DMZ: REFREERUKE]]
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3awuma om DoS-amak

DoS-ataka (Denial of Service, oTkad B ob6cnyxvBaHuM) HanpaBneHa Ha 3aTpygHeHue unu
HnokupoBaHve JOCTyNa K NpegocTaBnsieMblM CUCTEMOM pecypcam.

PoyTtep cnocobeH obHapyxmBaTb 1 6noknposatb 60nbLuoe konudectso DoS-aTak.

Bbibepute pasHoBuaHocTn DoS-aTak, KoTopble A0oMmKeH pacno3HasaTtb 1 6nokMpoBaTh poyTep,
N HaXXMuTe KHonky "CoxpaHuUTb U3MeHeHUs".

3awuTa ot DoS-artak

DoS-ataka (Denial of Service, oTka3 8 obcnysMBaHWN) HanpaeneHa Ha 3aTPYAHEHWE WK
BnokMpoEaHKe QOCTYNA K NPeAocTARNAEMEIM CUCTEMOI pecypcam.

BrniounTs 3aupTy ot DoS-ata

Whole System Flood: SYN _ MNMakeToe B cexyHay
Whole System Flood: FIN _ MNMakeToe B cexyHay
Whole System Flood: UDP _ NMakeToB B cekyHay
Whole System Flood: ICMP _ MNakeToB B cexyHay
Per-Source IP Flood: SYN _ MakeToE B cexyHay
Per-Source IP Flood: FIN _ MakeToe B cexyHay
Per-Source IP Flood: UDP _ MNakeToB B cexyHay

Yandex DNS Per-Source IP Flood: ICMP O 12vcros & cexynay
TCP/UDP PortScan IR uUyectaurensHocTs

EEEEEEEE S

Cepenc

=

ICMP Smurf

=

IP Land

IP Spoof

IP TearDrop
PingOfDeath

TCP Scan

TCP SynWithData
UDP Bomb

EEEEEBEBA

UDP EchoChargen

]

BrniouwTs Brnokuposanne IP-agpecos McTOUHMKOR _ lNpogomxuTensHoc T GnoknposkK (cek.)

CoxpaHnTe M3MEHEHNA
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Yandex.DNS
Yandex.DNS

AHpekc.DNS — 370 6bicTpbii DNS-cepBuc komnaHmm AHQekc ¢ TpemMsi pexumamm paboTbl:
basoBbin, besonacHbii 1 CeMelnHbIN.

Ba3oBbIn pexum - 3To NPocTo GbICTPLIN DNS 6e3 kaknx-nnbo orpaHnYnTENbHbBIX N 3aLLMTHBIX
dYHKUMNA.

Be3onacHbIN peXxum 3almaeT Bac OT CanToB, CO34aHHbIX 3MTI0YMbILLIIEHHUKAMWN OS5 KPaXKK
KOH(pmnaeHumanbHon nHopmMmauumn (naposemn, peKBM3UTOB NnaTexen u T.4.) Nnbo cogepxaymx
BPE4OHOCHbIN KOA.

CeMelHbIN pexXum BKoYaeT B cebs BeCb (PyHKLMOHan besonacHoro pexuma, 1 B
OOMNOMNHEHNE K 3ToOMy BOKMpYyeT canTbl, cogepKallumne 3poTUKy U NopHorpaduio.

Bbl MOXeTe y3HaTb noapobHee o AHaekc.DNS Ha cTtpaHuue https://dns.yandex.ru/.

[ns Toro, ytobbl Bocnonb3oBaTbca AHAeKkC.DNS, BkntoumTe OyHKLNIO 1 BbIBEPUTE PEXUM
paboTbl MO YMONYaHMIO.

Anpekc.DNS

Aupexc DNS - 310 GLICTPLIA DNS-CEpBAC OT AHAEKCA © JON0NHUTENLHEIMA YHKLIMAMA
Ge30NacHOCTH.

HAupexc DNS moxeT paboTath B TRDEX pexmmMax:

Wi-Fi ceTe + DBa30BbLIH PEXHM - 3TO NPOCTO BLICTPLIA DNS 683 Kakx-NMG0 OTPaHUUMTENBHLIX 1

AAUATHLES hHYHELWA.
« DBezonacHbii peXumM 3aLWLLFET Bac OT CANTOR, CO3AaHHLIX 3N0YMBILLNEHHWKAMA ANA
Mapuipy THIaLMA KpE¥H KOHDWIEHUWANLHOH WHhopMaLMK (Naponeid, pEKEXINTOR MNaTeXed W T.0.) nMBo
COAEPHALUMX BPELAOHOCHI KOA,
- « CeMmedHLIA pexXmM exnodaeT B cefA eck iyHELMOHAN GeaonacHom pexuma, U B
MexceTeBoH 3KpaH = =

[oNoNHEHWE K 3TOMY GNOKADYET CAHTLI, COAep¥alLWe 3POTHKY U NOPHOTDAgMID.

Yandex DNS Bl MOXETE Y3HaTL NnogpobHee 0 Axgerc DNS Ha cTpanuue

Ha 3ol cTpaHHLE Bl MOMETE BEMIOUMTL AHaexc. DNS ¥ BuiGpaTs pexvm paGoTsl no yMomuasmo. O
GyaeT aKIMBUPOBAH [INA BCEX YCTPOWCTE, NOAKMHUALMXCA K CETH BALLErD poyTepa. B gansHeilem
Bhl CMOMETE MAMEHWTL PeXMM patoTel AHperc DNS ANA OTAENLHLIX YCTPOWCTE, Nepeiinn B paafen
"YCTponcTRa”.

Cepenc

uss HacTtpoiiku

. [

[lon. HacTpoliKK Brniounms F
3 @ bazosuiin

MacTep HacTPOHKH Buibop pexuma no ymonuaHmo @® BesonacHsiit

J @ CemeitHuii
BeuiTH
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AHdekc.DNS Yempoicmea

Ha pgaHHOM CTpaHuLe Bbl MOXETE M3MEHUTb pexum padoTbl AHaekc.DNS nHameuayaneHo ang
KaXxgoro yCTpoMCcTBa, NOLKITHOYEHHOrO K CETU Ballero poytepa. laeHTudukaTtopom ycTponcTea

cnyxut ero MAC-agpec. Boibepute Hy>kHOe YCTPOMCTBO, YCTAHOBUTE HYXXHbIN PEXUM
AHpekc.DNS v npumeHuTe n3aMeHeHus.

CocToAHnKe

Anpekc.DNS Yerpoitictea

SEEL Ha gaHHoi CTPaHULE Bkl MOMETE WIMEHWTL PexmM paboTel AHgexc DNS WHOWBMAYANLHO AN

KaXO0M0 YCTPOMCTEE, NOAKMHYEHHOD K CETH BALLETD poyTepa. MaeHTMHhUKa TOPOM YCTDOMCTBA CITYMMT
1PV6 er MAC-agpec. BulGepuTe Hy¥HOE YCTPOICTBO, YCTAHOBUTE HY#HLIA pextam AHgerc. DNS u
MPUMEHWTE WAMEHEHMWA.
WiFiceTh
DHCP-knueHTHhI:

IP-appec

Mapuipy TH3auus

MexceTeBoH IKpan
Yandex DNS

[lpaBuna

MAC-appec HaznayeHHoe uma
CepeHc

UsSB

Jlon. HACTPOHKK

MacTep HaCTPOHKH
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CepBuc

O6HoesrieHuUe MuUKporipoepaMMHO20 obecriedyeHusi

Ha paHHOM cTpaHuue Bbl MoxeTe OOHOBUTb MMKponporpaMmmHoe obecnedeHune ("npoLumeky")
poyTepa.

3arpysnte nocnegHo BEPCUI0 MUKPONPOrpaMmMHOro obecnedeHnst ¢ camTta upvel.ru, HaxmuTe
KHOMKY "BbibepuTte dann", ykaxmte nyTb K 3arpyXeHHOMY danny u HaXMUTE KHOIMKY
"O6HOBUTL".

BHUMAHUE! OGHoBneHne MukponporpammHoro obecnevyeHus poyTepa 3aHMMaeT
onpegeneHHoe BpeMsi. He oTknovyanTe nuTaHue poyTtepa BO Bpems 3arpy3ku danna wm
OBHOBNEHUA MUKpOMNporpamMmHoro obecneveHnss!! 3OTO MOXET NPUBECTU K CEpPbe3HOMY
HapyLueHuto paboTbl poyTepa, BNNoTb A0 BbixoAda U3 CTposi!

CocTonnme

OB6HoBneHne MmukponporpammHoro obecneyeHus

HacTposks " _ _
Ha faHHoil CTPaHWLIE Bbl MOMETE 0GHOBUTL MUKDONpOrpaMMHoe oGecneusHie (MpOLLWBKY) BALLETD

poyTepa. MPEOYTPEXEHWE: He BLIKMOYaNTE YCTPOMCTBO BO BpeMA 0BHORNEHWA, 3TO MOMET
IPv6 MPWBECTH K BLIXOAY POYTEPa W3 CTPOA.

LRRIEETE Bepcwa npowwmekk:  w1.0.0.9RU

Mapuipy THaauma Bribpatk daiin: Choose File QBRG]

OBHOBUTE

MeXCeTEROH IKpaH

Yandex DNS

CepBuc
Enable Dual Firmware

Active Bank: 1
Backup Bank: 2

Apply Changes Reboot Form Backup Bank Now



http://www.upvel.ru/

Wi-Fi poytep UR-329BNU

CoxpaHeHue / 3agpy3Kka Hacmpoek

Ha gaHHoun cTpaHuue Bbl MOXeTe coxpaHuTb TeKyLumMe HacTpPorKM poyTepa B dpaunn, 3arpy3unTb
HaCTPOMKN M3 paHee COXpaHeHHOro danrna, BOCCTaHOBUTb 3aBOACKME HACTPOMKKU, a Takxe
nepesarpysutb poyTep.

CocToAHue

CoxpaHeHue/3arpy3ka HacTpoek

HacTpo#kH
Ha 3T0#i CTpaHMLIE Bbl MOMETE COXPaHWTL TEKYILME HACTDOMKA B dhaiin UMK 3arpyauTh
COXpaHEHHBIE paHee. Bl TAIHE MOXETE COPOCUTL BCE HACTDOMKA U YCTAHOBUTE
IPvé 33BOACKUE.

Wi-Ficet

Coxpanuth B haim:

3arpy3uTk M3 dhaina: Choose File BlRERE W

Mapuwpy Twsaums

MemceTeBoH IKpaH

YCTaHOBHTE HACTPOMKH No

Yandex DNS YMOm4aHHuK:

Cepenc

3adaHue naporns

Ha pgaHHom cTpaHuue Bbl MoxeTe 3agaTb naporb, KOTOpbIn ByaeT HeobxoauMo BBOAUTL AN
aoctyna Kk Beb-mHTepdency poytepa. Ecnm octaButb nona Mma nonb3oBatena wu [lMaponb
nycTbiMK, TO OOCTYN K Beb-mHTepdency poytepa CMOXET nonyyuntb fobon nonb3oBaTterb.
HactoarenbHO pekomeHOyeTca 3ajaTb MMSA Monb3oBaTens W naponb BO u3bexaHue
HeCaHKLMOHMPOBaHHOIo JOCTyNa K Beb-mHTEepdency poytepa.

CocToAHKe

3apaHune napons

HacTpoiim " _ "
Ha 3Toil CTPaHULE Bbl MOMETE H3MEHWTL MMA NONL30BATENA M NAPONL AOCTYNA K Beb-uHTepdeicy

poyTepa. ECnW Bbl XOTUTE OTKMIOUATL JaUMTY, OCTABLTE NOMA NOMMHA W Mapond MCTEMA 1 HaXMATE
IPv6 CoxpanuTe MameHeHmnA.

Wi-Fi ceth
Mma nons3oeaTens:

Mapiupy TH3aLmMA HoBwiit napons:

- MopgTeepXaeHe Napons:
MexceTeBol IKpaH IS 24 po

Yandex DNS

CepeHc
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YnpaeneHue

B aTom pasgene Bbl MOXeTe BKIIHOUUTb UK OTKNMOUNTL Mactep HacTpoviku, TpabnwyTep, a
TakKke nepesarpysntb poyTep.

MacTtep HacTpOWKM OTKIOYaEeTCst aBTOMAaTMYECKM, €CIn Bbl NPOMAETE ero A0 KOHLA BO BpeMS
NepBOM HAaCTPOMKK, a TaKKe ecnu Bbl BblnaeTe n3 Mactepa HacTponku, Haxas KHonky « BCE
HACTPOWKW». Ecnin Bbl BKtoumnTe Mactep, npu nepexoge no agpecy 192.168.10.1 (ans
HacTpoek No ymonyaHuio) Nubo router.my 6yaeT oTKpblIBaTbCA MMEHHO MacTep HacTpoWKu.

TpabnwyTep — ocobas cTpaHuua BeG-nHTepdenca, KoTopas aBToMaTnyeckn otobpaxkaeTcs
Npu OTCYTCTBUMN coeanHeHust ¢ MIHTepHeToM. OTa cTpaHuua npu3BaHa NoMoYb onepaTuBHO
YCTaHOBUTbL NPUYUHY pa3pbiBa COEAMHEHNSI U COAEPXKUT BCHO HEOOXOOUMYHO ANt 3TOrO
nHdopmauuio. PekomeHayeTcs ocTaBuUTb TpabnwyTep BKIHOYEHHBIM, ECINN TOSbKO Bbl HE
nnaHupyeTe ncnosnb3oBaTb poyTep 6e3 NHTepHeTa.

YnpaeneHue

1Pv6 MacTep HacTpORKK

MacTep HacTPOIAKK NO3BONAST LWar 33 LWAroM HacTPOMTE OCHOBHLIE NapamMeTpsl MHTEPHeT-COeAMHEHWA U ceTH Wi-Fi.
Wi-Fi cete
ECnu Bbl HE 32BEPLUKMIK BEINONHEHWe MacTepa HAcTPOHKK M HACTDOWNK POYTED WHEIM cnocobom, oTHiouMTe MacTep
HaCTPOWMKK (3T0 HeoGXooWMO CAENaTs ANA AOCTyNa B MHTEpHET).
Mapiupy THIaLMA
MacTep HacTpoiikM

MexceTeBoH aKpaH

Yandex DNS Tpabnuytep

TpabnyTep NOMOrAET ONPeaeniTh NPWUUHY OTCYTCTBHA MHTEPHET-COeANHEHWA. PEKOMEH/LYETCA OCTABMTh BRMIOUEHHLIM.
CepBuc
TpabnwyTep

Mepeaarpyaka poyTepa

Mepeaarpyaka poyTepa TpebyeTcA AnA NpUMEHEHUA HEKOTODbLIX HACTPOEK (ECNH Bbl HAMMMATN KHOMKY «Hazams npu
HacTpoiKe poyTepa Yepea MacTep HacTpolm).

[epesarpyauTe
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USB

Hacmpouku

Ha aTton cTpaHuue Bbl MOXETe BKITHOUUTb UMW OTKITIOUYNTD Takne PyHKUNUN, Kak:

e FTP-cepsep;

e Samba-cepsep;

e DLNA-cepBep.
OTN (PyHKUMM NO3BONAIOT caenatb CoAepXnmMoe NogKNIYEeHHOro K poyTepy Hakonutens
(Cbn3LWKM MK BHELLHEro XeCTKOro Amncka) 4OCTYMNHbIM B Npefenax nokanbHou CeTn, TO eCTb
ONs TeX YCTPONCTB, YTO noakntoveHbl K poytepy Yyepes noptbl LAN 1 — 4 unu no Wi-Fi.

Ecnu Bbl XOTUTE NOAKNIOYNTL HAKOMUTENb K POYyTEPY «HA OA4MH pas» - Hanpuvep, ans
npocMoTpa unbma, XpaHserocs Ha Bawen pnawke, yepe3 DLNA — Bam Heobxoaumo Bcero
NWLWb NOAKMNIYMTL HocuTernb K nopTy USB, aoxaaTbCca nHMumanusaunm CTpyKTypbl Katanoros
(8 Cnncke kaTtanoroB OOMKHbI NOABUTLCS Narnky) 1N BKIOYUTb HYXXKHYHO BaM OYHKUMIO nepeaaydv
AaHHbiX: FTP, SAMBA vnun DLNA (onss DLNA Heobxoanmo B Cnivcke kaTtanoros BblbpaTb nanky
¢ TpebyeMbiM hannom n HaxaTb KHOMKy «HasHaunTb katanorom DLNA»).

[nsa 6ecnepeboriHon paboTbl Mbl pEKOMEHOYEM TaKxKe nepesarpy3ntb poyTep nocne
NOAKMIOYEHNSA HAKOMUTENS U NPUMEHEHUS HY>KHbIX HACTPOEK.

HacTtpoikun USB

HacTtpoitku USB

FTP-epeep: ® Bxn. © Buikn.

Wi-F ceTh Monk3osatens FTP:

Mapiwpy TH3aLmuA Mapons FTP:
. . - Samba-cepeep: ® Bin. © Brn.
. @ Bxkn. © Buikn.
Yandex DNS PENAIENE A cepace:

Cepemc Karanor gna DLNA

[ pHUMERUTE

Coctosadwe USB

Nuck/Paznen g Touka MOHTHPOBaHWA
Idevisda
Idevisdal I fvarftmplusb/sdal

Cnucok kaTanoroe
[yTe K kKaTanory Pazpen
fvarftmp/usb/sdal/uui [devisdal
fvarftmp/usb/sdat/boot [devisda1
Ivarftmpl/usb/sdat/efi [devisdal
fvarftmp/usb/sdal/sources [devisdal
fvarftmplusbi/sdal/System Volume Information Idev/sdat

HaaHauute katanorom DLNA

Co3narts Kartanor

fvartmpl/ush/
Jartmp)us [ pUMEHHTE




Ecnu e Bbl XOTUTE NOAKMIOYNTL HAKONUTESb ANA AOSITOro UM NOCTOAHHOIO UCMOSNb30BaHUSA C

pOyTEPOM, PEKOMEHOYETCSA 3aHOBO pa3MeTUTb (PannoBy0 CUCTEMY HaAKOMUTENS.
MoapobHee aTa npouenypa onucaHa B cneayloLem NyHKTe — YrpaesneHue pasdenamu.

CospaTtb KaTanor — nHtepderc poytepa no3BonseT Bam He TONbKO Nonb30BaTbCs
CYLLIECTBYHOLUMMU Nankamu, HO U co3aaBaTb HOBble. B none BBoga yxe yka3aHo Havano nyTu K
HOBOMY KaTanory, Ho 6e3 yka3zaHus pasgena. Ecnu y Bac ecTb onbIT nonb3oBaHus Linux, Bam
He COCTaBMWT TpyAa MOHSATb, Kak MPaBUIbHO AONUCATbL HYXHbIV NyTb, YKa3aB Nocne KOCow YepThbl
nMMsa pasgena, a nocne cneayoLen Kocom YepTbl — XKenaemoe NMs Nanku.

Ecnu e y Bac 310 BbI3bIBaET 3aTPYAHEHUS], MPOCTO CKONUPYITE NyTb K KaTanory,
pacnonoXeHHOMY TaM e, r4e A0MKEH pacnonaratbCsi Ball HOBbIW KaTanor, CoTpute BCE
nocrne nocrnegHern KOCom YepTbl U BMECTO 3TOFO BBEAWTE XENaeMoe MMSi HOBOro KaTarora.

B kauecTBe npumepa paccmoTpum n3obpakeHue ¢ npegblaylien crpaHmubl (MOXHO 3aMeTUTb,
YTO TaM MOKa3aHO HEKOTOPOE KOSIMYECTBO KaTarnoros, CoOAepXaLlmxcsa Ha NOAKMI0YEHHOM
HakonuTtene).

Mpeanonoxum, Mbl XOTUM CO34aTb Nanky No COCeAcTBY C Nankowm sources (M Ha3BaTb €€
Movies). Ana aToro Mbl KONMpyem NyTb K KaTanory sources n BCTaBnsieM ero B nosie BBoaa (B
meHto «CosaaTtb kaTanor»): /var/tmp/usb/sda1/sources. lanee Ham He06X0aUMMO NPOCTO
3aMeHUTb Ha3BaHWe AaHHOW Nanky Ha HasBaHue Hawen Byayulen nanku. HassaHve nanku —
9TO BCE, YTO HAXoAMUTCA NpaBee nocrnegHen Kocon YepTbl. BMecTo sources BBogum Movies n
nonyyaem nyTtb Buaa /var/tmp/usb/sdai/Movies. Haxumaem kHonky NMpuUMeHnUTb — 1 poyTep
CO37aéT nanky B Hy>XHOM MeCTe U C HYXXHbIM Ha3BaHUEM.

Ons yAaaneHunsa KaTtasnorose Bbl6epl/ITe Hy)KHbIl71 KaTtarnor B CN1UCKe N HAXKMUTE KHOMMKY Ypanutb.

HasHauntb katanorom DNLA — ¢ nOMOLbi0 3TOW KHOMKM Bbl MOXETe BblOpaTh nanky,
npegHasHa4YeHHy ong annos, KOTopble Bbl XOTUTE Bocnpon3soauTb no DLNA.
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YnpaeneHue pasdenamu

Ha aToun cTpaHuue Bbl MOXETe pasMeTUTb Ball NOAKMOYEHHbIM HakonuTenb. Ecnu Bbl He
3HaeTe, Kakme pasgesnbl (M Kakoe nx Konm4yecTBo) LienecoobpasHee co3aaTb — HAXKMUTE KHOMKY
«PekomeHOoBaHO».

BHUMAHMUE!
e VIameHeHune pasgenos Ancka BNEYET 3a COO0M YHNUUTOXEHME MMEIOLLMXCSA Ha HEM
OaHHbIX!

o PasmeTka HakonuTensa saaHMMaeT HEKOTOPOE BpeMs. He oTknoyanTe HakonuTensb oT
poyTepa, He OTKNIYanTe NUTaHMe poyTepa 1 He nepesarpykamte ero BO Bpems
n3mMeHeHna pasgenos!

YnpaeneHnue pasgenamu

BHAMAHWE! INioboe uamereHwe paigena gucka BNeveT 3a coboll yHuIToMEHWe BCeX JaHHbIX
Ha 3TOM pasaene Hes BO3MOMHOCTA WX BOCCTaHOBNESHWA.

Wi-FiceTn HocTynHuii 0bLEM NaN MB

KonuuecTtso paznenos KIE
Mapipy THaaims P i

Pa3nensi ObbEMm

ot vem [NVs

Pasnen 1
Yandex DNS 0 extd |~

otvem [NVG

Paznen 2
Cepanc . Ton N

Paznen 3 S -MB
i extd [~ |

MexceTeBOH IKpaH

___Mpuwerms [ Otmerus [l Pexomenraosaro
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dononHutenbHble HACTPOUKHU
YemaHoeku DDNS

Cnyx6a Dynamic DNS (Domain Name Service) nossonsieT npmBsidaTb AOMEHHOE UMS K
AnHamudeckomy IP-agpecy, 4To oueHb yaobHo ans opraHmsaumm 3a NAT poyTtepa FTP-cepsepa
unu canTa.

[na wcnonb3oBaHWs AaHHOW (PyHKUMM HeobxoauMmo npeaBapuTenbHO MOAMMCcaTbCs  Ha
nonyyexme ycnyr DDNS-npoBangepa (Hanpumep, Ha cante TZO.com unm DynDNS.com) un
NoNy4YnTb UMS NONb30BaTENS M NAaPOSib.

Beeoute 3aperMctpupoBaHHOe AOMEHHOE MMSA M HasHadeHHble DDNS-npoBamgepom ums
Nnonb3oBaTesis U Naposib U HAXXMUTE KHOMKY "CoxpaHUTb N3MeHeHus".

CocTosnue

Hactpoiika Dynamic DNS

BT Cywba Dynamic DNS (Domain Name Service) no3eonseT NpHER3IaTE JOMEHHOE WMA K

AMHaMuueckomy IP-aapecy, Uyto oueHs YOoOHo AnA opraHMaauuK 3a NAT poytepa FTP-cepeepa nnu
IPVE caiTa. [INA MCNoNL30BaHKA AAHHOW (YHKLMKN HeOOX0AMMO NpeBapUTenLHO NOAMMCATLCA Ha
nomydedwe yermyr DDNS-nposaifepa W NomyudTh MMA NoNbLI0BaTENA W NapoIb

Wi-Ficet
Brmouwrte DDNS

(IRNEETNE A DynDNS |+ |
MexceTeBOH 3KpaH nDNS
S [NomeHHoe WA _

TZ0

Yandex DN s ronssosarensEmai N
s napon- |

Mapuwpy THsaums
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Pexxum pabomel

30ecb Bbl MOXeTe BblibpaTb OANH U3 TPEX peXMMOB paboThl B 3aBUCUMOCTM OT BalUMX 3aavy.
Mo ymonyaHuio BbibpaH pexunm "LLno3".

Pexum paboTthl

Bbl MO¥ETE BoIGpaTh pasHbIe peXuMsl paboTsl Ana NAT W dhyHKLAN MOCTa

© IWmoz Bribepure STOT PEXIAM, ECTIW BaLL POYTEP NOAKNIOYAETCA K WHTepHety HanpAamyw nubo
uepes ADSL/kabentHuiid mogem. NAT BknioueH, ycTPOWRCTEA CETA ANA BbIX04a B
WHTepHet wcnone3ytoT IP-agpec, HasHaueHHbId wHTepdeincy WAN. JocTynHele Tunsl
nogkmoveqnA: PPPoE, DHCP-knuwenT nubo ctatwueckwi P

Mapuipy nt ® Mocr B atom pexxume Bee LAN-noptel u Wi-Fi uHTepdbelic conprokensl gpyr ¢ gpyrom. NAT
oTKMioYeH, ceA3aHHbIe ¢ WAN dyHKLMM 1 dhalipeon He NoaAepHUBaIOTCA

Wi-Ficets

MexceTeBOH IKpaH
B aTom pexxume Bee LAN-NopTel conprseHsl, coequqeHe ¢ MHTepHeTom

@ BecnpoeogHoe og W
WAN-nogxniouenue ocywecTensercA yepes Wi-Fi uitepdpeiic, nogkniouaemsiii k GecnposogHoil Touke

Yandex DNS pocTyna. NAT BinioueH, ycTpoicTEa CeTH, NOAKNIOYeHHLIE K nopTtam LAN, ucnonssyot
opawH IP-agpec anA eoixoaa B Muteprer. Bam Heobxogumo nepesec T BecnposogHoi
e uHTepdhelic poyTepa B pexiin "Wi-Fi knueHT” u ycTaHoBITL CoRMHEHME C TOUKOI
[AocTyna npoeaiifepa Ha cTpaHuLe "Towck GecnposoaHbix ceTei”. [loc TyNHLIE TUML!
noakmoyequa: PPPoE, DHCP-knwetT nwbo ctatwieckuia |P
usB

CoXpaHuTb U3MEHEHMA

[OMn. HaCTPOHKM
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YoanéHHoe yrnpaeneHue

Ha aTton cTpaHuue Bbl MOXeTe BKIIOUNTL yrnpasrneHue poytepom yepes nopt WAN yepes Beb-
NHTEepgenc n yepes npotokon Telnet.

[ns aBTOpU3aummn no npoTtokony telnet ncnonbayite creayowme NOrMH U Naporb:

JlorvH: adminupvel
Maponb: 7Nxs8_****** (rge ****** - nocneagHue 6 cumsonos MAC-agpeca WAN poyTepa,

Hanpumep, 7Nxs8_8196¢c9).

CoCcToAHMKE

YnanéHHoe ynpasreHue

HacTpoism

IPVG [unanazox IP-agpecoa:
BrnwouuTs yaanéuHoe ynpasnequwe WEB:
Wi-Fi cetn
BrniouuwTs yaanénvoe ynpasnequwe TELNET:

MapwpyTH3a
- - Mopt WEB:

MexceTeBoi Ixpan Mopr TELNET:
Yandex DNS
CepaHc
usB

[on. HACTPOHKK
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QoS

Ha paHHOWM CTpaHuLe MOXHO 3agaTb NpaBuna, B COOTBETCTBMM C KOTOPbIMUK poyTep ByaeT
pacnpeensTb NPONYyCKHY0 CNOCOBHOCTb COeAMHEHNSA MEXY Pas3NUYHbIMU KITMEHTaMU
rioKanbHoOW ceTu.

Entries in this table improve your online gaming experience by ensuring that your game trafiic is
prioritized over other network traffic, such as FTP or Web.

Wi FiceTh Enable QoS
B Automatic Uplink Speed
MapupyTusa
- o Manual Uplink Speed (Kbps):

MexceTeBoi IxpaH

B Automatic Downlink Speed
Yandex DNS Manual Downlink Speed (Kbps):

CepBuc =
H Add Default Queue

QoS Rule to add
classify

Name:

ipversion:

protocol:

Local IP Address:

Local Port:

Remot IP Address:
Remote Port:

MAC Address:
remote MAC Address:
phyport:

dscp:

802.1p:

bridgemode:

Pactrirtad mavimum hanchwidih | =
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Hacmpouka TR-069
Ha aTtoun cTpaHuue Bbl MoOXeTe HacTpouTb TR-069.

IPv6

Wi-FiceTh

Mapuwpy THsaums

MexceTeBOH 3KpaH

Yandex DNS

Cepeuc

HacTtpoika TR-069

Ha 31o# cTpaHWLE Bbl MOMETE HACTPOWTL TR-069 CPE. 30ech Bul MOMETE NOMEHATL HACTPOWKM ACS.

TRO69: © Bukn. @ Brn.

ACS:
(OIM B hittp:/facs. upvel.ru
s ronesoearens: RS
napon.: XS

BrniounTe nepuogudeckoe
uHhOpMUpOBaHWE:
MHTepean neproawdeckoro g
il 3600
MH OpMUPOBaHWA:

® Buikn. © Ben.

3anpoc CoeJHUHEHHA:

mp——
napors |

fyn:

T

Cox Pa3HWTE H3MEHEHWA

Certificat Management:
CA Certificat:

No file chosen

TR-069 WAN Interface Setup
Ha aTtoun cTpaHunue HacTpamBatoTca napameTpbl nogkntodeHms TR-069.

IPvG

Wi-Ficet

Mapuwpy THsaums

MeXceTeBoH 3KpaH

Yandex DNS

Cepeuc

HacTtpowka nHtepderica TR069 WAN

Ha AaHHOM CTpaHNLE Bbl MOXETE HACTDOWTh NApaMeTDkl NOAKIKUSHWA K BaLLeMy POyTepy no
npoTokony TROGS. 30eck Bbl MOXETE BRIGDPATE TN NOAKMIDYEHWS U HACTDOMTE NDOYKE NAPaAMETDRI.

HacTtpoitka nHtepdeinca TRO69 WAN

IP-apgpec 0.0.0.0
Macka nogcerw: 0.0.0.0
MAC-agpec 00:e0:4c:81:96:c8

OTKNKYMTE =

Tun nogkmwodeHna WAN:

MpuMeHTs MameHeHua || Copoc
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Macmep HacmpolKu (8 nosiHou eepcuu seb-uHmepapelica)

MacTep HacTpoOnKn, AOCTYNHbIA B NOSTHON Bepcumn BeG-nHTEpPdEenca,
aHarnormyeH nepsoHavanbHoMy MacTepy HacTPOVKK.




LEVEL UP

YacTo 3agaBaemble BOMNPOCHI

1. Al He mory oTKpbITb Beb-uHTepchenc poytepa, noaknoyeHUsa K UHTepHeTy HeT, 4To
aenartb?

* Y6eamTech, YTO poyTep BKITOYEH U UCNPAaBEH (FTOPUT MHOMKATOP NUTaHUS).

* Y6eauTech, YTO poyTep NOAKMHYEH NPaBUIIbHO.

» Ybegutech, 4TO ceTeBOM MHTEpP(ENC BaLLEro KOMNbOTEPA HACTPOEH Ha aBTOMaTUYeCcKoe
nony4vexue IP-agpeca (HacTporika ceTeBoro nHtepgenca nogpobHo paccmatpuBaeTcs B
PYKOBOZCTBE MNOSib30BaTesNis, 4OCTYMHOM Ha cante www.upvel.ru).

* [MoakntounTech K poyTepy npu NomoLLM ceTeBoro kabens (BMTasi napa u3 KOMnnekTa
nocTtaekun). He nogknioyanTe KOMNbOTEP K poyTepy TenedoHHbIM kabenem! Ecnn nngmkatop
cooTBeTcTBYylowero nopta LAN He 3aropaetcs, nepenanTte K Borpocy 3.

» CHbpocbTe HACTPOMKKN poyTepa Ha 3aBoAcCKMe, yaepxkusasa kKHomky Reset B TeueHune 15 cekyHg,
M NOMbITAaNTECH HACTPOUTL POYTEP 3aHOBO.

2. UlHamkaTop NUTaHUA He ropwUT, YTO AenaTb?

* Y6eauTecb, 4To kKHonka Off/On naxara.

* Y6eautechb, 4TO BNOK NUTaAHNA BKITKOYEH B PO3ETKY, a ero kabenb - B pazbem "PWR".
» YOeguTech B HanNnn4Ynm HanpskeHns B po3eTke.

3. UHgukaTtop LAN He ropuT, 4To aenatb?

* Y6eamTech, YTO poyTep BKITOYEH M UCNPAaBEH (FTOPUT UHOMKATOP NUTaHUS).

» Y6eamTech, YTO ceTeBON MHTEPMENC KOMMbIOTEPA HE OTKIOYEH NPOrpamMMHO.

» Y6eamTech, YTO Bbl MOAKMOYUNN KOMMBIOTEP K POYTEPY NPy NOMOLLM BUTOM napbl. He
noaKntovanTe KOMNbOTEpP K poyTepy TenedoHHbIM kabenem!

* Y6eaunTech, YTO ceTeBOWN kabenb He NoBpexaéH. Ecnu Bbl BUAMTE crieabl MEXaHNYeCKNX
NOBpEXAEHWI, UCNONb3YNTE Apyron kabenb (NogonayT Kak NpsiMas, Tak U NnepekpécTHas
cxeMbl 06xmuma).

4. NopknioyeHue K UHTepHeTy ecTb, HO AocTtyna B Be6-uHtepdenc HeT, yTo genatb?
* Y3HaunTte Tekywmn IP-agpec ceteBoro nHtepdenca sawero kKomnototepa. Ecnv oH He
HaunHaeTcs ¢ 192.168. - oTkNUYNTE CETEBON MHTEPMENC N NOAOKINOYMTE Ero CHOBA.

5. {1 He NOMHIO NOrMH N Naponb ANA Aoctyna K Be6-nHrepdency poyrepa, 4to
aenarb?

* Ecnu BbI coxpaHunu HacTporku B dhann (Kak pekoMmeHaoBanock B onucaHun Macrtepa
HACTPOWKMK) — UCNONb3YNTE UX.

» CHbpocbTe HACTPOMKKN poyTepa Ha 3aBOLCKME, HaXkaB KHOMKY Reset n yaepxusas eé B TedeHune
15 cekyHAa, a nocne nepesarpysku poytepa cHoBa nonpobynTte BonTn B BEG-nHTEPGENC.

6. A He mory noagkntounTbCs K poytepy no Wi-Fi, yto gaenatb?

* Y6eauTtecnb, 4to Wi-Fi Mmogynb Ballero poytepa He OTKMAYEH NPOrpamMMHoO.

* Y6eauTech, 4YTO Ball KOMMbOTEP (MM ApYroe yCTPOMCTBO, KOTOPOE Bbl UCNONb3yeTe AN
nogkntoyenus kK Wi-Fi), nogaepxvBaeT BbIOpaHHbIA BaMu TUN LWINGPOBaHUS.

Mol pekomeHayeM UCMonb30BaTh CaMble COBPEMEHHbIE anropuTMbl Wwngposanua (WPA2 n
AES) - noMMMO BbICOKOW CTENEHM 3aLUnTbl, OHM 0becneymBatoT n 6osee BbICOKY0 CKOPOCTb -
O[HaKo, eCnv BaLUM YyCTPOMCTBA UX HE NOAAEPXKMBALOT, NONPOBYNTE N3MEHUTL HACTPOWKM
6ecnpoBogHoro coegmHeHus (Hanpumep, skntouns WPA Asto n TKIP).

* Y6eauTechb, YTO Npu NOMbITKE NOAKMOYEHUS Bbl BbIOMpaeTe MMEHHO Bally CETb U BBOAUTE
BepHbIN Naposb.

» Y6eaunTechb, 4YTO Bbl HE akTMBMpoBanu "6enbin cnncok" MAC-agpecos, 3abbiB Npu 3TOM
BHecTn B Hero MAC-aapec Ballero TekyLero ycTpomcTaa (y3HaTb 3TO MOXHO Ha CTpaHuue
«Wi-Fi ceTb — YnpaBneHue goctyrnomy).

7. Kakne onepauvoHHble cucTeMbl noaaepxuBaeT poytep?
» PoyTep paboTaeT ¢ ntobbiMy onepaLmMoHHbIMU CUCTEMAMMU, UMEIOLLMMWN CTEK NMPOTOKOSOB
TCP/IP: Windows, Linux, Mac OS/OS X n gpyrumu.
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HacTtpouka ceTeBoM nnatbl KOMNbIOTEPA

lMepea noOAOKNIOYEHMEM W HACTPOMKOM poyTepa HeobXxoaumMo HacTpouTb CeTeBYK nnaTy
KOMMblOTEPA Ha aBTOMaTn4yeckoe nonyyeHune IP-agpeca n agpeca DNS-cepBepa. [encteynte B
COOTBETCTBUMN C NPUBEAEHHBIMU HUXKE yKa3aHUSIMU.

ansa Windows Vista, 7, 8 n 10

1. B npaBoM HwxXHeM yriy paboyvero ctona LWENKHUTE NPaBoOM KHOMKOW MbILLN Ha 3Ha4Ke
ceTeBbIX NOAKITIOYEHUI, 3aTEM LLENKHUTE NEeBON KHOMKOW Mblwn Ha "LleHTp ynpaBneHus
ceTaAMM M ooLWwmMM aocTynom".

JWarHocTUEa HENON3aoK

LleHTp ynpasneHna CETAMK W oBLLMM A0CTYIOM

W - 1416
M REED) PYC o

In6o (B Windows Vista n Windows 7):

1a. Ha paboyem ctone Windows HaxmuTe KHonky "lMyck™ 1 B OTKPbIBLUEMCS MEHIO LUENKHUTE Ha
3Hauyke "MaHenb ynpaBneHusa". B OTKpbiBLUEMCHA OKHE BblIbepUTE NPOCMOTP NO KaTeropusm
N WwernkHuTe Ha Hagnucu "MpocmoTp cocTosAHUSA ceTu U 3aaavd”.

@@vlﬁ » Manens ynpaenexna » - | 203 ! ||.’.‘:>uo.'sr‘::.-|exu ynpaeneHus ol

HacTtpoiika napaMeTpos KoMMbeloTEpa ﬂpocmo‘rp:

YueTHele 3anncy NoNs30BaTeNnen n

CEMENH...
'ﬁ’ HAobasnenune n yaaneHue yyeTHbix sanucei
nensiosarenei

"S’ YcTaHoBKa pOAWTENBCKOND KOHTPONRA ANA BCEX
nonslosarenei

iy  Cwcrema m 6esonacHOCTb
Mpoeepka cocTOAHMA KOMNBIOTEPA
ApXMEMPOBAHHME AZHHBIX KOMNBHOTEPA

Momck n mcnpaenenme npobnem
HPECMOTP OCHOBHbBIX CBﬂﬂEHHM‘ © KOMNBHOTERE

CeTb v HTEpHET
e. | HPOCMOTP COCTOAHWA CETH W 33434 |
“&R., Buibop napaMeTpos AOMaLUHER rpynnel u oBuwero
AOCTYNA K A3HHBIM

, / Ob6opyaoBaHve U 3ByK
*  Mpocmorp ycTpoiicte u npunTepos

HdoBaenenme ycTpoiictea

: MNporpammbl
h" ||,  Yaanenwe nporpammst

OdopmneHue

Hacrpoiika pazpewenmns 3kpana

Yachl, A3bIK W PermoH

CMEHa packnagxm KIaBnaTypel nam Apyrix
cnocoboB BBOAa

CneumanbHble BO3SMOXHOCTH
Pexomengyembie Windows napametpel
OnTumusaums uzobpakenns Ha 3kpane

@ed &
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2. B oTkpbiBLeMca OkHe wenkHuTe "U3meHeHue napameTpoB apantepa"” ("YnpaBneHue
ceTteBbiMM noakntovyeHnammn™ B Windows Vista).

L
T mp e« Cetew.. b LleHTp ynpaeneHna ceTAMN 1M 0BLLMM AOCTYTIOM v | & Mowck B NaHenW ynpaenedua O

MpocMoTp OCHOBHLIX CEEAEHWMIA O CETH M HACTPOMKa NOAKNKUEHWHA
MaHene ynpasneHua —

ACMILLUHAA CTRaHWLUE e
HPOCM OTQ aKTUEHBL CETEN

MsmeHeHe NapaMeTpos Cen Twn goctyna: WHTEpHET
b
Ll JomaluHan rpynna: MprcoeanHeH
“YacTHan ceT
M3MEHWUTE AONOAHWUTEABHBIE MoaknroyeHna: [ Ethernet

napameTpel oBLErD 4oCTyna

MzmeHeHne ceTeBRIX napamMeTpos

il CCBAEHME H HECI'FIDI:!KE HOBOMS NOLKAHYEHHWA MKW CETH

HacTpoiika wupokononocHors, KoMmyTupyemore wan VPN-nogrnouenna nubo HacTpoika
MapLIpYTHIATCPE MK TOHKK 40CTyNa.

@ ¥ CTpaHeHNe HENoNaZ0K

ﬂ,MEFHOCI'HKE W WUCNpaEnedHne I'IpCiﬁ.ﬂEM C CETEHD MAKM NOAYHEHWE CEEAEHHﬁ of YCTPaHEHWK
HENONIIACK.

Cra. Tarcke
Bpangmayap Windows
Jomalunan rpynna

CeoklcTea Bpaysepa

3. lenkHnte npaBon KHOMKOW MbiK Ha 3Hadyke "lMoakniovyeHue No FfoKanbHOW ceTu” u
BblGepuTe "CBomncTBa".

+t I_-@« CeTe u ViHTeprer » CeTEEBIE NOAKAMIYNEHWA v & Monck: CeTeeble NognYeHna 2

yI'IU'pR,JJ,OHHTb - OTknoYEHWE CETEBOTD }'CI'FI'DECI'BE ﬂ,HEFHOCI'HKE NogEnHYeEHA b i‘: bt m @

=, | Ethernet
) Cetb
@ L @ OTEAOYNTE

Cocroanwne

AduarHocTuka
@ Hactpoiika mocta

Cozaate ApAbIK
¥aanute

@ MepenmeHoeate

|@ ICmﬁcma
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4. Boigenute nyHKT "lMpotokon WHTepHeta Bepcun 4 (TCP/IPv4)" 1 HaXmuTe KHOMKY
"CBoucrtBa".

o |

MogrnioyeHe Hepes!

Q ApanTep patouero ctona Intel{R) PROA1000 MT

HacTtpouTe...
OTreyeHHEIE KOMNOHEHTEI MCNIONESYHTCA STHM MOQKNHOUYEHMERM

.g[:m'xﬁa OOCTYNE K ainam 1 npuHTeEpam cetel Micre »
-4 [poToKon MyneTWANEKCopa ceTesoro aganTepa (Mai
i Mpaieep npotoona LLOP (MalkikpocodT)

- OtBeTUMK 0BHapy¥EHWA TONONOrKK KaHaNEHOM D YPOE
i OTEETUMK 0BHEPY¥EHMA TONONOrAA KaHaNEHOM D YPOE

LR RLY

& K]

Orncanwe

MpoTokon TCPAIP - ctaHgap eI npoTokon rnofansHeo:
ceTei, 0BeCNeYMBEIILUMA CEBASE MEXIY DISMMUHEIMIA
EZaMMOASACTEYIOWNMI CETAMM,

0K || OmaeHa |

5. Boibepute onuum "Monyumtb IP-agpec aBTtomaTtuyeckn" u "lMonyuntb apgpec DNS-
cepBepa aBToMaTU4ecKn" n Haxmute kHonky OK.

Ofiume AnbTepHaETHEHEA KOHGMrYPaLMA |

MapaMeTpel IP MOXHO Ha3HEYETE SETOMATUYECKN, BCIM CETh
NofAEpHMBAET 3TY BOSMOKHOCTE. B NPOTHBHOM Ciy4ae yaHalTe
napaMeTpel IP y ceTeBoro agMUHMCTPATORA.

@ Mony4uTe IP-aapec aBTOMaTHHECKH

{_JWcnonb3oBate cneayouwy [F-anpec:

IP-aapec: |

Macka noaceTH: |

CICHOBHON WS |

@ Mony4uTe agpec DNS-Ccepsepa asToMaTHHEokH

Cl WcnonesosaTe cnegyowme agpeca DNS-cepsepos:

MpeANOUHT aEMEIR DMNE-CepEep: |

ANETEPHATHEHEH DMI-cepeep: |

[ |NoaTeepanTs MapameTpsl npu BeoLe

QK OTmMeHa
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ansa Windows XP

1. Ha paboyem ctone Windows HaxmuTe kHornky "Myck™ v wenkHute Ha 3Hadke “lMaHenb
ynpasneHusa". Ecnv B naHenu ynpaeneHns BoibpaH "Knaccudeckuit Bug", To B OTKPbIBLUEMCS
OKHe ABaxAbl LWeNkHUTe Ha 3Hayke "CeTeBble noakntoyveHua”. Ecnv B naHenu ynpaBneHus
BolbpaH "Bua no kateropumaM", TO WeENKHUTE Ha 3Hayke "CeTb WM MNOAKIIOYEHUA K
MHTepHeTy", a 3aTeM Ha 3Ha4ke "CeTeBble NOAKNOYEeHUA".

B [Manenn ynpasne HHA |Z”E|
L

®ain  MNpaeka Bua  MOpaHHoe CepeMmc  CNpaeka

OHEBEI,EL O @ pl‘loncK [E_" Mankn v

aapec: |3 Nanens yipasneria v | Mepexog

E" MaHens ¥NpasneHus @)’ e@ @

AETOMATHYEC AAMHHHCTR... EBEpaHaMaysp  fJatad epema IEYEH H lrpoebie Knagmatypa
Gr [MNepekAYEHHE K BHAY NO Kog Windows AYAHOYCTP.,,  YCTPOHCTES
KaTEMOpHAM obHOBNEHKE ~ ) B
) 2 Y =
. i e &

¢
&
@
%

kS

| K-
i

e

ey
b

Cr. Takwe MacTep MacTep Melwe HazHadeHHEle MaHenke 33834 MNpHHTEREI M Peuk
GecnpoBoA..,  HACTROF,.. 33A3HMA W MeHH "Tyok” thakcel
‘ Windows Update
[- =), — ¥
€)) “npaBKa W NoAAEPHKS ? dj £ }
CBOACTES CBORCTES CETEELIE CHCTEMa CEaHEpRl M CheuHaneHele  Tenedod v
ofospeEaTens narkH MoAKAFIHEHKA Kamepkl BOSHO#HOCTH MOAEN
— — I
v
YCTAHOBKA M ¥CTaHOBKA YYETHBbIE UeHTp WpHdiTeI SKpaH INeKTPONA. ..

waaneHKe, ., 0B0pyA0Ba... 3anMcH Non... oBecneded. ..

€

H3bIK M
pErHoHank. ..
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2. B OTKpbIBLUEMCSH OKHE LLIENKHUTE NPaBON KHOMNKOW MbilK Ha 3Hayke "lMoakntoyeHue no
nokanbHon cetn" n Boibepute "CBoncTBa".

&
= CeTenhie NoOH/AWYE HHA

tafn  Mpaeka Bwa  Mzbpannoe  CepeWc  fononHMTensHo  CNpaeka -ﬁ’

eHasan e -'\_) Lﬁ anHCK HE‘ Mankn v

Aapec: % CeTesbIg NoAKNHHEHHA

# | JIBC WK BLICOKOCKOPOCTHOH MIHTEPHET
CeTeEbIE 334344

DAKNHYEHHE MO NOKANEHOM

I3 Cozaaqne Hosoro
Mo AKNHIHEHHA

g YETAHOBMTE AOMALWHHIHD
CETE MMM CETE MANOoro ofMca

& VzMennTe napameTpe)
fpaHarayspa Windows

q OTKAHIYEHHE CETEBOrD
WCTROMCTES

% BoCCTaHDBNEHME
M0 AR NHIHEHHA

@ MEpENMEHDEAHHE
M0 AR NHIHEHHA

&) MpockoTh coCToAHKMA
A0 Ak NHYEHKA

l 04K NHOHEHI OTENHOYHTE
COCTOAHHE
McnpaenTe

Mo AKAHYEHHA THNE MOCT

C034aTE APNEIE
¥ AAMHTE
MepermMeHOEATE

3. B okHe "lMopknioyeHne No nokanbHOM ceTu — cBoucTBa" Bblaenute NyHKT “"lMpoTokon
UHTepHeTa (TCP/IP)" n HaxxmuTe kHonky "CBounctea".

&

-~ lNoggawye HHe No AoKaAbHOH CeTH - CROHCTRA | ?

O6wre | DononHuTensHo |

MoakaoueHWE Yepes:
B8 AMD PCMET cemeficten PCI Ethern | HacTpoue. .

K.ornoHEHTEL, HMCAoONESYERBIE 3TN NOQKAHDYEHEM!

g F.aueHT ona cered Microsoft
.@ Cnysta qocTyna K painard W NpuHTeEpar ceTel Micro...

MpoTokon MHTepHeTa [TCRPAP]

YoTaHoBMTE. .. Hoanre CeoficTEa

OnucaHue

Mporokon TCR/IP - cTaHoapTHEIR NpoTokon raoSansHe::
CETEN, DBECMNEYHMEAHILIMA CEASE MENKOY PaSMHYHEINMM
ESAUMOLEHCTEYRILL MMM CETARM,

] NMpw NOQKACHEHMM BLIBECTH SHAYO0K B OBNACTH YBEA0MEHMI

HeenornATE NPM OFPAHUYEHHDR MM OTCYTCTEYW SR
MO ADYEHIM

[ ak. ] [ OTreHa
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4. Boibepute onumn "Monyuutb IP-appec aBTtomatu4vecku™ u "lMonyuutb appec DNS-
cepBepa aBTomaTnyeckn". Haxmure kHonky OK.

CeoncTea: [lpoTokon Mure pHerta [TCP/IP)

O6ume | B ETEPHATHEHEA Kan:-HrgpaLLHﬂ|

MapataeTpel P MOMYT H33HAYSTECA SETOMETHYSCKM, BCAW CETE
NOLLEPHMEAET 3TY BOSMOKHOCTE. B NpOTHEHOM CAyyas napaMeTpel
|P r03HD NoNYYMTE 4 CETEBOMD AQMUHMCTRETOPA.

(%) NanyuuTs |P-a0pec SETOMATHYECKM

{_) Mcnonesoeare cnengowwi [F-anpec:

|P-anpec: | : ) ) |

Macka nogceru: | : ) ) |

DcHOBHOMN Wk | : . . |

(%) Monyuure agpec DMNS-cepeepa SETOMATHYECKM

{_) MenonesoeaTe cregyowpe aapeca U5 -cepeepoe:

Mpegnoykraereii DNS -cepeep: | : . . |

AneTepHaTeHEIR DMS-cepeep: | : . . |

HononHUTENEHD. .

|_ k. J[ OtreHa ]

5. OTmeTbTe ranoykon onuuio "lMpu  NOAKNKOYEHMM BbLIBECTM 3HA4YOK B obGnactu
yBegomneHnn" un Haxmute kHonky OK [ns 3aBeplleHnss HacTpoWKu CceTeBOM nnatbl
KOMMbloTepa.

&

-~ lNoggawye HHe No AoKaAbHOH CeTH - CROHCTRA | ?

O6wre | DononHuTensHo |

Mogk moyeHKe HEpES!

B& AMD PCHET cemeticten PCI Ethern | HacTpouTs. .

K.ornoHEHTEL, HMCAoONESYERBIE 3TN NOQKAHDYEHEM!

g F.aueHT ona cered Microsoft

.@ Cnysta qocTyna K painard W NpuHTeEpar ceTel Micro...
.@ MnaHyposwmr nakeTos QoS

%= Mporokan Wrareprera [TCPAP)

YoTaHoBMTE. .. Hoanre CeolicTEa

OnucaHue

Mporokon TCR/IP - cTaHoapTHEIR NpoTokon raoSansHe::
CETEN, DBECMNEYHMEAHILIMA CEASE MENKOY PaSMHYHEINMM
ESAUMOLEHCTEYRILL MMM CETARM,

[MpM NOgEADYEHHY BEIESCTH SHAYOK B 0GN3CTH YEEOOMAEHME

|+ FEEL0MAATE NPH OFDSHKMYEHHOR WA OTCYTCTEYHILLERM
NogkAHEHH

[ Q. J [ OTreHa
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Ona Mac OS X

1. Ha pabouem ctone otkponte "CUCTEeMHbIe HACTPOUKKN".

[ 3l Finder dain TMpaska Bua MMepexog OkHo Cnpask _ - ‘D A 4) Wed13:30 Q
06 aTom Mac
O6HoeneHue NO...
App Store...

CHCTeMHBIE HACTPORKM. ..
Dock
PazMmeuleHue

HepagHo ncnons3osaHHsie 0BbeKTHI
3aBepwuTh NPUHYAUTENBHO. ..

Pexum cHa
Mepe3sarpy3uTe...
BLIKNWOYMTE. ..

3agepwuTs ceaHc Admin...




LEVEL upr
2. Boibepute nyHKT "CeTb".

# Cucremuble Hactpokn [paeka Bug  Okeo Cnpaska

®e00 CucTemHele HACTPORKK

[ <> ][ mokasars sce |

Nuunoe

=L ..

OcHoenwe  Pabouwia cron Dock Mission
W 3aCTaBKa Control

o ©
I Bl
Azbik 3awmTa u

Ge3onacHocTs

6
HOe obec

P

3 o

CD » DVD MouuTops IKOHOMUA Knasmwartypa Tpexnaa

IHEPTMM
e

T

Ink

WHTepHeT U GecnNpoBOAHAA CETh

iCloud Moyta, agpeca  MobileMe
W Kanewgapm

Cucrema

Mons3oeaTenn PoguTenscrui OBHoBNEHHE
W rpynne KOHTPORL no

Apyrue

Flash Player

Q @

Spotlight YuusepcansHsiin
AocTyn

Mexats 1

CKaHMPOBAHME

Time Machine 3arpysouseiin

TOM
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3. Boibepute nHtepcpenic Ethernet. B packpbiBatowemcsa cnucke "KoHdwmrypuposats IPv4"
Bblbepute "Ucnonb3ya DHCP", nocne yero HaxmuTe KHomMky "MpuMeHnTb " B HXKHEN YacTn
OKHa.

# Cucremubie HacTposkn [paeka Bug OxHo Cnpaska : 9 ~ 49 Wed13:32 Q

e
[ <> ][ mokasars sce |

Pazmewenue: | ABTOMaTH4YeCKO®

Craryc: MNMoaknwuveH

Y ) —r Ethernet g HaACTOAWEE BPEMA AKTHEEH WM
@ Built-i...Port (1) | G4 wmeer IP-agpec 192.168.10.101.

Built-i...Port (2) (s KoHdwurypuposats
e He — \&3 1Pva: | WMcnone3ys DHCP

@ Bluetooth PAN a IP-agpec: 192.168.10.101
=t . Macka noacern: 255.255.255.0

MapuwpyTuzarop:
DNS-cepeep:

JomeHbl NnoWckKa:

JAononuutensHo... | (7)

Bepuyts || [lpumeHuTs |




PekomeHpaunun no ontummnsauum npounssogutenoHoctn Wi-Fi cetu

CyuiecTByeT MHOXeECTBO (haKTOPOB, CMNOCOBHbIX BNUATbL Ha paauyc genctems Wi-Fi ycTponcTs:

1. Wi-Fi ycTponcTsa criegyeT, Mo BO3MOXHOCTHW, pacrnonaratb B yCroBUAX NPAMON
BMANMOCTU. YeMm Bonblue NpensaTCTBMIA Ha NyTU pacnpocTpaHeHus curHana, Tem cnabee
curHarn.

2. CeeanTte KONMYeCTBO NPENSATCTBUI K MUHUMYMY. Kaxxgoe npensTcTBue yMeHbluaeT
paguyc genctena Wi-Fi yctponctea. Pacnonarante Wi-Fi yctponcTBa Tak, 4Tobbl KONIMYECTBO
NPensaTCTBUN MeXAy HUMMU OblNTO0 MUHUMATbHBIM.

3. MaTepuanbl CTEH U NEPEKPbITUN NOMELLEHNSA CUMBHO BANKAIOT HA paauvoCcurHarn.
Pacnonarante Wi-Fi yctponctesa B nomeLLeHnn Tak, YTobbl CUrHanbl NpoxXoaunm Yepes
MaTepuarnbl MEHbLUEN NSIOTHOCTK (HanpuMep, rMNcokapToH). MNNoTHbIe MaTepuansl (MeTannbl,
MaccuB ApeBECUHbI, CTEKNO U Ap.) cnoCcobHbl BoOKMpoBaThb UM CUIBHO OCNabnaTb CUrHanbl.
4. KayecTBOo curHana B 3Ha4MTENbHOM CTENEHN 3aBUCUT OT OPUEHTaLMN aHTEHHbI.
CneuuwanbHas ytunuta ansa obHapyxeHust Wi-Fi Todek goctyna nomoxet Bam ontumansHO
opueHTnpoBatb aHTeHHbl Wi-Fi ycTponcTs.

5. Ha ka4yecTBO curHana takxe MoOryT BNnATb pagMonoMexu, co3gaBaemble BO BpeMs
paboTbl apyrnx yctponcts. Pacnonarante Wi-Fi yctponctea Ha 4OCTaTOMHOM pacCTOSIHUM OT
Takux yCTponcTs, kak CBY-neun, pagnonpnemMHukn, paguoHsaH 1 T. n.

6. JTio6oe ycTponcTeo, paboTatoLlee B YacTOTHOM AvanasoHe 2,4 Tu, 6ygeT cosgasaTb
nomexun B Wi-Fi cetn. PagnotenedoHsl 1 apyrne pagnoyctponctaa, paboTatouime B HaCTOTHOM
ananasoHe 2,4 [Ty, MoryT 3HaumnTenbHo yxyawaTb curHanel Wi-Fi cetn. 3apsgHas 6a3a
paguoTenedoHa nepegaeT pagnocurHansl Tpybke, Aaxe koraa TenedoH He UCnonb3yeTcs.
Pacnonarante Wi-Fi ycTporcTBa kak MOXHO fanblue ot 6a3bl paguoTtenedoHa.

Ecnu nocne BbINOMNHEHMs BbilLeNpuUBEAEHHbIX pekoMeHaaunii curHan cnabblii unm
oTCyTCTBYET, TO cnegyeT yctaHoBuTb WI-Fi ycTpoiicTBa B ApyrMx MecTax unv noakioumTb
[OMNONMHUTENbHbIE TOYKM OOCTYNa.
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CueHapum Hactpoek Wi-Fi cetu

MakcumanbHas npomn3sBoanTenbHOCTb

B aTom cueHapum Mbl npeanonaraem, YTo NoakntYaTbes kK 6ecnpoBogHom ceTn OyayT
COBpPEMEHHbIe YCTPOMCTBA, 1 NOCTaBUM nepen coboi Lenb MakcMMarnbHO yBENUYMTbL CKOPOCTb
coeanHEeHus.

Wi-Fi ceTb - OCHOBHbIE HACTPOWMKN

. OwnanasoH - 2,4 Ty (N)

. WnpuHa kaHana - 40MI'y

. [MpaBurbHbIA BLIGOP OCHOBHOIO M AOMOMHUTENBHOMO KaHana MoXeT Takke NOMOYb
YBEMMYNTb CKOPOCTb coeanHeHna. CneayeT BbiObMpaTb KaHarm, Ha KOTOPOM MeHbLLUE BCEro
nomex ot gpyroro obopynosaHus: Wi-Fi - n Bluetooth-yctponcTs, 6ecnpoBOAHbIX aKyCTUYECKNX
cuctem, TenedoHOB, MMKPOBOJSTHOBbLIX NeYen 1 T.4. BeibpaTe onTuManbHbIA KaHan MOXHO nbo
NPy NOMOLLUM cneunanbHbIX YTUNUT, NMBo akcnepuMeHTanbHbIM NyTEM. Bbl Takke MoxeTe
BKMOYNTb ABTOBBIOOP B ONUMAX MEHIO BbIGOpPA OCHOBHOMO 1 AOMNOMHUTENBHOIO KaHanos

30eck Bel MOXETE HaC TPOWTE Pa3NWuHLE NapaMeTphl Balweid ceti Wi-Fi.

B OrxmounTs nuTeppeiic Wi-Fi

Crpana: RUSSIAN B

Pexnm pabotui: AP [~]

Tun cetn

ssin:
S llinpuHa kanana:

e e CoemecTHan pabota
20/40MHz: ® Bkn © Buikn

Yandex DNS

[ononHuTenLHLIA KaHan:  Upper [ |

L

Tpancnauua SSID: Brn |

WMM: Brxn |~

Cropocts nepepaun gaunbix: [

OrpannyeHue nepegayu: _ MBur/c (0:cHATL orpaHwdeHKe)
OrpannyeHue npuéma: _ MBur/c (0:cHATE orpaHwdeHne)
Yucno KnuenTtog: _ (0:cHATE orpaHuueHUe)
Moakn4eHHbIE KNHEHTHI:

B Knouuposars MAC-agpec (Oauu Ethernet-xnuent)

H BrniounT, pexum nosTopuTens W 3agats SSID

SSID pacwmpeHHoro uHTepdeiica: [FRNEEEEI

3atem nepengnte B MmeHto «Wi-Fi ceTb — BesonacHoOCTb».
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EVEL UP

Wi-Fi ceTb - besonacHocTb
. LWndpposaHune - WPA2
. Habop wudpos - AES

——

Mapupy THIaLuA
MemceTeBoH IKpan

Yandex DNS

Cepeuc

HacTtpoikun 6esonacHocTn Wi-Fi

30ech Bul MOXETE M3MEHUTE HACTPOHKKM Ge30NacHOCTH Baleid GecnpoOBOAHON CETH.
BocnonkayHTech anropHTMamMi 3auTsl WEP unn WPA uTobsl npenoTepaMThL
HECaHKLHWOHWDOBAHHLIRA AOCTYN K pECYPCaM Balledd ceTd.

NGRS [V Al Root AP - Upvel _96C5 [+ ]

Pexum ayteHTHdnKalumn WPA2 v

Pexum ayteHTHMKaLMK @ KopnopatueHeii (cepeep AS) © YacTHeii (Pre-Shared Key)

Habop wndgpos WPA2 M TKIP AES

Mopmar knova (Pre-Shared _
Key) Maponk B
— e
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MakcumanbHass COBMeCTUMOCTb

B aTtom cueHapumn Mbl Nnpegnonaraem, 4To NOAKMYaTbCA K 6ecnpoBogHom ceTn ByayT OYeHb
pa3Hble YCTPONCTBA, HEKOTOPbIE N3 KOTOPbIX HE NOAAEPXKMBAOT COBPEMEHHbIX CTaHAAPTOB.
Hawen uenbto 6yaeTt caenatb NOAKNOYEHME BO3MOXHbLIM ANg wmnpokoro cnektpa Wi-Fi-
obopyaoBaHus, BKIoYas ycTapeBLUee.

Wi-Fi ceTb - OCHOBHbIE HACTPOWMKN

. AwnanasoH - 2,4 [Ty, (B+G+N)

. WnpuHa kaHana - 20MI'y

. [MpaBurbHbIA BLIGOP OCHOBHOIO M AOMOMHUTENBHOIO KaHana MoXeT NOMOYb YBENNYUTL
CKOPOCTb U CTabunbHOCTb coeamHeHns. CnenyeT BblbupaTb KaHas, Ha KOTOPOM MEHbLLE BCEro
nomex ot gpyroro obopynosaHus: Wi-Fi - n Bluetooth-yctponcTs, 6ecnpoBOAHbIX aKyCTUYECKNX
cuctem, TenedoHOB, MUKPOBOJSTHOBbLIX NeYen 1 T.4. BeibpaTe onTuManbHbIA KaHan MOXHO Nbo
NPy NOMOLLUM cneunanbHbIX YTUNUT, NMB0 aKkcnepuMeHTanbHbIM NyTEM. Bbl Takke MoxeTe
BKMOYNTb ABTOBBIOOP B ONUMAX MEHIO BbIGOpPA OCHOBHOMO 1 AOMNOMHUTENBHOIO KaHasnos

3peck Bel MOXETE HaC TPOMTL pasnyHkLE NapaMeTps Bawen cetn Wi-Fi.

B Orxmountn uHTepdeiic Wi-Fi

Crpana: RUSSIAN |

Mnanazon: 2.4 GHz (B+G+N) = |

Pexum pabotni: AP [+ [enonuutensHeie SSID

Tun cetu Infrastructure |+

SSID: Upvel_96C9

Mapupy TH3aiuma
lnpuHa kaHana:

e CoemecrHan pabota

20/40MHz:
Yandex DNS
MononHuTenbHBLIA KaHamn:

Daiiot Homep xanana:
Tpaucnauna SSID: | Brn [ =]
whM:
CkopocTs nepefa4yn faHHbIX:
OrpaHnyeHune nepegadin: _ MBur/e (0:cHATL orpaHeHe)
OrpaHnyeHne npuéma: _ MBut/c (D:cHATE orpaHUdeHme)
Yucno Knuentos: _ (D:cHATE orpaHweHue)
MoakniYeHHbIE KNHEHTLE:
B Knouupoeats MAC agpec (Ogun Ethernet knuenT)

B BxmouMTL pexuMm NOBTOpMTENA M 3agaTk SSID

SSID pacwupenHoro uHTepdeica: [FRRGEEEINT
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Wi-Fi ceTb — Be3sonacHocTb

. LLncppoBaHune - ABTO (ecnu Bbl XOTUTE NOAKMOYATb YCTPONCTBA, NogaepKmsatoLLmne
Toneko WEP, Bbibepute WEP - HO yunTbiBaTe, 4TO AaHHbBIA anropuTM SBRSETCS YCTapeBLUEN
N OMEeHb HEHAOEXHOW 3aLLNTON).

. Habop wudpos - TKIP/AES

HacTtpoiikn 6eszonacHocTn Wi-Fi

30ech Bbl MOXETE MAMEHWTL HACTPOIKM GE30NacHOCTY Ballieild GecnNpOBOAHON CeTH.
BOCNONL3ayidTECH ANMOPUTMAMMA 3aLLMTLL WEP unu WPA YToGLl NpeaoTepamTh
HECAHKLIMOHWPOBAHHLIA JOCTYN K PECYpCaM BalLed CeT.

IR SR [V A Root AP - Upvel_96C9 |~ ]

Pexnm ayTeHTHMKaLHKH H

Pexum aytreHTndmranumn ® KopnopatusHbiii (cepsep AS) © YacTHuii (Pre-Shared Key)
Mapuwpy Tuaayma HaGop wmndgpos WPA TKIP ElAES

MexceTesoi aKpan HaGop wudgpoe WPA2 ETKIP EAES

Mopwmar kmoya (Pre-Shared
Yandex DNS K : Mapons ||
o Napon: e

usB
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TexHUn4yeckune XapaKTepucTtukum

AnnapaTHble XapaKTepuCcTUKU

« |EEE 802.3 (10Base-T)

e |EEE 802.3u (100Base-TX)
CtaHpapThbl « |EEE 802.11b

e |EEE 802.11g

e |EEE 802.11n
WAN 1 nopt WAN 10/100 M6uT/c Auto-MDIX
LAN 4 nopta LAN 10/100 M6éuTt/c Auto-MDIX
usB 1 nopT USB 2.0 ans noaknoyYeHnst BHELLHMX HakonuTenemn
KHonka Reset BoccTaHoBneHne 3aBoOCKUX HACTPOEK
KHonka WPS Crapt dyHkuun Wi-Fi Protected Setup

¢ [uHamunyeckun IP-agpec

e Cratndeckun IP-agpec
MoapepxuBaembie NPOTOKONbI
noaknyYeHns K UHTepHeTy * PPPOE (rus)

* PPTP (rus)

e L2TP (rus)

dunbTpaums no MAC-agpecam, gomeHHbIM nmeHam, URL, npoTtokonam,
IP-agpecam n Homepam NopToB

YnpaBneHue JocTynom

UHaukaTopsbl Mutanue, Cnctema, Wi-Fi, WAN, LAN1~LAN4, USB
AnekTponuTtaHue BHewwHui 6nok nutaHus 9 B noct. Toka 1 A
Pa3mepsi (O x L x B) 140 x 125 x 50 mm
Macca 198 r
Temneparypa Pabouas: 0 ~ 4.0 °C .
Mpwn xpaHeHuu: -10 ~ 70 °C
BnaxHocTb 10 ~ 95 % (6e3 koHaeHcaumm)
CepTtudcumkaTrbl CE, FCC, EAC, RoHS, Recycling
YacTtoTHblIe Agnana3oHsbl 2,412 ~ 2,484 Ty (ISM)
AHTEHHBI 2 BHYTpeHHWe aHTeHHbl 2 dBi
e 802.11b: CCK (11 n 5,5 M6wut/c), DQPSK (2 M6éut/c), DBPSK (1
Moaynsiums M6wuT/c)

e 802.11g: OFDM ¢ BPSK, QPSK 1 16/64-QAM
e 802.11n: BPSK, QPSK, 16QAM, 64QAM c OFDM

MpoTokon poctyna k cpene CSMA/CA c noatesepxaeHnem

nepegaum
CkopocTb nepeaayvu AaHHbIX e 802.11b: po 11 Méut/c
(aBTOMaTHYeECKOE ynpaBrieHue e 802.11g: po 54 Méut/c
CKOPOCTbHO) e 802.11n: go 300 M6ut/c

e 802.11b: 15 gbm (Tunoeas) npu ckopoctn 11 MouTt/c
MowHocTb nepeaaTymka e 802.11g: 15 gbm (TMnoBas) npu ckopoctn 54 MéuT/c

e 802.11n: 13 gbm (Tnnoeas) npu ckopoctn 300 M6uT/c

e 802.11b: -85 gbm (Tvnosas) npu ckopoctn 11 Méut/c
YyBCTBUTENBHOCTb NPUEMHUKA e 802.11g: -68 obm (TMnoBas) npu ckopocTtn 54 MéuT/c
e 802.11n: -62 gbm (Trnosas) npu ckopoctn 300 M6uT/c

LndpoBaHme 64/128-WEP, WPA-PSK/WPA2-PSK, WPAWPA2-RADIUS
KaHanbi 1-11 (FCC), 1-13 (ETSI)




3aperncTpupymTe Ball NpoayKT
Ha www.upvel.ru

TexHn4yeckaa nogaep>xka B Poccuu:
8 (495) 952-5243

8 (800) 555-5243
support@upvel.ru

UPVEL

Irwindale, CA USA

www.upvel.com

Toll Free Support Hotline

USA/Canada: 855 IT-UPVEL (488-7835)

(M-F 10AM-7PM PST except holidays)
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