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MpogykT ceptudikoaHo 3rigHo ¢ npasunamm cuctemmn YKpCEIMNPO Ha BignoBigHICTb BMMOram
HOPMaTUBHMX LOKYMEHTIB Ta BMMOram, WO nepeabayvyeHi YMHHUMM 3aKOHOAABYMMM aKTaMu

YkpaiHm.
NMpaBuna be3onacHocTH

® Ecnu yCTPONCTBO MMEET KHOMKY BKIOYEHUSA/BLIKITIOYEHUSI NUTAHNS, TO C €€ NOMOLLbI MOXHO
ObICTPO OTKMIOYMTL MUTaAHME YCTPOWCTBA. ECnM KHOMKM nuTaHMs Ha YCTPOWUCTBE HeET,
€OWHCTBEHHbIN cNOco® NONMHOCTLI0 0BECTOUNTL YCTPOMCTBO - OTKMIOYMTL aganTep NuTaHus ot
SN1EKTPOCETH.

® He pasbupaiite yCTPONCTBO N HE NPOU3BOAMTE €r0 PEMOHT CaMOCTOATENBHO, B 3TOM Crydae
KOMMaHusi BhnpaBe CHATb C cebs rapaHTuiHble 00si3atenbcTBa, KpOMe TOro, Bbl
noaBepraeTecb PUCKY NOPAXKEHUS NEKTPUYECKUM TOKOM.

® He gonyckanTe nonagaHus Bnarv BHyTPb YCTPOWCTBA.

yCTpOIZCTBO npegHas3Ha4vyeHo and ncnonb3oBaHuA B CcleyrLlimnXx cTpaHax:

ABcTpus Bonrapus Benapycb KaHaga Uexuns
Mcnanus duHNAHMA dpaHuus BenukobputaHums peuns
Jlntea JlatBus Maneta HuaepnaHgb! Hopserus
Poccus Lseums CnoBakus Typuus YkpaunHa
lepmaHua OanHns OCTOHMSA BeHrpus WpnaHaus
Utanus Monbwa MopTyranus PymblHNS
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

KomMnneKkT nocTtaBkKku

B KoMnnekT noctaBkun BXogAT:

> becnposogHon wmapuwpyTtnsatop TL-WR940N/TL-WR941ND cepun N cO CKOpPOCTbiO
nepegayn gaHHbix o 300 Méut/c

»  AganTep NoCTOsIHHOro Toka Ans mapLupytusdaropa TL-WR940N/TL-WR941ND

> PykoBoacTBo no 6bICTPON HAacCTpoike

» Kabenb Ethernet

» KomnakT-guck co cneayiowlen nHgopmaumen:
e PykoBogcTBo nonb3oBatens
e [lpoyas nonesHas nHgpopmauus

& MpumeyaHue:

Y6eaunTtecb B TOM, YTO KOMMMEKT COAEPXKUT BCE YKaszaHHble Bbllle HanMeHoBaHus. Ecnu yto-nubo

NMOBPEXOEHO NN OTCYTCTBYET, 06paTUTECH K CBOEMY ONCTPUOLIOTOPY.



BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

MnaBsa 1. BBeneHue

Bnarogapum Bac 3a BbIGOp 6ecnpoBogHoro mMapLupyTm3aropa moaenu
TL-WR940N/TL-WR941ND cepuu N co ckopocTbto nepefayun gaHHbix Ao 300 MouT/c.

1.1 O630p

MapuwpyTtusatop TL-WR940N/TL-WR941ND co ckopocTbio nepegaun AaHHbix go 300 Mout/c
BKMo4aeT B ceba 4-X MOpTOBbIA KOMMYTaTOp, MEXCEeTeBOW 3kpaH, Mapupytusatop NAT u
OecnpoBogHyto TOuKy poctyna. becnpoBogHon wmapwpyTtmndatop cepunm N obecneumBaeT
BonbLuyo 30HY NOKPbITUS 6eCNPOBOAHON CETU N CKOPOCTb Nepedayn AaHHbix o 300 M6uTt/c, yTo
NoMnHoCTblo oTBeyaeT TpeboBaHuaM ceTen knacca SOHO (HebGonbwown oduc nnm gomMaluHWiA
ouc), a Takke TpeboBaHMAM nonb3oBaTenen, HyxXgawwuxcs B 0Oonee  BbICOKOW

npon3BoAnUTENTIbHOCTU CETU.

HeBeposiTHasi ckopocTb

MapuwpyTtusatop TL-WR940N/TL-WR941ND obecneunBaeT ckopocTb nepegayn gaHHbix Ao 300
M6uT/c npu paboTte ¢ 6ecnpoBogHbIMU KNeHTamm ctaHaapTa 802.11n. 3Ta ckopocTb AenaeT ero
naeansHbiM BbIGOPOM Ans paboTbl C HECKOMbKUMW MNOTOKAMW [aHHbIX OOHOBPEMEHHO, 4TO
obecneunBaeT cTabunbHylo paboty cetn. [pou3BOAMTENBLHOCTL HacToswero 6ecnpoBogHOMo
MapLupyTmsatopa ctaHgapta 802.11n HamHoro ©ornblle MO CpPaBHEHWO C MapLlpyTusaTtopamu
ctaHgapta 802.11g, 4TO NpeaocTaBnsieT HOBble BO3MOXHOCTU Ans paboTbl B CETU. YCTPOWCTBO

COBMECTMMO ¢ npogykTtamu ctaHgapTos IEEE 802.11g u IEEE 802.11b.

KomnnekcHasa cuctema 6e3onacHocTtu

Bnaropaps komnnekcHon cucteme 6e3onacHocTu, BkMw4awwen B ceba dyHkumio SSID
Broadcast Control, 64/128/152-6utHoe wndposaHne WEP ans 6ecnpoBogHO NIOKanbHOW CETH,
WiFi protected Access (WPA2- PSK, WPA- PSK), a Takke MexceTreBon 3KpaH C nepegoBbiMu
PyHKUMaAMKU  3awnTbl, Mapwpytmnsatop TL-WR940N/TL-WR941ND obecnedvnBaetr MomnHy0

KOHd)MﬂeHLlMaHbHOCTb nepenadun daHHbIX.

MOk KOHTpONb gocTyna

Mapuwpytusatop TL-WR940N/TL-WR941ND obecneumBaeT rubkuil KOHTpOMb [OCTyna, 4TO
No3BONAET poAUTENAM WNU CETEeBOMY aAMWHUCTPAaTOpy onpeaensTb MOMUTUKY OrpaHudeHnst

OOCTyrna B OTHOLUEeHUn aeten unu nepcoHana. yCTpOI‘/'lCTBO TaKkxke nogaepXxueaet d)yHKLIMM



BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

BuptyanbHbin cepeep u DMZ y3en ana Port Triggering, 4TO nosBonser agMuHUCTpaTopy
OTCIeXMBaTb COCTOSIHWE W YNpaBnsaATb CETbI0 B peXume peanbHoro BpPeMEHU, UCMONb3ys

hYHKLMIO yaaneHHoro ynpasreHus.

MpocTas ycTraHOBKa

B cBA3sM Cc Tem, 4YTO MaplpyTM3aTtop COBMECTUM MpPaKTUYECKM CO BCEMW OCHOBHLIMU
onepauMoHHbLIMU CUCTEMaMW, UM OYEHb JIEFKO YNPaBMsATb. YCTPOWCTBO MOAOEPXKUBAET MacTep
yctaHoBkn Quick Setup Wizard, a gaHHoe pykoBOACTBO MOMb30BaTeNsl COAEPXUT NogpoOHbIe
nowlaroBble MHCTPYKUWUW. epen yCTaHOBKOW MapLupyTu3atopa CnefyeT BHUMATENbHO U3Yy4nTb

[aHHOe pyKoBOACTBO, YTOObI 03HAKOMUTLCS CO BCEMU (DYHKLIMAMU YCTPONCTBA.

1.2 [onyweHusn

Mcnonb3yemoe B HacToswem pykoBoactBe HavmeHoBaHue TL-WR940N/TL-WR941ND wnu
MapLupyTrsatop nogpasymeBaeT non, cobon ©ecnpoBogHoW MapLLpyTU3aTop
TL-WR940N/TL-WR941ND cepun N co ckopocTblo nepegaym gaHHbix 4o 300 MouT/c.

& MpumeyaHue:

HacTtosilwee pykoBOACTBO MpedHasHadyeHo ana mapupyrtusatopoB mogenen TL-WR940N wu

TL-WR941ND. [Ons npoctoTbl M ygobcTBa B pykoBoAcTBe OyaeT WCNonb30oBaTbCs TOMbKO
Ha3BaHue TL-WR941ND.

Pasnuunsa mexay ycTporcTBaMuy 3akio4aloTCsl B CreayoLLeM:

» Mapuwpytusatop TL-WR940N nmeet 3 hMKCUPOBAHHbIE aHTEHHBI.

> Mapuwpytusatop TL-WR941ND umeeT 3 CbeMHbI€ aHTEHHbI.
1.3 OCHOBHbIe XapaKTepUCTUKHU

> [MpnmeHenmne TexHonorun IEEE 802.11n ob6ecnevnBaet 6ecnpoBogHyto nepeaadvy AaHHbIX CO

ckopocTbio go 300 MowuT/c.

> 1 nopt WAN 10/100 M6ut/c c aBTrocornacoBaHnem nog pasbem RJ45 n 4 nopta LAN c

aBTocornacoBsaHueM nog pasbem RJ45, noagaepxka asto-MDI/MDIX.
> AyteHtundukauma WPA/WPA2, WPA-PSK/WPA2-PSK, wndposaxne TKIP/AES.

» (ObecneyeHne COBMECTHOrO OOCTyna K AaHHbIM N K CETU MHTepHeT, nogaepiXkKka gocrtyna K

WHTepHeT yepes guHammyeckui IP/ctatnueckuin IP/IPPPoE/PPTP/L2TP.
> [oppepxka cyHkum BupTtyanbHbin cepsep, Special Application n DMZ ysen.

> [oppepxka texHonorum UPnP, uHamuyeckon DNS 1 Ctatmyeckon mapLupytusagmu.



BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

ABTOMaTMUYeckoe NoAKNIYeHMe U NodKNoYeHne K VIHTepHeT No pacnucaHuio.
BcTtpoenHble NAT n DHCP-cepBep ¢ nogaepxkon pacnpegeneHus ctatudeckux IP-agpecos.

BcTpoeHHbI  MexXceTeBOW 3KpaH nogaepxmsaer UNbTpauuMio  JOMEHHbIX NMEH,

IP-agpecoB n MAC-agpecos.

MogknioveHne k VIHTepHeT no TpeboBaHuio n cbpoc coeguHeHns ¢ NHTEpHET BO BpewMms

npocTtos npu ncnons3oBaHun PPPoE-nogkntoueHus.

64/128/152-6utHoe wudpoBaHne WEP un dgyHkums Cnmcok KOHTpond pgoctyna Ans

©ecnpoBoOHON NTOKaNbHON CETH.
Mopaepkka CTaTUCTMKKU MO NOTOKaM.

Moppepxka obHoBNeHNs BcTpoeHHoro MO u ynpaeneHve Yepes Beb-uHTepdeiic.



BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

1.4 OnucaHue naHenewu

1.4.1 lNepeaHsan naHenb

a S

PWR SYs WLAN WAN 1 2 3 4 WPS

CCIT —TIT TT TT TTITITITT 1715 ) ‘W%

| on/oft |
300Mbps Wireless N Router TL-WR941ND

Puc. 1-1 TlepenHsasa naHenb

CBeToaMOAHbIE MHOMKATOPbI W KHOMKa BKMOYEHUA/BbIKMIOYEHUA 6GecnpoBoAHOro BellaHus

pacnonoXeHbl Ha nepegHen NnaHenu (cneesa Hanpaso).

MUHpukatop | CocTtosiHue 3HauyeHue
Bbikn. MnTaHme oTKIo4YEeHo.
MNutaHne
Bkn. MnTaHne BKNOYEHO.
Bkn. YCTPOWCTBO 3arpy>KaeTcsi UM BO3HMKNA CUCTEMHas owwmbka.
Cuctema Mwraet YctponcTteo pabotaet HopMarnsHoO.
Bbikn. CucTteMHas owimodka.
Bbikn. BecnpoBogHoe BelaHne OTKYEHO.
WLAN
Mwuraet BecnpoBogHoe BelaHNe BKITHOYEHO.
WAN Bbikn. HeT nogkntoYeHHbIX K MOPTY YCTPOWUCTB.
LAN 1 ’4 Bkn. K nopTy nogKknoyYeHo YCTPOMCTBO, HO OHO HE aKTUBHO.
Muraet K nopTy nogkno4YeHo YCTPONCTBO M OHO aKTUBHO.
MezneHHo BecnpoBogHoe YCTPOMCTBO NPOM3BOAUT MOAOKIOYEHME K CETU
MnraeT yepes dyHkuno WPS. OTOT npouecc 3aHMMaeT npuMepHO fABe
MUHYTBI.
WPS BKr BecnpoBogHoe yCTpPOMCTBO ObINO YCMELHO NMOAKIHYEHO K CETU
' nocpencTeom gyHkuum WPS.
BeicTpo He ymanocb nogkniountb 6ecnpoBogHOE YCTPOWCTBO K CETU
Muraet nocpeactsom pyHkumm WPS.

Tabnuua 1-1 CeBeTogmogHas nHanKauus
& MMpumeyaHue:
lMocne TOro, Kak yCTPOMCTBO ObINO YCMELWHO MNOAKMIOYEHO K ceTu yepe3 gyHkumo WPS,

nHaukatop WPS Gynet npogormkaTtb ropeTb NPUMEPHO 5 MUHYT, a 3aTeM MoracHer.



BecnpoBogHoun maplpyTtusatop cepuu N co
CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

1.4.2 3agHAA naHenb

WYy W o[

4 3 2 1 WAN WPS/RESET ON/OFF POWER

Puc. 1-2 3apgHasa naHenb
Ha 3agHel naHenn pacnonoXeHbl crneaytowime aremMeHThbl (Cnesa Hamnpaso).

>  1,2,3,4 (LAN): 311 noptbl (1,2,3,4) ucnonb3ytoTca Ans NOAKMAOYEHUS MapLupyTu3artopa K

KoOMnbloTEPaAM NOKanbHOW CeTwn.

> WAN: WAN-nopt ucnonb3dyetca ana nogkntodeHmsa DSL/kabenbHoro mogema unu cetm
Ethernet.

> WPS/RESET: [JaHHasa kHonka ucnonbayetcs ans skiodeHna WPS n ana cbpoca HacTpoek
MapLupyTmnsatopa. Ytobbl BKMOUNTL/BbIKMOYMTE WPS, NnpocTo HaXmuTe 3Ty KHOMKY, He
yoepxmaa ee Oonbwe natnm cekyHn; ana CBPOCA HacTpoek HaXmute KHOMKY U

yoepxxuBanTe ee bonee NATU CEKyHA.
> ON/OFF: BkrnoyeHune/BbIKNo4EHNE NUTaHuS.

> POWER: Pa3béM ansa nogkntodeHns nutanms. cnonb3ynte agantep NUTaHUs, BXOOAALLUA

B KOMMMEKT noctaBku BecnposogHoro mapwpytmusatopa TL-WR941ND/TL-WR940N.

>  BecnpoBogHble aHTEHHbI: cryXaT Ana nNpuéma v nepefayn AaHHbIX no 6ecnpoBogHOMY

NOAOKIOYEeHUIO.
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masa 2. [Mopkno4vyeHue maplipyTmusartopa

2.1 CucrtemHble TpeboBaHuA

LWnpokononocHbin goctyn B MIHTepHeT (DSL/Cable/Ethernet)

OpwvH DSL/kabenbHbii MogeM ¢ pasbeMoM RJ45 (He TpebyeTcs, ecnn yCTPOWCTBO HAanpsamyo

noakmntoyeHo kK cetu Ethernet)
KomnbtoTepsl ¢ pabotatowmm agantepom n kabenem Ethernet ¢ pasbemamn RJ45
Mopopepxka npotokona TCP/IP ansa kaxgoro koMmnboTepa

Beb6-6paysep - Microsoft Internet Explorer, Mozilla Firefox nnn Apple Safari.

2.2 TpeboBaHuA K cpefie YCTaHOBKMU

MapLupyTr3aTop OOMKEeH HAaXoOAUTLCS B XOPOLUO NPOBETPUMBAEMOM MECTE B OTAANEHWM OT

HarpeBaTeneVl nnun O60I’peBaTeJ'IbHO-BeHTVIJ'IﬂLI,VIOHHbIX CUCTEM

yCTpOIZCTBO He OOJKHO noaBeprartbCcAa npaMomy BO34EMNCTBUIO MCTOYHUKOB CUJSTbHOMO CBETa

(HanpumMep, CONMHEeYHbIN CBET)
Bokpyr ycTporicTBa AOMKHO OCTaBaTbCA He MeHee 5 cM CBOBOAHOro NPOCTPaHCTBa
Temneparypa akcnnyataumm: 0°C~40°C

OTHocuTenbHas BnaXHoOCTb Bo3gyxa npu akcnnyatauumn: 10%~90%, 6e3 obpasoBaHus

KoHOeHcaTa

2.3 lMopknio4yeHue mapLupyTMsaTopa

lMepen yctaHoBKOM MapLupyTm3atopa cregyet ybeauTbCs, YTO Ball KOMMbIOTEP MOAKMHOYEH K

NHTepHeT Yepes LWMPOKONONOCHLIN cepauc. Npu BO3HUKHOBEHUN Npobrnem obpaTuTecb kK CBOEMY

noctaBlmKy WHTepHeT-ycnyr. 3areM npou3BeauTe YCTAHOBKY MaplUpyTM3atopa CorfacHo

MHCTPYKLUNN. He 3a6y/:u>Te BbITallUTb BUJTKY N3 PO3ETKU, Mpon3BoaANTE OaHHbIE AencTeus CyXnmMmm

pykamu.

1.

2.

OTkntounTe oT NUTaHMs koMnbtoTep, DSL/kabenbHbIi MOgeM 1 MapLUpyTM3aTop.

Bboibepute nogxoasiuiee MecTto Ans  maplipytmsatopa. PekomeHpyetcs  pasmellatb
MapLipytusatop B LeHTpe GecnpoBogHoW cetn. MecTo pasmelleHns maplupyTtusatopa

OOMKHO COOTBETCTBOBAaTbL IpeboBaHMAM K cpege yCTaHoBKW. TpeboBaHud K cpefe

YCTaHOBKM.
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OTperynvlpy|7|Te NnosfioXXeHne aHTeHHbl. Yale Bcero Hanny4ywmnmm 4ABndAeTcAd BepTUuKalibHOe

nornoxXxeHue.

MogkniounTe KOMMbOTEP (-bl) M KOMMYTaTOPbI/KOHLEHTPATOPbl K NOKanbHOW CeTn yepes
noptel LAN mapLupyTu3artopa, Kak nokasaHo Ha Puc. 2-1 (ecnu y Bac yxe ecTb agantep
6ecnposogHon cetn (NIC) m ecnm Bbl XOTUTe BOCMOMNb30BATbCA MOOKITOYEHNEM MO

BecnpoBogHOM CeTU, Bbl MOXETE NPOMNYCTUTb 3TOT LUar)
Mogkntounte DSL/kabenbHbii Mogem k nopty WAN mapwpytusartopa (cm. Puc. 2-1).

MogxnounTe aganTep NUTaAHUS K COOTBETCTBYIOLLEMY pasbeMy MapLupyTu3aTopa, a Apyron

€ro KoHeL, BCTaBbTe B pO3eTKy. Bkrtounte mapLipyrumsatop, Haxas Ha kHonky ON/OFF.

BkntounTe komnbioTep 1 DSL/kabenbHbin Moaem.

Poserka Posetka

WHTepHeT

Ka6enbHbiii/DSL mogem

=\
=] «nopty LAN mogema

Kabenb Ethernet Kabenb Ethernet

Puc. 2-1 YcraHoBka annaparHou Yactu mapLpyTtusdaropa TL-WR941ND
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NmaBa3. PykoBoAacTBO No ObLICTPOU HACTPOUKE

B aTon rmaBe pacckasblBaeTcs O TOM, Kak B TEYEHNE HECKOSNbKUX MUHYT NPOM3BECTU HACTPONKY
6asoBbix yHkuMM Mmapwpytmsatopa TL-WR941ND npu nomowm mactepa ObicTpon

HACTPOWKM.

3.1 Hactpowuka TCP/IP

Mo ymonyaHumio gomeHHoe umsa mapupyTtmnsatopa TL-WR941ND http://tplinklogin.net, IP-agpec

ycTtponcTtea 192.168.0.1, macka nogcetn 255.255.255.0. Npwu xxenaHum aTn 3Ha4yeHUa MoryT bbITb
u3MeHeHbl. B pgaHHOM pykoBOACTBE B KadecTBe MpvMepa WCMOMb3yTCA 3Ha4YeHus Mo

YMOJYaHuio.

> [logknounte KOMNblOTEP foOKanbHOM CeTu K ogHomy m3 noptoB LAN mappyTtusaropa.
Mocne aTtoro Bbl MOXeTe HacTpouTb |P-agpec ans Bawero KOMMblOTEpa, MNpogenas

cregyoue waru.
> Hactponka IP-agpeca Bpy4Hyto

1) BbinonHuTe HacTpomnky npotokona TCP/IP gna Bawero komnbioTepa. Ecnn Bam

HeobXxooMMbl WHCTPYKUWK, Kak 3TO caenatb, cmoTpuTe [lpunoxenue B: HacTpoiika

KomMmnbroTepa.

2) BbinonHuTe HacTpovikm cetu. IP-agpec 192.168.0.xxx (rge «xxx» nioboe ymcno ot 2 Jo
254), macka noagcetn 255.255.255.0, wnto3 192.168.0.1 (IP-agpec mapwpytmusaropa no

YMOSYaHuio)
> [NonyunTtb IP-agpec aBToMarnyecku

1) B Hactpowikax npotokona TCP/IP Bawero komnbtoTepa Bbibepute Monyunts IP-agpec
aBTomatuvecku. Ecnm Bam HeoOxogumbl  MHCTPYKUMM, Kak 3TO  caenatb,

cmoTpuTe [Npunoxenune B: HacTponka koMnbloTepa.

2) BctpoenHbin DHCP-cepBep HasHaunT KomnbtoTepy IP-agpec.

Tenepb Anst NPOBEPKN CETEBOTO NMOAKITHOYEHUS MEXOY KOMMBIOTEPOM U MapLUPyTU3aTOPOM MOXHO
B KOMaHAHOM CTPOKe BBeCTM kKomaHay Ping. lNMpuBeneHHbIi Huxe npumep otHocutea k OC
Windows XP.

B komaHgHon cTpoke BBeaute ping 192.168.0.1 n Haxmute Enter.

> Ecnu Bbl nonyyunu pesynsrat aHanornyHbl npeacraeneHHoMy Ha Puc. 3-1, aTo o3Havaer,

YTO NOAKIN4YeHne Mexay KoMnbrTepoM U MapLUpyTU3aTtopom ObIno YCTaHOBIMEHO yCneLwlHo.
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Command Prompt

Microsoft Windows XP [Bepcua 5.1.26001
(C> Kopnopauwa Madkpocoor, 1985-2001.

C:~Documentsz and Settings“tplinkXping 192 _168.0.1
Deren naketamd ¢ 172 _168.0.1 no 32 sanT:

OTeeT ot 172.168.0.1: uyucao sant=32 epema<linc TTL=64
Oreer or 192.168.0.1: uyucao sanr=32 epemaiinc TTL=64

or 172.168.0. ; yucao sadiT=32 epema<inc TTL=064
or 122.168.0.1: yucao sanT=32 Bpema<linc TIL=64

CtarvcTHika Ping pan 192 168.0.1:

MNakeToB: oTnpaBaeHo = 4, NoAYydYeHo 4. notepadHo = 0 (0 noTtepws).
MpUEAUSHTEALHOE BPEMA MPHEMA—TIEPEAAUYH rc 3

MunumaasHoe = Orncex, MakcumasavHoe @ mcek. Cpennee = 0 mcex

C:~Documents and Settings“tplink>_

Puc. 3-1  YcnelwHbin pesynstar BbINONHEHNs kKomaHadbl Ping

> Ecnn pesynbrat aHanornmyeH npegctaBneHHOMY Ha puc. 3-2, 9TO O3Hayaer, u4To
NOAKMIOYEHUE MEX Y KOMMbIOTEPOM M MapLUPYyTU3aTOPOM OTCYTCTBYET.

Command Prompt

Microsoft Windows XP [Bepcua 5.1.26001
(C> Kopnopauwna Madkpocoor. 1985-2001.

C:~Documents and Settings:\tplink>ping 192.168.0.1

Osmen naketami ¢ 192 168.0.1 no 32 sanurt:

ANNApATHHA CEOW.
ANnNapaTHHA CEOM.
3JanaHHMH Y3eAa HeNOCcTYneH.
3anaHHMH Y3ea HenOoCTYneH.

CratucTuka Ping pan 192_168.0.1:
MNakeToe: oTnpagaeHo = 4, noayyeHo = 0. notepaHo = 4 (1002 noTepw).

C:~Documents and Settingsstplink>_

Puc. 3-2 HeynadHbln pesynstar BbINONHEHUSA koMaHabl Ping
lNMpoBepbTe NOAKMIOYEHME CreagyoWMM o6pa3om:
1. TNpaBuUNbHO N NOAKIIOYEH MapLUPYTU3AaTOp K KOMMbIOTEPY?

& MpumeyaHune:

Nuaukatopbl 1/2/3/4 noptoB LAN, KOTOpbl€ Bbl MOAKMIOYMIN K MapLUpyTU3aTopy U MHAMKATOPbI
ajantepa KOMNbTEpPa OOMKHbI FOPETh.

2. fengaetca nu npaBunbHoW HacTpownka TCP/IP Ha komnbioTepe?

& MpumeyaHue:

Ecnn IP-agpec mapwpytusatopa 192.168.0.1, To IP-agpeca KOMMbIOTEPOB AOMKHbI NexaTb B
AnanasoHe 192.168.0.2 ~ 192.168.0.254.

-10 -
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3. Aengetcs nu npasunbHbiM IP-agpec cetn LAN maplipyTtumsatopa?

& MpumeyvaHue:

Ecnn LAN IP-agpec mogema, noakmoYeHHOro K Bawemy mapwpytusatopy, 192.168.0.x, LAN
IP-agpec MapuwpyTusaropa Mo YyMOn4aHuWO asToMaTtudeckn wusmeHutca ¢ 192.168.0.1 Ha
192.168.1.1, 4yTtobbl n3bexarb koHdNukTa IP-agpecos. Moatomy, gns Toro, 4tobbl NPOBEPUTH
coeuHeHVe Mexay BaluMM KOMMbITEPOM W  MapLUpyTM3aTopoM, Bbl MOXETe OTKPbITb
KOMaHOHYHO CTPOKY, BBeCTU ping 192.168.1.1 n 3atem HaxxaTb Enter.

3.2 PykoBoacTBO NO ObLICTPOM HACTPOMKE

Mpn nomoLwm BEO-YyTUNUTLI MapLIPYTU3ATOP NEerko HacTpouTb U ynpaBnaTb um. Beb-ytunura
MOXeT mcnonb3oBartbcsa B nobon OC Windows, Macintosh nnn UNIX OS 4yepes Beb-6paysep
(Microsoft Internet Explorer, Mozilla Firefox unu Apple Safari).

1. Ons pgoctyma K ytunute  OTKpowTe  BebO-Opaysep w©  BBeaute agpec Mo
ymonyaHuio hittp://tplinklogin.net B agpecHow ctpoke 6paysepa.

Aapec: http: /ftplinklogin. net w a GO

Pwuc. 3-3 Bxoa B MmapwpyTtusarop

[MosABMTCA OKHO BXOA4a B CUCTEMY, aHarnorMyHoe Tomy, Kak npeactaesneHo Ha Puc. 3-4. B none
Monb3oBatens u [Naponb BBeguMTe admin, UCNONb3Ys HWKHUM peructp. 3ateM HaxmuTe

kHonky OK vnu knasuwy Enter.

lMogwawueHme K tplinklogin. net @E|

=

o x

TP-LIME ‘Wireless M Router WR341 WD

Mob30EaTENE! €7 admin ad

Naponke: LA L

Puc. 34 Bxog B cuctemy

-11 -
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3.

& MMpumeyaHue:

Ecnv gaHHoe OKHO He MOSsIBMIIOCh, 3TO O3HA4aeT, YTo Ball Beb6-6pay3ep HacTpoeH Ha paboTy
B pexume npokcu. 3amgute B pasgen CeonctBa oboaspeartenss > [logkntodeHunsa >
HacTtporika napameTpoB fnokanbHOW ceTn. B nosiBuBlIEMCS OKHe ybepute ranouky ¢ a4emku

Vcnonb3oBaTtb NPOKCK-cepBep OAnA nokalnbHbIX nogknoveHnin n Haxmute OK.

lMocne ycnewHoro Bxoga B cucteMy Bbibepute MeHo BbicTpasa HacTpomnka Ans HaCcTPONKK

MapLipyTusaropa.

SRICTRER HACTpONES == THN NogEmoYeHrs WAN => BecnpoBoOHOA peXM > 3aBepllnTh
C NomMollb BRICTPOR HACTPORKK Bl CMOMETE 3a03Th OCHOBHEIE NAPaMETPRI CETH.
AnA NpogoMmEeHna, No#anyicTa, HaxMUTe KHonky Janee .

AnA Bblx00a, No#anyAcTa, HaMMATE KHONKY Beixog .

| Boxoa | | Danee |

Puc. 3-5 bbicTpas HacTporika

Haxmute kHonky [anee, nocne 4ero nosiButcs okHO Tun noakntoveHma WAN, kak

nokasaHo Ha Puc 3-6.

Tyck »> Tun nomenouesis VAN >» BecnpOBOAHON Pexun >» 3aBepuiTs

lacTep BeicTpodi ik nomoxeT Baw Tun nopra WAN

& Dusawnsecknit IP-appec (HanGonee pacnpocTpanin) - Ann DSL-nogy unu 33 NAT , 4TO N0380NAET Baleny KOMMbIOTEPY CPazy NONy4aTL AOCTYN k UHTEPHET Be3 HACTPORKI NN PEMMETp AL

© Cramuseckwit IP-aipec - Bauw nocTaeimk LkTepHer-yeny nret Bam P

© PPPOE - Bul ucnonsayeTe nogyiovesme uepes DSL no npotokony PPPOE Ha Bawen unu

© L2TP - Mpn ewiGope 310r0 TNa yKazate umA napons,  IP-anpeciiomentoe nua VPN-cepeepa, Bawin 1 VikTepHeT-yeny.

© PPTP - Mpw ewiGope 3Toro Tna YkaaaTh HMA napons, n 1P uns VPN-Cepeepa, NpeRocTagnexHble Balii MOCTaEWMKoNM HHTEpHeT-yCny.

Punc 3-6  Tun nogkntovenns WAN

MapwpyTtmMsatop nogdepXkuBaer nNATb  Havmbonee  pacnpocTpaHeHHbIX  cnocobos
nogkrodenmns Kk MHTepHet — AuHamudeckun IP-agpec, Ctatuveckun IP-agpec, PPPoE, L2TP
n PPTP.

Mepen ncnonb3oBaHMeEM AaHHOW YHKUMK, yoeauTechb, YTo Kabenb HagéXHO MOAKIMYEH K
nopty WAN. lMocne ycnelwHoro onpegeneHvs Ha aKpaHe KomnbloTepa O0Tobpasntcs OKHO

HaCTpOEeK TeKyLlero NogKr4eHna K VIHTepHeT.

-12-
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1) MMpwn BbIGOpe Tuna nogkntoyeHns OuHamuyeckuin |IP Bbl nonageTte cpasdy Ha CTpaHuuy
HacTpoek becnpoBogHoro pexuma.

2) Tlpwu BbIbope TMna nogkntodeHua Ctatnyeckun IP-agpec, otobpasnTtcs cneaytoLlee OkHO

(Puc. 3-7).
BbicTpas HacTpoiKa - Ctatuyeckui IP-agpec
Myck > Tun nogemouedina VAN =» BecnpoBogHON PEXMM >> 3aBeplinTe

IP-apgpec: | 0.0.0.0 |

Macka nogceT: |U_U_U_U |

OCHOBHOW WNH3: | 0.0.0.0 |

MeperuYHLIR DHS: | 0.0.0.0 |

BropwyHsm DNS: |U_U_U_U | (He ofA3aTensHo)

[ Hasag | [ Oaree |

Puc. 3-7 bBbicTpas HacTpolika - Ctatnyeckun IP-agpec

> IP-appec — 310 WAN IP-agpec, Buanmbii BHELWWHUM NOMnb3oBaTensiMm B cetu VHTepHeT

(Bkntoyas Baluero noctasLumka MIHTepHeT-yenyr). Ykaxute IP-agpec B aTom none.

»> Macka nogcetn — Macka nogcetu, ucnonbdyemas WAN IP-agpecom. O6bI4HO 3TO
255.255.255.0.

» OcHoBHoOM w3 — Npn HeobxoaumocTu ykaxuTte IP-agpec.
» MepBuuHbIn DNS-cepBep — Npn HeobxoaumocTu ykaxute IP-agpec DNS-cepsepa.

> BtopuuHbin DNS-cepBep — Ecnv Bbl nony4mnm ot noctaswunka NHTepHeT-ycnyr agpec

apyroro DNS-cepBepa, ykaxute ero B 3ToMm rnore.

3) Mpwn BbIGOPE TMNa nogkntoveHnst PPPoE, otobpasntca cnepgytouiee okHo (cm. Puc. 3-8).
BbicTpan HacTpoiika - PPPoE

Myck == Tun nogenouesna AN =» BecnpoBOaHOR PEXMM >> 3aBepHTE

HuMA nons3oBarens: | |

NMaponke: | |

MogreepouTs Naponk: | |

BTOpMYHOE NOgKNHYEeHHe: (%) OtkmiounTe ) OuHammnueckni IP (O Cratwyecknid IP (Dual Access/Poccua PPPOE)

| Hasag | [ Danee |

Puc. 3-8 bbicTpas HacTpolika - PPPoE
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» Wma nonb3oBatens/laponb — Ykaxnte WUma nonb3oBatensa un [Maponsb,
nonydeHHble OT nocTaBwuka WIHTepHeT-ycnyr. 3T nona 4YyBCTBUTESbHbI K
permctpy. [lpu  BO3HMKHOBEHMM npobnem obpaTutecb K  MNOCTaBLUUKY

WHTepHeT-yCnyr.

» ToarBepauTb Naponb — BeeanTe eule pas naposb, NOMYYEHHbIN OT NOCTaBLUUKA
WHTepHeT-ycnyr, 4Tobbl y6eamTbCs, YTO BBEOEHHbI BaMu Napoflb NpaBuSibHbIN.
Ecnn naponb oTnuyaeTcst OT 3HAYEHMWs1, BBEOEHHOro Npu NOATBEPXKAEHUM Napons,
noseButca cnegywouwee okHo. Haxmute OK ©n 3aHOBO BBeAMTE Napofib U

noaTBepXXaeHne naponsi.

Microsoft Internet Explorer, @

' 'f rlal:ll:l.l'lb QTAHH3ETCA OT NOATEEPH 4EHMA I'IEIFIEIHH!
L

» Bropu4yHoe noaknio4veHue — [laHHas onumsi 4OCTYNHA TOMbKO AN MOAKITHYEHUS
PPPoE. Ecnu Bbl nony4nnu ot noctaswuka VIHTepHeT-ycnyr AONOAHUTENbHBIN TUN
nogknoveHnsi, Takom kak OuHamudeckuin/Ctatndeckmn IP-agpec, ona pabotbl C
noKanbHOW ceTblo, TO Heobxogumo BbiOpaTb none [duHamudeckuin/ CTaTtnyeckun

IP-agpec, 4ToOblI aKkTMBMPOBATL 3TO NOAKITHOYEHME.

e OtknoyeHo — [lo ymMOnM4aHWIO BTOPMYHOE MOOKITHOYEHME OTKIOYEHO, W
ncnone3yeTcs Tornbko nogkntodeHne PPPoOE. PekomeHayeTca He N3MEHATb 3TO

none.

e [NuHamuuyeckun IP-appec — Wcnonb3ynte pguHammnydeckmn |IP-agpec,
NPELOCTaBNEHHbIN  MOCTABLUMKOM WHTEpHET-ycnyr, Ans  NOOKMIOYEeHMs K

loKanbHOW CEeTW.

e Cratnueckmn IP-agpec — Vcnonb3yihte  cTaTMyeckun IP-agpec,
npegocTaBndemMbll  NOCTaBLMKOM VIHTEepHeT-ycnyr, And nNOgKiYeHus K
nokansHou cetu. IP-agpec — Ykaxute IP-agpec, nony4eHHbIn OT nocTasLLmKa
WHTepHeT-ycnyr And BTOPUYHOrO nogknoveHns. Wcnonb3ynmte 3aTOoT agpec
TONbKO ANA BTOPUMYHOrO MOAKIIOYEHUS K nokanbHon cetu. Macka noacetu —
YKaxute 3HadyeHne Macku MOoAceTM, MOoNydeHHoe OT  MocCTaBLiuKa

I/IHTepHeT-ycnyr, Ona BTOPUYHOIO NOAKIMKOYEHUA.

4) TIpwn BbIGOpE TMNa nogknioveHus L2TP, otobpasuTcs cneagytowee okHo (Puc. 3-9).
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Myck == »> BeCNpoBOOHON PEXKM >> JaBeplinTL
HmA none3zoearens: username
Maponk: IITITITIT]

(& OuHamuyecknil IP () CTaTuyeckui P

IP-agpeciumA cepeepa:

| Hasaa | | Oanee |

5)

Puc. 3-9 BbicTpas yctaHoBka — L2TP

Umsa nonb3osatens/Maponb — Ykaxnte UMa nonb3oBatens u NMaponb, nonyyeHHble
OT nocTaBwmka WHTepHeT-ycnyr. 3OTW nons YyBCTBUTENbHbI K peructpy. [lpu

BO3HUKHOBEHMM Npobniem obpaTtuTech K NocTaBLMKy IHTEpHET-yCnyr.

OnHamunyeckun IP-agpec/Ctatuyeckun IP-agpec — Bbibepute CrtaTtuyeckumn
IP-agpec, ecnu Bbl nonyuunu 3HadveHue IP-agpeca, macku nogcetw, Wo3a U agpec
DNS-cepsepa oT noctaBlwmka WHTepHeT-ycnyr. B npotuBHoM cnyyae BbiGepute

OvHamunyeckun IP-agpec.

IP-apgpec/MUma cepBepa - Ykaxute I[P-agpec wnu pQOomeHHoe uMs cepBepa,

nony4yeHHble OT NoCTaBLUMKa I/IHTepHeT-ycnyr.

IP- agpec — Ykaxwute IP-agpec, ncnonb3dyembli And nogknioyeHus. (YkasblBaeTcs

TonbKo npu Bbibope Tvna nogkntoyeHns "Ctatnyeckun IP-agpec”).

Macka noaceTn — YKaxute 3HavyeHue Macku nogceTun, npeocTaBfieHHOE NOCTaBLLNKOM
MHTepHeT-ycnyr. (YkasbiBaeTcs TONbLKO Npu Bbibope Tuna nogkntoyeHnsa "CtaTnieckmi

IP-agpec").

LWnto3 — YkakmTe 3HadeHne wni3a, npegocTaBneHHoe NocTaBLmMkoM NHTepHeT-yenyr.

(Yka3blBaeTcst TOMbKO Mpu Bblbope TuMa noakntodenust "Ctatudeckuin IP-agpec”).

DNS - Beegute agpec DNS-cepBepa, nonyveHHbIi OT nocTaBwmka VHTepHeT-ycnyr.

(YkasbiBaeTcsa ToNbko npu Boibope Tuna nogkntoveHuns "Cratnyeckun IP-agpec”).

Mpu BeIGOpe TuNa nogkntodeHns PPTP, otobpasuTtca cnegytowee okHo (puc. 3-10).
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

MNMyck == == BECNPOBOOHOA PEXUM == 3aBeplluTh
HuA nonszoBatens: username
Maponks: [TTTTTTY)

(&) OuHamudeckwit IP ) CTaTudeckni IP

IP-agpec/iMA cepeepa:

| Hasan | | Danee |

Puc. 3-10 BeicTpas HacTpoika — PPTP

> Wwma nonb3oBatens/Maponb — Ykaxute UMma nonb3oBartensa u Maponb, nonyyeHHbIe
OT nocTaBwmka WHTepHeT-ycnyr. 3TW nons YyBCTBUTENbHbI K pernctpy. [lpu

BO3HUKHOBEHMM NpobrieMbl 0bpatuTech K NocTaBLmKy VIHTepHeT-ycnyr.

> [OwHamuueckun IP-agpec/Ctatnyeckun IP-agpec — Bbibepute CTaTuveckum
IP-agpec, ecnu Bbl nonyuunu 3HaveHue IP-agpeca, macku nogcetw, Wo3a U agpec
DNS-cepsepa oT noctaBlimka WHTepHeT-ycnyr. B npotuBHoM cnyyae BbiGepute

OvHamunyeckun IP-agpec.

> IP-appec/Mma cepBepa — Ykaxute IP-agpec nnn OOMEHHOe WMS, MOfydYeHHble OT

nocTaBLimka MIHTepHeT-ycnyr.

> |IP-agpec — Ykaxwute IP-agpec, ucnonb3yembli Ons nogkroyeHusi. (YkasbiBaeTcs
TonbKo npu Bbibope Tuna nogkntoyeHns "Ctatnyeckun IP-agpec”).

»> Macka nogcetn - YKaxute 3HayeHWe Macku MOACETW, MOMyyYeHHOe OT MocTaBLyMKa
UHTepHeT-ycnyr. (YkasbiBaeTcs TONbKO Npu Bblbope Tuna nogkntoyeHns "CtaTnyeckun

IP-agpec").

> Wno3 — Ykaxute 3HavyeHue LWno3a, nony4yeHHoe OT nocTaBLUUKa I/IHTepHeT-ycnyr.

(Yka3biBaeTcst TONbKO Npy Bbibope Tuna nogknitodenuns "Ctatuueckuii IP-agpec”).

> DNS - Beegute agpec DNS-cepsepa, Nony4yeHHbI OT NOCTaBLiMKa VIHTEpHET-yCnyr.

(YkasbiBaeTcs TONbKO Npu Bbibope Tvna noakntoyeHus "Ctatnyeckun IP-agpec”).

Haxmnte Ha kHonKy [anee, nepen Bamu MNOSABUTCA OKHO HacTpoek becnpoBogHoro

pexuma. (Puc. 3-11).
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c

TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens
Myck > Tun nogrmoyennsa WAHN > == 3apepunTe
[NA BKNIOYeHUAIOTKNIOYEHNA JECNPOB0OHOTD BEWAHNA MCNoNE3yiATe kHonky WiFi
BecnpoeoaHOe BellaHie: Brntounts L
s GecnpoBogHoi ceTi: TP-LINK_37DES92 (Takke HaselgaeTcA SS5I0)
Pernox: Poccun A
Peunn: 11bgn cMeWwanHslil - | %
LlinprHa kaHana: AgTo v
Kauan: AgTto v
MakcHMansHasa CKOPOCTe nepegayn (Tx): 300 MBut »
3awura GecnpoBoJHOMO PEXMMa:
(4] OTKIHO4HTE 3AUATY
® WPA-PSKWPAZ2-PSK (PekomeHgyeTcs)
Mapones PSK: 31958813
(Bl MoxeTe BeecTi NO0 ASCIl cuMBoONEl B NpOMeXyTKe Mexy 8 u 63 unn wecTHanuaTepnyHbIe CUMBONLI B NPOMEXYTKe MexIy 8 n 64.)
® Be3 n3MeHeHni

Puc. 3-11  BeicTpas HacTpoika — becnpoBogHon pexum

> BeCﬂpOBOAHOG BelwaHue — Bbl6paB COOTBGTCTByl-OLLI,MVI ANneMeHT 13 Bblinagawulero

MEHI0, Bbl MOXETE BKITHOUMTL/BbIKIMIOYNTD beHKLI,VI}O.

> Wma 6ecnpoBogHOM ceTu — YKaXuTe 3HadYeHue AnuHonm o 32 cumBosioB. Bcem
6ecnpoBoaHbIM YyCTPONCTBaM CETU OOMKHO ObITb NPUCBOEHO OAHO M TO Xe nms SSID.
Uto kacaeTca 6GesonacHoctun 6GecnposBogHow cetu, umMa SSID no ymonyaHuio
TP-LINK_XXXXXX (XXXXXX — nocnegHue LWeCTb YHMKaNbHbIX CUMBOMOB
MAC-agpeca mapLpyTtmsaTtopa). [laHHOe none sBnseTcs YyBCTBMTENbHBIM K PEFUCTPY.

Hanpumep, TEST v test — 3To pasHble 3Ha4YEHUS.

> Pernon — Bbibepute cooTBeTCTBYyHOLlEE 3HaYeHWe M3 Bbinagawolwero cnucka. B
OaHHOM More yKasblBaeTCHA PEervoH, rae yHkums 6ecnpoBOAHOM nepenadn gaHHbIX
MOXeT OblTb ucnonb3oBaHa. Mcnonb3oBaHwe AaHHOW YHKUMM B perMoHax, He
yKa3aHHbIX B CNUCKE, MOXET ObITb HE3aKOHHbIM. ECnn Ballen cTpaHbl Unn permoHa HeT

B Crnucke, O6paTVITer 3a NomMoLulbo B MECTHOE NpaBUTESNIbCTBEHHOE areHTCTBO.

& MpumeyaHue:

Bepcusa ana CesepHon AMepuKku He nmeeT onumm Boibopa pernoHa B CUIy orpaHnyeHnn,

YCTaHOBJIEHHbIX MECTHbIMU 3aKOHOAATEeNIbHbIMU N HOPMAaTUBHbIMW JOKYMEHTaAMW.

> Pexum — Pexxum 6ecnpoBoaHoli Nepenaym gaHHbIX MapLipyTM3aTopa.
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

>

>

WnpuHa kaHana — Beibepute cooTBeTCTBYIOLLEE 3HAYEHNE M3 BbiNagaloLLero cnmcka.
3HayeHne nNo ymonyaHuio ABTO, MPY KOTOPOM YCTPOMCTBO aBTOMAaTUYECKU perynupyet

LLMPUHY KaHalna ana KrnneHToB.

Kanan — B aTom none ykasbiBaeTcs paboyast YactoTa, kKoTopas 6yaeT NCrnonb3oBaThCs.
3HaueHve no ymonyaHuio ABTO, Takum obpasoMm, Touka [ocTyna BbiGepeT
noaxoAsLuniA KaHan aBTomaTmyecku. MeHsATb kaHan 6ecnpoBOAHOIO NOAKMNIOYEHUS He
o6s3aTenspHO, ecnn ToNbKo He GyayT oGHapyXeHbl NpobrnemMsl ¢ NOMexaMu OT ApPYron

pacnonox(eHHoﬁ BONIN3UN TOYKM noctyna.

MakcumanbHasa ckopocTb nepegavn (Tx) — B aToM none MOXHO OrpaHu4nTb
MaKCMMarnbHYK CKOPOCTb Nepegayn AaHHbIX.

OTKNOYNTL 3awnTy — OyHKUKNA obecneyeHnss 6e3onacHOCTN MOXeT ObiTb BKIOYEHa
unn BblkntoYeHa. [lpu  BbIKMAOYEHHOW QYHKUMM ©ecnpoBogHble CTaHUMU  MOryT

nogknyatbCs K MaplipytusaTtopy 6e3 npumeHeHus wndposaHusa. HactodaTtenbHo
pekomeHayeMm BblbpaTb 0gHY 13 onumi ansa obecneveHns 6e3onacHOCTy.

WPA-PSK/WPA2-PSK — Bui6op WPA Ha ocHoBe naponsa PSK.

e [Maponb PSK - MoxHo wucnonb3oBate cumBonbl d¢opmata ASCI  wnm
LLecTHaauaTepuyHble CUMBOJIbI

Mpwn Bbi6ope ASCII, kntoy moxeT cogepxaTb Lmdpbl oT 0 4o 9 n 6ykebl 0T A go Z n
€ro ANMHa AomKHa cocTaBnsATb OT 8 Ao 63 CMMBOIIOB.

MNpn BbIGOpe LecTHaguaTepuYvHbIN, K04 MOXET COCTOATbL M3 uudp ot 0 go 9 un
6yke oT A oo F, a ero gnvHa gomxHa 6bITe B Npegenax oT 8 4o 64 cMMBOMoB.

Cnepyet vMeTb B BUAY, YTO KIHOY SIBNSIETCS YyBCTBUTEMbHBLIM K PErUCTpy. IATO
O3HayaeT, YTO WCMOMb30BaHWE MPOMUCHBLIX W CTPOYHbIX OYKB BRMSIET Ha €ero
3HayeHve. Bam ctout 3anucaTb rae-HMbyab KhoY M ApyrMe HacTpoMKM 3alumTbl
GecnpoBoaHoOI nepeaayn AaHHbIX.

Be3 nameHennn — Npun BoIGOpe 3TOM ONUMKM KOHUrypaumst 6ecnpoBogHON nepenayn

JaHHbIX ocTaHeTcs 6e3 nameHeHun!

[aHHble HACTPOWKM ABMNSAOTCA BCero nvwb 6a3oBbiMU. YTODbI y3HaTb O OOMOSTHUTENBHbBIX

HacTponkax, cmoTpuTte Pasgen 4.6 becnpoBoOHON PEXUM.

HaxaB kHonky Hdanee, Bbl okaxeTecb B okHe 3aBepweHue. Ecnu Bbl He wnsmeHsnu

HaCTpOI7IKVI Ha CTpaHuue EeCI'IpOBO,EI,HOFO pexunma, OKHO 3aBepmeHMe 6y,qu BbIMAQETb KakK

Ha pucyHke 3-12. HaxxmuTe KHOMKy 3aBepLnTb 4515 3aBeplleHns BbicTpon HacTponku.

Mosgpaenaem! 370 YCTPONCTBO TENepb NOAKNKYAET Bac K MiHTepHeT. OnA
Gonee AeTanbHOM HACTPOMKHK, B cNy4Yae Heo6XOAMMOCTH, HAXMUTe ApyTHe
NYHKTbI MEHH.

[Hasag | [ 3asepumts |

Puc. 3-12 BbicTpas HacTpolika — 3aBepLueHune
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

fmaBa4. Hactpounka mapwpyTtusartopa
B aToi rmaee pacckasbiBaeTcsl 000 Bcex PYHKUNAX BEG-YTUNUTLI U cnocobax HacTPOMKN.

4.1 Bxopg B cucremy

Mocne ycnewHoro exoaa B mapLlpytmn3arop B neBon YacTu BeG-yTMJ'II/ITbI Bbl yBUauUTE NATHaALUaTh

OCHOBHbIX M€eHI0. B npaBon 4acTun cogepxarca cnpaBo4vHada Mchopmauvm N MHCTPYKLUWNN.

CocroRHne

EnicTpas HacTpoHka
WPS

Cetb

becnpoBOQHON PEXHK
DHCP

MNepeanpecauywn
bezonacHoCTL
PoOurenbCEWA KOHTPONb
KoHTpone goctyna
PacwWpeHHbIe HACTPORKH MapWpyTHIaLWHI

KOHTpONE NpOMYCEHOR CNOCOGHOCTH

NMpueA3ka IP- n MAC-apgpecoe
OuHamuseckrid DN S

CHCTEMHLIE MHCTPYMEHTLI

Hwxe npmBoantcsa nogpobHas uHopmaums no BCEM OCHOBHbBIM (PYHKUNSM BEO-YyTURUTLI.

4.2 CocTtosiHMe

B okHe CocTosiHMe cogepxuTcsa Tekywas uHdopMauMsa no mapwpyTtusatopy. [aHHas

I/IH(*)OpMaLI,VIFI OOCTYynNHa TOJNbKO ANA YTeHUA.
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

BepCcHA NpowneLK; 3.14.19 Build 130425 Rel.33304n
Bepcwua obopyaoBaHKA; WR941MND v& 00000000
LAN
MAC-agpec: F8-1A-67-37-DE-92
IP-agpec: 192.168.01
Macka nofqceTi; 255 2552550

BecnpoBoaHOR peXxXum

becnpoBoAHOE BEWAHWE: BknwueHao
WmA GecnposogHoi cetH (SSI0): TP-LIMK_Metwork
Pexuim; 11bgn cMelaHHBIR
LIMpWHa KaHana: ABTOMATHYECKHIA
KaHan: ABTOMATHYECKH (TEKYWKMA KaHan 9)
Makc. CKOpoCTb NepefaYi NaHHbIX: 300 MauTic
MAC-agpec: F8-14-67-37-DE-92
CoctoAHue WD S: BrlkniueHo
WAN
MAC-agpec: 94-0C-6D-2F-3C-BE
IP-anpec: 1723174 42 CTaTnyeckunil IP-agpec
Macka nogceTi; 255 255 2560
OCHOBHOWN W3 172.31.74.1
DNS-cepeep: 1723111 172.31.1.2

CTtaTucTHKa no Tpadmky

MpHUHATO OtnpaeneHo
banr: 0 ]
MakeTos: 0 0

BpemnA paboTbl: 0 gHed 00:11:51

Puc. 4-1 OkHO coCTOsHNA MapLupyTM3aropa

4.3 BbicTpas HacTpouka

Cwmotpu Pasgen 3.2: PykoBoACTBO MO GbICTPOM HACTPOVIKE.

-20 -



BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

4.4 WPS

B atom pasgene copepxartcs ykasaHud, kak gobaBuTb HoBOoe OecnpoBOogHOE YCTPOMCTBO K
cywectaytowen cetn ¢ nomowbio WPS (Hactponka sawmwénHHoro Wi-Fi).

a). BblbpaB pasgen WPS (Hactpomka sawmwénHoro Wi-Fi), Bbl okaxeTecb B criegyloLem
okHe (Puc. 4-2 ).

WPS COCTORHHE Brnwyena OTENHYUTE

Tekywmit PIN-koz; 31958813 | BoccTaHoBMTE PIN-Koa ] | Co30aTh HoBHIi PIN-koA

[] Otknwounte PIN-Kog mMapwpyTHaatopa

NobaeneHwe HOBOMD YCTPOMCTEA: [ OobaBuTe yCTpDIFII:TED ]

Puc. 4-2
> WPS CocTosiHne — 3aecCb Bbl MOXETE BKIMIOUNTb UMK BbIKNIOUNTE pyHKumio WPS.

> Tekywwun PIN-kop — 3gecb otobpaxaetcs Tekywmn PIN-kog mapwpyTtusatopa. 3HavyeHne
PIN-koga no ymonuaHuio Bbl MOXETE HAWTW Ha Haknenke Ha koprnyce unu B Pykosoactee

nonb3oBarternA.

> BoccraHoButb PIN-kog — BocctaHoBneHne 3HayveHusi PIN-koga mapupyTtusatopa,

3a4aHHOro nNo ymos4aHwuio.

»> Cospatb HoBbIn PIN-kog - HaxmuTe [aHHY KHOMKY ANs MOMydYeHMst CryyYamHOoro
3HadyeHusa PIN-koga anga Bawero maplupyTtusatopa. CosgaHve M UCNonb3oBaHUE HOBOIO

PIN-koga noBbillaeT 6e3onacHOCTb Balle CeTu.

»> Otkmountb PIN-kog mapwpytusatopa — MoxHO oTknounTe BBeaeHve PIN-koga
MapLupyTusatopa BpyyHylo. Ecnv maplpytusatop B TeYEeHUE HECKOMbKMX MOMNbITOK
OTKasblBaeT BHELUHEMY YCTPOWCTBY B peructpauuu, 7o BBeaeHne PIN-koga oTknioyaercd

aBTOMaTUYeCcKu.

> J[lobaBneHue HOBOro ycTpoucTtBa — Haxmunte gaHHyl0 KHOMKY, 4ToObl Jo6aBuTb HOBOE
YCTPOWCTBO K CYLLECTBYIOLLEN CETU BPYUHYIHO.

b). YT0o6bLI fOGaBMTE HOBOE YCTPONCTBO:

Ecnun 6ecnpoeogHoni apantep nogaepxusaetr Wi-Fi Protected Setup (WPS), Bbl MoxeTe
ycTaHoBMTL  BecnpoBogHoe  nogknodeHne  mexay  GecnposBogHbIM  aganTtepoMm U
MapLpyTnsatopom Haxatuem kHorkm — Push Button Configuration (PBC) wunu npu nomouum
PIN-koaa.
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

& MpumeyaHne:

YTtobbl co3aaTth ycnewHoe noknoyeHve ¢ nomolwbio WPS, Bam Takke npuaeTcs npousBecTu

COOTBETCTBYHOLLIME HACTPOWNKM HOBOrO ycTponcTea ans WPS.

I. C nomowbto kHonku WPS

VMcnonb3ynTte 3TOT MeTof, eCrnn KNMEHTCKOe YyCTPONCTBO nmeeT kHonky WPS.

War 1: Haxmute kHonky WPS/RESET Ha 3agHel naHenu maplupytusaTtopa, He yaepxusas eé
bonee 1 cekyHabI.
CocTtoaHne WPS no ymonyaHuio MOXHO NOCTaBuUTbL BknioyeHo 1 3aTem HaxaTb KHOMKY
[Jo6aButb yctponctBo (Puc. 4-3), 3arem BbiOpatb HaxaTb KHOMKY HOBOrO
yCTpoMCTBa B npegenax ABYX MMHYT, Haxmute [Jo6aBUTb. (CM. HmKecnegylowmin

PUCYHOK)

(O BeeawTe PIN-KO4 HOBOTO YCTPOWCTBEA.
PIM-koa:

(® HakaTb KHOMKY HOBOMO YCTROMACTBA B Npedenax ABYX MUHYT.

| Hasag || Lobasute |

Puc. 4-3 [lobaBrneHne HOBOro YCTPONCTBA
LWar 2: Haxmute kHonky WPS KnneHTCKOro yCTpOWCTBa U yaepXKuBamnTe ee.
War 3: CeetoguogHbin mHamkatop WPS 6ygetr muratb B TeYeHWe OBYX MUHYT, B 3TO BpPEMS
npoucxoguT npouecc HacTporiku WPS.
War 4: Korgoa ceetogmogHbii mHaounkatop WPS 3aroputcsi, KNMEHTCKOe YCTPOWCTBO Oyaer
yCNeLwHOo NoAKITYEHOo K MapLupyTusaTopy.
War 5: [JanbHenwune ykasaHua BaM NOOCKAXKET KIIMEHTCKOEe YCTPOMCTBO NMnBO AOKyMeHTaums K

HeMmy.

ll. Beeaute PIN-koa Ha mapwpyTusaTope
OT10T cnocob ncnomnb3yeTcs, ecnu KNMeHTckoe ycTporcTeo nogaepxkmsaet PIN-kog WPS.

LWar 1: YkasaB B none CoctosHne WPS no ymonyaHuio 3HayeHne BknroyeHo, HaXXMUTE KHOMKY
Jo6aBuTb ycTtponcTBo (pyc. 4-4), Nocre Yero NosBMAsIETCA CreayLlee OKHO.
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

(® BeeguTe PIN-KOL HOBOMO YCTROACTEA.
PIN-koa;

O HakaTb KHOMKY HOBOTO YCTPOMCTBA B Npefenax ABYX MUHYT.

| Hasap || Oobasute |

Puc. 4-4 [obaBneHue HOBOro yCTPOMCTBA

War 2: Beegute PIN-Ko4 C KIMEHTCKOro YCTPOMCTBA B Mofe, nokasaHHOM Ha PUCYHKe BblLLe.

HaxxmuTe kHonky [lo6aBUTL.

War 3: [lpyM ycrnewHOM NOAKMIOYEHMUM KITMEHTCKOrOo YCTPOWCTBA K MapLipyTu3atopy CeTu
OOIMKHO NosBUTLCA coobleHne «MoaknoveHne NpoLro yCnewHoy.

lll. Beegute PIN-koa MapLupyTusaTopa Ha KIIMEHTCKOM yCTPOUCTBe

OTOoT cnocob6 MChnonb3yercd, ecnu  KNWeHTCkoe  YycTponcTeBOo  3anpawwusaet  PIN-kog

MapLupyTusartopa.

War1: Ha «nueHtckom ycTponctee BBeaute PIN-koa, ykasawHbin B okHe WPS

MapLupyTusartopa.

War 2: CeetoguogHbii ungukatop WPS 6yaer muratb B Te4eHMe OBYX MWUHYT, B 3TO BpeMs

npoucxoguT npouecc HacTponkn WPS .

War 3: Korga ceetoamogHbin mHaukatop WPS 3aroputcs, KnMeHTCKoe YCTpOMCTBO Oyaer
YCMELHO NOAKITIYEHO K MapLUpyTM3aTopy.

War 4: [JanbHeiwune ykasaHusi BaM MOACKAXXET KITMEHTCKOEe YCTPOMCTBO NMO0O AOKYMeHTauus K
HEeMy.

& lMpumeuaHue:

1) CaetogmogHbin nHankatop WPS 6yget ropeTb 3efeHbiM LBETOM B TE€YEHME NATU MUHYT,

€CIN YCTPOWCTBO GbINO YCneLlHO NOAKITHYEHO K CETU.

2) WPS He HacTpauBaeTcsl, ecnu 06ecnpoBOOHOM pexuM MaplupyTusaTopa OTKITHYEH.

Y6eautechb, 4Tobbl 6ECNPOBOAHON pexMM Obin BkMAOYEH nepes HacTponkon WPS.
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BecnpoBogHon mapwpyTtusaTtop cepumu N co

CKOpOCTbIO nepenayum aaHHbix go 300 MouTt/c
TL-WR940N/TL-WR941ND PykoBoAacTBO nonb3oBartens

4.5 Cetb

Cets
-WAN

- Knonmpoeanne MAC-anpeca
- LAN

-1PTV

Puc. 4-5 Mento CeTb

MeHto CeTb cogepxunT YeTbipe nogmeHio (Puc. 4-5): WAN, KnoHnpoBaHnue MAC-agpeca, LAN 1
IPTV. BbibepuTe Hy>KHOE MEHIO ANsi HACTPOWKN COOTBETCTBYIOLLEN DYHKLMUN.

451 WAN
Bei6paB CeTb - WAN Bl MOXeTe HacTpouTb napameTpbl WAN, kak mokasaHO Ha PUCYHKE HUKE.

1. Ecnu  noctaBwuk  WHTepHeT-ycnyr  obecneunmBaet  DHCP-cepsuc, BblOepuTe
OuHamunyueckun IP, n maplpytmsaTop aBToMatudecku nonyyunt IP-napameTpbl OT BaLlero

noctaswmka MHTepHeT-ycnyr. [JomkHO nosBMTbLCS cnegytowee okHo (Puc. 4-6):

Twun nogknioyeHnn WARN: |,[|,L4Hamnqecr<uﬁ IP-appec V| [ Onpegenus ]

IP-Agpec: 0.0.0.0

Macka noacera: 0000
OCHOBHOM WIH3: 0.000

B nopt WAN He BcTaeneH kabens!

Pazamep MTU (B Gantax): 1500 (3HaYeHWe No ymonuaHui 1500, He NaMEHATE Ge3 HeoGXoOWMOCTI.)

[ Wcnoneaoeate 37w DNS-cepBepkl

Meper4HLIA DN S: | |

BropuyHbii DN S: | | (He obA3atensHo)

Wwsyana: | TL-WR941ND |

[1 Nonyunte IP-appec ¢ nomowksl Unicast DHCP (O8kluHo 310 He Tpelyetca.)

CoxpaHnTts

Puc. 4-6 WAN — OuHamnyeckmi IP
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B aTtom okHe nokasaHo kak napametpbl WAN, Bkntodas IP-agpec, macky nogceTtn, OCHOBHOWN
W03 1M Tak ganee, AMHAMWYECKN Ha3HadatoTCA nocTaBliMKOM WIHTepHeT-ycnyr. YToObl
00OHOBWUTL napameTpbl OT nocTaBwuka WHTepHeT-ycnyr, HeobxogMMoO HaxaTb KHOMKY

O6HOBUTL. UTO6BI COPOCUTL 3HaYEHMS, BOCNONb3YyNTECH KHONKOM OcBOGOAUTD.

Paamep MTU - OG6blMHO 3HaveHne MTU (makcumanbHOro pasmepa naketa) [nnsi
bonbwunHcTBa ceten Ethernet coctaesnser 1500 6ant. PekomeHoyem He M3MEHATb 3TO

3Ha4yeHue, ecrim TorNbKO 3TOro He Tpe6yeT Ball NoCTaBLUKK I/IHTepHeT-ycnyr.

Ecnn Baw noctaBwuk WHTepHeT-ycnyr npegocTtaBun BaMm oauH wmnu asa IP-agpeca
DNS-cepBepoB, Bam criegyer Bbibpate Ucnonb3oBatb 3tTm DNS-cepBepbl u BBectu
MepBuyHbin DNS u BtopudHbin DNS B cooTBeTcTBylowMe nons. B npoTtvBHOM crniyyae

DNS-cepBepa 6yayT NpucBOeHbl NOCTaBLUMKOM MIHTEPHET-YCNyr AUHaMUYECKn

& MpumeyaHne:

Ecnun, nocne ykasaHusa agpeca DNS-cepBepoB, npu nonbiTke 3aMTU Ha CanT y Bac BO3HMKNA
owmnbka, 3TO 03HavaeT, YTO ckopee Bcero agpeca Bawmnx DNS-cepBepoB ykasaHbl HEBEPHO.
CBsSXXUTECH C BalUM MOCTaBLLMKOM VIHTEPHET-YCNyr Ansi NoNydYeHns NpaBuibHbIX aapecoB

DNS-cepsepos.
Nwmsa yana - [laHHas onums NO3BOMSIET HAa3HA4YWUTb MMS y3ra mapLupyTuaaropa.

Monyuntb IP-agpec ¢ nomowbio Unicast DHCP — DHCP-cepBepa HekoTOpbIX
nocTaBlMKOB WHTepHeT-ycnyr He noaaepXuBalT NPUINOXEHUS LUMPOKOBELLATENbHON
nepegaun. Ecnu y Bac He nonyyaetca nonyydntb IP-agpec obblvHbIM 06pa3om, Bbl MOXETE

BblOpaTb 3Ty onuuto (AaHHast ONuUMs UCMONb3yeTCs Peako).

Haxmute KHOMKY COXpaHMTb Ona cCoxpaHeHnA HaCTpOeK.

2,

Ecnn Baw noctaBwuk WHTEpHeT-ycnyr ucnonb3yeT CcTaTU4eckun Wunn UKCUPOBaHHLIN
IP-agpec, macky noaceTu, wWn3 u onpeaenéHHble napametpsl DNS, To Bam cneayet
BblOpaTb BapuaHT: Ctatuveckmnm IP-agpec. [Mpyn 3TOM OTKPOETCSH OKHO, KaK MoKa3aHOo Ha

Puc. 4-7.
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TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens
Tun nogrnYeHns WAN: Cratnueckwii IP-agpec  »
IP-agpec: 0.0.0.0
Macka noacerd: 0.0.0.0
OCHOBHOM WNH3: 0.0.0.0 (He o0A3atensHo)
Pazmep MTU (B GaiTax): 1500 (3HayeHwe No ymonyaHu 1500, He nameHATs Ge3 HeoOxogMMOoCTH.)
NeperyHLA DHS: 0.0.0.0 (He ofAzatentHo)
BropuyHsiia DNS: 0.0.0.0 (He o0A3atensHo)

Puc. 4-7 WAN - Ctatnueckun |IP-agpec

> IP-appec — YkaxuTe IP-agpec, nonyyeHHbIn OT NocTaBLmka VIHTEpHET-yCnyr, B 4ECATUYHOM

dopmarte ¢ pasgenuTenbHbIMM TOYKaMM.

> Macka nogcetu — YKaxuTe 3Ha4YeHMEe Macku MOACETM, MNOMYYEHHOE OT MNOCTaBLUMKa
WHTepHeT-ycnyr B AecAaTMYHOM dpopmate C pasgenutenbHbiMu Toukamn. OB6bl4HO 3TO
255.255.255.0.

»> OcHoBHoM wn3 — (HeobszatenbHoe none) Ykaxute IP-agpec wno3a, NonyyYeHHbId OT

NnocCTaBLUMKa I/IHTepHeT-ycnyr B A€CATUYHOM cbopmaTe C pasgennTteribHbiIMU TOYKaMu.

> Pasmep MTU — O6b14HO 3HayeHne MTU (MakcumanbHbI pa3mep naketa) gns 6onbwmHcTBa
ceten Ethernet coctaBnsetr 1500 6ant. He pekomeHOyeTca U3MEHATb 9TO 3HadYeHue, ecrnuv

TONbKO 3TOro He TpebyeT nocTaBL MK VIHTepHeT-yCnyr.

> MNepBuuHbIM/BTropuyHbin DNS (HeobsizatenbHoe none) — Ykaxute oavH unu ABa agpeca
DNS-cepBepoB, nonyyeHHble OT nocTaBluka WHTepHeT-ycnyr B AeCATMYHOM chopmaTe ¢

pasnenntenbHbIMUA TOYKaMW.

HaxmuTe kHonky CoxpaHuUTb AN COXpaHEeHUSA HaCTPOEK.
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3. Ecnu Baw noctaBwmk VIHTepHeT-ycnyr ncnonb3yeT noakroyeHue Yyepes npotokon PPPOE,
TO BaM criegyet BblbpaTb BapumaHT: PPPoE/Poccusa PPPoE. 3gech TpebyeTtcs ykasaTb

cneaywoume napameTpsbl (Puc. 4-8):

Tun noaknoyeHns VWAN: PPPoE/Poccua PPPoE  «

NogentoyexHne PPPoE:

HmA nonbzoBarens: username
MNMaponk: sssssane
NoareepauTe naponkb: sessnene
BTOpHYHOE NOOKIHYeHne: @ Otkmounte ) Ownamuueckuil IP () CTatwyeckwil IP (Dual Access/PocouA PPPOE)
PesumM noaknoyeHns VWAN: ® MoaknoyrTe No TpeGoBaHN
MakcimaneHoe BpemA npoctoA: |15 MUHYT(BI) (0 03HAYAET, UTe COEAMHEHNE DYOeT aKTMEHEIM NOCTOAHHO. )

) MogknioyTL 3BTOMATHYECKN
) MogKMIgYnTE N0 PaCcIMCaHMKD

Mepnog BPEMEHN: © : {44:MM) oo : {4y:Mmm)
0 MogknioynTh BPYYHYK

MakcMMansHoe EpemA NpoCToA: MUHYT(bI) (0 03HAYAET, YTO COEOMHEHNE GYOeT aKTMEHEIM NOCTOAHHO. )

OTinioseHo!
[ Corparmte | [ Hononhurensho |

Puc.4-8 WAN - PPPoE/Poccusa PPPoE

> Uma l1011b3OBaTe.l1ﬂ/napOJ1b — Ykaxute uMmsa nonb3oBaTtens u naponb, nomfy4vyeHHble OT

nocTaBLyuKa VIHTepHeT-ycnyr. 3T Nons YyBCTBUTENbHbI K PETUCTPY.

> BrTopuyHoe noakntoyveHune — [laHHasa onuus JOCTyMHa TOnbKo And nogknodeHms PPPoE.
Ecnu Bbl nonyumnu oT noctaswmka NHTepHET-yCcnyr AONONHUTENBHBIN TUM NOAKIHOYEHUS,
Takon kak AuHamudecknin/Ctatnyeckuii IP, ona paboTbl ¢ NoKanbHOM CETbIO, TO HEOOX0ANMO

BblOpaTb none AuHamuyeckuin/Ctatudeckuin IP, 4yTobbl akTMBMPOBaTh 3TO NOAKIKOYEHME.

o Otknountb — [lo ymMOnYaHMIO BTOPUYHOE MOAKIOYEHME OTKMOYEHO, TaK 4TO
ncnonb3yeTcsa Tonbko nogknoveHne PPPoE. 3To pekomeHayemo.

e [OuHamnyeckumn IP — Yto0Obl ucnonb3oBatb AnHamudeckui IP-agpec, nonyveHHbIn oT
nocrtaBwmka WMHTEpHET-yCcrnyr, B Ka4eCcTBe BTOPUYHOIO MOAKMKYEHUA Onst paboTtbl C
NOKanbHOW CETbIO, BbIOEPUTE COOTBETCTBYIOLLYIO PAAMOKHONMKY.

e Cratnueckun IP — Yt00bl Mcnonb3oBaTb cTatudeckun IP-agpec, nonyyYeHHbI OT
nocTtaBwmka WMHTEpHET-yCcrnyr, B Ka4eCTBE BTOPUYHOIO MOAKMHOYEHUA Onst paboTbl C
NoKanbHOWM CeTblo, BblbepnTe COOTBETCTBYIOLLYIO PAOVUOKHONKY.
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> MopknounTtb No TpeboBaHuIo — [1pn BeiIGOpe 3TOro pexmnma NogkodYeHne npekpailaercs
aBTOMaTM4ecKkn Yepes onpedeneHHbI nepuog HeakTusHocTn (MakcumanbHoe Bpemsi
NpocTosl) N BOCCTaHaBnmMBaeTca nocne obpawieHus Kk MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
YTOObI COeAMHEHNE ObINO aKTMBHLIM NOCTOSIHHO, B Nore MakcumManbHoe BpeMsi MPOoCTos
ykaxute 3HadeHume “07, nubo yKaxumTe KONMMYECTBO MWHYT, MO WCTEYEHMM KOTOPbIX

NoaKIoYeHue K ceT MIHTepHeT npekpaliaercs.

> MoaKnoYMTbL aBTOMaTUYECKU — an/l cboe noaknoyeHns nponcxognT ero aBToMmatn4yeckoe

BOCCTaHOBIeHue.

> MoaknounTb no pacnncaHunro -— MNogkntoyeHne yCTaHaBnMMBaeTCA TONTbKO B 3aaHHbIN

nepvos (4aTta Havana u KoHua nepuoaa ykasbiaetca B popmare HY4:MM)
& MpumeyaHue:

MopakntoyeHne no pacnucaHuw 6GygeT paboTaTb TONMbKO MNOCMe TOro, Kak B OKHe
CucremMHble MHCTPYMEHTbl — HacTpoika BpemeHun OyaeT BbICTaBNEHO CUCTEMHOE BpeMS.

» [MNopknunTb BpPYYHY — [ns NOAKMOYEHUS/OTKIIOYEHUS] BOCMOSNb3YATECh KHOMKOM
Mopkntountb/OTKNOUUTL. B aTOM pexnme nogaepxuBaerca yHkums MakcumanbHoe
BpeMs NpocTosl kak U aAna pexuma Moaknountb no Tpe6oBaHuw. [loaknoyeHne K
NHTepHeT moxeT ObiTb COpOLLIEHO aBTOMaTU4eckn nocne OnpenernéHHoro nepuoaa
HEeaKTMBHOCTU W BOCCTAHOBMEHO TOMbKO MoOcne TOoro, Kak Bbl HaXMETe KHOMKy
NopknounTb.

Haxmute KHOMKY MoaknunTb ONs HEMeOIeHHOro nogknoveHns. Haxmute OTKNOYUTL Ons

HeMeameHHOro OTKM4YeHus.

WHoraoa nogknoveHne He MOXeT GbITb MpeKpallleHo, Aaxe ecnu B norne MakcumanbHoe Bpewmst
NpPOCTOA YKa3aHO onpefereHHoe 3HadeHune, T.K. HEKOTopble MPUINOXEHUs B (POHOBOM pexume

obpauatTca kK MHTepHeT-pecypcam.

Ecnn Bbl XxOTUTE BHECTU W3MEHEHUS] B AOMOMHUTESbHbIE HaCTpOVIKM, HaXXMUTE KHOMKY

HdononHuTenbHoO. [MoABUTCSA OKHO, Kak noka3aHo Ha Puc. 4-9:
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Pa3smep MTU (B GaiTax): 1480 (3HaYeHKe No YMONYaHW 1480, He MEHANTE 3T0 3HAYEHWE, £CNW B 3TOM HET HEOBXOgMMOCTI.)

Wma cepeuca:

HMA KoHUeHTpaTopa gocTyna:

[ Wcnoneayitte IP-agpec, yKa3aHHLIA NOCTABWMKOM VIHTEpHET-yCnyr
IP-agpec, yka3aHHbI MOCTABWWKOM MHTepHeT-yCryT:

WHTepBan OHMaiH-0TCNEXWBAHWMA: 0 CeryHael (0~ 120 cekyHa, 3HaYeHWEe Mo yMOoNYaHui 0 (0TCNeXMEaHWE He NPOW3B0aNTCA)

[0 Wcnonsayitte cnegyowme DNS-cepeeps
MNepenyubin DN S:

Bropi4HbIin DN S: (HeoGA3.)

[ coxpanurs | [Hasaa ]

Puc. 4-9 [JononHutensHble HacTpoiku PPPoE

»> Paamep MTU — 3HadeHne no ymonyaHuto 1480 6anT, 4To 06bLIYHO ABMASIETCA ONTMMarlbHbIM.
He pekomeHayetcsa nameHaTb Pasmep MTU, ecnm Tonbko aTO He ABnsieTcs TpeboBaHMeM

nocTaBLyuKa VIHTepHeT-yCnyr.

> Wma cepBuca/KoHueHTpaTopa poctyna — /ima cepBuca U KOHUEHTpatopa gocTyna.
[laHHOe 3HadeHne cnenyeT ykasbiBaTb TONbKO B TOM Cly4yae, eciv 310 HeobXoanmo BallemMy
noctaBLmKy NHTepHeT-ycnyr. B 60onbLlUMHCTBE ClyvYaeB MOXHO OCTaBUTb 3TN NOMS NyCTbIMMU,

4YTO He nomellaeT pabore.

> IP-apgpec, ykaszaHHbIN nocTaBlwukom UHTepHeT-ycnyr — Ecnu noctaBwuk NHTEpHET-ycnyr
He nepedaeT aBTomatuyeckn IP-agpec maplipytusatopy npu Bxoae B CUCTEMY, Bbibepute
avyenky IP-agpec, ykasaHHbIM noctaBwuKkoMm WHTepHeT-ycnyr u ykaxute IP-agpec,
MonMyyYeHHbIN OT mnocTaBwmKa WIHTepHET-ycnyr, UCNonb3yd TOYKM B KadecTBe 3Haka

pasfeneHus.

> WHTepBan oHNaWH-oTCNeXmuBaHMA — 3HadyeHne no ymondaHuo 0. Takke MOXHO ykasaTb
3HadyeHue ot 0 go 120. MapwpyTtmsaTtop ByoeT BeCTM NOUCK KOHLIEHTpaTopa Aonycka Yyepes

3afaHHbIN MHTEepBar. I'IpM 3HayeHumn 0 NOMCK BECTUCH He 6yp,eT.

> Wcnonb3oBatb cneaytowme DNS-cepBepbl - Ecnv Baw noctaswmk UHTEpHeT-ycnyr He
HasHayaeT MapwpyTtusatopy DNS-agpeca aBTomatnyecku npyu BXoae B CUCTEMY, NOCTaBLTE
ranoyky B siuenke Ucnonb3oBatb cnepyrowme DNS-cepBepbl 1 ykakuTte NOMy4eHHbIA OT
noctaewmka WHTepHeT-ycnyr IP-agpec B AecAaTMYHOM dopMarte C pasgenuternbHbIMU
Todkamu B none nepsudHbin DNS-cepeep. Ecnn nmeetcsa agpec sropuyHoro DNS-cepeepa,

€ro Takxe crnegyert ykasaTb.

Haxmute KHOMKY COXpaHMTb Ona CoxpaHeHnA HaCTpOeK.
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Ecnu noctaBwuk MHTepHeT-ycnyr ucnonb3yet kabenb BigPond (nnu curHan Heart Beat),
BbibepuTte Kabenb BigPond. 3geck Heobxoammo ykasaTtb criegylowme napameTpbl (cm. Puc.
4-10):

Twn nogkmrodeHnn VWAN: Kabens BigPond v
WmMA nons3o0BaTens: username
Mapone: [TTYTTYY)
Cepeep ayTeHTWEHEaLMK: SIM-Sernver

[omeH ayTeHTHrKaLmMN:

Pazmep MTU (B Gaitax): 1500 {3HAYEHWE N0 YyMONUaHNK cocTaenAeT 1500. 3HaUeHWe MEHAETCA TOMBKD NPWM HANWYWE HEoDXoOUMOCTH.)

PeHM NOogENHYSHHRA: & MogknioynTe No TPeG0BaHNID

MakcumansHoe BpemA npoctos: | 18 MWHYTLI (0 - 0CTAETCA SKTMEHLIM MOCTOAHHO. )
() MogknYnTE BBTOMATHYECKKM

O MogknioYmTe BRYYHYIO

MaKCMMANEHOE BPEMA NPOCTOA: MUHYTEI (0 - 0CTAETCA aKTWEHEIM NOCTOAHHD.)
CoxpaHnTb
Puc. 4-10

Uma I'IO.I1I:»3OBaTe.I1ﬂ/napO.I1b - YkaxuTe ums nonb3oBartens u naposib, noNlyd4eHHble OT

nocTtasLwmka VIHTepHeT-ycnyr. OTn Nons YyBCTBUTENbHbI K PETUCTPY.
CepBep ayTeHTUdMKaumm - Ykaxute IP-agpec nnm ums yana cepsepa ayTeHTUMKaLmK.

JomeH ayTeHTUdUKaUMK - YKaxuTte uma cepepa ¢ cyddmMKCoOM JOMEHA C Y4ETOM BaLlero

MECTOHaXOXAEHUS.
Hanpumep:

NSW /ACT - nsw.bigpond.net.au
VIC/ TAS / WA/ SA/NT - vic.bigpond.net.au
QLD - qld.bigpond.net.au

Pasamep MTU - O6biyHO 3HavyeHne MTU (makcumanbHbIi pa3mep naketa nepegaBaeMbliX
AaHHbIX) ons GonblumHcTBa ceten Ethernet coctaensier 1500 6aint. He pekomeHayetcs

MN3MEHATb ero, eCi/im TONbKO 3TOro He Tpe6yeT nocTaBLNK I/IHTepHeT-ycnyr.

MogknounTb No TpeboBaHUIo — [pu BbIGOpE 3TOro pexkuma NogkoyeHne npexkpawaercs

aBToMmartn4eckn 4yepes Oﬂpeﬂ,eﬂeHHbIVI nepunog HeaKTUBHOCTU (MaKcumaanoe BpemMs
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NpocTosl) N BOCCTaHaBnmBaeTca nocne obpawieHus Kk MHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4YTOObI COeAMHEHNE ObINO aKTMBHLIM NMOCTOSIHHO, B Nore MakcumManbHoe BpeMsi MPOoCTos
ykaxute 3HadeHume “07, nubo yKaxumTe KONMMYECTBO MWHYT, MO WCTEYEHMM KOTOPbIX

noakn4yeHne K cetun MHTepHeT npekpawjaeTcA.

> MoaknounTb aBTOMATUYeCKM - ABTOMATMYECKOE MOAKIYEHME Mocne OTKIYEHUs

mapLipyTuaaropa.

> MNoaknounTb BpyuHyto — [Ansi HeMeaneHHOro NOoAKMYEHUS/OTKITIOYEH ST BOCNONb3YWTECH
kHonkon MopknunTtb/OTKNOYUMTL. B 3TOM pexume nopaepxuBaercs  pyHKUMSA
MakcumanbHoe Bpemsi npocTtos kak M B pexume [MoaknounTb No TpeGoBaHuUIoO.
MopkntoveHne k WHTepHET MOXeT ObiTb MpekpalleHo fnocne onpedeneHHoro nepuoaa

HeaKTUBHOCTW, a 3aTeM BO306HOBMNEHO CHoBa Npu obpalleHun kK MIHTepHeT-pecypcy.

HaxmuTe kHonky MoAaknounTb Ons HEMEANEHHOro noaknoyeHus. Haxmute OTKNOYUTD

ana HemeaneHHOro OTKIMi4YeHuaA.

MpeaynpexaeHue: MHorga nogknioveHne K IHTepHET He MOXET ObiTb NpeKkpaLleHo, Aaxe ecnuv
B none MakcumarnibHoe BpeMsi MPOCTOsl YKa3aHO KOHKPETHOE 3HavyeHue, T.K. HeKoTopble

NPUIoXeHns NOCTOsIHHO obpaluatotcs kK MHTepHET B POHOBOM pexnme.

Haxmute KHOMKY COXpaHMTb Ona CoxXxpaHeHnA HaCTpOek.

5. Ecnu noctaBwuk WHTepHeT-ycnyr ucnonb3yeT Tun nogknodeHms L2TP, Bbibepute

L2TP/Poccusa L2TP. 3gecbk Heobxoammo ykasaTtb crniegyowmne napameTpol (Puc. 4-11):
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Tun nogenoYeqna WAN: L2TP/Poccua L2TP hd
HmA nonk3oBatens:
Maponk:
Orkniosenol

& OuHamuuecknit IP O Cratyecknil IP

IP-agpec/Mima cepeepa:

IP-agpec: 0.0.00
Macka nogcerm: 0.0.00
OCHOBHOW WITH3: 0.0.00

DNS: 0.0.0.0,0.0.00

IP-agpec WHTEpHET: 0.0.0.0
WurepHer DM S: 0.0.00,000.0
Pazmep MTU (B Gaiitax): 1460 (3HaueHWe No ymonyaHuw 1460, He cnegyeT MeHATE 03 HeoGX0gMMOCTH. )
MakcuMansHoe BpeMA NpocTon: 15 MWHYTEL (0 - AKTWBHO NOCTOAHHD. )
PenM coBQMHEHIR: () Mogknioyedne no TpefoBaHno

@' MogrnioynTe 3ETOMaTUYECKN

() MogKnoynTe BRYYHYID

CoxpaHuTE

v

Pwuc. 4-11 Hactpowiku L2TP/Poccna L2TP

Mma nonb3oBaTens/lMaponb — Ykaxnte Uma nonb3oBatena u Maponb, NonyyeHHble OT
noctaswmka NHTEepHeT-ycnyr. OTU Nons 4YyBCTBUTENbHbI K pernctpy. pn BO3HUKHOBEHUM

npobriembl o6paTUTECH K NOCTaBLUNKY IHTEpHET-yCnyr.

OvHamnuecknn IP-appec/Ctatnvecknn IP-agpec — Bbibepute Ctatnyeckun IP-agpec,
ecnu Bbl nonyunnn 3HaveHne IP-agpeca, macku nogcetu, wintosa u agpec DNS-cepsepa ot

noctaswmka MIHTepHeT-ycnyr. B npotneHom crniyyvae Boibepute AluHamuyeckun IP-agpec.

IP-agppec/Uma cepBepa — Ykaxute IP-agpec wunuM [OOMEHHOEe WMs, MOSfyYEeHHble OT

nocTaBLuuKa MIHTepHeT-ycnyr.

IP-apgpec — Ykaxute IP-agpec, ncnonb3yemblii Ans nNoaknoyeHus. (YkasbiBaeTcsl TOMbKO

npw Bbibope Tuna nogknoyeHus "Ctatudeckun IP-agpec”).
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> Macka nopcetn - YKaxute 3HayeHMe Macku NnoaceTu, MNosiydeHHoe OT MnocTaBLiuka
MHTepHeT-ycnyr. (YkasbiBaeTca TOMbko npu Bblibope Tuna nogkntodeHus "Cratnyeckun

IP-agpec").

> LWmo3 — YkaxkuTe 3HayYeHWe LWnio3a, MOSlyYeHHOe OT MnocTaBlivMka WHTepHeT-ycnyr.

(Yka3blBaeTcsl TOMbKO Npu Bbibope TuMa noakntodennst "Ctatuueckuii IP-agpec”).

> DNS - Beegute agpec DNS-cepBepa, nonydeHHbld OT nocTasBliuka WHTepHeT-ycnyr.

(YkasbiBaeTcs TONbKO Npu Boibope Tvna nogkntoveHns "Cratnyeckmn IP-agpec”)..

> [lMogknounTtb No TpedboBaHuIo - B HacTponkax MmapLupyTM3aTopa MOXHO yKa3aTb, YTOObl OH
npekpawan coeguHeHne ¢ WHTepHeT 4Jepe3 oOnpedeneHHbli  Nepuog  BpeMEHU
(MakcnmanbHoe Bpems npoctosi). Ecnv Takoe coeguHeHue Obino npekpalieHo us-3a
npoctos, pyHKUMa MoAKNKYNTL NO TPe6GOoBaHUIO B aBTOMATUYECKOM PEXMME BOCCTAHOBUT
€ro, Kak Tonbko Bbl obpatutecb Kk WHTepHeT-pecypcy. Ecnn Bbl XOTUTE aKTUBMPOBATb
dyHKUMo MoagKNYNTL NO TPe6OoBaHUIO, HAXXMUTE COOTBETCTBYIOLLYIO paanokHonky. Ecnn
Bbl XOTUTE, 4YTOObI NoAaKntYeHne K VIHTepHeT ObiNno akTMBHLIM MOCTOSIHHO, Bbibepute 0 B
none MakcumanbHoe BpeMsi NPOCTOA. Takke MOXHO yKkasaTb Nepuog BPEMEHU B MUHYTAX,

nocrie KoOToporo nogknvyeHne 6yp,eT npekpatwleHo.

> MoaknounTb aBTOMATUYeCKM - ABTOMATMYECKOE MOAKIYEHME MOocne OTKIIYEeHUs
MapupyTtmnsaropa. YUtobbl  NOgKMYnTh Ty (byHKLI,VIIO HaXMute COOTBETCTBYIOLLYIO

PaanNOKHOMMKY.

> [lMogknwuntb Bpy4YHY - B HacTpomkax wmapupyTtusatopa MOXHO BblbpaTtb
NOAKMOYEHNE/OTKMIOMEHNE BpyYHy0. [locne ucTeveHMs yKasaHHOro nepuoga MpocTos
(MakcnmanbHoOe BpeMs NPOoCTOA), MapLUpyTM3aTop NPeKpaTuT coegnHeHne ¢ NHTEpHET, 1
Korga Bbl CHOBa obpartutecb K VIHTepHeT-pecypcy, coeanHeHne He GyaeT aBTOMaTMyecKu
BOCCTa@HOBMEHO. YTOObl akTuBMpoBaTb 3Ty QYHKUMIO, HaXMWUTE COOTBETCTBYIOLLYIO
paguokHonky. Ecnu Bbl xoTuTe, 4TOObI NOAKNIOYEHME BbIfTI0 akTMBHO MNOCTOSIHHO, ykaxute 0 B
none MakcumanbHoe BpeMsi NpocToA. Takke MOXHO yKkasaTb Nepuog BPEMEHU B MUHYTAX,
B TEYEHME KOTOPOroO Bbl XOTUTE UMETb aKTUBHOE MOAKMYeHMe K VIHTepHET Jo Tex nop, noka

He 6yageT caenaH 3anpoc Ha HOBOE MOAKMOYEHMe.

BHumaHwme: VIHorga nogkrniodeHMe He MoXeT ObiTb npekpaweHo daxe ecnu B none
MakcumanbHoe BpeMsi NpPOCTOs YyKa3aHO oOnpefefnieHHoe 3HayeHue, T.K. HeKoTopble

NpunoXxeHus B OHOBOM pexume obpallatoTtcsa k MIHTepHeT-pecypcam.

HaxmuTe kHonky CoxpaHuUTb AN COXpaHEeHUSA HAaCTPOEK.

6. Ecnu noctaBwmk VHTepHeT-yecnyr npegoctaensetr PPTP-nogknioyeHune, BoibepuTte 3Ha4YeHne

PPTP/ Poccus PPTP. 3aech HeobGxoammo ykasaTtb criegyrowime napametpsl (Puc. 4-12):
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Twun nogenyeHna VWAN:

HmA nonezosatens:

NMaponk:

IP-agpec/HMA cepeepa:

PPTP/Poccua PPTP v

OTknoyeHo!

Mo knHoYr T

(@ OuHamuuecknid IP ) CTaTuueckwii IP

IP-agpec: 0.000
Macka nogcer: 0.0.0.0
OCHOBHOM WITH3: 0.0.00

DM S: 0.0.00,0000
IP-agpec HHTepHeT: 0.0.0.0

WHTepHet DN S: 0.0.00, 0000

Pasmep MTU (B GaATax): 1420 [AHaveHwe nNo yMonyaduie 1420, He MeHARTE 370 3HAYEHWE, 8CIIW B 3TOM HET HeoGxoOumocTi.)
MakcHMansHoe BPeMA NPOCTOR: 15 MUHYTEI (0 - COBOMHEHWE OCTABTCA AKTWEHEIM NOCTORHHD.)

Pexum coeHHEHNA: & MogknioynTs No TpedosaHnn
(%) MogkNoYNTL AETOMATHUYECKN

) ToOKNKOYNTE BPYYHYIO

COXpaHuTe

v

Puc. 4-12 Hactpowkn PPTP/Poccus PPTP

Mma nonb3oBaTens/lMaponb — Ykaxnte Uma nonb3oBatena u Maponb, NonyyeHHble OT
noctaewmka MHTepHET-ycnyr. OTW Nons YyBCTBUTENbHbI K pernctpy. Npn BO3HUKHOBEHUN

npobnembl o6paTnTeCh K NOCTaBLLMKY MIHTEpHET-yCnyr.

OvHamnyueckun IP-apgpec/Cratnyecknn IP-apgpec — Boibepute Crtatuveckum IP-agpec,
ecnu Bbl nonyunnn 3HaveHne IP-agpeca, macku nogcetu, wnto3a un agpec DNS-cepsepa ot

noctasLimka UHTepHeT-ycnyr. B npotuBHoM cnyyae Bbibepute OuHamuyeckun IP-agpec.

IP-appec/Mma cepBepa — Ykaxwute IP-agpec wnuM [OMEHHOE WUMs, MOJNyYEHHblE OT

nocTaBLuuKa MIHTepHeT-ycnyr.

IP-apgpec — Ykaxute IP-agpec, ncnonb3yemblii Ans NoaknoyeHus. (YkasbiBaeTcs TOMbKO

npu Belbope Tvna nogknodeHus "Crtatudeckun IP-agpec”).

Macka nogcetm - YKaxuTe 3HayeHME Mackm MNoaceTu, MNoriydeHHoe OT MnocTaBLiuka
MHTepHeT-ycnyr. (YkasbiBaeTca TOMbko npu Bblibope Tuna nogkntodeHus "Cratuyeckun

IP-agpec").
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> W3 — YkaxuTe 3HavyeHue Lno3a, MNofyyYeHHOe OT nocTaBwuka VIHTepHeT-ycnyr.

(Yka3blBaeTCst TONbKO Npu Bbibope Tuna nogknitoyeHus "Cratuueckuii IP-agpec”).

> DNS - Beegute agpec DNS-cepepa, nonydeHHbin OT noctaBwuka VIHTepHeT-ycnyr.

(YkasbiBaeTcs TONbKO Npu Bolbope Tvna nogkniodeHns "Ctatnyeckmii IP-agpec”).

> TMogknunTb No TpeboBaHUIO — B HacTpolikax MapLupyTM3aTopa MOXHO yka3aTb, YTOObl OH
npekpawan coeauHeHne ¢ WHTepHeT 4Yepe3 OnpedeneHHbli  nepuod  BpPeMeHMU
(MakcumanbHoe Bpemsa npoctos). Ecnv Takoe coeguHeHue ObiNo MpekpalweHo us3-3a
npoctos, pyHKkUMa MoAKNKYNTL MO TPe6OoBaHUIO B aBTOMATUYECKOM PEXNME BOCCTAHOBUT
€ro, Kak TONnbko Bbl ObpaTtutecb Kk WMHTepHeT-pecypcy. Ecnn Bbl XOTUTE aKTUBUpPOBATb
dyHKUMo MoaKNYNTL NO TPEOOBaHUIO, HAXXKMUTE COOTBETCTBYIOLLYIO pagnokHonky. Ecnn
Bbl XOTUTE, 4TOObI MogkmntodeHne K MIHTepHeT ObiNo akTMBHLIM MOCTOSIHHO, BbibepuTte 0 B
norne MakcumanbHoe BpeMsl NpocTos. Takke MOXHO ykasaTb Nepuog BPEMEHN B MUHYTAX,

nocrie KOToporo noakntyeHne GyaeT npekpaLleHo.

> lNopknouuTb aBTOMaTU4YeCKU - ABTOMATMYeCcKOe MOAKIKYEHNEe MOcne OTKMAYEeHUS
MapwpyTtnsaropa. YT1o6bl NOAKMOYMTE 3Ty @YHKLUMIO, HaKMUTE COOTBETCTBYIOLLYIO

PaanoOKHOMKY.

> TlMopknwuntb BpyuYHY - B HacTpomkax wmapuwpyTusatopa MOXHO BblOpaTb
NOAKMOYEHNE/OTKMIOMEHNE BpYyYHY0. [locne ucTeveHus yKa3aHHOro nepuoga MpocTos
(MakcnmanbHoOe Bpemsi MPOCTOSA), MapLUpyTM3aTop NpeKkpaTuT coegnHeHne ¢ NHTepHeET, 1
Korga Bbl CHOBa obpartutecb K VIHTEpHeT-pecypcy, coeanHeHne He OyaeT aBTOMaTM4ecKu
BOCCTAHOBIMEHO. YTOObI akTMBMPOBATb 3Ty YHKUMIO, HaXMWUTE COOTBETCTBYHOLLYIO
paguokHonky. Ecnu Bbl XoTuTe, YToObl NOAKNIOYEHME BbINTO akTMBHO MNOCTOSIHHO, ykaxute 0 B
norne MakcumanbHoe BpeMsl NPOocCTos. Takke MOXHO ykasaTb Nnepuog BPeEMEHN B MUHYTAX,
B TEYEHME KOTOPOro Bbl XOTUTE UMETb aKTUBHOE MOAKMYeHMe K VIHTepHET Jo Tex nop, noka

He BygeT caenaH 3anpoc Ha HOBOE MOAKIOYEHME.

BHumaHue: WHorga nopgknodeHne He MOXeT ObiTb npekpaweHo aaxe ecnnm B none
MakcumanbHoe BpemMsa npocCcToaA yKa3aHOo onpeaeneHHoe 3HadyeHue, T.K. HeKOoTopble

npunoxeHnsa B GOHOBOM pexnme obpallatTcs Kk VIHTepHeT-pecypcam.

HaxmuTe kHonky CoxpaHuUTb AN COXpaHEeHUS HAaCTPOEK.

& MMpumeyaHue:

Ecnn Bbl He 3HaeTe, KakoW TUM MOAKIIOYEHWUs BblGpaTb, HaxXMuTe KHOMKy OnpepenuTb W
MapLLpyTM3aTop aBTOMATUYECKN HAYHET MOUCK CEPBEPOB U MPOTOKOMOB BaLLEro NoaKmyYeHus K
cetn UNHTepHeT. Mpy obHapyxeHUn akTUBHOro VIHTepHeT-cepBuca MapLipyTusaTop coobwmnT o6

3TOM. [laHHbIN OTYET JaeTcH TONbKO Ans cnpaBKu. YT0o06hI y6€,ElI/ITbCFI B TOM, YTO 3TO MMEHHO TOT
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TUM COEOUHEHUs, KOTOPLIN HyXeH, TpebyeTcs 0OpaTUTbCs K MOCTaBLUMKY WIHTEpHET-ycnyr.

MapLupmisaTop MOXET BbIABUTbL Crneayouine Tunbl NOAKMIOYEHUI K CETU MHTepHeTZ

e PPPoE/Poccuss PPPoE - [MogknioueHns, ucnonbdyemole PPPOE, npu koTopbix Tpebyetcs

yKasaTb MMA nofib3oBaTtena U naposb.

e [OuHamuuyeckun IP-agpec - [MoaknioyeHWs, MPUMEHSIOLME Ha3HaA4YeHWe OUHAMUYECKUX

IP-agpecos.

o Cratnyecknmn IP-a.u.pec - [MoagkntoyeHus, npuMeHarwLwine Ha3Ha4eHne CTaTUu4eCcKnx

IP-agpecos.

MapLpyTtmsatop He MOXeT obHapyxuTb TakMe nogkniodeHuns kak PPTP/L2TP/BigPond. Ecnn
nocTaBWMK NHTEpHET-YCNYr NCNONb3yeT OAMH M3 TakuMX MPOTOKOMNOB, Bbl AOSXHbI MPOM3BECTU
NoAKIIYEHNE BPYYHYIO.

4.5.2 KnoHupoBaHue MAC-agpeca

BeibpaB Cetb - KnoHuposaHue MAC-agpeca, Bol Moxete HacTpoute MAC-agpec WAN-nopta
(Pwnc. 4-13):

MAC-agpec VWAN: 94-0C-6D-2F-3C-BE [ Boccranoeute 3aeopckoil MAC-agpec ]

MAC-agpec KOMNLHTEpA: [ Knonupoeate MAC-agpec ]

| Coxpanuts |

Puc. 4-13 KnonupoeaHne MAC-agpeca

Hekotopble nocTaBumnkm NHTepHeT-ycnyr TpebyioT pernctpaumm MAC-aapeca agantepa. 3aech

penko TpeGyeTcs BHOCUTL Kakme-nmbo n3mMeHeHus.

> MAC-agpec WAN - B stom none otobpaxaetcsa tekywmin MAC-agpec WAN-nopTta. Ecnu
Baw nocTaBwuKk WHTepHeT-ycnyr TpebyeT, 4tobbl Bbl 3apernctpuposann MAC-agpec,
ykaxute npasunbHbin  MAC-agpec B atom none. dopmat MAC-agpeca
XX-XX-XX-XX-XX-XX (roe X wectHaguaTepmyHoe YMCIo).

> MAC-agpec kKomnbloTepa - B atom none otobpaxaetca MAC-agpec KomnbioTepa,
ynpaenstoLero mapLpytusatopom. Ecnn MAC-agpec Ballero agantepa 3apermcTpmpoBaH,
HaxxmuTe kHonky KnonupoBaTtb MAC-agpec, v oH nosisutcsa B none MAC-agpec WAN.

HaxaB kHonky BocctaHoBuTb 3aBoackon MAC-agpec, Bbl BEPHETECH K UCXOQHOMY 3HAYEHUIO

MAC-agpeca WAN-nopTa.
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HaxmuTe kHonky CoxpaHuUTb AN COXpaHeHMWs1 HAaCTPOEK.

& MpumeyaHue:

OyHkuma KnoHupoBatb MAC-agpec MOXeT OblTb WMCNOMNb30BaHa TOMbKO KOMMbIOTEPOM

JioKanbHOW CETH.

4.5.3 LAN

Boibpae Cetb - LAN, Bbl MOXeTe HacTpouTb |IP-napamMeTpbl JIOKanbHOW CETU, Kak MoKa3aHo

HUXxe.
MAC-agpec: F8-1A-67-37-DE-92
IP-agpec: 192.168.0.1
Macka nogceTH: 25525525560 W
Puc. 4-14 LAN
> MAC-agpec — Pusnueckun agpec LAN-noptoB nokanbHowm ceTu. [laHHOe 3HavyeHue He

MOXeT ObITb UBMEHEHO.

> IP-appec — Ykaxute IP-agpec mapLupyTtnsatopa unu copocste ero, UICNonb3yst 4eCATUYHbIN
dopmar ¢ pasgenuternbHbIMU TodKamu (3HadeHne no ymonyanuio: 192.168.0.1).

> Macka nopcetm — [laHHOe 3HayeHue onpeaenseT 3HadeHne cetu. OBbIMHO 3TO
255.255.255.0.

& MpumeyaHue:

1) Ecnu Bbl uameHunu IP-agpec nokansHOW CeTW, Bbl AOMMKHbI yKasblBaTb 3TO 3HAYEHWe Mpu
BXOAe B MapLupyTusaTop.

2) Ecnu HoBbIn IP-agpec nokanbHOW CETU He COOTBETCTBYET Macke noacetun, nyn IP-agpecos
DHCP-cepBepa Takke nsmeHntcd, a gyHkuun BupTyanbHbii cepeep u DMZ y3en He ByayT
pabotatb A0 Tex Nop, Noka B WX HacTpOMKM He OyayT BHECEHbl COOTBETCTBYHOLLME
N3MeHEeHUs.

45.4 IPTV

Mpu BeIGope CeTb - IPTV oTkpoeTcs OKHO, Kak NokasaHo Ha puc. 4-15.
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IGMP Proxy: Brnrounte

Pexmm: ABTOMATHYECKN A

COXpaHMTb

Puc. 4-15 IPTV
» IGMP Proxy — IGMP (npoTtokon ynpaBneHus rpynnamu WHTepHeta). Ecnu Bbl xotute

npocmartpusatb TenesugeHmne vyepes IGMP, Bknouute aTy onuuio.

> Pexum

e ABTOoMaTtuuyecku - [lopTel LAN, ucnonb3ywouwme TexHonornwo IGMP Proxy, 6yayrt
paboTtaTtb 6e3 M3MeHeHW, YTO NO3BONUT NpocMaTtpusBath IPTV kak No NpoBogHOMY, Tak

nno 6eCI'|pOBO,EI,HOMy NOAKIMHYEHUIO.

o Moct - Ykaxute koHkpeTHbii nopT LAN ana IPTV TB-npucTtaBku, KOTOopasi MOXET
nonyuntb IP-agpec HenocpeacTBeHHO OT nocTaBwuka WHTepHeT-ycnyr. [Npu atoMm He
Oyoet HabntogaTbca noTepu kadecTsa, Aaxe npu Hanndmm y MK Bxogswero Tpadwuka,
3arpy)kaemoro 4epes MapLupyTU3aTtop Ha MaKCUMarbHOW CKOPOCTM, MOCKOMbKY MOpT

LAN unsonumposaH ot npo4vnx noptoB NAT LAN.

e 802.1Q Tag VLAN - lNocTaBLuk NHTepHeT-ycnyr MOXeT NpefoCcTaBnsaTb NoAKNIOYEeHNe
Ha ocHoBe TexHororun nogaepxkn 802.1Q Tag VLAN. Bbl MoxeTe npucBouTb ANs
pasHbix nopToB LAN pasHble ngeHtndumkaTopbl BupTyansHon cetu (VLAN Tag ID): gns
nogkntodenma TK, IPTV TB-npuctaskm wunun IP-tenedoHa. Ceskutecb ¢ Bawwum
noctaBwmkoM WHTepHeT-ycnyr Ans yToudHeHust uHdopmaumm o6 uaeHTudmkatope

BUPTYasibHOW CETU.

Beibepute nopt LAN, C KOTOPbIM Bbl XOTUTE YCTAaHOBUTb COeaMHeHne Tuna "Moct" ¢ noptom WAN.
Ecnn y Bac ecTb gpyroe ycTponcTBO, KOTOpoe Bbl xoTenu 6bl nogkmounts K WAN, HO BaLu
nocTaBLLMK NHTepHeT-ycnyr npegoctaBnsaeT TonbKo ogHo coeauHeHne WAN, Bbl MoXeTe ykasaTb
oavH n3 noptoB LAN, koTopbii Oymet nonydate naketel oT nopta WAN. Hanpumep, Bbl
nogkntoyaete Bawy IPTV-npuctaBky k onpegeneHHomy nopTy LAN u nonyvaete curHan wu
IP-agpec oT Bawero nocraBwuka NHTepHeT-ycnyr HanpsamMyto 6e3 kakux-nMbo notepb B Ka4ecTBe,
Aaxe ecrim Ha KOMMNbITEP, MOOKITHOYEHHbI K MapLUpYyTM3aTopy, 3aKayMBatoTCA TOPPEHTbI/dannsbl

C MakcumanbHoun CKOPOCTbHO.
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& MMpumeyaHue:

M3meHeHune nopta anga IPTV STB BcTynuT B cuny TOMbKO NOCIe nepesarpyskyu MapLupytusaropa.

HaxmuTe kHonky CoxpaHuUTb AN COXpaHEeHMUs HacTPOeK.
4.6 BbecnpoBoaHON peXxXUm

BecnpoBOOHON DeXM
- HacTpoikn GecnpoBOOHONO PEXHMA
- Jamura DecnpoBOQHOMD paxnuma

- DunbTpauwA MAC-anpecos

- PacmpenHLie HaCTPOMEN

- CrammcTuea DecnpoBOOHOMD peXxrMa

Puc. 4-16 MeHio BecnpoBogHon pexum

B wmeHwo becnpoBogHoi pexum cogepxarcsa nate nogMeHw (Puc. 4-16): Hactpomkwu
becnpoBogHoro pexuma, 3awmurta 6ecnpoBogHoro pexuma, ®dunsrpauma MAC-agpecos,
PacwmnpeHHble HacTponku n Ctatuctuka 6ecnpoBogHoOro pexuma. Boibepute ogHO M3 HUX

OJ19 HACTPOWKM COOTBETCTBYIOLLEN (DYHKLNN.

4.6.1 HacTtpownku 6ecnpoBOAHOro pexuma

Bbibpae BecnpoBogHou pexum - HacTpoiku 6ecnpoBOAHOrO peXxuma, Bbl MOXETe
NpoM3BECTU HAcTPOIKy 6a30BbIX NapameTpoB GECNPOBOAHON CETU.
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WmA ceti: TP-LIMK_MNetwark (Take HaawlBaeTcA 33I0)
PervoH: Poccua b
Pexan: 11bgn cmelwanHkIi hd
luprHa KaHana: ABTD v
Kanan: ABTO A
MakcHmanbHaa CKopoCcTh nepegayn (TX): 300 Moutilc

AnA BKNYeHUA/OTENNYeHUA DECNPOBOOHOMD BEWAHMA MCNONE3YATE KHonKy WiFi
BrniunTe GecnpoB0dHOE BEWAHWE
BKNKUYMTE WHpOKoBEIWaHe SSID

[] Benwuwte WDS

COXpaHUTh

Puc. 4-17 Hactpoikn 6ecnpoBogHOn ceTu

> Wma cetm — Ykaxute 3HayeHne pgnuHon pgo 32 cumBornioB. Bcem 6ecnpoBogHbIM
YCTPOMCTBaM CeTW OOMKeH ObITb NPUCBOEH OAMH U TOT e uaeHTudukatop SSID. Yto
kacaetcsa OGesonacHocTu 6GecnpoBogHom ceTw, ugeHTudpukatop SSID no ymonyaHuio
TP-LINK_XXXXXX (XXXXXX — nocrnegHue LwecTb YHUKanbHbIX cumBonoB MAC-agpeca
MapLpyTtnaartopa). [JaHHoe none ABnseTcs YyBCTBUTENbHbLIM K pernctpy. Hanpumep, TEST

n test — ato PA3HbIE 3HauyeHus.

> PernoH — BbibepuTe COOTBETCTBYOLLEE 3HAYEeHWEe U3 BbiNagatowero cnucka. B gaHHoMm
none ykasblBaeTCcsa pervoH, rae yHkums GecnpoBogHoOn nepefadn AaHHbIX MoxeT ObiTb
ucnonb3oBaHa. Vcnonb3oBaHne OaHHOW (DYHKLMW B PErMoHax, He yKasaHHbIX B CMUCKE,
MOXeET ObITb HE3aKOHHLIM. Ecnn Ballen cTpaHbl NNy permoHa HeT B cnucke, obpaTtntech 3a

NOMOLLbIK B MECTHOE MNMpaBUTENIbCTBEHHOE areHTCTBO.

lMocne Toro, Kak pernoH Obin Bbl6paH, Ha>XMUTE KHOMKY COXpaHI/ITb. B nosisuBwemcA

WHOPMALIMOHHOM OKHe HaxkmuTe kHonky OK.
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CooBweHHe ¢ Be B-cTpaHHLUbI

'E BEIGHpSA HE BSWY CTRSHY BBl MIKETE BBISEATE NOMEXH HS ARy MX
L YCTRORCT BEX M HARY WHTE MPUMEHAEMEIS S5SKOHOASTENEHBIE HOPME .

NHdopmaLMOHHOE OKHO

& lMpumeyaHue:

M3-3a TpeboBaHMM MeCTHOro 3akoHojaTenbcTBa y Bepcum and CesepHou Amepuku

OTCYyTCTBYET onuunA Bbl60pa pernoHa.

Pexum — Bbibepute COOTBETCTBYOLWIMN pexuM. 3HadeHne no ymonyaHuio 11bgn

CMeLlaHHbIN

Tonbko 11b — Buibepute, ecnu Bce GecnpoBogHblE KIMEHTbI NOAAEPXKUBAKOT CTaHAapT
802.11b.

Tonbko 11g — Bbibepute, ecnn Bce GecnpoBogHblE KNMEHTbI MOAAEPKMBAOT CTaHaapT
802.11g.

Tonbko 11n - Buibepute, ecnn Bce 6ecnpoBOAHbIE KIMEHTbI NOAAEPXMBAOT cTaHAapT
802.11n.

11bg cmewaHHbIn - Bbibepute, ecnn wucnonb3yete 6ecnpoBOAHbIE  KIUEHTHI,

nogaepxxusatowme ctaHgapTel 802.11b and 802.11g.

11bgn cmewaHHbI® — Bbibepute, ecnu wucnonb3lyete 6eCNpOBOOHbIE KIUEHTHI,

nogaepxusatowme ctaHgapTel 802.11b, 11g, n 11n.

Bbibepute HyxXHbIN pexum GecnpoBogHow nepefavn AaHHbIX. Ecnu BeIOpaH 802.11g, TO
Tonbko GecnpoBogHble cTaHuMm cTaHgapta 802.11g cmoryt nogkntoyatbcsa K
mapwpytnsatopy. [lpu Bbibope 802.11n Tonbko 6GecnpoBogHble CTaHUMKM CcTaHgapTa
802.11n cmoryT nogkmnoyaTbCsa K Touke gocTtyna. HactoatenbHo pekomeHayeTcs BblbpaTtb
pexum 802.11bgn, 4tobbl Bce GecnpoBogHble cTaHummn ctaHgapToB 802.11b, 802.11g un

802.11n cmornu noaknto4aTbCs K MapLupyTusaTopy.

LWUnpuHa kaHana — Boibepute wupuHy kaHana 13 Bbinagatowiero cnucka. o ymonyaxumio
ycTaHOBNeHO ABToOMaTnYeckn. B aTom crnyyae perynupoBka LUMPUHBI KaHana gNns KNMeHToB

npon3BoaANTCA aBTOMaTUYECKI.

& lMpumeuaHue:

Ecnn B none Pexum BbiGpaHo Tonbko 11b, Tonbko 11g wunu 11bg cMmewaHHbIN, none
LLimpuHa kaHana cTaHeT ceporo LBeTa, U B HEM NosiBUTCS 3HavyeHue 20Mru, kKoTopoe Henb3s
Oyner nameHuTb.
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> Kanan - B paHHOm none BbicTaBnsgeTca paboyas yacTtoTa, KOTOpyl Bbl cobupaeTech
ucrnonb3oBatb. [10 ymonyaHuio cTouMT pexum ABTO, Takmm oOpa3om, Touyka JocTyna
CaMOCTOSAITENTbHO B aBTOMAaTMYECKOM pexume BblbepeT Hambonee nogxogswuvn Kadarn.
BecnpoBogHoOW kaHan cnegyetr MeHATb TOMbKO B TOM Criyvae, ecnv Bbl Habniogaete
npobnembl, CBA3aHHbIE C MHTepdepeHUnen ¢ APYron TOYKOW O0CTyna, pacrnorioXeHHON

pAOOM C BalM 060pyaoBaHUEM.

> MakcumanbHaa ckopocTb nepepauu (Tx) - B gaHHOM none Bbl MOXETE OrpaHuyuTb

MakcuMMarnbHy0 CKOPOCTb nepefadn gaHHbiX maplpyTtusatopa (Tx).

> Bknounutb 6ecnpoBogHoe BewaHue — BecnpoBO4HON pexum mapLipyTusaTopa MOXeT
OblTb BKITOYEH WK OTKMIOYEH ONa obecneyeHuss goctyna OecnpoBOAHbLIX CTaHLWA.
BecnpoBogHoe BellaHWe MOXET ObiTb BKMHOYEHO/BLIKMIOYEHO C NOMOLb KHOMkM WIFI

ON/OFF Ha mapLwipyTtusartope.

> Bknrountb wwupokoBewaHue SSID - Korga 6ecnpoBOAHblEe KMWEHTbI MPOBOAAT MOMUCK
GecnpoBoaHOM CETU, K KOTOPOWN OHM XOTAT NOAKMIOYUTLCS, OHU YBUAAT naeHtudgukatop SSID,
nocbllaemMbln - MaplipyTusatopoM. Ecnn Bbl OTMeTUTE ranodkon 4dderiky Bknwountb
wupokoBewaHue SSID, ToO 0OecnpoBogHON MapwpyTusaTop OydeT OTKPbITO B
LUMPOKOBeLLaTENBHOM pexnme nepegasaTb cBoé nma (SSID).

> Bkmountb WDS — OtmetbTe 910 none, 4tobbl Bkntounte WDS. C nomouibio gaHHON
YHKUMM  MapLipyTM3atop MoOXeT obbeauHuTb MocToM aBe W OGonee 6ecnpoBogHble
nokanbHble cetu. Ecnv pgaHHoe none OTMeYeHO ranovkow, TO Bam OygeTr Heobxogumo
yKasaTb psii MapameTpoB, Kak MOKa3aHO Ha PUCYHKe Hwxke. [poBepbTe NpaBUiIbHOCTb
HaCTPOEK.

Benwuute WDS

S5ID (K KOTOPOW Bkl XOTHTE NOOKMHYUTLCA):

BSSID (K KOTOPOW Bbl XOTHTE NMOOKITHYATLCH): Mpumep:00-1D-0F-11-22-33
Pexaam WDS: ABTo b
Tun KnHva: Het A
WHoekc WEP:

Tun ayTeHTRMEALIAA:

Maponke:

CO¥pPaHWUTE

Puc. 4-18

> SSID (k KoTOpo# Bbl XOTUTE NOoAKNYUTLCA) — Vima SSID Toukn gocTyna, K KOTOpow BaLl

mMaplupyTusaTop OyoeT noaKMYeH B pexume knveHTa. Bbl  Takke MoxeTe
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BOCMONb30BaTbCA (PYHKUMEN noucka ans Belbopa nmeHn SSID, K KOTOPOMY Bbl XOTUTE

npucoegunHNTbCA.

> BSSID (k koTOopoun Bbl xoTUTe nogknountbes) — Mmsa BSSID Toukm goctyna, K KoTopon
Ball Mmaplpytu3atop OyaeT MOAKMKWYEH B peXMMe KnveHTa. Bbl Takke wMoxeTte
BOCMONb30BaTbCA PYHKUMEN noucka ans Bbibopa nmeHn BSSID, k koTopomy Bbl XoTUTE

npucoegunHNTbLCA

> Mouck — Haxmute OaHHYK KHOMKY O51A NOUCKa Touek [OocCTyna, KotTopble B AaHHOM pa|710He

paboTaloT Ha TekyLlen YacToTe.

»> Pexum WDS — B 3TOM none MOXHO BblibpaTb pa3nuyHbie pexumsl WDS. VIameHuTe pexum
WDS, TonbKo ecnu Bbl 3aMeTUTe HapyLleHUs B COEAMHEHUU C KOPHEBOW TOYKOW AOCTYyna.
Ecnun Bbl BbiGepute onuuo ABTO, TO MapLlpyTU3aTop aBTOMaTUYECKW onpeaenut

onTuManbHbIn pexunm WDS

> Tun knova — ,D,aHHyI-O onuuio cnenyet HacTpamBaTb B COOTBETCTBMM C NMapamMeTpamu
©esonacHocTM ToukK aocTtyna. HactodatensHo pekoMmeHayeTCA BbICTaBUTb TUN 3alUUThI,

COOTBETCTBYIOLLMIA TUMNY 3alLnThbl Bawen To4km goctyna

> WHpekc WEP - [JaHHaga onumusa Mcnosib3yeTcs TONMbKO B TOM Crnydae, ecniv B KayecTBe Tuna
knoya BblbpaHo wwudpposaHne WEP (ASCIl) wnn WEP (HEX). [aHHbin napameTtp

yKasblBaeT Ha nHaekc kntoya WEP.

»> Twun ayteHTudmkaumm - [laHHas onumst UCMNOMNb3yeTcss B TOM Cry4yae, ecriv B KayecTBe
TMna kno4da BbibpaHo wugposaHue WEP (ASCIIl) vwnu WEP (HEX). OaHHbli napameTp

yKasblBaeT Ha Tun ayTeHTudnkaumm KopHeson To4ku gocTtyna.

> Maponb - Ecnn Toyka goctyna Ballero mapLupytmsartopa afs nogknodeHns TpebyeT naporb,

BaM Heob6xoauMo BBECTU naporib B JaHHOM norie.

4.6.2 3awmTta 6ecnpoBOAHOrO pexuma

Bbibpas BecnpoBogHoOW pexum - 3awmta 6ecnpoBOAHOrO pexuma, Bbl MOXETE HACTPOUTb

napamMmeTpbl 6e30nacHOCTM Ballen 6eCnpoBOAHON CETMW.

Y wMaplwpyTtnsatopa uMMeeTcs NsATb pexumoB obecneyveHnss 6GesonacHocTM 6ecnpoBOAHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).
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) OTKNYUTE 3aLUUTY
* WPA-PSK/WPA2-PSK (PexomexgyeTcs)
Bepcus: WPAZ-PSK v
Lk poBaHne: AES 4
NMaponk PSK: 12345670
(Bl MoxeTe BEECTH ASCI CUMBONEI B AMana3oHe Mexay 8 n 63 WNW WeCcTHAOUATERPHWYHBIE CUMBOME! B OMaNAa30He Mexady 8 unun 64.)
Mepnon 0GHOBNEHUA rPYNNOBOID KNKYa: 0 (B CEKYHOAX, MMHNMANEHOE 3HaveHne 30, 0 03HavaeT oTcyTCTeMe 0GHOBNEHNA)
_' WPA/WPA2 — Enterprise
Bepcun: ABTOMaTMYECKaR b
Lindposanme: ABToMaTMYeCKaR M
IP-anpec Radius-cepeepa:
Radius-nopr: 1812 (1-65535, 0 0aHauaeT NopT No yMonuaHu 1812)
MNaponk Radius-cepaepa:
Mepnon 0GHOBNEHUA rPYNNOBOID KNKYa: 0 (B CEKYHOAX, MMHNMANEHOE 3HaveHne 30, 0 03HavaeT oTcyTCTeMe 0GHOBNEHNA)
O WEP
Tun: ABTOMaTHYECKEA ¥
@opuar knoya WEP: LecTHaguarepnyHslii v
Knto4 BbiOpaH Kniou WEP Tun kmwya

Kniou 1: OTknoUNTE | ¥

Koy 2: OTKNOYNTE | %

Kniou 3: OTkntounts | %

Kniou 4: Omkntounte | %

Puc. 4-19 3awmta 6ecnpoBogHOro pexmma

OTKNOYNTL 3aumTy — Ecnu Bbl He xOTUTE UCNONbL30BaTb 3awunTty 6eCI'IDOBO,EI,HOIZ ceTn,
HaXXMUTE COOTBETCTBYKOLWLYO PaguOKHOMKY. HacTtosaTenbHo pekoMeHayeTCcA Bbl6paTb OOuH
N3 NMEKLLNXCA pEXNMoB obecneveHunsa 6esonacHoCTU.

WPA/WPA2 — Personal (pekomeHayetcsl) — 310 Tvn ayteHTudpmkaumm WPAMWPA2 Ha
OCHOBE COBMECTHO MCMOMb3yeMOro naponsi.

e Bepcna — Bbl moxete Bbibpatb Bepcuto anropytma wudposaHus WPA-PSK un3
BblNagalroLwero cnucka. 3HadeHne no ymon4vaHmio ABTOMaTUYeCKU. ITO O3HaYaeT, 4To
aBTOMarun4yecku BolbupaeTcsa oamH n3 cneayowmnx pexunmos WPA-PSK (o6wwuii kntod WPA)
unn WPA2-PSK (obwuin knod WPA) B 3aBUCMMOCTM OT BO3MOXHOCTEMW W 3anpoca
6ecnpoBOOHON CTaHLMK.

e LlindppoBanune — lNMpu Boibope WPA-PSK nnu WPA B kadectBe Tuna ayTteHTudmkaumm
MOXHO YyKas3aTb OOHO M3 cnegylwmx 3HaveHuin: ABTomatuyeckas, TKIP vnn AES B
KayecTBe anropmtMma LwmdpoBaHus.

& lMpumeyaHue:

Mpn BbIGOpe nona WPA/WPA2 - Personal (pekomeHgyeTcs) W anroputma
wnppoBaHns TKIP nosiBUTCS BblgeneHHasa KpacHbIM LIBETOM HaAMNUCh, Kak NOKa3aHo Ha
puc. 4-20.
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@ WPA-PSKWPA2-PSK (PekomeHnayetcs)

Bepcua: WPAZ-PSK ~
LndppoBanne; TKIP v
Napons PSK: 31958813
(Bel MoxeTe BEECTH ASCII CMMBONE! B QMaNa3oHe Mexay 8 1 63 NW WecTHagUaTEPHYHLIE CUMBONLI B OMANA30HE Mexay 8 unw 64.)
Mepnog 0GHOBNEHMA MPYNNOBOIO KNHYa: 0 (B CEKYHAAX, MUHNIMANEHOE 3HayeHne 30, 0 o03HayaeT oTcyTCTENe 0OHOBNEHNA)
He peKoMMEHOyeTCA CNONL30BaTE WHPPCBaHKE TKIP, ecnn yCTROACTED padoTasT B
pexane 802 11n, Tak kak TKIF He nogoep#veaeTca cneundmkaunen 802 11n
Puc. 4-20

e MNMaponb GecnpoBogHoM ceTn — 34eCb MOXHO YyKasaTb Mmaponb gnvHonm ot 8 Ao 63

cumBonoB B koguposke ASCII unm ot 8 4o 64 wecTHaaLaTepnyHbIX CUMBOOB.

e lNepuoa o6HOBNEHMA rPYyNNOBOro Kno4va — 3agante B CekyHaax nHTepsan oOHOBNEeHNs
rpynnoBoro Knwo4a. 3HadeHne JOmKHO ObiTb He MeHblue 30. Beegmte 0 And OTKMAOYEHUS

OBHOBIEHUS.

He 3a6y,u,bTe HaXaTb KHOMKY COXpaHMTb Ona  coxpaHeHua BallkX HaCTpOoeK Ha AaHHoN

cTpaHuue.
> WPA WPA2 — Enterprise — AyteHTuduKkauma Ha ocHoBe cepBepa Radius.

e Bepcuss — 3gecb M3 BbiMagawwero Ccnucka MOXHO BbiOpaTb BEPCUMIO  anroputma
wugposaHns WPA. 3HayeHne no ymondaHuio ABTOMaTMYeCKU. OTO O3HaYyaeT, 4yTo
asTomatmdeckn 6ynet BbibpaH pexum WPA (Wi-Fi Protected Access) unn WPA2 (WPA

version 2) B 3aBUCUMOCTY OT BO3MOXHOCTEl 6ecnpoBoaHOM CTaHLUM nnu 3anpoca.
e LlindppoBaHue — 3gecb MOXHO BbIOpaTh 3HayeHns ABTomaTtudecku, TKIP unun AES.

& MpumeyaHue:

Ecnn Bbl BbIGepuTe none WPA/WPA2 n 3atem BbibepuTe wngposaHue TKIP, Bbl yBnante
BblENEHHYIO KpacHbIM LIBETOM HaAMnuncb, Kak nokasaHo Ha Puc. 4-21.

® WPAWPAZ — Enterprise
Bepcus: WPAZ v
LWndh poBaHme: TKIP v
IP-agpec Radius-cepeepa:
Radius-nopt: 1812 (1-65535, 0 0aHayaeT NOPT MO YMOoNYaHu 1812)

MNaponk Radius-cepeepa:

Neprog oGHOBNEHWA TPYNNOBOID KNHYA: 0 (B CEKYHOAX, MHHUMANEHOe 3HavyeHne 30, 0 03HaYaeT oTCYTCTEME 0OHOBNEHNA)
He pekoMMeHayeTca MCnonk3oeate WWdposadne TKIP, ecnn ycTpoicTeo pafoTaeT e
pexne 802,110, Tak kak TKIP He noAnep#WBAETCA CReundMkauned 802.11n.
Puc. 4-21

IP-agpec Radius-cepBepa - Beegute IP-agpec Radius-cepsepa.

MopTt Radius-cepBepa — BeeauTte nopt, KoTopbin 6yaeT ncnonb3osaH Radius-cepsepom.

Maponb Radius-cepBepa — Beeaute naponb ans Radius-cepeepa.

Mepnon o6HOBNEHMA rPYyNNOBOro Kn4va — 3aganTte B CEKyHOaX MHTepBasn oOHOBNEeHNs
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rpynnoBoOro Kro4ya. 3HauyeHme OomkHO ObITb He MeHblle 30. BeeguTte 0 gnst oTKNIOYEHUS

obHOBIEHUS.

» WEP - ludposaHne Ha ocHoBe cTaHgapTa IEEE 802.11. lNpu Bbibope gaHHOro nons

NosIBUTCS BblOeNeHHas KpacHbIM LIBETOM HaAMUChb, Kak NoKasaHo Ha puc. 4-22.

& WEP
Tun: ABTOMATUYECKAA ¥
Dopmar knwoya WEP: lecTHapuaTepuyH ¥
Kntoy BuIGpaH Knoy WEP Tun knwYa
Koy 1: OTKnounTE +
Kntoy 2: OTKNHUNTE +
Kntoy 3 OTKNHUNTE +
Kniou 4: OTknounte | ¥
He pekoMMeHOyeTcA MCNONk30BaTh WWhpoBaHne WEP, ecnn yCcTpoAcTEo paboTaeT B
pexne 802.11n, Tak Kak cnewndgmkauma 802110 He nogaepxueast WEF.
Puc. 4-22

e Tun — Bbl moxete BbiGpatb TMn WEP-3awmThl 13 BbinagarwLwero cnucka. 3HavyeHme no
yMorHaHuio ABTomatu4veckas. ABTOMaTU4ecku BblOMpaeTcsa ogvH U3 BapyvaHTOB
ayTeHTudbmkauun: O6wmnm knov v OTKpbITaA cuctemMa B 3aBUCMMOCTU  OT

BO3MOXHOCTEN N 3anpoca 6ecnpoBOgHOM CTaHLMW.

e ®opmar knovya WEP - Bbl  moxete Bbibpate koguposky ASCI  wnn
LWecTHaauaTepuyHbin opmart. LecTHaguaTepuyHbIn popmat noaxoaut aAna nobow
KoMBuHauum wecTHaguatepuyHbix cumsonos (0-9, a-f, A-F) B pamkax 3agaHHOW ANWHbI.
®opmat ASCIl nogxogut ana nwbon KomMOMHaLMKM CMMBOSOB KNnaBmaTypbl B pamMKax

3ajaHHOW ANVHbI.

¢ Knrouy WEP — Buibepute ognH 13 YeTbIpex Krtoden n BBegute BbibpaHHoe Bamun 3HaveHmne
WEP-knioua. Ybeautecb B TOM, YTO [JaHHble 3HaA4YeHUs OAMHAKOBbI AN BceX

6ecnpoBOAHbIX CTaHLUIA CETU.

e Tun knroya — 3gecb MOXHO ykasatb anuHy WEP-kntoua (64-, 128- unu 152-6uTHbIN).

"OTKntoyeHo" o3HavaerT, 4Yto 3anuck ¢ WEP-kntouom sBnsieTca HegencTBUTENBHOMN.

64-6uTHLIN — Bbl MOXxeTe BBecTM 10 WwecTHagUaTepmMyHbiX cCMMBOMOB (Ntobas
kombumHauusa 0-9, a-f, A-F, HyneBon knto4 HegonycTUM) Unu 5 CMMBOSOB B KOANPOBKE
ASCII.

128-6uTHbIN — Bbl MoOXeTe BBecTM 26 LwecTHaguaTePUYHbIX CUMMBOSOB (Ntobasi

kombuHauua 0-9, a-f, A-F, HyneBon kntoy HegonycTum) unu 13 cMMBONOB B KOOUPOBKE
ASCII.

152-6uTHOe — Bbl MOXeTe BBecTuM 32 wWecTHaguaTepuyHbiXx cumBonoB (rntobas
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kombuHauua 0-9, a-f, A-F, HyneBom knoy HegonyctTum) mnu 16 CMMBOMNOB B KOOUPOBKE

ASCIL.

& MpumeyaHue:
Ecnn Bbl He ycTaHOBMAM KNtoY, TO pyHKUMS BecnpoBogHOW 3awwuTbl OyOeT OTKIHYeEHa,

aaxe ecnu Bbl BbiOpanu B kadecTBe Tuna ayteHTUdmkauum OGLMA KoY.

4.6.3 Punbrpaumsa MAC-agpecoB

Beibpas BecnpoBogHom pexum - Punsrpauns MAC-agpecoB, Bbl CMOXETE KOHTPONUpPOBaTb
B6ecnpoBogHoM JOCTYN, HacTpous yHKUuo dmnisTpauum no MAC-agpecam (Puc. 4-23).

DuneTpaumA no MAC-agpecam: OTkn4eHa

Mpasuna cpuneTpaunmn
@' 3anpeTHTe CTAHUMAM, YKA3aHHEIM BO BKMKYEHHBIX 3aNWCAX, NoNy4aTe QOCTyN.

C‘ FazpewnTs CTAHUWMAM, YKA3aHHEIM BO BKNIOYEHHEIX 3aNKCAX, NONYYaTe OOCTyN.

D MAC-agpec CocToAHne OnucaHne PepaktupoBate

[ noGasuts Hosyio |

Puc. 4-23 dunbtpaums MAC-agpecos

YTtobbl akTMBUpPOBaTb PyHKLMIO, He06Xx0aMMO BbiOpaTh BknounTb. Mo ymonyaHuio, yctaHOBNEHO
3HayeHne OTKNKo4YeHa.

> MAC-agpec - MAC-agpec 6ecnpoBOgHON CTaHLUMMW.
> CocTtosiHue - CocTosiHue gaHHon 3anucu, nmbo Bknro4veHa, nnoo OTKkno4veHa.
> OnucaHwme - [1lpocToe onucaHne gaHHoM 6ecrnpoBOgHOM CTaHLUMMW.

Ytobbl Oob6aBuTb HOBYO 3anucb, HaxmuTe KHONKy [lo6aBMTb HOBYH... OTKpOETCA OKHO

Job6aBneHne wnn BHeceHme W3ameHeHun B 3anucb BecnpoBogHon ®dunsrpauum no

MAC-apgpecam (Puc. 4-24):
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MAC-agpec:
Onucaxue:

CoCTORHME: Brnrouena -

| Coxpanuts | | Hasan |

Puc. 4-24 [JobaeneHne nnn BHeceHne NameHeHnnn B 3anncb becnpoBogHon dunsrpaumm no

MAC-agpecam

Y100bI po06GaBMTL MU U3MeHUTb 3anucb cdunbTpaumn no MAC-agpecam, cnepyute

npeAacTaBfieHHbIM HNXe UHCTPYKUUAM:

1. Beeante cootBetcTBytowmn MAC-agpec B none MAC-agpec. dopmatr MAC-agpeca
cnegyrowmn: XX-XX-XX-XX-XX-XX (rge X npeacrtaesngaet cobon noboe wecTHaauTepnyHoe
uncno). Hanpumep, 00-0A-EB-B0-00-0B.

2. Beegute onucaHune 6ecnpoBogHoi cTaHumu B none OnucaHme. Hanpumep, becnpoeogHas

cTaHumsa A.

3. B none CocrosiHue wu3 BbiNagaroLEro crmcka Bbl6epMTe 3HayeHne BknroyeHo wnu

OTKnoYeHo.
4. Haxmute kHonky CoxpaHUTb A8 COXpaHEHWst AaHHON 3anncu.
Onsa u3ameHeHUA unu yganeHus cyLecTBylOLEeN 3annucu:

1. Bblbepute 3anuce u HaxmuTe KHOMKy PepaktupoBatb. YTo0Obl yganuTb 3anuchb,

BOCMOMb3yNTECh KHOMKON YAaanuTb.
2. BHecute HeobOxoaMMble UBMEHEHUS.

3. Haxmwute kHonky CoxpaHuUTb A5 COXpaHEeHUs HaCTPOEK.

Haxas kHonky BknounTb Bce, Bbl cAenaeTte Bce 3anncu akTMBHbLIMM.
Haxag kHonky OTKMYUTL BCe, Bbl cAenaeTe BCe 3anncu HeakTUBHBIMU.
HaxaB kHoOMky YaanuTb Bce, Bbl yaanute BCe 3anucu.

Haxas kHonky Cneagyiowias, Bol NnepengeTe B CreayoLee okHo.

Haxas kHonky Mpepblaywasn, Bbl BEpHeTECH B NpeablayLiee OKHO.

Hanpumep: Bbl xoTuTe npegoctaBuTb AOCTYN K MapLUpyTM3aTopy TONbKO Ans 6ecnpoBOgHON
ctaHumm A ¢ MAC-agpecom 00-OA-EB-B0-00-0B n 6ecnposogHoin ctaHuun B ¢ MAC-agpecom
00-0A-EB-00-07-5F 1 3anpetnTb A0OCTyn K MapLlpyTtusaTopy BceM npoymMm 6ecrnpoBogHbIM
ctaHuuam. [ina atoro B okHe dunbtpaunsa MAC-agpecoB Heobxoanmo caenatb cneytoLlee:

1. HaxaTtb kHoMnKy BknouunTb, 4TOObI akTUBUPOBaTbL OYHKLNIO.
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2. Bbl6epVITe none “Paspemm’b CTaHUMAM, yKa3aHHbIM BO BKIMHOYEHHbIX 3anncdx, nony4yarb

poctyn” ansa MpaBun ¢mnbTpaumn.

3. YpganuTe nnu OTKNoYMTE BCE 3anucy (€Crivm TakoBble MMEeKTCSH).

4. HaxmwuTte kHOnKy lo6aBUTL HOBYHO...
1) B none MAC-agpec Beeaute MAC-agpec 00-0A-EB-B0-00-0B/00-0A-EB-00-07-5F.
2) B none OnucaHue ykaxute 6ecnpoBoHyto ctaHuuo A/B.
3) B none CoctosiHue 13 BbinagaroLlero cnucka sbibepute 3HadyeHue BknroyeHo.
4) Haxmnte CoxpaHuUTb.
5) Haxmute Hasag.

MpaBuna unbTpauum OOMKHbI BbIFMSAET Creayowmnm o6pasom:

Mpaeuna punNbTPaLKUK
C‘ 33I‘I|JET1-1Tb CTAHUMWAM, YE333HHEIM BO BENMKDYEHHLIX 3aNWCAY, NONY4aTe O0CTYN.

(}:‘ FaapewnTs CTAHUWAM, YK33aHHbIM BO BKMKYEHHEIX 3aMNWCAX, MONYYaTe OOCTYN.

D MAC-agpec CocToAHne Onucanne PepaktupoBatb
1 00-0A-EB-B0O-00-0B BrrdeHa CTAHLMWHD A Pepaktvpoeats ¥Oanurs
2 00-0A-EB-00-07-5F BrriodeHa cTaHumo B PenaktupoBats Yaanuis

4.6.4 PaclumpeHHble HaCTPOMUKHN

Bbibpae BecnpoBogHOW pexum - PacliupeHHble HACTPOWMKMW, Bbl MOXETe HacTpoUTb

pacLUMpeHHbIe HACTPOMKM 6ecrnpoBOgHOM CETU.

Pexnm paboTel: Bricokan b
WHTepBan Manka: 100 (40-1000)
Mopor RTS: 2346 (256-2345)
Mopor dparMeHTaLmm: (256-2346)
WuTepean DTIM: 1 (1-255)

AkTvenposate WM
AKTMBMPOBATE Short Gl (KOpOTKMA 33WNTHEIR MHTEpBAN)

[] Axtwenposate AP Isolation (M30nAuWA Toukk gocTyna)

CoXpaHUTE

Puc. 4-25 PaclumpeHHble HaCTPONKK
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Pexnm paboTbl — 30ecb Bbl MOXETe YCTAHOBUTb MOLLHOCTb Mepefalolliero curHana
maplupytnsaTopa. Mcxoga u3 Bawmx noTpeBGHocTel, Bbl MoOXeTe BblOpaTb BbicokuiA,
CpeaHuit M Huskuii ypoBeHb MOLLHOCTU Mepegadn. PekomeHayeTcs Mcnonb3oBaTb

Bbicokui YPOBEHb; OH YCTAHOBJIEH MO YMOJ14aHUIO.

MHtepBan mMasika — CurHanbHbIMM NakeTamyM HasblBAlOTCS  NaKeTbl, KOTOpble
MapLpyTnsaTtop HanpasnseT Ans  CuHXpoHusaummn 6GecnpoBogHon cetu. WHTepsan
CWUrHanbHOrO nakeTa onpefensieT BPEMEHHOW WHTepBan OTNpPaBKWM CUTHaNbHbIX MaKETOB.
Bbl MOXeTe BbICTaBUTb 3HavYeHus B nHTepaane 40-1000 munucekyHa. 1o ymonyaHuio ctouT
100.

Mopor RTS — 3gecb Bbl MOXeTe ycTaHoBUTL nopor RTS (3anpoc rotoBHocT). Ecnu naket
fonbLue pa3mepa, ycTaHoBreHHoro noporom RTS |, To mapLlupytmusatop 6yaeT HanpaensaTb
6noku RTS Ha onpefenéHHyo NpUHMMaloLLYH0 CTaHLMIO U COrnacoBbliBaTk OTNpaBky 6110koB

AaHHbIX. [1o ymonyaHuio ycTaHOBNEHO 3HayveHue 2346.

Mopor ¢parmeHTauum - [laHHaa BenuuuHa npeactaBnsgeT cobon MakcMmarnbHbIA pa3mep,
nocrne KOTOporo nakeTtbl OyayT noasepraTbCca dparMeHTauun. YCTaHOBMEHUEe CIULLKOM
HW3KOro nopora dparmMeHTaLn MOXeT MPUBECTU K CHIDKEHWUIO MPOU3BOAUTENLHOCTU CETU
n3-3a M3BLITOYHOrO KonMyecTBa nakeToB. B kavyecTBe pekoMEHOOBaHHOW BENUYMHLI

npegnaraetcs 2346; AaHHas BENWYMHA YCTAHOBSIEHA NO YMOMYaHuo.

UutepBan DTIM - [JaHHas BenuuuHa onpegensieT uHtepBan otnpaBku CoobueHns o
Hoctake Tpadwmka (DTIM). Tlone DTIM saBnsetca nonem obpaTHOro oTcyeTa,
VNHPOPMUPYIOLLIUM KIMEHTOB cnepgywowiero OKHa ans npocnyLwmnBaHms
LUMPOKOBELLATENbHbIX NN MHOroagpecHbIX cooblieHnin. Koraa mapLluipytmnsatop coxpaHseT
B Oydep wmpokoBelwaTesnbHble UM MHOroagpecHble coobLeHnst s acCoLMMPOBaHHbIX
KNueHToB, OH oTnpasnseT cregyowee DTIM co 3HavyeHnem mHTepsana DTIM. Bbl moxeTe
BbICTaBUTb 3HadeHue B AnanasoHe mexay 1-255 uHtepBanamu curHanbHoro naketa. 1o
YMOSYaHUIO YCTaHOBMEHO 3HadeHue 1, 4Tto o3HayaeT, 4yto wuHTepsan DTIM paseH

l/IHTepBany OoTnpaBKK CUTHaNbHOro nakeTa.

AxktuBupoBatb WMM - OyHkums WMM obecneuvBaeT nepBooOYepenHy0 OTNpaBKy
COOOLLEHMI C BbICOKAM MpuopuTeToM. HacTosaTenbHO pPEKOMEHAYETCS BKMOYUTL LaAHHYIO

P YHKUMIO.

AxTnBupoBaTtb Short Gl — [JaHHas pyHKLMA Takke pekOMeHA0BaHa, MOCKONbKY No3BongdeT
YyBENUYUTL MPOMNYCKHYKD CMNOCOBHOCTL 38 CHET CHWXKEHMs ANUTENbHOCTU  MOMoChI

pacunbTPOBKM.
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> AxktuBumpoBatb AP Isolation — [laHHasg dyHKumna nossongeT nsonuposatb 6ecnpoBoaHbie
CTaHuum cetun apyr oT gpyra. B atom cnyvae 6GecnpoBogHble ycTponcTBa OyayT
B3aMMOOEeNCcTBOBaTbL C MapLUPYTM3aTOPOM M HE CMOTYT B3aMOLENCTBOBATL APYr C OPYrOM.
YTtobbl akTmBMpoBaTb OYHKLMUIO M30MALMM TOYKM AOCTyrna, OTMETbTE COOTBETCTBYHOLLYIO

A4enky. o ymonyaHuio gaHHast oyHKLKUSA OTKNYeHa.

& MpumeyaHne:

Ecnn napameTpbl HacTpoek Ha AaHHOW CTpaHULEe BaM He 3HaKOMbl, HaCTOATENbHO
peKOMeHOYEeTCsl OCTaBUTb 3HAYEHWS!, YyCTAHOBMEHHbIE MO YMOMYaHU0, NOCKONbKY HEBEPHAS
yCTaHOBKA NapamMeTpPOB MOXET NMPUBECTU K CHUKEHWIO NPOU3BOANTENBHOCTU GECNPOBOAHON

CceTn.

4.6.5 CrtaTtuctuka 6ecnpoBoAHOro pexuma

Boibpas BecnpoBogHon pexum - CrtatucTtuka OGecrnpoBOAHOINO peXxuma, Bbl MOXETE
npocMmoTpetb WHpopmaumo no MAC-agpecy, TekywemMy COCTOSIHUIO, MOMAYyYEeHHbIM U

OTMNpaBneHHbIM NakeTam 4SS Kaaou NoagKIYeHHON 6eCnpoBOAHON CTaHLUMN.

Yncno NogknYeHHEIX B HACTOAWEe:e BPeMA DECNPOBOOHEIX CTAHLMA: 1 | ObHosate |
D MAC-agpec Tekywee coctoAHMe  [lakeToe npunATo  [laketoe oTnpaeneHo  HacTpoute
1 90-FG6-52-E5-90-69 STA-ASSOC 7149 5924 | 3anpetnTs
Mpeabaywas CneayoLlas

Puc. 4-26 Cratuctnka 6ecnpoBoOgHOro pexxuma
> MAC-agpec — MAC-agpec nogkrno4yeHHon 6ecnpoBOAHOM CTaHLUK

> TeKyuwee coctosiHue — Pabo4yee cocTosiHMe NOAKMOYEHHON 6eCcCnpoBO4HON CTaHUMKN, OANH
n3 sapmaHtoB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/WPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTkno4yeHo

» MaketoB NPUHATO — KonnyecTtBO nakeTos, NoNy4YeHHbIX NOAKMOYEHHON 6eCI'IpOBO,EI,HOl7I

cTaHumen

> [TaketoB oTnpaBneHo - KonvyecTBO NakeToB, OTNpaBfeHHbIX MOLKMIHYEHHON

©ecnpoBogHON CTaHUMEN

Bbl He MOXeTe BHOCUTb W3MEHEHWS B JaHHbIe, npeactaBlieHHble B JAaHHOM OKHe. YT006bI

0BHOBUTb MHPOPMALMIO B OKHE, HaXXMUTE KHONKY OBOHOBUT.
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Ecnn konmyecTBO NOAKMOYEHHbIX 6ECnpoBOAHbIX CTaHLUMIA B CNUCKE BbIXOAMT 3a Npeaensl
OLHOWN CTpaHuLbl, HAXXMUTE KHOMKY Crnegyrowas, 4Tobbl NepenTn Ha cnefyrLlyo cTpaHuly, 1

HaxxmuTe kHomnky Mpeablaywasn, YTobbl NepenT Ha NPeAbIAYLL Y0 CTPaHuLy.

& lMpumeuaHue:
OTa cTpaHuua 06HOBNSIETCA aBTOMAaTUYECKUN Kaxable 5 CeKyHa,.

4.7 DHCP

DHCP

- Hactpoikn DHCP

- Cnucok knuedtoe DHCP

- PezepBHpoBaHHe agpecoB
Puc. 4-27 Menio DHCP

B meHtio DHCP cogepxatca Tpu nogmeHto (Puc. 4-27) — Hactponku DHCP, Cnucok knmeHTOB

DHCP v Pe3sepBupoBaHue agpecoB. BoibepuTe 0gHO M3 HUX ANA HAaCTPOMKM COOTBETCTBYIOLLEN

yHKLMN.

4.7.1 Hactpowku DHCP

Bei6pas DHCP - Hactpoinku DHCP, Bbl MOXeTe HacTpounTb napameTpbl pabotsl DHCP-cepsepa
(Puc. 4-28). Mo ymonuyaHmio mapupyTtusatop gewncrtesyeTr kak DHCP-cepsep (DHCP - sto
NPOTOKON AUHaMMNYeCcKon KOHuUrypaumnm ceTeBoro yana) u obecnevmsaeTt koHdurypauyuo TCP/IP

Ona BCcex NOAKNKYEHHbIX K HEMY KOMMNbOTEPOB nokanbHom ceTu.

Hactoikn DHCP

DHCP-cepeep: ) OTEMiounTE (%) BKMIOUMTE

HavansHeii IP-anpec: 192 168.0.100
KoHeyHbi IP-agpec: 192 168.0.199

Cpok OeAcCTEMA anpeca: MUHYTEI (1~2880 MWUHYT, 3HaYeHWe N0 yMondaHuo 120)

OCHOBHOM WNH3: 192 168.0.1 (Heo@AaaTensHaA HacTpolka)

OOMEH NO YMOMHaAHKMHD: (HeoGA3aTenNsHaA HACTPORKA)
Mepeu4HbIA DNS: 0000 (HeoGA3aTenNsHaA HACTPORKA)

BropiyHbii DNS: 0.000 (HeobBA3aTenkHaA HacTpolKa)

CoxXpaHuTe

Puc. 4-28 Hactpoiikn DHCP

Nl

> DHCP-cepBep — Bknountb nnu OTKNOYMTL cepBep. Ecnv Bbl XOTUTE OTKMNOYUTL €ro, B

BaLlen cetn formkeH 6biTb Apyron DHCP-cepsep, B NpOTMBHOM criyyae Bbl OMXKHbI bynete
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ykasaTtb |IP-agpec koMnbloTepa BPYYHYIO.

> HavanbHbI IP-agpec — Ykaxute IP-agpec, ¢ kotoporo DHCP-cepsep 6yneT npucsaveaThb

IP-agpeca. No ymonyaHuto ato 192.168.0.100

> KoHeuyHbIn IP-agpec — Ykaxute KoHeuHblh [P-agpec pamanasoHa, WCMONb3yemMoro
DHCP-cepsepom npu npuceoeHumn IP-agpecos. Mo ymMonyaHuMio ucCnonb3yeTcs 3HadeHue
192.168.0.199

> Cpok gencTBuMA agpeca — OTO MNPOMEXYTOK BPEMEHMW, B TEYEHWE KOTOPOro CETeBOW
nonb3oBartenb  MOXET MNOAKMYaTbCA K MaplipytmsaTopy, MWCMoNnb3ys  TeKyLun
anHamudeckni IP-agpec. Cpok genctBus agpeca ykasblBaeTcsl B MMHyTax. [1o0 ncredeHmm
JaHHOro nepuoa nonb3oBaTernto aBToMaruyecku GyaeT MPUCBOEH HOBbLIA OUHAMUYECKUN
IP-agpec. 3HayeHne nexuT B npegenax ot 1~2880 muHyT. 3HadyeHne no ymonyaHuio 120

MUHYT.

> OcHoBHou wnto3 - (HeobssatenbHoe none) lMNpegnaraetca ykasatb IP-agpec LAN-nopTta

MapLlpyTuaatopa. 3HavyeHue no ymonyaxumio 192.168.0.1.

> [omeH no ymonyaHuto - (HeobasarenbHoe none) 34eCb MOXHO yKkasaTb JOMEHHOe UMS

[Ons Ballen ceTu.

»> [lepBuyHbin DNS - (HeobsasatenbHoe none) 3gecb MOXHO ykasaTb IP-agpec
DNS-cepBepa, nonyyeHHbIin OT nocTtaBwmka MHTepHeT-ycnyr. Minu obpatntecb kK CBOEMY

NOCTaBLUMKY VIHTEPHET-YCRYr U YTOYHUTE 3TN JaHHbIE.

> BropuuHbim DNS - (HeobsasatenbHoe none) 3gecb MOXHO ykasaTtb IP-agpec gpyroro

DNS-cepBepa, ecnu Bbl NONy4nUnun oT noctasLumka IHTepHeT-ycnyr agpeca ABYX CEepBEPOB.

& MpumeyaHue:

Onsa ncnonb3oBaHua dyHkumm DHCP-cepBepa Heob6xoomMMo Ansg BCEX KOMMbIOTEPOB NOKarbHOM
cetun BbIbpaTth pexum "MonyyunTs IP-agpec asTomatnyecku".

4.7.2 Cnucok knueHtoB DHCP
Bbibpas DHCP - Cnucok knueHtoB DHCP, Bbl MOXeTe npocmatpuBaTb MHGOPMAaLMIO MO

Bcem DHCP-knueHtam mapwpytusartopa (Puc. 4-29).

I WmA knwenTa MAC-agpec HashaueHHsIl IP-agpec Cpok geicTen agpeaca

1 tplink16461 50-E5-49-C8-E2-7A 192.168.0.100 01:01:12

OBHOBNTE

Puc. 4-29 Cnuncok knneHtos DHCP
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> ID — nnpekc DHCP knueHTa.

> Wma knuenTta — uma DHCP-knveHTa

> MAC-agpec — MAC-agpec DHCP-knneHTa

»> HasHauyeHHbIN IP-agpec - [IpucBoOeHHbI MapLipyTusaTopom IP-agpec DHCP-knueHTa

> Cpok peunctBuAa agpeca - Cpok gewncteus agpeca DHCP-knueHTa. lNMocne ucteyeHns
cpoka OeWcTBMS MOMb30BaTeNio aBTOMaTMYECKM MPUCBaMBaEeTCsl HOBbIA AMHAMWUYECKUI

IP-agpec.

YKasaHHble Bbllle 3Ha4YeHUs He Moryt ObITb N3MEHEHbI B 9TOM OKHE. YTOObI OOHOBUTL CTpaHuuy
n nonyvynTb I/IHC*)OpMaLJ,I/IPO Nno MOAKMNKYEHHbIM Ha [aHHbIA MOMEHT yCTpOIZCTBaM KIMUKHUTE No

kHonke OOHOBUTD.

4.7.3 Pe3epBupoBaHue agpecoB

Boibpas DHCP - PesepBupoBaHMe agpecoB, Bbl MOXETe npocMarpuBate W [06aBnaTb
3ape3epBUpOBaHHbIE agpeca KnneHToB 4epe3 cneaywowee okHo (Puc. 4-30). Korga Bbl
yKasblBaeTe 3ape3epBuUpOBaHHbIv IP-agpec ans KoMnbloTepa fokanbHOM CETU, 3TOT KOMMboTEP
Oynet Bcerga nonyyatb oavH U TOT Xe IP-agpec kaxabii pa3 npu obpaweHnn k DHCP-cepsepy.
3apesepBupoBaHHbIi IP-agpec HYXHO HasHayaTb cepBepaM, TPEOYOLMM NOCTOSHHBIX HACTPOEK

IP-napameTpoB.

1D MAC-agpec 3apezepeupoBanHbIi IP-agpec CocTosHue Pepaktupoeatk

[ nobasutb Hoeyw |

Puc. 4-30 PesepBupoBaHne agpecoB

> MAC-agpec — MAC-agpec komnbikoTepa, Ofsi KOTOPOro Bbl XOTUTE 3ape3epBMpoBaTb

IP-agpec.
> 3apesepBupoBaHHbIN IP-agpec — IP-agpec, 3ape3epBypoBaHHbIA MapLLPYTU3aTOPOM.

> CocTosiHue - CocTosiHMe 3anucu - BknroyeHo nnu OTKNoYeHo.
Y1o06bI 3ape3epBupoBaTh |IP-agpeca HeoGxoauMmMo caenartb crnegytollee:

1. Haxmute kHonky [lo6aBUTb HOBYHO... . [JOMKHO NOSIBUTBCA OKHO, Kak nokasaHo Ha Puc.
4-31.

2. Beegute MAC-agpec (B dopmate XX-XX-XX-XX-XX-XX) n IP-agpec (B OecAaTUYHOM

C*)OpMaTe C pas3genuternbHbIMA TO‘-IKGMI/I) KOMnblOTEPA, AOJ51I4 KOTOPOro Bbl XOTUTE
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3apesepsuposatb IP-agpec.

3. an 3aBepLeHnUn HaXMUTe KHOMKY COXpaHMTb.

AobaBuTE MNH U3MEHNTD 3aNUCh pe3epBEUPOBAHNA agpeca

MAC-agpec: ‘ |

3apesepBUpoBaHHLI IP-anpec: ‘ |

CocrosHme: | Brnounts b |

| Coxpanwts | | Hazaa |

Puc. 4-31 Jo6aBuTb nnm M3amMeHUTb 3anMcb pe3epBUpOBaHUS agpeca

Y106bl UI3MEHUTb UNKN yAannuTb uMerLwyrcs 3anmuchb:

1. Bbibepute 3anucb n HaxmuTe kHoMKy PepakTtupoBatb. Ecnn Bbl x0TUTE yaanuTb 3anuchb,
BOCMOMb3yNTECH KHOMKOW YaanuTb.

2. BHecute HeoOXxoOMMble UBMEHEHMS.

3. Haxmwute kHonky CoxpaHuUTb.

YT00BbI aKTUBUPOBATb/AeaKTMBMPOBATb BCe 3anucu, BOCMONb3yNTECH KHOMKOM
BknounTtb/OTKNIOYUTL BCe.

YTtobbl yaanuTb BCe 3anucu, BOCMOSb3yWTECHh KHOMKOM YaanuTb Bce.
HaxaB kHoMky Crnegywowas, Bbl MNepergete B cCnegylwee OKHO, a, BblbpaB KHOMKY
Mpeabiaywasn, BepHeTeCh B NpeablayLliee OKHO.

4.8 lepeagpecauus

Nepesanpecauws

- BupTyankHule cepeepbl

- Port Triggering

_DMZ
_UPnP

Puc. 4-32 MeHio lNepeagpecauns
B meHio Mepeagpecauun cogepxarcs Yetbipe nogmeHio (Puc. 4-32) — BuptyanbHble cepBepbl,
Port Triggering, DMZ v UPnP. [Ina HacTpPONKN HY>XHOW PYHKLMKN BbIGEprUTE OOHO U3 HUX.
4.8.1 BupTtyanbHble cepBepbl

Boibpas lMepeagpecauusa - BupTyanbHble cepBepbl, Bbl MOXeTe npocmarpmBaTb W
0obaensATh BUPTYarbHblE CEPBEpPLI, Kak NokasaHo Ha Puc. 4-33. BupTtyanbHble cepBepbl MOryT
ObITb MCNONB30BaHbI 41151 HACTPOMKN OBLLMX CEPBUCOB Ballel NoKanbHON ceTu, Takmx kak DNS,
Email n FTP. BupTyanbHbli cepBep onpefensieTcsl Kak CepBUCHbIN MOPT, U BCE 3anpocbl U3
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NHTepHeT Kk aToMy cepBucy 6yayT nepeHanpasneHbl Ha koMnbioTep, 06o3HayeHHbIn IP-agpecom
cepBepa. KomnbioTep, WCNONb3YIOLWNUA BUpTyarnbHbl  cepBep, AOMKeH pacnonaraTb
cTaTtMyecknm unu omkcnpoBaHHbiM IP-agpecom, Tak Kak IP-agpec moxeT MeHATbCS B npouecce
paboTbl pyHKumMn DHCP.

ID  MopT cepBuca BHYTPEHHWIA NOpT IP-Anpec Mpotokon CoctoaHne H3mMeHuTb
1 11130 11120 192.168.0.198 Bce BrnwoveHo PepakTnpoearts ¥O0anuts
[ DodasutbHoeyio.. | [ BrmwowToeece | [ Otkmowwtoeece | [ Ypanutb ce |

Pwuc. 4-33 BuptyarnbHble cepBepsbl

> TopT cepBuca - Konuyectso BHelHWX NOpTOB. Bbl MOXeTe BBECTW NOPT cepsuca unu
AvanasoH noprtoB cepsuca (B dopmatre XXX - YYY, rae XXX HadanbHbId nopt, a YYY

KOHEYHbIN NopT).

> BHYTpPeHHUMN nopT - Homep BHYTPEHHEro CepBMCHOrO NOpTa KOMMbOTEPA, UCMOMb3YIOLLErO
CcepBUCHOE NpunoxeHue. Bl MoXxeTe ocTaBUTL 3TO More NycTbiM, ecn BHYTpeHHUM nopTt

coBnagaet ¢ MopTom cepBuca, Unu ykasarb HoMep nopta, ecnu MopT cepeuca oauH.
> IP-agpec - IP-agpec komnboTepa, Ha KOTOPOM 3anyLLeHo NPUNoXeHne cepemca.

» Mpotokon - NpoTokon, ncnonb3yembln ANd AaHHOro npunoxexus; nuoo TCP, UDP unun
Bce (Bce npotokonsl, nogaepxuBaeMmble MapLupyTnsatopom).
» CocTtosiHue - CocTosiHMe AaHHou 3anucu, BkntoueHo unu OTKNo4YeHo.

> N3meHuUTb - [1Na nameHeHms nnu yaaneHund TeKyLLI,eIZ 3anucu.

[ns HacTponku 3anucu BUPTyarbHOro cepeepa:

1. Haxmute kHonky [lo6aBUTL HOBYHO... . [JOMKHO OTKPbITLCA OKHO, Kak NpefcTaBrieHo Ha
Puc. 4-34.

2. B cnucke CtaHgapTHbIA NOPT cepBuca BbibepuTe CEPBUCHLINA MOPT, KOTOPLIA Bbl XOTUTE
ucrnonb3oBaTtb. Ecrnv B aTOM cnucke oTcyTCTBYET HEOOXOOUMMOE HauMeHOBaHWE, YKaXute

HOMep CepBUCHOro NopTa unu amvanasoH nopTtos B none MopT cepBuca.
B none IP-appec ykaxunte IP-agpec koMmnbloTepa.
YKaxute npoToKor, UCMONb3yeMblin npunoxeHnem. BapuaHTtsl: TCP, UDP nnu Bee.

Bbl6epMTe onuuio BknroyeHo B Boinagatowem cnmcke CoctosiHue.

o g &~ W

HaxmuTe kHonky CoxpaHuTb.
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MopT cepenca: (OC-200 N X))
BHYTpeHHWI nopT: (3, JelcTENTENLHO TONLKO ANA 0OHoro CEepRUCHOTD MOPTE WK OCTAELTE NOME MYCTeIM)

IP-agpec:
NpoTokon: Bce -

COCTORHME: BrnwueHo hd

CTaHpapTHLIA MOpPT ceperca: -Bribepure-- 4
[ COXpaHUTb ] [ Hasag ]

Puc. 4-34 [lo6aBuTb MM M3MEHUTL 3anMCb BUPTYarbHOIO cepBepa

& lMpumeuaHue:

BosmoxHa cuTyauusi, korga Ha BalleM KOMMbIOTEpe UMM cepBepe npeanaraeTcs 6ornee ogHoro
cepsuca. B Takom crniydae BbiGepuTe gpyron cepBuc u BBeguTe TOT xe |IP-agpec onsa gaHHoro

KOMMbtoTEPa Unu cepeepa.

Ona nameHeHus UNU yaaneHus cyllecTBYHOLEN 3anucu cnegyer:

1. B crtonbue WU3meHuTb HaxmuTe PepakTupoBaTb ANA W3MEHeHUd wunu Ypanutb Angd
yoaneHus.

2. Otpepaktnpynte nHopmMaLmio.

3. Haxmwute kHonky CoxpaHuUTb.

YTo6bl BKMHOYNTL/OTKNIOYNTL BCE 3annCK, BOCMONb3ynTeChb KHOMKOW Bknountb BCce/OTKNIOYUTDL

BCe.

HaxmuTe kHoNKy Yaanutb Bce N8 yaaneHus Bcex 3anncen.

Haxmute KHOMKY Cnep,ylou.l,aﬂ, aona nepexoga Ha cneaywulyo CTpaHuly, HaXMUTe KHOMKY
I'Ipep,bl,qyu.laﬂ Ana Bo3BpalleHna Ha npeabiayulyo ctpaHuuy.

& lMpumeuaHue:

Ecnn B kavecTBe cepBMCHOro nopTta BUpPTyanbHOro cepsepa yka3aHo 3HayeHue 80, B OKHe
Be3sonacHocTb - YaaneHHoe ynpaBreHue AOMKHO GbiTb ykasaHo noboe 3HayeHne kpome 80,
Hanpymep 8080. B nNpoTMBHOM cry4ae Mpu OTKIOYEHUM BUPTYaribHOMO cepBepa MOoXeT
BO3HUKHYTb KOHQDSTUKT.

4.8.2 Port Triggering

Bbibpas MNepeappecauums - Port Triggering, Bbl MOXXeTe NpocMaTpmBaTb U BHOCUTb N3MEHEHNS
B okHe Port Triggering (Puc. 4-35). HekoTopble NpunoXeHusl, Kak Hanpumep OHManH-Urpbl,
BUOEOKOHdEepeHUmnn, WHTepHeT-TenepoHns wn  T.4., TpebywT Hanuuua napannenbHbIX
NOAKIHOYEHUA. Takne NpUnoXeHus He MOryT paboTaTb TOMbKO ¢ OAHMM MapLupyTudatopom NAT.

(DyHKLI,I/IFI 3anyckKa noptoB UCMOJ1b3yeTCA, 4yTOObI HEeKOTOpble N3 3TUX I'IpVIJ'IO)KeHVIIZ mMornn pa6OTaTb
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¢ mapuwpytumsatopom NAT.

ID Tpurrep nopt  TpWwrrep npoTokon  BrogAwwe noptel  BXOOAWWA NpOTOKON CocTtoRHre  H3aMeHWTs

| [oBasuTs HoBy . |

Pwuc. 4-35 Port Triggering
Mocrne HacTponkM BCe NPOMCXOAUT creayloLmmM obpasom:

1. ¥Y3en nokanbHOW CeTU co3aaeT MCXOAsLLee MOAKMIOYEHME K BHELLUHEMY Y3My, UCMONb3ys B
KadyecTBe MopTa HasHa4YeHus NopT, HOMep KOTOPOro ykasaH B none Tpurrep nopr.

2. MapuwpyTunsatop genaet 3anmcb 00 3TOM MOAKMOYEHUWN, OTKPbIBAET BXOAALMIA MOPT WK
nopTbl, MPUKPENnSieHHbIe K 3Ton 3anucu B Tabnuue Port Triggering, 1 cBA3bIBaET NX C y3110M
NoKanbHOWM CETH.

3. B cnyyae HeobXoaNMMOCTM BHELUHUN y3esql MOXET NMoAKnw4aTbCA K y3ny nokKanbHOW ceTun
4yepes oauH 13 NopToB, YKa3aHHbIX B Norne Bxopsiwue NOPTbI.

> Tpwurrep nopTt - 3T0 NOPT ANS UcxoasLlero Tpaduka. Mcxoasuiee nogkroyeHme Yepes aToT
NopT aKTMBMPYET AaHHOEe NpaBumo.

» Tpurrep NpoToKon - 3TO MPOTOKOM, UCNOMb3yeMbli noptamu 3anycka. 3HadeHusa: TCP,
UDP vnu Bce (Bce npoToKonbl, NOAAEPKMBAaEMbIE MAPLLPYTU3ATOPOM).

> Bxopgswme nopTbl - 3TO NOPT MUY ANanasoH NOPTOB, UCMOMb3yeMblX YaarneHHOW CUCTEMON
npu OTBETE Ha UCXOQAWMA 3anpoc. 3anpoc Yepe3 OAMH U3 AaHHbIX nopTtoB Oyaer
nepeHanpaeneH Ha KOMMNbIOTEP, akTUBMPOBAaBLLWI AaHHOE NpaBuno. Bel MoxeTe ykasaTb He
bonee 5 rpyn noprtoB (Mnu cekuun noptos). [pynnbl MOPTOB pasgensitoTcs 3Hakom )"
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

> Bxopsawwun nporokon - [1poTokon, ncnonb3yemblin Ans Bxoaswero noprta. BapuaHte: TCP,
UDP unun BCE (Bce npoToKonbl, NOAAEPKMBAEMbIE MAPLLPYTU3aTOPOM).

> CocTosiHue - cocTossHMe 3anuciu. "BknodeHo" 03HavyaeT, YTo 3anncb akTUBHA.
> W3MeHNTb - U3MEHUTb UK yaanuTb CyLEeCTBYIOLL YO 3anuch.

»> OOwue nNPUNOXEHUA - YacTo WUCMOMb3yemble MNPUMNOXEHUS, codepKalnecs B
BblNagatoLem cnvicke B pasgene "Bxoaswmn npotokon”.

Y106bI CO3A4aTbL HOBOE npasuno, Heo6xoAumo.
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Haxmute kHornky [lo6aBUTbL HOBYHO... . [JOMKHO OTKPbITLCA OKHO, Kak NpefcTaBrieHo Ha
Puc. 4-36.

M3 Bbinagatowero cnucka O6wWuMe npunoxeHus Bblibepute obluee NpunoxeHuwe, nocne
yero nons Tpurrep nopT 1 Bxogawmnm nopt GyayT 3anonHeHbl aBTomaTudeckn. Ecnmn B
none OOWME NPUNOXEHUS OTCYTCTBYET HY)KHOE HaMMEHOBaHWe, CreayeT BpY4YHYH
3anonHnTb nons Tpurrep nopT 1 Bxogswme nopThbl.

M3 Bbinagatowero cnucka Tpurrep npoTokon BbiGepuTe NPOTOKOM, UCMONb3yembln Ans
Tpurrep nopra: TCP, UDP, vnn Bce.

W3 Beinagatowero cnucka Bxoaawmm npotokon BeiGepuTe NpoTOKOS, MCNONb3yeMbl As
AnanasoHa Bxogsawmx noptos: TCP, UDP, nnn Bcee.

B none CocTtosiHMe B BbinagatoLeM CMUCKe Bbl6epI/ITe 3HadyeHue BknroyeHo.

YT0bbI COXpaHUTb HOBOE NpaBuI10, HAXMUTE KHOMKY COXpaHVITb.

TpUrrep Nopr:
TpUrrep NpoToKO: Boe =

BxooAuwwe noprsi:

BxoOsumia npoToKor: Bce
CoCToORHWE: BrnwoyeHo v
OGwWmWe NPUNOHeHHH: -Bribepure-- v
| Coxpanuts | [ Hasag |

Puc. 4-36 [JoGaBnTb 1M N3MEHUTb 3anMcb NpoLeaypbl 3anycka nopTos

YTO6bl MU3MEHUTb UMW YAANUTb CYLLECTBYHOLLYIO 3aMUCh:

1.

2.
3.

B cTtonbue WU3meHUTb BbiOepuTe 3anucb W KIMKHUTE MO KHOMKe PepmakTtupoBaTb 4nsi
u3mMeHeHusa 3anucu. Ecnn Bbl XOTUTe yganuTb 3anmucb 3anmcb, BOCMOMNb3YNTECb KHOMKOM
Yoanutb.

OTpenaktnpynTe 3anuco.

HaxmnTte CoxpaHUTb.

Haxas KHOMKY BknrouuTtb Bce, Bbl akTnBupyeTte BCe 3arnuncu

Haxas KHOMKY OTKNO4YMTb BCe, Bbl caenaeTe BCe 3anMch HEaKTUBHBIMM.

HaxaB kHonKy YaanuTb Bce, Bbl yoanute BCe 3anucu.
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& lMpumeuaHue:

I'IpM NOAKIO4YEeHNN 3anyCKka COOTBETCTBYOLWMNE OTKPbITbIE NOPThI 6y,EI,yT 3aKpbIThbl.

2. Kaxpoe npaBuno MOXET UCMONb30BaTbCHA TOMbKO OAHMM Y31IOM JOKarlbHOW CETU 3a pas.
MogkntodeHne 3anycka Opyrnx y3rnoB foKanbHOW ceTn ByaeT 3anpeLyeHo.

3. 3HaueHus, YKa3aHHbIe B none Bxopgsawmue MOPTbI, HE OOJXHbI HaKNnaabiBaTbCA.

4.8.3 DMZ

BbibpaB Mepeapgpecauunsa - DMZ, Bbl MOXeTe NnpocMaTpmBaTh M HacTpanmBaTb NapameTpbl y3na
DMZ (Puc. 4-37). ®yHkuns DMZ nossonseT cos3gaBaTb OCOObI CETEBOW CErmMeHT Ang yana
nokanbHOW ceTn, obpawawweroca K TakuM VHTepHeT-pecypcaM KakK OHMamH-urpbl  Unn
BngeokoHdepeHumnu. MNMpu aTOM MapLLpyTU3aTop nepeagpecyeT NakeTbl BCEX CEPBUCOB Ha y3er
DMZ. Y komnbloTepa, HasHadeHHOro B kadvectse y3na DMZ, dyHkuma knmeHT DHCP pomkHa
ObITb OTKIIOYEHA, @ TakKe emMy AOormkeH ObITb MPUCBOEH HOBbLIVM cTatnyeckuin IP-agpec, Tak Kak

ero IP-agpec MoXeT MeHATbCS Npu ncnonb3osaHnun yHkumm DHCP.

Tekyumees COCTORHWE; ) Benmiounte (%) OTKMIOYUTE.
IP-anpec y3na DMZ: 0.0.0.0
| Coxpanuts |
Pwuc. 4-37 DMZ

Y106bI Ha3HAYUTL KOMNLIOTEP UNN cepBep B kKavyecTBe cepBepa DMZ:
1.  HaxmuTe kHONKy BKnounTb.

2. Beegute IP-agpec komnbloTepa SIOKaNbHOW CETK, KOTOPbIN OyoeT AelcTBOBaTbL B KadecTse

y3na DMZ, B none IP-agpec yana DMZ.

3. HaxmuTte kHonky CoxXpaHuTb.

& MMpumeyaHue:

lMocne ycTaHoOBKM NapameTpoB y3na DMZ, cooTBETCTBYIOLLMIN MEXCETEBOW 3KpaH paboTaTb He
Oyner.

4.8.4 UPnP
Bei6pas Mepeappecauus — UPNP, Bbl cMoXeTe npocmaTpuBatb MHOpMaLMIO MO NPOTOKOMY
UPnP (Universal Plug and Play), kak nokasaHo Ha Puc. 4-38. ®yHKUMS MNO3BOMSAET TaKuUM

YCTPOWCTBaM, Kak KOMMblOTepbl ¢ nogkntoveHmem K IHTepHeT, npu HeobxogumocTun obpalaTbes K
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pecypcaMm nokanbHblIX Y3f0B. YCTpolcTBa C nogaepxkon npotokorna UPnP moryt OGbiTb

aBToMmartn4ecku O6Hapy)KeHbI npunoXxeHnem UPn P-cepsmca NoKkanbHOM ceTu.

Tekywee coctorHre UPnP: BrnwyeHo OTKNHYKUTE

TekywHi cnUcok HacTpoek UPnP

1D OnucaHne NPUNoKeHHA BHeWwHWA nopr Mpotokon  BHyTPeHHWA NopT IP-agpec  COCTORHME

Puc. 4-38 UPnP

> Tekywee coctosiHne UPnP — BknioueHune/BbiknodeHne yHKUMMA NP MOMOLLU KHOMOK

Bkntountb 1 OTKNHOYNUTD.
> Tekywun cnucok HacTtpoek UPnP — 3Ta Tabnuua coaepxuT cneayoLlylo MHopMaumio:

o« Onucanue npunoxeHna — OnucaHue, nNOMYYEHHOE OT MNPUNIOXEHUS, NpU
UPnP-3anpoce.

o  BHewHunn nopt — BHELWHU NOPT, OTKPbIBAEMbIN MApPLLPYTU3aTOPOM A5 NPUSTOXKEHNS.

« MpoTokon — Tun npoTokona, KOTOPbIN MapLIPYTU3aTOP OTKPLIBAET AN NPUITOXKEHUS.

o  BHyTpeHHuN nopT — BHyTpeHHMI MOpPT, KOTOPbIM MapLlpyTM3aTop OTKpbIBaeT And
NoKanbHOro yana

« IP-agpec — IP-agpec yctponcTBa ¢ nogaep»xkon npotokona UPnP, kotopoe B AaHHbIN
MOMEHT obpallaeTcs K MmapLLIpyTu3aTopy.

« CocrtosiHue — B 3TOoM none oTobpaxaeTcsas WHOPMaUUA MO COCTOAHWUIO nopTa.
3HayeHune “Bkn.” o3HavaeT, YTO NOPT BCe elle akTMBeH. B npoTtmBHOM cnyyae nopt

HeaKTUBEH.

KnukHute no kHornke OBHOBUTL, YTOObI 06HOBUTL Tekywwmn cnmucok HacTpoek UPNP.

4.9 Be3onacHoOCTb

besonacHoCTb

- HacTpoikK 632080 3ANWTLI

- PacumpeHbie HaCTPOMKHN 33Tl

- NokanLHoe ynpaenesme

- ¥YnanesHoe ynpaenexme

Pwuc. 4-39 Mento BesonacHocTb
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MeHio Be3onacHoCTb cogepxuT YeTbipe noameHto (Puc. 4-39) — Hactporku 6a3oBON 3allUTHI,
PacwmpeHHble HacTpPOWKM 3awuThbl, JlokanbHOe ynpaBneHue n YaaneHHoe ynpasrieHue.

[nsa HacTPOWKN HYyXHOW (DYHKLIMM BblOEpuTe COOTBETCTBYIOLLMIA pa3aen.

4.9.1 HacTtpownku 6a3oBo# 3awWwmnThbl

Beibpas BeszonacHocTb — HacTpouku 6a3oBoM 3awuTbl, Bbl MOXETEe BbINOMHUTL 6as3oBble

HacTpownkn 6esonacHocTu (Puc. 4-40).

MexceTeBOW 3KpaH
Mexcetesoin akpaH SPI: (= Brenounte ) BLIKNIOYMTE
VPN
Mponyck tpacuka PPTP: (& Brniounte ) BHIKNIOUWTE
Mponyck Tpadwea L2TP: (&) Brnwounte () BHIKNKOYMTE
MNMponyck Tpaduka IPSec: (& Brnwounte () BHIKNKYWTE
ALG
FTP ALG: (& Brnounte ) BLIKNIOYMTE
TFTP ALG: (& Brmiounte ) BelkmiounTe
H323 ALG: (& Brniounte ) BRIKNKOUMTE
RTSP ALG: (& Beniounte ) BHIKNOYMTE

Puc. 4-40 Hactponkn 6a3oBoi 3alumTbl
> MexceTeBoMn 3akpaH — MexceTeBol akpaH obecneumBaeT 3alnTy ceTu. 34ecb Bbl MOXETE

BKIHOYMTL/BbIKIMIOYMTL MEXCETEBOW 3KpaH MapLupyT13aTopa.

e MexcereBon akpaH SPI - dyHkuma dunbTpauum ¢ ydetom KoHTeHTa (Stateful Packet
Inspection) nomoraeT npegoTBpaTUTb KMbepaTaku, TaKk Kak B TeEYEeHue ceccun
oTcnexuBaeTcs Oonbluee KONMYecTBO napameTpoB. Bo Bpemsi ceccum npousBoamTcs
npoesepka Tpadmka Ha cooTBeTCTBME npoTokony. [lpn 3aBOACKUX HACTpoOMKax
MEXCETEBOW 3KpaH BKtOYeH. Ecnm Bbl xoTuTe, 4TOObI BCE KOMMbLKOTEPLI JIOKANbHOM
ceTn pacnonaranu BO3MOXHOCTbO 0OMeHMBaTbCA UHAPOPMAaUMEN C BHELLHUM MUPOM,

Bbl MOXeTe OTKIMI4YUTb ero.
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> VPN - oOyHkumna Mponyck tpadmka VPN pgomkHa ObiTb BKMAOYEHA, €Cnu Bbl XOTUTE
paspelwwmnTb co3gaHne VPN-TyHHenel cornacHo npotokonam IPSec, PPTP unu L2TP gns

NPOXOXOEHNS MEXCETEeBOro aKpaHa MapLupyTmusaTopa.

e [ponyck Tpacdwmka PPTP - TexHonorms [Mponyck Ttpacdwuka PPTP (TyHHenbHbIN
MPOTOKON TUMa TOYKa-To4ka) MO3BONSET co3gaBaTb crneuuanbHble TyHHenu B IP-ceTw.

UTobbl paspelumnTb co3gaHne Takmx TyHHenen, Boibepute BknounTb.

e [ponyck Tpadcdumka L2TP - [poTokon L2TP - aT0 MmeToq co3gaHNsA ceccumn ToYKa-TouKa
yepe3 WHTepHeT Ha ypOBHE BTOPOro cnod. Ytobbl paspelwunTb MpPoOXoXaeHue

L2TP-TyHHenen yepe3 MapLupyTm3aTop, BoibepuTe BknounTb.

e [Mponyck Tpadmka IPSec - NMpoTokon IPSec - 310 Habop NnpoTokonoB A5t obecneyveHns
3aWmMThl daHHbIX, NepegaBaeMbiXx MO ceTam Ha 6Gase npotokona IP, nocpeactBom
NPUMEHEHNST  anropuTMOB  WwKndpoBaHMs. YToObl  paspewnTb  NPOXOXAeHue
IPSec-TyHHenen YyepeamapLupyTmsaTop, Boibepute BknrounTb.

> ALG - PekomeHOyeTCa BKMOUUTL LUNKO3 YpoBHA npunoxeHus (ALG), T.k. ata dyHKUus
paspeluaeT YCTaHOBKY HacTpamBaeMbix o06xoaHbix NAT-GunbTPOB B LWIO3€ C LESbo
noaaepxkn npeobpasoBaHUs agpecoB U MOPTOB AMfS HEKOTOPbIX MPOTOKOMOB YPOBHS

NPUNOXeHnsa Tuna "KoHTporb/gaHHble", kak Hanpumep FTP, TFTP, H323 n T.4.
e FTP ALG - Yto6bl paspewmnts FTP-knueHTam n cepeepam nepefasBaTb AaHHbIe Yepes
NAT, Bbibepute BknounTb.

e TFTP ALG - Yt06bl paspewunts TFTP-knneHTam M cepBepam nepedaBaTb [LaHHble
yepes NAT, BbibepuTe BknounTb.

e H323 ALG - 4t00bl paspewntb knuveHTam Microsoft NetMeeting obmeHuBaTbes
AaHHbIMK Yyepe3 NAT, Bbibepute BknounTs.

e RTSP ALG - Yt0o0bl N03BONUTL KNUEHTaM Meaua-nneepa CBA3blBaTbCA C HEKOTOPbIMM
cepsepamum NOTOKOBLIX Meana-aaHHbIx Yyepe3 NAT, Haxxmute BrnounTb.

Haxmute kHonky CoxpaHuUTb, YTOObI COXpaHUTb HAaCTPOMKMN.

4.9.2 PaclumpeHHble HaCTPOWKM 3aunThbl

Bribpas BesonacHocTb — PacluimMpeHHble HacTPOWKM 3aliuUTbl, Bbl CMOXETE 3alUTUTb
MapLupyTmMsaTop oT Takux atak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak noka3aHo Ha
Puc. 4-41.
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WHTEepBEaNn NakeToB CTATHCTHEM (5 ~ 60): 10 | CEKYHO

Jawwra ot DoS-arak: & OTenounTe () BENIOUKTE

BrnwoywTe GuneTpaumo ot atak ICMP-FLOCD

Mopor naketos ICMP-FLOOD {5 ~ 3600): nakeToB/cek

BrnwoywTe GuneTpaum UDP-FLOOD

Mopor naketoe UDP-FLOOD (5 ~ 3600): nakeToe/CRE

BKMIOYATE BUNLTpaUMID oT atak TCP-SYN-FLOOD

Mopor naketog TCP-SYN-FLOOD (5 ~ 3600): NakeToORICEK

rHopupoeate Ping-nakeTel oT nopta WAN

JanpetuTe Ping-nakeTel oT nopTa LAN

| Coxpaunts | | CNUCOK 3a0N0KMPOBaHHbIX DOS-y3nos |

Puc. 4-41 PacwmpeHHble HaCTPONKN 3aLunTbl

» WHTepBan naketoB ctatucTukm (5~60) - 3HaueHre no ymonyaHuio 10. M3 BeinagaroLLero
cnucka Heobxoammo BblbpaTh 3HadeHue ot 5 o 60 cekyHa. [JaHHOe 3HayeHue onpedenseT
WHTEepBan Mexay naketamm CTaTUCTUKW. [laHHble CTaTUCTMKU MUCMOMb3YITCA ANA aHanusa
dpyHkumamn SYN Flood, UDP Flood 1 ICMP-Flood.

» 3awwmTta ot DoS-atak - BkntoueHne/BbiknioueHne dyHKummn 3awmTel ot DoS-atak. OyHKuns

Flood Filters 6ynet pabotaTb, TONbKO ecnv AaHHas YHKLMSA BKOYEHa.

& MMpumeyaHue:

OyHkuma 3awmTtbl oT DoS-atak Gyget pabotaTb TONbKO B TOM cnydae, korga qyHKuums

CtaTtuctuka BknoyeHa (CucteMHbIe MHCTPYMEHTbI - CTaTUCTUKA).

» Bknwountb cunsrpaumto ot atak ICMP-FLOOD - BkniouyeHve/BbiknodeHve unstpanmm
ICMP-FLOOD arak.

» Mopor naketoB ICMP-FLOOD (5~3600) — 3HayeHue no ymonyaHuio 50. YkaxuTe 3HavyeHue
B npegenax 5 ~ 3600. Ecnn Tekyliee 3Ha4yeHWEe HWXKEe YCTAHOBMEHHOro, MapLupyTusaTop

HeMeaIeEHHO akTUBMPYET PYHKLMIO BOKMPOBKY.
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» Bknmwountb d¢unbrpauyuo UDP-FLOOD - BknioudeHnue/BoiknovyeHne  unbtpaumm
UDP-FLOOD.

> Mopor naketoB UDP-FLOOD (5~3600) - 3HayeHue no ymonyanuto 500. YkaxuTe 3Ha4yeHmne
B npegenax 5 ~ 3600. Ecnu Tekyllee 3Ha4YeHMEe HUXKe YCTaHOBIIEHHOro, MapLupyTusaTop

HemeaneHHO akTuBMpyeT OYHKLNIO BIIOKMPOBKU.

> Bknountb dunbTpaumo ot atak TCP-SYN-FLOOD - BknioueHue/BbiknodeHue
dunbtpaumn TCP-SYN-FLOOD arak.

» MNopor naketoB TCP-SYN-FLOOD (5~3600) - 3HauyeHue no ymonuyaHuio 50. YkaxuTte
3HavyeHne B npegenax 5 ~ 3600. Ecnu Tekyuwlee 3Ha4yeHME HWXKE YCTaHOBMEHHOrO,

MapLUpyTU3aTop HEMeATEeHHO aKTMBMPYET (OYHKLNIO BIIOKMPOBKH.

> MWrHopupoBaTtb Ping-naketsl ot nopta WAN - BknioyeHune/BoiknioueHne yHKUMm
urHopmpoBaHua Ping-naketoB ot nopta WAN. lNo ymonyaHutoo yHKUMSa oTkmodeHa. [Npu
BKMOYEHHOW pyHkumMmM Ping-naketam w3 MHTepHeT oTkasbiBaeTca B OOCTyne K

MapLupyTu3aTopy.

» 3anpetutb Ping-naketbl oT nopta LAN - Paspewunts/3anpetuts Ping-naketbl OoT nopta
LAN. Mo ymonyaHuto dyHKUMA oOTKmtodeHa. [py BkAoYeHHOW dyHKUum Ping-naketam
OTKasblBaeTCqd B JOCTyne K mapLlipytu3atopy. PyHKUMS MCNonb3yeTcsd ANs 3aluTbl OT

HEKOTOpPbIX TUMOB BNUPYCOB.
Haxmute KHOMKY COXpaHVITb, 4YTOObI COXpaHuUTb caenaHHble N3MEeHEHUA.

HaxaB «kHomky Cnucok 3abnokupoBaHHbiXx DoS-y3noB, Bbl nepengetre B Tabnuuy
y3noB-ncToyHnkoB DoS-aTak Ansa npoBeaeHns onepauni 61okupoBaHus.
4.9.3 JlokanbHoe ynpaBneHue

BoibpaB Bes3onacHocTtb - JlokanbHOe ynpaBrieHWe, Bbl MOXETEe HacTpouTb npasuna
yrnpaBneHns B OKHe, nNpeacTaBneHHOM Ha Puc. 4-42. OyHKUMA ynpaBneHus nos3sondeT

6noknpoBaTb 4OCTYN KOMMbIOTEPOB NOKArNbHOM CETU K MapLupyTM3aTopy.
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Mpas1na ynpagneHua
(%) Bcem KOMNLKTEPAM NOKANLHOA CETH pa3peweHd A0CTyn K Be0-yTUNNTE MapLWpyTHaaTapa.
() ToNBKD YKA3AHHLIE B CIMCKE KOMMBITEDE! MOTYT NPOW3E0OUTE AOMUHWCTRHPOBAHHE.
MAC 1:
MAC 2.
MAC 3:
MAC 4:

MAC-anpec Ballero KOMNbHTEPA:

COXpaHUTh

Puc. 4-42 JlokanbHoe ynpaeneHne

Mo ymon4yaHuio BbibpaHo Bcem komnbioTepaMm JfoOKanbHOM CeTU pas3peleH A[AoCcTyn K
BeO-yTUNuTe Maplpyrtmusaropa. Ecnuv Bbl XoTUTe pa3peLlmnTb AOCTYN K BEG-YTUNMTE TOMBbKO 4NN
KomnbtoTepoB ¢ onpeaeneHHsiMin MAC-agpecamu, Bbibepute TOnbKO yKa3aHHble B CNMCKe
KOMNbIOTEPblI MOFYT NPOU3BOAUTb aAMWUHUCTPUPOBAHUE N B OTAENbHbLIX MOMSAX YKaXUTe
MAC-agpeca. MAC-agpec pomkeH O6biTb B dopmate XX-XX-XX-XX-XX-XX (roe X - 3T0
LecTHaauaTepuyHoe 4ucro). B atom cnydae TONbko 3TM KOMMbIOTEPLI OyAYyT MMETb AOCTYN K

Beb-yTMnunTe, a ocTanbHbIM KOMMbOTEPAM OOCTYMN K Hen OyaeT 3abnokMpoBaH.
Haxas kHonky lo6aBuTb, Bbl Aob6aBnTe MAC-agpec B yka3aHHbIN CMIMCOK.

YTto6bl COXpaHUTb caenaHHble N3MEeHEeHUs1, BOCNOMNb3yNTeChb KHOMKOVM COXpPaHUTD.

& lMpumeuaHue:

Ecnu Baw komnbioTep 3abnokMpoBaH, a Bbl XOTUTE CHOBA NOMy4uUTb AOCTYMN K MapLLpyTu3aropy,
TO MNPV MOMOLUU WFOMKU HaXMWUTE W yaepxuBawTe B TeveHne 5 cekyHg kHonky C6poc
(WPS/Reset), pacnonoxeHHyto Ha 3agHen naHenu yctponcTtea. B aTom cnyvae maplpytusatop

BEPHETCA K MCXOOAHbIM 3aBOACKUM HaCTpOVIKaM BGG-yTVIJ'IVITbI.

4.9.4 YpaneHHoOe ynpasrneHue

Boibpas Be3onacHocTb - YpaneHHoe ynpaBneHWe, Bbl MOXETE HacTPOUTb YHKLMIO
yOoarneHHoro yrnpaseneHusi, Kak npeactaeBneHo Ha Puc. 4-43. JaHHas dyHKUMA no3BonsieT

ynpaenaTb MapLpyTU3aTtopom Yyepes VHTepHerT.
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IP-anpec yoaneHHoro ynpaeneHmn: 0.0.0.0 (YrawuTe 255.255.255.255 ONA BCEX)

MopT eef-ynpagneHns: a0

| Coxpanuts |

2)

Puc. 4-43 YpaneHHoe ynpaeneHue

Mopt Beb-ynpaBneHna - O6blMHO BebG-6paysepoMm Ana  JocTyna  MCMonb3yeTcs
CTaHOapTHbIN nopT cepBuca HTTP. [Ons ymaneHHOro ynpaBneHus MaplupytusaTtop
ucnonb3yeT nopt HoMmep 80. [Anga 6onbLuert 6e30NacHOCTY Bbl MOXETE 3aMEHUTb 3TOT HOMEP
Ha Opyron, ykasaB ero B COOTBeTCTBYylLleM none. Homep nopta gormkeH 6biTb B Npegenax
oT 1 go 65534, Ho He cnegyeT ykasblBaTb HOMEpP CTaHAAPTHBLIX MOPTOB cepBUca.

IP-apgpec ypaneHHoro ynpaBneHus - Tekylwuin agpec, KoTopbin 6yaeT mcnonb3oBaTbCs
Ans gocTyna K mapuipytmsatopy depe3 UHTepHeT. dyHKuma oTknoyeHa, ecnu IP-agpec
ykasaH kak 0.0.0.0. Ytob6bl BknounTh ee, 3ameHnTe 3HadeHne 0.0.0.0 Ha gencTBUTENbHbLIN
IP-agpec. Ecnn BbiBpaHo 3HayeHne 255.255.255.255, 1o BCce y3nbl 6yayT umeTb JOCTYN K
MapLupyTnsatopy yepes IHTepHeT.

NMpumeyaHue:

[Ons goctyna Kk mapwpyTtusaTtopy Heobxoaumo ykasatbe WAN IP-agpec mapwpytusaTtopa B
agpecHon cTtpoke Internet Explorer wunu Navigator, ucnonb3ysa Ons pasgeneHuss 3Hak
ABoeTounsl, a 3atem Homep nopta. Hanpumep, ecnn WAN-agpec maplupyTtmsaTtopa
202.96.12.8, a Homep nopTa 8080, Heobxoaumo BBecTu B Bpaysepe http://202.96.12.8:8080.

lMocne BBOAMTCA MMSA NoOnb3oBaTens U naporsib, 4yTOObI nony4ynTb OOCTyn Be6-yTVIJ'II/1Te

MapLipyTu3aTopa.

I'Ile 3aMeHe napona cneayeTt ncnonb3oBaTb HaZEeXHbIN naposib.

4.10 PoaounTtenbCKUN KOHTPOIb

BbibpaB meHio PoauTenbCKMM KOHTPOSib, Bbl MOXETE HACTPOUTb (PYHKLMIO POAMTENBCKOro

KOHTpONS, Kak npeactaBneHo Ha Puc. 4-44. [laHHaa yHKUMA MOXeT ObITb MCNONb3oBaHa Ans

KOHTpons goctyna pebeHka Kk VIHTepHeT-pecypcam uUnv Ans orpaHvyeHus 4ocTyna nepcoHana K

ornpenerneHHbIM cantam, a Takke onpegenuTb Bpemst pabotel B ceTu MHTepHeT.
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KomMneoTEps!, HE ABRNAKWWECA KOHTROMWPYIOWKMN U HE YEA3aHHLIE B CNMCKE, He GYOyT MMETL OOCTYN K MHTepHET.

PoouTenbCKuil KOHTPONb: & Oteniounte () BrA0YATE

MAC-agpec KOHTPONUPYHIWErD KoOMNLHTEpa:

MAC-agpec Bawero KoMNeHTEPa: [ CKOMWPOBATL BhIlWE

CoXpaHHTb

ID MAC-agpec Onucaxue canta PacnucaHwne CocroAHne: HameHnTs

[

NoGaBuTh HoBYlD |

Tek Homep |1 % | CTp.

>

Puc. 4-44 PognTenbCKnin KOHTPOIb

Poautenbckuit KoHTponb — YToObl akTMBMpOBaTb (PYHKLMIO, BOCMOMb3yNTECh KHOMKOM

Bknountb. YTo6bl OTKNIOUMTL (DYHKLMIO, BOCNONb3YyNTECH KHOMKON OTKIHOYUTD.

MAC-agpec KOHTponupyrLwero KomnbrTepa - B gaHHOM none Bbl MOXeTe BBECTU
MAC-agpec KOHTpONMpYoLLEero KoMmblOTepa WM WUCNONb30BaTb KHOMKy CkonupoBaTb

Bbllle, KOTOpad pacnosioxxXeHa HMXe.

MAC-agpec Bawero komnbkTepa - B paHHom none otobpaxaerca MAC-agpec
KOMMbOTEPA, C KOTOPOro Ha OaHHbLIA MOMEHT MPOM3BOAUTCS HAacTpPOWKa MapLupyTu3aTopa.
Ecnn MAC-agpec Ballero ceTeBoro agantepa yKe 3aperMctpmpoBaH B cMCTEME, TO MOXETe
HaxaTb KHonky CkonupoBaTb Bbille B norne Ans konupoBaHua MAC-agpeca aToro
ceteBoro apantepa B none MAC-agpeca PoauTtenbCKoro KomnbkoTepa, KOTOpoe

pacnofioXXeHo Bbille.

OnucaHue canta - OnucaHve canToB, paspelUEHHbIX AMS MOCELLEHUS KOHTPONUpyeMbiM

KOMMNbOTEPOM.

PacnucaHune - BpemeHHON OTpe3ok, B TeYEHUEe KOTOPOro KOHTPONMPYEMOMY KOMMbHOTEPY
paspelwéH goctyn B cetb WHTepHeT. [Onsi Gonee petanbHOM wHdoOpMauuwn, 3angute

KoHTponb aoctyna — PacnucaHue.

MN3meHUTb - 3aech Bbl MOXETE penakTupoBaThb Unn yaanAaTtb cyulecTByrouine 3arnmncun.

Ana po6aBneHnsa HOBOW 3anNMcu HeobxoaAuMO:

1.

Haxmute kHonky [lo6aBUTb HOBYHO..., MOCIE YEro NosiBUTCS OKHO kak Ha Puc. 4-45.
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7.

B none MAC-agpec KoHTponmpyemoro komnbtotepa ykaxunte MAC-agpec KOHTponmpyemoro
komnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke M3 BbinagaroLero CNucka MOXHO
BblbpaTb 3HayeHne Bce MAC-agpeca B TEKyLLEN SIOKanNnbHOW CeTu.

YkaxuTe onucaHue (Hanpumep, paspewntb Google) paspelleHHOro cavrta B nosne
OnucaHue cauvTa.

YKaxuTe NornHoe JOMEHHOE UMs calTa Unu KyeBble crioBa OMEHHOIo MMeHN (Hanpumep,
google) B none PaspeweHHoe nmsa canta. Jliobble JOMEHHbIE MMEHa C 3TUMM KIOYEBLIMA
cnosamu (www.google.com, www.google.com.hk) 6yayT paspeLueHsbi.

Bbibepute 13 Bbinagawowero cnucka Bpemsa gencTBus HyxHOe pacnucaHve (Hanpumep,
Pacnucanve_1). Ecnn nogxoadawimx pacnucaHui He OOHapyKeHO, HaXMWUTe KHOMKY
PacnucaHune ans toro, 4toObl NepenTn B OKHO [JONONMHUTENbHbLIE HACTPOMKK pacnucaHns u
co3gaTtb HeobxooMMoe pacnuncaHue.

B none CoctosHue MOXHO Bblbpatb  Bknouutb mnn  OTKNIOYUTb ansa
BKIHOYEHUSA/BbIKNIOYEHUS 3anncu.

Haxmute kHonky CoxpaHuUTb.

Haxmute KHOMKY BknouunTtb Bce OS5 BKITIOYEHUST BCEX npaBwun B Cruncke.

Haxmute KHOMKY OTKNIOYMTbL BCe 151 OTKIIOYEHUST BCEX npaswui B CNucke.

HaxmuTe kKHONKy YaanuTb Bce ANs yoaneHus Bcex 3anucen B tabnuue.

HaxmuTe kHonKky Cneayrowasn Ans nepexoda Ha Cneaylollylo CTpaHuLy, Uu HaXMUTE KHOMKY
Mpeabiaywas 4ns Bo3BpaLleHMs Ha NpeablayLLyio CTpaHULY.
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PacnucaHne geAcTBYeT COMAacHo BREMEHN MapWpRyThaaTopa. Ero aHaveHne mMoxeT GbiTk YCTAHOBNEHD B OKHE "CHCTEMHBIE MHTCRYMEHTE! -= HAcTR oK BpemMern”,

MAC-agpec KOHTPONMHMPYEMOro KOMNBHTEPa:
Bce MAC-agpeca B Tekyllel NoKankHoA CeTi: ~-Bribepute— A4
OnucaHwe caira:

Pa3peweHHoe MMA caiita:

BpemA OeicTBAR: Beerpa hd
Pacnucanne MoxeT ObiTb YCTAHOBNEHO B 0KHE "KOHTP oMb 4OCTYNA -= FAcnucanie

CocrofAHne: Brntounte v

[ CoxpaHuTs ] [ Hasan ]

Puc. 4-45 [Jo6aBnTb 1M U3MEHUTL 3aNUCb POAUTENBCKOIO KOHTPONS

Hanpumep: Ecnu Bbl xoTnTE, 4YTOGLI KOMNBIOTEP pebéHka ¢ MAC-agpecom 00-11-22-33-44-AA
umen ocTyn K www.google.com no BocKpeceHbsiM, a komnbtoTep poautenen ¢ MAC-agpecom
00-11-22-33-44-BB He wuMen HMKakux oOrpaHuyeHun poctyna Boobuwle, TO Bam crneagyeT
NpOM3BECTM HACTPOWKN B COOTBETCTBUM C NPeaCTaBNEHHbIMU HKE UHCTPYKLUNAMU:

1. HaxmuTe NyHKT MeH0 PoanTenbCKUM KOHTPOJIb, PACNOSIOKEHHbIN creBa, AN nepexoaa
Ha cTpaHuuy Hactpoek Poautenbckoro KoHTpons. Haxmnte Bkniountb 1 BBeguTe
MAC-agpec 00-11-22-33-44-BB B none ana MAC-agpeca KOHTpPONupyloLero Komnsotepa.

2. Haxmute KoHTponb goctyna — PacnucaHume cnesa Ans nepexoga Ha CTpaHuLy HacTPONKK
Pacnucanusa. Haxmute kHonky Jlo6aBUTb HOBYH... ANS CO34aHUSA HOBOrO pacnucaHus ¢
Onucannem Pacnucanus Schedule 1, n BbiGepute B kadectBe OHSA BockpeceHbe 1
BpemeHu: Becb geHb - 24 yaca.

3. Haxmute nyHKT MeHio PoauTenbCKUMA KOHTPOSb CrieBa ANd BO3BpaLLEHUA Ha CTpaHuuy
HacTponkn PoguTenbckoro KOHTPOns:

e Haxwmute kHoMKy [lo6aBUTb HOBYHO....

e Beegute 00-11-22-33-44-AA B none MAC-agpec KOHTpONMpyemMoro Komnbtotepa.
e Bepwute Paspewnts Google B none OnucaHue canTa.

e Beegute www.google.com B none PaspeweHHOe uMmA canTa.

e Bbibepute cosgaHHoe Bamun pacnmcaHue Schedule 1 u3 Bbinagawowero cnncka Bpems
AeNCTBUSA.
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B none CocTtosiHme Buibepute BknounTb.
4. Haxmute CoxpaHnUTb 4715 3aBEPLUEHNS] HACTPOWKM.

3aTtem nocne BO3BpaLLEHUS Ha CTpaHULy HacTpoek Poautenbckoro KOHTPONs Bbl yBUAUTE
cnegytowmnn cnmcok.( Puc. 4-46).

ID MAC-agpec Onucadne canta PacnucaHmne CoCcToAHKMe: HameHnTb
1 00-11-22-33-44-A4 Allow Google [MOCTOAHHD Fegaktupoeate ¥0anuts
[ JoGaBUTE HOBYIO... ] [ BrNtoYWTL BLE ] [ OTKNOYKTE BCE ] [ YAanWTb BCE

Puc. 4-46 HacTpoiku poguTenbCKoro KOHTpOors

4.11 KoHTponb gocTtyna

KouTponk goctyna

- Mpaeuno

-¥3en
- Hens

- Pacnucanne

Puc. 4-47 KoHTponb gocryna

B meHto KoHTponb gocTtyna cogepxarcs 4YeTbipe nogmeHto (Puc. 4-47) — NMpasuno, Y3en, LUenb u

Pacnucanue. [1na HacCTPOWMKM HYyKHOM (pyHKUMM BbibepuTe COOTBETCTBYIOLLEE MEHIO.

4.11.1 NMpaBuno

Bbl6paB KOHTpOﬂb Aoctyna - I'Ipanmo, Bbl MOXeTe npocMaTtpuBatb U CcO3daBaTtb Mnpasuna

KOHTpOMs 4OCTYNa, Kak nokasaHo Ha Puc. 4-48.
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[] BrmroywTs ynpaenese KOHTPONEM OOCTyNa K WHTepHer

@UNLTPALKMA MO YMOMTYaHNH
() PazpewnTs NaKeTam, YKazaHHbIM B NONWTHES KOHTPONA AOCTYNA, NPOX0OMTE YEPEe3 MapLpyTH3aTop.

(%) 3anpeTuTe NAKeTaM, YKa3aHHbIM B NONWTUEE KOHTPONA AOCTYNA, NPOXOOMTE YEPES MapLWpYTHIATOR.

COXpaHnTe

ID s npaBuna Yaen Lens PacnucaHwe CocroAHne PefaktupoBaTtb

[ MacTep HacTpokK ]

| Oobaeutb Hosyio.. |

[ MNepeMecTHTE ] D HalD

Tek. Homep | 1 % | CTp.

Puc. 4-48 YnpaBneHue npasmnamm KOHTponsa AocTyna

> BknouuTtb ynpaBrneHue KOHTporiem goctyna k MHTepHeT - [locTaBbTe ranouky, npwu

3TOM Ha4yHeT AeNCTBOBaTb I'Ipanmo (bVIJ'IpraLI,I/IVI, ncnosrnb3dyemoe no ymonyaHuto.

> Wma npaBuna - [aHHOe none COAEpPXWUT UWMS MpaBwua, KOTOpoe [OOMMKHO ObiTb

YHUKalnbHbIMW.

> Y3en - 3pgecb otobGpaxaercs y3en CeTu, B OTHOLUEHUW KOTOPOro AEWCTBYET YyKasaHHoe

npasuso.
> Uenb - Llenb, 3agaHHas COOTBETCTBYOLLUM NPaBUIIOM.
> PacnucaHume - PacnucaHve, 3agaHHoe COOTBETCTBYHOLLMM NPaBUIIOM.

> CocTofilHMe — B 3TOM norne yKa3aH CTaTyC npasuna. BkrnitoueHo (I'IOCTaBJ'IeHa ranqua)
O3Ha4aeT, 4YTO npaBwuIio 6y/:|,eT NPUMEHATBLCA; BbIKITIOYEHO (CHFITa ranqua) — npaBui1io He

NPUMEHAETCA.

> PepakTnpoBaTb - VIamMeHeHne unv yaaneHue CyLlecTBYIOLLEro npasuna.
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

CyuwectByeT ABa cnocoba g4ob6aBuTbL HOBOE NpPaBuUIIo:
MepBbIV cnocob:

1. Haxmute kHonky MacTtep HacTponku. [MosBMTCA criegylolliee OKHO, Kak nokasaHo Ha Puc.
4-49.

Pesmn: IP-agpec v
WmA yana:

IP-agpec B ceTH LAN: -

| Hasan | | Danee |

Puc. 4-49 BbicTpas HacTponka — Co3garb UinmM M3MEHUTb 3anMch Ans y3na

> Pexunm — 3gecb ecTb gBa BapumaHTa Bblbopa, IP-agpec nnn MAC-agpec, Bbl MOXETe

BblOpaTb NtoboM BapnaHT 13 BbiNagatoLero crnmcka.

> Wwmsa y3na - B atom none Heo6xoamMmo BBECTM yHMKaNbHOE nms y3na (Hanpumep, Host_1)

Mpwn BbIGoOpe 3HauyeHus IP-agpec nosBUTCA crneaytoLLlee none:

> IP-agpec B cetn LAN- Ykaxute |IP-agpec wnum pguanasoH agpecoB y3sna. Hanpumep,
192.168.0.23.

Mpu BbIGope 3HayveHuss MAC-agpec NosBUTCS crnegytoLlee none:

» MAC-agpec - Ykaxute MAC-agpec y3na B copmaTte XX-XX-XX-XX-XX-XX. Hanpumep,
00-11-22-33-44-AA.

2. Tocne 3aBeplleHWs cO3OaHUA 3anucK y3na, Haxmute Ha kHonky [anee, otobpasutcs

cregymollee OKHO, Kak nokasaHo Ha Puc. 4-50.

-73 -



BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

Pexmn: IP-agpec b
OnucaHwe uenm:
IP-agpec: -
MopT HazHAYEHHHA: -

MpoTokon: Bce |v

CTaHOapTHLIA NOpPT CepBnca: -Bribepute—- v

| Hasan | | Oanee |

Puc. 4-50 BeicTpas HacTpownka — Co3gaTtb UM U3amMeHuTb 3anucb 4ns Luenm

Pexum — 3pgecb 13 BbiNnagatollero cnucka HY>XKHO Bbl6paTb OAHO M3 ABYX 3HaYeHun -

"IP-agpec" unu " omeHHOEe nms".

OnucaHue uenu - B gaHHOM none Bbl MOXeTe M3MeHUTb Nby nHdopMaunlo O Lenu.
BHMMaHMWe, Npu 3anucu HOBOTO NMpasuia CTUPaeTCA CTapoe NMpaBumo Ans uenu (K npumepy,

Target_1).
Mpwn BbIGoOpe 3HauyeHund IP-agpec nosBUTCA creaytoLLlee none:

IP-appec - Ykaxwute IP-agpec (unv gmnanasoH agpecoB) Lenu (uenen) B Buae 4YeTbipex

OECATUYHbIX YNCeN, pa3nerneHHbIX ToYkamu, Hanpuvep 192.168.0.23.

I'IopT HasHa4yeHusa - YKaxuTe nopT ninn gunana3oH MOopTOB. aOns nopToB oo wmnx cepBucos

MOXXeTe BOCMonb3oBaTbes nonem "CrtaHaapTHbIN NOPT cepBurca”, pacnofnoXXeHHbIM HUXE.

MpoTtokon — 3gecb 4eTbipe BapuaHTa Bbibopa BCE, TCP, UDP wnun ICMP. Buibepute

HYXXHO€ 3Ha4yeHne 13 BblNMagarolero Ccn1ucka.

CtaHpapTHbIN NOPT cepBuca — 34ecCb yKasaH CMUCOK HEKOTOPbIX CTaHAApPTHbIX MOPTOB
cepBuca. Beibepute oguH M3 BbinagatoLllero CnvMcka, U COOTBETCTBYIOLLMIA HOMep nopTa
nosisutcst B none lMopT HasHaveHus. Hanpumep, ecnu Bbl Boibupaete "FTP", Homep "21"

NnoABUTCA B MNone I'IopT Ha3Ha4YeHus.

an/I Bbl60pe 3HayeHns loMeHHOe UMSA NosBUTCS cnepywoulee none:
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

» JomeHHoOe nmsa — 30ech Bbl MOXETE yKa3aTb 4eTblpe AOMEHHbIX UMEHU, NOJIHOE UMA UK
Krnto4yeBble CrioBa UMEHM (Hanpwmep, google). JTloboe JOMEHHOE MMS C KINHYEBbIMU CrIOBaMm

B HeM (www.google.com, www.google.cn) 6yaeT paspelueHo nnv 3abrnoknpoBaHo.

3. [locne TOro, Kak Bbl 3aKOHYMTE CO34aHWe 3anucu uenu goctyna, Haxmute [anee, u Ha

3KpaHe oTobpas3nTca crieaytollee OKHO, Kak nokasaHo Ha Puc. 4-51.

Mpumeyanne: PacnicaHne OelCcTEYET C yUeToM 3HAYEHWA EPEMEHI Ha MApWRYTHIaTope.

MMA pacnucaHnA:
OeHs: (%) Kaxgeli oeHe; () BrifipaTk AgHE
MaH. Br. Cp. 4r. Mar. Cyi. Bockp.

Bpema: BCE OHMW - 24 yaca:
Ha4ano: [HHYMI)
KoHeuw; MY

[ Hasag | | Oanee |

Puc. 4-51 BeicTpas HacTpownka — Co3gaTtb UM U3mMeHuTb 3anmcb pacnucanus

> Wma pacnncaHua — B aTom none YKa3blBaeTCAd UMA pacnncaHuna, Kotopoe AOOJMKHO ObITb

YHUKanbHbIM (K npumepy, Schedule_1).

> [OeHb — Haxmute BbiOpaTb AeHb U BbibepuTe COOTBETCTBYIOLWMN AeHb (OHW), MOXHO

ykasaTtb Kaxxabin AeHb.
> Bpems — Boibepute Bece aHu - 24 yaca nnu ykaxute Hayano/KoHeu camu.

» Hauano - BBegute gaty Hadana nepuoga B opmare YHMM (4 uncbpsbl). Hanpumep, 0800
o3Havaer 8:00.

» KoHel - Ykaxute Bpemsa okoHYaHus nepuopa B cpopmare YHMM (4 umdpsl). Hanpumep,
2000 6yget o3Ha4vaTb 20:00.

4. Tlocne TOro, Kak Bbl 3aKOHYUTE CO34aHME 3anMCU PaCLUMPEHHOro pacnucaHusl, HaXmuTe

Hanee, n Ha akpaHe oTOGpa3uTbLCA crneayoLlee okHo (Puc. 4-52).
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

HMmA npasuna: Rule
Yaem: Host_1 +
Uenk: Target_1 hd
PacnucaHme: Schedule_1
CocToRHWE: Brnounte v
[Haza,r_l] [ 3AKOHYHTE

5.

Puc. 4-52 BeicTpas HacTpoka — Co3aaTb UM M3MEHUTL 3anmcb KOHTpons gocTtyna B IHTepHeT

MUma npaBuna — B 3TOM none cosgante MMs npasuna, KOToOpoe AOMKHO ObiTb YHUKAmNbHbBIM

(Hanpumep, Rule_1).

Y3en — B aTtom none 13 BbiMagalowero cnucka BbibepuTe HeobxoguMmoe 3HaveHue.

3HaueHue Mo yMOMYaHuIo TO e, YTO Bbl Yxe ykasanu B none Ums ysna.

LUlenb - B 3ToM none n3 BbiNagawowero cnucka BbibepuTe HeobxoaMmoe 3HaudeHue.

3HayeHue no YMOIT4aHUIO TO Xe, YTO Bbl YK€ yKa3arnu B none Umsa uenu.

PacnucaHue — B aTom none ua Beinagatowero cnmcka Bbl6epMTe HeobxoaMmMoe 3HadeHue.

3HayeHue no YMOIT4aHUIO TO Xe, YTO Bbl YK€ yKa3arnu B none Uma pacnucaHuns

B none CocTtosiHue Bbl6epVITe 3HavyeHns Bknountb mnu OTKNHOUYUTL, YTOObLI BKNIOYUTL

U OTKNKYNTL 3aMNunchb.

Haxmnte 3aKOH4YUTb, 4TOOLI JO6aBUTL NpaBUIIO.

Btopou cnoco®:

1.

Haxmute kHonky [lo6aBuTb HOBYK.... Bbl nepemgete B cnegylowmi  9KpaH, Kak
npegcraeneHo Ha Puc. 4-53.

B none Uma npaBuna ykaxunte umsa (Hanpumep, Mpasuno_1).

M3 Bbinagatowero cnucka Ysen Bbibepute Heobxogumoe 3HaveHue unm Boibepute YTobbl
[06aBUTb HOBbIA CNUCOK Y3510B, HAXXMUTE 34€eChb.

M3 Bbinagatowero cnucka Llenb BbiGepute Heobxoanmoe HavMMeHOBaHWEe unu BblbepuTe
YT106b1 4OO6ABUTHL HOBLIN CNIUCOK Lieriern, HaXXMuTe 34eChb.

M3 Bbinagatowero cnucka PacnucaHme Bbibepute HeoOXoOUMMOE HaMMEHOBaHWE Wn
BbiGepute YTo6b1 4O6aBUTL HOBOE pacnucaHue, HaXXMUTe 34ecChb.

B none CocTtosiHne BbibepuTte 3HadeHusi BknrouveHo vnn OTKNKOYEHO, YTOObI BKITHOUUTb
W OTKITIOYUTL 3aMnuchb.
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

HaxmuTe kHonky CoxpaHuUTb.

WA npaewuna:

Yaemn: Host_1 w | Yrofel 00G3ENTE HOBLIA CNMCOK Y3N0B, HI¥MUTE 308Ck,
Lenk: Itoban uene ¥ | HTolb QOG3EWTE HOBLIA CIWCOK LENeR, Ha¥MHTE 30eCk.
PacnucaHue: Bcerpa % | YTo0bl A0GABWTE HOBOE PACNWCAHWE, HE¥MWTE 30ECH.
CocToRHKWE:; BrnryeHo v
[ CoxXpaHuTb ] [ Hazan ]

Puc. 4-53 [Jo6aenTb 3anucb goctyna k UHTepHer

Hanpumep: Ecnn Bbl xotute paspewunts y3ny ¢ MAC-agpecom 00-11-22-33-44-AA pocTyn K

canTy www.google.com Tonsko ¢ 18:00 1o 20:00 no cy660oTaMm U BOCKpeCeHbSIM U 3anpeTuTb

ocTarnbHbIM Yy3nam fokanbHoW cetu gocTtyn B MHTepHeT, HeobGxoamMmo BbibpaTb crnegyoline

HaCTPOVIKM:

1.

KnukHyTe no nogmeHtio MNMpaBuno meHio KoHTponb goctyna cnesa, 4Tobbl BEPHYTbCS B
okHo Cnncok npaswun. Beibepute BknounTb ynpaBneHne KoHTponemM goctyna K UHTepHeT u
BblibepuTe "Paspeluntb nakeTam, ykasaHHbIM B MOMAUTMKE KOHTPONSA AOCTyna, NPOXOAuTb
Yyepes mapLupyTmusaTop”.

Mbl pekomeHayeM, YToObI Bbl LLENKHYM No KHoMke MacTtep HacTpowuku, 4Tobbl 3aBepLUNTL
BCE nocrneayoLwme HacTPonKku.

KnukHyTb no noameHto Y3en meHio KoHTponb goctyna cnesa, YTobbl BOMTN B OKHO Cnncok
yanoB. Cospgante HOBYyWO 3anucb ¢ umeHem y3na Host 1 wn  MAC-agpecom
00-11-22-33-44-AA.

KnukHyTb no nogmerio Llenb meHio KoHTponb goctyna cnesa, YTobbl BoWTM B OKHO Cnncok
uenen. CosganTe HOBYKWD 3anuMcb C WMeHeM uUenu Target 1 1M OOMEHHBLIM
nMmeHeM www.google.com.

KnukHyTb no noameHio PacnucaHue meHio KoHTponb gocTtyna crnesa, YTobbl BOWTW B OKHO
Cnucok pacnucaHuin. Cosganite HOBYHO 3anucb C MMeHeM pacnucaHusa Schedule_1, [OeHb
Cy6. n Bockp., HayanbHoe Bpems 1800 n koHeuHoe Bpems 2000.

KnukHyTb no noamerio MNMpaBuno meHio KoHTponb goctyna cnesa, LlenkHute no kHomnke
[o6aBnTb HOBYHO..., YUTOObLI CO34aTb CriefytoLLlee HOBOE NPaBUIo:

e B none "Mms npasuna" ykaxute ero nms. NomMHUTE, YTO OHO AOIMKHO BbITh YHUKANbHbLIM.
Hanpumep: Rule 1.

o B none "Y3en" Buibepute Host 1.
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

e B none "Uenb" Bbibepute Target_1.

¢ B none "Pacnncanue" Bbibepute Schedule 1.

¢ B none "CocTtosiHne" BbibepuTte "BkntoyeHo".

e YTOOLI COXpaHUTb CAenaHHble N3MEHEHUS KIMKHUTE Mo kHonke "CoxpaHuTb"

lMocne atoro Bbl BepHeTecb B OKHO "YNpasrieHuWe npasunamu KOHTPONA goctyna" v yBuaute
cnenytoLLLmMn Crnmcok:

ID Mma npasuna Yaen Lens PacnucaHne CoctoAHne PenaktnpoBats
1 Rule1 Host_1 Target_1 Schedule_1 Pegaktipoeats ¥ganuts
4.11.2 Ysen

Bbl6paB MEHIO KOHTpOﬂb AocTtyna - Y3en, Bbl MOXeETE npocmMarpuBaTtb U yCTaHaBnnBaTb CNUCOK

y3r0B, Kak nokasaHo Ha Puc. 4-54. Cnucok y3noB siBNSieTCA BaXkHbIM Ans [MpaBuna koHTpons

aocTyna.
ID Wmayana WHdpopmaumua PenakTipoBaTh
1 Host_1 IP:192.168.0.23 FegakTupoeaTe ¥O0anute
[ NobaBuTs HOBYH . ][ YAANWTE BCe ]
Tek. Homep | 1 | CTp.

Puc. 4-54 Hactponku yana
> Wwmsa y3na - 3gecb HeobXxoauMO ykasaTb UMS y3na, KoTopoe AOSMKHO ObITb YHUKANbHbIM.

> WHdopmaymsa - B atom none otobpaxaerca nHgopmaumsa no ysny. 310 MOXeT ObiTb IP-

unn MAC-agpec.

> PepaktnpoBaTthb - VIaMEHUTb UNK yaanuTb CyLLECTBYHOLLYIO 3anucCb.

YT106bI fO6ABUTL HOBYIO 3aNUCb, HEOGX0AUMO cAenaThb crneayloLiee:
1. HaxmuTte kHonky [lo6aBUTbL HOBYIO....
2. B none Pexum BLibepute IP- unn MAC-agpec.
o [lpu Beibope IP-agpeca NnosiBUTCS OKHO, Kak noka3aHo Ha Puc. 4-55.
1) B none Umsa y3na ykaxuTe ero yHukanoHoe ums (Hanpumep, ¥Ysen_1).
2) B none IP-apgpec nokanbHom ceTu Beegute |P-agpec.

o [lpu Boibope MAC-agpeca nossBUTCA OKHO, Kak NokasaHo Ha Puc. 4-56.
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BecnpoBogHon mapwpyTtusaTtop cepumu N co

CKOpOCTbIO nepenayum aaHHbix go 300 MouTt/c
TL-WR940N/TL-WR941ND PykoBoAacTBO nonb3oBartens

1) B none Umsa y3na ykaxuTe ero yHukanoHoe ums (Hanpumep, Ysen_1).
2) B none MAC-appec ykaxute MAC-agpec.
3. Haxmwute kHonky CoxpaHuUTb, 4TOObI COXpaHUTb CAenaHHble N3MEHEHUS.
YTtobbl yoanuTb BCe 3anucu 13 Tabnuubl, BOCNOMNbL3YyNTECH KHOMKOM Y aanuTb Bce.

YTtobbl NEepenTy B crieaytoLLiee OKHO, BOCNONb3ynTech kKHonkov Cneayrowas. Ytobbl BEpHYTHCS B
npegbiayllee okHO, BOCMosb3ynTech kHonkow Mpeabiaywas.

JdobaBuTe UNKU U3SMEHHUTBE 3anNUCk NO y3ny

Pexun: | IP-anpec V|
MmA yzna: | Yaen 1 |
IP-apec nokankHoii cem: | 192.163.0.1 |- [192.163.0.23
| Coxparuts | | Hasaa |

Puc. 4-55 [o6aBuTb UM U3MEHUTb 3anNUChL MO y3ny

JobaBnTe MW U3MEHUTBE 3anNUck NO y3ny

Pesun: | MAC-agpec Vl
HmA yana: | Yaen 1 |
MACagpec: | 00-11-22-3344-AA |
[ COoXpaHuTb ] [Haaa,u]

Puc. 4-56 [do6aBuTb UM U3MEHUTb 3anNUChL MO y3ny
Hanpumep, Bbl X0TUTEe OrpaHmynTb JOCTyn K MIHTepHeT-pecypcam ans y3na ¢ MAC-agpecom
00-11-22-33-44-AA. [insa 3T0r0 HEOOXOAMMO NPeanpUHATL CreayLmne OencTBUS:

1. Haxmute kHonky [Jo6aBuTb HOBYO... (CM. Puc. 4-54), 4ytoGbl nNepenTv Ha CTpaHuLy
[o6aBnTb UM N3MeHUTL 3anucb No y3ny.

B none Pexum BbibepuTe 13 Boinagatowero meHo 3HadeHmne MAC-agpeca.
B none Ums y3ana ykaxuTte ero yHukanbHoe nvs (Hanpumep, Y3sen_2).

B none MAC-apgpec Beegute 00-11-22-33-44-AA.

o~ w0 N

Haxmute KHOMKY COXpaHMTb, 4YTOObI COXpaHuUTb caenaHHble N3MEeHEHUA.

lMocne aToro, BEpHYBLUUCb B OKHO HacTponku y3na, Bbl yBUANTE CrIEAYIOLLMA CIINCOK.
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c

TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens
ID WmA yana HrdpopmaumA PenakTtMpoBaTh
1 Yaen_1 MAC: 00-11-22-33-44-A4 PepakTWpoBaTe ¥OanuTb
4.11.3 Uenb

Bbibpae KoHTponb gocTyna - Llenb, Bbl MOXeTe npocmaTpusBaTtbh M HacTpamBaTb CUCOK LiENen,

Kak nokasaHo Ha Puc. 4-57. Cnncok uenen Heobxogmm ans MNMpasuna koHTponsa gocTtyna.

D MmA wenu WHpopmawma Penakrnpoeats
1 Target_1 192 168.0. 23/21/TCF PeoakTUpoBaTe ¥O0anuTe
[ No0aBnTE HOBYHD. .. ] [ YAanuTe BCe ]

Tek. Homep |1 » | CTp.

Puc. 4-57 Hactponku uenu

> Wma uenn — B atom nomne otobpakaeTcsas onucaHue Uuenu, KOTOpOe AOMMKHO ObiTb
YHVKanbHbIM.

> WHdopmayuma — Llenbio moxeT 6biTb IP-agpec, nopT nnu JOMEHHOE UMS.

> PepaktnpoBaTb — VI3MEHUTb UNKW yaanuTb CyLLECTBYIOLLYIO 3aMuChb.

Y100bI OGABUTL HOBYHO 3anNUCb, HeOb6X0AMMO caenaTb cregyrouiee:
1. Haxmute kHonky [lobaBUTb HOBYHO ....
2. B none Pexum Bbibepute IP-agpec nnm gOMeHHOE nMs.
e [lpu BbiGope IP-appeca NnosiBUTCS OKHO, Kak nNpeAcTasneHo Ha Puc. 4-58

1) B none OnucaHwme uenn HeoOxooMMO yKasaTb YHUKaNbHOE MMS Lenu (Hanpumep,
Lenb_1).

2) B none IP-appec ykaxute IP-agpec uenw.

3) Bbibepute obwimin cepBmc M3 BbinagawoLwlero cnucka B none CrtaHgapTHbIA NOPT
cepBuca, C TeM, YTOObl aBTOMaTU4YeCKN 3anonHuTb none MopT HasHavyeHuA. Ecnn
B cnucke CTaHAApTHbIA NMOPT CepBMUCA HE COOEPXKUTCS HY)KHOro BaM CepBuCa,
yKakuTe 3HavyeHue MopTa Ha3HaYeHUs BPY4HYHO.

4) B none MpoTtokon Bbibepute 3HavyeHne TCP, UDP, ICMP unu Bce.

e [lpu BbibOpe onunn [loMeHHOe UMSA Bbl OKaXXeTeCb B CreAYyoLLEM OKHE, Kak nokasaHo
Ha Puc. 4-59.

1) B none Umsa uenu HeobxoOuMO YyKasaTb YHUKanbHOEe WMs Lenu (Hanpumep,
Lens_1).
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CKOpOCTbIO nepenayum aaHHbix go 300 MouTt/c
TL-WR940N/TL-WR941ND PykoBoAacTBO nonb3oBartens

2) B none [lomeHHOe MMsI Bbl MOXETE BBECTU AOMEHHOE WMS, MOMHOE WUMSA UMK
KIntoYeBble CrioBa MMeHU (Hanpumep, google). Jlloboe goMeHHOE NMSA C KNHYEeBbIMU

cnosamm B Hem (www.google.com, www.google.hk) Oymetr paspelieHo unu

3a6noKMpPOBaHO.

3. Haxmwute kHonky CoxpaHuUTb.

HaxxaB kHOMKy YaanuTb Bce, Bbl OYMCTUTE COAEPXKMMOE TabnuLbl.

YTtobbl nepeiiTn B crieaytoLlee OKHO, BOCNONb3ynTech kHoMnko Cnegyrowan. Ytobbl BEPHYTHCS B
npegblgywiee OKHO, BOCMNOSb3ynTeCh kKHomnkon Mpeabiaywasn.

HdobaBuTe UMK M3MEHNTE 3aNUCk JOCTYNA UEenK

Pexm: | IP-anpec V|

OnucaHwe Lenu: | |

IP-agpec:

MopT HAZHAYEHWA:

MpoTokomn: Bce v
CTaHOapTHLIA NOPT CepBMCa: | -Bribepute—- Vl
[ COXpaHnTb ] [ Hazaja ]

Puc. 4-58 [106aBnTb UM M3MEHNTL 3anncb AOCTyna Lenu

HobaBuTe MNH U3IMEHUTB 3aNUCh AOCTYNA LUenu

Pesim: |,D,|:|MEHHI:|E 1MA V|

OnUcaHue LWernu:

OoMeHHDe HMA;

| Coxpanmts | | Hasag |

Puc. 4-59 [106aBnTb UM N3MeHNTb 3anncb AocTyna Lenu
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BecnpoBogHoun maplpyTtusatop cepuu N co

CKOpPOCTbIo Nnepeaayn gaHHbix go 300 Mo6uTt/c
TL-WR940N/TL-WR941ND PykoBoacTBO nonb3oBartens

Hanpumep: Bbl XOTUTe oOrpaHMuMTb AOCTYN Ans y3na nokanbHow cetu ¢ MAC-agpecom
00-11-22-33-44-AA Tonbko K caWTy www.google.com, [Ina 3Toro Heo6x0AMMO BbINOMHUTL
cregyouime oencTeus:

1. Yt06bl [OOaBUTL UMM U3MEHUTb 3anncb LEenW AOoCTyna, HaXMute KHonky [obaBuTb
HOBYHO... , KaKk Noka3saHo Ha Puc. 4-58.

B none Pexum 13 BbinagaroLero cnmcka Bolbepmte JOMEHHOE UMSI.

B none Umsa uenu HeobxoauMO co3gaTth YHUKanNbHoe nm4 Lenu (Hanpumep, Llens_1).

B none lomeHHOEe nMA BBEaMTE Www.google.com.

o kM D

Y106l COXpaHUTbL HACTPOMKKU, BOCNONb3YATECH KHOMKON COXpaHUTb.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTpOIZKVI uenu, Bbl yBuanTe CJ'Ie,EI,y}OUJ,VIIZ CMNUCOK.

ID MmA wenu WudpopmawmA PenakTipoBaTe

1 Uens_1 www.google.com PepakTupoeaTe ¥O0anuTe

4.11.4 PacnucaHue

BbibpaB KoHTponb goctyna — PacnucaHue, Bbl MOXETE NpOCMaTpMBaTh M ONpPeaensaTb CNUCOK
pacnucaHui, Kak npegctaBneHo Ha Puc. 4-60. Cnmcok pacnucaHum Heobxogum Ansi

C*)yHKLI.VIOHI/IpOBaHI/IFI npasuiia KOHTpPOnA goctyna.

ID MmA pacnucadna eHb Bpema PenakTHpoBaTh
1 Schedule_1 Cyi@. Bockp. 08:00-20:00 FeOakTHpoBaTE ¥OaANWTh
[ NobaBuTe HOBYHD. .. ] [ YAANWTh BCE

Tek Homep | 1 | CTp.

Puc. 4-60 HacTtpoiiku pacnucaHus
Mma pacnucanmsa — CogepXxuT nms pacnmcaHunsi, KoOTOpoe AOMKHO ObiTb YHUKaNbHbIM.
[OeHb — [leHb (aHW) Hegenw.

Bpewms - [lepnog BpeMeHn B TeHYEHNE OHS.

YV VvV V VY

PepaktupoBaTb — PejakTvpoBaHue unuv yaaneHue CyLecTBYIOLEro pacnmcaHus.
YTto6bl fOGaBMTL HOBOE pacnucaHue, Heo6XoaMMO caenaTth criegylollee:

1. Haxmute kHonky Ao6aBuTb HOBYHO.... (Puc. 4-60). [JomkHO NosBMTLCA criegylollee OKHO
(Puc. 4-61).
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2. Wwmsa pacnucaHua - B 3ToM none ykaxute yHuKanbHoe nMs pacnucaHud. imenTte B BMAy, 4T0

3TO UMSA JOMKHO ObITh YHUKaNbHbIM. Hanpumep, Schedule_1.

3. B none OeHb Bbibepute COOTBETCTBYWOLWMUN AeHb (OHM), Takke MOXHO ykasaTb Kaxabin

JeHb.

4. B none Bpemsi MOXHO BbiGpaTte Bce gHM - 24 yaca vnu 3agatb BPEMEHHOW NMepuog npu

nomoum nonen Hayano/KoHew,.

5. YT06bI COXpaHUTL CAenaHHbIe HAaCTPOWKKU, BOCNONb3YATECh KHOMKON COXpaHUTb.
HaxaB kHoMKy YaanuTb Bce, Bbl O4MCTUTE Tabnuuy oT 3anucen.

HaxaB kHonky Cneagytowas, Bol nepengete B cnegytoliee okHo, a, HaxkaB kHonky Mpeabiayuiasn,

OKaXkuTechb B npeablayLiem.

MpumMedadre: Pacnicadne OefcTEYeT C yYeToM 3HAYEHUA EPEMEHH HA MapLWPYTU3aTOpe.

MMS pacnUCaHnR:
[eHk: (%) Kamagwii gede; () BrifipaTe OgHEb
MoH. Br. Cp. Yr. MAr. Cya. Bockp.

Bpemn: BCE OHW - 24 yaca:

Ha4ano: (YY)

KoHeu; (HYMR)
| Coxpanuts | [ Hasan |

Puc. 4-61 Hactponkn paclumpeHHoro pacnmcanms

Hanpumep: Bbl xoTute orpaHmumTtb goctyn y3na ¢ MAC-agpecom 00-11-22-33-44-AA k canty
www.google.com ¢ 18:00 no 20:00 no cy66oTtam u BockpeceHbsM. [Ina atoro Heob6xoaumo

BbINOMHUTL CreaytoLme AencTBus:

1. KnukHute no kHonke [Jo6GaBUTb HOBYH..., 4YTODbl nepentn Ha cTpaHuuy "HacTpoiku

pacwmpeHHoro pacnucanus” (Puc. 4-61).

2. B none "ma pacnucaHma" HeobxoaMmo BBECTU YHMKANbHOE UMS pacnucaHus. Hanpumep,
Schedule_1.

3. B none "OeHb" BbibepuTe "BoibpaTh AeHb" 1 Bbibepute Cy660TY 1 BockpeceHbe.
4. B none "Bpemsa" ansa sHaveHus "Hauano" u "KoHeu" ykaxute cootBetctBeHHO 1800 n 2000.

5. Haxmute kHonky CoxpaHUTb, YTOObI COXpaHUTb HACTPOWKM.
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Mocne atoro, BEpHYBLUMCb B OKHO HacTponkn pacnucaHus, Bbl yBuauTe cnegyowmimn Cimcok.
ID HMmA pacnucaHnuA OeHb BpemA PenaktupoBats
1  Schedule_1 CyG. Bockp. 08:00-20:00 FeoakTMpoBaTte ¥0anuTe

4.12 PacluMpeHHble HaCTPOMKN MapLUpyTU3aLum

PacuMpeHHbIE HACTPOWKA MapWpyTHIaWan

- CNWCOK CTATHYECKNX MapWpyTos

- Tabnuua Mapm pyTHIaLmnn

Puc. 4-62 PaclumpeHHble HaCTPOMKM MapLUpyTM3aLmm
B meHo PaclumnpeHHble HacTponku mapwpytusauumn (Puc. 4-62) ectb ABa noameHio — Cnucok
cTaTM4ecKux MapupyTtoB u Tabnuua mMapwpyTvM3auuum, rae Bbl CMOXETEe HacTpouTb

COOTBETCTBYIOLLME PYHKLNN.

4.12.1 CnncoK cTtaTM4YeCKUX MapLipyToB

Bboibpas meHio PacwupeHHble HacTpoOMKu mapuwpytusaumm — ChAMCOK CcTaTU4ecKux
MapLUpyTOB, Bbl MOXETE€ HacTpamBaTb NapameTpbl CTaTUYECKOW MapLlipyTu3auum B OKHeE,
npencrtaeneHHoM Ha Puc. 4-3. CtaTtuyeckun mapLupyT — 39TO 3apaHee onpefeneHHbld nyTb, No

KOTOPOMY CeTeBble AaHHble NepemMeLllaroTCA K KOHKPEeTHOMY Yy3ny Unn ceTu.

1D IP-agpec HazHa4eHUA Macka nogcetn OCHOBHOM WK CocTtofiHne HameHnTh

[ NoGaBuTE HOBYHD. ..

Puc. 4-63 Cnncok cTaTtnyeckux MapLupyToB
Y1006bI CO3aaTb 3aNUCb CTaTUYECKOM MapLUPyTM3aLUK:

1. HaxmuTte kHonky [lo6aBUTbL HOBYHO... CM. Puc. 4-63, 0TKpOeTCS OKHO, NpeacTaBneHHoe Ha
Puc. 4-64.
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IP-agpec HaZHAYEHWA;
Macka mogcertw:
CCHOBHON WNHX3:

COCTORHWE: BrnroyeHo b

CoxpaHute | | Hazag |

3.

4.

Puc. 4-64 [Jo6aBnTb MM M3MEHUTL 3an1cb B Tabnuue cTatn4yeckon MapLupyTusaumm

Beegute cnepywouime gaHHble.

>

IP-appec HasHauyeHms - 310 IP-agpec y3na wnu ceTu, KOTOPbIA Bbl XOTUTE Ha3HAYUTb
AN MapLupyTa cTaTUYecKon MapLipyTu3aumm.

Macka noacetu - Macka noaceTv onpepensieT, kakas yacTb IP-agpeca oTHocuTcs K
afpecy ceTu, a Kakasi - K agpecy caMmoro yana ceTu.

OcHoBHOW w3 - OT0 |P-agpec LWNO30BOrO YCTPOMCTBA, MCMOMb3yeMoro Mo
yMOMuYaHuo, KoTopoe obecrneunBaeT B3aMMOAEWCTBUE MeEXAY MapLipyTM3aTopom W

CETb0/Y3r1oM.

M3 Bbinagatoulero cnucka B norne CocrosiHue BbiGepuTe Bkno4veHo.

HaxmuTe kHonky CoxpaHuUTb, 4TOObl COXPaHUTb BHECEHHbIE N3MEHEHNS.

Haxas KHOMKY YaanuTb, Bbl yoanute 3anunchb.

Haxas KHOMKY BknounTtb Bee, Bbl akTmBupyetTe Bce 3anncu.

Haxas KHOMKY OTKNIO4YNTBL BCe, Bbl CAEMNaeTe BCe 3anncy HeakTUBHbLIMMU.

HaxaB KHOMKy YganuTb Bce, Bbl yganute Bce 3anucu.

YTobbl NepenTn B crieaytoLLee OkHO, BOCMONb3yhTech kHomkov Cneayrowas. Ytobbl BepHYTLCS

B npegbiayuiee OKHO, BOCI'IOJ'Ib3yl7ITer KHOMKOW I'Ipe,qbl,qymaﬂ.

4.12.2 Tabnuua mappyTusaumm

BbibpaB meHio PaclumpeHHble HacTpOMKM Maplupytmusauum — Tabnuua mapipyTusaumm, Bhbl

CMOXeTe npocMaTpumBatb BCE WUCMONb3yeMble 3anncun mMapLipytusauunin. [Ona kaxpgon ctatbu

oTo6paxatoTcs IP-agpec HazHaYeHus, Macka NoAceTy, L3 U UHTepdec.
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TabGnuua MapwpyTH3aumm
I IP-agpec Ha3HaA4YeHWA Macka nogcetn LWrpz WHTepdrenc
1 192.168.1.0 255.255.255.0 0.0.0.0 LAM & WLAN
2 192168.00 255.255.253.0 0.0.0.0 LAM & WLAN

OOHOBWTE

> IP-appec Ha3Ha4eHus - IP-agpec Ha3Ha4veHus - 3To IP-agpec ceTy nnu yana, HasHa4yeHHbIN
MapLUpYTYy.
» Macka nogcetu - Macka noaceTn onpegensieT, kakas 4acTb IP-agpeca yana cetu

OTHOCUTCA K agpecy ceTu, a Kakad - K agpecy caMoro ysrna B aTon ceTu.

> lWmo3 - IP-agpec LWMO30BOro YCTPOWCTBA, obecrneynBalollero B3anMoOeNnCcTBMe Mexay

MapLUpyTU3aTOPOM U CETbIO/Y3IoM.

> WHTepdbenc - B aTom none nokasbiBaetTcs MecToHaxoxaeHune |P-agpeca HasHadveHus - LAN
n WLAN vnn WAN.

Haxxmnte O6HOBUTBL A51s1 OOHOBMNEHNSA oTobpaykaemon nHdopmaunn.

4.13 KoHTposnb NPOnycKHOU CNOCOBHOCTU

KoHTpONL NponyCKHoiA CNocobHOCTH

- MNapameTpkl KOHTPOMNA

- CNWCok npagun

Puc. 4-65
MeHio KoHTpornb nponyckHOM cnocoBGHOCTU codepXuT ABa noameHio — MNapameTpbl KOHTpons
n Cnucok npaBun (cMm. Puc. 4-65). [Ons HaCTpOVKM HYXHOW (YHKUUKM Bblbepute
COOTBETCTBYIOLLIEE MeHW. Hwke npumBoantcs nogpobHoe onucaHwe AN KaxAaoro u3 atmx

NOAMEHIO.

4.13.1 MMapameTpbl KOHTpONSA
BbibpaB KoHTponb nponyckHon cnocobHocTu — lMapameTpbl KOHTPONA, Bbl CMOXETE B
cnenylollemM OKHe HacTpavBaTb 3HAYEHUSI UCXOOSALENW W BXOAsLEW MOMocbl MPOnycKkaHus.
3apgaBaeMble 3HaveHUs1 He gomkHbl npeBbiwaTbe 100000 K6ut/c. ns onTuMarnbHOro KOHTPOIs,
BblbepuTe cnpaBa Twn nMHMM K cnpocuTe y noctaBwwmka WHTepHeT-ycnyr obuiee 3HayeHve
BXOASILLEro N ncxogsiero Tpadguka.

-86 -



BecnpoBogHon mapwpyTtusaTtop cepumu N co
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TL-WR940N/TL-WR941ND PykoBoAacTBO nonb3oBartens
MapameTpbl KOHTPONA
BEMHOYUTE KOHTPOMNE NONOCK! NPONYyCKaHuA: ]
THM NAHAR; & ADSL (O Opyras
Mcxonswan nonoca NponycEaHuA: | 512 | KouT/cek
BxonAwan nonoca nponyclaHna: |2[]48 | KouTicek
[ CoxpaHuTe ]

Puc. 4-66 MapameTpbl KOHTpONSA

> BKNHO4YMTBb KOHTPOJIb NONOCHI NponycKaHusa — Ecnu gaHHbI napaMeTp akTUBUMPOBaH, TO
npaBuna yHKLMM KOHTPONSA NPONYCKHOM cnocobHocTh OyayT paboTaTb.

»  Twvn nuHun — BeiGepuTe NpaBunbHbIA TUMN Ballero noaknoYveHus. Ecnuv Bol He 3HaeTe, Kakon
BblOpaTb, obpaTuTech Kk BallemMy NocTaBLMKy IHTEpPHET-yCnyr.

» MWcxopsawana nonoca nponyckaHusa - CKOpOCTb 3aKkauMBaHusi Ha yOaneHHbIA cepBep vepes
nopt WAN.

> Bxopaswas nonoca nponyckaHus - CKOpPOCTb CKauMBaHWsl C yOaneHHOro cepsepa 4vepes
nopt WAN.

4.13.2 Cnucok npaBun

Bbibpas KoHTponb nponyckHOW cnocobHocTu - CNMCOK npaBusl, Bbl CMOXETE NpocMaTpmBaThb

N HacTpaneaTb npaBuiia KOHTPONA I'IpOI'IyCKHOI‘/'I CNoCOBHOCTK, Kak MoKasaHo Ha PUCYHKE HMXe.

CnMCOK NpaBun ynpasneHnsa Nonocom NponycKaHua

McxogAawan nonoca nponyckannA(KonT/cek) Bxogawan nonoca NponyckaHuA(KonTicek)
ID | OnucaHue BKNuWTE FEOakTMpoBaTE
MuH. Makc. MH. Makc.

B HacTOAWEE BPEMA CNWCOK NYCT.

| Nobasutb HoByro |

Tekywuia N=.> CTpaHuua

Puc. 4-67 Cnncok npaeun

» OnwucaHue - Hpopmaumsa ¢ onvcaHmem BKNOYAET Ananas3oH agpecos, AMana3oH NopToB u

NPOTOKON nepeaaqun.
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> MWUcxopsawas nonoca nponyckaHus - MakcrMarnbHasi CKOPOCTb 3aKaunBaHUS Ha yaaneHHbIN

cepsep yepes nopt WAN, no ymonyaHuto yctaHoBneHo 0.

> Bxopswas nonoca nponyckaHus - MakcumarnbHasi CKOPOCTb CKayvMBaHWS C yaaneHHoro

cepsepa yepes nopt WAN, no ymonyaHuto yctaHosneHo 0.
» Bknrouutb - CocTosiHME NpaBuna, NokasbliBaeT, OyaeT Ny NPUMEHATLCA JAaHHOE NpPaBuIo.

> PepaktnpoBaTtb - BbibeprTe AaHHbIN NYHKT AN UISMEHEHUS UMW yaaneHusi CyLecTBYoLLel

3anncu.

Y1o0blI A06aBUTL WMNM  U3MEHUTb MNpPaBUIIO YMNpPaBfIEHUA MNOJZIOCON NpPONyCKaHwus,

Heob6xoaMMo caenartb cnegywujee:

War 1: Haxmute kHonky [lo6aBUTb HOBYH... (CM. Puc. 4-67). [JOrmKHO OTKPbITbCA OKHO, Kak

nokasaHo Ha Puc. 4-68.

LWar 2: BeeauTe cneayolne AaHHbIE.

HacTpoiikn npaBun ynpasneHUa NONOCOM NponycKkaHWA

BHMHYHT:

OwuanazoH IP-agpecos: | | = |

[nanazox NopToe: | | - | |

MpoToKon:

MWH. Nonoca NponycKaHua Makc. nonoca
(KouT/cek) nponyckaHnAaKauT/cek)
WcxomgAman nonoca NponycEaHmns: | 0 | | 0 |
BxooAwan nonoca nponycKaHns: | 0 | | 0 |
[ CoxpaHunTe ] [ Hazag ]

Puc. 4-68 HacTtpoliku npasun ynpasneHus nonocomn nponyckaHus

LWar 3: Haxmute kHonky CoxpaHuUTb.

4.14 Tpusaska IP- u MAC-agpecoB

NMpuerA3ka IP- n MAC-aapecoB

- NapameTphl NPUER3KH

- Tabrnuua ARP

Puc. 4-69 MeHto MNpusaska IP- 1 MAC-agpecos

MeHio lMpueaska IP- 1 MAC-agpecoB cogepxuT ABa nogmeHwo (cMm. Puc. 4-69) — MapameTpbl

npuBAaskn u Tab6nuua ARP. YToObl HacTpouTb HYXHYIO QYHKUMIO WX MNOCMOTPETb €€
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napamMeTpbl, Bbl6epI/1Te COOTBeTCTBy}OIJJ,VIIZ anemMeHT. Hnxe npmnBoanNTCA nop,po6Hoe onncaHume no
KaXXgoMy nogmMeHto.
4.14.1 NapameTpbl NPUBA3KU

[JaHHoe OKHO coaepXxunT Ta6rw1u,y I'Iapameprl NMPUBA3KN, B KOTOPYKO Bbl MOXETe BHOCUTb

Heobxoammble nsmeHeHus (cm. Puc. 4-70).

CeAzbiBaHMe ARP: & Omemiounts ) BENHOYATE

CoxpaHnTb

1D MAC-agpec IP-agpec CeRAzatb WameHuTs

CnncokK nycr.

[ [oGaBuTe HOBYHD. . ]

Current Mao. |1 % | CTp.

Puc. 4-70 MapameTpbl NpnBA3KK
» MAC-agpec - MAC-agpec KOHTpPONMpyemMoro KomnbloTepa foKarnbHON ceTu.
» IP-appec - HasHauyeHHbIV IP-agpec KOHTpONMpyemMoro kKoMnbloTepa NoKarnbHON CeTu.

» CBasaTb - BknioueHne @yHKUUM cBA3bIBaHMA nNo npotokony ARP ans KoHkpeTHoro

yCTpOWCTBA.
» WN3MeHuUTb - MIameHeHne nnu yganeHune CyLwecTBYIOLLEN 3anmncu.

Ecnu Bbl xotTnte gobaBnTtb uUnm naMeHnTb 3anuck ceasbiBaHuda IP- 1 MAC-agpecoB, HaxmuTe
KHornky [lo6aBUTb HOBYHO... N M3ameHnTb. [Nepe Bamu OTKpOETCsl OKHO, MPEeACTaBMNEHHOE Ha
Puc. 4-71, B koTOpomM Bbl MOXeTe [o06aBUTb WM U3MEHUTb 3anncb CBA3bIBaHUA IP- un

MAC-agpecos.
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MapameTpbl cBAsbiBaHnA IP n MAC-agpecoBs

Cenzark:

MAC-agpec: | |

IP-appec: | |

| Coxpanute | | Hasag |

Puc. 4-71 Mapametpsbl npussaskm IP- 1 MAC-agpecos
Y106b1 OGABUTL 3anucb npuBA3ku IP- u MAC-apgpeca, Heob6xogMmo caenaTb cregyrouiee:

1. HaxmuTte kHonky [lo6aBuTb HOBYHO... (CM. Puc. 4-70).

2. Ykaxute MAC- un IP-agpec.

3. BblbepuTe ayeriky CeasaTb.

4. Ytobbl COXpaHUTb cAenaHHble N3MEHEHMS, BOCMNOMNb3yWTeCh KHOMKOW COXpaHUTb.

Y106bl U3MEHUTb WU yAanuTb YXe CYLecTBYIOLWYK 3anucb, Heob6xoauMo cpaenaTtb

cnepytollee:

1. Bbibepute 3anuchb B Tabnuue.

2. B konoHke U3meHNTb BbiGEpUTE, COOTBETCTBEHHO, PegakTtupoBaTb nnn Yganurtb.
YT06bI HANTU CYLLECTBYIOLLYIO 3aNUCh:

1. HaxmuTte kHonky HanTu, kak nokasaHo Ha Puc. 4-70.

2. Beegute MAC unu IP-agpec.

3. Haxwmwute kHonky Hantu, kak nokasaHo Ha Puc. 4-72.

Haiti sanuce npueaskn IP- u MAC-agpeca

MAC-anpec: | |

IP-agpec: | |

D MAC-anpec: IP-agpec: Ce3Aatk  JIMHK

TeKyuMiA CNUMCoK NycT.

| Haitw | | Hasag |

Puc. 4-72 Hantu 3anuce npueasku IP- u MAC-agpeca

YTtoObbI akTnBMpoBaTb BCE 3anncu, BOCI'IOJ'Ib3yl7ITer KHoMKon BKOYUTL BCe.
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YTtobbl yoanutb BCe 3anucu, BOCNONb3yNTeChb KHONKOW Y 4anuTb Bee.

4.14.2 Tabnuua ARP

[nsa ynpaBneHns KOMMbIOTEPOM Bbl MOXETE BECTM HabnogeHMe 3a KOMMbITEpPaMU JTOKaNbHON
ceTu, nposepss npmeasky MAC- n IP-agpecos B Tabnuue ARP. Takke Bbl MOXeTe NPOM3BOAUTb
HacTponky anemeHToB Tabnuubl ARP. B gaHHoMm okHe oTobGpaxaetrca tabnuua ARP. OHa

COAEePXUT MHAOpPMaLMIO Mo umetowmmcd 3anucsam npmedaskn IP- 1 MAC-agpecos (cm. Puc. 4-73).

1D MAC-agpec IP.agpec CoctroAnme  Hactpoika
1 50-E5-49-CB-E2-TA 192.168.0.100 He ceBRzaHO JarpyanTe ¥Yoanurb
| 3arpyautbece | | OGHoBUMTE

Puc. 4-73 Tabnnuya ARP
» MAC-agpec — MAC-agpec KOHTPONMPYeMOro KOMMboTepPa NOKanbHOW CETU.
> IP-agpec - HasHauyeHHbIV IP-agpec KOHTPONMpyeMoro KoMrnbloTepa NokKansHOW ceTu.
» CocrosiHue - Hanuune nnu otcytcteue ceda3biBaHua MAC- u IP-agpeca.

> HacTtpo#ka - [JaHHble KHOMKM WCMOMb3yTCS ANs 3arpy3ku WNuU ypdarieHusi 311eMEHTOB

Tabnuubl.

e 3arpy3uTtb - [lobaBneHue anemeHTa B Tabnuuy.

e Hacrpowka - YoaneHnune snemeHTa 13 tabnmubi.

CBsasatb Bce - CBsizaTb Bce TeKywmne 3nemMeHTbl, gaHHad onuuna AOO0CTynHa, TOJNIbKO ecnun

dyHKUMA cBA3bIBaHUA No npoTokony ARP BkntoveHa.
3arpy3uTtb Bce - 3arpy3unTb BCe 3fieMeHTbI B Tabnuuy.
Y1066l 06HOBUTL MHPOPMALMIO, BOCNONb3yNTECHh KHONKON OBGHOBUTL.

& lMpumeuaHue:

OnemeHT He MoxXeT BbITb 3arpykeH B Tabnuuy, ecnu ero IP-agpec 6bin1 3arpykeH paHee. B atom
cnyvyae cuctema Bblgact coobuieHne o6 owwmbke. AHanormyHo dyHKuma “3arpysuTb Bce"
3arpy3nT TOMbKO T€ 3rIEMEHTbI, NapameTpbl KOTOPbIX HE COBMAZAlT C YKE UMEKLWMMUCH B

Tabnuue.
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4.15 OuHamunyeckun DNS

Mpw BbIGOpe MeHio AuHamuyeckun DNS Bbl MOXeTe onpenenaTb napameTpbl paboTbl YHKLMK.

MapLwpyTusaTop nogaepxmsaetr YHKUUIO AVMHAMUYECKON CUCTEMbI AOMEHHbIX umeH (DDNS),
KoTopas genaeT BO3MOXHbIM XOCTUHI canTta, FTP- nnn no4ytoBoro cepeepa ¢ pMKCMPOBAHHbLIM
OOMEHHbIM MMeHeM (KOTopoe Bbl YKasblBaeTe camMu) M AWMHaAMMYEecKkuM agpecom.  OTo
nossonseT BawMM ApYy3bsM MOAKNIOYaTLCHA K BalleMy cepBepy, ykasaB AOMEHHOE VMMS BHE
3aBMCUMOCTM OT 3HauveHus |IP-agpeca. lNepen Tem Kak NpUCTYNUTb K MCMOMb30BaHUIO AAHHOW
dyHKUMU Heobxoanmo 3apermcTpupoBaTbCs y  nposauvgepa cepsuca DDNS,

HanpumMmep www.comexe.cn, www.dyndns.org nnn www.no-ig.com. OT nocTtaBwWyKa

l/IHTepHeT-ycnyr Bbl NONy4YnTE Naposib UMK KIkou.

4.15.1 Comexe.cn DDNS

Ecnn B kavectBe npoBangepa cepBuca DDNS 6bin BbiGpaH www.comexe.cn, LOMKHO

NOSIBUTLCHA OKHO, NokasaHHoe Ha Puc. 4-74.

MpoBaiOoep ceperca: Comexe | www.comexe.cn ) » | [epeiTy K perMcTpauni. .

[omeHHDe MMA;
[omeHHOe MMA:
NomeHHoe MMA:
NomeHHDe MMA:

JomeHHoe MMA:

HuA nonk2oBaTens: username

Maponk: (II111I1 Y]

[] Bemounte DONE

COCTOAHWE NOaKNHYeHNA: DDOMS He 3anyckaeTcAl

[ Boiiti ]

| Coxpanuts |

Puc. 4-74 Hactpoiikn Comexe.cn DDNS
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Onsa ycraHoBku napameTpoB DDNS Heo6x0aMMO BbINONHUTL criegylolime OeNcTBuUs:

1. [oMeHHOe WMsI BBEOUTE COOTBETCTBYKOLLEE 3HAYEHWe, MONyYeHHOEe OT MOCTaBLLMKa

VHTepHeT-ycnyr.
2. Ykaxute AMsa nonb3oBaTensa y4eTHOW 3anucu.
3. Ykaxute MNaponb y4yeTHOW 3anucu.
4. HaxmuTe kHonky BonTtn onsa Bxoga B CUCTEMY.

CocTosiHMe nogkntouyeHus - OTobpaxkaeTcst CoOCTosiHME noakntoveHus k cepsucy DDNS.

HaxmuTe kHonky BbInTH, 4TOGbI BEINTU N3 CUCTEMBI.

4.15.2 Dyndns.org DDNS

Ecnu B kadyecTBe npoBanpgepa cepBuca DDNS 6bin BbiGpaH www.dyndns.org, NOsSIBUTCA OKHO

Kak nokasaHo Ha Puc. 4-75.

MpoBaioep cepevca: Dyndns { www.dyndns.org ) | OepeiTy K perucTpauun...
WmMA nonb3oBaTens: Username
Maponk: (TTITIITIT]

JoMeHHo:s MMA:

[] Brnwuute DONS

COCTORAHWE NOOENHYEeHnA: DDOMS He 3anyckaeTcA!

[ Boiiti ] [ Briitn

| coxpanuts |

Pwuc. 4-75 Hactponku Dyndns.org DDNS
IOnsa yctaHoBku napameTpoB DDNS Heo6xoAanMMO BbINONHUTL creaylolme JenMcTBUsA:

1.  Ykaxunte UMa nonb3oBaTens y4eTHON 3anuncu.
2.  Ykaxute MNaponb y4eTHOW 3anucw.

3. Ykaxute [lomeHHOe uMs, NONy4yeHHoe OT npoBangepa cepsnca DDNS.
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4. Haxmute kHonky BonTtun ans Bxoga B cuctemy.
CocrosiHume nogkno4veHus - OTobpaxaeTcsa cocTosiHue nogkniodeHms K cepsucy DDNS.

HaxmuTe kHonky BbInTH, 4TOGbI BEINTU N3 CUCTEMBI.

4.15.3 No-ip.com DDNS

Ecnu B kayecTBe npoBamgepa cepBmuca DDNS 6bin BhiOpaH www.no-ip.com, NosBUTCSH OKHO

Kak nokasaHo Ha Puc. 4-76.

MpoBaioep ceperca: Mo-IP { www.no-ip.com | w | NepedTi K DEMMCTDAUMM. .
HMA none3oBaTens: Lusermname
Mapone: I TTTITTIT]

OoMeHHOS HMA:

[] Benwouwte DDOMNS

CoCTOAHKWE NOOgENHYeHHA; DDMS He 3anyckaeTcAl

[ Boiiti ] [ Briiiti

[ COXpaHWUTL ]

Puc. 4-76 Hactpoiikn No-ip.com DDNS
IOnsa yctaHoBku napameTpoB DDNS Heo6xoAanMMO BbINONHUTL criegylolme JeMcTBUsA:

1.  Ykaxunte UMa nonb3oBaTens y4eTHON 3anuncu.
2.  Ykaxute MNaponb y4eTHOW 3anucw.
3. YkaxuTe lomeHHOe uMs, nonyyeHHoe oT nposangepa cepsuca DDNS.

4. HaxmuTte kHonky BonTn, 4tobbl BOWTM B CUCTEMY.
CocTtosiHue nogknoueHus - OTobpaxkaeTca CocTosiHMe nogkntoyeHus k cepsucy DDNS.

HaxmuTe kHonky BbINTK, 4TOBbI BLINTU N3 CUCTEMBI.
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4.16 CucteMHble UHCTPYMEHTDI

CHCTEMHLIE MHCTDYMEHTLI

- HacTpoika BpeMeHi

- lwarHocTMEa

- OBHOBNEHKe BCTpOeHHoro MO

- 3aBOOCKME HACTPONRKA

- PezepBHan KOMWA M BOCCTAHOBNEHNWE
- Nepeszarpy3ka

- Maponk

- CHCTEMHLIA XypHan

- CratMcTHEa
Puc. 4-77 MeHio CMCTEMHbIE MHCTPYMEHTbI
MeHio CucTeMHble MHCTPYMEHTbI COAEPXKUT crieayrowme noameHio — Hactpomnka BpemeHu,
OunarHoctuka, O6HoBNeHue BcTpoeHHoro MO, 3aBoackue HacTponku, PesepBHas konus 1
BoccTaHoBneHue, [llepesarpy3ka, [Maponb, CuctemMHbin XypHan un Cratuctuka. [ns

HaCTPOWKN HY>XHON OYHKLMK BbIGEPUTE COOTBETCTBYIOLLEE MEHI0. Hike npuBoamTcst nogpobHoe

onncaHme nNo KaXxgomy n3 3Tux NnogMeHio.

4.16.1 Hactpounka BpeMeHU

Bbl6paB MeHio CucremHble UHCTPYMEHTbl — HaCTpOﬁKa BpeMeHU, Bbl MOXeTe HacTpanBaTb

napameTpbl BpEMEHU B OKHE, MPEACTaBNEHHOM Ha PUCYHKE HIXE.
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YacoBon NoOAC: (GMT+03:00) Barpag, Kyeeir, Haiipobn, 3p-Puag, Mockea “
Nara: 1 1 2012 (MecALMUCcno/roa)
Bpems: 5 0 4 (YaCkIMUHYTEI CEKYHOE )
NTP-cepeep 1: 0.0.0.0 (no ewiBopy)
NTP-cepeep 2: 0000 (no ewiGopy)

[ MonyynTe BpemA No [pUHBKYY ]

NetHee BpeMA: (O OTkMIouNTE (30 BKMIYWTE Ha Beck rof, () BKNKYMTE HA ONPeOeneHHoe BPeMA
Havano:
KoHew;
COCTORHWE NETHETD BPEeMEHI: NeTHER BpEMA BENKYEHD.
BHUMaHwe: HaxmuTe TIonyynTe Bpema No MpuHenYy’, 4To0bl 0OHOBMTE BPEMA C CEPBEPOE Yepe3 MIHTepHeT
COXpaHuTE

Puc. 4-78 Hactpoika BpemeHu
» YacoBou nosic — Beibepute yacoBom nosc.
> [arta— Ykaxute gaty B popmare mecdu/aeHs/rog.
> YkaxuTte Bpemsa B chopmare vac/mMmuHyTa/cekyHaa.
> NTP-cepBep 1/NTP-cepBep 2 — Beeaute agpec nnu gomeHHoe ums NTP-cepepa 1 vnu
NTP-cepBepa 2, nocrne 4ero MmapLupytusarop nonydmt napametpbl BpemeHu ¢ NTP-cepsepa.

Kpome Toro, ansi Hekotopbix BCTpoeHHbIXx NTP-cepBepoB MapLUpyTM3aTop MOXET rofyyaTtb

3Ha4yeHne BpemMeHn aBToMmaTtnu4eckn npu noaKIno4YeHnn K MHTepHeT.

» OTtmeTbre none Bknwouutb Ha Becb roa/Bknountb Ha onpegeneHHoe BpeMs, 4ToObI

BKINMHO4YNTb beHKLI,VII-O NeTHero BpemMeHu

» Havano - BpeMFI, C KOTOpPOro Ha4ynHaeTcd neTtHee BpemMA. Bbl6epMTe Mecsl B nNepBom norsne,

Hegento BO BTOPOM Mnosne, AeHb B TpeTbeM None n BpemMsa B HETBEPTOM Morie.

» KoHey — Bpewmsi, Korga 3akaH4ymBaeTcs NeTHee Bpemsi. Bbibepute mecsiy B nepBom norne,

Heaenio BO BTOPOM Mnose, AeHb B TPETbEM None U BpemMd B HETBEPTOM Nore.

» CocTosiHue netHero BpemeHun — OTobpaxaeT COCToAHME, UCNONb3YeTCs N fIeETHEE BpeMs

UInn Her.

Y106bI HACTPOUTL BPEMSA B PYHHOM pexume:
1. Bbibepute yacoBown nosc.

2.  YkaxuTe [aty B hopmare mecsu/aeHb/roa.
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3. Ykaxute Bpems B hopmate yac/mMmuHyTa/cekyHaa.

4. Haxmute kHonky CoxpaHuUTb.

Y106bI HACTPOUTL BpEMA aBTOMaTU4YECKU:

1. Bbibepute yacoBow nosc.

2. Beeagute agpec nnun gomeHHoe umst NTP-cepBepa 1 nnu NTP-cepBepa 2.

3. Haxmwute kHonky Monyuntb Bpems no MpuHBMYY, 4TOOLI Mony4yaTb CUCTEMHOE BPEMS

yepes MHTepHeT npu Hann4mm NOAKNIYEHNA K HEMY.

Y100bI YCTAHOBUTL JIeTHEE BPEMS:

1.  OTmeTbTe Nnone BknounTb Ha Becb roa/BknounTb Ha onpeaeneHHoe BpeMsa.
2. BbibepuTe 3HadeHne Havana netHero nepnoga BpEMEHM.

3. Beblbepute 3HayeHne KoHua netHero nepvoga BpeMeHuU.
4

ans COXpaHeHnA HaCcTpoekK, HaXXMUTe KHOMKY COXpaHVITb.

NeTHee BpemA: ) OtkmiounTE () BEMKOUMTL HA BECk 10, KMIOUHTE Ha ONpefeneHHoe Bpema
Havano: HAHeape || 14 + || BockpeceHbe 1 0:00 it
Komeny: Nerabpe || 4 + || BockpeceHbe 1 0:00 hd
COCTORHWE NETHETO BPEMEHM: NeTHee BEPEMA BKIIOYEHD.

BHUMaHWe: Haxmute Tlonydnte BpemA No MpuHENYY, yToObl 0OHOBWTE BPEMA C CEPEEPOB Yepes FIHTepHET

&= NMpumeyaHue:

1. [OaHHasi HacTpoiika GyaeT vcnonb3oBaTbCcs ANa psiaa PYHKUUA C BPEMEHHBIM KpUTEPUEM,
Hanpumep, ANs MEeXCEeTeBOro akpaHa. Ecnv saHayeHne BpemeHu He 3aaaHo, 3T PYHKLUM He
6ynyT pabotaTtb. Takum 06pa3oM, SBMSIETCS KpaiHe BaXXHbIM yKasaTb 3TV 3Ha4YeHusi cpasy
nocre Bxoa B CUCTEMY.

HacTtporiku BpemeHun 6yayT yTepsHbl NPy BbIKMOYEHUN MapLupyTu3atopa.
Mpn cooTBETCTBYIOLLEN HACTpPOMKe MaplipyTusatop 6ydet nonyyaTb cpegHee Bpems Mo
puHBMYY Yepe3 NIHTepHET B aBTOMaTUYECKOM pexume.

4. ®YHKUMSI NETHErO BPEMEHW BCTYMAET B CUITY OAHY MUHYTY NOCE €€ BKITIYEHUS.

4.16.2 [OmnarHocTuKa

BbibpaB CuCTEMHbIE MHCTPYMEHTbI — [lMarHoCTuKa, Bbl MOXeTe nNpu nomoLum dyHkuun Ping

n TpaccupoBka npoBepsaTb paboTy CETU (CM. PUCYHOK HUXKE).
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I'IapEIMEprI OWarHoOCTHKH
MHCTPYMEHT OWATHOCTHEMN; (#) Ping (O TpaccupoBka

IP-appec/ [loMeHHOE MMA:

Cyerymnk Ping: 4 (1-50)
Paznmep Ping-nakera: 64 (4-1472 GanT)
Bpema oxunoadns Ping: a00 {(100-2000 mck)
TpaccwpoBka Max TTL: (1-30)

PesynbTaTel AMarHOCTHKN

L -
VeTROMCTED DOTOBRD.

Puc. 4-79 NHCTpYMEHTbI AMarHOCTMKK

» MWHcTpymMeHT pauarHoctMkm — [ns Bblbopa HeobXxogMMoro MHCTPYMEHTa HaxXmuTe
COOTBETCTBYIOLLYIO PaAMOKHONKY.
e Ping - OTOT MHCTPYMEHT ycTpaHsieT npobremMbl C NOAKMYEHUEM, JOCTUXKMMOCTBIO U

paspelleHnemM nMmeHn ana KOHKpEeTHOro y3na uin wnk3a.

o TpaccupOBKa — 3toT MHCTPYMEHT Npon3BOAUT NPOBEPKY pa6OTbI NOAKIMKYEeHNA.

& lMpumeuaHue:

Bbl mMoxeTe npuMeHsiTb MHCTpyMeHTbl Ping/TpaccupoBka ansa nposepku |IP-agpeca wnu
OOMeHHoro wumeHun. Ecnv nposepka wuHcTpymeHTamu Ping/TpaccupoBka B OTHOLUEHUM
IP-agpeca npowrna ycnewHo, HO C JOMEHHbIM MMEHEM BO3HWUKMNM MPOOMemMbl, 9TO MOXET
O3HayaTb npobrnemy c paspelieHMeM MMeH. B aTom cnydae crnepyet ybGeouTtbes, 4TO
OOMEHHOE WUMS, KOTOPOE Bbl YKa3blBaETe, ABMSIETCA paspeLUeHHbIM, MCNonb3ya Afis 3Toro

DNS-3anpockl (Domain Name System — Cnyx6a JOMEHHbLIX UMEH).
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» |IP-appec/ [omeHHoe uma - Ykaxute IP-agpec vnu QOOMEHHOE WMMSI KOMMbKOTEPA,

NOAKIMOYEHNE KOTOPOTrO Bbl XOTUTE NpoOBEPUTHL (K MpuMepy ).
» Cuyetumk Ping — lNoka3biBaeT YMCNO OTMNpPaBIiEHHbIX 9X0-3arnpoCoB.
> Pasmep Ping-nakeTa — YkasbiBaeT kKonm4ectso 6anToB AaHHbIX K OTNpaBKe.

> Bpemsa oxupaHua Ping — Bpema oxuaaHua oTBeTa Ha a3xo-3anpoc. Ecnu B TeyeHue

YKa3aHHOro BpeMeHun HeT oTBeTa, TO BpeMa OXnaaHna coeanHeHna npesBbILLeHO.

» TpaccupoBka Max TTL — YkaxuTe MakcumanbHO€ KONMYecTBO OTCKOKOB (MakcuMmarnbHoe

3HayeHue TTL) Ha NyTM NoUCKa KOHEYHOMN TOYKMN.
HaxmuTe kHonky HayaTtb, 4ToObI HaYaTb NpoLeaypy AMarHOCTUKN.

B okHe Pe3yanaTb| ANarHoCTuku 6y,El,yT npeacTtaBneHbl pe3ynbraThl.

Ecnu pesynbrart aHanorn4eH pesynbrarty, npeacTtaBneHHOMY Ha PUCYHKE HUWXE, C NOAKITIOHEHNEM

K MHTepHeT BCE B nopsAake.

PesynbTaThl ONarHOCTHKH

Pinging 192.165.0.1 with &4 bytes of data:

i Reply from 192.165.0.1: bytes=64 time=l1 TTL=54 seq=1 E
E Feply from 192.168.0.1: bytes=cd time=1 TTL=64 =zeqg=2 E
v Beply from 19Z.168.0.1: hytes=6d time=1 TTL=64 =eq=3 .
E Feply from 192.165.0.1: bytez=6d time=1 TTL=64 zeq=4 E
; Ping statistics for 192.163.0.1 E

Packetsz: Zent = 4, Beceived = 4, Lost = 0 (0% loss3) .

E Adpproximate round trip times in milliseconds:

Puc. 4-80 Pesynbtathl AMarHOCTUKK
& MpumeyaHune:

OpOHOBPEMEHHO WMHCTPYMEHTbI OMarHOCTMKM MOFyT WUCMNonb3oBaTbCs He Oornee 4Yem OOHUM
nonb3oBarenem. MapameTtpbl "Cuétumk Ping", "Pasmep Ping-naketa" n "Bpems oxuganunsa Ping"
asnoTca napametpamu dyHkumm Ping, a "Makc. TpaccupoBka TTL" napameTrpom dyHKUMU
TpaccupoBKu.

4.16.3 OO6GHoBneHune BcTpoeHHoro MO

BbibpaB CucteMHble MHCTPYMeHTLI — O6HoBneHue BcTpoeHHoro MO, Bbl MoxeTe 06HOBUTL

BcTpoeHHoe MO mapLupyTusatopa (CM. PUCYHOK HUXeE).
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BepcHA NpoWHEKA: 3.14.19 Build 130425 Rel.33304n
BepcuA ofopy00oBaHWRA: WR941ND w5 00000000

OGHOBWTE

Puc. 4-81 O6HoeneHne BcTpoeHHoro MO

> Bepcusa npowmnBku — Tekyaa sepcus BcTpoeHHoro [10.

> Bepcusi obopypoBaHua - Tekywasd Bepcus annapaTtHonW 4vactu. Bepcus, ykasaHHasa B

cbaﬁne 0oOHOBEHMS, N TeKylwlada Bepcua OOJKHbI coBnaaaTthb.

Y1o0blI npousBectM oOHOBNeHue BcTpoeHHoro [MO mapuwpyTusaropa, Heobxogumo

cpgenartb cnepywulee:

1. CkavanTte nocnegHow Bepcuto ganna obHOBNEHNS C HaLLEero canta

(http://www.tp-link.com).

2. B none ®ann ykaxute nnu, Haxae kHonky O63op, BeibepuTe nyTb K hanny BcTpoeHHoro 10O,

COXpaHeHHOro Ha BallemM KoMnbroTepe.

3. Haxmute kHonky OGHOBUTL.

& lMpumeyaHue:

1) dannbl 0GHOBNEHU HAXOOATCA Ha canTe, OTKYAA X MOXHO ckavaTtb. CrieqyeT Npon3BOAUTb
OOHOBNEHNs TONbKO TOrda, Korga HoBasi BEPCUSA COLAEPXKUT Heobxoammylo Bam OYHKLMIO.
OpgHako npyv BO3HMKHOBEHMM Mpobnem CBA3aHHbIX C MapLpyTv3aTopoM, a He ero

HacTpownkamu, cregyeT npomssect obHoBneHne BCTpoeHHoro M0O.

2) Tlpn obHoBneHun BCTpoeHHoro O Tekywime HacTPOWMKM MOryT He COXpaHuTbcs. [loaTtomy
npexage 4yem npounsBoanTb OOHOBMEHUE, 3anuLIMTe cAenaHHble BaMu HAaCTPOWMKM, YTOObI MX

MOXXHO ObIST0 BOCCTaHOBUTD.

3) Tllpy 0GHOBREHUN MPOLLMBKY HE BbIKMOYANTE MapLLPYTU3aTOP U HE HaXXMManTe KHOMKy Reset.

B NnpoOTUBHOM Cl1y4ae yCTpOI;ICTBO MOXET ObITb noBpexaeHo.

4) Mo 3aBepLueHnto OBGHOBEHMS MapLIpyTU3aTop aBTOMAaTU4YECKN BbINOJTHUT Nepe3arpys3ky.

4.16.4 3aBoackue HaCTPOMKMU

Bboibpas CuCTEMHble MHCTPYMEHTbl — 3aBOACKUE HACTPOWMKWU, Bbl CMOXETE BEPHYTb

3aBOACKME HACTPOWKU (CM. PUCYHOK HUXKeE):
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HaxmuTe 3ty KHoONKY onA cOpoca BCeX HACTPOEK HA 3HAYEHWA Na YMONUAHWK.

[ Boccranoeuts ]

Puc. 4-82 3aBogckne HacTponku

Haxmute KHOMKY BoccTtaHoBuUTL aAns pooca BCeX HaCTpoeK A0 M3HaYalibHO YCTaHOBII€HHbIX

3aBOACKMX NapameTpoB.
e Wwmsa nonb3oBaTens no ymonyaxuto: admin
e Maponb no ymonyaHmo: admin
e IP-agpec no ymonyaHuio: 192.168.0.1
e Macka nogceTu rno ymonyanumio: 255.255.255.0

& lMpumeuaHue:

anI BOCCTAHOBIMEHN 3aBOACKMX HACTpOEeK Nno ymosriMaHuio BCE BHECEHHble U3MEeHEHUA 6y,EI,yT
noTepsAHbI.

4.16.5 Pe3epBHas Konusa N BOCCTaHOBNEHUe

BbibpaB CuctemMHble MHCTPYMeHTbl — Pe3epBHas KOnNuA M BOCCTaHOBIIEHME, Bbl MOXETE
COXpaHWTb TeKyLLMe HAaCTPOWKM B BUAe dpanna u 3arpysuTtb Mx M3 hanna, Kak nokasaHo Ha Puc.
4-83.

CoxXpaHeHne HaCTPORK: l PesepeHan KONuA ]

Maiin c HacTPOoRKaMI: | |[ Ofzop.. ] [ BoCCTAHOBMTE

Puc. 4-83 Pe3epBHasi konmsi 1 BOCCTaHOBIEHNE

» UTtobbl cOXpaHWTb BCE TEKYLLIME HACTPOWMKM B bann Ha KOMNbIOTEPE NOKarnbHOW CeTw,

HaXXMUTE KHOMKY Pe3epBHaﬂ Konus.

> UYT06bl BEPHYTHCA K NpeabiayLmMM HacTporikam mapLipyTusaropa, Heobxoanmo caenarb
cnepywoulee.
e Haxmute kHonky O630p 1 BbibepUTe HYXHbIN hawn.

¢ Haxmunte kHOoMKy BoccTtaHOBUTD.
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& lMpumeuaHue:

Tekywime HacTporku ©OyayT 3aMeHeHbl HacTporkamu u3 danna. [pouecc BOCCTAaHOBNEHUS
anutcs 20 cekyHa, nocne Yero MapLipytu3aTop aBTomaTU4eCcKn nepesarpysntcs. Bo nsbexanue

NOJIOMKA yCTpOVICTBa He OTKNYaKnTe ero oT NMTaHNA BO BpeMsA BOCCTAHOBIIEHNA HACTPOEK.

4.16.6 [lepe3arpyska

Bbibpae CucTeMHble WHCTpPyMeHTbl — [lepesarpy3ka, Bbl MOXeTe repesarpysutb

MapLupyTusartop npu nomoLum kHonku Mepesarpy3ska (CM. pUCYHOK HUXe).

Ha#MWUTe Ha 3Ty KHONKY ANA Nepe3arpyakn yocTpoicTea.

[ MNepesarpyaka ]

Puc. 4-84 lMepesarpyska

HeKOTOpre HaCTpOVIKM MapLuipytm3aTtopa BCTYNAT B CUNY TOJIbKO Nocre nepes3arpy3km CUCteMbl,
a UMEHHO!

e  UNameHeHune IP-agpeca cetn LAN (cuctema npon3BedéTt nepesarpysky aBToMaTUYECKN).
e V/3ameHeHue HacTpoek DHCP.

o /ameHeHue HacTpoek BecnpoBogHOM Nepenayun gaHHbIX.

e  M3ameHeHne nopta Beb-ynpaBneHus.

e OO6HoBneHne BcTpoeHHoro MO MmapwpyTmnsatopa (cuctema npou3BedET nepesarpysky

aBTOMaTUYECKN).

° C6pOC TeKylnx HacTpOoeK W BOCCTaHOBIIEeHMe 3aBOACKUX HaACTpPOEeK MaplipyTtusaTtopa

(cuctema npousBeaéT nepesarpysky aBToMaTU4ECKN).

e OO6HOBMeHVMe napaMeTpOB HaACTpoWkn u3 cpanna (cuctema npousBedéT nepesarpysky

aBTOMaTUYECKN).

4.16.7 Maponb

Bbl6paB CucremMHble UHCTPYMEHTbl — I'Iaponb, Bbl MOXeTe 3aMeHUTb WUCxXoaHoe WnMA

nonb3oBarend unn naporib MapLpyTm3aropa, Kak nokasaHo Ha Puc. 4-85.
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MIMA NONL30BATENA W NAP0ONk HE OOMHHE NPeELIWATE 14 CUMECMNOE B ANMHY M HE O0M#HEl BKMI0YATE npodent!
MNpeasioywes KMA NONL30BaTENA:

MpeasbioywWi napons:

Hoeoe MMA NONL30BaTENHA:
HoebIi naponk:

Noareepoure naponk:

| Coxpannts | | OumcTuts

Pwuc. 4-85 Maponb

HacTtosiTenbHO  pEeKOMeHAYeTCs CMEHUTb  UMUCXOOHOE WUMS  Mnonb3oBaTens W naponb
MapuwpyTtnsatopa. onb3oBatento npu Hadyane pabotbl ¢ BeG-yTunuTonM OyoeT npennoxeHo

BBECTU UMA Nonb3oBaTena 1 naporsb.

& lMpumeuaHue:

[nnHa HOBOro MMeHM nonb3oBaTensa U Naposis He OOfKHa npeBbiwaTb 14 cumBonoB. B MMeHwM
nonb3oBaTens W naporne Hemnb3s ucrnonb3oBaTb nNpobenbl. [0ns nogTBepXaeHus naponsa ero

Heobxo4MMO BBECTM ABaXAbl.
Haxmute kHonky CoxpaHuUTb, YTOObI COXpaHUTb N3MEHEHNS.

YTo6bl 04MCTUTL NONH, BOCMOMNb3YyUTECh KHOMKOM O4YnMCTUTD.

4.16.8 CucTteMHbIN XypHan

Bboibpas CucteMHble UMHCTPYMEHTbl — CUCTEMHBbIN XypHan, Bbl MOXeTe npocMmarpuBaTtb

KypHanbl MapLupyTuaaropa.
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DYHELKMA
aBTOMaTH4eCcKoR OTknoyeHa [ HacTporKK NoYTel
OTNPaBK1 NOYTLI:

Twn ®ypHana: YpoBeHs KypHana: | Bce v

WHoekc Bpewmn Tun  YpoBeHb ConepxaHwe xypHana

1 1stday 16:53:45 OTHER |MIH®O  |User clear systermn log.

Time = 2013-01-01 17:53:43 608255

H-Ver =WR941ND v5 00000000 : §-Ver = 3.14.19 Build 130425 Rel.33304n
L=192.168.0.1: M= 255.255.255.0

W1 =DHCP:W=0.0.0.0:M=0.,0.0.0:G=0.0.0.0

[ OBHosuTe | [ Coxpannte sypan | | OTNp&aBUTL KyPHAN N0 MoYTe | [ Oumctuts wypHan |

TekyLWMa Ne. CTpaHuua

Puc. 4-86 CucremHbIn xxypHan

>  ®YHKUMA aBTOMATU4YECKOM OTNpPaBKM NOYTbIl — [1okasbiBaeT, BKIIHOYEHA NN DYHKLMA Unn

HeT.

» HacTporkum nouTbl - 3gecb ykasbiBaeTCs MOYTOBbIA ALWMK ONS OTMPaBKM U MOMyYeHMUs
coobuieHni, agpec cepBepa, nHdopmaums No NoATBEPXKAEHNIO JOCTOBEPHOCTU OaHHbIX, a

TaKke pacnmcaHve paboTbl pyHKUMM aBToOTNpaBku (Puc. 4-87).

" Hactpoin novrosoro awaysra |

o | |

Kowmy: | |

SMTP-cepeep: | |

[ Ayrentudukauma

[[] BHMIOUMTE GYHKUWKD 3ETOOTNPAEKN

Kaaslil 0eHb 0TNPEBNATE CUCTEMHBIA XYPHAN No agpecy I:I : I:I {4y:mn)

OTNPEENATE CUCTEMHLIN XYDHAN KaXOkle I:I YaCOB

| Coxpauuts | | Hasan |

Puc. 4-87 HacTponku no4TOBOro akkayHta
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>

e Ot Koro - Bal noY4TOBbIN ALLUK, OTKYAA MapLUpyTu3aTop 6yaeT oTnpaBnaTh XypHansbl.
e Komy — lNMouToBbIN AWMK, Kyaa 6yayT NpuxoanTb XypHanbl.

e SMTP-cepBep — Baw SMTP-cepsep. CooTBETCTBYET NOYTOBOMY SLLMKY, YKA3aHHOMY B
none OT Koro. Ecnn Bbl He 3HaeTe agpec, 3aWaMTe Ha COOTBETCTBYHOLUMM CanT 3a

NOMOLLbIO.

e AyTteHTUdmMKaums - bonbwmnHcTBo SMTP-cepBepoB TpebyoT NPOUTK ayTeHTUdMKaUuio,

KoTopas nogpasymeBaeT BBOA MMEHMW NONb3oBaTensa unm napons.
& MpumeyaHue:

Mpn BbIGOpe pexuma AyTeHTUMKauuMm Heobxo4MMO B COOTBETCTBYHOLLMX MOMSAX

yKa3aTb nMMA Nonb3oBartesid U naposb.

e Wwma nonb3oBatens — [lodyToBas ydeTHas 3anucb, ykasaHHas B none OT. Ta yacTb,

KOTOpas HaxoguTCs 3a 3HAKOM @, He ykasblBaeTcsl.
e [aponb — Naponb Ballen y4eTHOM NOYTOBOM 3anncu.
e [loarBepauTe naponb — [1Na NOATBEPXKOEHMS YKaXUTe Naporb eLle pas.

e Bknwuutb ¢dyHKUUIO aBTOOTNpPaBKUM — ABTOMaTU4YECKas OTNpPaBKka CUCTEMHbIX
XypHanoB. Bbl MoeTe oTnpaBnATb TEKYLLME XKypHarbl B OnpegeneHHoe BpeMs KaxabIn
OEHb UIn Yepes onpeaeneHHbli BPEMEHHON NEPUOL, HO TONbKO OO4HO M3 NpPaBUIT MOXET
OblTb JENCTBYIOLLUM Ha OaHHbIA MOMEHT. B COOTBETCTBYIOLLMNX NOMNAX YKaXUTE BPEMS
NI BPEMEHHOW NepUOoA, Kak nokasaHo Ha Puc. 4-86.

YT06bl COXpaHUTbL HACTPOWKKN, BOCMONb3YATECH KHOMKON COXpaHUTb.
HaxmuTe kHonky Hasaa, 4ToObl BEpHYTLCA B nNpeabiayLlee OKHO.
Twvn xypHana - Npu Bbibope 6yayT oTobpaxxaTbCHa TONMbKO XXypHaribl BeiIOpaHHOro Tmuna

YpoBeHb XypHana - [lpu Bblbope OyayT oToOpakaTbCs TOMbKO >XKypHanbl BblOpaHHOro

YPOBHS.
O6HOBUTbL - OGHOBUTL OKHO OS5 OTOOpaKeHUs NOCNegHEero Cn1cka >XypHaros.
CoxpaHuTb XypHan - CoxpaHuUTb BCe XXYpHanbl B TEKCTOBbIN doanin.

OTnpaBuTb XypHan no no4yte — OTNpaBuTb N0 SMEKTPOHHOW NoYTe BCE TEKYLLME XKypHanbi.
OTnpaBka NPOU3BOAMTCS B Py4HOM peXxunmMe B COOTBETCTBUM C NapaMeTpami, 3afaHHbIMU B

pasgene "lMapameTpbl oTNpaBkn".

OuuncTntb XypHan — CtepeTb BCe XXypHarbl U3 MapLupyTM3aTopa.

Haxas kHonky Cnepylowlas, Bbl rnepeiaete Ha Cneaylollylo CTpaHully, a Haxas KHOMKY
Mpeabiaywasn, BepHeTeCh Ha NpeablAYLLYIO.
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4.16.9 Ctatucrtuka

BbibpaBs CucteMHble MHCTPYMEHTbI — CTaTUCTUKA, Bbl MOXETe NpocMaTpmBaTb CTaTUCTUKY

no MapLUpyTM3aTopy, BKMYas obWwuiA 1 Tekywuin Tpadmk No nocregHeMy WHTepBary naketos

CTaTUCTUKWN.
TeKylee COCTORHNE CTATMCTHKM: OtknioyeHo
WHTepBana CTaTMCTUKN NakeToB(5~60): 10 w | CEeKyHOE!
ABTOOOHOBNEHKE
MNpaguna copTMpOBKL: CopTpoBka No TeKyLLEMy KonuyecTay Bait hd [ COpocHTE BCE ] [ YaanuTe BCe
Becero TeKylWEe COCTOAHWE
h:ig‘iiifc Maketos Baiir Makeroe Baiir ICMP Tx UDP Tx TCP SYN Tx visuenars
TeKYLWNIA CINCOK nyCT.
5 + | 3anncei Ha cTpadnue. Current No. |1 » | CTpaHuua

Puc. 4-88 Cratuctmka

> Tekywee coCcTOAHUE CTAaTUCTUKM — BknioveHo unu OTkoYeHo. 3HayeHre No yMONYaHmio
"OTKMNOYEHO". YTOObI BKNIOUNTE PYHKLMIO KMUKHUTE MO KHONKe "BknounTs". Ecnn cpyHKumns
OTKMYeHa, To pyHkuMA 3awmTel oT DoS-atak B okHe "BesonacHocTb" Takke Oyaet
OTKMoYeHa.

> WHTepBan ctatuctuku naketoB — 3HadeHne no ymondaHuio 10. N3 BbinagatoLlero cnmcka
MOXHO BblOpaTb 3HadeHne oT 5 go 60 cekyHa. [JaHHOe 3Ha4yeHue onpenenseT NPOMEXYTOK
BPEMEHW MEeXAY OTNPaBKOW NakeToB CO CTAaTUCTMKOW.

> [lpaBuna copTnpoBKu — [1paBuna copTMpoBKM OTOOpaKaemMor CTaTUCTHKMN.
[MocTaBbTe ranoyky B norie ABTOOOHOBNEHME 4/ aBTOMaTMYeCcKoro 06HOBMEHNS.
Haxmute kHonky OBHOBUTL, YTOObI OGHOBUTE OKHO HEMEASTEHHO.

HaxaB kHonky CopocuTb Bce, Bbl OOHYNMTE BCE 3anucu.

HaxaB kHoMKy YaanuTb Bce, Bbl yoanute BCe 3anucu n3 tabnuupl.

Tabnuua cTaTUCTUKK:

IP-appec/MAC-appec OTtobpaxatotcs IP- n MAC-agpechl ¢ COOTBETCTBYHLLEN CTAaTUCTUKOMN.

MakeToB KonuyecTBo NnakeToB, NOMYYEHHbIX 1 OTMPaBeHHbIX MapLUPyTU3aTOPOM.
Bcero

Baunrt KonuuyectBo 6aiT, Nony4eHHbIX U OTNPaBNeHHbIX MapLUPYTU3aTOPOM.
Tekywiee KonuyecTtBO NakeToB, MOMy4YeHHbIX W OTNPaBMEHHbIX 3a MOCMNELHUA

MakeToB
3HauYeHue MHTepBan nakeToB CTaTUCTUKM.
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KonvyectBo 6aiT, MOMNy4YeHHbIX W OTNPaBMNEHHbIX 3a MocnegHun
Bant
MHTepBan nakeToB CTaTUCTUKM.

KonuyectBo ICMP-nakeTtoB oTtnpaBrneHHbix kK cetn WAN, kak ykasaHo B
none MHTepBan naketoB cTaTMCTUKK. [laHHOe 3HaveHue npeacTasBreHo
ICMP Tx
Kak OTHOLleHWe "Tekylias cKopocTb nepepavn/ MakcumarnbHasi CKOpPOCTb

nepegaumn".

KonunyectBo UDP-naketoB oTnpasneHHbIXx K WAN-ceTu, kak ykasaHo B nosne
MHTepBan nakeToB CTaTUCTUKU. [laHHOe 3HayeHWe NpeacTaBliEHO Kak
UDP Tx
OTHOLLeHWe "Tekywlas ckopocTb nepegaun/ MakcumanbHas CKOpOCTb

nepegauun”.

KonuyectBo TCP SYN -naketoB otnpasrneHHbIx K WAN-ceTu, kak ykazaHo B
TCP SYN | none UHTepBan nakeTtoB CTaTUCTUKWU. [laHHOE 3HA4YeHWe npenctaBrneHo
Tx KaKk OTHOLleHMe "Tekylias CKOpocTb nepegauyn/ MakcumanbHas CKOpoCTb

nepegaumn".

C6pocutb | OGHYNUTL 3Ha4YeHMe 3anucu.

N3meHnTb

Yaanutb YnanuTb CyLLecTBYIOLLYIO 3anuch B Tabnuue.

Ha kaxxgown ctpaHuue JomkHO ObiTe 5 3anuncen. Ytobbl BEpHYTLCA Ha NpeablayLylo CTpaHuly,
Bocnonb3yntecb kHomnkon [Mpepbigywasa. YTobbl nepertM Ha cnefylowylo  cTpaHuuy,
BOCMNONb3ynTechb KHomkon Cneayowias.
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MpunoxeHune A: YacTto 3agaBaemMblie BOMNpOCHI

1. Kak MHe HacTpouTb MapLIpyTU3aTop, 4ToObI Nnonb3oBatenu ADSL mornu BbIxoauTb B

UHTepHeT?
1) [pexae Bcero, HacTponTe ADSL-mogem Ha ncnons3oBaHue B pexume mocta RFC1483.

2) nMogknounte kabenb Ethernet ADSL-mogema k nopty WAN mapupytmusaTopa.

TenedoHHbI kKabenb NogknoyaeTcs K cooTeTcTByoWwemy nopty ADSL-mogema.

3) Bongute B maplpyTtnsartop, B MEHIO B JIEBOM YacTu 3kpaHa 3anauTte B pasgen CeTb u
BblbepuTe nogmeHio WAN. B okHe WAN B pasgene Tun nogkntodeHmns WAN ykaxute
PPPoE. B nonax Wmsa nonb3oBatens un [laponb yKkaXuTe COOTBETCTBEHHO WMS

nonb3oBartend 1 napornb. MNocne atoro HaxmuTe KHOMKY MogknunTb.

Tun noggnoyeHns VWAN: PPPoE/Foccua PPPoE OnpegennTe

Mogkntoyenne PPPoE:

HmA none3oBaTtens; username
Mapone: TITIITIL
Moaoreepoure Naponk: T

Puc. A-1  Tun nogkntoyeHus PPPoE

4) Ecnu ycnyru ADSL-nogkntoyeHnst NpefocTaBnsatoTCa B peXmMMe NOBPEMEHHON onnarhl,
BblbepuTe [logkniovyeHne no TpeboBaHuo unu [logkniodeHve BpydHyl. B none
MakcuManbHoe BpeMsi NPOCTOs YKaXWUTe HyXHOe 3HadyeHune. Takke MOXHO BblbpaTb

pexum MNogkniounTe aBTOMaTUYECKM.

Pexim nogenroyeHnA WAN: (® MogkniounTs no TpedoraHNn
MakcumansHoe BpeMA npocTon: | 15 MUHYT(b!) (0 03HAYAET, YTO COEAMHEHKME GYOET AKTWBHLIM NOCTOAHHD.)
) TogKnioynTe ETOMATHYECKN
() MopkniounTs No pacnucaHuio
Mepuog BpeMEHK: © : (uu:ram) go : (uuzan)

(O MopknoYUTs BRYYHYID

MakcWMansHoE BEMA NPOCTOA: MWHYT(bI) (0 03HAYEET, YTO COEOMHEHWE GYOET AKTMEHLIM NOCTOAHHO.)
CoeaUHNTE OTknYeHo!

Puc. A-2 Twun nogkntoveHus PPPoE
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& lMpumeyaHue:

1) WHorga nogknyeHve He MOXeT ObiTb MpekpalleHo, Aaxe ecnv Bbl yKasanu
COOTBETCTBYMOLLEE 3HA4YeHMe B none MakcumanbHOe BpPeMsi MPOCTOs!, T.K. HEKOTOpbIe
npunoxeHunsa obpawyatroTtcsa kK pecypcam MIHTepHeT B (OOHOBOM pexXnme.

2) Ecnu Bbl wucnonb3yete kabenb, npou3BeauTe HACTPOWKY MaplipyTMsatopa B

COOTBETCTBUU C NpuBeaEeHHbIMU BbllLUE UHCTPYKLUNAMMN.

Kak MHe HacTpouTbL MapLpyTusaTop, YTo6bl nonsk3oBarenu Ethernet mornu BeixoauTh

B UHTepHeT?

1) BonguTte B MapLupyTM3aTop M HaxmuTe meHio CeTb B NEBOM 4acTV MOHMTOpaA, 3aTEM
Bbl6epute nogmeHio WAN. B okHe WAN B none Tun nogknroyeHna WAN BLibepute
3HayeHune uHamnyeckun IP-agpec. Haxmute kHoMKy CoXpaHuTb.

2) Hekotopble nocTaBwukn WHTepHeT-ycnyr TpebytoT peructpaumm MAC-agpeca
aganTepa, KoTopbl Obin nogkntoyeH kK DSL/kabenbHOMY MogeMy B npouecce yCTaHOBKU.
Ecnu noctaBwuk WHTepHeT-ycnyr Tpebyetr npoussectn peructpaumio MAC-agpeca,
BOMAMTE B MaplupyTtu3atop u Bblbepute MeHio CeTb B NEBOW YacTu dKpaHa. 3atem
Bbibepute nogmeHio KnoHupoBaHue MAC-agpeca. Ecnu MAC-agpec Bawlero
KOMMbloTEpa HABMSETCS TeM CcaMblM agpecoMm, Haxmute kHornky KnoHupoBaTb
MAC-agpec, u atoT agpec nosisutcs B norie MAC-agpec WAN. Takke MOXHO BBECTU
AaHHoe  3HadeHne B none  MAC-agpec WAN. ®opmar MAC-agpeca
XX-XX-XX-XX-XX-XX. 3arem HaxmuTe KkHonky CoxpaHuTb. CaenaHHble U3MeHeHus
BCTYNAT B CMIY Nocre nepesarpysku.

MAC-zapec WAN: 00-0A-EB-08-43-14 | BoccTaHosmTb 3aBoAckoil MAC-agpec |

MAC-agpec KoMNbHOTEpa: [ KnoHWpoBaTe MAC-aapec ]

COXpaHUTb

Puc. A-3 KnonunposaHne MAC-agpeca
A xouy ncnonb3oBatb NetMeeting. YTo MHe HyXHO AnsA 3aToro caenatb?

1) Ecnu Bbl 3anyctute NetMeeting B kayecTBe y3na, Bam He notpebyercsa npeanpuHnmatb
Kakux-nnbo AencTBui.

2) Ecnwn Obl 3anycTuTe ero B pexume oTBeTa, Bam NoTpebyeTcs HacTpouTb BupTyanbHbin
cepsep nnu ysen DMZ, a Takke yoegutbcsa B ToM, 4To H323 ALG BkntoyeHa.

3) YT0obbl HacTponTb BupTyanbHbI cepBep: BonaMTe B MapLUpyTM3aTop, HaXXMUTE MEHI0
Mepeagpecauus B neBow 4YacTu Gpaysepa u BblGepuTe nogmeHio BupTyanbHble
cepBepbl. B okHe BupTyanbHble cepBepbl HaxmuTe KHoOMKy [lo6aBUTb HOBYH...
3atem B okHe [106aBUTb UM U3MEHUTb 3anNnUcCb BUPTyasribHOro cepBepa BBeauTe B
none Mopt cepBuca 3HayeHne 11130, a B none IP-agpec, Hanpumep, 192.168.0.198.
HaxmuTe kHonky BknroyeHo 1 3atem CoxpaHUTb.
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BupTyanbHble cepBepbl
ID  MopT cepeuca BHYTPEHHWIA NopT IP-Agpec MpoTtokon CocTofHue HameHnTs
1 11130 11120 192.168.0.198 Bce BrmwoveHo PenakTupoBate ¥Oanute
[ [oBaBnTb HOBYHD... ] [ BrniounThb BCE ] [ OTKNO4KTE BCE ] [ YOanuTs Bce ]

Puc. A-4 BupTtyanbHble cepBepbl

[obaBHUTE MK N3MEHWTL 3aNMCb BUPTYanbHOro cepeepa
Mopt cepenca: 11130 (00 mnm 200

BHYTpeHHWIH NopT: 11120 (X, JefCTEMTENLHO TONLKD ANA 0gHOM CEPBUCHOTD NOPTS WNW OCTAELTE NONE NYCTEIM)

IP-agpec: 192.168.0.135

MNpoTokon: | Bce V|
CocToAHKe: | BrnwueHo "|
CTaHnapTHLIA MOPT Ceperca: | --Bribepure-- ~
[ coxpanuts | [ Hasan |

Puc. A-5 OkHo [Jo6aBnTb UM N3MEHNTL 3anncb BUPTYarbHOrO cepBepa

& lMpumeuaHue:

Mpu obpaleHnn k Bawemy KOMMbloTepy M3 cetu WHTepHeT, cnepyeT obpawatbeca K
WAN IP-agpecy Ballero komnbloTepa, KOTopbli yka3aH B okHe “CocTosiHue”.

4) Yrtobbl akTMBUpPOBATL hyHKUMIO y3en DMZ, Bonaute B MapLIpyTM3aTop, BbIbEpUTE MEHIO
Mepeagpecaunsa B neeow Yactu 6paysepa u 3atem Bblbepute nogmeHio DMZ. B okHe
DMZ HaxmuTe pagnokHonky Bknrountb 1 BBeguTe Baw IP-agpec B none IP-agpec DMZ

y3na, Hanpumep, 192.168.0.168. Nocne aToro HaxmuTe kHonky CoxpaHuTb.

Tekywee COCTORHWE: ) Brmiounte (8) OTKMIOYMTE.
IP-agpec yana DMZ: 192.168.0.198 |

| CoxpannTs |

Puc. A-6 DMZ

5) [Ona Toro, 4yToObl BkNoUMTL H323 ALG: BOMOAUTE B MapLupyTM3aTop, BblOepuTe MEHH

Be3onacHOCTb, HaxoAslleecs B NEBOM YacTu okHa Gpaysepa, 1 Bbibepute NoameHo
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Hactponkn 6aszoBon 3awutbl. B okHe HacTpomkm 6GasoBom 3awmtbl BLiOepute

paguokHonky Bknrountb Bo3ne H323 ALG. Haxmute kHonky CoxpaHuTb.

MexceTeBOW 3KpaH
Mexcereson axpaH SPI: (%) Brmounte ) BLIKMIOYNTE
VPN
Mponyck Tpacuka PPTP: (&) Brnwounte ) BEIKMKOYMTE
Mponyck Tpaduka L2TP: () BrnwunTe () BeIKMQUMTE
Mponyck Tpaduka IPSec: (* Brnwounte () BeIKMOYMTL
ALG
FTP ALG: &) BknwunTe ) BEIKMHOYMTE
TFTP ALG: *) BrniounTe ) BEIKNIOYMTE
H323 ALG: (*) Bknountk () BEIKMKYUTE
RTSP ALG: () BLIKMOYNTL

Puc. A-7 HacTtpovikn 6a30B0oi 3aLnThl

4. Yto A gONMKeH genaTtb, YTOObI YCTAaHOBUTL B NloKanbHOW ceTu BeG-cepBep?

1) Tak kak mexpgy noptom 80 BebG-cepBepa u noptom 80 BeG-ynpaBneHuss MoryT
BO3HUKHYTb MEPEKPECTHbIE NOMEXW, HEOOXOAMMO Ha3Ha4YUTb OPYron NopT ANs PyHKLMM

BeO-yrnpaBneHus.

2) Y106bl N3MEeHNTbL NOPT BEO-ynNpaBneHus: BonauTe B MapLupyTusartop, Bbibepute MeHIo
Be3onacHocTb, pacnonoXeHHoe B NeBOW 4acTu OGpay3epa, M BblbepuTe NOAMEHIO
"YaaneHHoe ynpaBneHue". B okHe YpaneHHoe ynpaBneHune B none [lopt
Beb-ynpasneHns ykaxute ntobon gpyron Homep kpome 80, Hanpumep 88. Haxmute

KHOMKYy COXpaHUTb U NepesarpyavTe MapLipyTu3aTop.
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Mopt Beb-ynpaBneHns:

IP-agpec yoanedHoro ynpasneH s | 0.0.0.0 |D’Ka>KHTe 255,265 255 255 ONA BCEX)

| Coxpanuts |

Puc. A-8 YpaneHHoe ynpasneHue

& MMpumeyaHue:

Ecnn onucaHHble Bbiwe HacTpoWkM BCTynawoT B cuny, seeaunte 192.168.0.1:88 (LAN
IP-agpec mapwpyTtunsartopa: [NopT Beb-ynpaBneHus) B agpecHoun cTpoke bpaysepa.

3) Bonmgute B wMapuwpytmsatop, Bblbepute MeHio [lepeagpecauus B JeBOM 4acTu
Maplpytusatopa u Bblbepute nogmeHiw BupTyanbHble cepBepbl. B okHe
BupTtyanbHble cepBepbl HaxmuTe KHOMKY [lo6aBUTb HOBYHO..., 8 3aTEM B OKHE
[Jo6aBuTb MM M3MeHUTb BUpPTYyarnbHbIA cepBep ykaxuTte B none MopT cepBuca
s3HayeHme 80. B none IP-agpec ykaxute Baw |P-agpec, Hanpumep, 192.168.0.188.

[Mocne atoro Haxxmute KHoNky BkntoyeHo, a 3atem CoxpaHUTb.

BupTyanbHble cepBepbl

ID  Mopt cepeuca BHYTpEHHWIA NopT IP-Anpec Mpotokon CocToRHne WameHnTs
1 a0 21 192.168.0.188 Bce BrmioueHo PenakrupoBate ¥Oanute
[ DodaeutbHoeyto.. | [ BrmwowToeece | [ Otkmowwtobce | [ Ypanumbece |

Puc. A-9 BupTtyanbHble cepBepbl

HdobaBNUTE UMK U3MEHHUTE 3aNUck BUPTYyankHOro cepeepa

MopT cepBrca: (O30 X))
BHYTPEHHWIA NopT: (3, DefCTEMTENBHO TONBKD ANA 0OHOM CEpPEWCHOTD NOPTA WNW OCTABETE NONE MYCTEIM)
IP-agpec: 182.168.0.185
MpoTokon: | Bce V|
CocToAHWe: | BrntoueHo V|
CTaHnapTHLIA MOpPT Cepanca: | --Bribepure- v
[ coxpanuts | [ Hasan |

Puc. A-10 [Jo6GaBuTb uUnm M3MeHUTb 3anucb BUPTYyanbHOro cepeepa
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EeCI'IpOBOAHbIe CTaHUMUUN HEe MOTrYyT NOAKNMHYNTLCA K MapLlwpyTnu3atopy.

1)

Ybegutecb B TOM, 4YTO cAenaHa OTMeTKa B s4denke Bknwuutb O6ecnpoBogHoe

BellaHne mapupyrtusaTtopa.

MpoeepbTe, coBnagaetr nn mma SSID GecnpoBogHbIX CTaHuMM C¢ umeHem SSID

MapLlpyTusarTopa.

Y6eantecb B TOM, 4TO OecnpoBogHble CTaHLUUW WCMOMb3YIT KOPPEKTHbLIN KoY

WnpoBaHNS, ECIN TaKOW PEXKMUM BKITHOYEH.

Ecnu 6eCI'IpOBO,D,HOG noakn4yeHmne yCtaHoBIeHO, HO Bbl HE MOXeETe NoNny4nTb OO0CTYyN K

MapLupyTusartopy, nposepbre IP-agpeca Balumx 6ecnpoBogHbIX CTaHU M.
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NMpunoxeHune B: HacTponka KomnbroTepa

OTOT pasgen NOMOXET BaM NpaBuUiibHO NMPOM3BECTU YCTAHOBKY M HAcTponky npoTtokona TCP/IP B
OC Windows XP. lNpexge Bcero, ybegutecb B ToM, 4yto agantep Ethernet pabotaet, npu

HeobXoAMMOCTM NOMb3yNTECh PYKOBOACTBOM K aganTepy.

1. HacTtpounka komnoHeHTa TCP/IP

1) B naHenu 3apgay Windows Haxmute kHonky [lyck, a 3atem nepengute B MaHenb

ynpaBrieHus.

2) Haxmute no nkoHke CeTb M NogkritoyeHne K VIHTepHeT, a 3atemM B NOSBMBLUEMCSH OKHE
Haxmute Bknagky CeTeBble NOAKNIOYEHMUS.

3) HaxmuTe npaBoit KHOMKOW MbILUM NO UKOHKE U B NOSIBMBLLEMCS] MEHIO BblbepuTe pasaen
CBocTtBa.

OAENHIYEHHE MO NoKanEHOA

'—:ﬂ: OTKAHHTE

MoAKAHIYEHHA THNE MOCT

C0z8aTe ApnkeIk

MepeMMeHOBEaTE

CBOHCTBa

Pwuc. B-1

4) B npeacrtaBneHHOM Ha PUCYHKE HIDKE OKHE ABaXXAbl KNMKHUTE no pa3sgeny MpoTokon
WHtepHeTa (TCP/IP).
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- [Mogxnwuye HHe Mo AOKAAbHOH CETH - CBOWCTRA E]@

O6wwe | MNposepra nogauyHocTy | JononHuTensHo

MogkmousHe Yepes:
E&@ Fealtek PCle GBE Family Contraller

K.ornoHEHTEI, HCAONEZYErEIE AT NOGEADHYEHHER!

.@ Crytfa goctyna K alinar | NpuHTEpar ceTel hMicr #
@ M naHKpoEW M, NakeTos D05
g3 [ 1porokon Mareprera [TCRAR]

4 *

[ Y CTaHoBMTE. .. CeoMCcTES

QnucaHue

MNporokon TCPAP - cTangapTHER npoTokon rioSansHes
CETEl, 0BeCNEYMEAHILME CEAZE MEXAY PASIMUHEIML
ESaWMOGEFHCTEYHIW MMM CETAMM,

[ ] Npu nogk.niyeHY BRIBECTH SHAY0K B 05 1aCTH YBSA0MIEHME

YHEEnomMNATE NPpU OrPaHKYEHHOR MM OTCYTCTEYHILLER
MoK AHYEHHH

k. ] [ OTreHa

Puc. B-2
5) Ortkpoetcs okHo CBoncTBa TCP/IP, B koTOpoMm OyaeT oTkpbiTa Bknagka IP-agpec.
Ectb gBa cnocoba HacTpoliku npotokona TCP/IP:
» HacTtpoutb IP-agpec aBTOMaTU4ecku

Boibepute MonyunTtb IP-agpec aBTtomatnyeckn n MNMonyuntb DNS-cepBep aBTOMaTM4ECKM,

KaK npegcrtaeiieHO Ha PUCYHKE HWXe:
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>

1

CrokcTea: [Npotokon Mute pHeTa (TCPJ/IP) @@

O6wme ANETEPHATHEHAA KOHPHrYpaUMa

Maparderpel [P FOryT HAZHAYSTECA SETOMATHYECKM, LM CETE
NOLAEMKHESET 3TY BOSMOKHOCTE. B NpOTHEHOM Ciy4as napameTpel
[P r0sHO NOAYYMTE Y CETEEOMD A0MWMHWMCTPATORA.

(%) Nonyaure |P-adpec aETOMETHYECKM

) MenonesosaTe cnedyowmil |P-anpes:

&) Nonyuure appec OMNS-cepEEpa SETOMATHYECK

) MononesoeaTe cneayowme agpeca DNS-cepeepoe:

HononHuTeneH. ..

[ OF. H OTMeHa ]

Puc. B-3

& MMpumeyaHue:

Ecnn Bbl ucnonbsyete OC Windows 98 wnn 6onee crtapyto Bepcuto OC Windows, TO
KOMMNbIOTEP M MapLUpyTU3aTop HEOOXOAMMO NepesarpysunTb.

HacTtpowka IP-agpeca Bpy4Hyto

BribpaB Ucnonb3oBaTb cnepytowmn IP-agpec, Bbl CMOXETE 3anonHUTbL HUXKECNeAyLne
nons

Ecnn LAN IP-agpec mapuwpytusatopa - 192.168.0.1, To B none IP-agpec Heobxoanmo
ykasaTtb 192.168.0.x (rge «x» - ntoboe ymcno ot 2 fo 254), Macka nogcetu: 255.255.255.0.

Beegute LAN IP-agpec mapupytusaTtopa (no ymonydaHuio IP-agpec: 192.168.0.1) B none
OCHOBHOM LUJIO3.

Boibepute  Ucnonb3oBaTb cnepywwme agpeca DNS-cepBepoB. B none
Mpeanouyntaembin DNS-cepBep mMoxHO ykasaTtb IP-agpec DNS-cepBepa, koTopbi Obin

npenocTtasrieH BalllnM NOCTaBLLMKOM I/IHTepHeT-ycnyr.
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CeokcTea: Internet Protocol (TCP/IP)

D me

Maparderpel [P FOryT HAZHSYATECA SETOMETHYSCEM, BCAM CETE NOLAE
pMESET 3TY BOSMOKHOCTE. B NpoTHEHOM cAydae napareTpil [P o
HO MOYYMTE Y CETEEOMD ArUHUCTRETOPA.

() Nonyuurs |P-aipec aETOMATHYSECKM

{®) Mcnonesoeate cnequowmi |P-agpec:

IP-anpec: 192 168 . 0 .24
b acka nogceTis: AR C2RE L 2RE 1
DcHoBHAE Wns: 192 168 . 0 . 1

{(®) MocnonbaosaTe cnegyiowme aapeca DNS-cepeepos:

MpegnoymTasraeii DMS-cepeep: 202, 86 134 0133

ANeTEpHATHEHRE DMNS-cepeep:

JononHKTENEHD. .

[ OF. l[ OrreHa ]

Pwuc. B-4
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MpunoxeHune C: Cneuundmkauuma

O6wume napameTpbl

MNopoepxnBaemble

IEEE 802.3, IEEE 802.3u, IEEE 802.11b, IEEE 802.11g and IEEE

CTaHOapTbl 802.11n

MonpepkusaeMble | 000 pppoE, DHCP, ICMP, NAT, SNTP

NPOTOKOSbI
1 nopt WAN 10/100 M6wuT/c ¢ aBTOCOrnacoBaHMEM C pa3beMOM

MopTbl RJ45, 4 nopta LAN 10/100 M6ut/c c aBTocorrnacoBaHMeM C
pasbemoM RJ45 c noggepxkon Asto- MDI/MDIX
10BASE-T: HeakpaHupoBaHHas BuTad napa kart. 3, 4, 5 (Makc.
100 m)
EIA/TIA-568 100 Om STP (makc. 100 m)

Tun kabens 100BASE-TX: HeakpaHMpoBaHHas BUTasa napa kar. 5, 5e (mMakc.
100 m)
OkpaHupoBaHHas BuTaga napa EIA/TIA-568 100 Om STP (makc.
100 m)

Ceetoanonrbie Power, System, WLAN, WAN, LAN (1-4),

WHAMKaTOPbI

Ceptudpmkauyus UkrSEPRO

MapameTpbl 6ecnpoBOAHON CBA3N

[vanasoH yacToT

2,4~2,48351Ty

CkopocTb nepegauu

Crangapt 11n: go 300 MbuT/c (aBTOMaTU4eCKkoe NepekritodeHne)

OaHHbIX no | CraHgapt 11g: 54/48/36/24/18/12/9/6 MouTt/c (aBTOMaTudeckoe
GecnpoBogHOMY nepeksoyeHne)
COEAMHEHWIO CrangapTt 11b:11/5,5/2/1 M6uT/c (ABTOMaTUYECKOE NEpPEKIoYeHe)
PacwwupeHue DSSS (LWupokononocHasi MogynsAuusi ¢ NpsiMbIM paclUMpeHmem
YacToThbl crnekTpa)
Mogynsuuns DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/W PA2/WPA2-PSK/W PA-PSK

270 Méut/c: -68 opbm @10% PER;

130 M6wuT/c: -68 opbm @10% PER;

108 Mb6wuT/c: -68 opbm @10% PER;
HyBCTBUTENBHOCTL 54 M6wuT/c: -68 nbm @10% PER;
npueMHuKa

11 Mowurt/c: -85 npbm @8% PER;
6 MbwuT/c: -88 apbm @10% PER;
1 M6wurt/c: -90 pbm @8% PER;
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MapameTpbl OKpyXalLien cpeabl

Pa6ouas Temnepatypa: 0C~40°C G2°F “104°F)

Temnepatypa
Temneparypa xpaHeHusi: -40°C~70°C (-40°F ~158°T")
OTHocuTenbHas BNaXHOCTb BO3dyxa MpuM  3KCnnyaTauumu:
10%~90%, 6e3 obpasoBaHnsa KoHOeHcaTa

BnaxHocTb

OTHocuTENbHaa BNaXHOCTb Bo3gyxa npu xpaHeHun: 5%~90%,
©e3 obpa3oBaHus KOHAEHcaTa
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NMpunoxexnune D: NMoccapun

> 802.11n — Crangapt 802.11n nocTtpoeH Ha npeablaywmx craHgaptax 802.11 nyTtem
nobaeneHua texHonorun MIMO (MHOrokaHanbHbIN BX0A/BbIX0A), B KOTOPOW MCMOMb3YyTCA
HECKOSIbKO nepefarolimx U MpUHUMaLWMX aHTEHH, YTO MO3BONSAET YBENMYNTb NPOMYCKHYIO
CMocoBHOCTL Yepe3 NPOCTPaHCTBEHHOE MynbTUMNMNEKCUpoBaHMe M Bonbluyio 30HY oxBaTta
ceTM 3a CYeT WUCMOoSb30BaHMSA pPasHOro MNPOCTPAHCTBEHHONO pPacrnoSyiOKEHUS aHTEHH,
BO3MOXHO 4epe3 CXeMbl KOOMPOBKU, Takme kak koguposka Alamouti. KoHcopumym EWC 6bin
co3faH ons yckopeHus passutuda ctaHgapta IEEE 802.11n n npogswkeHusa cneumdukaunm
TEXHOMOrMM B LENAX YNydlleHUs B3aumogencTeus mexay 6GecnpoBoAHbIMU CETEBbIMU
NpoAyKTamun criefytoLero NoKoneHms.

> 802.11b — CrtaHgapT 802.11b onpegenset napameTtpbl paboTbl 6ecnpoBOAHON CETM Mpwu
cKopocTu nepegayn ganHbix 11 MOuT/c, mcnonb3dys TexHomnormio DSSS, u paboTtaet Ha
HenuueHanpoBaHHOM AnanasoHe 2,4 [Ty ¢ ucnonb3oBaHveM anroputma wungposaHua WEP.

K cetam ctangapta 802.11b Takke otHocaTcs cetn Wi-Fi.

> 802.11g — cneuudukaumsa ana cosgaHns 6ecrnpoBOAHbLIX CETEN CO CKOPOCTbI nepeaayu
OaHHbIX 0o 54 M6uT/c, ucnonb3ysa TexHonormio DSSS, mogynauno OFDM un pabotaeT Ha
HenuUeH3anpoBaHHOM guanasoHe 2,4 Ty, O6paTHO COBMECTUM C yCTpOMCTBaMu cTaHgapTa

IEEE 802.11b. NcnonbayeT anroput™ wndposaHua WEP.

> DDNS (Dynamic Domain Name System — Cuctema gMHamMmM4ecKux AOMEHHbIX UMEH) —
Bo3MOXHOCTb  HasHayeHus UKCUPOBAHHOIO Y3rOBOrO W AOMEHHOro WMeHu Ans
AnHamunyeckoro Internet IP-agpeca.

» DHCP (Dynamic Host Configuration Protocol — MNpoTokon HacTpomMku AUMHaAMUYECKOro
y3na) — [NpoTokorn, KoTopbi aBTOMaTMYECKUM NPOM3BOAMT HacTporky napametpoB TCP/IP
BCEX KOMMNbIOTEPOB, nogkntodeHHbIx kK DHCP-cepsepy.

> DMZ (Demilitarized Zone — lemunutapmusoBaHHasa 30Ha) — [laHHas (byHKUMS no3BonsieT

y3ny nokaneHOW ceTwn O6paLLl,aTbCFI K MHTepHeT ansa pa6OTbI CO cneunanbHbIMK

NPUNOXEHUSMUN TAKUMU, KaK VIHTEPHET-Urpbl U BUAEOKOH(EePEHLINN.

> DNS (Domain Name System — Cuctema AOMEHHbIX UMEH) — VIHTepHET cepBuC, KOTOPbIN

nepesBoguT uMeHa cantos B IP-agpeca..
> [loMeHHOe ums — onucaTenbHoe UMS ANa agpeca unu rpynnsl agpecos B IHTEpHeT.

> DSL (Digital Subscriber Line — undpoBas aboHeHTCKas nuHus) — TexHonorus, kotopas
no3BoNsAeT OTNpaBnsATb WMNU MonyyaTb AaHHble, MCMONb3ysA CyllecTBylowmne TenedOoHHbIe

TTMHNW.

»> ISP (Internet Service Provider — lMoctaBwuk WUHTepHeT-ycnyr) — KomnaHug, koTtopas
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obecneuvBaeT goctyn B IHTEPHET.

MTU (Maximum Transmission Unit — MakcumanbHbI pa3mep Onoka nepegayu) —

MakcumarnbHbIR pa3Mep nakeTa AaHHbIX, KOTOprVI MOXeT ObITb nepenaH.

NAT (Network Address Translation — TexHonmorus nepeBoga ceTeBbiX aApecoB) —

TexHonorusa NAT nepesogut IP-agpec nokanbHon cetu B IP-agpec cetn MHTepHerT.

PPPoE (Point to Point Protocol over Ethernet — NpoTokon nogkno4veHus yepes Ethernet
no npuHuuny Touka-Touka) - PPPoE — 310 npoTokon anga nogknioyeHns yaaneHHbIX y3noB
cetn NHTepHeT 4epe3 MOCTOAHHOE MOAKMOYEHME, NMOCPEACTBOM MMUTALUN MOLKHOYEHNS

dial-up.

SSID - Wpentndukatop SSID — 3710 KkntoY, BKMoYawwuin B ceba oo 32 (Makcumym)
OyKBEHHbIX 1 LMGPOBLIX CUMBOMOB, KOTOPbLIN MCNOMb3yeTCA AN MAEHTUdUKALMN NOKanbHOW
cetn. Ytobbl 6ecnpoBogHble YCTPOMCTBA CETU MO 06MeHMBaTbCS OAaHHBIMWU, OHU SOMKHbI
ucnons3oBaTb 0AuH 1 ToT Xe SSID. O6bl4HO 3TO NapameTp HacTponku Ans 6ecnpoBoaHOWM
KapTbl koMmnbloTepa. CooTBeTcTByeT ESSID ana 6ecnpoBogHOM TOYKM OOCTyNa U UMEHM

©ecnpoBogHOM ceTw.

WEP (Wired Equivalent Privacy — 3OKkBuMBaneHT npoBOAHOW 3awutbl) — MexaHusm
wmndpoBaHMa Ha ocHoBe 64-, 128- unu 152-6UTHOr0 COBMECTHOrO Krkya, Kak ykasaHo B
ctangapte IEEE 802.11.

Wi-Fi — Kommepueckoe HasBaHue ctaHaapTta 802.11b gns kommyHukaumm B 6ecnpoBogHon
ceTeBOW 30He, npucBoeHHoe opraHm3aumen Ethernet Compatibility Alliance (WECA,

cm. http://www.wi-fi.net), rpynnon no paspaboTke NpOMbILLNEHHbIX CTaH4apTOB, paboTatoLlen

Hag npobnemMon B3anmosaMeHsaeMOoCTH ycTponcTs ctaHaapTa 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHas nokanbHas ceTb — rpynna
KOMMbIOTEPOB U CBSI3aHHbLIX YCTPOWCTB, B3aMMOOEWCTBYIOLIUX OPYyr C ApYroM uyepes

6ecnpoBoaHYo Nepefady AaHHbIX B OrpaHNMYeHHOM parnoHe.
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