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BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

KomMnnekT nocTtaBKku

B KomMnnekT noctaBku BXOOUT:

» becnposogHon mapupytusatop TL-WR740N/TL-WR741ND cepyn N cO cKOpOCTbIO
nepegayun gaHHoix go 150 Méut/c

ApanTtep NOCTOAHHOMO ToKa

PykoBogcTBO No GbICTPON HACTPOlKe
KomnakT-guck co cnegyrowen nHgpopmaumnen:
e PykoBoAcCTBO nonb3oBaTens

e [lpoyas nonesHas MHopmaums

& lMpumeyaHue:

Y6eanTechb B TOM, YTO KOMMIEKT COAEPXKUT BCE YKa3aHHbIE BbilLe HauMeHoBaHusA. Ecniv yto-nnbo
MOBPEXAEHO NN OTCYTCTBYET, 0OpaTUTECH K CBOEMY ANCTPUOLIOTOPY.



BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

naBa 1. BBegeHue

Bbnarogapym 3a 10, 4YTO Bbl OCTaHOBMNAM cBOW BLIGOP Ha GecrnpoBOAHOM MapLUpyTM3aTope
TL-WR740N/TL-WR741ND cepumn N co ckopocTbto nepegaym gaHHbix go 150 Mowur/c.

1.1 OG30p

Mapwpytusatop TL-WR740N/TL-WR741ND Bkntoyaet B cebs 4-X MNOPTOBLIA KOMMYyTaTop,
OpaHgomayap, mapwpyTtmnsatop NAT u  OecnpoBogHyto Touky Joctyna. becnposoagHon
mapLupyTtusatop cepum N o6ecneunBaeT UCKMOUUTENBHYHO 30HY MOKPLITMS U CKOPOCTb Nepeaayun
AaHHbIX, KOTOPbIE MOMHOCTLIO OTBeYaloT TpebosaHuam ceten knacca SOHO (Hebonbwon oduc
unu gomMaluHui oguc), a Takke TpeboBaHNsaM Nonb3oBaTeneu, HyxaarLwmuxcs B 6onee BbICOKON
NpOU3BOANTENBHOCTU CETW.

HeBepOHTHaFI CKOPOCTb

Mapwwpytusatop TL-WR740N/TL-WR741ND obecneunBaer CKOpOCTb nepedadn AaHHbIx go 150
M6wuTt/c npu paboTe ¢ GecnpoBogHbIMU KnNneHTaMm ctangapta 802.11n. 3Ta CkopoCTb AenaeT ero
mnoeanbHbIM BbI60pOM and pa60TbI C HEeCKONbKMMMU NOTOKaMMU [OaHHbIX OAHOBPEMEHHO, 4TO
obecnevmBaeT CTabuNbHY paboTy ceTU. YCTPOMCTBO Takke COBMECTUMO C NpodykTaMu cTaHgapTa
IEEE 802.11g v IEEE 802.11b.

KomnnekcHasa cuctema 6e3onacHocTm

Bnarogapsi KomnnekcHon cucteme 6e30nacHOCTW, BKYawLwWwen B cebs yHKUMIO KOHTpONS
BewaHuns SSID, 64/128/152-6utHbin WEP, WiFi protected Access (WPA2- PSK, WPA- PSK), a
Takke Opangmayap c nepegoBbIMn PYHKLUUSMU 3aLWKThI, MapLLpyTu3artop
TL-WR740N/TL-WR741ND obecne4ymBaeT NOMHYH KOHPUAEHUMANbHOCTb Nepeaayn aHHbIX.

MGKUIn KOHTpPONb AocTyna

Mapwpytusatop TL-WR740N/TL-WR741ND obecneunBaer rmbKkniA KOHTPOMb [OCTyna, 4To
Nno3BonsieT poauTensM WNM ceTeBoMy aAMWHUCTpaTopy onpedensaTb MOMUTUKY OrpaHuvyeHus
JOoCTyna B OTHOLUEHUMM OeTer unu nepcoHana. YCTPOMCTBO Takke nogaepxuBaeT qyHKUun
BuptyansHoro cepeepa n ysna DMZ pgna Port Triggering, 4TOo no3sonseTr agmuHucTpaTopy
OTCriexuvBaTb COCTOSIHUE W YNPaBrsATb CETbIO B PEXMME pearbHOro BPEMEHW, NCromnb3ys yHKUMIO
yAANeHHOoro yrnpasneHns.

MpocTasn yctaHOBKa

B cBA3M ¢ Tem, 4YTO MapLupyTM3aTtop COBMECTMM MNPaKTUYECKM CO BCEMU OCHOBHbLIMU
onepauMoHHbBIMKU CMCTEMAMM, UM OYEHb NErko ynpaenaTb. YCTPOWCTBO NOAAEPXKMBAET MacTep
YCTaHOBKM, a AaHHOE PYKOBOACTBO MONb30BaTENS COAEPXKNUT NOAPOOHbIE NOLLIArOBbIE MHCTPYKLNN.
lMepen ycTaHOBKOM MapLupyTu3aTopa crnegyer BHUMATENbHO M3YyYnTb AaHHOE PYKOBOACTBO,
4YTOObI O3HAKOMMUTbLCS CO BCEMU (DYHKUMSIMWN YCTPONCTBA.



BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

1.2 lonyweHus

Mapuwpytnzatop unu TL-WR740N/TL-WR741ND, ynomsHyTble B HaCTOSILLEM pPYKOBOACTBE
nonb3oBarens, o3Ha4vatoT mogenu TL-WR740N/TL-WR741ND, 6ecnpoBogHble MapLipyTusaTopbl
cepum N co ckopocTbio nepegadn gaHHbix 150 MOut/c 6e3 Kakmx-nmbo LOMNOMHUTENbHbIX
NOSACHEHWIA.

= [pumeyaHue:

HacTodwee PykoBoacTBo nomnb3oBaTtensd npegHasHavyeHo anda Asyx mogenen - TL-WR740N u
TL-WR741ND. [ns npocToTbl B KadyecTBe npumepa Mbl Oyaem paccmaTtpuBatb MOAEfNb
TL-WR740N.

PasHuua mexagy mogensiMm 3akroyaeTcs B:
» TL-WR740N ocHalléH ogHon hMKCMPOBAHHON aHTEHHOM.

» TL-WR741ND ocHalléH ogHOW CbEMHOM aHTEHHOMN.

1.3 OCHOBHbIEe XapaKTepUCTUKH
> [MpumeHenne TexHonormm IEEE 802.11n o6ecneunBaet 6ecnpoBogHyo nepenavy AaHHbIX CO
ckopocTbto go 150 Méwut/c

» 1 nopt WAN 10/100M c cyHKUME aBTOMaTUYECKOro COrfacoBaHUsa CKOPOCTU NOA pasbem
RJ45 n 4 nopt LAN ¢ dhyHKLMEN aBTOMATUYECKOrO COrNacoBaHus CKOpocTh (pasbemM RJ45),
nogaepxka asto-MDI/MDIX

» AyteHTudpukauua WPA/WPA2-Enterprise, WPA-Personal/WPA2-Personal, wudposaHue
TKIP/AES

> O6ecneyeHne COBMECTHOMO AOCTYMNa K AaHHbIM U K ceTn VHTepHeT, nogdepxka goctyna K
WHTepHeT auHammyeckuin IP/ctatnyeckunn IP/PPPoE/PPTP/L2TP

Mopaepxka cpyHKuMn BupTyaneHbin cepeep, Special Application n y3en DMZ
Monnepxka TexHonornn UPNP, auHamudeckon DNS mn ctatudeckon mapLupytnsaumm

ABTOMaTMYeCKOe NOAKIYEHNE N NodKtodeHre no pacnucanuto k iHtepHeT(PPPoE)

YV V VYV V

MoakniodeHne kK WHTepHET no TpeGoBaHUIO U  OTKIOYEHWE TMPU  HEUCMONb30BaHUM
MoaKMioYeHUs

BctpoeHHbin NAT n DHCP-cepBep ¢ nogaepkkomn ctatnieckoro pacnpegenerns |IP-agpecos

Moppepxka dyHkummn Stateful Packet Inspection (PvnbTpaunst AaHHbIX HA OCHOBE AaHHbIX O
COCTOSIHUM COEAMHEHNS)

I'Iop.,u,ep>i<|<a POONTENIbCKOIo KOHTPOIIA U KOHTPOJIA AO0CTYyNa

64/128/152-6utHoe wndposaHne WEP wn oyHkuma Cnmcok KOHTpona poctyna Aans
©ecnpoBOAHOM NoKanbHOM CeTn

Mopaepkka CTaTUCTUKM NO MOTOKaM
Mopneprkka obHoBNEHMs1 BCTpoeHHoro O 1 ynpaeneHue 4Yepes Beb-mHTepdenc

Mopgepxkka nponycka Tpadumka VPN



TL-WR740N/TL-WR741ND

BecnpoBogHon mapuipytusatop cepun N co cCKoOpocTbiO
nepegayu AaHHbix go 150 Mowurt/c

1.4 OnucaHue naHeneun

1.4.1 MNepenHan naHenb

Puc. 1-1 NepegHas naHenb

CeetoanogHble MHAMKATOPbI PacnonoXeHbl Ha NepeaHel NaHenu (Cneea Hanpaeo).

Uupukatop | CoctosiHue 3HauyeHue
Bbikn lNnTaHne oTKNOYEHO.
O PWR
Bkn lNnTaHne BKMOYEHO.
Bbikn Y MapLupyTur3atopa BO3HMKIIA CUCTEMHAs OoLnbKa.
1. 3arpyska pabounx napameTpoB MapLupyTusaTopa.
® SYS | loput 2. B paboTe MapLipyT#3aTopa BO3HMKNA CUCTEMHas
owmnbka.
Bbikn CuctemHas owmbka.
Bbikn PDyHKUMs 6ecnpoBogHON Nepeaayn gaHHbIX OTKIOYEHa.
= WLAN -
Mwuraet dyHKuNA BecnpoBOgHOM Nepeaadn AaHHbIX BKITHOYEHa.
Bbrkn HeT ycTponcTB, NOAKMHOYEHHBLIX K COOTBETCTBYIOLLEMY
nopTy.
S WAN Bir K cooTBeTcTBYlOLLEMY nomyﬁ MOAKMYEHO YCTPONCTBO,
O[HaKO NOAKMYEHHOE YCTPOMCTBO HE aKTUBHO.
W | AN 1-4 -
K cooTBeTCTBYylOLLEMY MNOPTY MOAKITHOYEHO YCTPOWCTBO,
Mwuraet yepes COOTBETCTBYHOLLMN nopTt ocyLlecTBNdaeTCs
npuém/nepenadya AaHHbIX.
8 WPS MegneHHo | becnpoBogHOEe YCTPOMCTBO MOAKMIOYAETCA K CeTn 4vepes
Muraet WPS. lNpouecc nogknioveHnss Anutcsa 2-3 MUHYTHI.




BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

1. Korga npowucxogut 3arpy3ka paboumx napameTpos,
CUCTEMbI 3TOT MHAMKATOP 3aropaeTtcs Ha KOpoTKoe
BpEMsi, a 3aTeM racHer.
Bkn
2. Ecnn GecnpoBogHOe YCTPOWCTBO ObINO  YCMELUHO
nogknioveHo k cetn yepes WPS, uHgukaTtop Gyaget
ropeTb NPUMEPHO 5 MUHYT 1 3aTEM MOracHeT.
BbicTpo Bpewms oXXngaHus WPS-coeanHeHus MUCTEKIO,
Muraet SecnpoBoaHOE YCTPOMCTBO HE ObISIO MOAKIMIOYEHO K CETMU.

Tabn. 1-1 CeeToanoaHble UHOMKATOPbI

& lMpumeyaHue:

[Mocne TOro, Kak yCTPOMCTBO ObISIO yCNEwHO MOOKMYEHO K cetn 4vepe3 dyHkuuio WPS,
nHgmkatop WPS Gyget npogomkaTtb ropeTb NpUMMEPHO 5 MUHYT, a 3aTEM NOracHeT.

1.4.2 3agHAA naHenb

Puc. 1-2 3agHasa naHenb

Ha 3agHei naHenu pacnonoXeHbl creayolime anemMeHTbl (CrieBa Hanpaeo).

> POWER: Pasbem anga nogkntoveHus nutaHuna. Vicnonb3yite agantep NUTaHus, BXOAALMUNA

B KOMMNIEKT nocTaBkn OecnpoBogHoro Mapupytudatopa TL-WR740ND cepum N co
CKOpOCTblO Nepenaym gaHHbix go 150 MowuT/c.

> LAN(4/3/2/1): 3t noptol (1, 2, 3, 4) nCNONb3yOTCA AN NOAKMHOYEHUS MapLUpyT1saTopa K
KOMMbOTEpPAM FOKaNbHOW CETU.

> WAN: Tllopt WAN wucnonb3yeTca Ansi nogknioyveHnss mogema DSL/kabenb unm cetu
Ethernet.

> WPS/RESET:

Onsa ncnonb3oBaHusa cyHkumM WPS 3axmunte 9Ty KHOMKY MeHee 4yeMm Ha 5 cekyHa. Ecnu
BalUM KIWMEHTCKMEe YCTPOWCTBa, Hanpumep OGecnpoBodHble ajanTepbl, MNOOAepXUBalT
dyHkumo Wi-Fi Protected Setup (Hactporka 3awuwéHHoro Wi-Fi), Bbl MoXXeTe HaxaTtb 3Ty
KHOMKY, 4TOBbl BBICTPO yCTaHOBUTL BeCcnpoBoAHOE COeAUHEHNE MEXAY MapLUPYTM3aTOPOM U

KIMMNEeHTCKNMUn yCTpOVICTBaMI/I C aBTOMaTn4eCcKn HaCTpOGHHOIZ 3aLLUnNTON.
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>

Ona cbpoca HacTpoek HeobXxoaMMO 3axkaTb 3Ty KHOMKy Oonee yem Ha 5 cekyHa. He
OTKMoYasi NUTaHUs mapLupyTusaTtopa, 3axmute kHonky WPS/RESET (npumepHo Ha 8 cekyH)
N OOXOUTECH, Korga nHaukaTop System HauyHET muratb GbICTpee, 3aTeM OTMYCTUTE KHOMKY.

JoxauTech, korga MapLupyTU3aTop BOCCTAHOBUT 3aBOACKUE HACTPOMKM.

BoccTaHOBUTE 3aBOACKME HACTPOMKX MapLUpyTU3aTopa MOXHO AByMs cnocobamu:

1) 3aBogckme HACTPOWMKM MOXHO BOCCTAHOBUTb 4epe3 BeO-yTUNUTY  HaCTPOWKM

MapLlpyTu3aTopa, Ans 9Toro Hago BbibpaTb B MeHi0 CUCTEMHble MHCTPYMEHTbI ->

3aBoackne HaCTPOMKMW.

2) MOoXHO ncnonb3oBaTb KHOMKY COpoca HacTpoek Ha CaMOM YCTPOWCTBE: 3aXXKMUTE KHOMKY

WPS/RESET 6onee 4em Ha 5 cekyHA U JOXONTECH, KOrda MapLupyTu3aTop nepesarpysmrcs.

AHTeHHa: CrnyXvTt ons nonyyeHunst 1 6ecnpoBoAHON Nepenayn gaHHbIX.
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naBa 2. NMoaknoyeHne mapLlipyTusaropa

2.1 CucteMHble TpeboBaHuUA

»  LWupokononocHbii goctyn B MHTepHeT (DSL/kabens/Ethernet)

» OpuH mogem DSL/KaGenb noag pasbem RJ45 (He Tpebyetcs, ecnu yCTPOMCTBO Hanpsamyto
noakro4veHo k cetn Ethernet)

» KomnbtoTepbl ¢ paboTatowum agantepom u kabenem Ethernet ¢ pasbemamu RJ45
» Topgpepxka npotokona TCP/IP gns kaxaoro koMmnbtotepa

> Beb-6paysep - Internet Explorer, Mozilla Firefox nnun Apple Safari

2.2 TpeboBaHuA K cpeae UHCTaNNALUN
> MapmpmiaTop OOJDKEeH HaxoauTbCA B XOpPOLWO BEHTUnnpyemomMm mMecTte B OoTaalieHun oT
HarpeBaTenePl nnn o6orpeBaTeanb|x cnctem

» YCTpOWCTBO HE OOSMKHO noasepraTbCa NPsMOMY BO3AEWCTBUIO MCTOMHUKOB CUMBbHOIO CBETa
(Hanpumep, COMHEYHbIV CBET)

>  Bokpyr ycTponcTBa AOMmMKHO OCTaBaTbCs He MeHee 5 cM cBOBOAHOro NPOCTpaHCTBa
> OKcnnyaTauuoHHbIN TemnepaTypHbli pexum 0 ~ 400 C

»  Okcnnyartaums npu oTHocuTenbHoW BnaxHoctn 10 ~ 90%, 6e3 obpasoBaHusA kOHOeHcaTa

2.3 MNogkniovyeHue maplupyTmusartopa

Mepen ycTaHOBKOW MapLupyTusaTopa cnegyeTt ybeouTbCsl, YTO Ball KOMMbIOTEP MOAKIOYEH K
MHTepHET Yepes LUMPOKOMNOMOCHLIN cepBuc. MNMpn BO3HMKHOBEHMU Npobrem obpaTuTechb K CBOEMY
WHTepHeT-npoBangepy. 3ateM npounsBegnTe YCTaHOBKY MapLlpyTu3aTtopa CornacHoO MHCTPYKLNN.
He 3abyabTte BbITAWUTb BUITKY U3 PO3ETKW, NPON3BOAMTE LaHHblE OENCTBUSA CYXUMM PyKaMu.

1.  OTKMO4YMUTE OT NUTaHUA KoMMNbtoTep, MogeM Kabens/DSL n mapLupyTtusarop.

2. BblbepuTe onTMManbHOe MecTO Ans Mapuwpytusatopa. OObIMHO NyylWMM BapuaHTOM
ABNsieTCA LeHTp 6ecnpoBogHon cetn. MecTo YCTaHOBKM OOMKHO oTBevaTh TpeboBaHusaM Kk
cpene MHCTannsaumu.

OTperﬂMpyVlTe nonoxeHne aHTeHHbl. OBbIYHO 3TO BepTUKalribHOE NnorioXXeHne.

MogkntoumTe KoMnboTeP(bl) U KOMMYTaTOPbI/KOHLEHTPATOPbI K FIOKaNbHOW CETU Yepes NopThbl
LAN maplpyTmnsaTopa kak nokasaHo Ha Puc. 2-1 (ecnu y Bac yxe MMeeTca agantep
6ecnposogHor cetn (NIC), Bbl MOXeTe NponyCTUTb 3TOT Luar).

5. Togkniounte mogem DSL/Kabens nubo Ethernet kabenb k nopty WAN mapLupyTtusatopa (cum.
Puc. 2-1).

6. [lMogknounTe aganTep NUTaHUS K COOTBETCTBYIOLLEMY pasbeMy MapLupyTusaTtopa, a gpyron
€ro KOHeL, BCTaBLTE B PO3ETKY,.

7. Bxniouute komnbtoTep M Mmogem Kabens/DSL.
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Cxema nogknoyeHuA

Ooctyn uepes DSL/GPoN/KabensHbli mogem

'}
1
1
i
I
1
1
1

becnposogHo MapwpyTUsaTop

é Mopaem é
L i L@ il @JUL&" 5
— =

Loctyn no FTTB Ethernet kaGenio

/ Y ' |

Puc 2-1 YctaHoBKa annapaTHon Yactu maplupytmusatopa TL-WR740N
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naBa 3. PykoBoAacTBO No ObLICTPOM HAacCTpouke

B astonm rnaee 6MﬂeT pacCKka3aHO, KaK B Te4YeHWe HECKOJIbKUX MUHYT NPOU3BECTU HaCTpOﬁKy

0a3oBbIx hyHKUM MapwpyTmsatopa TL-WR740N npu noMmoLmn macTtepa ObICTPO HAaCTPOWKM.
3.1 HacTtpouka TCP/IP

Mo ymonyaHuio AoMeHHoe umsa mapupytmusatopa TL-WR740N http://tplinkwifi.net, IP-agpec

ycTporctea 192.168.0.1, macka noacetn 255.255.255.0. Mpu xxenaHnm aTu 3Ha4eHUsA MOryT ObITb
u3ameHeHbl. B pgaHHOM pykoBOACTBE B KavyecTBe Mpumepa WCMOMb3ylTCs 3HAYeHus Mo

YMOMYaHUIO0.

MoakntounTe KOMMLIOTEP NOKanbHOM ceTn K ogHoMy m3 noptoB LAN maplpytmusaTtopa. Nocne

9TOro Bbl MOXeTe HaCTpOUTb IP-ap.pec OnA Ballero KoMnbroTepa, npoaenas cnegywme warn.

1) B npotokone TCP/IP Bbibepute Monyuutb IP-appec aBTomaTtuuyecku. Ecnu Bam

HeobxoouMbl MHCTPYKUMM, Kak 3TO caenatb, cmoTpute [punoxenne B: HacTtpowika

KOMMNbHOTEpPAa.

2) BcTtpoeHHbih DHCP-cepBep HasHauuT KomnbioTepy IP-agpec.

Tenepb ANg NpoBepKM CETEBOro NOAKMIOYEHUS MeXY KOMMbLIOTEPOM U MapLLPYTU3aTOPOM MOXHO
B KOMaHOHOW CTpoOKe BBeCTW KomaHay Ping. MNpuBeaeHHbIn Huxe npumep oTHocutca k OC
Windows XP.

B komaHgHom cTpoke BBeauTe ping 192.168.0.1 n Haxmute Enter.

> Ecnun Bbl nonyyunu pesynbstaT aHanormyHbln, npeactaBneHHoMy Ha Puc. 3-1, 310 o3Hayaer,
YTO coefMHEHNE MEXAY KOMMNbIOTEPOM M MapLUPYyTM3aTOPOM ObINo YCTAaHOBNEHO YCNELLHO.

ommand Prompt

Microsoft Windows XP [Bepcua 5.1.26001
(C> Kopnopauuwa MaWkpocoor,. 1985-2001.

C:~Documents and Settings:tplink>ping 192.168.0
naketami ¢ 192 _168.0.1 no 32 saur:

or 192.168.0.1: yHcao sakT=32 Bpema<imc TTL=64
or 192.168.0.1: uyucao eant=32 pperad<limc TTL=64
oT 192.168.0.1: uMmcao sakT=32 Bpemadinmc TTL=h4
or 192.168.0.1: yMucao eakT=32 Bpemadinmc TTL=6b4

CtatucTuka Ping paa 192.168.0.1:

MNakeToe: oTnpaBAeHo = <4, NOAYYEHO 4. notepadHo = 0 (0 noTtepw).
MpUEAMSHTEABHOE BPEMA MPHEMA—TIEPENAYH MC 3

Mununaasuoe = Owmcer,. MakcumaasHoe @ mcek. Cpennee = 0 mcek

C:~Documents and Settings“tplink>_

Puc. 3-1  YcnelwHbin pesynstaT BbIMONHEHMSA komaHabl Ping

> [Ecnu pesynstaT aHanormyeH npeacrtaBneHHoMy Ha Puc. 3-2, 3To 03Ha4vaet, 4To
NOAKIYEHNE MeXy KOMMbIOTEPOM U MapLUPyTU3aTOPOM OTCYTCTBYET.


http://tplinkwifi.net/

BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

ommand Prompt

Microsoft Windows XP [Bepcuna 5.1.26001
(C> Kopnopauuwna Masvikpocoor,. 1785-2001.

C:\Documents and Settings:tplink>ping 192_168.0.1
0DsMeH naketamd c 192.168.0.1 no 32 salT:

ANNapaTHHM CEOM.
ANNapaTHHM C&EOM.
JanaHHWW YyzeA HENOCTYNEH.
3anaHHMK Y3ea HepoCcTYNeH.

CtatvcTuka Ping nan 192.168.0.1:
Maketoe: ornpasaeHo = 4, noayuenHo = B, novepavHe = 4 (100% notepb?.

C:~Documents and Settings:tplink>_

Puc. 3-2 HeypgadHbl pe3ynsrat BbINONHEHUS KoMaHabl Ping
lNMpoBepbTe NOAKMIOYEHME CrieayoWnMM oopa3om:

1. fBngetcs nuM NOAKMNIOMEHWE MexQy BaluM  KOMMbIOTEPOM W MapLUpyTM3aToOpOM
KOPPEKTHbLIM?

& MpumeyaHue:

Nugukatopsl 1,2,3,4 noptoB LAN, KOTOpble Bbl NOAKMHOYMNM K MapLUpYTU3aTopy M UHAWKATOPbI
afjanTtepa KomnbloTepa AOMKHbI TOPEeTb.

2. {ensetcs nu npasunsHon koHgurypaumsa TCP/IP Ha komnbioTepe?

& MpumeyaHwue:

Ecnn IP-agpec mapwpyTtmnsatopa 192.168.0.1, To IP-agpeca KOMNbOTEPOB OOMKHbI NexaTtb B
ananasoHe 192.168.0.2 ~ 192.168.0.254.

3.2 PykoBoacTBO No 6bICTPOU HacTpouke

Mpu nomowm BEG-yTUNUTLI MOXHO NErko HacTpoWUTb W YNpPaensiTe MapLUpyTU3aToOpoM. Ty
Beb-yTnnNuTY MOXHO mcnonb3oBatb nog nwobon OC Windows, Macintosh nnn OC UNIX 4vepes
BeO-6pay3ep Microsoft Internet Explorer, Mozilla Firefox nnu Apple Safari.

1. [Ona poctyna k ytunute otkponte Beb-6paysep n BBeguTe agpec http:/tplinkwifi.net.

hitp:/ftplinkwifi.net v
Puc. 3-3 Bxop B MmappyTusartop

MosiBMTCS OKHO BXO4a B CUCTEMY, aHanorm4yHoe ToMy, Kak npeacraeneHo Ha Puc. 3-4. B none
Mma nonb3oBatensa u lMaponb BBeaute admin, UCNOMb3ys HWKHUA peructp. 3atem
KNUKHUTE no kHomnke Bxop unu Haxmute knasuwy Enter.

10
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2 admin

= L LR

Copyright © 2014 TP-LINK Technologies Co., Ltd. All rights
reserved.
Puc. 3-4 OkHO Bxoga B cuctemy

& [lMpumeyaHue:

Ecnn gaHHoOe OKHO He MOosIBUIIOCh, 3TO 03HA4aeT, YTo Baw Beb-Opay3ep HAacTpoeH Ha paboTy B
pexume npokcu. 3angute B pasgen Cepsuc > Ceonctea ob6o3peBartens > [logknioveHms >
HacTpowka napameTpoB nokanbHom ceTu. B nosiBuBLLeEMCA OkHe ybepuTe ranoyvky ¢ a4emnku
Mcnonb3oBaTb NpoKCU-cepBep Anst NoKanbHbIX NoakntoYeHnin n Haxmmnte OK.

2. Tlocne ycnelwHoro Bxoda B BEO-yTUNNTY HAacTPorkn HaxxmuTe [lanee Ha cTpaHuue BbicTpas
HacTpOMKa, Nocre 4Yero Baw MapLpyTtudatop OyaeT 6bICTPO HAaCTPOEH.

BbicTpan HacTpo#MKa

3anycTuTe GEICTDYK HACTPOMKY ANA HACTPOMKK VIHTEPHET-NOAKTIOYEHIA W YKa3aHMA HACTPOSK GeCNPOBOAHOD PEXMMA.
[nA Npoaon«eHNA, NOXANYACTA, HAXMUTE kHOMKy danee.

[NA Belx0aa, NOMANYWCTa, HAMMWTE KHoMKY Beixog.

| Beixog | | Oanee |

Puc. 3-5 OkHo BbicTpasi HacTponka

3. Tloxanyicrta, no3TanHO YKaXuTe CTpaHy, ropoa/perMoH W HauMmeHoBaHWe Ballero
nocrtaewuka WHTepHeT-ycnyr, nocrne 4ero MaplpyTmusaTop MpeanoXuT nogxoasiine
HaCTPOVKM NOAKMIYEeHUA Ana Bawero noctaswuka WHTepHeT-ycnyr. Mactep ©ObicTpon

HaCTOWKMN 3aBepLunT HaCTpOVIKy B COOTBETCTBUU C Bbl6paHHbIM TUNOM NOAKNKYEHUA.

11
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BbicTpan HacTpoliKa - ABTOHACTPOKA NOAKNKYeHWA K IHTepHeT

Crpana: |-Beibepute ua cnucka- El
Fopog/Pernou: -Bribepute na cnucka-
NoctaBuwuk MHTepHeT-yCnyT: -Bribepute 13 cnucka-
Tun nogknyeHua VWAN: -Bribepute na cnucka-

[ A He HAWEN NoOX0OAWMY HACTPORK

Haaap,

Puc. 3-6 ABToHacTponka nogkntoyeHus Kk iHTepHeT

CtpaHuua ABTOHACTPOMKM MNOAKMYEHMA K VIHTEpHET no nocTtaBluky WHTepHeT-ycnyr
NMOMOXET HacCTPOUTb MOAKMYeHNe K MHTepHET no napamMeTpamMm perMoHa M MnocTaBLUMKa
VHTepHEeT-ycnyr, KoTopble Bbl ykaszanu. Ytobbl ydeamTbes, Kako MIMEHHO TUM MOAKITHYEHMUS K
VIHTEpHET, Ncnonb3yeTcsa Ha BallemM KOMMbHTEPE, BaM HEOOXOAMMO 00paTuTbCA K Ballemy

noctaBLmKy VIHTepHeT-ycnyr.

CtpaHa — BuibepuTe cTpaHy 13 BbiNagaroLero cnucka.

Fopoa/PernoH — Bbibepute ropoa/pernoH n3 cnmcka.

MocTtaBwuk UHTepHeT-ycnyr — BuibepuTe Bawlero nocraeLmka VMIHTEpHET-yCcnyr U3 cnucka.

Tun nogknioyeHna WAN — MapwpyTtnsatop npegnoXuMT Bam NOAXOOALMW  TvN

NOAKIMHYEHNA ONA Ballero nocraBLUnKa I/IHTepHeT-ycnyr.

4. Ecnn Bbl HE MOXETe HaWTKU Heobxoaumble MNapameTpbl, OTMeTbTe nore A He Haweén
NoAXOAALMX HaCTPOeK, KaK yKasaHO Ha M300paXkeHUM HuKe, 4YTOObl HACTPOUTb Tun

noakntoyeHust camoctoATenbHo. Haxkxmute [danee.

BbicTpan HAcTpoilika - ABTOHacTpolikKa nogknovyeHns K MHTepHeTt

Crpana: |-Boibepute u3 cnncka-

lFopop/Perdon: | -Buibepute ua cnucka-

Moctaesuunk Hurepreryenyr: | -Bufepute ua cnucka-
Tun nogkniovednAa WAN: | -Buibepute na cnucka-

¥l 9 e HawEN NogxoAALMK HACTPOEK

[ Hasag ] [ [danee

Pwuc. 3-7 Tvn nogkntoueHuss WAN

5. BblbepuTe 13 cnvcka Mcnosb3yembli Bamn TUM NOAKMYEHUS.
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BbicTpan HacTpoiika - Tun nogknovyeHna WAN

MoAroTOEKa K HACTPOIKE VIHTE pPHET-NOOKNIOYEHNA. BeIGEpUTE OOWH W3 NPegnaraemMblX HUKE BAPWAHTOR B COOTBETCTEWN C
WHIBOPMALWER, NONYYEHHOR OT BAW Ero NOCTABWWKA MIHTepHeT-yonyr. BelGepuTe TMN NOQKMNIOYEHWA, yToGEl NPOYHTATE KPaTKyo
CNPABOUYHYH MHQOPMALWID O HEM.

@ Ousamu4ecknil IP-agpec

[nA kabenbHoro/DSLAWMpOKONONOCHOMD NOGKMIOYEHUA, KOTOA Bbl Cpa3dy WMeeTe gocTyn K MIHTepHeT De3 HeoOxogumocTi
COBEPIUATE HACTPOMKM W BEOOWTE WMA NONb30EaTeNANaponk.

() CratH4eckmil IP-agpec
) PPPoE/PPPoE Poccun
) L2TPIL2TP PoccuA
) PPTPIPPTP Poccua

Mpumeyanne: B HekoTopbix permonax (PoccuA, YKkpauHa v T.0.) nonb3oeaTenam HeoGxogumo camnm ofpawaTsca K CEoemy
NOCTABWNKY VIHTE pHET-YCMYT ONA YKa3aHWA TWNA NOQKNIOYEHNA BPYYHYIO.

[ Haaap ] [ [anee ]

Puc. 3-8 Tun nogkntoueHuss WAN

1) Ecnn 6bin BbibpaH OuHamu4veckuin IP-agpec, nosiBMTCA CTpaHuUa KIOHWPOBAHMUSA
MAC-agpeca (cm. Puc. 3-9). B GonblunHCTBE cnyyvaeB knoHupoBaTb MAC-agpec He
HY>XHO. MoxHO BbIOpaTb “HeT, MHe He HyXHO knoHupoBaTb MAC-agpec’ 1 3aTem
HaxaTb [anee. Ecnu B Bawem crnyyae Heobxogumo kroHupoBatb MAC-agpec,
BbibepuTte “fa, MHe HyXHO KnoHupoBaTb MAC-agpec” u 3atem Haxvnte Oanee.

BbicTpas HacTpolka - KnoHnposaHue MAC-agpeca

MAC-agpec - 370 YHWKaNEHEIN MOEHTWHKWKATOR, N0 KOTOPOMY B CETH ONPeLenaeTcA Ball KOMMNBKTER AW YCTPORCTEO. HeKoTopbIE
NOCTABLWMKK VIHTEHET-YCNYT MOTYT pETMCTPUPOBaTE MAC-a0pec Balero KOMNLIOTEPa, KOTOPkIA GkiN B NepeLIA pas NoOKNKYEH K
ycnyram MHTepHeT-NpoBaRaepa, v He NPENOCTABNAKT OOCTYN K MHTEPHET HOBOMY KOMMBIITEDRY UMK MApWpYTW3aTopy.
Mapwpytnaatop TP-LINK noMOXET "KNOHWPOBATE” 33pErMCTPMp 0BAHHBIA MAC-30pec BAWErD NepEOTD KOMMNBITERA.

B GoNbWMWHCTEE CAYYAEE B KNOHWpoBaHun MAC-aopeca HeT HeofxogumocT. Tem HE MeHEE, BCMW ¥ BAC HET QoCTyna K MIHTEpHeT
nocne 3aeepWeHnA BICTpoR HACTPOMKN, BEl MOMETE 3ANYCTUTE GLICTPYI0 HACTPOAKY &WE pas u NonpoboBaTe KNOHWPOBATE MAC-
agpec.

@ HET, mHe He HyXHO Knosnpoeate MAC-anpec.

) LA, MHE HYHO KNoHupoBaTe MAC-agpec.

MpUMEYaHWE: yGeOuTECk, YT BAW KOMMLIOTER - 3T0 TOT KOMNEKTER, KOTOPEIA GhiN NEPELIM NODKMIDYEH K BAWEMY MOZEMY MW
YCTPOMCTBY BAW ero NOCTABWMKE VIHTE PHET-yChyr.

[ Haaag ] [ Hanee ]

Puc. 3-9 KnoHnposanne MAC-agpeca

2) Ecnu BbI ncnoneb3yete Ctatudeckun IP-agpec, otkpoeTcs cTpaHuua kak Ha Puc. 3-10.
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BeeauTe napaMeTpel Ga30B6IX HACTPOEK, NPeAOCTABNEHHEIE BAM BAWNM NOCTABWMKOM MIHTEPHET-YCNYT. ECMN 3TH OaHHLIE BaM
HE N3BECTHLI, CEAMNTECK C BalUMM NOCTABWMKOM FIHTEpHET-YCnyr.

IP-agpec: |0.0.0.0

Macka nogcetw: |0.0.0.0

OcHoBHOW w03 |0.0.0.0

Npegnoyuraemeni DNS-cepeep: 0.0.0.0
AnbTepHaTHEHBIH DNS-cepeep: 0.0.0.0 (no eeiGopy)
| Haaag | Janee |

Puc. 3-10 bBbicTpas HacTpomnka — CtaTudeckun IP-agpec

> IP-agpec — 310 WAN IP-agpec, Bugumbiin BHELLHMM Mofb3oBaTtensam B VHTepHeT
(Bkntovass  Bawero noctaBwuka  WMHTepHeT-ycnyr). Ykaxute  IP-agpec,

ﬂpeﬂ,OCTaBﬂeHHbIVI BaM BallMM NOCTaBLLUMKOM I/lHTepHeT-ycnyr B 3TOM norne.

> Macka nogcetm — Macka nogcetn, ucnonb3dyemasd WAN IP-agpecom. Baw
nocTtasBLlWMK VHTepHeT-ycnyr npegoCcTaBMT BaM MacKy MOACETU, Kak npaBwusio, 3TO

3HauyeHne yKkasbiBaeTca Tak: 255.255.255.0.

» OcHoBHOM W3 — Baw nocraBwmk NHTepHeT-ycnyr npegoctasnTt Bam IP-agpec
Wwino3a, KoTopbli  npeactaensieT cobor  agpec  cepBepa  MoOCTaBLUMKa

MuTepHeT-ycnyr. Ecnn Heobxoaumo, ykaxunTe IP-agpec wno3a B 3ToM norne.
»> lMpepnouyntaembin DNS-cepBep — B aTom none ykaxute IP-agpec DNS-cepBepa.

> AnbTtepHaTMBHbIW DNS-cepBep — Ecnu Bbl nonyyunu oOT nocTasLiuka

NuTepHeT-ycnyr agpec apyroro DNS-cepBepa, ykaxute ero B 3Tom none.

3) Ecnu Bbl ucnonbsyete tnn nogknodeHns PPPoE/PPPoE Poccus, nossutcs ctpaHuua
kak Ha Puc. 3-11. HacTtpoinTte napameTpbl U Haxmute [anee.

Moxanyiicra, ykaxnte FIma nons3ogarend u Mapons. Ecnw Bel He 3HaeTe MuA Nons3oeatenailapons, CEBR#WTECE C BAWIMM NOCTABWMKOM VIHTE pHET-yCryr

MmA nons3oearens:
Naponk:

Moareepauts naponks:

BTOpPHYHOE NOOKNYEHHE: @ OTknwYeHo OuHamuyeckui IP-agpec Cratuyeckuit IP-agpec (AnA Dual Access)

| Hasan | [ flamee |

Puc. 3-11 BbicTpas HacTponka — PPPoE/PPPoE Poccus

> Wmsa nonb3soBartens/Maponb — Ykaxnte Uma nonb3oBartens v Maponb, Nony4YeHHble
OT nocTaBwmka VHTepHeT-ycnyr. 3Tn nons ABNSTCA YyBCTBUTENbHBIMU K PErUCTPY.

Mpy BO3HMKHOBEHUW NPOGeMbl 06paTUTeCh K NOCTaBLUMKY HTEpHET-yCnyr.
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BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
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> MMopTBepauTb naponb — BeeauTte ewé pas naponb, NOMyYeHHbIW OT MOcCTaBLUvKa
MHTepHeT-ycnyr, 4ToObl yoeauTbes, YTO BBEAEHHLIM Bamu naponb npaBunbHbIn. Ecnn
3[€eCb Bbl BBENWN 3HAYEHNE, KOTOPOE HE COBMNAZaET C Naposiem, NOSABUTCS OKHO, HAXXMUTE

OK v BBeauUTe 3aHOBO Naporib U NOATBEPXAEHMNE Napons.

Buibepute OuHamunueckun unu Crtatnuveckun IP-agpec ansg aktMBauuu BTOPUYHOIO
MOAKMIOMEHNs, eCcnv Ball MOCTaBLWMK WMHTepHeT-ycnyr npenocTaBnsieT BO3MOXHOCTb
BTOPUYHOIO MOAKITFOYEHUS K NoKanbHoW ceTu (OdnHamuyeckmin/Ctatudeckun IP-agpec).

4) Ecnwn Bbl ucnonbsyete Tun nogknodeHms L2TP/L2TP Poccus, nosBuTca cTpaHuua Kak
Ha Puc. 3-12. Hactponte napameTtpbl 1 Haxxmute Janee.

MoxanyicTa, BEEANTE HMA NONL3OBATENA W Naponk. ECnW Bul W 3a66inK, 06paTUTECE 33 KOHCYNETALMEN K BALEMY NOCTABWWKY MHTEPHET-YCMYT.

HMA nonk3oBaTens:
Napone:
Tun agpeca: @ [OuHamuuyeckwid IP-agpec Cratuueckunii IP-agpec
IP-agpec/mA cepeepa:
IP-agpec: 0.0.0.0
Macka nogceru: 0.0.0.0
LWinwoa: 0.0.0.0
DNS-cepeep: 0.0.0.0, 0.0.0.0

| Hazan | Nanee |

Puc. 3-12 BeicTpas HacTpovika — L2TP/L2TP Poccus

> Wmsa nonb3oBartens/Maponb — Ykaxnte Uma nonb3oBartens v Maponb, Nony4YyeHHble
OT nocTaBlMKa MHTepHeT-ycnyr. OTn Nona sIBASKTCSA YyBCTBUTENbHLIMU K PETUCTPY.

Mpy BO3HMKHOBEHUW NPOGeMbl 06paTUTECh K MOCTaBLUMKY NIHTEpHET-yCnyr.

Ecnn IP-agpec/macka nogcetn/wnto3 n agpeca DNS-cepBepoB He Obinv npedocTaBreHbl
Bawmm nocTtaBwmkom WHTepHeT-ycnyr, Bbibepute [OuHamuyveckun IP. Torgpa Bam
notpebyetca ykasatb Tonbko IP-agpec VPN cepBepa vunuM AoMeHHoe MMSI OT Ballero

nocTaBLmka NHTEpHET-yCnyr.

Twn agpeca; @ JuHamuuyeckni IP-appec CTatyeckuid IP-anpec

IP-agpeciimA cepeepa:

Ecnn |IP-agpec/macka nogcetw/wniod n agpeca DNS-cepepoB Obinv npegocTaBneHbl
BalmM noctasLlumkom NHTepHeT-ycnyr, Boibepute Ctatuueckun IP. Beegute IP-agpec VPN
cepBepa Unu AOMEHHOe WUMSA, NpeaocTaBneHHble BalluM MOCTaBLUMKOM WHTepHeT-ycnyr,
BBEAUTE Npodmne napameTpbi.
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Twn agpeca: OuHamuuecknil IP-agpec @ CTratvyeckud IP-agpec
IP-anpec/imA cepeepa:
IP-agpec:

Macka nogcems;
Linkpa:

Npegnovyntacmsii DNS-cepeep:

o O O o o
o o o o o
o| o o] of ©
o o 5 B o

AnNbTepHaTHEHLIA DN S-cepeep: (o eeIGopy)

5) Tlpn BbiGope PPTP/PPTP Poccusa nossutca cTpaHuua kak Puc. 3-13. Hactponte
cnegylowme napameTpbl, a 3atem HaxxmuTe [lanee 4ns NpOL4OIMKEHMS.

MokanyiicTa, BEEOMTE MMA NONL30BATENA W NApoNb. EChW Bbl X 3a66iNW, 06paTWTeck 33 KOHCYNbTAUMER K BAWEMY NOCTABWMKY
MHTEPHET-YCIYT.
HmA none3oearens:
Maponk:
Tun agpeca: @ [OuHamnueckni IP-agpec CratTiueckni IP-agpec
IP-anpec/Hma cepeepa:
IP-agpec: 0.0.0.0
Macka nogceTs: 0.0.0.0
Winoa: 0.0.0.0
DNS-cepeep: 0.0.0.0, 0.0.0.0

| Haaan | | Nanee |
Puc. 3-13 bbicTpas HacTporika — PPTP/PPTP Poccus

> Wmsa nonb3oBartens/Maponb — Ykaxnte Uma nonb3oBartens v Maponb, Nony4YeHHble
OT nocTaBLMKa MHTepHeT-ycnyr. OTn Nonga siBASKTCS YyBCTBUTENbHLIMU K PETUCTPY.

Mpy BO3HMKHOBEHUM NPOGeMbl 0bpaTUTeCh K MOCTaBLUMKY VIHTEPHET-yCnyr.

Ecnn IP-agpec/macka nogcetn/wnto3 n agpeca DNS-cepBepoB He Obinn npegocTaBneHbl
BalMM MOCTaBLUMKOM WHTepHeT-ycnyr, Bbibepute OuHamuyeckun IP-agpec. Torga Bam
notpebyetca ykasatb Tonbko IP-agpec VPN cepBepa vunuM AoMeHHOe MMSI OT Ballero

nocTaBLUuKa VIHTepHET-YCNyr.

Tun agpeca; @ JuHamMwyeckwil IP-agpec CTatuyeckui IP-agpec

IP-appec/MvA cepeepa:

Ecnn |IP-agpec/macka nogcetw/wnio3 n agpeca DNS-cepepoB Obinv npegocTaBneHbl
BalUMM nocTaBLLmMkomM NHTepHeT-ycnyr, Bbidepute CtaTtnveckun IP. Beegute IP-agpec VPN
cepBepa UnNu AOMEHHOe WUMSA, NpeaocTaBlneHHble BallMM MOCTABLUMKOM VIHTEpHET-yCnyr,

BBEOUTE NpoYMe napameTpbl.
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Tun agpeca: OuHamuyeckni IP-agpec @ Cratvyeckui IP-agpec
IP-agpec/MmA cepeepa:
IP-agpec: 0.0.0.0
Macka nofceTu: 0.0.0.0
Limkpa: 0.0.0.0
MpegnoynTaemsii DNS-cepeep: 0.0.0.0
AnbTepHaTHEHLIA DN S-cepeep: 0.0.0.0 (o eelGopy)

6. Ortkpoetca cTpaHuua bBecnpoBogHom pexum (puc. 3-14). HacTtpowte cneaytowme

napameTpsbl, a 3aTemM HaxMuTe [lanee AN NPOAOIKEHUS.

HacTpoiti MHTepHET 3aBeplueHsl. Teneps HeoGX04MM0 HACTPONTE GECNPOBOSHONM PEXMM.

GecnposoAHOe BEWaHKe: Brnwounts v
WMA GecnpoBOHOR CETH: TP-LINK_1214 (Taw#e HasbiEaeTcA SSI0)
Peruon: Poccua M
BHUMaHHe: YEEAUTECE, UTO Bhl YKA3ANW NPABUNEHYK CTPEHY B UENAX coBMoEHNA MECTHOTD 33KOHOATENLCTES
HenpaenneHas HAacTPOHKA MOXET NOCIYHNTE NPUUMHON NoMEX.
JawuTa GecnpoBOgHOTD PEXUMA:
OTKNKYMTE 3aLNTY
WPA-PSK/WPA2-PSK
Maponk GecnpoBOgHONR CeTh: 43494137

(Bbl MOXETE YKA3aTh NAPONb AMHOMA 0T 8 10 63 CMMEDNOB B KOLNPOBKE UMK OT 8 A0 64 WECTHAAUATEPHUHEIX CHMBOMNOE.)
Bea nameHeHHi

(MCMONL30BEATE TEKYLLWE HECTDDﬁKP1 3aALWMTEL)

[lononHUTENLHLIE HACTPORKM B2 CMPOBOAHOTO PEKUMA

Hasap | | Oanee

Puc. 3-8 BricTpas HacTpoika — becrnpoBoaHOW pexum

> BbecnpoBogHoOn pexum — BbibpaB COOTBETCTBYIOLLMI 3NIEMEHT U3 BbiNagaloLLEro MEHIO,

Bbl MOXETe BKIOYNTL/BLIKNIOYNTb beHKLl,VI}O.

> Wma OecnpoBogHOM ceTM — YKaxuTe 3HadeHue panvHoh Ao 32 cumBonoB. Bcem
6ecnpoBOAHbIM YCTPONCTBAM CETU AOMKEH ObiTb MPUCBOEH OOUH U TOT Xe ngeHtudmrkatop
SSID. Yto kacaetcs ©GesonacHocTn 6GecnpoBodHow ceTu, uaeHTudukatop SSID no
ymonyaHuio  (XXXX — nocnegHue 4eThblpe YyHuKanbHbiX cumBonoB MAC-agpeca
MapLupyTtusatopa). [JaHHoe none sBnsieTcs YyBCTBUTENbLHbLIM K pernuctpy. Hanpumep, TEST

n test — 9TO pasHble 3Ha4YEHUS.

»> PernoH — Bbibepute COOTBETCTBYHOLLEE 3HAYEHWME M3 BbiNadawowero MeHw. B gaHHoM
none ykasblBaeTCs PervoH, rae dyHkuna 6ecnpoBogHOM nepedayn AaHHbIX MOXeT ObiTb
ucnonb3oBaHa. VMicnonb3oBaHne AaHHOM (PyHKUMW B pPernoHax, He yKasaHHbIX B CMUCKe,
MOXeT ObITb HE3aKOHHbLIM. ECnun Baluen cTpaHbl U pernoHa HeT B cnucke, obpaTuTech 3a

NOMOLLBbIKO B MECTHOE NpaBUTENIbCTBEHHOE areHTCTBO.
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>

OTKkNoUNTb 3aWmUTy — PyHKLMA obecneveHns 6e30nacHOCTU MOXET ObITb BKIIOYEHA Mnn

BbIKIHOYeHa. pn BbIKNIOYEHHOW (PYHKLMN 6eCnpoBOAHbIE CTAHLMM MOTYT MOAKIHOYATLCA K

MapLupyTusaTtopy 6e3 npumeHeHus wndpoBaHmsa. HactoaTensHO pekoMeHaoyeM BbiIOpaTh

O HY 13 onumi gnsa obecneyeHns 6e3onacHocTU.

WPA-PSK/WPA2-PSK — Bribop WPA Ha ocHOBe npeaBapuTensHO yKa3aHHOW naporbHOWN
hpassbl.

Maponb PSK - MoxHo wucnonb3oBaTb cumBonbl  dopmata ASCI  uvnm

LueCTHa,quaTepM'-lele CUMBOIJbI.

Mpun BbIGope ASCII kntou MoxeT coagepxkaTb UmMdpbl oT 0 4o 9 n Gykebl oT A 4o Z n ero

AnnHa gormkHa coctaBnaTb OT 8 Jo 63 cMMBOIIOB.

Mpu BLIGOpEe LecTHagLaTepUYHBLINA KNOY MOXeT coCcTosATb U3 undp ot 0 Ao 9 u 6yks oT A
po F, a ero anuHa gomkHa ObITb B Nnpegenax ot 8 Ao 64 cumBoros.

CnegyeT umeTb B BUAY, YTO KoY ABMASIETCS YYBCTBMTENbHbIM K PErMcTpy. OTO O3HA4aeT,
YTO WCMOSb30BaHME MPOMUCHBIX U CTPOYHbIX OYKB BnMseT Ha ero 3HadyeHue. Hennoxo
3anucaTb rae-Hubyab 3HayveHue Khnwya W Opyrux HacTpoek 3awmTtbl 6ecrnpoBogHON
nepegayn gaHHbIX.

Be3 usmeHeHun — [lpu BbLIGOpe 3TOM ONUUK KOHUrypauus GecnpoBOAHOW nepedayun

[JaHHbIX ocTaHeTcsa 0e3 n3ameHeHunn!

[aHHble HaCTpOIZKI/I SABMAKOTCS BCEro nuwb 6a3oBbiMW. YTOOLI y3HaTb O OOMOJIHUTESIbHbIX

HacTponkax, cmoTpute Pasgen 4.6: 5ecnpoBOaHON PEXMM.

HaxmuTte 3aBepunTb Ans 3aBeplleHns BbICTPON HAaCTPOMKMU.

HacTtpownka sagepweHal
(OCHOBHEIS HACTPOMKM QOCTYNA K MHTEPHET M HACTROMKW SECNPOBOAHOND PEXUMA 33BSPLUSHE], HAXMWTE KHOMKY 3aBepMTE W NPOESPETE NOJKNKUSHWE K MIHTEDHET.

Ecnu coegiHeHne Geino cOpoWeHo, nepesarpysuTe B3l MOgEeM W NoAo¥ENTe 2 MUHYTEL, NnSo 3amycTiTe SeIcTpyIO HECTDDﬁF‘,‘ ewé pas.

Hasan 3aBepLUnTL

Puc. 3-9 BricTpas HacTpowika - 3aBepLueHne
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naBa 4. Hactpomnka mapwpyTtmusartopa

B aToit rnaee paccka3sbliBaeTcd 06 OCHOBHbIX (PYHKLMAX BEG-YTUNUTLI 1 cnocobax HacTPOWKMU.

4.1 Bxog B cuctemy

[Mocne ycnewHoro Bxoga B CUCTEMY B JIEBOM 4acTu BeO-yTUNUTbI Bbl yBUAUTE NsATHAAUATb
OCHOBHbIX MeHI0. B npaBon Yactu cogepkaTcsa OnMcaHns U MHCTPYKLUNN.

CocToAHne

bBriCTpan HACTPORKA

WPS

Ceth

BecnpoBOQHON PEXHM

DHCP

Nepeanpecaymn

be3zonacHoCTh

PoaMTeNLCKHA KOHTPOMNb

KoHTponk gocTyna

PacwHpeHHLIE HACTPOMKH MapWpY TH3ALMH
KoHTpOoNnb MponmycKHOH CnocobHOCTH
Npuenszxa IP- n MAC-agpecoB
Nwunamuqeckwi DN S

CHCTEMHBLIE HHCTPY MEHThI

Buixog

Puc. 4-1 MmaBHOE MeHto

Hwxe npusoauTca noapobHas MHOpMaLUsi MO OCHOBHbLIM OYHKLMAM BEG-YTUNUTLI.

4.2 CocTosiHue

B okHe CocTosiHMe cogepXuTca Tekywas WHgopmMauusa no MapupyTtusatopy. [aHHas
MHpopMaLms OOCTYMNHA TOMbKO ANS YTEHUS.
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TL-WR740N/TL-WR741ND

BecnpoBogHon Mmaplupytusatop cepum N co CKOpoOCTbiO
nepegayu AaHHbix go 150 Mowurt/c

BepcuAa ecTpoerHoro NMO:

Bepcun ofopyA0BaHuA:

3.14.0 Build 150106 Rel.43656n
WRT740N v& 00000000

LAN
MAC-anpec:
IP-agpec:

Macka nogceTw:

30-B5-C2-652-12-14
192.168.0.1
2565.256.265.0

EecnpoBoaHOW pexum
BecnposoaHoe Bellaune:
WmA GecnpoBoaHOR ceTH (SSID):
Pexum:
LWnpwHa kasana:
Kawnan:
MAC-agpec:

CocToAHke WDS:

BrntoueHo

TP-LINK_1214

11bgn cMeLWAHHEIR
ABTOMATMUECKAR

ABTOMaTMYeckd (TekyluMi kaHan 10)
30-B5-C2-52-12-14

OTKNIoYEHD

WAN
MAC-agpec: 30-B5-C2-52-12-15
IP-appec: 0000 OuHamvusckni IP-agpec
Macka nogceTw: 0.0.00
OCHOBHOM WNH3: 0.0.0.0 K nopty WAN He nogkniyed kabene!
DNS-cepBep: 0.0.00,00.00
CraTucTHKa Tpaduka
Mpuuato OtnpaeneHo
BaiT: 0 0
MakeToB: 0 0
BpemAa paGoTel: 0 oHedt 22:09:00 OBHOBUTE

Puc. 4-2 OkHO cocTosHUA MapLupyTM3aTopa

4.3 bbicTpas HacTpouka
Cwmotpu Pasgen 3.2: PykoBoACTBO N0 ObICTPOM HAaCcTPOWKe.

4.4 WPS

OTOT pasgen NOoACKaxeT Bam, Kak ObicTpo gobaBuTb HOBOe 6GecnpoBOAHOE YCTPOWCTBO K

nmeroLLerncs cetn ¢ nomoulbto pyHkumm WPS (Hactponka sawmwéHHoro Wi-Fi).

B meHio cnea BbiGepuTe “WPS”, Bbl yBUAMTE CTpaHULY Kak Ha puc. 4-3.
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Coctonanne WPS: Brnrovena COTKNOYATE

Tekywwnit PIN-koa: 48494137 | BoccTanoBuTs PIN-koa | | Co3maTh HOBbIA PIN-Koa

OTHNOUMTE PIN-KOZ MapLUIpYTM3aTOpa

NoBasneHue HOBOMO YyCTPORCTRA: [oBaBuTe yCTPORCTBO

Puc. 4-3 ®dyHkunsa WPS
> CocTtosiHne WPS — BkniodeHune/BoikntodeHue dpyHkunm WPS.

> Tekywmn PIN-kog — 3pecb otobpaxaerca Tekyuwee 3HadeHne PIN maplupytmsatopa.

3HadveHune PIN gns ycTponcTBa MOXHO HalTK Ha KOpryce YCTPOMCTBA.
> BocctaHoButb PIN-kog — BocctaHoBUTL 3HaYeHne PIN, ncnonbsyemoe no ymonyaHuio.

» Cosgatb HOBbIN PIN-kog — HaxaB 3Ty KHOMKY, Bbl MOMy4NTE HOBOE CrlyYanHOE 3HayYeHue
PIN wmapwpyTtusatopa. CreHepupoBaB HoBoe 3HadeHue PIN, Bbl obecneynBaete

©e3onacHoOCTb CeTu.

>  Otknrountb BBOoA PIN-koga — MOXHO BpYYHYHO OTKITHOUNTD MW BKITHOYNTE HEOOXOOUMOCTb
Beogda PIN-koga mapwpyTtusatopa. [JaHHas gyHKLMS aBTOMATUYECKM OTKIOYaeTca nocne

HEeCKOSbKMX HeyaauHbIx nonbiTok BBecTu PIN-koa.

» [JobaBneHne HOBOro ycTporMcTBa — HaxkaB 3Ty KHOMKY, Bbl MOXETe BPY4YHYH O006aBUTb

HOBOE YCTPOMCTBO K CYLLECTBYHOLLE CEeTH.

a). YTobbl 4OGaBUTL HOBOE YCTPOWCTBO:

Ecnn 6ecnpoBogHoi agantep nogaepxusaetr WPS, Bbl MOXeETe yCTaHOBUTbL ©ecnpoBogHoe
noaknodeHne mexay 6ecnpoBoaHbIM aganTepoM U MapLUpyTu3aTopom npu nomolm Push Button
Configuration (PBC) unu PIN.

& [lMpumeyaHue:

Ytobbl co3gaTtb ycnewHoe MOoAkmMYeHne ¢ nomoubio dyHkuun WPS, Bam Takke npuaetcs
Npon3BECTN COOTBETCTBYHOLLIME HACTPONKM HOBOIO YyCTpOMUCTBa Ans dyHKLmn WPS.

MpoLecc HAaCTPOMKN HOBOTO YCTPOWCTBA NokasaH Ha npumepe GecrnpoBOAHOro ajanTepa Hallew
KOMMaHuu.

. [Jo6aBneHue ycTponcTBa HaxkaTuem KHonku WPS

Mcnonb3yiite 3TOT METoA, ECNUN BaLle KIMEHTCKOE YCTPONCTBO UmeeT KHonky WPS.

Haxmute kHonky WPS/RESET Ha 3agHeli naHenu mapLupytusartopa (cM. puc. 4-4). He meHsante
HacTpouky dyHkummn WPS no ymonyaHuio (BkntoueHo), Haxvnte [lo6aBUTL YCTPOMCTBO (CM.
puc. 4-2). 3atem BbibepuTe “HaxkaTb KHONMKY HOBOro YCTPOMCTBA B Npeaenax AByX MUHYT' U

Haxmute [lo6aBuTb (CM. puc. 4-5).
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TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

Puc. 4-4

[OobasneHne HOBOIO YCTPOWCTBA

BeeauTe PIN-KOJ HOBOTO YCTPOWACTEA.
PIN-KkoZ:

» HaKaTe KHOMKY HOBOID YCTPOACTEA B NPegenax AByX MUHYT.

Hasag || JoGaBuTb |

Puc. 4-5 [JoGaBneHne HOBOIo yCTPOWCTBA

War 1: Haxmute n ynepxusanite HaxaTton kHornky WPS KNueHTCKoro ycTponcTaa.

War 2: Wuankatop WPS GyaeTt muratb NpMMepHO ABe MUHYThI, NOKa YCTPOMCTBO Aobasnsercs

C nomoLubio hyHKumn WPS.

War 3: Tlocne Toro kak nHamkatop WPS 3aroputcst He mMurasi, KnMeHTCKOe YCTPOMCTBO OyaeT

yCMNeLHO NOAKITHYEHO K MapLupyTusatopy

Il. Jo6aBneHme yctpouctBa nyTém BBoaa PIN-koga KnuMeHTCKOro ycTponcTBa Ha
MapLupyTusatope

OTOT MeToA MUCMNOMNb3yeTCs, eCcriM Balle KITMEHTCKOe YCTPOMCTBO He mmeeT kHonku WPS, Ho

nmeet PIN-kog ans HacTponky ¢ nomoLubio pyHkummn WPS.

War 1: He wmeHanTe HacTponky dyHkumn WPS no ymondaHuio (BkrnrouveHo), Haxmute

[Ho6aButb yctponcTBo (cMm. Puc. 4-3), nocne 4ero oTkpoercs CTpaHuua Kak Ha puc.
4-6.

+ BeeauTe PIN-KOA HOBOTO YCTPOMCTEA.
PIN-KoZ:

HaaTk KHOMKY HOBOTO YCTPOACTEA B Npegenax Aeyx MUHYT.

| Hasag || [NoBGasuTh |

Puc. 4-6 [Jo6aBneHne HOBOro yCcTponcTea

LWar 2: Beeaute PIN-KO4 KNMEHTCKOrO yCTpoWcTBa B none Ha ctpaHuue WPS (CM. pucyHoK

BbiLLE), 3aTEM HaXmMuTe KHonky [lo6aBUTb.
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War 3: I'IpM ycnewHoM noAgKIto4YeHUn KrneHTCKoro yCTpOIZCTBa K MapLlpyTtmn3aTtopy OOJ1KHO

nosiBuTbcsi cooblleHne «MoaknoyeHne ycnewHo yCTaHOBMEHO!»

lll. Jo6aBneHne yctponctea nytém BBoaa PIN-koga maplupyTtusatopa Ha KITMEHTCKOM

ycTpouncTBe

OTOT MeTon WCMomnb3yeTcs, ecnu Balle KIMEeHTCckoe YycTpoicTBo TpebyeT BeBecTu PIN-kon

MapLupyTm3aTopa.

War 1: Ha knueHTckom ycTtporictBe BBeguTe PIN-koa, KoTopbi ykaszaH Ha ctpaHuue WPS
MapLupyTusatopa (OH yKasaH Takke Ha HWKHEW MaHenu mapLupyTtu3aropa), CM. puC.
4-3.

War 2: Wnankatop WPS GygeTt muratb NpMMEPHO ABE MUHYTLI, MOKa YCTPOMCTBO Ao0aBnsieTcs

C nomoLLbio pyHKUun WPS.

War 3: Korga ungnkatop WPS 3aroputcs, He Murasi, KIMeHTCKOe YCTPOWMCTBO OyaeT ycnewHo

NOAKIMKYEHO K MapLUpyTU3aTopy.

& lMpumeyaHue:

1) Wuamkatop WPS Ha Touke pgoctyna Oyger ropetb B Te4eHMe 5 MUHYT nocne yCrneLwHoro
[o6aBneHus K CETU HOBOIO YCTPOWCTBA.

2) OyHkuma WPS He MOXeT ObiTb MCNoNb3oBaHa, €Criv Ha MapLlpyTu3aTtope OTKIYEHO
GecnpoBogHoe BellaHue. lNepen Tem kak ucnonb3oBatb dyHKuno WPS ybeantech, 4To

becn poBoaHOE BellaHe BKITHOYEHO.

4.5 CeTb

Cetb
- WAN

- Knonwpoeanwe MAC-anpeca
- LAN

-1PTV

Puc. 4-7 MeHto CeTb

MeHto CeTb copepxuT veTbipe nogmeHto (cm. Puc. 4-7): WAN, KnonnpoBaHne MAC-agpeca,
LAN v IPTV. Ins HacTponku pyHKUUN BbIGEPUTE HYXKHOE MEHHO.

4.5.1 WAN
BbibpaB CeTb - WAN Bbl MOXXeTe HacTpouTb napametpbl WAN, kak MoKa3aHo Ha PUCYHKE HUXKeE.

1. Ecnm  noctaBwwmk  WHTepHeT-ycnyr  obecneumBaetr  DHCP-cepBuc,  Bbibepute
OunHamuyeckun IP, n mapipytmsaTop aBToMaTU4eCKn nony4ut IP-napameTpbl OT Ballero

noctasLuka iHTepHeT-ycnyr (puc. 4-8).
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Tun nogrknyeHna WAN: Dunamuueckui IP-agpec ¥ Onpegenuts
IP-Agpec: 0000
Macka noaceTu: o000
OCHOBHOW WNH3: 0.0.00
OBHOBWTE Oceoboaute B nopt WAN He BcTaeneH kabens!
Paamep MTU (e GaiTax): 1500 (3HaYEHWE NO YMONYAHWK 1500, HE M3MEHATE G23 HEeOBXOAMMOCTH. )

Mcnone3oeate cnegyme agpeca DNS-cepeepos

NpeanoynTaembiil DNS-cepeep: 0 0

AneTepHaTHEHBIA DN S-cepeep: 0.0.00 (He ofAzaTensHo)

MmA yana: TL-WRT40MN

Monyuuts IP-agpec ¢ nomowek Unicast DHCP (O0bivHo 3T0 He TpedyeTcA.)

CoxpaHuTb

Puc. 4-8 WAN — OnHamunyeckun IP

B atom okHe nokasaHo kak napametpbl WAN, Bkntoyas |IP-agpec, macky noacet, OCHOBHOM
LUSIO3 U TaK Aaree ceTv aBToMaTnyeckn HasHa4valTCs NocTaBLUMKOM VHTepHeT-yenyr. YTo0bl
06HOBWTbL MapameTpbl OT MOCTaBWMKa WIHTEpHET-ycnyr HeobXOoOUMO HaxaTb KHOMKY

O6HOBUTL. YTOOLI COPOCUTL 3HAYEHUST BOCMONb3YNTECH KHOMKOM OCBOGOAUTD.

> Pa3mep MTU — OG6blyHO 3HaveHne MTU (Maximum Transmission Unit — makcumanbHbIv
pasmep 6noka nepegauyn) ons GonblwmHcTBa cetenm Ethernet coctaenser 1500 Gant.
PekomeHayeM He N3MEeHsITb 3TO 3HAYEHWE, ECNN TOMNMbKO 3TOrO He TpebyeT Ball NOCTaBLUMK

UHTepHeT-ycnyr.

» Wcnonb3oBatb cnepgyowme agpeca DNS-cepBepoB — Ecrniv Bbl nony4nnu ot noctaBLiuKa
WHTepHeT-ycnyr oguMH wnu pgBa agpeca DNS-cepBepa, B 3TOM Mofe  yKaxuTe B
COOTBETCTBYHOLLUMX MOSSIX MPeanoynTaeMblil U anbTepHaTUMBHBIA CepBepbl. B npoTvBHOM
cnydae DNS-cepBepbl 0OyayT HasHayeHbl aBTOMATUYECKM BalMM  MOCTABLLMKOM

NHTepHeT-ycnyr.

& MpumevaHue:

Ecnun npn BbIOpaHHbIX agpecax DNS-cepBepoB npu NOMbITKE JOCTYNa K CanTy NOSIBNSETCS
coobueHne ob owmnbKe, TO, CKOpee BCEro, Bbl HeMpaBuibHO ykadann DNS-cepeepbl. Bam
cnegyet cBsA3aTbCA C MNOCTaBLUMKOM VIHTEpHeT-ycnyr, 4ToObl NOnyyYntb HEOOXOAMMYHO
nHdopmaumio.

Monyuntb IP-agppec c¢ nomowbto Unicast DHCP — Hekotopble DHCP-cepsepa He
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noaaepXkunBaroT MHoroadpecHble npunoxeHus. Ecnv Bbl He MoxeTe nonyynTtb IP-agpec

06bIYHBbIM CNocoboMm, Bbl MOXKETe BbiOpaTh 3Ty onuuio (3To TpebyeTcst peako).

2. Ecnu oT noctaBwuka WHTepHET-yCcnyr Bbl MONYYUNIM CTAaTUYECKUA MW (OUKCUPOBAHHbIN
IP-agpec, macky nogceTtu, w3 u napameTpbl DNS, BbiGepuTe Ctatnveckum IP. Mpn aToM

OTKPOETCS OKHO, KaK MOKa3aHo Ha puc. 4-9.

Tun nogkntoyenna WAN: Cratwyeckuit IP-agpec ¥ Onpegenuts
IP-agpec: 0.0.0.0
Macka nogceTu: 0000
OCHOBHOW WNH3: 0.0.0.0
Paamep MTU (g BaitTax): 1500 (3HaueHWE N0 YMoMuaHWio 1500, He W3MeHATs G832 HeoGX0aMMOCTH.)
Npegno4uTaemblid DN S-cepeep: 0.0.0.0
AncTepHaTHBHBIA DN S-cepeep: 0000 (He ofRaaTenkHo)
CoxpaHuTb

Puc. 4-9 WAN - Ctatnyeckun IP

> IP-appec — YkaxuTte |IP-agpec, nonyyeHHbIn OT nocTtaslUmnka HTepHeT-yCnyr, B AeCATUYHOM

(bopmaTe C pasgennTeribHbIMU TOYKaMW.

> Macka noacetM — VYKaxute 3HayeHMe Macku MOoACeTH, MONy4YeHHoe OT ocTaBLyuKa
WHTepHeT-ycriyr B AecaTndHoM dpopmate c pasgenurenbHbiMu Todkamu. OBbIYHO 3TO
255.255.255.0.

»> OcHoBHOM wn3 — VYkaxute IP-agpec wno3a, MOMyYeHHbI OT MNoCTaBLUMKa

WNHTepHeT-ycnyr B AeCATUYHOM hopmaTe C pasaenuTenbHbIMU TOYKaMM.

> Pa3mep MTU — O6blvHO 3Ha4veHne MTU ans 6onblunHcTBa cetelt Ethernet coctaensieT 1500
6anT. He pekomeHayeTcsi W3MEHSITb 3TO 3HA4YeHMe, €crM TOMbKo 3TOro He Tpebyet

nocTaBLuK NHTEpHET-yCnyr.

> [lNpepnouyntaembi/AnstepHaTMBHbini  DNS - Ykaxute oguH uwnm pgBa apgpeca
DNS-cepBepoB, nonydeHHble OT nocTaBwiuka VIHTepHeT-ycnyr B gecaTu4HoM doopmare C

pasgennTtenibHbIMN TOYKaMW.

25



TL-WR740N/TL-WR741ND

3. Ecnu Baw nocTtaBLMK
PPPoE/PPPoE Poccus

. 3oecb TpebyeTca ykasaTtb cneaytowmne napameTpbl (puc. 4-10):

Tun nogkntodeHna WAN:

Mogekntoyenne PPPoE:

WMA nonb3oBaTens:

NMapone:

MoaTEEpANTE Naponk:

BTOpPH4HOE NOAKNH4EHHE:

Pexum nogrnrodenna WAN:

PPPoE/PPPOE Poccua v Onpegenute

usermame

s OTHAOWTE [uHamMuueckui [P Cratvueckuid IP (Dual Access/PPPoE Poccua)

MogkniourTe no TpeGoBaHM

MaKCUMAaNEHOS BPEMA NPOETOR: | 15 MUHYT(EL) (0 03HAYAET, 4TO COSAMHEHNS BYAST BKTMEHEIM NOCTORHHO. )

» [MogknuiTE AaETOMATHYEC KA

nG,CI.IC'HC\-HTb No pacnUCaHWuw
Mepnog BpeMeHi: ¢ |0 1o (44:MM) g0 | 27 - | B9 (44:MM)

MogknounTe BpYUHYI0

MaKCUMAaNEHOS BPEMA NPOETOR: | 15 MUHYT(EL) (0 03HAYAET, 4TO COSAMHEHNS BYAST BKTMEHEIM NOCTORHHO. )

MNoaknoYHTE Otkniounts | OTKAKOYeHo!

CoxpaHuTb JononHuTensHo

> Wma I10]1b3OBaTeJ1ﬂ/napOJ1b — YKkaxute uMma nonb3oBatens u naponb, NojlydeHHble OT

Puc. 4-10 WAN - PPPoE/PPPoE Poccusa

nocTaBwmka NHTepHeT-ycnyr. Tu Nons YyBCTBUTENbHbI K PEFUCTPY.

> [NopTBepauTe naponb — Beeoute naporb, NPeaoCTaBfEHHbIN BalMM MOCTaBLLUKOM

MHTepHeT-ycnyr elle pas, YTobbl yoeauTbcs, YTO BBEAEHHbIN Naporb NPaBUrbHbINA.

> BTopuyHoe nogknioveHune — [JaHHas onuusa JOCTynHa TOMbKO Ans nogknioveHms PPPoOE.
Ecnu Bbl nonyynnu ot noctaslymka NHTepHEeT-ycnyr OONOMHUTENbHbIA TUM NOAKMYEHWS,
Takon kak OQuHammdecknin/Ctatnveckmii IP, ons paboTbl ¢ nokanbHOM CETbI, TO HEOOX0ANMO

BbIOpaTb none AnHamudecknin/Ctatnyeckmii IP, 4ToObl akTMBMPOBaTh 3TO NOAKIIOYEHME.

e Otknouutb — [lo YMOIM4aHUO BCnomMorarteribHoe MnoAgKkniyYeHne OTKIMHYeHO, TaK Y4To

ncnonb3yeTcst ToNbKo nogkntoyveHne PPPoE.

e [NunHamunyecknn IP — Ytobbl Mcnonb3oBatb AuHammyeckun IP-agpec, nonydeHHbld OT

NnocCTaBLUMKa I/IHTepHeT-ycnyr, B Ka4ecCcTBe BCrnomMoratesibHOro nogkn4YeHna ana pa60TbI

C NTOKasnibHOW CEThIO, Bbl6epI/ITe COOTBETCTBYHOLLYIO paaANOKHOIKY.

e Cratnyeckmn IP — Y10o6bl Mcnonb3oBaTb cTatudeckuin |P-agpec, MNOMyYeHHbId OT

NnocTaBLUMKa I/IHTepHeT-ycnyr, B Ka4ecCcTBe BCrnomMorateribHOro nogknyYeHna and pa60TbI

C NokarnbHOW CEeTbI0, BbIOEPUTE COOTBETCTBYHOLLYHO PaaMOKHONKY.

> MNoaknounTb No Tpe6oBaHUIO — [pu BLIGOPE 3TOrO pexrmMa NnoakntyYeHne npekpaLLaeTcs
aBTOMAaTMYECKN Yepe3 OnpederneHHbii nepuog HeakTvBHocTM (MakcumanbHoe Bpemsi

npocTosi) U BOCCTaHaBnMBaeTcs nocne obpalleHns k MHTepHeT-pecypcy. Ecnn Bbl XxoTuTe,
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4YTOObI cCoeqMHEHNe ObINo akTUBHLIM MOCTOSIHHO, B None MakcumanbHoe BpemMsa npocTos

ykaxuTe 3HadeHne “0” . Takke MOXHO yKasaTb KOHKpETHOE 3Ha4YeHue.

> TMoaknounTb aBTOMaTUYeCcKu — Mpu c6oe NoaKMoYeHNA NPOUCXOAUT ero aBToMaTUYeckoe

BOCCTaHOBJI1EHME.

> Moaknuntb No pacnucaHnwo - MoakntoueHne yCTaHaBIIMBaeTCA TOJIbKO B 3afaHHbIN

nepuoa (aata Hayana v KoHua nepuoda ykasbiaetca B opmate HY:MM).

& TlMpumevaHue:

®yHkuma ByneT paboTaTb TONMbKO MOCKE TOro, kak B OkHe CUCTEMHbIE UHCTPYMEHTbl — Bpewms

6yp,eT BbICTaBJ1IEHO CUCTEMHOE BpPEMA.

> TMogknwunTb BpyYHy — [na nogknoveHUs/OTKNIOYEHUS BOCMONb3YUTECh KHOMKOW
Mopknuntb/OTKNOYNTL. B 3TOM pexunme nogaepxuBaetcsa yHkuma MakcumanbHoe
BpeMs NpocToA kak M ansa pexuma lMoaknountb no Tpeb6oBaHuio. [logknioveHne K
MHTepHEeT mMoxeT ObiTb NpeKpalleHO Mnocre onpegeneHHoro nepuoga HeakTUMBHOCTU, HO

3aTeM He OyaeT BO306HOBNEHO CHOBA NMpu obpalleHnmn K IHTepHeT-pecypcy.

BHumaHue: VHorga noaxniodeHne He MOXeT OblTb npekpalleHo, [axe ecnu B nore
MakcumanbHoe BpeMsi MPOCTOSA YKasaHO OnpefdereHHoe 3HayeHue, T.K. HeKoTopble

npunoxexus B QOHOBOM pexnme obpaluarotca k MIHTepHeT-pecypcam.

Ecnu Bbl XOTUTE BHECTM W3MEHEHUS1 B [OOMOSHUTENbHbIE HaCTpOVIKM, HaXXMUTE KHOMKY

JononHutenbHo. [1oABMTCS OKHO, Kak Noka3aHo Ha puc. 4-11:

Paamep MTU (e GaiTax): 1480 (3HaueHne N0 yMonuaHio 1480. He MEHARTE 3TO 3HAUSHWE, CNK B 3TOM HET HeoGxoguMoCcTI.)

WmA cepemca:

WMMA KOHUEHTPaTOpa AocTyna:

Wcnons30sats IP-aapec, ykasaHHbIA NOCTABLUNKOM VIHTEPHET-YCYT
IP-afipec, yKa3aHHbIA NOCTABIWKOM MHTEpHET-yCNyT:

WHTEpPBaN OHNARH-OTCNEXNBAHHA® o CewyHasl (0 - 120 cekyHa, 3HaYEHUE Mo yMOn4aHWio O (0TCNeXNBAHWE HE NPOWIBOOUTCA)

Vicnons3oeats Cnedyiewue agpeca DNS-cepeepos

TMpeanoyuTaemeli DN S-cepeep:

AnbLTepHAaTHEHBIA DN S-cepBep: 0.0.0.0 (HeoOn3.)

CoxpaHuTb Hasan

Puc.4-11 JononHuTtenbHble HacTpoikn PPPoE

»> Pasmep MTU — 3HadeHune no ymondaHmio 1480 GanT, 4TO 0ObIYHO ABNSAETCA ONTUMASIbHBIM.
He pekomeHOyeTcs W3MeHSITb [daHHOe 3HauYeHMe, €eCnM TONMbKOo 3TO He sBnseTcs

TpeboBaHMeM nocTaBLymka VIHTEpHET-yChyr.
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>

Umsa cepBuca/imsa Touku pgoctyna — Ecnu atoro He TpebyeT nocTtasLUmK VIHTepHeT-ycnyr,
He crnegyeT TporaTb 370 none. B 6onblnHCTBE Cry4aeB MOXHO OCTaBUTb 3TV NOMS MNYCTbIMY,

M 3TO HE NomMeLllaeT pa60Te.

IP-agpec, yka3aHHbIA nocTaBwukoMm WHTepHeT-ycnyr — Ecnu Baw nocTaBLuK
WHTepHeT-yCcnyr He HasHayaeT mapLupytmusatopy IP-agpec B aBTOMaTtuyeckoM pexume npu
BXOJe B CUCTEMY, OTMETLTE 3TY SYenKy U ykaxuTe |IP-agpec, NonyYyeHHbIN OT NocTaBLuMKa
WHTepHeT-ycnyr B AeCATUYHOM hopMaTe C pasgenmTenbHbIMY ToYKaMu.

MHTepBan oHnawmH-oTcnexusBaHua — MaplpyTnsaTop NpPov3BOAUT OTCNEXMBAHNE TOYKU
J0CTyna yepes onpeaerneHHbIn MHTepBan B pexume OHManH. 1o ymMonyaHuio yCTaHOBIIEHO
3HadeHne “0”. Bbl moxeTe ykasaTb 3HadveHue B npegenax ot 0 go 120. 3HayeHne “0”

O3Ha4aeT, 4To (byHKLI,VIFI OTKJ1HOYEeHa.

DNS IP-agpec — Ecnu Baw nocTaBlMK WVIHTEpHET-ycnyr He HasHavaeT DNS-agpeca B
aBTOMATUYECKOM pEeXMME MpU BXode B cuUCTeMy, Bbibepute Ucnonb3oBaTb criegylowme
appeca DNS-cepBepoB 1 ykaxunte nonydeHHbld OT noctaslmka MHTepHeT-yenyr IP-agpec
B OecatTudHoM dhopmare C pasgenutenbHbiMM - Todkamu. Ecnim  mmeetca  agpec

anstrepHaTnBHoro DNS-cepBepa, ero Takke crnegyeT ykasaTb.

YTtoObI COXpaHuUTb caeriaHHble USMEHEHUA, HaXXKMUTE KHOMKY COXpaHMTb.

4.

Ecnu noctaBwmk MHTepHeT-ycnyr ucnonb3yet kabenb BigPond (unu curHan Heart Beat),
Bblbepute Kabenb BigPond. 3geck HeobxoamMmo ykasaTb crnegylowme napameTpbl (Cm.
puc. 4-12):

Tun nogknio4eHuA WAN: Kabene BigPond v

WMA nons2oBaTena:

Mapons:

Cepeep ayTEHTH(UKALMM: sm-server

oMeH ayTeHTH(MKALMM:

Pa3mep MTU (B BaiTax): 1500 (3nauenne no ymonuanwio coctasnAeTt 1500. 3HayeHne MEHARTCA TOMNEKD NP HEOOXO4MMOCTI.)

PEeXUM NOAKMOHEHUA: MogkeunTE No TPEGOBaHMIe
MaKEHMANEHOE BPEMA NPOCTOR: | 15 MUHYTEI (0 - OCTAETCA BKTMEHEIM NOCTOAHHO. )
& MOAKTIOUNTE AETOMATHYECKH
TOAKHMNTE BRY4HYIO

MakcMMansHoe BpeMA NpocToRA. | 15 MUHYTHI (0 - 0CTASTCA AKTMBHLIM NOCTOAHHD. )

MogknounTs OTHNOUUTE OTtknroyeHo!

CoxpaHnTs

Puc. 4-12 WAN - ka6enb BigPond
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>

Uma I10]1b3OBaTeJ1ﬂ/napOJ1b — YKaxunte mmsi nonb3oBaTtens u naponb, nony4yeHHble OT

NOoCTaBLUMKa I/IHTepHeT-ycnyr. AT nong aBnsaTCA YyBCTBUTEJIbHbIMU K PETUCTPY.

CepBep ayteHTUUKaumum — Ykaxute |IP-agpec cepepa ayTeHTUdUKALUM MU UMSA y3na.

[domeH ayTeHTUDMKaLMKN — YKaxKUTe JOMEHHBIN CydPdHUKC MMEHU CepBepa B 3aBUCUMOCTU

OT BaLWlero MeCTtoHaxoXxaeHu4. Hanpmmep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - qgld.bigpond.net.au

Pasmep MTU — O6blyHO gns 6onblinHcTBa ceten Ethernet gaHHoe 3HaueHne coctaenser
1500 6anT. He pekomeHayeTCA M3MEHATb €ro, ecrnm TOmMbKO 3Toro He TpebyeT nocTaBLUMK

UHTepHeT-ycnyr.

MoaknounTb NO Tpe6oBaHNIO — B 3TOM pPEXMME NOAKMYeHNe K MHTEpHET npepbiBaeTcs
aBTOMATUYECKN 4epe3 onpedenieHHbI nepuon HeakTuBHocTn (MakcumanbHoe BpeMsA
NpPOCTOSA) 1 BOCCTaHABMNMBAETCA Npy NMOBTOPHOM obpalleHnn k IHTepHeT-pecypcy. Ecnin Bbl
XOTUTE, YTOObI nogkmntodeHne Bbiflo akTMBHbLIM BCe Bpemsi, B none MakcumanbHoe Bpems
NpoOCTOA crieayeT ykasatb 3HadeHue “0”. Takke MOXHO ykasaTb KOHKPETHOE 3HadeHune B

MUHYTax.

MoaknunTb aBTOMaTUYECKN — ﬂpM notepe nogknk4yeHnda OHO 6yp,eT BOCCTaHOBJ1EHO B

aBTOMaTU4eCKOM peXxunme.

MopkniounTb BpPYYHY — [N noaknioyYeHUs/OTKITIOYEHUS BOCMNOMb3YyNMTECh  KHOMKOW
CoeanHntb/OTCOEANHUTL. B 3TOM pexnme nopaepxuaercs yHkums MakcumanbHoe
BpeMA npocTosi Kak n ans pexuma Mogknwouutb no Tpeb6oBaHui. [logkniodeHue K
WHTepHeT MoXeT ObITb MpekpalleHo nocrie onpeaeneHHoro nepuoga HeakTUBHOCTM, HO

3aTeM He OyaeT BO306HOBNEHO CHOBa NMpu obpatleHnmn K IHTepHeT-pecypcy.

YUTo6bl NPOMN3BECTU NOAKIIOYEHNE/OTKITOYEHNE HAaXMUTE KHOMKY MoaKniounTb/OTKNIOUNTD.

BHumaHue: WMHorga nogkniodeHne He MOXeT ObiTb npekpaweHo, pOaxe ecnnm B none

MakcumanbHoe BpeMs NpoCToA YKa3aHO onpeneneHHoe 3Ha4deHue, TaK KaK HeKOoTOopble

NpUNoXeHust B OOHOBOM pexnMe obpallatoTces K MIHTepHeT-pecypcam.

YToO0bI COXpaHUTb caenaHHble U3MEeHEeHUA, HaXMUTE KHOMKY COXpaHMTb.

5.

Ecnu noctaBwuk WHTepHeT-ycnyr wucnonb3yet nogkniodeHve L2TP/IL2TP Poccus,
BblOepuTe COOTBETCTBYIOLLEE 3HaveHMe. 3Oecb HeoOXoaMMO ykasaTb cregyoLlime

napameTpsl (Puc. 4-13):
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Tun nogkntoqeHnA WAN: L2TP/L2TP PoccuA M
WMA none3oBarTena:
Maponk:
MogTEEpAXTE Naponb:
MogKnoYUTL OTKIIOYHTL Otknioyenol
® OMHAMUYSCKWA IP CTaTHyeckuii IP

IP-agpec/uMA cepeepa:
IP-agpec: 0000
Macka nogceTn: 0000
OCHOBHOH WNH3: 0.0.00

DNS: 0.000,0000

IP-agpec MHTEpHET: 0000
WHTepHeT DNS-cepBep: 0.0.00,00.00

Pasmep MTU (B Gantax): 1460 (3HaueHWe no ymonyaHwio 1460. He cnenyeT meHAT: Ge3 HeobxoguMocTH.)

MaKcHManeLHoe BpeMA NpocToA: 15 MWHYTEI (0 - 3KTMBHO NOCTOAHHO. )

PeXuM COBIMHEHHA: MoaknioueHine no TpedoBaHu
® MOAKMIOYATE AETOMATHYEL KN

MogrniounTe BRYYHYO

CoxpaHuTe

Puc. 4-13 WAN — L2TP/L2TP Poccus

> Umna I10]1b3OBaTeJ1ﬂ/napOJ1b — Ykaxnte umsi nonb3oBartens u naporib, Nofly4eHHble OT

nocTaBLMKa I/lHTepHeT-ycnyr. OTn nons sABnAKTCA YyBCTBUTEJIbHBbIMU K PErncTpy.

> Tun apgpeca — BbibepuTe, kakoli TWM agpeca MNpPenoCTaBnseTca BaM MOCTaBLLMKOM

WHTepHeT-ycnyr: OnuHamnyecknii IP-agpec nnu Ctatudeckun IP-agpec.

> |IP-agpec/Mma cepBepa - Beegute I[P-agpec VPN cepBepa unM [OOMEHHOE WUMS,

npegocTaeneHHble Bawwmm noctaBwmnkom NHTepHeT-yenyr, B none IP-agpec/umsa cepeepa.

> MTU (6anTt) — O6bIMHO Ans GonblnHcTBa ceten Ethernet gaHHoe 3HayeHue coctaeBnsiet
1460 6anT. He pekomeHayeTCA U3MEHATb €ro, ecnv TOMbKO 3Toro He TpebyeT nocTaBLUUK

WHTepHeT-ycnyr

> MopknounTb aBTOMaTU4eCKu — B aToMm pexnme MHTepHeT-COG,ElI/IHeHI/Ie 6y,qu aKTUBHbIM B

noboe Bpems.

> lMopkniountb No TpeboBaHuto — [pn BeIGOpe 3TOro pexuma noakndeHre npekpawiaeTca
aBTOMaTUYECKN 4epe3 onpedeneHHbln nepuop HeakTuBHocTn (MakcumanbHoe Bpems
NpocTosi) U BOCCTaHaBNMBaeTcs nocne obpalueHns Kk MIHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4yTobObI CoeanHeHne BbiNo akTMBHBIM MOCTOAHHO, B nofne MakcumanbHoe BpeMs NpocTos
yKkaxuTe 3HadeHue “0” . Takke MOXHO yKasaTb KOHKPETHOE 3HayeHue nepuoga HeakTMBHOCTU

B MUHYTax, Nnocrne nctevyeHms kotoporo IHTepHeT-coeanHeHne ByaeT paspbiBaTbCs.
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>

MopknounTb BpY4YHY — [1na HeMeaneHHOro NOAKMYEHMSA/OTKNIOYEHNST BOCMONb3yUTECh
kHonkor Mogknrountb/OTKNOUMTE. B aTOoM pexume nogaepxuBaeTca  PyHKUUSA
MakcnmanbHoe Bpemsi npocTtosi kak v Ansa pexuma MoaknwuuTb no TpeboBaHuIo.
MookniovyeHne k WMHTepHeT MoxeT ObiTb MpekpalleHo rnocrne onpeaereHHoro nepuoaa

HeaKTUBHOCTMU, a 3aTeM He OyaeT BO30OHOBEHO CHOBa Npw obpaLleHun k IHTepHeT-pecypcy

BHumaHue: VHorga noaxniodeHne He MOXeT OblTb npekpalleHo, [axe ecnu B rnorne

MakcumanbHoe BpeMA NpOCTOA yKa3aHO onpeaerieHHoe 3Ha4yeHune, T.K. HEKOTOpPble NpUuiioXeHus

B (ODOHOBOM pexunme obpallaTcs K VIHTepHeT-pecypcam.

Haxmute KHOMKY COXpaHVITb Ona coxpaHeHunsa BallnX HaCTpPOeEK.

6. Ecnwu noctaBwuk MHTepHeT-ycnyr npegoctaenset PPTP-noaknioveHune, Bbibepute 3HayeHne

PPTP/ PPTP Poccus. 3aeck HeobxoamMmo ykasaTh criegytollme napametpsbl (puc. 4-14):

Tun nogrnrodenna WAN: PPTP/PPTF Poccua T
WmA nonk3oBaTens:
NMaponk:
MogTBEpANTE Naponk:
MNoaknkunTs OTKNOUKTE Orknroyeno!
» OUHamuueckui [P CTaTHueckwil IP
IP-agpec/uma cepeepa:
IP-agpec: 0000
Macka noaceTu: 0.0.0.0
OCHOBHOW WITHO3: 0.0.0.0
DNS: 0.0.0.0,0.00.0
WHTepHeT IP-agpec: 0.0.0.0
WuTeprHet DN S-cepeep: 0.0.00,0.0.00
Paamep MTU (B GaiTax): 1420 (3HaueHne No ymonuauwio 1420, He MeHsaiTe 310 3HaYEHWe, BCIM B 3TOM HET HeoTX0ZMMOCTH.)
MaKcKMansHoe BPeMA NPOCTOR: 15 MUHYTEI (0 - COEAMHEHWE OCTAETCR AKTUEHEIM NOCTORHHO. )
PeMHM COeJHHEHHA: MogknieunTs No TpeGoBaHno
& MoAKMOUMTE AETOMATHUECKI
o AKNKHNTE BRYYHYHO
CoXpaHUTb

Puc. 4-14 WAN — PPTP/Poccus PPTP

Uma I10]1b3OBaTeJ1ﬂ/napOJ1b — YKaxute mms nonb3oBaTtens u naponb, nony4yeHHble OT

NnocTaBLUMKa MHTepHeT-ycnyr. OTn Nons sBNAKTCA YyBCTBUTEJIbHBbIMU K PErncTpy.

OvHamnyecknn IP-apgpec/Ctatnyeckun IP-agpec — Bbibepute Tmn  agpeca,

I'Ipe,CI,OCTaBJ'IeHHbIIZ NOCTaBLMKOM l/lHTepHeT-ycnyr.

IP-appec/Uma cepBepa - Beegute |P-agpec VPN cepBepa wunuM [OOMEHHOE UM,

npegocTaeBneHHble Bawmm noctaBwmnkom NHTEpHeT-yenyr, B none IP-agpec/nvmsa cepeepa.
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> MTU (6ant) — O6blMHO Ang BonblwnHcTBa ceten Ethernet naHHoe 3HayeHue coctasBnser

1420 6anT. He pekomeHAyeTCs M3MEHATb €ro, ecrnm TOMbKO 3TOro He TpebyeT nocTaBLUMK

WNHTepHeT-ycnyr

> MopknounTb aBTOMaTU4eCKu — B aTom pexnme MHTepHeT-COG,ElI/IHeHI/Ie 6y,qu aKTUBHbIM B

nioboe Bpems.

> TMopgknounTb No TpeboBaHuKo — Npy BbIOOpPE 3TOrO pexnma noakntodeHne npekpalwaeTcs
aBTOMATUYECKN 4epe3 OonpedenieHHbI nepuon HeakTuBHocTM (MakcumanbHoe BpeMsA
NpPoOCTOA) 1 BOCCTaHaBNMBaeTcs nocre obpaiueHus K VHTepHeT-pecypcy. Ecnn Bbl xoTuTe,
4TOObI CoegMHEHNEe ObINo akTUBHLIM MOCTOSIHHO, B Norie MakcumanbHoe BpemMsi NpoCToA
yKkaxuTe 3HadeHune “0” . Takke MOXHO yka3aTb KOHKPETHOE 3Ha4YeHMe nepuoga HeakTMBHOCTU

B MMUHYTax, nocrie uncte4eHna KoToporo MHTepHeT-COGD,I/IHeHI/Ie 6yneT pa3pbiBaTbCA.

> TMogknunTb BpYYHYH — [1na HeMegneHHOro NoakniovYeHUs/oTKIYEHNS BOCMONb3yNTECH
kHonkoi Moakntountb/OTKNOUMTL. B 3TOM  pexume noggepxmBaeTca  pyHKUUSA
MakcumanbHOe BpeMsi NPOCTOA kak U Ans pexuma [Nogkniountb No TpebGoBaHMIO.
MoakntoyeHne Kk VIHTEpPHET MOXET OblTb MNpPEeKpalleHo Mnocrne OonpeaeneHHoro nepuoaa

HeaKTUBHOCTU, a 3aTeM He OyaeT BO30OHOBNEHO CHOBA Npw obpalleHun k IHTepHeT-pecypcy

BHumaHue: VHorga noakniodeHne He MoXeT OblTb npekpalleHo, [axe ecnu B rnore
MakcrmarnbHoe BpeMsi MPOCTOs yKa3aHo onpeferieHHoe 3HayeHue, T.K. HEKOTOPbIE MPUIOXKEHUS

B (OOHOBOM pexnme obpaluaoTcs K VIHTepHeT-pecypcam.

HaxmunTe kHonky CoXpaHUTb 411 COXPaHEHUS BaLLMX HACTPOEK.

& TlMpumevaHme:

Ecnn Bbl He 3HaeTe, KakoW TUMN MOAKMYEHUS BbIOpaTb, HaXmuTe KHoMKy [louck, u
MapLlpyTu3aTop aBTOMaTMYECKW MpOBedEeT CKaHMpPOBaHWE CEPBEPOB WM MPOTOKOJOB,
ncnonb3yemblX VIHTepHeT-nogknoveHneMm. QDyHKUMS oTobpasnT Tun  MOAKMYEHUS Npu
ObOHapyXeHNM MapLipyTM3aTopoM akTuMBHOro WHTepHeT-cepBuca. [aHHas uMHdopmMaums
NpUBOANTCS TONMbKO ANs cnpaBku. YTobbl yOeguTbCst B TOM, YTO MMEHHO 3TO MOAKIHOYEHNE
npegocTaBnsieTcs NoCTaBLNKOM VIHTEPHET-YCNyr, HY>XXHO 0OpaTUTbCA HENOCPEACTBEHHO K HEMY.

MapLupmisaTop MOXET BblABUTb crneaytouime Tunbl NOAKMOHYEHWI:

e PPPoOE - [1ns nogkntoveHuin, ncnonbaytowmx PPPoE, TpebyeTca ykasatb MMsi Nonb3oBaTens
1 napornb.
e [OnHamnuyeckun I[P — T[logknioyeHus, WUCNONb3yLWMe HasHa4YeHne ANHAMUYECKUX
IP-agpecos.
e CtaTtnueckui IP — NogkntoyeHnsi, NCNomb3yoLMe Ha3Ha4YeHNe CTaTUYECKNX agpecoB.
MapLupyTnsatop He MOXeT OBHapyxuTb Takue nogknioyveHus kak PPTP/L2TP/BigPond. Ecniun

nocTaBWUK MIHTEpHET-ycnyr Ucnonb3yeT OAWH U3 TakMX MPOTOKOSIOB, Bbl AOSMKHbI MPOU3BECTU
NOAKMHYEHNE BPYUHYHO.
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4.5.2 KnonupoBaHue MAC-aapeca

BuibpaB CeTb - KnoHupoBaHne MAC-agpeca, Bbl MoxeTe HacTpoutb MAC-agpec WAN-ceTu
(pwuc. 4-15):

MAC-agpec B ceTd WAN: 30-B5-C252-12-15 BoccTaHosnTe 3aBoackoit MAC-agpec

MAC-afgpec Ballero KoMNLKTEpa: 50-E5-49-1 Knohupeeate MAC-agpec

CoXpaHuTb

Puc. 4-15 KnoHuposaHne MAC-agpeca

HekoTopble noctaslmkn MHTepHeT-yenyr Tpebytot pernctpaumm MAC-agpeca agantepa. 3gech

peako TpebyeTcsa BHOCUTL Kakme-nnbo M3MeHeHus.

>

MAC-agpec B cetn WAN — B 3Tom none otobpaxaetcs Tekywmn MAC-agpec WAN-nopTa.
Ecnu Baw nocTtaBlwmMK WMHTepHeT-ycnyr TpebyeT oT Bac 3aperunctpuposate MAC-agpec,
YKaXXMTe KoppekTHoe 3HadveHne MAC-agpeca B dopmate XX-XX-XX-XX-XX-XX (roe, X —

3TO LWeCcTHaauaTepu4yHoOe Y1Cro).

MAC-agpec Bawero KomnbkTepa — B 3tom none otobpaxaetca MAC-agpec
KOMMbIOTEPA, KOTOPbLIA UCNONb3yeTCA [AMa  yNpaBreHus Maplpytu3aTopoMm. Ecnn
TpebyeTtca ykasaTtb 3HadyeHne MAC-agpeca, Haxmute kHonky KnoHunpoBatb MAC-agpec un

a1oT MAC-agpec nosisutcs B none MAC-agpec B cetn WAN.

UTtoObl BepHyTb 3aBoackoe 3HadeHne MAC-agpecy WAN-nopTa BOCMOMb3YATECH KHOMKOWM

BoccTaHoBuTL 3aBoackon MAC-agpec.

Haxmute KHOMKY COXpaHVITI:, YTOObI COXpaHUTb caeslaHHble NSMEHEeHUA

& [lMpumeyaHue:

1.

Tonbko KOMMNbIOTEP (KOMMbIOTEPDI) BALLEN NTOKANbHOW CETU MOXET MONb30BaTbCA (PYHKLUMEN
KnoHnuposanue MAC-agpeca.

2. Ecnu Bbl nsmenunu sHadeHme B none MAC-agpec B cetn WAN, 1 TN NogkniovYeHns K ceTu
WAN ykasaH PPPoE, coenaHHble M3MeHeHMst BCTYNAT B CUITY TONbKO MOCHE MOBTOPHON
YCTaHOBKW COEAMHEHMS.

4.5.2 LAN

Boibpas CeTb - LAN, Bbl MoxeTe HacTpouTb IP-napameTpbl nokanbHOW CeTu, Kak nokasaHo

HWXe.
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MAC-anpec: 30-BH-C2-62-12-14
IP-agpec: 192.168.01
Macka NoaceTw: 2R 2552660 ¥

CoxXpaHnTe

Puc.4-16 JlokanbHasa ceTb

> MAC-agpec — dunsnyeckun agpec mapLupyTmsaTopa, kak nokasaHo B okHe LAN. [JaHHoe

3HaAYEeHNEe He MOXET ObITb N3MEHEHO.

> IP-appec — YkaxuTte |IP-agpec mapLipytmusatopa nunm cobpockre ero, Ncnonb3ys AeCATUYHBIN

dopmart ¢ pasgenuTenbHbIMM ToYKamK (3HadeHne no ymonyamio: 192.168.0.1).

> Macka noacetm — [laHHoe 3HaveHue onpegensieT 3HadeHne cetn. O6bMHO 3TO
255.255.255.0.

& TlMpumevaHme:

1. Ecnwn Bbl nameHunm IP-ap,pec nokKanbHOW CETW, Bbl LOMXKHbI YKa3biBaTb 3TO 3HaA4YeHUe npu

BXO4€E B MapLUpyTM3aTop.

2. Ecnv HoBbIN IP-agpec nokanbHOW CeTM He COOTBETCTBYET Macke nogcetw, nyn IP-agpecos
DHCP-cepBepa Takke M3aMeHUTCs, a pyHKUMN BupTyanbHein cepep u y3en DMZ He GygyT
pabotatb OO Tex Mop, MOKa B MX HACTPOWMKM He OyayT BHECeHbl COOTBETCTBYHOLUME
N3MEHEHUS.

453 IPTV

Bbibpas CeTtb - IPTV, Bbl MOXeTe HacTpouTb IPTV (puc. 4-17):

IGMP Proxy: OmeniounTe ¥

Pexum: ABTOMATHYEC KN v

CoxpaHuTe

Puc. 4-17 IPTV

» IGMP Proxy — Bknounte 3Ty onuuio Anst NpocmoTpa LUmdpoBOro TenesBnaeHms ¢ Yepes

NpoTOKON ynpasneHus rpynnamu uHtepHeTa (IGMP).
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IGMP Proxy: OTknuKTE ¥
Pexum: | MocT v |
Mopt ans IPTV: ABTOMATHUEE KIA
802.1Q Tag VLAN
COXpaHuTh
Puc. 4-18

> ABtomatuyeckm - [lloptel LAN, wucnoneayowme TtexHonornmo IGMP Proxy, 6yayt

paboTtaTtb 6e3 u3ameHeHun, 4To NO3BONUT Npocmatpueath IPTV kak no NpoBoAHOMY, Tak U
no 6ecnpoBOAHOMY MOAKIHOYEHUIO.

MocT - YkaxuTte koHkpeTHbln nopT LAN ana IPTV TB-npucraeku, KoTopas MOXeT
nonyyuTb IP-agpec HenocpeAcTBEHHO OT nocTasBwmka WMHTepHeT-ycnyr. NMpyn aToM He
Oynet HabnogaTtbeca notepu KavecTtBa, Aaxe npu Hanuvuum y MK Bxogsuiero Tpaduka,
3arpy>xaemoro Yyepes MapLUpyTU3aTop Ha MakCcMMarbHOW CKOPOCTH, MOCKONbKY nopT LAN
nsonuposaH oT npouymnx noptoB NAT LAN.

802.1Q Tag VLAN - lNMocTtaBwumk VIHTepHeT-ycnyr MOXeT NpeaocTaBnaTh NOAKMYeHMe
Ha ocHoBe TexHonorun nogdepxkn 802.1Q Tag VLAN. Bbl MoxeTe npucBouTb Anis
pas3Hbix noptoB LAN pasHble nageHtucumkaTopsl BuptyansHon cetn (VLAN Tag ID): ans
nogkntodernns MK, IPTV TB-npuctaBkn wunu IP-tenedoHa. Cesxutecb ¢ Bawum
noctaswnkoMm WHTepHeT-ycnyr Ans yTovHeHus wHdopmauun o uaeHTudukatTope

BMPTYanbHON CETU.

IGMP Proxy: OTeniouuTe ¥

Pexum: MocT M

LAN 4

Mopt ana IPTV:

LAN 3&LAN 4

OXPaHMTE

Puc. 4-19 Moct

Ha aton ctpaHuue moxHo HacTpoutb nopT LAN ana pabotsl B pexvme "MocT".

» LAN4/ LAN3&LAN4 - Homep nopta LAN ans o6beanHeHns B MmocTt ¢ noptom WAN.

MpumevaHue: Ecnu namennts paboty nopta LAN B pexum "moct" ¢ noptom WAN, cuctema
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nepesarpy3unTcd. Ons COXpaHEeHUA HaCTpoeK HaXXMNUTe KHOMKY COXpaHVITb.

IGMP Proxy: OTKNKYKHTE ¥
Pexum: 802.1Q Tag VLAN v
VLAN TAG gna MHTepHeT: OTENOUNTE (@) BrIKUKWTE
Woentndpukatop VLAN onA goctyna Kk MHTepHeT: 1257
MpuoputeT VLAN anAa goctyna K MHTepHeT: 0 v
WoeuTudiukaTop VLAN OnA ucnons3oeaduA IP-Tenedyoxa: 263
MpuoputeT VLAN anA wcnons3oBaHKA IP-TenedyoHa: 0 A
WaenTudpukaTop VLAN ana yenyru IPTV: 4000
Mpuoputetr VLAN gna yenym IPTV: 4 A
Brmiownte Multicast VLAN
PexuMm paboTe! nopTa LANT: |P-TenedicH r
Pexum paboTwl nopTa LANZ: AHTEpHET A
Pexum paboTwl nopta LAN3: AHTEpHET A
Pexum paboTel nopta LAN4: IPTY A
COoXpaHuTe

Puc. 4-20 802.1Q Tag VLAN

> 802.1Q Tag VLAN - lNocTaBLuk VIHTEpHET-YCYr MOXET NPeaoCTaBnAaTh NOAKMYEHNE
Ha ocHoBe TexHonorun 802.1Q Tag VLAN. Bl moxeTe NpUCBOUTL ANs pa3HbiX NOPTOB
LAN pasHble ngeHtudpukatopbl BupTyansHon cetu (VLAN Tag ID): agnsa nogknioveHus
MK, IPTV TB-npuctaeku unu IP-tenedoHa. Cesxntech C BalMM NOCTaBLLMKOM
WNHTepHeT-ycnyr Ans yTodHeHnsa nHdopmaumm ob naeHtucmnkaTtope BUpTyanoHOW CeTu.

VLAN TAG ansa UHtepHeT — Ecnu Bbl BKMOYaeTe 3Ty onuumto, To Yepes
Internet-nopTt 6yayT nepenaBaTbCA TOMBbKO TEMMPOBAHHbIE NAKETHI.

UpneHtndmkatop VLAN ans goctyna Kk UHTepHeT — YKaxnte ngeHtndpukaTop
VLAN pgnsa goctyna k IHTepHeT, KOTopbI ObiN NpegoCcTaBeH BallMM NMOCTAaBLLMKOM
NHTepHeT-ycnyr. Joctyn k IHTEpHET BO3MOXEH TONbKO MpU YCIOBUN, ECIN YKa3aH
npasunbHbIN naeHtTudgukatop VLAN.

Mpuoputet VLAN ana poctyna K UHTepHeT — YkaxuTe npuoputet VLAN ans
aoctyna k iHTepHeT. He nameHsiiTe 3HadeHme nNo ymonyaHuio 6e3 HeoOXoaAnMOCTM!.

Noentndpukatop VLAN ansa ncnonbsoBaHus IP-tenecoHa — Ykaxunte
naeHTudukaTop VLAN ons ncnonb3oBaHus IP-tenedoHa, aTo 3Ha4YeHne JOmKHO
Ob1n10 ObITb NPEJOCTaBNEHO BALUMM MOCTaBLUMKOM VIHTEPHET-YCIyT.
Mcnonb3oBaHue IP-TenedoHa BO3MOXHO TOSLKO MpKY YCIOBUK, ECINN YKa3aH
npaBunbHbIN naeHTudmnkatop VLAN.
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e Mpuoputetr VLAN ans ncnonb3oBaHus IP-tenecoHa — Ykaxunte npuoputeT ans
VLAN IP-tenedoHa. He nsmeHsinTe s3Ha4yeHne no ymonyaHuo 6e3 Heo6xoammMmocTy.

e WUpentndukatop VLAN ansa ycnyru IPTV — Ykaxute ngeHtndpukarop VLAN ans
ycnyrun IPTV, 3TO 3HaYeHne OOMKHO Obifo ObiTb NPEAOCTABEHO BALLMM
noctasLmkoM NHTepHeT-ycnyr. NpocmoTp IPTV BO3MOXEH TOMLKO Npu YCrioBuu,
€eCcnu ykasaH npasurbHbl ugeHTudpukaTop VLAN.

e [puoputet VLAN ansa ycnyru IPTV — Ykaxute npuoputet VLAN gns ycnyru IPTV.
He nameHsiiTe 3HadeHme No ymon4yaHuto 6e3 HeobxoanmocTu.

e Bkniouutb Multicast VLAN - Ecnu Baw nocraswmk HTepHeT-ycnyr
npegocTtasnseT cneunanbHbli unu otaensHbln Multicast VLAN anga ycnyrm
IP-TeneBuaeHus, noxanyncra, aktusupyinte onumio Multicast VLAN ana IPTV u
BBeguTe npasunbHoe 3HavyeHne VLAN ID.

e  Pexwum paboTtbl noptoB LAN1-4 — [Inga kaxxgoro n3 YeTblpéx noptoB LAN MOXHO
yKkasaTb onpeaenéHHbln pexxum paboThbl. MNpu padoTe B pexxume MHTepHeT,
BO3MOXEH JOCTYN B VIHTEPHET 1 ynpasneHve MapLupyTM3aTopoMm; B pexxumax IPTV
n IP-TenedgoH MoXxHO ncnonb3oBaTb TB-npuctasky nnu yctporctso VolP,
noaknoume ux K nopty LAN.

HaxmuTe KHOMKY COXpaHVITb Ona coxXxpaHeHuna HaCTpoek.

4.6 becnpoBOAHOWU PEXUM

BecnpoBOAHOR peXHM
- HacTpoiikM GecnpoBogHOr0 peXuMa
- JawmTa becnpoBOAHOID pEXHME

- unLTpauua MAC-anpecoe

- PACHIMpEHHbIE HACTPOMKN

- CrarncTuka GecnpoBogHOro pexnMa

Puc. 4-21 MeHto BecnpoBoaHOM pexum

B meHio BecnpoBogHOM pexumm copepxartca nsaATb NogMeHo (cm. puc. 4-21): HacTpomku
6ecnpoBoagHoro pexuma, 3awurta 6ecnposogHoro pexuma, ®unsrpaums MAC-agpecos,
PacwupeHHble HacTporku n Ctatuctuka 6ecnpoBogHoro pexuma. Boibepute ogHO M3 HMX

ANsi HACTPOWMKN COOTBETCTBYHOLLEN (PYHKLINN.

4.6.1 HacTpounkun 6ecnpoBogHOro pexmma

Boibpas BecnpoBogHouM pexum - HacTpokm OGecnpoBOOHOrO pexuma, Bbl MOXeTe
Npon3BECTU HACTPONKY 6a3oBbIX MapamMeTpoB 6ecnpoBOgHON CETU.
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WMA ceTH: TP-LINK_1214 (Tawse HaselBaeTcA SSID)
Peruon: Poccua v
MpegynpexgeHue: YEEANTECE, YTO CTPaHA BEIBPaHa NPABNINEHO B LENAx cOBMIOAEHNA 3aK0HOAATENBHEIX OTPaHUYEHNI.

HenpaenneHaA HACTPOMKA MOMET CTATE MPMUWHON BOZHWKHOBEHWMA NOMEX.

Pemum: 11bgn cmewaHHkIi v
LUnpHHa KaHana: ABTO v
KaWan: AsTO v

#| BHMOuNTE G2CNPOBOAHOS BELLAHNE
¥ BHMOUNTE WMpOKOBEIWAHNE SSID

Brnwounte WDS

CoxpaHutb

Puc. 4-22 HacTtpolikn 6ecnpoBoaHOn cetu

> Wma cetn (Takke HasbiBaetcA SSID) — YkaxuTe 3HayeHue AnvHOWM 0O 32 CMMBOJIOB.
Bcem OecnpoBoAHbIM yCTPOMCTBAM CETUM [OOIKeH OblTb MPUCBOEH OAMH U TOT e
noeHtTudunkatop SSID. Yto kacaeTca 6e3onacHocTn 6ecnpoBogHON CeTU, naeHTudmKkaTop
SSID no ymonudaHmio (XXXX — nocnegHue yeTbipe yHuKanbHbiX cumonioB MAC-agpeca
MapLupyTtusartopa). [laHHoe none siBnseTcst YyBCTBUTENbHBIM K pernctpy. Hanpumep, TEST

n test — aTO pasHble 3HaYeHus.

> PernoH — BbiGepuTte COOTBETCTBYIOLLIEE 3HAYEHME U3 BbiNagaroLwwero MeHo. B gaHHomM none
yKasblBaeTCa PernoH, rae yHKuna 6GecnpoBogHOW nepefavym AaHHbIX MOXET ObiTb
ncrnonb3oBaHa. cnonb3oBaHne gaHHOW QYHKLUUW B PErnmoHax, He YKasaHHbIX B CUCKeE,
MOXeT ObITb He3aKOHHbLIM. ECrnv Ballen cTpaHbl N perMoHa HeT B Cnucke, obpaTuTech 3a

NOMOLLIbIO B MECTHOE NpaBuUTeribCTBEHHOE areHTCTBO.

Mocne ToOro, kak perMoH Gbin BbiGpaH, HaxmuTe KkHoMKy CoxpaHuTb. B nosiBMBLIEMCSH

WHOPMaLMOHHOM OKHe HaxxmuTe KHonky OK.

Microsoft Internet Explorer

[} HenpasHnEHEIA BBIB0P CTPaHE MOXET CTATE MPHYHHOA BOSHHKHOBEHHA NOMEX Y APYTHX YCTPORCTE, KPOME TOMO, 3TO ABNAETCA HAPYLEHHEM
. AEHCTEYHILLETD 33KO0HOAATENLCTES.

NHdopmaLmoHHoe OKHO

& [lMpumeyaHue:
M3-3a TpeboBaHMiA MECTHOrO 3aKkoHoAaTenbCTBa y Bepcun onsa CeBepHon AMEpPUKN OTCYTCTBYET

onuusi Bbibopa permoHa.
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>

Pexxum — Bbibepute COOTBETCTBYIOLWMIA pexuMm. 3HaveHune Mo ymonyaHuo 11bgn
CMeLUaHHbIN.

11bg cmewaHHbIW - Bbibepute, ecnu wucnonb3yete ©HecnpoBOAHbIE  KMWUEHTHI,
nogaepxmsatowme ctangaptel 802.11b n 802.11g.

11bgn cmewaHHbIW — Bbibepute, ecnu wncnonb3dyete 6eCnpoBOAHbLIE  KMWUEHTHI,

nogaepxmeatowme ctaHgaptel 802.11b, 11g, n 11n.

HactoaTenbHo pekomeHayeTca BblibpaTb pexum 802.11bgn, 4Tobbl BCe 6GecnpoBoaHbIe

ctaHuuu ctaHaapTos 802.11b, 802.11g u 802.11n cMornu NOAKNIOYaTLCA K MapLUpyTU3aTopy.

>

LUVIpVIHa KaHana — Bb|6ep|/|Te LUNPUMHY KaHala 13 BbiNagdarowlero crnncka. Mo YMOJT4aHUto
YCTaHOBJ1EHO ABTomMaTtmyeckn. B atom Chny4vae perynuposka LWMPUHbI KaHana ana KnmeHTos

npon3BognTCA aBTOMaTU4YECKN.

Kanan — B atom none ykasbiBaeTca paboyas dactota. KaHan no ymonyaHuioo ABTO. He
crneayeT U3MEHsSITb 3TO 3HAYeHWEe, eCNM TONbKO HE BO3HWKIM Npo6remMbl ¢ nomexamu oT

Haxoasiwencst nobnmM3ocTy Apyron ToYKM SOCTY.

& lMpumevaHue:

Ecnu B none Pexum BbibpaHo 11bg cmewaHHbIn, none LUnpuHa kaHana ctaHeT ceporo LBeTa,
N B HeM nosiBUTCs 3HadveHne 20MI U, KoTopoe Henb3sa byaeT N3SMEHUTD.

>

Bknrountb 6ecnpOBop,Hoe BelwaHune poyTtepa - CDyHKLJ,VIFI nepegayn pagunocurHana

MapLlpytTmudatopa MOXeT OblTb BKIOYEHA UMM BblKoYeHa and obecnedeHus aoctyna

©ecnpoBoOAHbIX CTAHLMNA.

Bkniountb wmpokoBewaHme SSID - Korga 6ecnpoBogHble KIWMEHTbI  NpPoBOAAT
nccrnegoBaHue yyactka 6ecnpoBOOHON CETU, OHW BbISBMAT TpaHCAAUUO naeHtudmkartopa
SSID, npoBoauMmylo MaplipytusatopoMm. Ecnm  Bbl  oTMeTuTe fAdvenky BknrouuTb
wupokoBelwaHue SSID, maplpyTusatop 6yaeT TpaHcnupoBats ceoe ums (SSID).

Bkntounts WDS — BribpaB 310 none, Bbl aktuBupyete yHkuuio WDS. C nomolubio atown
hyHKLUMM MapLUpyTM3aTOp CMOXET YCTaHaBNMBaTb MOCTOBOE COEAMHEHNE MeXay ABYMS UNn
b6onee ©GecnpoBogHbiMM nokanbHbiMn cetammn (WLAN). Tpu Bblbope 3TOM AYenku Takke
OyaeT HeobXoAMMO ykasaTb psii MapamMeTpoB, Kak NokasaHo Ha pUCYHKe HuXke). Yoeantech B
TOM, YTO [JaHHblE HACTPOWKN yKa3aHbl BEPHO.
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# BrmiounTts WDS

SSID (K KOTOPOI BB XOTHTE NOAKNKYHTECA):
BSSID (K KOTOPOil BB XOTHTE NOAKNKYHTECA): Mpumep:00-10-0F-11-22-33
Mouck
Pemum WD S: AsTo r
TN kNwoYa: Het v
WHaek: WEP: 1 A
Tun ayTeHTHDMKALMK: OTKpbITaA A

Maponk:

CoxpaH1Te

e SSID (coeauHeHue TMNa «Moct») — VineHTndukatop SSID ToukM goctyna, K KOTopown
B KayecTBe KnueHTa cobupaeTcsa MOAKMIYUTLCA MapLUpyTU3aTop. Takke Bbl MOXeTe

3agencTBoBaTb (PyHKLMIO MoncKa, 4Tobbl BbiGpaTh SSID ansa nogkntoveHus.

e BSSID (coegnHeHue TMNa «MocT») - UNgeHTudwmkatop BSSID Toukm goctyna, K
KOTOpPOM B KayecTBe KnneHTa cobupaeTcsd NOAKMHUUTbLCA MapLupyTusaTop. Takke Bbl

MOXeTe 3a4encTBoBaTb OYHKLMIO NoMcka, 4Tobbl BbibpaTe BSSID ansa nogkntoveHums.
e [owuck — NMounck ToukM gocTyna, UCNonb3ytoLen TeKyLUMIA KaHan.

e Pexum WDS — B 370 none ykasaH pexum WDS, koTopbit bygeT ncnons3osartbca. Het
HeobXxoanMocTh 3MeHsITb pexum WDS, ecnn Tonbko y Bac He BO3HUKIM NpoGnemsbl ¢
NOAKMIYEHEM K TMaBHOM Touke goctyna. Ecnu Bbibpatb «ABTO», MapLupyTu3aTop

aBTOMaTU4YeCKN BbiGepeT npaBuribHbIn pexnm WDS.

e Tun knwuva — B 3TOM none 3HayeHue BbIOMpaeTcs B 3aBUCUMOCTU OT MapamMeTpoB
6es3onacHOCT TOYkM gocTyna. PekomeHayeTcsi, 4Tobbl AaHHOE 3Ha4YeHWe coBnagarno

CO 3Ha4YeHuneMm, yKka3aHHbIM O5nd TOYKK gocTyna.

e WHpekc WEP — Vcnonbayetca npu Bbioope WEP(ASCII) nnn WEP(HEX) B none Tun

kntova. B gaHHOM none ykasbiBaeTcs MHAeKc kntoyva WEP.

e Tun ayteHTUdMKauum — [JaHHas onuua AormkHa 6biTb BblGpaHa, ecnu B none Tun
Kntoya BblbpaHo 3HaveHne WEP (ASCIl) unn WEP (HEX). 3geck ykasbiBaeTcs Tvn

aBTopusauumn KOpHeBOI7I TOYKKM OO0CTYyMna.

e NMaponb — MNpy NoaxnYeHUN TOYKM JOCTYMNa MapLUpyTM3aTopa HeobxoanumMo B JaHHOM

none ykasaTtb napolib.

4.6.2 3awuTa 6ecnpoBOAHOro pexuma

BbibpaB BecnpoBogHon pexum - 3awmrta 6ecnpoBOAHONO pPeXuma, Bbl MOXETE HACTPOUTL

napameTpbl 6e3onacHoCTK Baller 6ecnpoBogHON CETMU.

Y MapLlipytusatopa MMeeTcs NATb pexuMMoB obecneveHuss GesonacHocTM 6ecnpoBogHOro
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pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access)-Enterprise, WPA2
(Wi-Fi Protected Access 2) — Enterprise, WPA — Personal, WPA2 — Personal.

OTKNOYUTE 3alUTY

s WPA/WPA2 - Personal (pekoMeRayeTcR)

Bepcua: WPA2-PSK v
Lt poBaHKe: AES T
MNaponek BecnpoBogHON CETH: 43494137

(Bl MoMeTe yka2aTe 0T 8 0o 63 cumeonos dopmata ASCI wnw ot 8 go 64
CHMBONOE B WecTHaguatepruHom dropMare).

Mepuon oDHOBNEHKA TPYNNOEOTO KNHYA: 0 CeryHa
(OCTABETE MO YMOMYAHWKZ, 8CINW Bl HE YBEPEHEI B HEOOX0QNMOCTH M2MEHATE
OaHHOE 3HaueHHe. MUHWManeHoe sHadeHne: 30, 0 ozHavaeT, uto oSHOBNEHWE
He DyOeT NpoK3BOaMTCA).
WPA/WPA2 - Enterprise
Bepcua: ABTOMETHYEL KK r
Lndypoeanmne: ABTOMATHYEC KU v
IP-agpec Radius-cepBepa:
Moprt Radius-cepeepa: 1812 (1-65535, 0 ucnone3yeTcA NopTa no ymondaduw: 1812)

Napons Radius-cepeepa:

MepHog 0GHOBNEHHA rPYNNOBOTO KNKYa: ] CekyHa
WEP
Tun: ABTOMATHYEE KN v
@opmat knoda WEP: ecTHaguaTepUUHEIR ¥
KnoY BuIGpaH Koy WEP Tun knr4a
Knroy 1: Cmknkueno ¥
Koy 2: OTknKyeHo ¥
Koy 3: OTnioyeHo ¥
Koy 4: OTkNKYEHD ¥
CoxpaHuTe
Puc. 4-23

> OTKNUMTL 3awmTy — ECnM Bbl XOTUTE aKTUMBMPOBATb [AaHHYK YHKLUWUIO, OTMETbTe
COOTBETCTBYHOLLYIO SYelKy. HacTosTenbHO pekomeHayeTcs BbibpaTbh OAMH M3 MMEHLLUXCS
pexxumMoB obecrneyeHnss 6e30nacHOCTU.

»> WPA-Personal/WPA2-Personal — Tun ayteHTucdukaumm WPA/WPA2 Ha 0CHOBE COBMECTHO
ncnonb3yemon naponbHon ¢opasbl.

e Bepcua — Bbl moxeTe BbibpaTb Bepcuto anroputma wudpoBaHus WPA-PSK u3
BblMagaroLwero cnmcka. 3HadeHune no ymondaHnio ABToMmaTnyecku. 91o 03HayaeT, YTo
aBTOMaTuyeckn BblOupaetTca oavH w3 cnegywowmx pexuvos WPA-PSK  uvnun

WPA2-PSK B 3aBMCMMOCTM OT NapameTpoB 6ecnpoBodHOM CTaHLUUKU K 3anpoca.
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¢ LUludpoBaHue — Npu BuiIGope WPA-PSK nnv WPA B kavectBe Tuna ayteHTUdUKALMN

MOXXHO yKa3aTb O4HO M3 cnefyowmx 3HavyeHun - ABtomatnyeckn, TKIP nnn AES B

KayecTBe anroputma LmMgpoBaHus.

& MpumevaHue:

Mpu BoIGOpe nons WPA-Personal/WPA2-Personal 1 anroputma wudposaHma TKIP noasutca

BblAenneHHaaA KpaCHbIM LUBETOM HaAMMCb, Kak Noka3aHo Ha puUC. 4-24.

+« WPA/WPA2 - Personal [PEKOMEH,EWETCR)
Bepcua: WPAZ-PSK v
LUK poBaHne: AES r
MNaponk GecnpoBOAHOR CETH: 48494137
(Bl MO¥eTe yKka3aTe 0T 8 fo 63 cumeonoe dopmata ASCIl unw oT & go 64
CWMEONOE B WeCTHaAUaTepUYHOM opMaTe).
Mepwuog oOHOBNEHKWA rPYNNOBOTO KNHYA: 0 CekyHa
(OCTaBETE N0 YMOMYaHWKD, ECIIN Bbl HE YBEPEHE! B HEOOX0QUMOCTH M3MEHATL
AaHHoe 3HaueHne. MuHuManeHoe sHauerne: 30, 0 o3HauaeT, uto o0HOBNEHUE
He OyaeT Npou3BogMTCA).
Puc. 4-24

e [Maponb 6ecnpoBoAHON ceTU — 30eCb MOXHO yKas3aTb 3Ha4YeHue AnvHon ot 8 oo 63

CMMBOIJIOB.

o [lepnoa oOOHOBMNEeHusi rpynnoBOro Kmnw4va — YkaxuTe nepuog OOHOBREHMs.
3HayeHne ykasblBaeTcsa B CeKyHAax M MOXeT ObiTb 30 unum Bbiwe. YTobbl OTKAOUYNTD
dyHKUMIO HeoBXxoanMO yKasdaTb 3HadeHue 0.

> WPA /WPA2- Enterprise — Ha ocHoBe cepBepa Radius.

e Bepcua — 3gecb M3 Bbinagawwero Cnucka MOXHO BblOpaTb Bepcuio anroputma
wudgposaHus WPA. 3HadyeHne no ymonyaHvio ABToOMaTtuyecKuU. OTO O3Ha4aeT, 4YTo
aBToMartmdeckn 6yneT BblOpaH pexum WPA (Wi-Fi Protected Access) nnn WPA2

(WPA version 2) B 3aBUCMMOCTM OT NapaMeTpoB 6ecnpoBOAHON CTaHLUKU UK 3anpoca.
e LludposaHue — 3aect MOXHO BbliGpaTh 3Ha4YeHns ABTomaTudecku, TKIP unu AES.

& MpumevaHue:

Ecnu Bbl Bbibepute a4veriky WPA/WPA2 — Enterprise n 3atem BbiOoepute wndpposaHue TKIP, Bbl
yBUOUTE BblOENEHHYIO KpacHbIM LIBETOM HaANUCb, Kak NokasaHo Ha puc. 4-25.

» WPA/WPAZ - Enterprise
Bepcua: ABTOMAETHUEC K r
Wndpoanue: ABTOMaTHYEC KK r
IP-agpec Radius-cepeepa:
Mopt Radius-cepeepa: 1812 (1-655635, D UCNoNL3yeTCA NOPTA NO YMONUaHKWKID: 1812)
NMapone Radius-cepeepa:

Mepuog oGHOBNEHWA FPYNNOBOIO KNKYa: 0 CekyHg

Puc. 4-25

e |P-apgpec Radius-cepBepa — 3gech ykasbiBaeTcs |IP-agpec Radius-cepepa.
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e [opt Radius-cepBepa — Ykaxute Homep nopta ana Radius-cepsepa.
e [Maponb Radius-cepBepa — Ykaxute naponb Ans Radius-cepsepa.

e [lepnon oOOGHOBNEHWsi TPYNMNOBOro knw4a — YkaxuTe nepuoa OOGHOBMNEHWS.
3HadeHMe yKasblBaeTCA B CeKyHAaX, U MOXeT ObiTb paBHO 30 unum Bbiwe. YToObI

OTKIMIOYMTb PYHKLMIO, HEOBX0ANMO yKa3aTb 3HaveHue 0.

WEP - Ha ocHoBe ctaHgapta |IEEE 802.11. [pu BbLIGOpe AaHHOrO nonsa MnosiBUTCS
BblerneHHast KpaCcHbIM LIBETOM HaAMNUCh, Kak NokasaHo Ha puc. 4-26.

« WEP
Tun: ABTOMATHUEC KK v
®opmart knwo4va WEP: WecTHaguaTepuuHbld ¥
Knoy BoiGpaH Knroy WEP Tun knoya
Knroy 1: CrntoueHo ¥
Knroy 2: CrntoueHo ¥
Knroy 3: CrntoueHo ¥
Knioy 4: OTknioueHo ¥
oTaeT B pexime 802.11n, nockonsky TKIP

e Twun — Bbl MmoxeTe BblOpaTb TN WEP-3alwWmThl U3 BbiNagaoLwero cnmcka. 3HavyeHue no
ymonyaHutio ABTOMaTMyecKaa. OTO O3Ha4yaeT aBTOMaTUYECKUA BbIOOP 3Ha4YeHus
Kntou obwero goctyna mnn OTKpbITaa cuctema B 3aBUCUMMOCTM OT MapameTpoB

GecnpoBogHON CTaHLMM 1 3anpoca.

e ®opmart knya WEP - 3gecb MoxHo BbibpaTth LectHaguaTepuyHbin nnv ASCII
dopmar. LecTHaguaTepUyiHbIN dopmaTt O3Havaert KOMOMHaLMIO
LecTHaguaTepuydHbix cumsonos (0-9, a-f, A-F) onpeneneHHon anunHel. ®opmat ASCII

O3HavaeT kKoMbnHaLuto KnaBnaTypHbIX CMMBOJIOB OI'IpG,D,GJ'IGHHOVI OJTNHbI.

e Knrou WEP — BbiGepute oamH 13 YeThbipex knoyven n ykaxunte WEP-knoy. Yoeagutecb

B TOM, YTO AaHHble 3Ha4YeHNA OQMHaKOBbI AJ14 BCEX 6eCﬂpOBO,D,HbIX CTaHUun ceTun.

e Twun knro4a — 3gecb MOXHO ykasaTtb aAnvHy WEP-knioua (64-, 128- unu 152-6utHbIR).
3HauveHne "OTknoyeHo" o3HadyaeT, 4to 3anmcb ¢  WEP-knoyom gaBnsietcs
HeOenCcTBUTENbHOMN.
64-0uTHLIN — Bbl MOXeTe ykasaTb OECATM3HAYHOE LecTHaguaTepuMyHoe 4nCro

(komOuHaumsa cumsonoB 0-9, a-f, A-F, HyneBOW KN4 He nopaepXuBaeTcs) wunm
naTM3HadYHoe ymcno B koguposke ASCII.

128-6MTHbIN — 34ecb MOXHO YKasaTb 26-3HavyHOe LecTHaguaTepuyHoe 4MCno
(komOuHaumsa cumsonoB 0-9, a-f, A-F, HyneBOW K4 He nogaepXuBaeTcs) wunm
13-3Ha4vHoe 4uncno B kogupoeke ASCII.

152-6uTHbIN — 30ecb MOXHO 32-3Ha4Hoe LWecTHaguaTepuyHoe Yucno (kombuHauus
cumBornoB 0-9, a-f, A-F, HyneBon knto4 He nogaepxmBaeTcs) unm 16-3Ha4YHOE YUCNO B
koaunposke ASCII.
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& lMpumeyvaHue:
Ecnn Bbl He ykasanu koY, ¢yHKUMs obecnedveHnss ©Ges3onacHOCTM OydeT ocTaBaTbCs
OTKIOMEHHON, Aaxe ecnu B Tune ayTeHTMdUKaumm 6bin BeibpaH Knod coBMecTHOro goctyna.

He 3a6yp,bTe HaXXaTb KHOIMKY COXpaHMTb, YTOObI COXpaHUTb caenaHHblie B OKHEe U3MEHEHUA.

4.6.3 dunbTpauna MAC-agpecoB

BbibpaB BecnpoBogHon pexum - dunsrpauus MAC-agpecoB, Bbl CMOXETE KOHTPONMPOBAaTL
BecnpoBogHoM A0OCTYyN, HAacTpomB yHKLMIO hpunbTpaumm no MAC-agpecam (puc. 4-27).

OunbTpauna MAC-agpecos

uneTpaunA no MAC -agpecam: OTkmioyeHa BrMHOYMTS

MpaBvna ounbTpaumnm

®) 3anpeTUTe SOCTYN CTAHUWAM, YKA3aHHEIM BO BHIMIOUEHHLIX 3aMUCHAX.

PaszpelnTe OOCTYN CTAHUWAM, YHa3AHHLIM BO BKITIOUEHHLIX 3aMWCHX.

ID MAC-agpec CocToAHWE Onucadue HameHuTs

| ODoGaBuTe... | | BrYMTE Bee | | OTKMKOYMTE BCE | | YaanuTe Bre |

| Mpeakiaywas | | Cnegywwas |

Puc. 4-27 dunsrpauus MAC-agpecoB

YToObl akTMBUpOBaTh PyHKLUNIO, HE0OX0AMMO BbiGpaTh BKIOUYMTL. 10 yMON4aHUtoo, yCTaHOBMNEHO

3Ha4yeHne OTKNoYeHa.
> MAC-appec — MAC-agpec 6ecnpoBogHON CTaHLNN.

> CocTosaHue — CocTosiHMe 3anucu — BknroyeHo unu OTKNoYeHo.

»> OnucaHune — OnucaHme 6ecnpoBOAHON CTaHLNN.
YUTtobbl 406aBUTL HOBYHO 3annCb, HaXXMUTE KHOMKY [lo6aBuTb... OTKpoeTca OkHO dunbTpauuma

MAC-agpecoB (cMm. puc. 4-28):

OuneTpauna MAC-agpecoB

MAC-anpec:

Onucanue:

CoOCTOAHKE: Brnwuena

| CoxpanuTb | | Hasag |

Puc. 4-28 dunsrpauus MAC-agpecos

Y1006bI 4OGABUTL MU U3MEHUTb 3aNUCb, HEOBXOAUMO caenaTb cnegyloLlee:
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4.

B none MAC-agpec ykaxuTe  COOTBETCTBYyWOLlee 3HadyeHne B  cdopmarte
XX-XX-XX-XX-XX-XX (rge, X — a10 gecArepuyHoe ymcno). Hanpumep, 00-0A-EB-00-07-8A..

B none OnucaHue ykaxuTe KpaTkoe onucaHume 6GecnpoBogHon cTaHuuwn. Hanpumep,

BecnpoBogHas ctaHuus A.

B none CocTosHve 13 BbiNagalollero cnucka BblbepuTe 3HaveHWe BknoveHa unu

BbikntoyeHa.

YToObl COXpaHTb BBEAEHHYHO 3annChb, BOCMOMb3YNTECH KHOMKON COXpaHUTD.

Y100bI NI3MEHUTb UNKN yaannTtb CywecTByr LYo 3aNnChb:

1.

2.
3.

Bbibepute 3anucb N HaOXXMuTe KHOMKy U3ameHuTb. YTOObI yoanutb 3anncb, BOCMNONb3ynTeCh

KHOMKOoM Yaanutb.
BHecuTe Heobxoanmble N3MEHEHUS.

HaxmuTe kHonky CoxpaHuThb.

Haxxas KHOMKY BknounTb Bce, Bbl cAenaeTe BCe 3anmncu akTMBHbIMM.

Haxxas KHOMKY OTKNUYNTb BCe, Bbl CAeNaeTe BCe 3anncu HEaKTUBHbLIMM.

HaxxaB KHOMKY Ypanutb Bce, Bbl yoanute Bce 3armncu.

Haxas kHonky CnepytoLlasn, Bbl nepengete B crieayoLlee OKHO.

HaxaB kHonky Mpeabiaywasn, Bbl BepHETECH B NpeablayLlee OKHO.

Hanpumep: Bbl xoTuTe npedocTaBuTb OOCTYN K MapLUpyTM3aTopy TONbKO Ans GecrpoBOAHOW

ctaHumn A ¢ MAC-agpecom 00-OA-EB-00-07-8A n GecnposoagHon ctaHuum B ¢ MAC-agpecom

00-0A-EB-00-23-11. Ons atoro B okHe ®unbTpauma no MAC-agpecam 6ecnpoBOAHbLIX

YCTPOWMCTB HEOOXOOUMO caenaTh crieqytoLuee:

1.
2.

HaxaB kHoMnKy BKMOYMTb, YTOObI aKTMBUPOBATb (PYHKLIMIO.

BbibepuTe none “ PaspewnTb 4OCTYN CTAaHUUAM, YKa3aHHbIM BO BKITHOYEHHbIX 3anucsax”

ansa Mpaesun counbTpauun.
Ypanute unv oTKnouMTe BCe 3anucy (ecrny TakoBble UMEKTCS).

Haxas kHonky [lo6aBuTb... 1 . B none MAC-agpec ykaxute 3HavyeHne 00-0A-EB-00-07-8A,
3aTem B none OnucaHue BBeauTe becnposogHas ctaHuma A. B none CocTtosiHue u3
BbiMagarwowero cnvcka Bblbepute 3HayeHne BknrwoveHo. Haxmute kHOMKy CoXpaHUTb

HaxmuTe kHonky Hasag.
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4.6.4 PaclumpeHHble HaCTPOMKM

BuibpaB BecnpoBogHOW pexum - PacluvpeHHble HACTPOMKMU, Bbl MOXETE HacTpPOMUTb

pacLUMpeHHbIE HAaCTPOVKn BeCnpoBOAHOM CETMH.

WHTEpBaN Maska: 100 (40-1000)
Mopor RTS: 2346 (256-2346)
Mopor dyparMeHTaLum: 2345 (256-2346)
WuTepean DTIM: 1 [1-255)

« AKTMEWpOBEATE WM
#| AKTWBWpOBATE Short Gl

AKTMBMpOEATE AF lsolation

COXpaH1TL

Puc. 4-29 PaclumnpeHHble HacTpOoKrKK

> WHTepBan masika — 30ecb MOXHO ykasaTb 3HadeHue B npegenax oT 20 go 1000 mcek.
HaHHasa dyHKumnsa oTnpaenseT Beacon-nakeTbl 4ns CUHXpPOHM3auun paboTbl 6ecnpoBogHOM
cetn. [aHHoe 3HayeHue onpedenseTr WHTepBan Mexagy oTnpaBkon Beacon-nakeTos.
3Ha4veHune no ymonyanuio 100.

»> Mopor RTS — 3geck ykasbiBaeTcs 3HaveHune nopora RTS (Request to Send). Ecnu BenndnHa
nakeTa npeBbllaeT YCTaHOBMEHHOe 3HadeHue nopora RTS, mapwpyTtusatop npovssogut
oTnpaeBky kagpoB RTS k npuvHUMalowen CcTaHuuM U COrMMacoBbLIBAET  OTMNPaBKY
WMHOPMaLMOHHOTIO Kaapa. 3HavyeHne no ymonyanuto 2346.

> MMopor coparmeHTaumnm — [JaHHOe 3Ha4YeHne onpeaenseT dparMeHTaumio naketos. Ecnv oHo
YCTAHOBMEHO CIIMLLIKOM HWU3KUM, 3TO MOXET nNPMBECTM K HeyaoBNeTBOpUTENbHON
NPOU3BOAMTENBLHOCTU CETUM WK3-3a Hanuyuua 6onblioro 4vmcna naketoB. [lo ymonyaHuto
ncnonb3yeTcs 3HavyeHne 2346. PekomeHayeTca MCnonb30BaTb UMEHHO 3TO 3HAYEHMe.

»> WHtepBan DTIM — 3710 3HayeHne onpegenseTt nHtepean ansa coobweHna DTIM (Delivery
Traffic Indication Message). None DTIM gaBnderca nonem oTcyeTa, MHMOPMUPYIOLLUM
KNMEHTOB  Crnegylwero OKHa Ans  MNpoCryLlMBaHWA  LUMPOKOBELLATEMbHbLIX MK
MHOroagpecHblX  COOGLLEHWIA. Korma  mapwpyTtusatop  coxpaHser B bydhep
LUMPOKOBeLLaTeNbHbIE UMM MHOroaApecHble COOBLLIEHNS ANt aCCOLMMUPOBAHHBLIX KITMEHTOB,
OH oTtnpaensieT cneaytouwee DTIM co 3HayeHuem mHTepBana DTIM. Bbl moxeTe ykasaTb
3HadeHne B npegenax ot 1 go 255 wHTepBanoB Beacon-naketoB. Mo ymonyaHuto
nucnonb3yeTcs 3HavyeHue 1, 4yto o3HadvaeT, YTo DTIM-uHTepBan paBeH OgHOMY WHTepBasny
oTnpasku Beacon-nakeTos.

>  AktmBupoBaTb WMM — OyHkuns WMM oGecnevmBaeT nepBooyepenHyto nepeaady naketos
C BbICOKOMPUOPUTETHLIMK COOBLLEHNSIMU. HacToATENBHO PEKOMEHAYETCA MCNOSb30BaTh 3Ty
YyHKUMIO.

> AktuBupoBatb Short Gl — PekomeHayeTca ncnons3oBaTb 3Ty YHKLUMIO, YTOBbI yBENNYNTL
€MKOCTb AaHHbIX NOCPEACTBOM YMEHbLUEHUA 3alumTHOro nHrtepeana (Guard Interval, Gl).

» AktuBupoBaTtb AP Isolation — [JaHHas cyHKUMs No3BONSET M3onMpoBaTb 6ECNpPOBOAHbIE
CTaHuuMu ceTu pgpyr ot pgpyra. B atom cnyyae 6ecnpoBogHble YycTponctsa OyayT
B3aMMOAEeNCTBOBaTb C MapLLPyTU3aTOPOM M He CMOryT B3aMMOLENCTBOBATbL APYr C APYroM.
UTob6bl aKkTMBMPOBaTb (PYHKLMIO M30MNSAUMM TOYKM [OCTYNa, OTMETbTe COOTBETCTBYHOLLYIO
AYenky. Mo ymonyaHuio gaHHas yHKUUA OTKIOYEeHa.

46



BecnpoBogHoi Maplpytu3aTtop cepum N co CKOpOCTbIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

& [lMpumeyaHue:

Ecnu Bbl HegOCTaTOYHO XOpoLwlo 3HaeTe HaCTpOVIKVI OaHHOro OKHa, HaCTOATEsNIbHO pekoMeHayemM
HE U3MEHATb YCTaHOBJIEHHblE MO YMOJIHaHUKO 3HaYeHUd. B NPOTUBHOM Clly4ae BO3MOXHO
yxyauweHune npon3soanTeribHOCTU 6eCHpOBOﬂHOVI ceTn.

4.6.5 CtaTnctuka 6ecnpoBogHOro pexuma

Boibpas BbecnpoBogHon pexum - CTatucTuka OGecnpoBOOHOrO pexuma, Bbl MOXeTe
npocmoTpetre  MHGopmaumio no  MAC-agpecy, TeKylWeMy COCTOAHMIO, MOMyYEHHbIM W
OTNpaBneHHbIM NakeTaM Ans KaXaon noaknio4eHHon 6ecnpoBOAHON CTaHLMN.

CratucTuka EECHPBEBAHBFB pexuma

Yuc Ao NogKnHYeHHBIX B HACTOAWES BPeMA GeCcnpoBoOHEIX CTAHLMIAL 0 DBHOEMTE

Puc. 4-30 Ctatuctmka 6ecrnpoBogHOro pexmma

> MAC-agpec — MAC-aapec noaknoydeHHomn 6ecnpoBogHO CTaHLMMN.

> Tekywee coctosiHue — 30ecb oTobpaXkaeTca Tekyllee CoCcTosHne 6ecnpoBogHOM CTaHUMK -
STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK /| WPA2 | WPA2-PSK /| AP-UP /
AP-DOWN / OTknto4eHo.

> [MakeToB NPUHATO — [MakeTbl, NOMyYEHHbIE CTAHLUMEN.
> [MakeTtoB oTnpaBneHo — [1akeTbl, OTNPaBEHHbIE CTAHLNEN.

Bbl He MoOXeTe BHOCUTb W3MEHEHUA B [aHHble, NpeacTaBfeHHble B JaHHOM OKHe. YToObl

00OHOBUTbL MHGOPMALMIO B OKHE, HaXXMUTE KHOMKY OGHOBUTD.

Ecnv  konuuecTtBO  MOAKMKYEHHbLIX CTaHUMA  3aHMMaeT Oornblie OOHOW  CTpaHuLbl,
BOCMoOnb3yntecb kHonkon Cnepywowas, 4tobbl NeperiTn Ha Crneaylolyl CTpaHuly, Wnu

kHonkoi MpeAablaywasn, YTobbl BEpHYTLCS Ha NpeablayLLyto CTPaHuLy.

& [lMpumeyaHue:
MHdopmaums B okHe OBHOBNSAETCS aBTOMaTUYECKUN Kaxable 5 CekyHA.

4.7 DHCP

DHCP

- Hactpoitkm DHCP

- Cnucok knwentoe DHCP

- PeaepBMpoBaHne agpecon

Pwuc. 4-31 Menio DHCP

B meHio DHCP copgepxatca Tpu nogmeHto (cm. Puc. 4-31) — Hactpowku DHCP, Cnucok
knueHtoB DHCP un PesepBupoBaHue agpecoB. Buibepute 0gHO M3 HUX AN HACTPOWKU

COOTBETCTBYIOLLEN (OYHKLNN.
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4.7.1 Hactpownkn DHCP

Bbibpas DHCP - Hactpomku DHCP, Bbl MoxeTe HacTpouTb napameTpbl pabotsl DHCP-cepeepa
(cm. puc. 4-32). Mo ymonyaHuio mappyTusatop pabotaet B pexume cepsepa DHCP (Dynamic
Host Configuration Protocol), 4to o6ecne4yunsaet ncnonb3oBaHue koHdburypaumm TCP/IP ans Bcex

KOMMbIOTEPOB NOKArbHOM CETH, MOAKIIOYEHHbIX K MapLUpyTU3aTopy.

DHCP-cepeep: OTHIIOUNTE (@) BrnounTe
HavaneHeIA IP-agpec: 192 .168.0.100
KoHeyHbli IP-agpec: 192.168.0.199
Cpok oedcTBMA aapeca: 120 MWHYTEI (1-2880 MWHYT, 3HaYeHWe No ymonvanui 120)
OCHOBHO# WNH03: 192.168.0.1 (HeoOAzaTensHan HacTpoika)

[oMEH NO YMOMYaHHIO: (HeoGAzaTensHas HacTpoka)
MpegnoyuTaemelid DNS-cepeep: 0.0.0.0 (HeofGasaTensHans HacTponKa)
AnbTepHaTHBHbIA DN S-cepeep: 0000 (HeofAzaTeneHaR HACTPOMKA)

CoxXpaHWuTe

Pwuc.4-32 Hactpoiikn DHCP

> DHCP-cepBep — OTkntouuTtb nnn Bknrountse DHCP-cepsep. Ecnu Bbl oTkno4aeTe cepeep,
B Ballen cetu gomkeH 6biTb apyron DHCP-cepBep nnn B NpOTUBHOM Cryvyae Bbl JOMKHbI

OyneTe NPOM3BECTN HAaCTPOMKY KOMMbIOTEPA BPYYHYHO.

> HavanbHbIn IP-agpec — Ykaxute IP-agpec, ¢ kotoporo DHCP-cepBep 6yget npucsavBaTtb
IP-agpeca. No ymonyaHuto ncnonbayetcd 3HadeHne 192.168.0.100.

> KoHeuyHbn IP-appec - Ykaxute koHeuHbl |IP-agpec pguanasoHa, WCMNonb3yemMoro
DHCP-cepBepomM npu npuceoeHun IP-agpecoB. o yMOn4aHUIO UCMNOMb3yeTcs 3HaYeHue
192.168.0.199.

> Cpok gencrtBusa agpeca — [laHHOe 3HadeHuWe onpenenseT Nnepuoa BPeMEeHU, B TeYeHne
KOTOpOro nonb3oBaTento OydeT npeaoCcTaBneHO MOOKIIOYEHWE K MapLupyTu3atopy Mo
Tekylemy auHammndeckomy IP-agpecy. Cpok oencTBusl agpeca ykasbiBaeTcs B MUHyTax. 1o
NCTEYEHMMN [OAHHOrO nepuoda NoNb30BaTENtd aBTOMaTU4eckn OyaoeT MPUCBOEH HOBbIN
OnHammyeckun IP-agpec. 3HadveHne MoxXeT GbiTb B AnanasoHe 1 ~ 2880 mMuHyT. 3HaveHue

no ymonyanuto coctasngaet 120 MUHyT.

» OcHoBHoM wnw3 — (HeobasatensHoe none) 3geck ykasbiBaeTcs IP-agpec LAN-nopta
MapLipyTtudaTtopa. 3HadeHne no ymondaHmo 192.168.0.1.

> [omeH no ymon4yaHuio — (HeobasatensHoe none). B 3ToM none MOXHo ykasaTb JOMEHHOE

MMS BaLLen ceTu.

48



BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

> [lNpepnountaembin DNS — (HeobGsasatenbHoe none). 3gecb MOXHO Yykasatb IP-agpec

DNS-cepBepa, nonyyYeHHbI OT NoCTaBLUMKa VIHTEpPHET-yCnyr.

»> AnbrepHaTMBHbIW DNS - (HeobGssatenbHoe none). 3gecb MOXHO ykasaTb |P-agpec
apyroro DNS-cepBepa, ecnu Baw MOCTaBLWMK WIHTEpHeT-ycnyr npegocTaBnseT [Ba

DNS-cepsepa.

& [lMpumeyaHue:

UTtobbl ncnonb3oBaTh dyHkumMio DHCP-cepBepa B MaplupyTu3atope, Yy BCeX KOMMbHOTEPOB
niokanbHOM ceTn JOMKHO BbiTh BbibpaHo 3HadeHue "lNonyyatsb IP-agpec aBTomatuyeckmn”.

4.7.2 Cnucok knueHtos DHCP

Bbibpas DHCP - Cnucok knueHTtoB DHCP, Bbl MOXeTe npocmaTtpmBaTh MHGOPMaLMIO MO BCEM

KNneHTam MapLupyTtuaartopa (puc. 4-33).

ID MuA KnHeHTa MAC-anpec HasHaueHHblil IP-appec Cpok BeiicTenA appeca

1 tnlink29257 40-61-86-FC-TO-FD 192.168.0.100 01:55:34

OAHOBWTE

Puc. 4-33 Cnucok knueHtos DHCP
> Wwmsa knuenTa — Nma knueHta DHCP.
> MAC-agpec — MAC-agpec knmueHta DHCP.
> HasHaueHHbIN IP — IP-agpec, HazHayeHHbIN MapLupyTu3aTopom knueHty DHCP.

> Cpok genctBuA agpeca — Bpems gencteus guHamuyeckoro IP-agpeca knneHta DHCP.
Mocne ncTedyeHns cpoka OencTBUSA MoMb3oBaTeNto aBTOMaTUYECKN NpUcBanBaeTCs HOBbIN

AnHamundeckun IP-agpec.

Bbl He MOXeTe BHOCUTb M3MEHEHUS B Mchopmaumo, coaepxallyrocda B AaHHOM OKHe. YTto0bI

0B6HOBUTbL MHGOPMaLMIO, BOCMOMb3yhTEeCh KHOMKOM OBHOBUTD.

4.7.3 Pe3epBupoBaHue aapecoB

Buibpae DHCP - Pe3epBupoBaHMe agpecoB, Bbl MOXETe npocmatpumBatb U [o00aBnsTb
3ape3epBMpOBaHHbIE adpeca KIMEHTOB 4Yepes3 criegyouee OkHo (cMm. puc. 4-34). Korga Bbl
yKasblBaeTe 3apesepBnpoBaHHbIn IP-agpec ana KoMnbloTepa nokanbHOW CeTU, 3TOT KOMNboTEP
OypeT Bcerga nony4vaTtb OovH UM TOT Xe IP-agpec kaxapii pa3 npu obpaiieHnn DHCP-cepepy.
3apesepBupoBaHHbIN IP-agpec Hy)KHO HasHa4aTb cepBepam, TPEDBYHOLNM MOCTOSHHbIX HACTPOEK

IP-napameTpoB.
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1D MAC-agpec 3apezepBHpoBaHHbIi IP-agpec CocToAHMHe N3aMeHnTE

| DobaBuThb... | | BrniouuTs Bee | | OTKNKYMTL Bee | | VOanuTb Bee |

| Mpeapioywan | | Cregyiowas |

Puc. 4-34 PesepBupoBaHne agpecos

> MAC-agpec — MAC-agpec nepcoHanbHOro KommnbtoTepa, AOfsi KOTOPOro Bbl XOTUTE

3apesepsupoBaTthb IP-agpec.

> 3apesepBupoBaHHbin IP-agpec — IP-agpec komnbioTepa, 3ape3epBUPOBaHHLIN Ha

MapLupyTM3aTope.

> CocTtosiHue — MoxeT 6biTb BKntoyeHo vnn BbikntoyeHo.
Y106bI 3ape3epBupoBaTthb IP-agpec:
1. HaxmuTe kHonky [lo6aBUTb... . [lOKHO NOSIBUTLCS OKHO, Kak NokasaHo Ha puc. 4-35.

2. Ykaxute MAC-agpec (B dopmare XX-XX-XX-XX-XX-XX) n |IP-agpec komnbtoTepa, ans
KOTOpOro Bbl XOTUTE 3apesepBupoBaTb |P-agpec, B pgecatudHom dhopmate C

pasgenntesibHbIMMN TOYKaMK.

3. Haxmute kHonky CoxpaHuTb.

HobaBnTe KNU N3MEHWTE 3aNMCh pe3epEMPOBaHNA agpeca

MAC-agpec:

3apesepBupoBaHHLIA IP-agpec:

COCTOAHME: Brmwunte ¥

| CoxpanuTe | | Hasan |

Puc. 4-35 [1o6aBuTb MM n3aMeHNTb 3anNncb pe3epBnpoBaHus agpeca

Y100bI NI3MEHUTb UNN yaanuTb CyLLEeCTBYHOLWYH 3aNUCh:

1. BblGepute 3anmcb M HaxmuTe KHOMKY WM3meHuTb. Ecnn Bbl XOTUTE yaanuTb 3anuch,
BOCMOSb3yNTECH KHOMKOW YAAnuTb.

2. BHecute HeobxogMmble N3MEHEHUS.

3. Haxmute kHonky CoXpaHUTb.

YT1008bI akTmBMpoBaTb/  OeakTMBMpOBaTb  BCE  3amnucw, BOCMOSIb3yNTECH KHOMKOW
Bknountb/OTKNIO4YNTL BCe.

YToO0bI yOoannTtb BCe 3anncu, BOCI'IOJ'Ib3yI7ITer KHOMKOM YaanuTb Bce.
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YUTtobbI NepenTn B criefyroLlee OKHO, BOCMONb3ynTech KHOMNkon Cneayowas. Ytobbl BEpHYTLCS
B Npeabiayliiee OKHO BOCMonb3ynTech kHornkow MNpeabiaywiasn.

4.8 Nepeappecauus

lMNepeanpecaumn

- BUpTyankHkIe CepRephl

- Port Triggering
- DMZ
- UPnP

Puc. 4-36 Mehto Nepeaapecauus

B meHio lNepeagpecaums copepatcsi YeTbipe nogMeHw (cM. puc. 4-36) — BupTyanbHble
cepBepbl, Port Triggering, DNZ n UPnP. [1na HacTporku Hy>XHON OyHKLMM BbIGEpUTE OQHO M3
HUX.

4.8.1 BupTtyanbHble cepBepbl

Boibpas [lMepeagpecauus - BupTtyanbHble cepBepbl, Bbl MOXeTe MpocMaTpuBatb MU
nob6aBnaATb BUPTYanbHbIE CEPBEPDI, Kak NOKasaHo Ha puc. 4-37. BupTyanbHble cepBepbl MOryT
ObITb MCNONb30BaHbI AN HACTPONKM OBLLMX CEPBMCOB BaLUEW SIoKanbHOM ceTn, Taknx kak DNS,
Email n FTP. BupTyanbHbli cepBep onpeaensieTcs kak CepBMCHbIA MOPT, U BCe 3anpockl U3
MHTepHEeT K 3TOMy cepBuUcy byayT nepeHanpaBrieHbl Ha KOMMNbIOTEP, 0003HaYeHHLIN IP-agpecom
cepBepa. KomnbloTep, WCNOMb3yOWNA BUPTYanbHbIN  cepBep, [AOSPKEeH pacnofnaraTb
cTatudeckum unu dukcupoBaHHbIM IP-agpecom, Tak kak. IP-agpec MoxeT MeHATLCA B npoLecce

paboTbl pyHkLmn DHCP.

I TMopT cepeuca BHYTPEHHHA NopT IP-Anpec NMpoTokon CocToAHKe HaMeHuTb

| DoGaBuTL... | | BKMOYMTL Bee | | OTKNIOYMTL BCe | | VAAanuTb Bee |

| Npeasigywas | | Cnegywowan |

Puc. 4-37 BupTtyanbHble cepBepbl

> TopT cepBuca — Homepa BHeLHMX NOpPTOB. Bbl MOXeTe ykasaTb CEPBUCHLIN MOPT MUK
AnanasoH cepBucHbIX NopToB (B popmate XXX — YYY, rae XXX — 3T0 Ha4anbHbIN HOMEP, a

YYY — KOHEYHbLIN HOMEP).

> BHyTpeHHMN nopT — Homep nopTa BHYTPEHHErO CepBMCa KOMMbKOTEPA, Ha KOTOPOM
paboTaeT cepBUCHOE NpunoxeHne. Bol MoXxeTe oCcTaBuTb NMosne NycTbiM, ecrnivi BHYTpeHHUI
nopt coBnagaert c MopTom cepBuca, unm BBECTM onpeaeneHHbIn Homep noprta, ecnu Mopt

cepBuUCa dBnAeTcAa eANHCTBEHHbIM.
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> IP-appec — IP-agpec koMnbioTepa, KoTopbIi 0becneynBaeT cepBUCHOE NPUNOXKEHME.

> [poTokon — [NpoTokon, ucnonb3yemoli AaHHbIM npunoxeHnem - TCP, UDP nnn Bcee (Bce

NPOTOKOJIbI, NOAAEPKNBAEMbIE MapPLLPYTU3ATOPOM).

> CocTtosiHMe — CocTosiHMe 3anucu — BknroyeHo vnv BeiknioyeHo.
» CTaHpapTHbIW NOpT cepBuca — HekoTopble obLimne cepBuChl YXKe eCTb B BbiNagaloLlem
crnucke.

>  WU3MeHUTb — VI3MeHWUTb nnn yaanuTb CyLeCcTBYIOLLYIO 3anuUch.

Y106bI YCTAaHOBUTL 3aNUCb ANA BUPTYyanbHOro cepBepa:
1. HaxmuTe kHonky lo6aBUTb... . [lOMKHO OTKPbITLCA OKHO, KaK MpeacTaBeHo Ha puc. 4-34.

2. B cnucke CtaHgapTHbIN NopT cepBuca Bbibepute cepBUCHbIN NOPT, KOTOPLIA Bbl XOTUTE
ucnone3oBatb. Ecnn B 3TOM cnucke OTCYTCTBYeT HeoOXoAMMOe HauMeHOBaHWE, yKaxute

HOMep CepBMCHOro NopTa unu guanasoH nopTos B nore MopT cepBuca.
B none IP-apgpec ykaxute IP-agpec komnbioTepa.
YKaxuTe NpoToKOn, NCnonb3yemMbln npunoxeHnem. BapuanTel: TCP, UDP unu Bee.

Bbibepute B CocTtosiHMM BknroyeHo, 4TOOLI akTUBMPOBaThL BUPTYarbHbIN cepsep.

o o » oW

HaxmuTe kHomnky CoxXpaHUTb.

MopT cepeMca: (XX-XX i XX)

BHYTpPEHHWIA NOPT: (XX, DefCcTEMTENEHO TONEKO ANA 04HOT0 CEPEMCHOTO NOPTA UMK OCTABETE NONE MyCThIM)

IP-agpec:
MpoTokon: Bce r
COCTORHKE: BrnwoueHo v

CTaHAapPTHLIRA NOPT CepBMCa: --Bribepute-- v

CoxpaHuTe | | Hasag

Puc. 4-38 [Jo6aB\Tb UNK N3MEHUTL 3anNUCb BUPTYanbHOro cepeepa

& [lMpumeyaHue:
Ecnn y Bawero komnbioTepa wnm cepBepa Mmeercs Gornee OQHOMO AOCTYMHOMO cepBuca,

BbIOEpUTE ApYrov cepBuUC 1 BBeAMTE TOT xe IP-agpec ona KoMmnbioTepa unm cepeepa.

Y106bI UAMEHUTb UNU YAANUTb CYLLECTBYIOLLYHO 3anucCh:
1. Bbibepute Hy>xHYHO 3anuchb B Tabnumue.
2.  Haxmwute kHonky U3meHnTb nnun Yaganutb B cTonbue U3aMmeHnTb.

YUTtobbl BKITHOYMTL/OTKIIOYUTL BCE 3anMCKU, BOCMNOSbL3YUTECH KHOMKOM BKNounTb BCe/OTKNHOYNTL

BCe.
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Ytobbl yaanuTb BCe 3anucu, BOCMONb3yNTECh KHOMKOM YaanuTb Bce.

YUT06bl NepeinTr Ha creaytoLyto CTpaHuLy, HaxkmuTe kHonky Cneayrowas. Yto6bl BEpHYTLCS Ha

npeablayLyto cTpaHuly, Haxmute kHonky Mpeablaywasn.

& [lMpumeyaHue:

Ecnu B kayecTBe CepBMCHOro MopTa BUPTyanbHOro cepBepa yka3aHo 3HadeHue 80, B OkHe
Be3onacHocTb - YaaneHHoe ynpaBrieHue JOSMKHO ObiTb ykaszaHo nioboe 3HaveHue kpome 80,
Hanpumep 8080. B npoTMBHOM criyyae npu OTKMYEHUM BUPTYanbHOrO cepBepa MOXET
BO3HWKHYTb KOHQIUKT.

4.8.2 Port Triggering

Bbi6pas Mepeappecauus - Port Triggering, Bl MOXeTe npocMaTpuBaTbh U BHOCUTb U3MEHEHUS
B okHe Port Triggering (puc. 4-39). HekoTopble NpunoxeHusi, Kak Hanpumep: VHTepHeT urpsbl,
BUaeokoHpepeHunn, MHTepHeT-TenedoHna U Tak ganee, TpebylT Hanuvums napannenbHbIX
NOAKMYEHMIN. Takne NpunoxXeHns He MoryT paboTtaTb TONMbKO C OaHUM MaplipyTmu3atopom NAT.
®dyHkumna Port Triggering ucnonbayeTcs, YTOObI HEKOTOPbIE N3 3TUX MPUITOXKEHMIA MOIMK paboTaTb

¢ mapupyTtmnsatopom NAT.

ID Tpurrep nopt Tpurrep npoTokon BxogAwue Nnoprel BXoaauwmMi npoToKon CocToAHKE HaMeHHTE

[oGaBuTh. .. BKNOYKTE BCE OTKNIOYKTE BCE ¥OanuTb BCe

Mpeawbigywas | | Cregywowan

Puc. 4-39 Port Triggering

Y100bI 4OO6ABUTL HOBYIO 3anNUCb, HEO6XO0ANMO:
1.  HaxmuTe kHonky [lo6aBUTb.... [IOMKHO NOSIBUTLCA OKHO, Kak NMokasaHo Ha puc. 4-39.

2. Bblbepute 00uee npunoxeHne na cnucka B none O6wme npunoxeHus. Nocne atoro nons
Tpurrep nopt 1 Bxoaswwue nopTtbl OyoyT aBTOMatU4ecku 3anonHeHbl. Ecnv B none
OO6LWme NpUNOXKEHUST OTCYTCTBYET HYXXHOE HaMMEHOBaHMWe, CNeayeT BPY4YHYH 3amnonHUTb

nons prrrep nopT u Bxopswme nopThbl.

3. W3 Bbinagatowero cnucka B nose Tpurrep NpPoTOKON BbiGepunte NpOTOKON, UCNOSb3yeMblii
3anyckaembim noptoMm. BapuanTtel: TCP, UDP unu Bcee.

4. Bbibepute NpOTOKOS, UCMOMb3yeMbI ANa Bxogawmx nopToB M3 BbiNadaloLero cnucka B

none Bxogsauwmin npotokon. BapuaHtsi: TCP, UDP unu Bee.
5. B none Cratyc yctaHOBUTE 3HayeHne BknioyeHo.

6. YT0ObI COXPaHUTb HOBOE MPaBMUMO, HAXMUTE KHOMNKY COXpaHUTD.
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TpWrrep nopT:
TpWrrep NpoToKoN: Bce ¥

BxogAum4e noprhl:

BXOAAWMA NPOTOKON: Bece ¥
CoCTOAHKE: BrntoueHo ¥
ODwWwKre NPUNOXEHHA: -—Bribepute— A

CoxpaHnTb Hasapn

Puc. 4-40 Jo6aBuTb UN U3MEHUTb 3anncb NpoLieaypbl 3anycka nopTos

Tpurrep nopt — 3anyckaembli NOPT Ansa ncxoasero Tpaduka. Micxogsiee nogknioveHne
yepes AaHHbIM NOPT NPOM3BOANT aKTUBALMIO 4AaHHOMO Npasuna.

Tpurrep npoTtokon — NpoTokon, ncnonb3dyemsi Tpurrep noptamu. BapuaHtsl - TCP, UDP

unu BCE (Bce npoTokonbl, NogaepXvBaemble MapLLpyTU3aTOPOM).

Bxogswwue noptbl — [1opT nnu gunanasoH NOPTOB, UCNOMb3YEMbIX yAareHHON CUCTEMOW
npu oTBeTEe Ha ucxoddwmi 3anpoc. OTBeTHOE CcOoO6LlEHNEe Yepe3 OaMH M3 3TUX MOPTOB
OyOeT nepeHanpaerneHo Ha KOMMbKTEP, KOTOPbIM 3amnycTUT 3TO MNpaBurio. Bbl MoxeTe
yKkasaTb He bornee 5 rpynn nopToB (cekumi noptoB). Kaxxgasa rpynna gormkHa ObiTb oTaeneHa
3Hakom ",". Hanpumep, 2000-2038, 2050-2051, 2085, 3010-3030.

Bxoaswuin npotokon — [1poTokon, ucrnonb3yembin [dnana3oHoM BXOAALUMX MOPTOB.

BapwuaHTbl — TCP, UDP unu Bce (Bce NpOoTOKOrbI, NOAAEPXKUBAEMbIE MAPLUPYTMU3AaTOPOM).

CocTtosiHue — CocTosiHMe 3anvcu, BknodeHo o3Hadaert, 4Tto 3anucb 3anyckaemoro nopra
paboTaeT.
O6wmne npunoxeHna — HekoTopble nonNynsipHble MPUNOXEHUS] YXKe MepevYnucrneHbl B

Bbinagatowem cnmcke Bxopgsiwero npoTokona.

Y100bI NI3MEHUTb UNKN yAannTtb CywecTByOLWYyHO 3aNuUChb:

1.
2.

BbibepuTe HyXHYI0 3annck B Tabnuue.

Haxxmnte MameHnTb unn Yoanutb B ctonodue M3ameHuTsb.

Haxmute Bknountb Bce, YTOObI BKNIOYNTL BCE 3anncu.

Haxmute OTKNIOYMTL BCe, YTOObI OTKITHOYNTL BCE 3aMnucu.

Haxmnte YaanuTtb Bce, YTOObI yaanuTb BCe 3anncu.

Mocne HacTpoiiku mapupyTusaTop 6yaeTt pa6oTaTth cnegyowmmM o6pasom:

1.

JNokanbHbIN y3en OCyLEeCTBNAET UCXOAsLLEe NOAKMYEHME, UCMONb3ys MOPT Ha3HaYeHus,

4yel HoMep ykasaH B rnone Tpurrep nopT.
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2. MapupyTmsatop genaeT 3anncb 06 3TOM MOAKIMIOYEHUM, OTKPbIBAET BXOASALWMIA NOPT MUK

nopThl, CBHA3aHHble C 3TOM 3anucbio B Tabnuue Port Triggering, 1 cBs3biBaeT unx C
rnoKanbHbIM Y310M.
3. TNpn HeoBXOAMMOCTU BHELUHWI y3er MOXET MOAKMoYaTbCs K MOKanbHOMY y3ny yepes nopr,

YKa3aHHbI€ B Mnose Bxopawwme nopThl.

& TlMpumevaHme:

I'IpM aKTnBaunn NOAKITHYEHNA 3alnyCKa COOTBETCTBYOLWME OTKPbITbIE NOPThI 6yﬂ,yT 3aKpbITbl.

2. TlpaBuno MOXeT GbiTb UCMONb30BAHO OAHOBPEMEHHO TOMbKO OAHUM Y3I10M fTIOKarbHOW CETH.
B oTHOLLEHUM NPOYMX Y3MNOB rlokanbHOWM CETU NoakntodeHe ByaeT 3anpeLleHo.

3. 3HayeHus BxoasLero gmanasoHa NopToB He AOMKHbI NepecekaTbest ApYr C APYroMm.

4.8.3 DMZ

Bbibpas Mepeagpecauus - DMZ, Bbl MOXeTe npocmaTpyBaTth M HacTpavMBaTb NapameTpbl y3na
DMZ (cMm. puc. 4-41). OTa dyHKUMA NO3BONSET fokansHOMY y3ny obpallatbes k VIHTepHeT ang
paboTbl C TaKUMW NPUNOXKEHMAMU, KaK NIHTEPHET Urpbl nnn BUOEOKOHMepeHuun. PyHKumns Yasen
DMZ npounsBoaunT nepeagpecaunto BCEX NOPTOB OAHOBPEMEHHO. Y KOMNbIOTEPA, NOPTbI KOTOPOro
nepeagpecyoTcs, AomkHa ObiTb oTkntoveHa dyHkuma DHCP-knneHT, a Takke emy gomkeH ObiTb
HazHayeH HOBbIM cTatudeckun |P-agpec, Tak kak IP-agpec MOXeT UW3MeHATbCA npwm

NCMOMNb30BaHUN 9TON (PYHKLNN.

Tekywee COCTOAHKE: BrnounTe @ OTHMOUNTE
IP-agpec yana DMZ: 0.0.0.0
COXpaHuTe
Puc. 4-41 DMZ

Y106bI Ha3HaYUTbL KOMNbLIOTEP UNKU cepBep B kayectBe DMZ-cepBepa:

1. HaxmuTe Ha kHOMKy BknounTb.
2. B none IP-appec y3na DMZ BeeanTe COOTBETCTBYIOLLEE 3HAYEHME.

3. HaxmuTte kHonky CoxpaHuUTb.

4.8.4 UPnP

Buibpas lMepeagpecaumus - UPnP BbI cMOXxeTe npocmatpusaTtb WUH(OpMaLuWio No NpPOTOKOMyY
UPnP (Universal Plug and Play), kak nokasaHo Ha puc. 4-42. ®yHKUMS MO3BONSET TakKuM
YCTPOWCTBAaM, Kak KOMMNbIOTEPLI C NOAKMN0YEHEM K VIHTepHET, npu HeobxoammocTu obpallatbes K
pecypcam nokanbHbIX Y3r0oB. YCTpoWcTBa C nogaepxkon npotokona UPNP moryt 6GbiThb

aBTOMaTUYeCKn 0OHapyxeHbl npunoxeHvem UPnP-cepBuca nokanbHoOm ceTu.
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Tekywee coctoAaHue UPnP: BrnwoveHno OTKNHOYUTE

Tekywuin cnucok Hactpoek UPnP

1D OnUcaHue NPUIOHKEHHA BHewHWA nopt MpoTokon BHYTpeHHWA NopT IP-agpec CoCcToRHKME

OOHOBHUTb

Puc. 4-42 UPnP

> Tekywee coctosiHue UPnP - ®yHkumio UPNP MOXHO BKMOYMTb MW BbIKMHOYNTD, HaXaB

KHOMNKy BKnountb unm OTKNYUTL. 10 ymonyaHuio gaHHas pyHKUMS BKIOYeHa.
» TeKywmn cnucok HacTtpoek UPnP — Jta Tabnuua cogepXxuT crieqytoLlyto nHopmauuto;

e OnucaHme npunoxeHusa — OnucaHve, MONydYeHHOE OT MPUNOXEHUd, npwu
UPnP-3anpoce.

e BHewHun nopTt — BHeLHWI NOPT, OTKPbIBAEMbIA MapPLLPYTU3aTOPOM A1 PUNOXKEHNS.
e [lpoTokon — Tun NpoOTOKOMa, KOTOPbIA MapLUPYTU3aTOP OTKPbIBAET A5 NPUOXEHUS.

e BHyTpeHHMI nopT — BHYyTpPEeHHMI MOPT, KOTOPLIA MapLUpyTU3aTOp OTKpbIBAET AN

JTOKalibHOro y3na.

e |P-apgpec — IP-agpec ycTponcTtsa ¢ nogaepkkon npotokona UPnP, KoTopoe B AaHHbIN

MOMEHT obpalliaeTcs K MapLUpyTu3aTopy.

e CoctosiHne — B 3tom none otobpaxaeTcda MHdopmaumMsa NO COCTOSHWIO MopTa.
3HaueHve “BknioyeHoO” o3HavaeT, uYToO MOopT BCe elle akTueBeH. B npoTuBHOM cny4dae

NOpPT HEAKTUBEH.

HaxxmnTte KHONKy BKkounTb, 4TOObLI BKNO4YMTL UPNP.
HaxmuTte KHonKy OTKNIOYNTL, 4TOb6bI OTKNoUnTE UPNP.

HaxmuTte kHonky O6HOBUTL, YTOOLI 06HOBUTL TekyLLmin cnMcok HacTpoek UPnP.

4.9 Be3onacHoOCTb

be3zonacHocih

- HacTpoiikk 6a30BOH 3AIWMTEI

- PAacumpeHHbIe HACTPOHKN JaWAThI

- NokanLHoe ynpasneHne

- ¥naneHHoe ynpasneHue

Puc. 4-43 MeHto BesonacHocTb
MeHto BesonacHocTb codepXuUT YeTblipe nogmeHwo (cm. puc. 4-43) — Hactpomku 6asoBon
3awmTbl, PaclwmpeHHble HacTpowku 3awmthbl, JlokanbHOe ynpaBneHue 1 YaaneHHoe
ynpaeneHue. [1ns HAaCTPOMKN HY>XKHOW (OyHKLIMM BbIGEPUTE COOTBETCTBYIOLLMIA pasgern.
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4.9.1 Hactponku 6asoBon 3almThbI

Boibpas BesonacHocTb — HacTtpomku 6a3oBor 3awuThbl, Bbl MOXETe BbINONHUTL 6a3oBble

HacTpoviku 6esonacHoCcTu (puc. 4-44).

MexceTeBOW 3KpaH

MexceTeBol skpaH SPI: ») BENIOYATE BHIKNHKUYMTE

VPN
Mponyck Tpaduea PPTP: s BrnounTs BhIKMHOU4ITE
Mponyck Tpadtuea L2TP: s BHNHOUMTE BRIKMKUNTE
NMponyck Tpadyuka IPSec: s BHNHOUMTE BRIKIMHUYNTE

ALG
FTP ALG: s Briwounte BEIKNKOUMTE
TFTP ALG: s BHMOUMTE BrlkniounTe
H323 ALG: s Brnwouwute BrIKNKUNTE
RTSP ALG: s BKNIOUNTE BEIKNOUMTE
SIP ALG: s BrnounTs BrlkniounTs

CoxpaHuTe

Puc. 4-44 HacTtponkn 6a30BOM 3aLnThl

> MexceteBoM akpaH — MexceTeBol akpaH obecrneynBaeT 3alumTy CeTU. 30eCb Bbl MOXETE

BKITHOHUTb UIA BbIKIMKOYUTb €r10.

MexceteBon akpaH SPI — dyHkuma SPI (Stateful Packet Inspection — dunstpauus
NnakeToB Ha OCHOBE AaHHbIX O COCTOSIHUM COeAMHEHUS, Takke M3BecTHasa kak Dynamic
Packet Filtering — AnHamunyeckasn cdunsTpauusa no naketam) nomoraeT npeaoTepallaTb
knbep-aTakm NOCPeACTBOM OTCMNEXMBaHUSA OonbLUero ynucna napameTpoB 3a CECCUIO.
[aHHaga yHKUMS npou3BoauT aHanuid Tpadmka BO BpemMs ceccuuM Ha npeamet
cooTBeTCTBUS TpebosaHusM npoTtokona. [lo ymonuaHuio mexceteBon akpaH SPI
BknodeH. Ecnu  Bbl  xoTuTe, 4TOGbLI KOMMBLIOTEPLI  FIOKaNbHOW CETU  MOrnu

B3aMMOOeNCTBOBATb C BHELLUHUM MUPOM, BaM crnenyeT OTKIMIYUTb 3Ty q)yHKLI,I/IIO.

> VPN — ®yHkumna VPN Passthrough gomkHa ObITh BKMOYEHa, €Cnu Bbl XOTUTE paspeLunTb

cosgaHue VPN-TyHHenewn cornacHo npotokonam IPSec, PPTP vnu L2TP anga npoxoxaeHus

MEeXCEeTEeBOro aKpaHa mapLupyTusaTtopa.

Mponyck Tpacdhmka PPTP - [potokon PPTP (Point-to-Point Tunneling Protocol)
no3BondeT cos3gaBaTtb TyHHenu B IP-ceTn. Ytobbl paspewnts PPTP-TyHHENnAM npoxoa

Yyepes MapLUpyTM3aTop He U3MEHsINTE BbiIGpaHHOE MO YMOYaHuio 3HavyeHne BKNoYnThb.

Mponyck Tpadmka L2TP — lNpoTtokon L2TP (Layer 2 Tunneling Protocol) — ato meToz,
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ucnonb3yembli Ans opraHmsaumm ceccun Tuna Point-to-Point yepes WHTepHeT Ha
YPOBHE BTOpOro cnosi. Ytobbl paspewmntb L2TP-TyHHenam npoxoa 4epes

MapLpyTmn3aTtop, He N3MeHaANTe Bbl6paHHoe no yMoOJt4aHuno 3Ha4yeHune BknounTtb.

Mponyck Tpadmka IPSec — lMpotokon IPSec (Internet Protocol Security) — 310 Habop
NPOTOKOSOB, obecrneunBaLLMX 3alMLLEHHYI0 nepedadvy AdaHHbix 4depes |IP-ceten
nocpeacTBOM  UCMONb30BaHMSA  CepBUCOB  WndpoBaHus.  YToObl  paspewwntb
IPSec-TyHHENsAM Mpoxo4 4epe3 MapLupyTM3aTop, He W3MeHsinTe BblOpaHHOe Mo

YMOJT4aHUIO 3Ha4YeHne Bknountb.

» ALG — PekomeHpgyeTcsa BkMoumTb pyHKkumMio ALG (Application Layer Gateway — LLUnto3

YPOBHA I'Ipl/lﬂO)KeHI/IFI), TakK KakK aHHadA d)yHKLI,VIFI Nno3BONAET UCMOJ1b30BaTb MHAMBUAOYAlTbHbIE

nepecekawowmecss punstpbl NAT (Network Address Translation — TpaHcnauus ceTeBbixX

aJpecoB), yCTaHaBNMBaeMble B LUMNO3e AN NoAAePKKU TPaHCNSUUM aapecoB U NOpTOB Ans

onpeneneHHoro ypoBHS NPUIOXEHMs MPOTOKOMOB "ynpaBrneHue/gaHHble”, Takux kak FTP,
TFTP, H323 n Tak panee.

FTP ALG — YTt00bl paspewunts FTP-knneHTam n cepBepam nepegady AaHHbIX 4Yepes
NAT, He n3ameHanTe BolGpaHHOE NO yMOn4aHuio 3HadeHe BknounTsb.

TFTP ALG — YT06bI paspewnts TFTP-knnueHTam 1 cepBepam nepefady gaHHbIX Yepes
NAT, He n3mMeHsarTe BbiIOpaHHOE NO YMOMYaHUIo 3HadeHe BKnounTb.

H323 ALG - YTo06bl paspewnTs knneHtam Microsoft NetMeeting B3avmogencTeoBaTh
yepes NAT, He nameHanTe BbIGpaHHOE MO YMOMYaHUIo 3HavYeHe BKknounTb.

RTSP ALG - y4TOGbl paspewunTb KAMeHTaM MeamanfieepoB B3anMMoOOeNcTBoBaTb C
Meguna-cepBepamMm ¢ NOTOKOBOW nepegaden gaHHbix Yepes NAT, HaxxmuTe BKNOYUTD.
SIP ALG - YT10o0bl no3sonutb SIP-knueHTam 1 cepeepam nepepaBaTtb AaHHble Yepes3

NAT HaxmuTe BKnouuTb.

YTtoObl COXpaHUTb caenaHHble UBMEeHEHNA, HAXMUTE KHOMKY COXpaHVITb.

4.9.2 PacwmpeHHble HaCTPOWUKHM 3aLUUTbI

Bbl6paB Be3sonacHocTb — PaCLIJVIpeHHbIe HaCTpOVIKM 3aWnTbl, Bbl CMOXeTe 3aluUTUTb

MapLUpyTU3aTop OT Takux aTak, kak TCP-SYN-Flood, UDP-Flood n ICMP-Flood, kak noka3aHo Ha
puc. 4-45.
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WuTepean nakeToB CTATUCTHEM (5 - 60): 10 ¥ (CEeKYHO

JamuTa otr DoS-aTak: s OTHNHOUNTE BrniunTe

BENKUMTE UAETRAUMKD OT aTak ICMP-FLOOD

Mopor naketoe ICMP-FLOOD (5 - 3600): 50 nakeToe/icer

BrnwounTte dunetpaumo UDP-FLOOD

Mopor naketoe UDP-FLOOD (5 - 3600): 500 nakeToB/CEek

BENKAUWMTE @UNLTRAUWKD OT aTak TCP-SYMN-FLOOD

Mopor naketoe TCP-SYN-FLOOD (5 - 3600): 50 nakeToB/Cek

MrHopupogaTs Fing-naketel oT nopta WAN

Janpemitt Fing-naketsl oT nopta LAN

CoXpaHuTb | | CnucoK 336NoKMpOBaHHbIX Y3N0B-UCTOYHUKOB DoS-aTak

Puc. 4-45 PaclumpeHHble HacTPOMKM 3aLmThl
MHTtepBan naketoB ctatucTUKM (5~60) — Mo ymonyaHuio ucnonesyetcsa 3HaveHue 10. 3
BbiMagaroLllero cnucka BbibepuTe 3HayeHwe B npegenax ot 5 go 60 cekyHa. [aHHoe
3HayeHne onpedensieT BPEMEHHOW WHTepBan Mexay naketamu cTtaTuCTuku. Pesynbrathbl
CTaTUCTUKM  ncnonb3ytoTca  ans  BbisBneHus atak TCP-SYN-Flood, UDP-Flood u
ICMP-Flood.

3awmTta ot DoS-atak — [Ona BKMOYEHUA/BLIKNIOYEHNUS DYHKLUMM  BOCMOMNb3YNTECD,
COOTBETCTBEHHO, KHONKamu BknounTte mnm OTKNoUNTb. TONbKO MpU BKIOYEHUN (OYHKLUK

HayMHatloT paboTaTtb hMnbTpbl ANS 3aWwuTbl OT atak Tuna Flood.

& lNpumeyaHue:

®yHkuma 3awmTtbl oT DoS-atak Oyget paboTaTb TOMbkO B TOM criydae, korga (yHKUMS

CraTtucTuka BkrodeHa (CUCTeMHble MHCTPYMEHThbI - CTaTUcTUKa).

>

Bknrountb domnsrpauuio ot atak ICMP-FLOOD — BkntoveHue/BbiknioveHne unstpaumm
atak ICMP-FLOOD.

Mopor naketoB ICMP-FLOOD (5~3600) — 3HayeHune no ymonyaHuio 50. YkaxuTe 3Ha4eHne
mexagy 5 ~ 3600. Ecnu Tekywee konuvectBo naketoB ICMP-FLOOD Huxe 3agaHHOR

BEMUYMHBI, MApLUPYTU3ATOP HEMEANEHHO aKTUBUPYET PYHKLNIO GIOKMPOBKM.

Bkniounts c¢unbtpaumio  UDP-FLOOD - Bknountb/Bbikniounte  unbTpaumio
UDP-FLOOD.
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>

Mopor naketoB UDP-FLOOD (5~3600) — 3HauyeHne no ymonyanuto 500. Ykaxute
3HayeHne B npegenax 5 ~ 3600. Ecnu Tekywee konudectso naketoB UPD-FLOOD Hwxe
YCTAQHOBMNEHHOW BENWYUHbLI, MapLlpyTM3aTop HeMeasleHHO  akTUBMpyeT  OYHKLUUIO

ONOKMPOBKM.

Bknounts dunbtpaumio ot artak TCP-SYN-FLOOD - Bknountb/OTKAOUYUTL
dunstpauuio atak TCP-SYN-FLOOD.

Mopor naketoB TCP-SYN-FLOOD (5~3600) — 3HauyeHue no ymonuaHuto 50. Ykaxute
3HayeHne B npegenax 5 ~ 3600. Ecnu Tekywee konuvectso naketoB TCP-SYN-FLOOD,
HWXE YCTaHOBIIEHHOM BENWYMHbLI, MapLIPyTU3aTOp HEMELNEHHO aKTUBUPYET YHKLMIO

ONOKNPOBKMN.

UrHopupoBaTb Ping-nakeTbl ot WAN-nopTta - BkntoyeHne/BbikntoueHne
cooTBeTCcTBYOWEN (pyHKUMK. TTo ymMonyaHuio (PyHKUMSA BbIKMoYeHa. [lpyu BKNOYEHHON

dyHKUMN Ping-nakeTbl u3 MIHTepHET He nomny4at JOCTYN K MapLupyTu3aTopy.

3anpetutb Ping-naketbl ot LAN-nopTta — BkniouyeHue/BobiknoyeHe COOTBETCTBYHOLLEN
dyHKUMK. o ymonyaHuio pyHKUUSA BbikoyeHa. [puy BkNoYeHHON yHKLUMK Ping-nakeTsbl n3
rfiokanbHOM CeTW He nofyyaT AOCTyn K Maplupytusatopy. DyHKUMS MCnonb3yeTcs Ang

3alnNTbl OT HEKOTOPbLIX TUNOB BNPYCOB.

YToObl COXpaHWUTb BHECEHHbIE N3MEHEHWS], BOCMONb3YNTECH KHOMKOM COXpaHUTb.

HaxaB kHonKky CnMcOK 3aGroKMpoBaHHbIX Y3roB-ucTouHukoB DoS-artak, Bbl nepergete B

COOTBETCTBYHKOLLEE OKHO.

4.9.3 JlokanbHoOe ynpaBrneHue

Bbibpae bBesonacHocTb - JlokanbHOe YynpaBrfieHWe, Bbl MOXETE HacTpouTb MpaBwuma

yNpaBfeHus B OKHe, NpeacTaBleHHOM Ha puc. 4-46. PyHKUMS ynpasneHus no3BonseT

GrnokMpoBaTb AOCTYN KOMMbLIOTEPOB JTOKANbHOM CETU K MapLIpyTU3aTopy.

Mpaeuna ynpaenexua

» DCSM KOMMBIOTEPAM NOKANEHON CETH Pa3pelles AOCTYN K BeG-yTUIINTE MapLLPYTH3aTOPa.

0 YK333HHbIE B CMMCKE KOMMLIOTEDE! MOMYT NPOM3B0ANTE 3OAMUHUCTPMDOBAHKWE.
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-agpec BaWero KOMNLKTEPa: 50-E5-49-1E-06-30 Nobasute

CoxpaHnTb

Puc. 4-46 JlokanbHoe ynpaBneHune

60



BecnpoBsogHoi MaplpyTtusatop cepum N co ckopocTbio
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

Mo yYMOJT4aHUO OoTMeYeHa pagnoKHOrMKa “‘Bcem KoMnbloTepam NOoKanbHOWN ceTun pa3peLlieH

poctyn K Beb-yTunute mapuwpyTtusaTtopa“. Ecnu Bbl xoTuTe, 4TOObI KOMMbIOTEPBLI C
onpegeneHHsiMn  MAC-agpecamn umenu goctyn K OkHy Hactponka Be®-yTunuthbl
MapLupytusaTopa U3 CeTw, OTMeTbTe pPaAMOKHOMKY “TONbKO YKa3aHHble B CMMUCKe
KOMNbIOTEPbLI MOFYT NPOU3BOAUTL aAMUHUCTPUPOBaHUE® M 3aTeM B OTAEeNbHOM none
YKaXUnTE COOTBETCTBYOLLME MAC-agpeca. MAC-agpec BBOAUTCH B dopmarte
XX-XX-XX-XX-XX-XX (roae. X — 9TO wWecTHaguatepudHoe u4ncro). Takmm obpasom,
afMVHUCTPUPOBaHNE MOXET MNPOU3BOANTLCA TOMBKO Yepe3 yKasaHHble KOMMbKTepbl Mpu

yCNOBMM BBOAA NAPOrs, OCTanbHbIM KOMMNbloTEpPam OyaeT oTka3aHo B AOCTYMeE.
Haxas kHonky [lo6aBuTb, Bbl fo6aBnTe MAC-agpec B yKa3aHHbIA CMMCOK.
YT0ObI COXpaHUTL CAenNaHHbIe M3MEHEHUS, BOCMONb3YNTECH KHOMKOM COXPaHUTD.

& [lMpumeyaHue:

Ecnu Baww komnbioTep 3abrnoknpoBaH, a Bbl XOTUTE CHOBA MOMNy4MTb AOCTYN K MapLupyTM3aTopy,
TO NPV NOMOLLM UFOMKN HaXMUTE U yaepxnsante B TedeHue 5 cekyHn kHornky WPS/RESET (B
OTBEPCTUN), PaCMONOXEHHYIO Ha 3aHen naHenu yctponcTtea. B aTom cnyyae mapLupyTtmnsaTtop

BEPHETCA K NCXOOHbIM 3aBO4CKUM HaCTpOVIKaM BeG-yTI/IJ'II/ITbI.

4.9.4 YpaneHHoOe ynpaBneHve

Bboibpae Bes3onacHocTb - YpaneHHoe ynpaBrieHWe, Bbl MOXETe HacTpouTb (OYHKUMIO
yAaneHHoro ynpaereHus, Kak npeactaBneHo Ha puc. 4-47. [daHHaa dyHKuMs nossonser

ynpaensiTb MapLIpyTU3aTopom Yepes NIHTepHeT.

MopT Beb-yNpaBneHKA: 80
IP-agpec yQaneHHoro ynpaene HKA: 0.0.00 (YrammnTe 255.255.255.255 anA scex)
CoxpaHuTb

Puvc. 4-47 YnaneHHoe ynpaeneHue
»> [lNopTt Beb-ynpaBneHusa — [na goctyna BeG-6paysep 0ObIMHO MCMONb3yeT CTaH4APTHBIN
nopt HTTP 80. Mo ymonyaHuio Ana yaaneHHoro ynpasfeHus MapLupyTu3aTopoMm
ucnonedyetca nopt 80. [Anga 6onblien 6e30NacHOCTN Bbl MOXETE 3aMEHUTbL 3TOT NOPT Ha
nobon apyron, ykasas B JaHHOM Nosie COOTBETCTBYIOLLee 3Ha4YeHne. JTO 3HaYeHne JOIDKHO
OblTb B Npegenax ot 1 go 65534. Henb3si ncnonb3oBaTb HOMEP nopTa, MCMOSMb3yeMOro

obLmmM cepBmCOM.

> IP-appec ypaneHHOro ynpaBneHusi — Tekyluin agpec, UCMonb3yembld Ang Aoctyna K

MapwpyTtusaTtopy 4depes WHTepHeT. Mo ymonuyanuio ucnonbsyetca agpec 0.0.0.0, yTo0
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O3HavaeT, YTo (pyHKUUS OTKMoYeHa. YToObl akTMBMpOBaTb PYHKLMIO, He0BX0aNMO yKasaTb

nencrteutenbHbin IP-agpec. Ecnn BbibpaHo 3HaveHue 255.255.255.255, Bce y3nbl OyayT

MMeTb JOCTYN K MapLUpyTU3aTopy.

& TlMpumevaHme:

BN

[na goctyna k mapLupytudatopy Heobxoammo ykasatb WAN IP-agpec maplipyTtusaTtopa B

cooTtBeTcTBylOWEeM norne Internet Explorer unu Navigator, ncnonb3ys ana pasgeneHus 3Hak
gBoeTounsi, a 3atem Homep nopTta. Hanpumep, ecnu WAN-agpec maplipyTtusaTopa
202.96.12.8, a Homep nopTta 8080, Heobxoammo BBecTu B Bpayaepe hitp://202.96.12.8:8080.
lMocne BBOANTCS UMS NOMb30oBaTeNs M Naposib, YTOObI NONYYNTbL AOCTYN BEO-yTUNMTE.

2. Tlpu 3ameHe napons criegyeT UCMNoNb30BaTb HAAEXHbIV Naporsib.

4.10 PoautenbCKUN KOHTPOSb

Bbl6paB MeHio Popgutenbckumn KOHTPOJIb, Bbl MOXeTe HaCTpOWUTb (byHKLl,I/IPO pPOoaONTENIbCKOIro

KOHTPONS, Kak npeacTaBneHo Ha puc. 4-48. [laHHasa pyHKuuA MoXeT OblTb MCMonb3oBaHa ANns

KOHTpoOns gocTyna pebeHka K VIHTepHeT-pecypcam Unun Ans orpaHnyYeHus 4ocTyna nepcoHana kK

onpegerneHHbIM canitam, a Takke onpeaennTb BpemMd paGOTbI B CeTn MHTepHeT.

PoauTENLCKHi KOHTPONb:

MAC-agpec KOHTPONKMPYHWEro KOMNbLHTEPa:

MAC-agpec BaWero KOMNsHTEPa:

KoMneoTEpLl, He RENADLWECA KOHTPOMMPYIOWWMKA W HE YKA3aHHEIE B CIWCKE, He OyayT MMeTe A0CTyN K MHTEpHeT.

o) OTHNIOUITE BrmiounTe

50-E5-49-1E-06-80 CKOMMpOBaTh BbiLle

COXpaHUTb

ID MAC-agpec

NoGaBnTb. .

OnucaHwe cailta

BENHOYMTE BCE

OTKMNOYMTE BCE

Pacnucanue BENHOYHTE

¥OAanuTb BCE

WameHuTs

Puc. 4-48 HacTtpoinku PoamMTenbckoro KOHTpons
Poautenbckuin KOHTpOnb — YToObI akTUBMPOBaTh PYHKLMIO, BOCMOMNb3YNTECH KHOMKOW

BknrounTb. YTOObI OTKNIOYMTL YHKLMIO, BOCTOSNBb3YNTECH KHOMKOW OTKMIOYUTD.

MAC-agpec KOHTponupywllero komnbrTepa — B 3tom none cnegyer ykasaTb
MAC-agpec KOHTPONMPYHOLLEro KoMmnbloTepa. Takke MOXHO BOCMOSIb30BaTLCS KHOMKON

CKOﬂMpOBaTb Bbille, pacnono»(eHHon HXe.

MAC-agpec Bawero KomnbloTepa — B atom none otobpaxaetca MAC-agpec
KOMMbloTEPA, yNpaensawLwero mapwpytmusatopoMm. Ecnn MAC-agpec Bawero agantepa
3aperncTpmpoBaH, HaxmuTe kHornky CkonuMpoBaTthb Bbllle, YTOObl BHECTU 3TOT agpec B

none MAC-agpec KOHTPONMPYIOLLIEro KOMMbIoTEpa.

OnucaHme canta — OnuncaHve paspelleHHoro canTa Ans  KOHTPONMpyemoro

KOMMbloTEpa.
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e PacnuncaHmne — BpemeHHOV nepuod, B TeYEHMe KOTOPOro KOMMbHOTEPY paspeLleH

poctyn B WHTepHeT. OAns 6onee noapobHon wHdpopmaumn nepenante KoHTponb

pocTtyna - PacnucaHue.
e Bknrouutb — BknioyeHne BbIGpaHHON 3anucu.
e W3meHuTb — PegakTnpoBaHune unuv yaaneHue CyLlecTBYOLEen 3anucu.
Y106bI 4O6ABUTL HOBYHO 3aNUCb, HEOBXOAMMO caenaTthb crieayloLlee:

1.  Haxmute kHonky lo6aBuUTb... . [JOMKHO NOABUTBLCHA OKHO, Kak NokasaHo Ha puc. 4-49.

Pacrmcanne ,CLBHCTB,‘ET COMAacHo BPEMEHN MapLIpyTH3aTopa. Ero 3HaveHne MoxeT ObiTh YCTAHOBMNEHO B OKHE "CHCTEMHBLIE MHTCPYMEHTL! -> HacTpol

MAC-agpec KOHTPONHPYEMOrD KOMMNBHTEDPA:
Bce MAC-agpeca B Tekywed ceTH LAN: —-BriGepute- v
Onwcaxme caiTa:

Wma paspewéHHOro canta:

PaGo4ee Bpems: Beerga T

Pacnucanie moxeT ObiT YCTAHOBNSHO B OKHe "KOHTpONs A0CTyna = Pacnucanns”

CocToAHKe: BrntounTs v

Coxpanute | | Hasag

Puc. 4-49 HacTtpowkn PoantenbCckoro KOHTpons

2. B none MAC-agpec KOHTponupyemoro KomnbioTepa ykaxute MAC-agpec
KOHTponunpyemoro komnbtoTepa (Hanpumep, 00-11-22-33-44-AA). Takke u3 BbiNagatoLLero
crmcka MoXHO BblOpaTh 3HavyeHne Bce apgpeca B Tekyuwen cetn LAN.

3. YkaxuTte onucaHue (Hanpumep, Allow Google) paspelleHHoro carnTta B none OnucaHwme
cauTa.

4. Ykaxute NONHOE JOMEHHOE UMS caiTa Unu KrtoYeBble croBa AOMEHHOro MMeHU (Harnpumep,
google) B none Uma paspelueHHoro canTa. JltloGble JOMEHHbIE MMEHA C 3TUMU KIoYeBbIMU
cnoesamm (Www.google.com, www.google.com.cn) 6yayT paspeLueHbl.

5. BblbepuTe u3 Bbinagawwero MeHw Pabouvee BpemMsi HyXHOe pacnucaHve (Hanpumep,
Pacnucanne _1). Ecnu nogxogdawmx pacnucaHuin He OoOHapyXeHO, HaXMUTe KHOMKY
PacnucaHme ons toro, 4ToObl NepenT B OKHO [ONONHUTENbHbIE HACTPOWMKMA pacnmcaHus u
co3gaTtb Heobxoanmoe pacnucaHue.

6. B none CoctosHne MOXHO BbiOpaTe Bknmouute wvnn  OTknOuMTL AN
BKITIOYEHMS/BBIKITIOYEHMS 3anncu.

7. Haxmute kHonky CoxpaHuTb.
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YT1oObI aKTnBmpoBaTb BCe npasuna B CNncke, HaXXMUTE KHOMKY BknounTtb Bce.

YTo0bl OTKNIOUNTL BCE npasuna B CN1Ucke, HaXXMnTe KHOMKY OTKNOUYNTL BCe.
YTtoObI yaoanutb BCe npaBwuiia B CrNUCKE, HaAXXMUTE KHOMKY Ypanutb Bce.

Hanpumep: Bbl  xotute, 4TOObI  KOHTponupyembin  komnbioTep ¢ MAC-agpecom
00-11-22-33-44-AA no cy66oTtam umen JOCTyn K canTy www.google.com, a y KOHTPOnupytoLLiero
komnbtoTepa ¢ MAC-agpecom 00-11-22-33-44-BB He 6bIn0 HUKaKuUX orpaHn4yeHuin, Heobxoanumo
nNponsBecTu cneayolime 4encTBUs:

1. HaxmuTte meHio PogutenbCKUM KOHTPONb B JIEBOM YacTn okHa HacTpowku poantenbckoro
KOHTponda. HaxmuTe kHonky BkrounTb, 1 B none MAC-agpec poouTensCkoro KoMnbloTepa
BeBeante MAC-agpec 00-11-22-33-44-BB.

2. Bblbepute KoHTponb poctyna - PacnucaHue, 4TOoObl nepentn B OKHO HacTporiku
pacnucaHusa. HaxmuTte kHonky Jo6aBuTb..., YTOOblI co3gaTtk HOBOe pacnucaHue. B none
OnucaHue ykaxnte Pacnucanue_1, B none [eHb Cy6. n B none Bpemsa Bceraa.

3. Haxmute meHio PoantenbCKun KOHTPOSb B JIEBOW YACTW OKHA, YTOObI MEPENTM B OKHO
[o6aBnTb NN N3MEHNTL 3aMNNCb POANTENBCKOrO KOHTPONS:

e HaxmuTte kHornky [lo6aBUTH....

e B none MAC-agpec KOHTPONMPYEMOro KOMNbKTEpPA YKaXuUTe 3HaveHue
00-11-22-33-44-AA.

e B none OnucaHue canTta ykaxute “Allow Google”.

e B none Umsa paspeltéHHOro camTa ykaxmnte www.google.com.

e 3 Bbinagatowlero cnucka Pabo4vee Bpems BbibepuTe co3gaHHbii “Pacnucadme 17,
e B none CoctosiHme BbibepuTe 3Ha4YeHne BknounTb.
4. Haxmute kHonky CoXpaHuTb, YTOObl COXpPaHUTb CAENaHHbIE N3MEHEHNSI.

[Mocne 3TOoro Bbl BepHETECb Ha CTpaHuuy HacTpomku poauTenbCKOro KOHTpPONA U
yBUANTE CMNCOK, NpeAcTaBneHHbIn Ha puc. 4-50.

ID MAC-agpec OnucaHwe cafTa Pacnucanne Brniouute NameHuTs

1 00-11-22-33-44-A4 Allow Google Facnncanue_1 Fedakrupoeare ¥oanuie

[ DoGasws Hosyro |[ Bruowrssce || Otwwounts e | VaanuTs Bce |

Puc. 4-50 Hactpoikn poanTensckoro KOHTpons
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4.11 KoHTponb gocrtyna

KoHTpone gocryna
-MNMpaeuno

-Yaen

- Uens

- PAacnucanue

Puc. 4-51 OkHo KoHTpornb gocTyna

B meHto KoHTponb goctyna cogepXarcsa YeTblpe nogMeHio (cM. puc. 4-51) — Mpaswuno, Y3en,

Uenb n Pacnucanue. [1ns HAacTPOMKN HYXXHOM hYHKLMN BbIGEPUTE COOTBETCTBYIOLLIEE MEHIO.

4.11.1 MNpaBuno

Bbl6paB KOHTpOﬂb AocTtyna - I'Ipanmo, Bbl MOXeTe npocmatpmBaTb U CO3daBaTb npaBuiia

KOHTPOISA A0CTYNa, Kak NnokasaHo Ha puc. 4-52.

YnpaeneHue npaBUNamMmn KOHTPONA gocTyna

DUNETPaLKA N0 Y MONYAHKID

BKNKYUTE YNPABNEHUe KOHTPONEM JoCTYNa K MHTEPHET

Pa3pelunTs NaKeTaM, YKa3aHHLIM B NOMWTUKE KOHTPONA AOCTYNA, NPOX0ANTE YEPE3 MAPLIPYTUIATOP.

@) 2anpeTWTE NaKeTaM, YKa3aHHLIM B NONMTUKE KOHTPONA 4OCTYNA, MPOXOANTE YSPEs MapLUPYTU3aTOp.

MepemMecTUTb

CoxpaHuTb
D Wma npaeuna Yaen Lens Pacnucanue Brnroyute Wamenuts
IMacTep HAaCTPOAKK
| Jo0aBHTb... || BKMoYMTL Bee || OTKIHYHTE BCE || YAANWTL BLE |
D Ha ID

| Mpeabiaywan | | Cneayiouian | Tekwwi Ne.| { v |CTp.

Puc. 4-52 YnpasneHue npaBunamm KOHTpons goctyna

> BknwunTb ynpaBneHue KoHTponem poctyna K MHtepHeTr — YT0ObI akTuBMpoBaTb

(YHKLMIO, OTMETbTE COOTBETCTBYIOLLIYID SYeiky. B aTom cnyyae HauHeT OencTBoBaTb

MonuTuka dunsTpa No yMonyaHuto.

> Uma npasuna -— B atom none 0To6pa>|<aeT0ﬂ MMA NnpaBuiio, KOTOpoe ABNAETCA

YHUKalbHbIM.

> ¥Y3en — 3aeck oToGpaxaeTcs y3er, ykasaHHbIi B COOTBETCTBYHOLEM NpaBuUrie.

> Lenb — B 3TOM none ykasaHa Lerb, yka3aHHasa B npasune.

> PacnucaHue — 3gecb oTobpaxaeTcs pacnucaHve, ykasaHHoe B npasune.
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>

>

>

Bkniountb — 3pgecb 0T06pa>i<aeTc;1 COCTOAHME nNpaBusia, BKIKOYEHO WIM OTKITHOYEeHO.

Haxmute 3Ty onuuiko, eCri Bbl XOTUTE BKITIOYUTb onpenefnieHHy 3anuncb.

MacTtep HacTpomku — Haxmute kHonky Mactep HacTpowku, 4ToObl co3gaTb 3anucb O

HOBOM MnpaBurne.
Hob6aBuTtb...— LLlenkHuTte no lobaBuUTb..., 4TOObLI CO34aTb 3anMCb O HOBOM NpaBurne.
YTo0Obl BKNIOYMTL BCE NpaBmMna B CNMCKE BOCNONb3yNMTECh KHOMKON BKNounTb BCe.
YTo0bl BbIKMOYMTL BCE NpaBuria B CNUcke, BOCNONb3yNTECh KHONKOW OTKIMIOYUTL BCe.
Ytobbl yaanuTb BCe 3anucu, BOCMONb3yMTECh KHOMKOW YaanuTb Bce.

MepemecTntb - 10 CBOEMY >XenaHUO Bbl MOXETE U3MEHATb NopsaaoK 3anucen. Hosble
npasuna pacnonaratTcsa nepeg ctapbiMu. B nepBom none ykaxute MCXOOHbIN, a BO BTOPOM
KOHEYHbI HOMEp, 3aTeM HaxmuTe KHorky [lepemecTuUTb, 4TOObI M3MEHUTbL MOPSLOK

3anucen.
YUToObl NepenTn B criegytoLlee OKHO, BOCMOSb3yNTeCh KHOMKo CnepytoLuasn.

YUToObl BEpHYTLCA B NpeablayLiee OKHO, BOCMONb3ynTeck kKHoMnkon MpeabiayLuasn.

CyuwiectByeT gBa cnocoba no6aBUTbL HOBOE NpPaBuUIo:

MepBbI cnocob:

1.

HaxxmuTe kHonky MacTep HacTponku. [NosiBATCS criedytoLlee OKHO, Kak MokasaHo Ha puc. 4-53:

Pemum: |P-agpec v
Mma yana:

IP-agpec B ceTw LAN:

Hasan Hanee

Puc. 4-53 bbicTpasa HacTpolrika — Co3gaTb UM U3MEHUTb 3anuchb 4118 y3na
e Pexum — 3aech ecTb ABa BapuaHTa Bblbopa, IP-agpec unu MAC-agpec, Bbl MOXeTe

BblOpaTh N0 BapnaHT 13 BbiNagatoLLero cnmucka.

e Wwmsa y3na — B aTom none BBeauTe yHUKanNsLHoe uMms y3na (Hanpumep, Y3en_1).

Mpu BeIOOpPE IP-agpeca, Bbl yBMOMTE CriegytoLLee:

e IP-agpec nokanbHou cetn — Beeaute IP-agpec unu gmana3oH agpecoB y3na B

AecATUYHOM bopmaTe C pasgenuTenbHbIMU Todkamu (Hanpumep, 192.168.0.23).

Mpwn BbIGope MAC-apgpeca, Bbl yBUANTE CneayoLLee:

e MAC-agpec — Beegnte MAC-agpec y3na B popmare XX-XX-XX-XX-XX-XX.

66



BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

2. [locne 3aBepueHna co3gaHua 3annucn yara, HaXMute Ha KHOMKY Danee, OT06pa3VITCﬂ

cnegytollee OKHO, Kak nokasaHo Ha puc. 4-54:

Pexum: IP-agpec v
MmA uenu:
IP-appec:
MopT HazHaAYEeHKMA: =

MpoTokon: Bee r

CTaHJapTHLIA NOPT CepBKCa: ~-Buibepure-- ¥

CoxpaHuTe | | Hasag

Puc. 4-54 BbicTpasa HacTponka — Co3gaTb UM U3MEHUTb 3anncb A8 uenm
e Pexum — 3pecb gBa BapuaHTa Bblbopa, IP-agpec n [JomeHHoe umsd. Bbl MmoxeTe

BbIOpaTh ntobor BapnaHT 13 BbinagatoLLero cnmcka.

e Wwmsa uenu — B 3TOM none co3ganTte yHMKanbHoe onucaHue uenu (Hanpumep, Llens_1).

Mpu BoiBOpe IP-apgpeca, Bbl yBUaUTE cnegytoLLee:

e IP-agpec — Ykaxute IP-appec (unu guanasoH agpecos) Lenu (uenen) B 4eCATUMHOM

dopmaTte ¢ pasgenuTenbHbIMKM TOYKaMm.

e [lopT HasHayeHuAa — YKaxuTte NOpPT UNU Ananas3oH NOpToB uenu. [Ona HeKoTopbIX
CTaHOapTHbIX MOPTOB CepBMCA Bbl MOXETE BOCMOSIb30BATbCS HWMXKENpUBEAEHHbIM

nonem CTaH,EI.apTHbIIZ nopT cepBUCa.

e [poTtokon — 3aech YeTblpe BapmaHTa Bbibopa BCE, TCP, UDP nnu ICMP. Beibepute

HYXHO€ 3Ha4eHune U3 BbinagarLwiero Crncka.

e CraHpapTHbIN NOPT cepBUca — 30eCb YKa3aH CMCOK HEKOTOPbIX CTaHAapTHbLIX NOPTOB
cepBuca. Boibepnte ognH 13 BbinagaroLero cnmcka, 1 CoOoTBETCTBYHOLLMIN HOMEP nopTa
nossutcs B none lopT HasHadeHus. Hanpuwep, ecnu Bbl Bbibnpaete "FTP",, Homep

"21" noasuTca B none NopT HazHa4YeHus.

Ecnu Bbl Bb|6|/|paeTe JomeHHOe nmsA, To Bbl yBnauTe crniegyroulee:

e [lomeHHOe MMA — 30ecb Bbl MOXETE yKasaTb YETblpe JOMEHHbLIX MMEHW, MOMHOE UMSA
UIn KIoYeBbIE CNoBa MMeHU (Hanpumep, google). JTloboe JOMEHHOE UMSI C KItoYEeBbIMU

cnosamm B Hem (www.google.com, www.google.cn) ©OyaeT paspelleHo wnm

3a6roKMpoBaHo.

3. [llocne TOro, Kak Bbl 3aKOH4YMTE CO34aHME 3anucu Lienu OocTtyna, HaxXMute Danee, 1 Ha

9KpaHe 0TOOpa3nTLCA crneayoLLlee OKHO, Kak NokasaHo Ha puc. 4-55.
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HacTtpoiiku pacluMpeHHOro pacnucaHus

MpumMedanue: Pacnucadne gencTBYET ¢ YUETOM 3HAYEHWA EDEMEHHW HA MapLWPyTHU3aTope.

MMA pacnucaHuA:
OeHe: ® HKawgsii ieHe Brifpath AgHb

#| MoH. |« BT. |« Cp. ¢ UT. |« MAT. |« Cy0. |« Bockp.

Bpems: BCE OHW - 24 yaca: |«
Havano: (YUY
Konew: (YY)

| CoxpaHuTe | | Hasag |

Puc. 4-55 BbicTpas HacTporika — Co3gaTtb UM U3MEHUTb 3anncb pacnmucaHns
Uma pacnucaHmsa — B 3TomM none cosganTe yHUKanbHoOe UMs pacnucaHus (Hanpumep,

Pacnucanne_1).

HeHb — Bbibepute BbiGpaTb AeHb 1 BbibepuTe onpeaeneHHbli AeHb (OHW Heaenu unm

BblOepuTe Kaxabin aeHb).
Bpewms — B aTom none Bbibepnte Bce AHU - 24 yaca nnu ykaxnte Havano unu Koned,.

Hayano — Beegute Bpems Havana B ¢opmare Y4MM (HUMM deTbipe umdpbl).
Hanpumep, 0800 aT0 8:00.

KoHeu — Beeaute Bpems 3aBepleHus B ¢dopmate HHMM (HHMM ueTbipe uudpbl).
Hanpumep, 2000 ato 20:00.

lMocne Toro, kak Bbl 3aKOHYWTE CO3daHWE 3anucu pacwmnpeHHoro pacrnmcaHua, HaxXmmte

Danee, n Ha 9KpaHe OTO6pa3VITbCﬂ cneaywouiee OKHO, KaKk Nnoka3aHO Ha puc. 4-56.

WmA npaewuna:

Yaen: Yaen_1 v

Llens: Llens_1 v
Pacnucaxue: Pacnucanue 1 7
CocToAHue: Brmouwme ¥

| Hasag | | 3aBeplumMTh |

Puc. 4-56 BbicTpasa HacTporika — Co3gaTbh UM U3MEHUTb 3anucb KOHTPOns goctyna B IHTepHeT

Uma npasuna — B atom none cosgante YHUKalribHOe MA OnA npasuiia (Hanpmmep,

Mpasuno_1).

Y3en — B astom none Bbl66pI/ITe y3en u3 BblNagakwero cnucka. 3HaueHneMm no

YMOJTHaHUIO ABNAETCA UmeHem y3na, KOTopoe Bbl TOJIbKO YTO YCTaHOBUIIN.
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5.

o Uenb — B 3atom none Bbl6€pVITe LUenb M3 BbiMagarlollero crnucka. 3HadeHnem no

YMOIM4YaHUI0 ABNAeTCA UmeHem uenu, KOTOpPOE Bbl TOJIbKO YTO YCTaHOBUIIN.

[ ] Pacnucanne — B 3tom none Bbl6epVITe pacnncaHmne u3 Bbinagakowero Ccnucka.
3HauyeHuem no YMOJT4aHUKO ABNAETCA UmeHem pacnuncaHusa, KOTopoe Bbl TOJIbKO YTO

cosfanu.

e CocrtosHue — B aToM none ecTtb ABa BapuaHTa Bblbopa — Bknountb 1 OTKNOYNTD.
Bbibepute BknrouuTtb, 4TObObI NpaBuno BCTynuno B cuny. Beibepute OTKNIOUUTD,

YTOObI npaBuo oCTarioCb HeakTUBHbIM.

Haxmute 3akOHYUTb, YTOObI 3aBeplmnTb co3gaHmne HOBOro npasuna.

Btopow cnoco6:

1.

HaxmunTte kHonky [lo6aBuTb.... Bbl NnepengeTe B cneayoLlmin 3kpaH, Kak npeacTaBreHo Ha
puc. 4-57.

B none Uma npaBuna ykaxuTe nma (Hanpumep, MNpasuno_1).
M3 BbinagatoLlero cnucka Ysen Bbibepute Heobxoanumoe 3HaueHne nnu eoidbepute YTobbl
[06aBUTb HOBbIW CMUCOK Y310OB, HAXMUTE 34eCh.

M3 Bbinagatowero cnucka Llenb BbibepuTe HeobxoaumMoe HaMMeHoBaHMe W BblbepuTe
YT00bLI 06ABUTL HOBbIN CMUCOK Liefien, HaXXMuTe 3gech.

M3 Bbinagawowero cnucka PacnucaHue BbiIOepuTe HEOOXOAMMOE HauMeHoBaHue Wnu
BblOepuTe YTOObLI 4O6aBUTL HOBOE pacnucaHne, HaXMuTe 34ecCb.

B none CocTtosiHne BbibepuTe 3HadeHusi BknrouyeHo mnn OTKNKYeHOo, YToObl BKNHOUYNTb
UINN OTKIMOYNTL 3amnuch.

HaxmuTte kHonky CoxpaHUTb.

Mma npaewna:

Yaen: Yaen 1 v | Y106kl 00GAENTE HOELIA CIMCOK Y3MOE, HAXMWUTE 3MECh

Lene: Nwbaa yens ¥ Y1o0e 0o0aBMTE HOBEIA COMCOK LISNSW, HE¥MWTS SOSCE.
PacnucaHue: Beerpa ¥ | YToGwl 0053BUTL HOBOE DACMMCAHWE, HAMMWTE 30ECH.
CoCTOAHME: Brnwueno ¥

CoxpaHuTb Hazag

Puc. 4-57 [lo6aBUTb UM U3MEHUTb 3anucb KOHTPOns gocTtyna B IHTepHeT

Hanpumep, ecnu Bbl xotTute paspewuntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA poctyn K
canty www.google.com Tonbko ¢ 18:00 go 20:00 no cy66oTam M BOCKpECEHbAM U 3anpeTuTb
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ocCTarnbHbIM y3r1iam fokanibHOW ceTn JocTyn K VIHTepHeT, HeobXxoauMo NPeanpuHATL criegyoLime
JencTBus:

1.

HaxmuTte nogmeHio MpaBuno crieBa, YToObl BEPHYTbCA Ha cTpaHuuy Cnvcok npasun.
Bbibepute PaspelunTb naketam, He ykasaHbiM B MONMMTMKE KOHTPONSA Aocyna, npoxXoauTb
Yyepes MapLUpyTU3aTop.

PekomeHayeTcs, 4TOObI Bbl Haxanu KHorky MacTep HacTpOMKM, 4TOObl 3aBepLuUTb BCe
nocnenyroLwmne HacTPOMKN.

HaxmuTe KHOMKY noameHio Y3en crneBa, 4Tobbl nepentn Ha cTpaHuudy Cnvcok yanos.
Cospgante HoByto 3anuchk ¢ MimeHem yana Y3en_1 n MAC-agpecom 00-11-22-33-44-AA.

HaxmuTte nogmeHto Llenb cnesa, 4tobbl nepeiiti Ha ctpaHuuy Mvsa uenu. CosganTte HOBYHO
3anuck ¢ MmeHem uenn n JoMeHHbIM UMeHeM wWww.google.com.

Haxmnte nogmeHio PacnucaHue crieBa, 4TOObl MEpPEeNTM Ha CTpaHuly CO  CMMCKOM
pacnucaHuii. Cos3ganTe HOBYIHO 3anucb C MMeHeM pacnucaHus Pacnucanue 1, gHem
Cyb6oT1a 1 BockpeceHbe, BpemeHeM Hadana 1800 n BpemeHem 3aBepLueHunst 2000.

HaxmuTe nogmerto MpaBuno cnesa. Haxmute [lo6aBUTb..., YTOObl 4OBaBUTL CriegytoLLyto
HOBYIO 3anuCb.

e B none Umsa npaBuna cosgaiite ums npasuna. 370 MMS OOMKHO ObiTb YHMKamNbHbLIM.

Hanpuwmep, MNpasuno_1.
e B none Y3en Bbibepute Y3en_1.
e B none Uenb Buibepute Llenb_1.
e B none PacnucaHue Bbibepute PacnucaHuve_1.
e B none CoctosiHue BbibepuTe BkntoyeHo.

e  YT106blI COXpaHUTb HACTPOWKKN, BOCMONb3YNTECH KHOMKON COXpPaHUTb.

Mocne aToro Bbl BEPHETECH HA CTPaHULY YNpaeneHus npaBuniamm KOHTPOsS 4OCTyMNa U yBUanuTe

cnenyoLlyto Tabnuuy.

ID MmA npaguna Yaen Uens PacnucaHme BrknuuTe  H3MeHWTH

Mpaeuna_1 Yaen 1 Llent 1 Pacnucanue 1 td M3MEeHWTE ¥ 0anuTe

Bbl moxeTe uamMeHuTb MHdopmauuio B nonsx Ysen, Lenb wunu PacnucaHue, HaxaB Ha

COOTBETCTBYlOLYO 3anucb. Mnu, Bbl MoxeTe PepgakTupoBaTtb LEnyl 3anncb Ha cTpaHuue

[o6aBnTb NN N3MEHUTb 3aNnUCb AocTtyna K MHTepHeT, KOTOpagd noka3aHa HMXe.
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MMA npaeuna: Mpasuno_1
WMmA yana: Yaen_1
Tun agpeca: |P-anpec v
IP-agpec NoK. CeTH: 192.168.0.23 -
OnucaHue Lenu: Lene_1
Tun wenw: IP-agpec: r
IP Address: 192.168.0.23 -

MopT Ha3HAYEeHKA: -

MpoTokon: Bce v
CTaHOapTHLIA NOPT CePBHCA: -BribepuTe-- ¥
MMA pacnucaHua: Pacnucanue 1
OeHe: & HKawaed geHe BripaTts A8HE

MoH. BT. Cp. Yr. MAr. Cyb. Bockp.

Bpemsa: Beck ggHe - 24 yaca: &
Havano: (HHMM)
KoHew: (HuMn g
Tekyllee COCTORHKE: Brnounte v

CoxpaHuTb Hasan

Puc. 4-58
e Umsa npaBuna — Beeaute ums npasuna B AaHHoe norne. NoMHUTe, Y4T0 3T0 UMS JOIMKHO

ObITb YHUKaNbHbIM.

e HacTtporikn Yana — 3gecb Bbl MOXeTe uameHntb Nmsa yana, Tun agpeca nnm IP-agpec

NOK. CceTu. YUTuTe, YTo AaHHOE NpaBuIo 3aMeHUT NpeablayLuee.

e Pasgen HacTpoek Llenu — 30ecb Bbl MOXETE M3MEHUTb MHAOPMALMIO O Lenn. YUtuTe,

YTO AaHHOE npaBusio 3aMeHUT npeabigyuee.

e Hactponka PacnucaHue — 30ecb Bbl MOXETE M3MEHUTb WMHdopmauumio Pacnncanus.

YyTtute, 4To faHHoe npaBuiio 3aMeHuT npeapiayluiee.

e CoctosHne - B stom none Bbl Bbibupaete OTKMOYMTL MNu Bknounte gaHHoe
npaeuno. Ecnu Bbl BbIGepeTe BknounTb, TO NpaBuno OyaeTt 3agencteoBaHo. Haxmute

OTKNIOUYUTB, YTOOLI OTKMOUYNTL NPaBUIO.
Haxmnte CoxpaHuTb, YTOOLI 3aBEPLUMNTL HACTPONKY.

HaxmunTe Hasapg, 4ToObl BEpHYTLCSA Ha CTpaHUUy YNpaBneHns npaBunammn KOHTPOsst 4oCTyna.
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4.11.2 Y3en

BbibpaB meHto KoHTponb aocTtyna - Y3aen, Bbl MOXeTe NpoCMaTpuBaTh U yCTaHaBNMBaTb CNMCOK
Y3roB, KaK nokasaHo Ha puc. 4-59. Cnncok y3noB siBNsieTcs BaxkHbIM Ans [paBuna KoHTpons

pocTyna.

ID HWmAyana Hudropmauua HamMeHuTE

Yaen_1 IP: 192.168.0.23 MamMeHnTs ¥aanuts

HobaBuTb... || ¥OanuTs BCe

Mpeaelaywas | | Cnegyowaa | Texwwi Ne | 1 v |CTp.

Puc. 4-59 Hactpoliku yana
> MWma ysna — B 3Tom none otobpaaeTcsa onucaHue yana, KOTOpoe AOMMKHO ObITb

YHUKallbHbIM.

> WHdopmauma — 3peck otobpaxaeTcs MHopMaumsa no yany. 310 moxeT 6biTh IP unu

MAC-agpec.

>  W3MeHUTb — VI3MeHUTb Unu yaanuTb CyLLECTBYHOLLYIO 3aMnuChb.

Y100bI 4O6ABUTL HOBYIO 3anNUcb, HeO6Xo0ANMMO caenaTb criegyroLiee:

1.  HaxmuTe kHonky [lo6aBUTh....

2. B none Pexum Bbibepute IP- unn MAC-agpec.
o [lpu BbIGOpPE IP-agpeca NosiBUTCS OKHO, Kak NMoka3aHo Ha puc. 4-60.
1) B none Ums y3na ykaxxuTe ero yHukanbHOe onucanue (Hanpumep, Y3sen_1).
2) B none IP-appec nokanbHon cetn BBeamnTe IP-agpec.
e [lpu BbIGope MAC-agpeca NosBUTCA OKHO, Kak NokasaHo Ha puc. 4-61.
3) B none Umsa y3na ykaxnte ero yHukanbHoe onucaHue (Hanpumep, Ysen_2).
4) B none MAC-appec ykaxute MAC-aapec.

3. Haxwmute kHonky CoxpaHUTb, YTOObI COXPaHUTb COEMNaHHbIe N3MEHEHUS.

YTtobbl yaanutb BCe 3anncu n3 Tabnuupbl, BOCNONb3ynTech KHOMKOW YaanuTb Bce.

YT06bI NEepenTn B creaytoLlee okHO, BOCNONb3ynTech kHonko Cneayrowas. Ytobbl BEpHYTLCS B

npeablayliee okHO, BOCMNOSb3ynTeCh KHoMkon MpeabiayLuas.
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NobaBUTL UMK U3MEHUTEL 3aNKCh NO y3ny

Pesum: IP-agpet v
MMA yana:

IP-agpec NoKansLHOW CETH: =

| CoxpanuTs | | Hasan |

Puc. 4-60 [Jo6aBUTb UM U3MEHUTL 3anuUCb MO y3ny

[ob6aBuTb UMW U3MEHUTL 3aNUCh Mo y3ny

Pemum: MAC-anpec v
HmA yana:

MAC-agpec:

| CoxpaHute | | Hazag |

Puc. 4-61 Jo6aBuTb UM U3MEHUTb 3anuchb y3na

Hanpumep, Bbl XOTUTE OrpaHny4nTb OOCTYN K MIHTepHeT-pecypcam gnsa y3na ¢ MAC-agpecom
00-11-22-33-44-AA. [Ins 3TOro Heo6xoaMMo NpeanpuHATL cnegyowme AeNCTBuUS:

1.

4.
5.

HaxmuTe kHonky Jlo6aBUTb... (CM. puc. 4-59), 4ToObl Nneperitn Ha cTpaHuuy JobaButb nnm

N3MEeHUTb 3anncb Mo yany.
B none Pexum Bbibepute 13 BbinagatoLlero meHo sHavyeHne MAC-agpeca.
B none Ums y3na ykaxute ero yHukanbHoe onucaHue (Hanpuvep, Ysen_2).
B none MAC-agpec Beeante 00-11-22-33-44-AA.

Haxmunte KHOMKY COXpaHVITb, YTOObI COXpaHuUTb caenaHHble NBMEHEHUA.

Mocne aToro, BepHyBLUMChL B OKHO HacTpowku y3na, Bbl yBUaUTE CreayroLunin CrMcok.

ID WMmAyana Wudropmauymua HaMeHHTL
1 Yaen_1 IP: 192 168.023 M3MEHWTE ¥ NANUTE
2 Yaen_2 MAC: 00-11-22-33-44-AA MaMEHNTE ¥ 0anuTE

| DoOaeuTe... || YaanuTe Bre |

| Mpeabigywjan | | Cregyiowas | TexumiNe. |1 v |CTp.

4.11.3 Uenb

BbibpaB KoHTponb goctyna - Llenb, Bbl MOXETE NpoCMaTpMBaTh U HAcTpamBaTb CMUCOK LieNnen,

Kak NokasaHo Ha puc. 4-62. Cnucok uenen Heobxoanm ons MNpaBuna KOHTpons goctyna.
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ID  HMMmA uenu WHbopmaumA HiMeHHTE

1 Lenk_1 182.168.0.23 N3meHWTE ¥OanuTe

| NoGaeuTh. .. I YOanuTe Bce |

| Mpeabiaywas | | Cregywowan | TekywuiNe. |1 v |CTp.

Puc. 4-62 Hactpoiikn uenm

> Wma uenn — B 3TOoM none oTobpakaeTcs onucaHuve Uenu, KOTopoe [OMKHO ObiTb
YHUKanbHbIM.

UHdopmaumna — Liensto moxeT 6biThb IP-agpec, nopT unv A0OMEHHOe NUMS.

N3MeHUTb — VI3MEHUTb MW yaanuTh CyLEeCTBYOLLYIO 3anucChb.

Y100bI 4O6aBUTHL HOBYHIO 3anNUcb, HeO6XO0AUMO caenaTb criegyroulee:
1. HaxwmwuTe kHonky [lo6aBUTH ....
2. B none Pexum BLIGepute IP-agpec unm gOMeHHoe UMs.

3. Tlpwu Bbibope IP-agpeca nosaBuTCA OKHO, Kak NpeAacTaBreHo Ha puc. 4-63.

Pexum: IP-anpec v
WmA yenu:
IP-agpec: =
MopT Ha3HaYeHNA: =

MpoTokon: Bce ¥

CTangapTHLIA NOPT CepeMca: -Buibepurte-- ¥

| CoxpaHuTte | | Hazag |

Puc. 4-63 [Jo6aBWTb UM U3MEHWUTb 3anucb AOCTYMa Lenu
1) B none UmMsa uenu HeobxoamMMo ykasaTb YHUKanbHOe uMsa uenu (Hanpumep, Lens_1).
2) B none IP-agpec ykaxuTte IP-agpec uenw.

3) Bbibepute o6wmii cepBuC M3 BbiNagarowero cnucka B none CraHAapTHbIA NoOpT
cepBMUCa, C TeM, YTOObI aBTOMAaTMYECKM 3anonHuTbL none MNMopt Ha3HaveHus. Ecnv B
cnucke CTaHAAPTHLIA NOPT CepBUCa HE COOEPXKNUTCS HY>KHOrO BaM CepBuCa, yKaxuTte

3Ha4veHune MNMopTa Ha3Ha4YeHUs BPY4HYIO.
4) B none MNpoTtokon BLIGepuTe 3HayeHne TCP, UDP, ICMP unu BCE.
4. Tlpwn BbiGope onunn [JoMEHHOE UMS Bbl OKaXXeTeCb B CrieyoleM OKHe, Kak NokasaHo Ha

puc. 4-64.
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Pexum: Homenroe umAa ¥
HmA wenu:

OomeHHDE MMA:

CoxpaHuTek | | Hasag

Puc. 4-64 [Jo6aBuTb UM U3MEHUTb 3anucb JOCTYNa Lenu
1) B none Mma uenu Heobxoaumo ykasaTb yHUKansHoe nMs Lenu (Hanpuvep, Lens_1).

2) B none [JomeHHOe UMS Bbl MOXETE BBECTM JOMEHHOE MMS, MOMHOe UMSA UMK KI4YeBble
cnoea MMeHu (Hanpumep, google). Jlloboe gOMEHHOE UMS C KNOYEBbLIMU CIIOBaMU B HEM
(www.google.com, www.google.cn) 6yaeT paspeLlueHo unu 3abnokuposaHo.

5. Haxmute kHonky CoxpaHuTb.

YToObl 04MCTUTL Tabnunuy, BOCNONb3YATECH KHOMKON YAAanuTb BCe.

UTto6bI NnepenT B criefytoLlee OKHO, BOCMONb3ynTech kHomnkon Cnegyrowasn. HYtobsl BepHYTLCS B

npeabiayliee okHO, BOCNomb3ynTeck kHonkoi Mpeabiaywas.

Hanpumep: Bbl xoTUTe orpaHuyunTb goctyn Kk MIHTepHeT-pecypcamM Ans yana fokanbHON cetu ¢
MAC-agpecom 00-11-22-33-44-AA 1 paspelntb eMy JOCTYN TONbKO K canTy www.google.com.

[ns aToro Heo6xoaUMO NPeANpPUHATL CrieaytoLLme AeACTBUSA:

1. Yto6bl 4O06GABUTL UM U3MEHUTb 3aMUCb Lenu AoCTyna, HaxmuTe kHonky [lo6aBuUThb..., kak

nokasaHo Ha puc. 4-62.
B none PexwuM 13 BbinagatoLlero cnvcka Bblbepute JOMEHHOE UMS.
B none Umsa uenu Heobxoammo co3agaTh yHUKanbHoe nvd Lenu (Hanpumep, Lens_2).

B none JomeHHOe ums BBEANTE WwWw.google.com.

a >~ »w DN

YTo6bl COXpaHUTb HACTPOWKKM, BOCMOMNb3yNTECh KHOMKON CoXpaHUTb.

Mocne aToro, BepHyBLUMChH B OKHO HacTporiku uenu, Bbl yBUaANTE CreaytoLnin CrINcok.
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ID  WMA wenw Hudopmauma HaMeHHTE
Uens_1 192.168.0.23 M3ameHnTe Yo0anuts
2 Uens_2 wWww.google.com MamMeHWTs ¥0anute
NobaBuTb... || YaanuTe Bce
Mpeabiayasn Cneaywulas | Tekywwi N2\ { v |CTp.

4.11.4 PacnucaHue

BribpaB KoHTponb goctyna — PacnucaHue, Bbl MOXETE NpoCMaTpUBaTh U ONpeaensiTb CrMCOoK

pacnucaHun,

KaK npeacraeneHo Ha puc.

4-61. Cnucok pacnucaHui Heobxogum Ons

(bYHKLMOHMPOBaHWS NpaBmna KOHTPONs AoCcTyna.

ID WMmA pacnMcaHuA OeHb Bpema HaMeHNTb
Pacnucanne_1 Kamakii AeHs 00:00 - 24:00 M3amMeHWTs YOanuTe
NobaenTk... || YOanuTe Bce
Mpeabiaywas | | Creayoujas | Tekywuii Ne.| 1 v |Cp.

Puc. 4-65 HacTponku pacnmcaHus

> WmA pacnucaHua — B 3TOM none CoOAepXMTCA ONUCaHWe pacnmcaHusi, KOToOpoe LOIMKHO
ObITb YHUKAIbHbIM.

»>  J[eHb — YKkasbiBaeTca AeHb (UNn OHWN) Hegenu.

> Bpewms — Yka3biBaeTCs BPEMEHHOW NEPUOA.

>  W3meHuTb - PegakTmpoBaHme nnn yaaneHue CyLecTBYOLLEro pacnnucaHus.

Y106bI AO6ABUTL HOBOE pacnMcaHue, HeobxoauMo caenaTb crnegyloulee:

1. HaxmuTe kHonky Job6aBuTb... (CM. puc. 4-65). [JOIMKHO NOSBUTBLCS Creaylollee OKHO (CM.

puc. 4-66).

2. B atom none ykaxute yHuMKanbHoe MMsi pacnucaHus. menTte B BUAY, YTO 3TO UMS OOITKHO
ObITb YHUKanbHbIM. (Hanpumep, PacnncaxHve_1).

3. B none AdeHb yka3sbiBaeTca AeHb (OHW) Hegenu.

4. B none Bpems MOXHO BblIbpaTh KPYrioCyTOYHO MK 3a4aTb BPEMEHHOW Neprog, Npy NOMOLLIM
nonen Bpemsi Hauana u Bpems 3aBepLueHus.

5. YT06bI COXpaHUTL CAenaHHble HAaCTPOWKKN, BOCMONb3yNTECH KHOMKOM COXpPaHUTD.

Y1o6bl ouncTuTb Tabnuuy, BOCNONb3yNTECH KHOMKOW YAanuTb Bce.
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YUTto6bI NnepenTu B criefytoLlee OkKHO, BOCMONb3ynTech kHomnkon Cnegyrowas. HYtobsl BepHYTLCS B

npeabiayliee okHO, BOCNOmb3ynTeck kHonkoi Mpeabiaywas.

WMA pacnucaHua:

W Ha MapupyTizaTope.

OeHb: s Hamaelil neHe BrIOpaTte AeHE
MaoH. BT. Cp. Hr. MAT. Cyb. Bockp.
Bpema: BCE OHM - 24 yaca: [«
Havano: (HHMM)
Konew: (HHMM)
CoxpaHiuTb Hasag
Puc. 4-66 HacTponkun paclumpeHHOro pacnmcaHus

Hanpumep: Bbl xoTuTe orpaHMunTb AOCTyn K VIHTepHeT-pecypcam ans yana ¢ MAC-agpecom

00-11-22-33-44-AA 1 pa3pelnTb emy JOCTYN K canTy www.google.com Tonsko ¢ 18:00 go 20:00

no cy66otam 1 BoCcKpeceHbAM. [1nsa 3Toro Heobxoanmo caenaTb crneaytoulee:

1) HaxmuTe kHonky Job6aBuUTb... (CM. puc. 4-65), 4ToObI NeperTn B OKHO [JOMNOSHUTENbHLIE
HaCTPOWKN pacnmcaHus.

2) B none Wma pacnucaHuMs HeobxoAumo co3daTh YHUKANbHOE pacnucaHue (Hanpumep,
Pacnucanve_2).

3) B none [deHb BbibepuTe BoibpaTh AeHb 1 ykaxuTte Cy6. n Bockp.

4) B none Bpemsa B nonsix Ha4yano n KoHew ykaxxnTe, cooTBeTcTBEHHO, 1800 1 2000.

5) Haxmute kHonky CoxpaHUTb, YTOObLI COXpaHUTb HACTPOMKN.

Mocne aToro, BepHyBLUMCb B OKHO HacTporiku pacnucaHus, Bol yBUAUTE CrieayoLmii CINCOK.

ID MMA pacnUcaHuA
Pacnucanne_1

2 PacnucaHue_2

OoBaBuTb....

OeHs

MoH. BT. Cp. YT. MNAT.

Kawaei aeHe

YOanuTb BCe

Bpema HaMeHHTb
08:00-20:00 MamMeHuTs Yoanws
18:00 - 20:00 M3MEHUTE YoannTe

MpenboyLan Cne

ayoLLan

Tekywnmia Mg | 1 v |CTp.
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4.12 PacwumpeHHble HaCTPOUKM MapLupyTU3auum

PacmmpeHHbie HACTPOoKM MApIIPYTMIaLIMKM

- CNWCOK cTaTMMeCKMX MaplpyToR

- Tabnuua MapupyTnIaumm

Puc. 4-67 PaclumpeHHble HacTPONKN MapLupyTmusauum

B MeH PaclumpeHHble HacTpoOWMKM MapLupyTM3aluu, Kak nokasaHo Ha puc. 4-67, ecTb OBa
noameHio — CNMCOK cTaTuvecknx mapwpyTtoB 1 Tabnuua maplipytusauuun. Haxae ux, Bbl

CMOXeTe HacTpOuUTb COOTBETCTBYOLLME DYHKLMM.

4.12.1 Cnncok ctatM4ecKux MapLipyToB

BbibpaB MeH PaclwmpeHHble HacTpoOWkM MaplipyTusaumm — CnuMcoK cTaTUyecKux
MapLpyToB, Bbl MOXETe HacTpamBaTb MapaMeTpbl CTAaTUYECKOMW MapLupyTu3aumMm B OKHe,
npeacTtaBneHHoM Ha puc. 4-68. CtaTnyeckuii MapLUpyT — 3TO 3apaHee onpefeneHHbIn NyTb, No

KOTOPOMY ceTeBbl€ AaHHble nepeMeLllatoTCAa K KOHKPETHOMY Yy3iy Ui CeTwn.

Crn1coK CTaTUMECKUX MapLUPYTOB

1] IP-appec HazHaYeHHA Macka noaceTn (CHOBHOM W3 CocToAHHe HineHHTE

[ DofaewTh HoBvO... |

Puc. 4-68 Cnuncok ctatuyecknx MapLupyToB

Y106bI 4OOABUTL 3aNUCb MapLUPYTU3aLMKM, HeobXxoaAMMO caenaTthb criegyloLlee:

1.  Haxmute kHonky [lo6aBUTL... OTKPOETCA OKHO, MpeacTaBneHHoe Ha puc. 4-64.

HNobaBUTL MMM M3MEHWTE 3anKch B Tabnuue cTatTM4YecKOW MaplIpyTU3aUM1

IP-agpec Ha3HAYeHKWA:
Macka noaceTu:
OCHOBHOW W3

CocToAHmne: Brnroueko r

| Coxpanute | | Hasag |

Puc. 4-69 [1lo6aBuTb UM U3MEHUTb 3anuUcb B Tabnuue ctatMyeckon MapLupyTM3anmu

2. Heobxogumo ykasaTb criegytolime gaHHble.
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L] IP-a.qpec Ha3Ha4veHusa — 370 agpec cetn unn yara, KOToOpomMy Bbl XOTUTE Ha3HaYUTb

CTaTUYECKNI MapLUPYT.

e Macka nogcetn — OnpegensieT, kakasi 4acTb |P-agpeca oTHOCUTCS K CeTH, a Kakasi K
yany.
e OcHoBHOM W3 — IP-agpec wni3a, TO eCcTb YCTPOMCTBA, KOTOpoe obecnednBaet

B3aMMOAENCTBIE MEXAY MapLIpyTU3aTOPOM U CETbIO/Y3MOM.

3. W3 Bbinagatowero cnucka B none CoctosiHne HeobxoaMmo BbiOpaTh 3HavyeHe BknrouyeHo

unn OTKNIOYeHo.
4. Y10Obl COXpPaHUTb cOeNaHHbIE N3MEHEHUS, BOCMNONb3yNTECh KHOMKOM COXpaHUTb.
Opyrve HacTporkun onsa sanncen:
YTtoObl yganuTb 3anncb, BOCMOMb3yNTECh KHOMKOW YAanuTb.
YTtoObl akTMBMpPOBaTL BCE 3anmncu, BOCMNOMb3yNTECH KHOMKON BKNounTb BCe.
YUTtobbl caenaTb BCe 3anncu HeakTUBHBLIMKW, BOCMNOSbL3YNTECH KHOMKOVM OTKIOYNTL BCe.
YToObl yoanuTb BCe 3anncu, BOCMONb3YMTECh KHOMKON YAanuTb BCe.

YT06bI NEepenTyn B cneaytoLlee OkKHO, BOCNONb3ynTech kHonko Cneayrowasn. Ytobbl BEpHYTLCS B

npegblayLiee okHO, BOCMNOMb3ynTeCh kKHoMkou MNMpeabiaywias.

4.12.2 Tabnuuya mapLipyTusauum

BbibpaB MeHio PacwmpeHHble HacTPOMKU MaplupyTtusauum — Tabnuua mapLipyTtusauuu, B
OTKpbIBLLEMCA OKHE Bbl yBuaute Tabnuuy mapluipytusaumm (Kak nokasaHo Ha puc. 4-66).
Tabnuua MapwpyTu3aumm no3BonseT npocMaTpuBatb BCe  MCMOMb3yemble  3anucu
MapLupyTusaumm. Onsa kaxgon ctaTeu oTobpaxatoTca |P-agpec HasHavyeHusi, Macka noaceTw,

LLSHO3 M HTEpPdeNC.

ID IP-anpec Ha3HaA4YeHHA Macka noacerd W3z WHTepipeic
1 19216800 1562652550 0.0.00 LAk B ALAR
217230740 2552552550 0.0.0.0 AN
3 0000 0.0.0.0 172.30.741 AN

Puc. 4-70 Tabnuua maplipytusaumm

> IP-appec HasHayeHus — CeTblo Ha3HaYeHUs SBMsSieTCS agpec CeTU MUK yana, K KOTOpomy
HasHa4eH CTaTUYeCKNn MapLUpyT.
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> Macka noacetu — Macka nogcetu onpependeT, Kakada 4acTb IP-ap,peca OTHOCUTCA K CETH, a

Kakasi K yany.
> W3 — |IP-agpec wnio3a, T.e. YCTPOWCTBA, KOTOpoe obecneuvMBaeT B3aMmodencreue

MeXay MapLUpyTU3aTOPOM U CETbHO/y3rOM.

> WHTepcdenc — B nHtepdence otobpaxatoTcs cBegeHms o Tom, npuHaanexut nun IP-agpec
Ha3HayeHus LAN (nokanbHow nposogHon cetn) u WLAN (nokaneHown 6ecnpoBoaHON ceTu)

unn WAN (UHTepHeT).

4.13 KoHTponb NponycKHOMU COCOGHOCTU

KoHTpONk NPONYCKHOW cnocoGHOCTH

- MNapaMeTpbl KOHTPONA

- Cnucok npaenwn

Puc.4-71 KoHTponb NponyckHOWM cnocobHOCTU

MeHio KOHTpOnb npoOnMycKHOM CMOCOGHOCTU coaepxMT [ABa noameHw — [lapameTpbl
KOHTponsa u Cnucok npaBun (cM. puc. 4-71). [Ans HAaCTPOMKN HY>XHON OyHKUMK BbibepuTe
COOTBETCTBYHOLLEE MEHK. Hmke npuBogutca nogpobHOE OonucaHue ANs KaXOAoro M3 aTmux

NOAMEHIO.

4.13.1 NapameTpbl KOHTPONSA

Bbibpas KoHTponb nponyckHoW cnocobHoctu — [lapameTpbl KOHTpORs, Bbl CMOXeETe B
crnegyloweM OKHe HacTpamBaTb 3HAYEHUSA BXOASLLEro M ucxopgswlero Tpaduka. 3agaBaemble
3HaveHnst He gormkHbl npeBbiwaTtb 100000 Kéut/c. [Ana onTumanbHOro KOHTpons, BeidepuTte Tun
NUHUK K cnpocuTe y nocTaBlumka HTepHeT-ycnyr obuee 3Ha4YeHMe BXOOSLIErO N UCXOOSALLErO

Tpaduka.

MapameTpbl KOHTpONA

BEMHHKTE KOHTPOMN b NONOCH! NPONY CKAHWA:
THN NHHKK: » ADSL Opyraa
WCcxopAwan nonoca Npony cKaHKa: 512 Kgumic
Bxopauwan nonoeca Npony cKaHKA: 2048 KEutic
CoxpaHuTe

Puc. 4-72 MNapameTpbl KOHTPOnS

> BKNOYMTL KOHTPONb Nonockbl NponyckaHua — OTMeTbTe 3Ty SYENKy, YTOObl HACTPOMKK

KOHTPOJA NMOJI0OChbI MPONYyCKaHUA BCTYNUIIN B CUITY.
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> Tvn nuHuM — Boibepnte npaBunbHbIA TUN Ballero noaknoyeHus. Ecnm Bbl He 3HaeTe, Kakon

BbIGpaTh, 06paTUTECH K BalLleMy NnocTaBLUMKy VHTepHeT-ycnyr.

> Wcxopawas nonoca nponyckaHusa — CKOpOCTb Ucxoasiwero Tpadurka, npoxodsLlero Yepes
nopt WAN.

> Bxopswas nonoca nponyckaHma — CKOPOCTb BXOAALLEro Tpadumka, NpOXoasiero Yepes
nopt WAN.

4.13.2 Cnncok npaBun

BbibpaB KoHTponb nponyckHon cncobHocTu - CNMCOK npaBun, Bbl CMOXETE NpoCcMaTpuBaThb

M HacMaTpmBaTb NpaBuiia KOHTPOSA NONOChI NPONYCKaHUA, KakK NoKa3aHO Ha PUCYHKE HUXe.

VicxonAwas nonoca nponyckadHnA(KonTc |BxogAuan nonoca npamyckadnalKonTic)
D Onucanue BHmoUNTH MameHn T
MWH. Make. MuH. Make.
B HacToOAWES BPEMA CIWCOK MyCT.
Oo0aBuTh. .. YOanuTL BCe
NpenbliayLlas Crefyollan | Tekywwi Ne| 1 v |CTp.

Puc. 4-73 Cnucok npasun

>  OnucaHue — CogepxuT MHbopMaLMIo Mo NpaBunam, HanpyMep AnanasoH aapecos.

\4

Ucxoaswaa nonoca nponyckaHusas — B aTtom nomne otobpaxaeTcsas umHdopmaumsi no
MakcMMarnbHOMY W MWHMMAnNbHOMY 3HA4YeHUKO MONochbl Anda ucxogsawero Tpadwmka,

npoxogswero yepes WAN-nopt. 3HadeHune no ymonyaxuio 0.

> Bxogswaa nonoca nponyckaHua — B 3tom none oTtobpaxaetrca wuHdopmauus no
MaKCUManbHOMY W MWHMMaribHOMY 3Ha4YeHMIO TMONOChbl Afs  BXOAsAWero Tpaduka,

npoxogswero yepe3 WAN-nopt. 3HadyeHune no ymonyaxuio 0.
>  BknouuTtb — 3T0 None coaepXnt MHOPMaLIMIO MO COCTOSHUIO MpaBuna.

»> WNameHuTb — PepaktnpoBatb npasuno. Ytobbl yaanuTb NpaBuio, BOCMNONb3YNTECH KHOMKOW

Yoanutb.
Y100bI [06aBUTbL UMM WU3MEHUTb NpPaBuUNO ynpaBrieHUs NONocoM npPonycKaHuA,
HeobxoguMo caenaTthb creaytollee:

1. Haxmute kHonky Ao6aBuUTb... (CM. puc. 4-73). JOmKHO OTKPbITbCS OKHO, Kak NokKasaHo Ha
puc. 4-74.

2. Bseaute cnegyrowme gaHHble.
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HacTpoikn npaBun ynpaeneHus Nonocoi NponyckaHuA

BEAHMUTE: td

OuanazoH IP-agpecoe: =
[Wana3oH NOpPTOB: =
MpoTokon: Bce ¥

MWH. nonoca npomyckadwAlKonTic) Makc. nonoca npomyckannAKeuTic)

Mcxoaawan nonoca npony ckaHua: 0 0
Bxogawans nonoca NpenycKaHuA: 0 0
| Coxpanute | | Haaag |

Puc. 4-74 HacTtponkn npasuna ynpasneHus nornocon nponyckaHus

e BknouuTb - Bbl MOXeTe BKNIOYMTb NPaBUIIo, OTMETUB SYENKY.

e [unanasoH IP-agpecoB - Ykaxute guanasoH |IP-agpecos.

e [nana3oH nopToB - YKaxuTte gManasoH NOpTOB floKanbHOW CETU.
e [poTokon - Bbibepute npotokon (TCP, UDP, TCP/UDP).

[ ] UcxopAawaa nonoca nponyckaHumA - B atom none YKaxute Mchopmau,vno o
MakCcMmMmalibHOM W MWHUMalNbHOM 3Ha4YeHUU TMoJsiIoCbl OnA  Mncxogdallero Tpa(bvu(a,

npoxogsiwero Yyepe3 WAN-nopt. 3HavyeHne no ymon4yanuio 0.

e Bxogswaa nonoca nponyckaHuss - B 3TOM none ykaxute WHgopmaumio o
MakCcMmanbHOM W  MWMHUMMAafbHOM 3HadYeHWW MOonochbl ANd UCXogsawero Tpaduka,

npoxogswero yepe3 WAN-nopt. 3HavyeHue no ymon4daHuio 0.

3. HaxmuTte kHonky CoxpaHuUTb.

4.14 lNpuBaska IP- n MAC-agpecosB

lMNpueAzka IP- » MAC-anpecor

- MapameTpbl NPMBAIKA

- Tabnuua ARP

Puc. 4-75 Mentio MNMpussaska IP- u MAC-agpecos

MeHto CeasbiBaHue |IP n MAC-agpecoB cogepXut ABa nogmeHto (cMm. puc. 4-75) — NapameTpsbl
npuBAskn 1 Tabnuua ARP. YT0Obl HACTpOUTb HYXHYIH PYHKUMIO WK MOCMOTPEThL ee
napameTpbl, BbIbepuTe COOTBETCTBYIOLLMI arieMeHT. Hnxke npmBoamTca nogpobHoe onvcaHme no

KaXkgoMy NOAMEHIO.

4.14.1 NMapameTpbl NPUBA3KU

[aHHoe OKkHO comepxuT Tabnuuy MapameTpbl NPUBA3KU, B KOTOPYD Bbl MOXETE€ BHOCUTb

HeobxoauMble n3MeHeHust (CM. puc. 4-76).
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MapameTpbl NPUBA3KK

CeAsbiBanue ARP: ®) OTHNIOUATE BrniounTe
CoxpaHuTb
1D MAC-agpec IP-appec Cenazatb W3meHuTs
Cnncok mycT.
| JoGaBMTL... | | BKNiOYKTL Bee | | OTKNIOYMTL BCe | | YAanuTh Bee | | Haitw |

| Mpeaeioywas | | Cnegyowan | TewwuiNe |1 v | Cip.

Puc. 4-76 MNapameTpbl NpUBA3KN

>  MAC-agpec — MAC-agpec KOHTPONMPYEMOro KOMMbIoTEpa NoKarbHOW CeTu.

>  IP-agpec — HasHa4yeHHbIN IP-agpec KOHTpONMpyemMoro KoMnbloTepa nokansHon ceTu.

> CBaAsartb — Bknountb pyHKLMIO CBSA3bIBaHUA ARP.

> N3MeHUTb — VI3MeHNTb 1nn yaannTb CyLLECTBYIOLLYIO 3anuchb.
YTobbl akTMBMpPOBaTb BCE 3anucu, BOCMONb3yMNTECh KHOMKON BknounTb Bee.

YTo6bl yaanuTb BCe 3anucu, BOCMOSb3yNTECh KHOMKOM YaanuTb Bce.

Ecnn Bbl xoTnTe fOo6GaBUTL UNKM N3MEHUTb 3anncb ceasbiBaHusa IP 1 MAC-agpecoB, HaxmuTe

KHoOnky Jlo6aBuUTb... unn Namenntb. Nepea BamMmn OTKPOETCHA OKHO, MpeacTaBfieHHOE Ha puC.

4-77, B KOTOPOM Bbl MOXETE 400aBUTb NN NU3MEHUTL 3aMuUCh.

MapameTpbl cBA3LIBAHWA IP 1 MAC-agpecos

CBA3arb:

MAC-anpec: | |

IP-anpec: | |

| Coxpanwte | | Hasag |

Puc. 4-77 MapameTpbl cBAsbiBaHus IP- 1 MAC-agpecoB

Y100bI po06aBuTL 3anucb cBA3biBaHuA IP- n MAC-agpeca,

cnepymoulee:
1.  Haxmurte kHornky [lo6aBuUTb... (CM. puc. 4-76).
2. Yrkaxute MAC- un IP-agpec.

3. Bbibepute adeliky Cesasatb.
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4. Yt0o6bl COXpaHUTb COENMaHHbIE N3MEHEHNS, BOCMOMb3YNTECH KHOMKOM COXPaHUTb.

Y106bl M3MEHUTb UMM YyAanUTb YXe CYLLeCTBYHIOLYK 3anucb, Heo6xoauMo cpaenaTb

cnepymluuee:
1. Bbibepute 3anuco B Tabnumue.

2. B konoHke U3meHUTb BbiIbepuTe, COOTBETCTBEHHO, U3MeHnTb nnn Yoanutb.

Y106bI HANTK CYLECTBYHOLLYIO 3aMNuCh:
1.  Haxmute kHonky HanmTwm, Kak nokasaHo Ha puc. 4-76.
2. Beegute MAC unu IP-agpec.

3. Haxmute kHonky HanTh, kak nokasaHo Ha puc. 4-78.

Haiiti sanvce npueasku IP- 1 MAC-agpeca

MAC-anpec: | |

IP-anpec: | |

I MAC-anpec: IP-appec: Ce3Aatk JIMHK
1 00-0A-EB-D0-07-5F 192.168.0.101 Ha okHo

Puc. 4-78 Hawtu 3anucb npussasku IP- 1 MAC-agpeca

4.14.2 Tabnuua ARP

Onsa ynpaeneHnss KOMNbIOTEPOM Bbl MOXETe BeCTW HabriogeHne 3a KoMmnbloTepamMu fokanbHON
cetun, npoeepsasa cBsA3b MAC- n IP-agpeca B Tabnuue ARP. Takke Bbl MOXeTe MpPOM3BOAUTb
HaCTpOVKy anemMeHToB Tabnuubl ARP. B pgaHHOM oOkHe oTobpaxaetcs Tabnuua ARP. Ona
COAEPXUT MHGOPMaLMIO MO uMmeloMMces 3anucam ceasbiBaHus IP 1 MAC-agpeca (cm. puc.
4-79).

1D MAC-agpec IP-agpec CocroAHwe  Hactpomka
1 50-E5-49-1E-06-80 192.168.0.200 He ceazaxo 3arpy3nTb Yoanwrs

| CeAsaTh Bee | | 3arpyauTh Bee | | OGHOBMTS |

Puc. 4-79 Tabnuuya ARP

» MAC-agpec — MAC-agpec KOHTPONMPYEeMOro KOMMbOTEPA FNOKaINbHOM CETU.
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» IP-appec — HasHauyeHHbIN IP-agpec KOHTPONUMPYeMOro KoMnboTepa NoKansHOM CeTu.

» CocTtosiHue — B 3aTOoM none cogepxutcsa MHoOpMaLmMsa No HANUMYMK UM OTCYTCTBUIO CBSI3U

MAC- n IP-agpeca.
» HacTtpouka — 3arpy3uTb Unv yaanuTb 3NIEMEHT.

e 3arpy3utb — 3arpy3nTb 3fieMeHT B cnmcok ceasbiBaHua MAC- u IP-agpecos.
e Ypanutb — YOanuTb aNEeMEeHT.

UToObl MPON3BECTM CBA3LIBAHNE AN BCEX TEKYLUMX 3anncen, BOCMONb3ynTeck KHONKon CBaA3aTb

Bce (PyHKUMSI 4OCTYMHA TOSBKO NMOCe akTMBaLun 3anuncen).
YTo06bl 3arpy3nTb BCE 3anMcy B CINCOK, BOCMOMb3YMNTECH KHOMKOW 3arpy3uTb Bce.
Y106bl 06HOBUTL MHGOPMALMIO, BOCMONb3YNTECH KHOMKON OOHOBUTL.

& TlMpumevaHme:

3anucb He MOXeT ObITb 3arpykeHa B Tabnuuy cesasbiBaHusa IP 1 MAC-agpecos, ecnu IP-agpec
3anucu yxxe Obin 3arpykeH paHee. B aTom cnydae nosiBUTCS OKHO C coobLieHnem o6 omnbku.
AHanorn4yHo yHkumsa "3arpyauntb Bce" 3arpy3uT TOMbKO Te 3anncu, KOTopble He nepecekarnTcs C

3anncamu, yxe nMmerwmMmnca B Crincke.

4.15 OuHamunyeckun DNS

Mpu BoIGOpe MeHo AuHamuyeckuit DNS BbI MOXeTe onpenensaTb napameTpbl paboTbl yHKLNN.

MapwpyTtnsatop pacnonaraet gyHkunern DDNS (Dynamic Domain Name System), kotopas
AenaeTt BO3MOXHbIM XOCTUHT cainTa, FTP- nnu noutosoro cepBepa ¢ PUKCMpPOBaHHbIM JOMEHHbIM
nMeHem (KOTOpOe Bbl yKasblBaeTe camu) M OUHAMUYECKMM afpecoM. ITO MO3BOMSET BaLIMM
APY3bsiM MOAKNIOYaATbCA K BalleMy CepBepy, ykasaB AOMEHHOE WMsi BHE 3aBMCUMOCTU OT
3HayeHus IP-agpeca. Mepea  Havanom NCNonb30BaHUS dyHKLMK Heobxogumo

3apernctpupoBaTbest y npoarngepa DDNS-cepBuca, Hanpumep www.comexe.cn, dyn.com/dns

nnn www.no-ig.com. OT noctaBwuka l/IHTepHeT-ycnyr Bbl NOJNTy4UTE NAPOJSIb UMK KITHOY.

4.15.1 Comexe.cn DDNS

Ecnn B kauecTBe npoBamngepa DNS-cepBuca 6bin BbibpaH www.comexe.cn, A0SMKHO MNOSIBUTHCA

OKHO, nokasaHHoe Ha puc. 4-80.
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Mpoeadgep cepeuca: Comexe { www.comexecn) ¥ MNepelTH K pErMETpaLMA. ..

LOMEHHOE WMA:
LoMEHHOE MMA:
LOMEHHOE WMA:
LOMEHHOE MMA:

LOMEHHOE WMA:

MmA nonkw3oBatens:

Mapone:
Brnmiounte DDNS
CoOCTOAHWE NOQENHYEHHA: DDMNS3 He zanmyckaeTcAl
BoidTu Bilitu
CoxXpaHuTb

Puc. 4-80 Hactporikn Comexe.cn DDNS

IOnsa yctaHoBku napameTpoB DDNS Heo6xoanMo BLINONHUTL crieayloline AeNcTBUA:

1. [lomMeHHOe WMsi BBeOWTE COOTBETCTBYIOLLIEE 3HAYEHWE, MONyYeHHOE OT MNOCTaBLUMKa

WHTepHeT-ycnyr.
2. Yxkaxute UMAa nonb3oBaTens y4eTHOW 3anumcu.
3.  Ykaxute Maponb y4eTHON 3anuncu.

4. HaxmuTe kHomky BonTu, 4TOObLI BONTN B CUCTEMY.
® CocTtosiHue nogkntoyeHue — CoctoaHue nogknodeHus k DDNS-cepsucy.
UTo6bI BLINTU N3 CUCTEMBI, BOCMONBb3YNTECH KHOMKOWM BbINTH.

& TlMpumevaHme:

Ecnu nocne ycnewHoro BXxofa Bbl XOTUTE CHOBA BOMTU HA APYryl0 YYETHYHO 3anuCb, HaXMUTE
KHOMKy Bbixoa, 3aTem BBeAMTE HOBOE MMS MOSIb30BaTENs, Naposib U HAaXMUTE KHOMKy Bxoa.

4.15.2 Dyndns.org DDNS

Ecnu B kayectBe npoBangepa DNS-cepBuca Obin BhiOpaH dyn.com/dns, NOABMTCA OKHO Kak
nokasaHo Ha puc. 4-81.
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MpoBainep ceperca: Dyndns { www.dyn.comfdns ) ¥ DepelTH K pemMcTDaUNd. .

MMA nonb30BaTENA:
Naponk:

LOMEHHDE HMA:

Brnounte DDNS
CoCTOAHWE NOOENHYEHKA: DDMNS He zanyckaeTcAl

Boii BriliTi

COXpaHuTb

Puc. 4-81 Hactponkn Dyndns.org DDNS

IOnsa yctaHoBku napameTpoB DDNS Heo6xoanMo BLINONHUTL crieayloline AeNcTBUA:

1. Ykaxnte AMsA nonb3oBaTens y4eTHOW 3anumcu.
2.  Ykaxute Maponb yyeTHON 3anucu.

3. B none JomeHHOe UMA BBeAUTE COOTBETCTBYIOLLEE 3HAYEHNe, NOSTy4YeHHoe OT npoBanaepa
DNS-cepsuca.

4. HaxmuTe kHornky BonTun, 4ToObl BONTN B CUCTEMY.

® CocTtosiHue nogkntoyeHune — CoctoaHve nogkntodeHms k DDNS-cepsucy
UTo6bI BLINTU N3 CUCTEMBI, BOCMOSb3YNTECH KHOMKOW BbINTH.

& TlMpumevaHme:

Ecnu nocne ycnewHoro Bxofa Bbl XOTUTE CHOBA BOMTU HA APYryl0 YYETHYHO 3aMuCb, HAXMUTE
KHOMKy Bbixoa, 3aTem BBeAMTE HOBOE MM MOSb30BaTENs, Naposib U HAXMUTE KHOMKy Bxoa.

4.15.3 No-ip.com DDNS

Ecnn B kadecTBe npoBangepa DNS-cepBuca 6bin BbiOpaH Www.no-ip.com, NOSIBUTCA OKHO Kak

nokasaHo Ha puc. 4-82.
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MpoBadgep cepeuca: MNo-IP { www.noip.com ) ¥ | MepeiTi K pETMCTDALMH. .

WMA nonb3oBaTena:
MNMapone:

[OoMEHHOE UMA:

Brmounte DDMNS
COCTOAHKE NOOKNHYEHHA: DONS He 3amyckaeTcAl

Boimi BT

COXPaHUTE

Puc. 4-82 Hactponkn No-ip.com DDNS

IOnsa yctaHoBku napameTpoB DDNS Heo6xoanMo BLINONHUTL crieaylolne AeNcTBUA:

1.  Ykaxnte AMA nonb3oBaTens y4eTHOW 3anumcu.
2.  Yxaxwute Maponb y4eTHON 3anucu.

3. B none [loMmeHHOEe UMSs BBEANTE COOTBETCTBYIOLLIEE 3HAYEHMe, NOMyYeHHOe OT NocTaBLLUMKa
NHTepHeT-ycnyr.

4. HaxmuTe KHonKy BonTH, 4TOOLI BONTU B CUCTEMY.

CocTosiHue nogknioveHne — CoctosiHne nogkntodeHns K DDNS-cepBucy.
UT06bI BEINTU N3 CUCTEMBI, BOCMONBL3YNTECH KHOMKOW BbINTH.

& [lMpumeyaHue:

Ecnn nocne yCnewHoro exoga Bbl XOTUTE CHOBa BOWTW Ha AOPYryro y4eTHyto 3arnncCb, HaXXMuTe
KHOTMKY Bbixopn, 3aTem BBEANTE HOBOE UMSI NMOSb30BATENS, naposib N HAXXMUTE KHOTMKY Bxoa.
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4.16 CucteMHble UHCTPYMEHTbI

CHCTeMHBIE WHCTPYMEHThI

- HacTpoiika BpeMeHH

- InArHoCTHKA

- ObHoBneHWe BCTpoeHHoro Mo

- 3agogcKie HACTPOMKN

- PeaepRHan konuA W BocciaHoBNeHwe
- MNepe3arpyaxa

-Mapone

- CHCTEeMHLIA MypHaN

- CratucTuia

Puc. 4-83 MeHto CCTEMHbIE MHCTPYMEHTHI

MeHio CucTemMHble MHCTPYMEHTbI COAEPXUT cneaywlme nogmeHio — Hactponka BpemMmeHu,
OunarHoctuka, O6HoBneHne BctpoeHHoro MO, 3aBoackue HacTpourku, PesepBHasa Konusa u
BoccTtaHoBneHue, [llepes3arpy3ka, [lMaponb, CucremHbin XypHan u Crtatuctuka. [nsd
HaCTPOWKU HYXXHOWN ChyHKLIMN BbiGepuTe COOTBETCTBYIOLLEE MeHI0. Hke npmBoamTca nogpobHoe

onncaHue no KaxXgomy m3 3Tux nogMeHIo.

4.16.1 HacTponka BpemeHu

Bbl6paB MeHI0 CUCTeMHble UHCTPYMEHTbI - Hac‘rpoﬁka BpeMeHU, Bbl MOXEeTe HacTpaunBaTb

napamMmeTpbl BpeMeHn B OKHe, nNpeacTtaBiieHHOM Ha PUCYHKE HUXe.

Yacoso# NoAc: (GMT+03:00) Barpaa. Kyeeiit. Halipobu, 3p-Puaa, Mockea v
Data: 1 2 2015 (mecAufunenolron)
Bpema: 3 16 46 (4ackI/MUHYTEI/CE Ky H ORI )
NTP-cepeep 1: 0.000 (no BeIGOpY)
NTP-cepeep 2: 0.0.0.0 (no exiGopy)

MonyunTs cpegHee spema no [pUHBUYY

» OTKMIOUMTE () BRMIOUNTE B 33JaHHOE BDEMA () BRIKOUMTE H3 BECE MO,
Hawano: 2015 | Mapt v || 30 ¥ ||Bockpecenee ¥ | 2:00 ¥
KoHew: 2015 |HomBpe v || 2i v || Bockpecenbe Y || 3:00 ¥

CoCTOAHME NETHErD BPEMEHK:

MpumedaHne: Haxmute TlonyunTs cpeaHee BpemMs no MpuHeryy’, utodsl 0GHOBWTE BpEMR © CEPBEPOB Yepes VIHTepHaT

MMM YKAHNTE KOHKPSTHEIA cepeep (IP-agpec K AOMEHHOE WMA) B BEPXHEM None.

CoxpaHnTb

Puc. 4-84 HacTtpoika BpemeHun

> YacoBowm nosic — /3 BbinagatoLlero cnmcka Heobxoammo BbibpaTb HY>KHbIV YaCcoBOM NOsIC.

> [Oarta — Ykaxute gaty B oopmate MM/OO/TT.
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Bpems — YkaxuTte Bpemsa B popmate H4/MM/CC.

NTP-cepBep 1/NTP-cepBep 2 — Beeaute agpec unum gomeHHoe wumsi NTP-cepBep
1/NTP-cepBep 2 nnu NTP-cepBep 2, nocne yero mapLipytmnsatop 6yaert nonyyarb Bpemsl.
Kpome TOro, ans HekoTopblx BCTPOEHHbIX NTP-cepBepoB mMapLipyTusaTtop MOXET nonyyaTb

3Ha4yeHne BpemMeHn aBToMaTn4eCckn npu noAKI4YeHnn K MHTepHeT.

BknounTb neTHee BpemMa - OTtmeTbTE ﬂ'-lel7IKy, 4YTOObI BKIHOUYNTL NETHEE BpeM4.

Hauano — BpeMﬂ, C KOTOPOro Ha4nHaeTCod lieTHee BpeM4. Bbl6€pVITe MecdL B NepBOM MnoJse,
Heaen BO BTOPOM nore, N BpeMA B TPETbEM Mose.

KoHew — BpeMﬂ, Korga 3akaH4nBaeTCAd JieTHee BpeM4. Bbl6epVITe MecsLl B nepBoM norne,

Heaen BO BTOPOM nore, 1 BpeMsA B TPETbEM Mose.

CocTosiHne neTtHero BpeMeHUu — OT06pa>KaeT COCTOAHME, NCNnonb3yeTca Jn neTHee BpeMA

NN HeT.

YT106bI HACTPOUTL CUCTEMY B PYHHOM peXxume:

o

BbiGepuTe YyacoBo nosc.
YkaxuTe gaty B popmarte mecau/aeHb/ron.
YkaxuTe Bpems B popmare vyac/MuHyTa/cekyHaa.

HaxmuTe kHomnky CoxpaHuTb.

Y106bI HaCTpoOUTb CUCTeMy aBTOMaTU4YE€CKN:

Bbi6epuTe YacoBou nosic.
Beegute agpec nnu gomeHHoe nvst NTP-cepsep 1 unu NTP-cepBep 2.

Haxmute kHonky MonyuuTb cpepHee Bpems no MpuHBMYY, YTOObI NONyyYaTb CUCTEMHOE

BpemMA 4epes MHTepHeT npu HanNn4nm NOOKI4YEHUA K HEMY.

Y100bI YCTaHOBUTL JleTHee BpemMA:

1.

2.
3.
4

MocTaBbTe ranoyky B s4eliky BknounTb NneTHee Bpems.
BbiGepuTe Bpemsa Havana 13 BbinagaroLlero crnvcka B none Havano.
BbiGepuTe Bpems 3aBeplUeHNs U3 Bbinaaatollero cnvcka B none KoHeu,.

[na coxpaHeHus1 HacTPoeK, HAaXXMUTE KHOMKY CoXpaHUTb.

OTKMOUNTE (@) BKKOUMTE B 33[1aHHOE BDEMA () BRIIOUNTE HA BECH 107
Ha4ano: 2015 | Mapt v || 3id v | Bockpecenwe ¥ || 2:00 v
Koew: 2015 |HoABpe 7 || 2ii v ||Bockpecenbe v | 300 ¥
COCTORHME NETHETO BPEMEHN: METHES BPEMA OTHIIOUEHD.

Puc. 4-85 HacTtpoika BpemeHun
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& MpumeyaHue:

1. [HaHHble HacTponku ByayT MCnonb30BaThCs PAAOM (PYHKUUIA, TakMX Kak MEeXCeTEeBOW 3KpaH.
lMocne Bxoga B MapLlpyTM3aTop Bbl OOSMKHbBI yKa3aTb 4YacoBol nosic. Ecrnn ato He 6bino

cAernaHo, To aTn hyHKuumn paboTaTb He ByayT.
2. 3HayeHue BpeMeHU ByaeT NoTepsiHO NpU BbIKMOYEHMM MapLipyTu3aTopa.

3. MapupyTtnsatop MoxeT nonyuutb cpegHee Bpems no [puHBmyy (GMT) ns NHTepHeT npwm

Hannm4nmn nogknto4eHmn4.

4. JleTHee Bpemsi BCTYNUT B CUMY OAHY MUHYTY MOCIE 3aBepPLUEHUS HACTPOEK.

4.16.2 AlnarHocTuka

BbibpaB CucteMHble MHCTPYMEHTbI - [lnarHocTuka, Bbl MOXeTe npu nomoLm dyHkummn Ping n

TpaccupoBka npoBepsaATb paboTy ceTu (CM. PUCYHOK HIDKE).

I'Iapame'rpbl OWarHoCTHUKW
WHCTPYMEHT [QWarHOCTHKK: s Ping Tpaccupoeka

IP-agpec! OMEHHOE HMA:

CyeTymk Ping: 4 (1-50)
Paamep Ping-nakeTa: 64 (4-1472 Gaiit)
Bpema oxnganna Ping: 300 (100-2000 mck)
Tpaccuposka Max TTL: 20 (1-30)

PesynbTaTbl AWarHocTUKK
'¥cTpomeTBOG ToToEO. %

Ha4aTb

Puc. 4-86 MHCTpyMeHTbI AMarHOCTUKN
»> WMHCTpyMeHT gnarHocTuku — Boibepute COOTBETCTBYIOLLYIO SYENKY.

»> Ping — 3TOT AmMarHoCcTM4YeckMn MHCTPYMEHT yCTpaHseT npobnembl C MOAKMHYaeMOCThHO,

AOOCTUXMMOCTbIO U pa3pelieHnemMm nMmeHn ona KOHKPEeTHOro yana unu wia3a.

> TpaccupoBKa — ATOT MHCTPYMEHT NPOU3BOAMT NPOBEPKY paboThbl NOAKMOYEHNS.
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& TlMpumevaHme:

Bbl MoxeTe npumeHATb MWHCTpyMeHTbl Ping/TpaccupoBka pans nposepku |IP-agpeca wnu
OOMeHHOro umeHn. Ecnm npoeepka nHctpymeHtammn Ping/TpaccupoBka B oTHowweHun IP-agpeca
npowsnia ycnewHo, HO C AOMEHHbIM MMEHEM BO3HMKIM NpobnemMbl, 3TO MOXET O3HadaTb
npobnemy c paspelleHveM MMeH. B atom cnyvae cneayet ybeouTbCcs, YTO OOMEHHOE WUMS,
KOTOpOE Bbl yKa3blBaeTe, ABMSETCA paspeLleHHbIM, ncnonbys anst atoro DNS-3anpockl (Domain

Name System — Cniyx6a LOMEHHbIX UMEH).

> |IP-appec/domeHHOe umsa — YkaxuTe |P-agpec vnn OOMEHHOE MMS KOMMblOTEpa, Ybe

coeguHeHne Bbl XOTUTE OUarHoCcTUpoBaThb.
» CueTumk Ping — Noka3blBaeT YMCIO OTMPABMEHHbIX 3X0-3anpocoB. 1o ymonyaHuio — 4.

»> Pa3mep Ping-naketa — YkasblBaeT KonuyecTtBo OaWTOB AaHHbIX K oTnpaske. [1o

yMOnyaHuio - 64.

> Bpemsa oxuaaHua Ping — 3gecb ykasbiBaeTca Bpems oxuaaHua otBeta Ping-naketa, B

munnucekyHgax. Mo ymonyanuio — 800.

» TpaccupoBka Max TTL - 3agante makcumanbHoe KONIMYECTBO OTCKOKOB (4NS AOCTUXKEHMS
MakcumarbHOro 3HadyeHus TTL) Ha nyTu B nomckax uenu (HasHadveHus). [lo ymonuaHuio -
20.

YUToObl Ha4YaTb NPOBEPKY NOAKMOYEHMSA K IHTEpPHET, BOCNONb3ynTech KHoMkon Havyatb.

B okHe Pe3yanaTb| ANarHOoCTUKKn 6y,CI,yT npencrasrieHbl pe3ynbraThbl.

Ecnn pe3ynbrat aHarormdyeH pesynbrarty, npeacraBlieHHOMY Ha PUCYHKE HWXKe, C NogKIto4YeHnem

K MHTepHeT BCE B nopsanke.

PesyneTaTkl AMArHOCTUKN

VReply from 192.168.0100; tytes=64 time=4 TTL=123 seqg=1
EREpnyrum192.1EB.D.1DD: twtes=64 time=1 TTL=128 seq=2
VReply from 192 168.0100; tytes=64 time=1 TTL=123 seqg=3
EREpnyrum192.1EB.D.1DD: twtes=64 time=1 TTL=128 seq=4

mg statistics for 192.168.0100
v Packets: Sent=4, Received = 4, Lost= 0 (0% loss),

@pmximate round trip times in milliseconds:

v Minimum =1, Maximum = 4, Average =1

Puc. 4-87 PesynbraTbl AMarHOCTUKK

@:I'Ipumeqal-wle:

1. Tonbko oguH nornb3oBaTenb B OAHO U TO Xe BPeMsi MOXET Nofb30BaTbCs MHCTPYMEHTaMu
ONarHOCTUKN.

2. Onummn “Cuetymk Ping”, “Pasamep Ping-naketa” u “Bpems oxumaaHua Ping” gsngwoTcs
napametrpamun ¢yHkumm Ping. “TpaccupoBka Max TTL” asnsetcsa napameTrpom yHKUmMm
TpaccupoBka.
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4.16.3 ObHoBnNeHue BcTpoeHHoro MO

BbibpaB CuctemMHble MHCTPYMEHTbI - O6HOBNeHue BcTpoeHHoro MO, Bbl MoXxeTe 0GHOBUTL

BCTpoeHHoe MO mapLupyTnsaTopa (CM. PUCYHOK HUXKE).

®aitn:
Bepcua scTpogHHoro NMO: 3.14.0 Build 150106 Rel 43656n
Bepcua obopy QOBaHKWA: WRT40N w5 00000000
QOOHOBWTE

Puc. 4-88 O6HoBneHune BcTpoeHHoro MO

Bepcusa BctpoeHHoro MO — B 3ToM nofe nokasbiBaeTcd HOMEpP TeKyLlen Bepcum

BCTpoeHHoro IMO.

Bepcus obopypnoBaHus - B 3TOM norne nokasbiBaeTcsl HOMEP TEKYLLLEN BEPCUM annapaTHomn
yactn. Bepcnst annapaTHoi 4acTu charna OBGHOBMEHUS OOSPKHA coBnagath C TEKyLewn

Bepcuen annapaTtHoOM YacTn MapLupyTtusaTopa.

Y1o6bl npousBecTM oOOHOBNEeHMe BcTpoeHHoro [MO mapwpyTusatopa, Heobxoaumo

caenaTtb cneaywoujee:

Ckavavite cpaiin 06HOBNEHUA ¢ Hawlero canta (puc. 4-88).

B none ®amn ykaxute wunu BbibepuTe nNyTb K panny, Kyaa Bbl XOOAUTE COXPaHUTb
3arpy>eHHbIn pann Ha KoMnbloTepe.

HaxmuTe kHonky OBGHOBUTD.

Mocne 3aBepLUeHUS 0BHOBNEHWUSI MapLLPYTM3aTOp BbINOMHUTL Nepe3arpysky.

MpumeyaHue:

dannbl 06HOBNEHMI HaxogAaTca Ha canTe http://www.tp-link.com, oTKyAa Mx MOXHO cKayaTb.
Cnepnyer npou3BoanTb OOHOBMEHMA TONMbKO TOrga, KOrga HOBasd BeEpCUS COAEPXKUT
HeoOxogumyo Bam dyHkumo. OgHaKo nNpu  BO3HMKHOBEHWM MPOOGMEM CBA3aHHbLIX C
MapLupyTU3aTopoM, a He ero HacTponkaMm, cnegyet NpPon3BecT 0GHOBNEHNE BCTPOEHHOMO
Mno.

Mpn obHoBneHun BcTpoeHHoro MO Bbl MOXeTe NOTEPSATb TEKylUMe HacTponku. Mostomy
crnefyeT COXpaHuUTb AENCTBYHOLLME HACTPOMKKM, YTOObI M36exXaTb NOTEPU BAXKHBIX HACTPOEK.
IMpn OBGHOBMEHUN HE BbLIKIHOYANTE MapLUPYTU3ATOP U HE MPOM3BOAUTE €ro nepesarpysky. B
NPOTMBHOM Cly4Yae YyCTPONCTBO MOXET ObITb NOBPEXOEHO.

Bepcus BctpoeHHoro N0 gomkHa cooTBETCTBOBAThL annapaTHOM YacTu YCTPOWCTBA.
Mpouecc o6HOBNEHMA 3aMMET HECKOMbKO MWHYT U MO 3aBeplleHnto OBHOBMEHUsI
aBTOMAaTMYECKUN BbINOSTHUT Nepe3arpyaky.
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4.16.4 3aBoAcCKNe HaCTPOMKMU

BbibpaB CucTeMHble MHCTPYMEHTbI - 3aBOACKME HAaCTPOMKU, Bbl CMOXETE BEPHYTL 3aBOACKMNE

HaCTPOWKU (CM. PUCYHOK HUXe):

HamuTe 3Ty KHONKY AnA cOpoca BCeX HACTPOSK HA 3HAYSHKWA NO YMONMYaHWID.

BoccTaHoBUTE

Puc. 4-89 3aBoackue HaCTpOMKM
HaxaB kHonky BoccTaHOBUTL, Bbl BEPHETECH K UCXOAHbLIM HACTPONKaM.
> Wmsa nonb3oBaTtens: admin
> Maponb: admin
> IP-appec: 192.168.0.1
> Macka nogcetu: 255.255.255.0

& [lMpumeyaHue:
Bce coenaHHble HacTponKM ByayT NOTEPsiHbI MPU BO3BpAaTe K 3aBOACKMM HacTponKam.

4.16.5 Pe3epBHas KONUA n BOCCTaHOBINEHMUEe

BbibpaB CucTeMHble MHCTPYMeHTbl - Pe3epBHas KOMUA M BOCCTAHOBIIEHME, Bbl MOXeETe

COXpaHUTb TEKyLLMe HAacTpOrKKu B Buae danna n 3arpysmTtb Ux U3 panna, Kkak nokasaHo Ha puc.

4-86:

Coxpawnms: [ PesepeHan konua |

®ain: | |[0830p.. ] [ BoceTaHosuTs

Puc. 4-90 Pe3epBHasi konusa 1 BOCCTaHOBMEHWE

» UYToObl COXpaHWUTb BCE TEKyLiMe HaCTPOVKM B (oanil Ha KOMMbHOTEPE FOKamnbHOW CeTH,

HakmuTe kHonky Pe3epBHas konus.
> UTOGbI 3arpy3nTb HaCTPOKKK, HEOBXOAMMO caenaTb cneaytoLlee:
e [lpy nomoLum kHorkn OB30p BbIGEPUTE HYXKHbLIA (hann UMK YKaXuTe NyTb K HEMY.

e Haxmute kHonky BoccTtaHOBWUTb, YTOObI 3arpy3anTb HaCTpOWku M3 dhanna, nyTb K

KOTOPOMY Bbl yKa3an unu seesin B NyCToM norsne.

94



BecnpoBogHoi MaplupyTu3atop cepum N co CKOpOCThIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

& [lMpumeyaHue:

TekyLme HacTponkm byaoyT 3amMeHeHbl HacTponkamu 13 davna. MNMpouecc 3arpyskm byaeT AnnTbCs
okono 20 cekyHa, Nocne 4ero mapLipyTusaTop aBToMaTudecku nepesarpysutcda. B npouecce

3arpy3ku He BbIKNoYanTe MapLIpyTU3aTop, Tak Kak 3TO MOXET NpuBeCTU K NMOJIOMKe.

4.16.6 MNepe3arpy3ka

BbibpaB CucteMHble MHCTPyMeHTbl - [lepesarpyska, Bbl MoXeTe nepesarpysvTb

MapLLpyTM3aTop Npu nomMoLy kHorku MepesarpysnTb (CM. PUCYHOK HIDKE).

HaxmuTe Ha 3Ty KHOMKY ANA Nepesarpyskm yeTponcTea.

Mepesarpy3nTb

Puc. 4-91 lMNepesarpyska

HekoTopble HaCTPONKM MapLLpyTM3aTopa BCTyNatT B CUIY TONbKO NOCIe ero nepesarpysku:
» W3ameHeHune LAN IP-agpeca (cuctema nepesarpysmnTcst aBToMmaTuyecku).

> W3ameHeHune HacTpoek DHCP.

> W3meHeHune HacTpoek GecrnpoBogHON nepeaayvn AaHHbIX.

» VameHeHue nopTa BeG-ynpaBneHus.

» OOHoBneHne  BcTpoeHHoro 10 mapwpyTtusatopa  (cuctema  nepesarpysutcs

aBTOMaTUYECKM).
> BoccraHoBneHne 3aBOACKMX HAaCTPOEK (CMCTeMa nepesarpy3nTcs aBToMaTuyecku).

» OGHOBNEHNe HACTPOEK M3 hanna (cuctema nepesarpy3mTcst aBToMaTUyeCKn).

4.16.7 NMaponb

BbibpaB CucTeMHble WMHCTPYMeHTbl - [laponb, Bbl MOXeTe€ 3aMEeHWUTb WCXOOHOE WMS

nonb3oBaTens Unu Naposib MapLLpyTU3aTopa, Kak nokasaHo Ha puc. 4-92.
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MMA nonL20BaTENA M NAPONG HE AONXHB ObITe ANWHHSS 15 CUMBONCE W HE AOM¥HLI COASP¥aTE NPC

=1
]

MEd.

[

Mpegsiayues WMA NONL3I0BaTENA:

Mpeabiay Wil napon.:

HoBoe MMs NONL30BATENA:
Hoewli napone:

MoaTeepauTe naponk:

COXpaHuTb | | OYUCTUTL

Pwuc. 4-92 Naponb

HactostensHo pekomeHaoyeTcs U3MEHUTb WCXOAHOE WMS  Momnb3oBatens W naponb
MapLUpyTM3aTopa, Tak kak BCeM Mnorb3oBaTenem, KoTopble 6yayT obpaliaTbcs K BeG-yTUnmTe
UM macTtepy ObICTPON HACTPOMKK, ByaeT NPeanoXeHO ykasaTb UCXOAHOe MMS Monb3oBaTtens U

napornb.

& [lMpumeyaHue:
[nvHa nveHun nonb3oBaTens 1 Napond He A0IMKHA NpeBbiwaTh 15 CMMBOMOB, U B HEM HE AOIMKHO

ObITb NpobenoB. [Ana noaTBepXxaeHUst Heo6Xo0ANMMO BBECTW Napofb ABaXAbI.
YTtoObl 3aBepINTL NpoLeaypy, HaxxMuTe KHOMKy COXpaHUTb.

YTOObI O4NCTUTL 3anncu, BOCMOMbL3YNTECH KHOMKOM OYNCTUTD.

4.16.8 CuCTEMHbIN XypHan

BbibpaB CuctemMHble MHCTPYMEHTbl - CUCTEMHbLIN KypHan, Bbl MOXETe npocMarpuBaTb

XypHarnbl MapLupyTm3aTopa.
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dymama -~
aBToMaTHYeCcHOH OTEknyeHa [ HachDMKM NoMThI ]
OTNPaBEH NOHTLL

Tun xypHana: ¥poBeHb KypHana:

HHypHan nycT.

Time = 2015-01-02 3:23:41 98622s
H-Ver=WRT740N v5 00000000 : $-Ver =3.14.0 Build 150106 Rel.43656n
L=192.168.0.15: M= 255.255.255.0

W1 =PPPoE:W=0.0.0.0:M=0.0.0.0:G=0.0.0.0

| OBHOBNTL | | CoXpaHWTL ypHan | | OTNpaBuTh KypHAN No noyte | | O4MCTMTL HypHan |

| Mpeasiaywas | | Cnemyowas | Tekyumid Ne |1 v | CTp.

Puc. 4-93 CuctemHbIv XXypHan

dJYHKLIVIﬂ aBTOMaTU4eCcKom OoTNpaBKN — MokasbiBaeT cocTosiHme (byHKLI,VII/I — BKI1HOYeHa unm
OTKIMHO4YEeHa.

HacTponkm noutbl — YKaxuTe UCXOOHbIA M KOHEYHbIA MOYTOBLIN SALMK, afpec cepsepa,

nHdopMm

auma no aBTopu3auunn, a TakKxke pacnucaHue and beHKLI,MVI aBTOOTNpPaBKKN, Kak

nokasaHo Ha puc. 4-94.

on | |

o | |

SMTP-cepeep: | |

AYTEHTHDMEALMA

WA nonbzoearena: | |

Maponeb: | |

MonIBepaHTE NAPONL: | |

BENKYMTE DyHKLMKID SETOOTMIRAEKM

Kas e eHE OTNPEENATE CHCTEMHEIR XYOHAN N0 agpecy I:l : I:l

OTNPEENATE CHETEMHBIA XYPHAN Kaase I:luacua

[ Coxpanute | [ Hasan |

Puc. 4-94 HacTponky no4TOBOrO akkayHTa

e  OT - Baw noyToBblit AWWK, Kyaa MapLupyTusaTop 6yaeT oTnpaBnsaTh XypHarbl.
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e  Komy — lNouToBbIN ALUUK, Kyda ByayT NpuxoauTb XypHarbl.

e SMTP-cepBep — Baw SMTP-cepsep. COOTBETCTBYET NOYTOBOMY ALLMKY, YKa3aHHOMY B

none OT. Ecnu Bbl He 3HaeTe agpec, obpaTtuTechb Ha COOTBETCTBYIOLLMIA CANT.
e AyTteHTudmkauua — bBbonbwmHcTBO SMTP-cepBepoB TpeOyloT ayTeHTUdMKaumm,
KOTOpasa nogpasymeBaeT BBO UMEHW MONb30BaTenNs Unn napons.

& TlMpumevaHme:

Mpy BbibOpE pexuma ayTeHTUdMKaLuM HeobXoAMMO B COOTBETCTBYHOLUMX MONSAX

YKa3aTb MMsdA NoJib3oBaTesid U Naposib.

e WmsA nonb3oBatens — [loyToBas yyeTHas 3anucb, ykasaHHas B none OT. Ta 4acTb,

KOTOpasi HaxoauTcsa 3a 3HaKOM @, HE YKa3blBaeTCA.
e [Maponb — Naponb Ballen y4eTHON NOYTOBOW 3anucu.
e [oagrtBepauTte naponb — [Ana NoATBEPXKAEHNS YKaXXNTE Naposib eLle pas.

e BkniouuTb ¢dyHKUMIO aBTOOTNpaBKM — ABTOMartuMyeckas OTMpaBKa CUCTEMHbIX
XypHarnoB. Bbl MoeTe oTnpaBnaTb TEKyLME XypHarbl KaXabli AeHb B ONpeaerneHHon
UMS UNW Yepes3 onpeaerneHHbIi BpeMEeHHOW UHTepBarn, HO TOMbKO OAWH MOXET ObITb
TEKYLUM [EeUCTBYIOLLMM MpaBuIioM. B COOTBETCTBYIOLIMX MOMNSAX YKaXKMTE Bpems Unu

BPEMEHHOWN MHTEpPBAar, Kak NokasaHo Ha puc. 4-94.
YTo0bl COXpaHNTb HACTPOWMKK (3anaTasd) BOCNONb3yNTeCb KHOMKON COXpaHUTD.
HaxmuTe kHonky CoxpaHuTb, YTOObI BEPHYTLCA B NMpeablayLLee OKHO.

» Twn XypHana — pu BbIGpaHHOM 3Ha4YeHnn ByayT nokasaHbl XXypHarbl TOMbLKO 3TOro Tuna.

> YpoBeHb XypHana — [Mpu BbIGpaHHOM 3HaYeHUW GyayT NnokasaHbl XKypHanbl TONbKO 3TOro

YPOBHS.
» OO6HOBUTb — OBGHOBUTL OKHO, YTOObI MOKa3aTb Camblii aKTyarbHbIA CMIMCOK XXypHanoB.
> CoxpaHuTb XypHan — CoxpaHeHne Bcex XypHaros B harnne copmara txt.

> OTtnpaButb XypHan no nodyte — OTnNpaBUTb 3MNEKTPOHHLIM MUCBMOM BCE TeKyllue
CUCTEMHbIE XypHarbl, B COOTBETCTBMW C agpecoM U MHGopMauMen no ayTeHTudukaumm,

yKa3aHHoOW B pa3gene HacTporkm noYThbl.

> OuuMCcTUTBL XypHan — YOanuTb BCe XXypHanbl ¢ MapllpyTusatopa (He TONbKO >KypHarbl.

npeacrtaBlieHHbIE B OKHe).

YUToObl Nepeiitn B criefytoLlee OKHO, BOCMONb3yNTeCh KHOMKoN Cnegytowan. Ytobbl BepHYTLCSA B
npegblayliee okHoO, BOCMosb3ynTech kHomnkon MNMpeabiaywas.
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4.16.9 Ctatuctuka

Bbl6paB CucrtemHble UHCTPYMEHTDI - CTtaTucTuka, Bbl MOXETE npocMaTpmBaTb CTaTUCTUKY MO

MapLUpyTM3aTopy, BKMYas OOWMI M TeKywuid Tpaduk no nocreaHeMy MHTepBany naKkeToB

CTaTUCTUKWN.
TeKyulee COCTOAHNE CTATUCTHRM: OTknYeHo BKNHOYMTE
WHTEepEanN CTATUCTHEKW NaKeToe(5-60): 10 ¥ | CekyHikl

AeTO00HOBNEHWE OOHOBUTE

MpaBuna copTMpoBKK: CopTupoBka no TekyLyemy konudecTey Baift ¥ || COpocHTb BLE YOanuTe sce
Bcero Tekyllee COCTORHWE
IP-agpec/ . . ] ) ] i MaMeHNTE
MAG-a3apac MakeToB Bant MakeToB Bant ICMP Tx UDP Tx TCP YN Tx
TekyLWMi cAMCcaK mycT.
[ ¥ | 3anucei Ha cTpannue. Tekywmi Na. | 4 ¥ |CTp.
Mpeabiaywas | | Cneayrowas

Puc. 4-95 CtaTtuctuka

> TeKyu.|ee COCTOSIHME CTAaTUCTUKN — Bkrountb nnn Bbikntountb. Mo YMOJT4aHuUKo (byHKLl,I/Iﬂ

OTKIOYEHA. YTOObI BKIMIOYMTL OYHKLMIO, BOCMONb3YNTECH KHOMKOW OTKMIOYUTD.

> WHTepBan naketoB ctatUcTUKM (5-60) — Mo ymonuyaHuo npumeHsieTcs 3HadveHue 10.
BbibepuTe 13 BbiNagarollero crnmcka 3HadeHve B npegenax ot 5 go 60 cekyHa. daHHoe

3Ha4vYeHune onpepnender BpeMeHHOVI MHTEepBan and naketoB CTaTUCTUKNA.

> [MpaBuna copTMpoBKM — [na oOTOOpaXeHMs HY)XHOW  CTaTUCTMKM  BblDepute

COOTBETCTBYHOLLIEE 3HAYEHME.

YUToObI BKNOUNTL hyHKLMIO ABTOOBGHOBIEHUE, BLIOEPUTE COOTBETCTBYIOLLYIO SYENKY.
YT06bI OBHOBUTL OKHO, BOCMONb3YNTECH KHOMKON OBGHOBUTD.

UTo6bl 0OHYNUTL 3Ha4YeHUs BCEX 3anuncein, BOCNOoNb3ynTech kHomkon COpocuThb Bee.
YToObl yaanutb o4McTUTL Tabnuuy, BOCMOMb3yNTECH KHOMKON YAanuTb BCe.

Tabnuua cTaTUCTUKMU:
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Otobpaxaetca IP u MAC-agpecbl C COOTBETCTBYHOLLEN
IP-appec/MAC-anpec .
CTaTUCTUKOW.
KonnyecTBO  MakeToB, MOMYYEHHbIX W OTMPaBIIEHHbIX
MakeTbl
MapLLpYyTM3aTOPOM.
Bcero
. Konnyectso OanT, NOSTyYEHHbIX " OTNpPAaBMNEHHbIX
BanT
MapLUpyTU3aTOPOM.
KonnyectBo nakeToB, MOMNYyYEHHbIX W OTMPaBIEHHbIX 3a
MNakeTbl .
nocnegHui WHTepBan nakeToB CTaTUCTUKM.
Eai KonuuectBo 6aiT, NOMyYeHHLIX U OTNPABEHHbIX 3a MNOCNeAHUN
anT
UHTepBan nakeToB CTaTUCTUKW.
KonuyectBo ICMP-naketoB otnpaBneHHbix kK WAN-cetu, kak
ykazaHo B none WHTepBan nakeTtoB cCTaTUCTUKW. [laHHOe
ICMP Tx .
3Ha4YeHWe MNpPeACTaBNEHO KakK OTHOLWIEHME "TeKyllas CKOPOCTb
Tekywee nepegadun/ MakcumanbHas ckopocTb nepeaadn”.
3HayeHue
KonnyectBo UDP-naketoB otnpaeneHHbix k VWAN-ceTn, kak
UDP T ykazaHo B none WHTepBan naketoB CTaTUCTUKW. [laHHOe
X
3Ha4YeHne npeacTaBrneHO Kak OTHOLeHMEe "Tekyllasi CKOPOCTb
nepegayun/ MakcumanbHas ckopocTb nepeaayn”.
KonuyectBo TCP SYN -naketoB otnpaBneHHbix kK WAN-ceTn, kak
TCP SYN | ykazaHo B none WHTepBan nakeTtoB CTaTUCTUKWU. [laHHOE
Tx 3HayeHne npeacTaBMneHO Kak OTHOLWIeHMe "TeKkyllas CKOpOCTb
nepegayun/ MakcumanbHas cKkopocTb nepeaaqn”.
C6pocutb | O6HYNMTbL 3HaYeHWe 3anucu.
N3meHUTL
Ypanutb Yaanutb CyLLECTBYHOLLYHO 3anuchk B Tabnuue.

B kaxgom OkHe [o/mkHO ObiTb 5 3anucen. YToObl BepHyTbCA B npeblayliee OKHO,
Bocnonb3ynteck kHonkon Mpeabiaywasn. Ytobbl nepenTn B cnegyrollee oKHO, BOCNONb3YNTECH

KHonkor Cneaytowas.
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4.17 Bbixop

CocToRnmne

BrICTpan HACTPOWKA
WPS

CeTb

BecnpoBOQHOH PEXHM
DHCP

Nepeappecaumn
bezonacHocTh

PoguTen LCKMI KOHTPONL

KoHTponk gocTyna

PaciimpeHHbLIe HACTPORKA MapLIDY THIALNHK

KoHTpOonb NponycKHOH cnocobHOCTH
Npuenszxa IP- n MAC-agpecos
Annamuqeckui DNS

CHMCTEMHLIE MHCTPY MEHTEI

Brixon

BHI/I3y rMaBHOIro MEeHK HaxoauTCAd pasgern Bbixona, Bbl6paB 3TOT pasgen, Bbl BbIOETE U3

BE6-YTUNUTBLI HACTPOWKN N BEPHETECH HA CTPaHULLY BXOA4a B MapLUpyTU3aTop.
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MpunoxeHue A: YacTo 3agaBaemMble BONPOCHI

1.

4)

Kak MHe HacTpouTb MapLupyTusaTop, 4Toobl nonb3oBatenu ADSL mornu BbixoauTtb B
UHTepHeT?

Mpexpae Bcero HacTponTe mogem ADSL, HacTpoeHHbI B MocToBOM Mogyne RFC1483.

Moakntounte kabenb Ethernet mogema ADSL k WAN-nopTy mapLupyTtunsaTtopa. TenedoHHbIN
kabernb NoaKNto4YaeTcs K COOTBETCTBYHOLLEMY NOPTY Mogema ADSL.

Bongute B mMapLupyTusaTop, KNMKHUTE No MeHo “CeTb”, pacnornoXeHHOMY B FieBOM YacTu
MapLipytusatopa u 3atem Bblibepute noameHio "WAN". B okHe WAN B pasgene Tun
noakntodeHua WAN ykaxute “PPPoE”. B nonsax “Mmsa nonbsosatensa” u “lNaponb” ykaxute
COOTBETCTBEHHO MMS MOMb30BaTenss M naponb. [locne 9TOro KNWKHUTE MO  KHOMKe
MopknroyeHue.

Tvn nogknwyeHnA WAN: PPFPoE/PPPoE Poccua T Cnpegenute

Nogknw4enne PPPoE:

WmA nonk3oBaTenA: usemame
Maponk:
MoaTeepaWTe Naponk:

Puc. A-1 Tun nogkntodeHuns PPPoE

Ecnm cepsuc ADSL ycTaHOBNEeH B pexume MNOBPEMEHHOW onnatbl, Bblbepute
“MopgknioyeHne no TpebosaHuo” nnu “lNogknioveHve BpyyHyw”. B none “Makc. nepuon
NpoCcToN” YKaXKMTE HYXKHOE 3HaYeHME. Takke MOXKHO BbiOpaTb pexxum “ABTONoAKMoYeHME”.

Pexum nogenroydeHna WAN: MogkniounTe No TpeboBaHWo
MaKcMManeHoe BpeMA NpocToR: | 15 MUHYT(bI) (0 03HAYaeT, 4To CoeanHeHne OyAST aKTWBHLIM NOCTOAHHO.)

MoaKnioYnTE ABTOMaTUYECKN

MogKnieuMTE No PacIMCaHNID
Mepwog epemeHi: ¢ | [ |0 (uuam) oo | 23 (s hang)
MoAKTIoUNTE BRYYHYID

MaKCMMANEHOE BDEMA NPOCTOR. |15 MUHYT(bI) (0 03HAYAET, UTO cOBANHEHNE By ET aKTMEHLIM NOCTORHHO. )

MogkniuuTs OTKNHYUTE MNogknioyenne...

Puc. A-2 Pexunm noagkntoveHnsa PPPoE

& TlMpumevaHme:

1.

1)

MHorga noaknodeHne He MOoXeT ObiTb NpekpalleHo Jaxe €ecnu  Bbl  yKasanu
COOTBETCTBYOLLEE 3HadYeHne B none Makc. Bpemsi NpocTosi, T.K. HEKOTOPbIE MPUNOXEHNS
obpallaroTcs k pecypcam MIHTEpHET B (POHOBOM pexnme.

Ecnu BbI ncnonb3yete kabenb, npoun3seaguTe HaCTp0I7IKy MapLupyTmn3atopa B COOTBETCTBUN
C npnBeAeHHbIM BbilUEe NHCTPYKUUAMN.

Kak MHe HacTpouTb MapLupyTM3aTop, 4ToObl nonsb3oBaTtenu Ethernet mornu BoixoanTsb
B UHTepHeHT?

Bongute B mapLupyTnsaTop 1 KNUKHUTE No MeHo “CeTb”, pacnonoxeHHOMY B NeBON YacTu
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Opay3epa, u 3atem Bbibepute nogmeHito "WAN". B okHe WAN BbiGepute B none "Tun
nogkntoveHns WAN" 3HaveHmne “OuHammyeckunin IP”. KnukHute no kHonke CoXpaHUTb.

HekoTtopble WHTepHeT-npoBangepbl TpebytoT pernctpauun MAC-agpeca apganTtepa,
KoTopbi Obin  nogkntodeH k mogemy Kabens/DSL B npouecce yctaHoBkn. Ecnm
MHTepHeT-npoBangep TpebyeT npoussectn pernctpaumto MAC-agpeca, BonguTe B
MapLupyTusatop u Bblbepute meHo "CeTb" B neBon yactu Gpaysepa. 3atem Bblbepute
noameHio "KnoHupoBaHue MAC-agpeca”, 4toGbl nepentn B oOkHO "KnoHupoBaHue
MAC-agpeca". Ecnu MAC-agpec Ballero KomnbioTepa SIBMSETCA TEM CaMbiM aapecoMm,
knukHuTe no kHonke KnoHuposatb MAC-agpec, 1 atoT agpec nosisutca B none "WAN
MAC-agpec". Takke MOXHO BBeECTU gaHHOe 3HadveHue B none "WAN MAC-agpec”. dopmar
MAC-agpeca XX-XX-XX-XX-XX-XX. 3atem knukHuTe no kHonke CoxpaHutb. CaenaHHble
N3MEHEHMS BCTYNAT B CUIYy NMOCIe nepesarpysku.

MAC-anpec WAN: 40-61-86-FC-FO-FD [Boccrannente Zasagckai |
MAC-anpec KOMNbITEpa: [KjoHupuBaTb hAC-appec ]

Puc. A-3 KnonuposaHmne MAC-agpeca

A xo4y ncnonb3soBaTtb NetMeeting. YTo MHe HYy>XHO AnsA 3Toro caenaTtb?

Ecnun Bbl 3anyctute NetMeeting B kadecTBe yana, Bam He noTpebyeTca npeanpuHuMaTh
Kaknx-nmbo aencTBun.

Ecnn 6bl 3anyctute ero B pexume OTBeTa, BaMm MOTpebyeTcs HacTpouTb YHKLMK
BupTyanbHbin cepsep unm ysen DMZ, a Takke ybegutbcs B ToM, 4to H323 ALG BKknitoyeHa.

UTtobbl HacTpouTb BupTyanbHbIM cepBep: BOMOAUTE B MapLUPYTM3aTOP, HAXMUTE MEHI0
Mepeagpecauus B neBow YacTtu Bpay3epa u BoibepuTe nogMmeHio BuptyanbHble cepBepbl.
B okHe BuptyanbHble cepBepbl Haxmute kHonky [lobaBuTb HOBYH... 3aTeEM B OKHE
[Jo6aBuTb unNuM U3MEeHUTbL 3anuUcb BUPTyanbLHOro cepBepa BeBeaute B none [MopTt
cepBuca 3HayeHve 1720, a B none IP-agpec, Hanpumep, 192.168.0.169. Haxmunte KHOMKy
BkntoyeHo 1 3aTem CoxpaHUTb.

I Mopt cepBica BHYTP&HHHIA NopTt IP-Anpec Mpotokon COCToAHHE HileHHTL

[ [oPaeuTh HoByi. |

Puc. A-4 OkHo BupTyanbHble cepepbl
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Oo6asnTe UK NameHWTe 3anuck BupTyansHoro Cepeepa
MMopT cepBHca: 1720 (o2 WK 330
BHyTpeHHUi nopt: I:I (¥, DONYCKAETCA TONBED ANA NORTA OBWEND CEREMCE MNH OCTAENASTCA MYCTHIM)

IP-appec: 192.168.0.169
MNpoTokon: | ECE w |

COCTOAHHE: |BKnmquD V|

CTaHDAPTHLIA NOPT CepRUCA: | --BribepuTe-- w |
[ Coxpanmte | [Hazaa |

Puc. A-5 [1o6aB1Tb Mnn nameHnTb 3annucb BUPTyanbHOro cepeepa

& TlMpumevaHme:

B npoTtuBononoxHon ctopoHe cnegyet BbidBatb WAN [P, KOTOpbIi OTOOpa)kaeTca B OKHe
“CocTosiHne”.

4) YT06bl akTMBMpOBaTb (byHKuuo y3en DMZ, Bongute B MapLupyTusaTtop, BblibepuTe MeEHI0
MNMepeappecaums B reBor Yactn Gpay3epa v 3aTem Bblbepute nogmeHto DMZ. B okHe DMZ
BbiOepute paguokHonky BkmouuTtb 1 BBeanTte Baw IP-agpec B none IP-agpec DMZ yana,
Hanpumep, 192.168.0.169. Nocne 3Toro HaXxMmTe KHOMKY CoOXpaHUTb.

Tekymee cocToAHHe: (%) Bemiounte () OTENKUKTE.

IP-anpec DMZysna:  [192 160169 |

CoOXpaHTE

Puc. A-6 DMZ

5) BonawnTte B MapLupyTm3aTop, Bbibepute MeHio BesonacHoCTb, HaxogsLleecs B NEBOW YacTu
OkHa 6pay3sepa, n BblbepuTe nogmeHio Hactponku 6asoBon 3awmTtbl. B okHe HacTponku
6a3oBoM 3awWumTbl BbibepuTe pagnokHonky Bknountb Bo3ne H323 ALG. HaxmuTe KHOMKY
CoxpaHuTb.

104



BecnpoBogHoi Maplpytu3aTtop cepum N co CKOpOCTbIO
TL-WR740N/TL-WR741ND nepegauv AaHHbIX go 150 Méut/c

MexceTeBOW 3KpaH

MexceTeBOH aKpaH SPI: = BrOounTE BEIKMOUNTE

VPN
MNMponyck Tpadyuka PPTP: = BrniounTe BRIKTHUWTE
NMponyck Tpadyuka L2TP: « BrniounTts BRIKMHMUWTE
Mponyck Tpaduka IPSec: = Brniouns BEIKNIOYMTE

ALG
FTP ALG: » Brmiounts BhIKMIOUITE
TFTP ALG: = BrniounTe BEIKMHOUNTE
H323 ALG: BEIKMOUNTE
RTSP ALG: = Bumiounts BhIKMIOUITE
SIP ALG: s BrnwounTe BrIKMiunTE

CoxpaHHTb

Puc. A-7 HacTtpoliku 6a3oBon 3awmTbl
Y10 5 AomKeH Aenatb, YTOObI YCTAHOBUTL B JIOKanbHOW ceTu Be6-cepBep?

Tak kak mexay noptom 80 Beb-cepsepa u noptom 80 BeG-ynpaBneHUs MOXET BO3HUKHYTb
siBNeHve uHTepdepeHUnn, HeobxoaumMo HasHauuMTb Apyrom nopT Ang  pyHKuum
BeO-ynpaBneHus.

UToObl M3MEHUTb MOPT Beb-ynpaBneHus: BOMOMTE B MapLUpyTU3aTop, BblOepUTe MEHH0
Be3onacHocTb, pacnonoxeHHoe B neBonM 4actu 6paysepa, u Bblbepute NOAMEHIO
"YpaneHHoe ynpaBneHue". B okHe YaaneHHoe ynpaBneHue B none MopT Be6-ynpasneHuns
ykaxute nobon gpyron Homep kpome 80, Hanpumep 88. Haxmute kHomnky CoxpaHuTb 1
nepesarpysmTe MapLipyTnsaTop.

Vaanonos ympasneme

Mopt Bed-ynpaeneHnA:
IP-agpec yaaneHHoOro ynpasneHnA: 0000 (Ykaxure 255255 255255 nnA ecex)

CoXpaHnTe

Puc. A-8 YoaneHHoe ynpaBneHue

& TlMpumevaHme:

Ecnu BblleynomMsaHyTass HacTporika BCTynuT B cuny, Beeaute 192.168.0.1:88 (LAN IP-agpec
MapLpyTtusatopa: lMopt Beb-ynpaeneHus) B cooTBeTcTBytowem none. Ecnu LAN IP-agpec
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Moema, CoeMHEHHOro C BallMM MapLupyTM3aTopoM, cocTaBndaeT 3HadeHne 192.168.0.x, Toraa
3HayeHne LAN [P-agpeca maplpyTtusatopa MO YMOMYaHUIO aBTOMAaTUYeCKM CMEHMUTCH C
192.168.0.1 Ha 192.168.1.1, 4TOObLI N36eXaTb KOHNUKTa IP-agpecos.

3)

Bongute B MapwpytmsaTtop, BbiOepute wMeHio [epeagpecauma B neBOM  4acTu
MapLupyTusartopa 1 BblbepuTe nogMeHio BupTtyanbHble cepBepbl. B okHe BuptyanbHblie
cepBepbl HAXMUTE KHOMKY [lo6aBUTb HOBYHO..., @ 3aTEM B OKHe [lo6aBUTb NN U3MEHUTb
BUPTyanbHbLIN cepBep ykaxute B none MNMopt cepBuca 3HavyeHne 80. B none IP-agpec
ykaxute Baw IP-agpec, Hanpumep, 192.168.0.188. [locne 3TOro HaXMUTe KHOMKY
BknroueHo, a 3atem CoxpaHuUTb.

BupTyanbHbie CepBepbl

I Mopt cepBuca BHYTPpEHHHIA NopTt IP-Anpec Mpotokon CoCcToAHHe HineHHTb

[ [O0BaBMTb HoByiO... |

Puc. A-9 BupTtyanbHble cepBepbl

Jo6asnTe Un MameHUTe 3anucs BupTyansHoro Cepeepa
MopT cepenca: GO0 MNK 30
BHYTPpEHHHI NopT: I:I ({4, [oNyCcKaeTeA TONEKD ANA NOpTa 06Werd CepeMCa MK OCTAENARTCA NYCTHIM)

IP-agpec: 192.168.0.188
Mpotokon: | BCE vl

CocroAnne: | BrnwyeHo Vl

CTaHBapTHLIA NOPT CepBHCa: | --Bribepure-- v |
[ Cowpanwte | [ Hasaa |

Puc. A-10 OkHo [Jo6aBuTbL Mnmn N3MeHUTb 3anncb BUPTYarnbHOro cepeepa
BecnpoBoAHble CTaHLMN He MOTYT NOAKNIOYUTLCA K MapLUpyTU3aTopy.

Ybegutecb B TOM, YTO caenaHa OTMeTKa B siyeilke BknoumTb becnpoBogHoe BellaHue
poyTepa.

MpoBepbTe, coBnagaetr nm  wugeHtudukatop SSID  GecnpoBoAaHbIX  CTaHUMM  C
NMOEHTMUKATOPOM MapLUpyTM3aTopa.

Y6eantechb B TOM, YTO 6€CrnpoBOAHbIE CTAHLMMN UCMONb3YHT KOPPEKTHbLIN KITHoY LWGPOBaHKS,
€CI TaKOM PEXUM BKIHOYEH.
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4) Ecnu 6GecnpoBogHOE MOAKIHOYEHNE BO3HMKIIO, HO Bbl HE MOXETe MonyYuMTb AO0CTyn K
MapLupyTu3artopy, nposepbTe IP-agpeca Bawwmx 6ecnpoBOgHbIX CTaHLUUNA.
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MpunoxeHue B: HacTponka KomnbroTepa

B atom pasgene Mbl pacckasbiBaeM, Kak NpaBMITbHO MPOW3BECTU YCTAaHOBKY WM HACTPOMKY
npotokona TCP/IP npu OC Windows XP. lNpexae Bcero, ydeauTech B ToM, 4To agantep Ethernet
paboTaeT, Npy1 HeoBXOAMMOCTM NOSb3YNTECH PYKOBOACTBOM K adanTepy.

» HacTtpoiuka komnoHeHta TCP/IP

1) B naHenn 3agady Windows HaxmuTe KkHOMKy 3anyck, a 3atem nepengute B [MaHenb
ynpaBreHus.

2) Haxmute no mkoHke CeTb M nogknodeHme Kk VMIHTepHeT, a 3aTeM B NOSABUBLUEMCS OKHe
HaxxmuTe Bknagky CeteBble NOAKMIOYEHUA.

3) HaxmuTe npaBoi KHOMKOW MbIW MO MKOHKE M B MOSIBUBLLEMCS MEHIO BbibepuTe pasgen
CeoucTBa.

O AKNHIHEHHE N0 NOKANEHOH

. Ly OTEmumTE

MoAkAHIYEHHA THNE MOCT

Co3AaTE ApNEIK

MeperMeHOBATE

CBOHCTEA

Pwc. B-1

4) B npeacrtaBneHHOM Ha pPUCYHKE HWXEe OKHe cAaenanTe [OBOWMHOW LWen4ok no pasgeny
MpoTtokon UHTepHeTa (TCP/IP).
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- [Mogxawue HHe Mo JOKAAbHOH CETH - CROMCTEA @E|

O fwme MpoEepka NogMHHOCTH | JononHUTENEHD

Mn 00 ENOYEHKME HEpES!

B8 Realek PCle GBE Family Contraller

K.oMNoHEHTE, HCNONEIYEMBIE 3TN NOQEADYEHMER!

.@ Cny#fa qocTyna K anatd W NpHHTERar ceTed kicr
.@ MNnaHMposWME nakeTos oS
g3 [porokon MeTepHeTa [TCRAR]

£ *

[ HeoTaHoBMTE. .. CeoicTEa

OnucaHue

MNporokon TCPAAP - cTadg apTHEIR NpoToKon raoGansHe:x
CETEl, DAECMEYMBEANWME CEASE MEXAY PASNHYHEIMI
ESEHMOLEACTEYOW MM CETAMM,

(] Mp4 NOAKARYEHMK BEIBECTH SHAY0K B OGNACTH YEEA0MAEHHE

HEenomnATE NpU OrPaHWYEHHOR MM OTCYTCTEYHLLLER
MoK HYEHHH

k. ] [ OTreHa

Pwuc. B-2
5) Ortkpoetcs okHo CBonctBa TCP/IP, B koTOpOoM ByaeT oTkpbiTa Bknagka IP-agpec.

Bbibepute Monyuutb IP-agpec aBTtomaTtuyecku n Monyunts DNS-cepBep aBTOMaTUyecku,
Kak NpeacTaBneHo Ha PUCYHKE HUXKeE:
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CroicTea: lNpoTokon Mure pHeta (TCPAIP)

OfWKHe | AnETepHATHEHAR KOHPMIYPALMA

MaparaeTpel [P MoryT HAZHYATECA AETOMATHYECKM, BCAM CETh
NOMOERKMESET STY BOZMOKHOCTE. B NpoTHMEHOM Cnyyae napareTpel
IP r0sHD 00AYYMTE Y CETEEOMD SMWHMCTPETORA.,

{(®) NonyduTe |P-a0pec ETOMATHYECKM

() Menonesosare cneaymowmi [P-agpec:

{(#) Nonyaure agpec OMS-cepeepa BTOMATHYECKM

() Mononesosate cnegyowme agpeca DNS-cepeepos:

JononHuTeneHD...

[ ok H OrteHa ]

Pwuc. B-3
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MpunoxeHue C: Cneundcunkaumn

General O6Liee

CranpapThl IEEE 802.3, 802.3u, 802.11b, 802.11g, 802.11n

MNpoTokonbl TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP

1 nopt WAN 10/100M ¢ chyHKLMEN aBTOMATUYECKOro COrnacoBaHns CKOPOCTU
MopThl (pasbem RJ45), 4 nopta LAN 10/100M ¢ cbyHKUMEN aBTOMATUYECKOIO
corrnacoBaHusi cCkopocTu (pasbem RJ45)

10BASE-T: HeakpaHnpoBaHHada BuTasi napa, kat. 3, 4, 5 (He 6onee 100 m)
OkKpaHnpoBaHHaga BuTas napa EIA/TIA-568 100Q (He 6onee 100m)

Tun kabens
100BASE-TX: HeakpaHnpoBaHHas BuTasi napa, kat. 5, 5e (He 6onee 100 m)
OKpaHnpoBaHHaga BuTasa napa EIA/TIA-568 100Q (He 6onee 100 m)

Ceetoavontas ®(PWR), ¥(SYS), = (WLAN), S(WAN), @(LAN1-4), 8 (WPS)

MHAMKaLMs

CepTtudukatbl FCC, CE

BecnpoBoaHas nepeaaya AaHHbIX

Nonoca 4acTtoT 2,4~2,4835 Ty

CKOpOCTb 11n: go 150 M6uT/c (aBTOMaTM4eckas)

fSecnpoBogHoi 119: 54/48/36/24/18/12/9/6 M6uT/c (aBTOMaTHM4eCKas )

nepeaaqnt AanHblX | 11p: 11/5.5/2/1 Méut/c (aBTomaTndeckas )

PacwwupeHne
DSSS (wurpokononocHasa Moaynsums ¢ NnpsiMbIM paclLuMpeHneM cnekTpa)
YacToThI
Moaynsauus DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
BesonacHocTb WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

130 M6wuT/c: -68 abm npu 10% PER (npoueHT nakeToB ¢ owmbkamm);

108 Mb6wurt/c: -68 obm npn 10% PER;
YyBCTBUTENBHOCTL | 54 M6uT/c: -68 abm npn 10% PER
@PER 11 M6wut/c: -85 nbm npu 8% PER;

6 MowurT/c: -88 obm npn 10% PER

1 Mowurt/c: -90 obm npn 8% PER

YcuneHne aHTeHHbl | 5 gbun

YcnoBus okpyxatollen cpeabl

Okcnnyataums : 0°C~40C (32°F~104°T)

Temnepatypa Storage: -40°C~70°C (-40°F~158°F)
XpaHeHue: -40°C~70°C (-40°F~158°T")

OkcnnyaTtauus: otHocuTenbHas BriaxHocTb 10% - 90%, 6e3 obpasoBaHus
KOHOeHcaTa

BnakHocTb
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XpaHeHue: oTHocuTenbHas BNnaxHocTb 5% - 90%, 6e3 obpasoBaHUs KoHAeHcaTa
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MpunoxeHue D: MNoccapun

>

802.11b — Ctangapt 802.11b onpegenser napameTpbl paboTbl GecrnpoBogHOM ceTu Mnpu
CKOPOCTW nepegayn AdaHHbix 11 M6wut/c, ucnonb3ya texHonormio DSSS, n paboTaeT Ha
HennueHanpoBaHHOM auanasoHe 2,4 [Ty ¢ ncnonb3oBaHMem anroputma wngposanna WEP.
K cetam ctrangapTta 802.11b Takke otHocaTcs cetun Wi-Fi.

802.11g — cneuundmkaums ans cosgaHus GecnpoBOOHbIX CETEN CO CKOPOCTbIO nepeaauqn
AaHHbIX 40 54 M6uTt/c, ncnonb3dysa TexHonornto DSSS, mogynsauuto OFDM un paGoTaeT Ha
HenuueH3nMpoBaHHOM auanasoHe 2,4 Ty, O6paTHO COBMECTMM C YCTPOWCTBaMM CTaHAapTa
IEEE 802.11b. UcnonbsyeTt anropntm wudpposanna WEP.

DDNS (Dynamic Domain Name System — Cuctema gMHaMU4Y€CKUX AOMEHHbIX UMEH) —
Bo3MOXHOCTb  HasHayeHus (PUMKCUPOBAHHOINO Y3NOBOTO W AOMEHHOr0 WMEHM Ans
OuHamundeckoro Internet IP-agpeca.

DHCP (Dynamic Host Configuration Protocol — MNMpoOTOKON HacTPOMKU AMHAMMYECKOro
y3na) — [NpoTokon, KOTOpbI aBTOMaTUYECKM MPOU3BOAMT HACTpoliky napameTtpoB TCP/IP
BCEX KOMMbIOTEPOB, NoakNtoYeHHbIXx K DHCP-cepsepy.

DMZ (Demilitarized Zone — [leMmunutapu3oBaHHasa 30Ha) — [JaHHas pyHKLMSA no3BonseT
y3ny rnokanbHOM ceTn obpawaTtbca K MWHTepHeT Aana paboTebl CO  chneumanbHbIMK
NPUNOXEHUSMU TakuMK, Kak IHTepHeT-urpbl U BUOEOKOH(EPEHLNN.

DNS (Domain Name System — Cuctema AOMeHHbIX UMeH) — VIHTepHET CepBuC, KOTOpPbLIN
nepeBoanT nMeHa cantos B IP-agpeca.

[JlomeHHOe nmsa — onncaTtenbHoOe NMs Ons agpeca unu rpynnbl agpecos B MHTepHeT.

DSL (Digital Subscriber Line — Jlunna uucdpoBoro nognucuymka) — TexHonorusi, Kotopas
Mo3BONSIET OTNPaBNATb UMW MONyYaTb AaHHble, UCMONb3ys CYLUeCTBYOWME TernedoHHble
NUHUN.

ISP (Internet Service Provider — UHTepHeT-npoBarnigep) — KomnaHus, kotopas obecneynsaet
aoctyn B VIHTepHeT.

MTU (Maximum Transmission Unit — MakcumanbHbIM pa3mep naketa) — MakcumanbHbIn
pa3mep nakeTa AaHHbIX, KOTOPbIA MOXET ObITb NepeaaH..

NAT (Network Address Translation — TexHonorus nepeBoga ceTeBbiX afpecoB) —
TexHonormns NAT nepesoaunt IP-agpec nokanbHon cetu B IP-agpec cetn HTepHeT.

PPPoE (Point to Point Protocol over Ethernet — lNpoTtokon noakntoyeHus Yyepe3 Ethernet
no npuHuuny Touka-Touka) - PPPOE — 310 npoTokon Ans NoAKMYeHNs yaaneHHbIX y3nos
cetn VIHTepHeT 4yepes3 MOCTOSIHHOE MOAKMNOYEHUe, NOCPEACTBOM MMUTaLUM MOAKMYEHMUS
dial-up.

SSID - NgeHtndukatop SSID — ato kntod, Bkovawowmnm B cebs ao 32 GyKBEHHbIX U
UMpPOBbLIX CUMBOMOB, KOTOPbIN UCMOMNb3yeTca ANd MaAeHTUMKauum nokansHon cetn. Ytoobsl
GecnpoBofHble YCTPOWCTBA CETUM MOrMM OOMEeHMBATbCA AaHHbIMW, OHW  [OMKHbI
ucrnonb3oBatb oauH K TOT Xe SSID. O6blMHO 3TO HACTPOEYHbIM napamMeTp Ans
GecnpoBogHon kapTbl KomnbtoTepa. CooTtBeTcTByeT ESSID pgna 6ecnpoBoAHOM TOYKM
Joctyna n umeHn 6ecnpoBOaHON CeTH.

WEP (Wired Equivalent Privacy — 3kBUBaneHT NpoBOAHOWM 3awuTbl) — MexaHuam
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LWMGPOBAHUS HA OCHOBE 64-, 128- unn 152-GUTHOrO COBMECTHOrO KIKO4a, Kak ykasaHo B
crangapte IEEE 802.11.

Wi-Fi — Kommepueckoe Ha3BaHue ctaHgapTa 802.11b, npucsoeHHoe opraHusauuen Ethernet
Compatibility Alliance (WECA, see http://www.wi-fi.net), saBnstowenca rpynnon no
pa3paboTke NPOMBbILLMEHHbIX CcTaHOapToB, paboTatoLlen Hag npobnemon
B3anMO3aMeHAeMOCTH YCTPONCcTB cTaHgapTa 802.11b.

WLAN (Wireless Local Area Network — BupTyanbHas nokanbHas ceTb) — rpynna
KOMMbIOTEPOB W CBSI3aHHbIX YCTPOWCTB, B3aVMOAEWCTBYIOLMX Opyr C OPYromMm 4epes
GecnpoBoaHyto Nnepeaayvy AaHHbIX B OrpaHU4EHHOM parioHe.


http://www.wi-fi.net/
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