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CEPTUD®UKALINA FCC

S

[aHHoe obopynoBaHMe MPOLUNIO COOTBETCTBYIOLLME WUCMbITAHWS, KOTOpblE MOKasanu, YTO OHO
COOTBETCTBYET TpeboBaHMAM ANs LMdPOBLIX YCTPOMCTB Knacca «B» B cOOTBETCTBMM C YacTbio 15
npasun FCC. [aHHble TpeboBaHusA Obinu paspaboTaHbl, 4YTOObI 06ecneynTb OMTUMAIbHYIO
3aWmTy OT HebnaronpusaTHbIX SBNEHWA UWHTepdEepeHuUn npu JKcnnyatauMm B AOMaLUHUX
ycnosusx. OBopyaoBaHue reHepupyeT, UCNonb3yeT M M3nyyaeT pafMOoBOIHbI, KOTOpble Mpu
HenpaBWIbHOM YCTAaHOBKE W 3KCMnyaTtauuM MOryT BbI3blBaTb HebrnaronpusaTHble SBNEHWS
uHTepdepeHumnm ana GecnpoBogHON nepedadn AaHHbiX. OgHaKo HET rapaHTuW, Y4TO NoJoGHbIe
ABMEHVs MHTepdepeHUMn He BO3HUKHYT B OTAEMbHbIX Crnyvasx yctaHoBku. B cnydae, ecnu
obopyaoBaHMe reHepupyeT MnoMexu, NPenaTCTBYOLME HOPManbHOMY MPUEMY paguo- unu
TenecurHana (310 MOXHO ONpenennTb, BbIKIIOYUB U BKIHOUYUB €r0), PEKOMEHAYETCA NpeanpuHATb
cnepywouine OencTems:

e /3MeHMTb NonoXxeHne unu nepeaBnHyTb NPUHUMALOLLYIO aHTEHHY.

e  YBENMYMTb paccTosiHe Mexay 06opyaoBaHNEM U MPUEMHMKOM.

o T[logknounTb 000pyaOBaHUE M NPUEMHIMK K Pa3HbIM PO3ETKaM.

e  OOpaTuTbCs K AUNEpy MM K ONbITHOMY crieunanucTy no paguo- Unn TeneBU3noHHOMY
obopynoBaHuto.

YCTPONCTBO COOTBETCTBYET TpeboBaHmaM Yactu 15 npasun FCC. QkcnnyaTtaumsi NpoM3BoagMTCS C
Y4ETOM crnegyoLmx AByX YCNOBUN:

YCTPOWCTBO HE AOMKHO Bbl3blBaTb HEGNArONPUSATHBLIX SSBNEHWUI MHTepdEPEHLIUN.
YCTpoicTBO MoXeT paboTaTh C NoGbIM TUNOM UHTEPGEPEHLMM, BKIOYast UHTEPEepeHLMIO,
KOTOpasi MOXET Bbl3BaTb HEXENaTemNbHbIA PEXUM 3KCTyaTauum.

JTiobble n3ameHeHusl, He ogoBpeHHbIE ABHBIM 06pPa3oM CTOPOHOW, OTBEYaIOLLEN 32 COOTBETCTBMIE,
MOryT MoBneYb 3a CObON OTMEHY NpaBa NoNb30BaTeNsi Ha SKCnyaTtaumo obopyaoBaHus.

MpumedaHune: lNpounssoauTenb He HECET OTBETCTBEHHOCTU 3a WHTEpPEPEHUMIO paguno- unu
TeNneBn3NOHHOIro curHana, BblI3BaHHONo0 HeCaHKUMOHMPOBAHHbIMN N3MEHEHUNAMMU, BHECEHHbIMU B
obopynoBaHue. Takne M3MEHEHWs MOryT MOBMeYb 3a COOOW OTMEHY npaBa nonb3oBaTens Ha
akcnnyaTtaumio 06opyaoBaHuS.



Tpe6oBaHusa FCC no ypoBHIO paguounsnyyeHus

OdaHHoe ycTponcTBO oTBedaeT TpeboBaHuam FCC no ypoBHWO paguousnyvyeHuss ang
HEKOHTpONMpyemMon cpefbl. YCTPOMCTBO W €ro aHTEeHHa He [AOMKHbl HaxoauTbCa  WUMu
3KCMMyaTupoBaTbCa BMECTe C ApYro aHTEHHOW UNu nepeaaTynkom.

«[na obecnevyeHns COOTBETCTBUSA ITUM TpebGOoOBaHWUSM, MOMOXKEHUS] OOKYMEHTA MPUMEHSIOTCS
TONMbKO B OTHOWEHUN MOOUNbHBIX KOHUrypauun. AHTEHHbl, MPUMEHSAEMble AaHHbIM
nepeaaTtynkom, OOMKHbI ObiTb YCTAHOBMEHbI HA PacCTosiHMM He MeHee 20 cm OT Grnvkanwwero
MECTOHaxXOXAeHNs Nogen 1 He AOMKHbI HAaXoAUTBCA PSAOM MM COBMECTHO 3KCMNSTyaTupoBaTbC
C Opyrov aHTEHHOW UNn nepeaaTynkomy.

OtmeTka CE

C€1588

[aHHoe ycTponcTBO 4ABRseTCA NpPOAYKTOM knacca «Bw». [Npu akcnnyataumm B AOMaLLHMX
YCIOBUAX, OaHHbIA NPOAYKT MOXET Bbi3BaTb fBMEHWE MHTepdepeHuMn paguMocurHana, B 3TOM
crny4yae oT Nonb3oBaTens MoXeT NoTpeboBaTbLCA NPUHATME COOTBETCTBYIOLLMX MEp.

HacToswee ycTponMCTBO MpedHasHavyeHo Ansi paboTbl C yKas3aHHbIMWM HWXE aHTeHHaMun C
MakcMmanbHbiM Ko3addumumeHtom ycunenmss 5 abun. Crtporo 3anpeljaeTca umcnonb3oBaTb C
HaCTOSAILLMM YCTPONCTBOM @HTEHHbI, KOTOPbLIE HE YKa3aHbl B CMMUCKE UK MMEHT KO3(ULMEHT
ycuneHnus 6onee 5 gbu. ConpotuBneHne aHTeHHbI JOMKHO ObiTb 50 Om.

Ona CHWKeHUA BO3MOXHbIX 3UPHLIX MOMEX Yy Apyrux nonb3oBaTenen TUM aHTeHHbl U ee
KO3(pPULMEHT yCUNEHNS SOMKHbI OblTb TaKMMK, YTOOBI MOLLHOCTb 3KBUBANEHTHOrO U30TPOMHOMO
n3ny4vatens He npesbIWana npegen, 4onycTumMbin Ana 6ecnepebonHon cBA3u.

@

MpoaykT cepTucpikoBaHo 3rigHo ¢ npasunamu cuctemmn YkpCEMNPO Ha BignosigHicTb BuMoram
HOPMaTUBHMX AOKYMEHTIB Ta BuMMOram, WO nepeabadeHi YMHHMMU 3aKOHOOABYMMMU aKTamu

Ykpainu.

MpaBuna 6e3onacHoCTK

® EcCnun ycTpOMUCTBO UMEET KHONMKY BKITHOYEHUS/BBIKIMIOYEHUSA MUTAHUSA, TO C €€ NOMOLLIbIO MOXHO
ObICTPO OTKMOYUTL MUTaHWE YCTPOWCTBA. ECnM KHOMKM nUTaHuA Ha YCTPOWCTBE HET,
€ONHCTBEHHBIN CNOCcob NOMHOCTLI0O 06ECTOUNTL YCTPOMCTBO - OTKIIOYUTL aganTep NUTaHus ot
ANEKTPOCETW.

® He pasbupainte yCTpOMCTBO M HE MPOM3BOANTE €0 PEMOHT CaMOCTOSITENBHO, B 3TOM Crlyvae
KOMNaHWa BnpaBe CHATb C cebs rapaHTuiHble o06A3aTenbCcTBa, KpOMe TOro, Bbl
noaBepraeTecb PUCKY MOPAXKEHUS SNEKTPUYECKMM TOKOM.

® He pgonyckarTe nonagaHud Briarm BHyTPb YCTPONCTBA.
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MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
TL-MR3020 PykoBoacTBO nonb3oBartens

KomMnneKkT noctaBkKku

B komMnnekT nocraeku BXOOAT:

> becnpoBogHoi MapLupyTusartop TL-MR3020 MopTaTnBHLIN BecnpoBogHom

3G/4G-mapLupyTtumsaTop

> ApganTep NOCTOSIHHOroO Toka Ans mapupytmnsatopa TL-MR3020 MopTtatmeHbI 6ecnpoBoaHOM

3G/4G-mapLupyTmsatop
> USB-kabenb

> Ethernet-kabenb

> PykoBoacTtBo no ObicTpoK HacTporike

>  KomnakT-guck co cnegytowen nHgpopmaumnen:
e PykoBoacTtBo nonb3oBartens
o [lpoyas nonesHasa nHopmauus

&= lNpumeyaHue:

Y6e,u,v|Ter B TOM, YTO KOMMJIEKT COAEPXKUT BCE YKa3aHHbl€ BbllLE€ HAUMEHOBaAHUA. Ecnu yto-nnbo

NOBPEXAEHO UM OTCYTCTBYET, 06paTUTECL K CBOEMY ANCTPUOBLIOTOPY.



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

maBa1. BBeaeHue

1.1 O630p

Komnanusa TP-LINK oco3Haét HeobxoaumocTb Hanuuma 3G/4G-nogkntoyeHns B gopore. Ytobbl peanusoBatb 3Ty
naeto, 6bin paspaboTtaH noptaTuBHbIN GecnpoBogHon 3G/4G-mapwpyTtusatop cepun N TL-MR3020. 310t
MapLipyTu3aTop no3BONMT ObICTPO co3daTb CTabWMbHYKD U BbICOKOCKOPOCTHYHO OecrnpoBOAHYH CeTb CO
CKOPOCTbIO Nepefayvn AaHHbix Ao 150 M6ut/c n obecneunTtb COBMECTHbIM ocTyn Kk 3G/4G-nogknioyeHno BO
BpeMms nytewectBus. MNogknouns 3G/4G USB-kapTy k MapLupyTusaTopy, Bel MOmeHTansHo co3gaéte Wi-Fi Touky
[OCTyna C BO3MOXHOCTbIO COBMECTHOro goctyna k WHTepHeT B niobom mecte B npefernax 30Hbl MOKPbITUS
3G/4G-ceTn. HaxognTteck nn Bbl B moesge, B NOXoQHOM narepe wnv Ha ctpownnowanke, y Bac Bcerna 6yger

HagéxHoe GecnpoBoaHOe NOAKIIOYEHNe, MOMHOCTLIO OTBeYatllee Bawmm Hyxgam.

Pa3nunyHble BapuaHTbl NOAKNO4YeHUA '

MopTatusHbIn 6ecnposogHon 3G/4G-mapwpyTtusatop cepum N TL-MR3020 umeeT Heckonbko pexunmoB paboThbi:
3G/4G-mapwpyTtusaTop, 6ecnpoogHon knueHT (WISP) ¢ mapLipyTusaTopom M Tovka AOCTyna, KOTopble MOryT
ncnonb3oBaTbCHd B 3aBUCMMOCTM OT cuTyauuu. [lopdepxka wmpokononocHoro 3G/4G-noaknoyeHns 1
nposogHoro nogkntovenns yepes nopt WAN (PPPoE, Aunamnueckun IP, Ctatnyeckun IP, PPTP, L2TP, kabenb)

obecneuynBatoT Bam BO3MOXHOCTb AocTyna kK MIHTEpHET, HaxoauTecb N Bbl foma unu Ha paboTe.

CoBmMecTUMOCTb .

Mapuwpytnsatop TL-MR3020 coeBmectum c iPad, iTouch, TenegoHamm Ha 6aze OC Android, Kindle u c
OonbLIMHCTBOM MopTaTuBHbIX 6ecnpoBogHbIX ycTpouncTe. Hannune nopta USB 2.0 nossonseT mcnonb3osaTb

LTE/HSPA+/HSUPA/HSDPA/UMTS/EVDO USB 3G/4G-mogembl.

Bbicokas CKOOPOCTb nepenavn AgaHHbIX '

BecnposogHon 3G/4G-mapwpyTtusatop TL-MR3020 c¢ noppepxkon ctanHgapta N obecneumBaeT CKOpPOCTb
nepegayv gaHHbix ao 150 M6wut/c, 4yto owyTumMo Goree BbICOKUI NOKa3aTenb MO CPaBHEHUID C OObIYHBIMMK
ycTporicTBaMmu cTaHgapta 11g. 3To no3BonsieT Ucnonb3oBaTb NpUNoxeHus, Tpebytolwme GonbLue NPONyCcKHOW
CrnocobHOCTH, HaNpUMep, BUAEO BbICOKOM YETKOCTU, a Takke obecrnevymBaeT COBMECTHbIA DecnpoBoaHOM AOCTyN

K CETM CO CKOPOCTbI0 NogknoveHnsa 4o 150 MouT/c Bo Bpemsi noes3aku.

Huskoe aHepronoTpebneHue '

Bnarogaps nopty Mini USB mapLupyT1satop MOXET nony4atb NMTaHue OoT HoyTOyka Mnu agantepa nuTaHus U,

npu 3TOM, pacxoaoyeT Marno 3NeKTPO3Heprun.



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
TL-MR3020 PykoBoacTBO nonb3oBartens

1.2 [onyweHus

Mcnonb3dyemoe B HacTosweM pykoBoacTBe HaummeHoBaHue TL-MR3020 wnu MapwpyTtmnsatop

nogpasymeBaeT nog cobon noptaTvBHbin BecnposogHon maplupytusatop TL-MR3020 cepuu N co

CKOPOCTbIO Nepedaymn gaHHbix go 150 Moéwut/c.

1.3 OCHOBHbIe XapaKTepPUCTUKU

>

KomnakTHbIN AM3aniH yCTPOWCTBa, Marnbii pasmep M NErkuin BeC mapLupyTusaTtopa no3sBonsT B3ATb €ro C

coboii B gopory

OgwuH nopt Ethernet 10/100 M6uTt/c, aBTo cornacoBaHue, pasbém RJ45, oguH nopt USB 2.0, ogmH nopT mini

uUsB
Mopnepxka cranpgaptos IEEE 802.11n/g/b, IEEE802.3/3u
CoemectumocTb ¢ LTE/HSPA+/HSUPA/HSDPA/UMTS/EVDO USB 3G/4G-mogemamu

CosmectumocTb ¢ iPad, iTouch, TenedoHammn Ha 6aze OC Android, Kindle u ¢ 60nbLUMHCTBOM NOPTATUBHbBIX

6ecrnpoBOaHbIX YCTPOWCTB

CkopocTb nepefaym gaHHblx ctaHgapta N go 150 Moéut/c

HacTpowka 3awmTtbl ogHUM HaxxaTnem kHonkn WPS

3awwmTa ¢ nomowbio WEP, WPA/WPA2, WPA-PSK/WPA2-PSK-ayTeHTudmkaummn n wmdposaHua TKIP/AES
MutaHne oT HOyTOYKa MK aganTepa NUTaHUs C HA3KUM SHEPronoTpebneHnem

Heckonbko pexxumoB pabotbl: 3G/4G-mapLupytusaTop, 6ecnposogHoii knneHT (WISP) ¢ mapipyTmsaTtopom

1 TOYKa aoctyna

BoamoxHocTe 3G/4G/PPPoE/OnHamuyeckmnin IP/Ctatunyeckuin IP/PPTP/L2TP/kabenbHOro noakntoyeHns K

WHTepHer
Mopaepxka nponycka Tpaduka VPN, BupTyansHoro cepsepa u yana DMZ
Mopaepxka UPnP, DDNS, ctaTtuyeckon mapLupytmusauum

BO3MOXHOCTb aBTOMAaTU4ECKOrO MOAKIHOYEHNsT K MHTepHeT N NOAKMNKYeHUaA no pacnmcaHunw B

onpeaenéHHoe Bpemsi

AnnapatHbin NAT, nogaepxka aBToMaTM4eCcKoro u AuHaMm4eckoro pacnpeaenenns |IP-agpecos 6naropgaps

DHCP-cepBepy

Mogkntovernne k UHTepHeT no TpeboBaHMio u cbpoc coeguHeHns ¢ WMHTepHET B crnydae npocTos npu

PPPoE-nogkntoyeHnmn
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>  64/128/152-6utHoe wudpoBaHne WEP u dyHkuma Cnvcok KOHTpons pocTyna Ans 6ecrnpoBOaHOiA

NoKanbHoWn cetn

» Toppepka CTaTUCTMKX MNOTOKOB

»  B03MOXHOCTb OGHOBMEHUS BCTpoeHHoro MO 1 Hannuve BeG-yTUNUTLI HACTPOVKM

1.4 OnucaHue naHenewn

1.4.1 TlepenHas naHenb

MuTtaHne

NHTepHeT

becnposopgHan
nokarnbHas ceTb

Ethernet

WPS/RESET:

%
)

. %

PucyHok 1-1  [epeaHasa naHenb

CeeToaMoaHble MHAOMKATOPbl PacronoXeHbl Ha nepedHeElr MNaHenu maplupyTusaTtopa (BuA

cBepxy).
UHgukatop CocTosiHue O0bo3HauyeHue
| Bkn. MuTaHue BKIIOYEHO.
OHMTaHI/Ie
Bblikn. MuTaHme oTKNoYeHo.
BKr MapuwpyTnsatop nogknodéH Kk WHTepHeT, HO nepegava
@ ' OaHHbIX HE MPOMCXOaUT.
ViHTepHeT Mwuraet Uepes mapLupyTnsaTtop NpoUCXoauT nepenadva aaHHbIX.
Bbikn. MapLupyTnsaTop He NOAKMOYEH K NHTEPHET.
A Bkn. DyHKUMS 6ecnpoBOAHOM Nepefayn AaHHbIX BKOYEHA.
2~ becnposogHas - -
Mwuraet Mo GecnpoBoagHOM ceTu MAET Nepenava OaHHbIX.
nokanbHasi CeTb -
Bblikn. DyHKUMS 6ecnpoBOAHON Nepefayn AaHHbIX BbIKITHOYEHA.
Bir K cooTBeTcTBylOLEMY MOPTY MOAKMYEHO YCTPOWCTBO, HO
' HeT nepedayn AaHHbIX.
E‘lEthernet Mwuraet Uepes nopt Ethernet nponcxogut nepegaya gaHHbIX.
Bk HeT ycTpoWcTB, MNOAKMIOYEHHBIX K COOTBETCTBYHOLLEMY

nopTy.

Tabnuua 1-1 OnucaHne CBETOAMOAHLIX MHANKATOPOB
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» WPS/RESET: [1nsa ucnonb3oBaHusa dyHkunn WPS HaxXmuTe JaHHY0 KHOMKY U yaepXusanTte
eé Haxatonm He Oonee 5 cekyHpn, 3amuraeTr uHgmkatop WPS; ansa cbpoca HacTpoek

MapLupyTM3aTopa yaepXxuBanTe AaHHY0 KHOMKY HaxaToin He MeHee 10 cekyHA.

1.4.2 3apgHAA naHenb

3G/4G USB-nopt
MopTt Mini USB

MopT Ethernet RJ45
MNepekntouatens pexuma paboTbl

PucyHok 1-2 3agHsada naHenb
YKa3aHHble Ha PUCYHKE 3rieMeHTbl pacnonoXeHbl Ha 3agHen naHenu (Bug cnpasa Hasneso).
» 3G/4G USB-nopT: JaHHbin nopT ncnonbayerca ans 3G/4G-mogema.

» Mopt Mini USB: [daHHbIn NOPT UCNONb3yeTcs ONs MNOAKMYEeHUA ajanTtepa MUTaHusa 13
KOMMieKTa NoCTaBKu.

» Nopt Ethernet RJ45: [JaHHbI nopT paboTtaet kak nopt LAN nnn WAN B 3aBucMMoCTn OT
pexunma paboTbl.

> TepeknioyaTenb pexuma paboTbl: [aHHbI nepeknoyatens Ucnonb3yetcs  Ans
N3MEHEHWs pexxrMa paboTbl MapLupyTM3aTopa.
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maBa 2. [lopgknioyeHne mapLupyTusaTtopa

2.1 CuctemMmHble TpeboBaHusA

> Hanuumne ycnyrm wmpokononocHoro mobunbHoro 3G/4G-nogkntodeHna k UHTepHet (LTE
/HSPA+ /[HSUPA /HSDPA /UMTS /EVDO, nopt USB)

> [K c paboratowum Ethernet-agantepom n kabenb Ethernet ¢ pasbémamn RJ45
» [lNogpepxka npotokona TCP/IP Ha kaxgom MK

> Beb-6paysep, k npumepy, Microsoft Internet Explorer 5.0 , Netscape Navigator 6.0 unu Bbiwwe

2.2 TpeboBaHMA K cpefe yCTaHOBKMU

> Mapu_lpyTvlsaTop OOJMKEeH HaxoAuTbCA B XOPOLUO npoBeTpmBaeMoM MecCcTe B OoTAalneHun oT

HarpeBaTenePl nin 060rpeBaTeﬂbHO-BeHTI/IﬂFILI,VIOHHbIX CucTtem

> yCTpOIZCTBO HEe OOJMKHO noapepratbCda nNpaMomy BO3ENCTBMIO UCTOYHUKOB CUIMBHOMO CBETa

(Hanpumep, CONMHEYHbIN CBET)
»  BoKpyr ycTponcTBa JOMKHO OCTaBaTbCsl HE MeHee 5 cM cBOGOAHOrO NPOCTPaHCTBa

> Temnepartypa akcnnyatauyum: 0°C~40°C

»  OTHocuTEnbHasa BNaXXHOCTb BO3dyxa npu akcnnyataumm: 10%~90%, 6e3 obpasoBaHus

KOHaeHcaTa

2.3 Moaknro4yeHue mMapLupyTusatopa

MapLpyTusatop noggepxueaeT Tpu pexuma pabdotel: 3G/4G-maplupyTtusaTtop, 6ecnpoBogHomn
knueHt (WISP) ¢ mapwpyTtusatopom u Touyka pgoctyna. Heobxogmmbin pexum paboTbl
BblbMpaeTcd B 3aBMCMMOCTM OT CeTeBOW cpedbl. [ns nogkmyveHWs mMapLupytusatopa

HeobXoaMMO BbIMOMHUTL Crieayowme AeNCTBUS B 3aBUCUMOCTHM OT pexuma padoTbl.
a. Pexum 3G/4G-maplupyTusartop

B atom pexnme TL-MR3020 nogkntodéH k 3G/4G-mogemy n obecneumnsaet goctyn k 3G/4G-cetn
N, KPOME TOro, MOXET paboTaTb B ka4eCcTBe OeCcnpoBOAHOINO LiEHTPaNbHOIO KOHLEHTpaTopa Ans
LUMpoKoBeLLlaHNss ©ecnpoBogHon ceTu. Takum obpasom, apyrne 6ecnpoBogHble YCTpPOMCTBaA

MOTYT NMOAKNIYATLCA K MapLUpyTM3aTopy 1 kK ogHol 3G/4G-ceTu.
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3G/4G

1. Mepemectute nepeknoyaTenb pexuma paboTbl Ha MaplpyTusatope B TMONOXeHue

3G/4G-mapLupyTnsaTop.

2. TMogknounte HOyTOYK/TIK Kk nopTty Ethernet mapwpyTtusatopa TL-MR3020 ¢ nomoLubto kabens
Ethernet.

3. TMoakntounte 3G/4G-mopem B 3G/4G USB-nopT mapLipyTmsatopa.

4. OpuH kKoHeu USB-kabena 13 Komnnekta MOCTaBkM nogknwoumte K nopty mini USB
MapLupyTusatopa, a Apyrom — K agantepy nutaHus, 3aTeM MNoAaKnioumMTe agantep nNMTaHus K

OObIYHOW 3NEKTPUYECKON PO3ETKE.
b. Pexum BecnpoBogHoun knueHT (WISP) ¢ mapipyTusatopom

B atom pexnme maplipytmusatop pabotaet kak WiFi-kapTta gns nogkntoyveHus k 6ecnpoBogHoMy
nocraBwmky WHTepHeT-ycnyr u  Kkak OecnpOBOAHOM LEHTpasibHbIA  KOHUEHTpaTtop  Aand
LUMPOKOBELLLaHNS ©GecrnpoBOAHOM CETU, K KOTOPOW nogkrovalTcsi 6ecnpoBOAHbLIE  KITMEHTHI

nokaneHOM ceTn u npoyune 6€CI'IDOBOD,HbIe yCTpOVICTBa C Lernbl nony4vyeHna gocrtyna K MHTepHeT.

SSID. abc

=

Mepekniovarent pexumos

1. TNepemecTuTte nepeknoyaTens pexxuma paboTsl Ha MapLupyTudatope B nonoxeHue WISP.

2. Togkntounte HOYTOYK/TIK k nopTy Ethernet mapwpyTtusatopa TL-MR3020 ¢ nomoLubto kabens
Ethernet.
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TL-MR3020 PykoBoacTBO nonb3oBartens

3. OaumH «koHeu USB-kabena w3 komnnekta nocTaBkuM MoakmouuTe K nopty mini USB
MapLupyTusatopa, a Apyrom — K agantepy nutaHus, 3ateM MNoAKMyYuTe agantep nuTaHug K

OObIYHOW 3NEKTPUYECKON PO3ETKE.
c. Pexum Touka gocrtyna

B atom pexume mapwpytmusatop paboTtaeT kak 6ecnpoBogHas Touka AOCTyna C YeTbipbMA
6eCI'IpOBO,EI,HbIMI/I pexnMmaMu: ToHKa OoCTyna, PeTpaHCnATop, MOCT M TOYKa AO0CTyna U KIUEeHT.

MopkniounTe MapLIpyTM3aToOp B COOTBETCTBMM C HEOBX0AMMbIM Bam pexnmom.
a) Pexwnm Touka goctyna

B atom pexnme MapwpyTtusatop pabotaet kak 6ecnpoBO4HON LieHTPanbHbIN KOHLEHTpaTop Ans
©ecnpoBOAHbIX KITMEHTOB FIOKanNbHOW CETU U pacLUMPSiET CYLLECTBYHOLLYH MPOBOAHYK CETb MO

©ecnpoBoaHOM CBSA3MW.

CeTeBan po3eTka

MepekniouaTtens peku Mos

b)  Pexum PetpaHcnaTtop

B aTOM pexvmme MaplipyTu3atop yBENUYMBAET 30HY MOKPbLITUS ApYyro 6ecnpoBOAHOM TOYKM

SSID: abc D

AOCTyna unu mMapLipyTusaTtopa.

SSID: abc

NAS,

c) Pexxum MocT n Touka goctyna



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
TL-MR3020 PykoBoacTBO nonb3oBartens

B aTOoM pexmme mapLupyTM3aTop MOXET COeAuHATb No 6ecnpoBO4HON CBA3W OBe yAanéHHble

JTOKalnbHblEe CETU.

SSID: abc SSID: 123

d) Pexum KnneHnt

B atom pexunme mapuwpyTtmusatop pabotaeT kak GecnpoBogHasi KapTta AN MOAKIHYEHUSs K

©ecnpoBogHOM ceTu.




MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
TL-MR3020 PykoBoacTBO nonb3oBartens

maBa 3. PykoBoACTBO Mo ObLICTPOM HACTpPOUKe

B aton rmaee paccKka3bliBaeTcAaA O TOM, KaK B Te4eHNEe HECKOJIbKMX MUHYT NPOnN3BECTU HaCTpOIZKy

6azoBbix GyHKUMI MapLpyTm3aTopa TL-MR3020 npu nomoLwm mactepa ObICTPOM HACTPONKN.
3.1 Pexunm 3G/4G-mapwpyTnsaTtop

Mo ymonuanuio |IP-agpec mapwpytmsatopa: 192.168.0.254, a ocHoBHas Macka nogcetu:
255.255.255.0. Ot 3HayeHnda MOXHO u3MeHUTb no Bawemy >xenaHuto. B HacToswem

pyKoBOACTBE Mbl 6y,u,eM ncnonb3oBaTtb 3Ha4eHUA NO yMOJ1HaHUIO.

3.1.1 Hactpowuka NK

Onsa npumepa wucnonb3yerca becnposBogHoe ceteBoe coeanHeHne (Wireless Network
Connection). Takke MOXHO ucnonb3oBaTb [logkniodeHne no nokanbHou cetn (Local Area
Connection), yTobbl HacTpouTb MK AN NpoBOAHOro NOAKIMYEHUSA K CETU, MOCHE Yero HaCTpOoUTb
mMapuwpyTtusatop. Ecnn Bam TpebytoTca MHCTpyKuMM O TOM, Kak 3To caenartb, CmoTpute

Mpunoxenue B: "HacTtporika NK."

1. Ona OC Windows XP, Haxmute lNyck — HacTtponka napameTpoB KomMmnbioTepa —
MaHenb ynpaBneHusa — CeTb u nogkntoyeHus K UHTepHeTr — CeTeBble NOAKMIOYEHUS;
ana OC Windows 7, Haxvute Myck — lMaHenb ynpaBneHua — [pocMoTp cOCTOsIHUSA
ceTu n 3agady — W3meHeHue napameTpoB aganTtepa. [1paBo KHOMKOW MbILWN HAXXMUTE Ha

BecnpoBogHoe ceTeBoe coeanHeHune, 3atem CBOMUCTBA.

2. [Ona OC Windows XP, ABOMHbIM LLENYKOM MbIlwn HaxxmuTe Ha MpoTokon UHTepHeTa (TCP/IP)

n3 cnucka unm Mpotokon UHTepHeTa Bepcum 4 (TCP/IPv4) onsa OC Windows 7.

3. Bbibepute Monyuntb IP-agpec aBTOomMatMyeckum u [lMonyuntb appec DNS-cepBepa

aBTomaTtnyecku. Haxmute OK gns 3aBepLUeHMst HACTPOMKM.
3.1.2 [MopknioyeHune K ceTn
1. HamuTte Ha 3Ha4oK ﬂ Ha naHenu 3agay Balwero komnbtoTepa.

2. Haxmunte OGHOBUTL CNMUCOK ceTen n BbibepuTe ceTb, Haxmute MogKknovnTbCA.

&= MpumeyaHue:

Uma cetn (SSID) no ymonuanumio: TP-LINK_POCKET 3020 xxxxxX (rgae XXxxxx nocrnegHve
wecTtb umdpp MAC-agpeca Bawlero mapLipyTtusaropa).

3. Korgpa nosiButca coobuwleHne [logknio4veHo, noaknyeHne K cetu Oyger  ycnewHo

YCTaHOBIEHO.
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3.1.3 HacTtpouka maplpyTtusartopa

1.

&

MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
TL-MR3020 PykoBoacTBO nonb3oBartens

Ona Bxoga B BeG-yTMNUTY HacTpoWku oOTkponTe BebG-Opaysep u BBeaute |P-agpec no

ymonyaHuio http://192.168.0.254 B agpecHom cTpoke 6pay3epa.

Aapec; |

http:/f192. 163,0,254/

v|G|:|

PucyHok 3-1 Bxoa B MapuwpyTusartop

Cl'IyCTFI HEMHOro BpeMeHn NoABUTCA OKHO perncrpauum HanogoObwue Takoro, KOTOpPOE yKa3aHO

Ha PucyHok 3-2. Beegute admin B kayecTtBe IMeHn nonb3oBaTens v Napons, cTpovHbIMU

OykBamm B 06omx cnydaax. 3atem Haxmute OK nnu Enter Ha knaBuatype.

npumMmeydyaHue:

MogwnwueHue k 192.168.0. 254

TP-LIME, Partable Wireless W 3G/45 Router MR3I0Z0

Mopes0BEaTENR: | ﬁ adrnin ] |
DEII:ICIJ'lb: |iiiil |
C0xPaHNTE Naponk
[ oo | [ OTHEHS

PucyHok 3-2  OkHo peructpaumm B Windows

Ecnn okHO peructpauvu He MnosiBnseTcs, 9To o3HadvaeT, 4yTo Balu Beb-Gpaysep HacTpoeH B

pexnme npokcu-cepsepa. Ecnn Bbl ucnonbsyete Internet Explorer 5. u 6, 3angute B MeHK
CepBuc > CaonctBa obospeBaTensa > [logkntoveHne > HacTporka nokanbHOW CeTM U B
nosiBuBLUEMCS OkHe ybepuTe dnaxok ¢ Micnonb3oBaTtb NPoOKcK-cepBep, 3atem Haxmute OK ang

3aBepLIeHus.

3.

Bongnte B meHio CoctosiHue u npoeepbte coctosHne 3G/4G. lNMocne Toro kak Gyamer

onpenenéH 3G/4G USB-moaem, npuctynanTte K cnegyoLlemMy Liary.

-11 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens
Cocroaxne
BhICTpan HACTpoiika 3G/4G
WPS 3G/4G USB-mopem: He nogknioden.
Cetn YpoBeHb CHTHana: 0%
BECI'IDOBO,I],HDﬁ PEXMM IP-anpec: 0.0.0.0
DHCP Macka noacens: 0.0.00
Mepeapecauun OCHOBHON WN03: 0.0.0.0
BeaonacHoci
DNS-cepeep: 0000, 0000

PonuTensCKHii KOHTpONk

BpewA B ceTi: 0 AHed 00:00:00

Kontpons aocnyna

PacumpeHHkie HACTPOIKN MAPWPYTHIALMM

PucyHok 3-3 CoctosiHne 3G/4G

4. BounauTe B MEHIO Ha cTpaHuuy BbicTpasa HacTpomka n Haxmute [danee.

C NOMOWERD BEICTPOR HACTROAKM BRI CMOMETE 230a8TE OCHOBHBIE NAPpaMETRE CETH.
NA NpOAOMTKEHWA HakMUTE KHONKy fanee |

INA BBEOAA HAKMWTE KHOMEY Boixon, .

[Bexon | [ Aanee |

PucyHok 3-4 bBbicTpas HacTpouka

5. Bblbepute TMn [doctyna Kk UHTepHeTt, n Haxmute Oanee. [lns npumepa mMcrnonb3yeTcs
Tonbko 3G/4G.

BbicTpan HacTpoika - fJoeTyn K MHTepHeT

MapWpyTH3ATOR NPEANaraeT EeIBNaTe OAMH M3 CNEAYIWHE DEXKWMOE NOAKTIOYERHA K MIHTERHET.

@ Tonbko 3G/4G - Mcno Toneko 3G54G No, & MiHTepHeT. (MopT Ethernet (pasteém RJ44) pabotaeT ak nopT LAN)
() Mpennovtnrenbio 364G - Mcnonszoeats 3GM4G kak 0CHOBHOE NOAKMIOUEHWE, & THN NOAKNIHEHWA VWAN B kauecTee pesepeHorn. (MopT Ethernet (pasbEm RJ45) paboTaet kak nopT WAN)
O Mpegnoymrensio WAN - Venonss0saTe THN NOGKNIOEHKA VAN B KEWECTBE OCHOBHOIO, 3 30/40 & Ka4ecTse pesepBHOr0 NogkniodernA. (MopT Ethernet (nasbem RJ45) palioTaeT wak nopT WAN)

() Tonbko WAN - Mcnonb3oBaTe TONbKD YWAN noakniouedme «k MHTepHer. (Mopt Ethernet (pasbém RI45) palioTaeT kak nopT WAN)

[ Hasan | [ Hanee |

PucyHok 3-5 bBbicTpas HacTponka — [locTtyn k VIHTepHeT

> Tonbko 3G/4G- ncnonb3osatb Tonbko 3G/4G anga goctyna k MHtepHer. MNopt Ethernet

ncnonbsyetcs kak nopt LAN.

> MpeanoytutenbHo 3G/4G - Vcnonb3osatb 3G/4G B kadecTBe OCHOBHOMO pexunma
noakmodeHus K IHTepHeT, a NpoBOAHOE NOAKMOYEHME — B Ka4ecTBe pesepBHoro. [opT

Ethernet pabotaeTt kak nopt WAN.

> MpeanoytutensHo WAN - lcnonb3oBaTb MNPOBOAHOE MOOKIOYEHME B KayecTBe
OCHOBHOro pexuma nogkntodeHnsa Kk UHtepHet, a 3G/4G — B KavyecTBe pe3epBHOrO.

Mopt Ethernet paboTtaet kak nopt WAN.
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MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

8.

> Tonbko WAN - ucnonb3oBaTb TOSMbKO MPOBOAHOE MOAKMOMEHWe And Joctyna K

MHTepHer. Mopt Ethernet pabotaet kak nopt WAN.

Bbibepute permoH u lNMoctaswuka ycnyr MobunbHOro MHTEpHET: MOXXHO NMOCTaBUTb rafioyky
HanpoTMe YKasaTb Bpy4YHyo Homep Ha6opa, APN, Mma nonb3oBaTtens u Maponb ons
TOro, YTOObI BPYYHYKO BBECTU COOTBETCTBYIOLUNE AaHHbIe, NPELOCTABMNEHHbIE NOCTaBLLUMKOM

3G/4G NHTepHeT-ycnyr. HaxmuTe Oanee.

Ecny Ball PErMOH WM NOCTAEWME FIHTEPHET-YCNYT HE Yka33HE! B CIWCKE, YCTAPEN HOMED HaGopaiAPN No yMONYaHWI0 MNK BAL NOCTABLIWK
MHTepHeT-yeryT TpefiyeT ykazaTk HOBOMD NONE30BATENA , BKNIOUMTE BOIMOKHOCTE YKa3aHHA BpyyHylo Homepa HaGopa, APN, Unenn nonib3ogatens, Mapons, u 3anonHuTe cooTEETCTEYIOWME NonA

PerioH: Paccwa b

n VETYT HoD! ° Bunaitn v

Homep Hafopa no ymondaHqi: 99" APN: "internet.beeline.ru”
Tun ayTeHTH(PHKALMK: ® AETO [ 2] PAP O CHAP
Mpumeyanie; 0 yMONY4EHHID CTOMT ABTO, PEKOMEHOYeTCA HE MEHATE Be3 He0Dx0AMMOCTH.

[ ¥kazate epyHyio Homep HaBopa, APM, AMA NONE20BATENA M NapONs

Howmep Habopa: Yo%
APN: internet. beeline.ru
HuA nonbioBarens: beeline (HeOBAZaTENEHAA HACTRORAKR)
Maponb: | seseeas (HeOBA3ZATENEHAA HACTPORKE)

PucyHok 3-6  BbicTpas HacTponka — 3G/4G
Hactponte  napameTpbl  6ecnpoBOOHOIO  pexuma. PekomeHayeTcs  HacTpouTb
HWXecneaywLmMe ABa napaMmeTpa, nocne 4yero HaxaTb [anee.
1) CosganTe yHMKanbHoe 1 nerko 3anomuHarwLleecs ans Bac Mma 6ecnpoBogHomM ceTu.

2) Bblbepute Tun 3awmtel WPA-Personal/WPA2-Personal B meHio 3awuTa

6ECI1pOBO,D,HOI'O pexunma n sBBegnuTe naposib B none I'Iaponb. Haxmute Oanee.

BecnposoaHoe Belanme: BIKNHIYHTE: -
WHA BecnpoBofHoii cetn TP-LINK_ROCKET_3020_4D55E2 (58I0y
Pernon: Paccua b
Kanan: ARTD ¥
Pewnm: 11bgn cMELIAHHBI ¥
LupuHa kaHana: AEBTO A

3aumra GecnpoBoAHOTO pekHMa:

(4] OTKNKYNTE 3aMTY
® WPA-Personal WPA2-Personal
Mapons: 36310099

{BEl MOKETE BEECTH CHMEONE! B kOgMpoeke ASCI unK B wecTHaguaTepuyHom hopmare; 4nA dopmara ASCH gnuHa knioya LomskHa Beime o1 § go 63

(] Be3 HaMeHeHHi

PucyHok 3-7 bBbicTpas HacTporka — becnpoBoaHOW pexum

Haxmute Mepesarpy3nTb Angd 10ro, YTodbl HACTPOWKN BCTYNUAN B CUITY.

-13-



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

YcTrpoicTteo nogknoveHo K MHTepHeT! [leTanbHble HACTPONKW HAXOOATCA B
COOTBETCTBYHLMWX pasaenax.

MameHeHne pexnma padotel nopta ethernet mexay LAN 0 WAN NpoHCXoanT ToNLKD NOCNE NEPE3ArPYaKN YCTPpOACTRA.

[ Hasan | [Mepesarpyaury

PucyHok 3-8 bBbicTpas HacTponka — 3aBepLueHne

&= MpumeyaHue:

lNocne nepe3arpy3ksm noaknwynTeCb K Cet 3aHOBO B COOTBETCTBUMM C pa3geriom 3.1.2

MogkntoyeHne k cetu. Ecnu 3awmra 6eCI'IpOBO}J,HOI'O pexunma BKIKO4YeHa, And ycnewHoro

3aBepLUeHUs NoaknoyeHns Bam HeobxoanumMo BBECTU co3aaHHbIi Bamu naponb.
3.2 Pexxum BecnpoBogHoun knueHT (WISP) ¢ mapwpyTusatopom

Mo ymonuanuio |IP-agpec mapwpytmsatopa: 192.168.0.254, a ocHoBHas Macka nogcetu:
255.255.255.0. Ot 3HayeHnda MOXHO u3MeHUTb no Bawemy >xenaHuto. B HacToswem

PYKOBOACTBE Mbl 6yp,eM ncnonb3oBaTtb 3Ha4YeHUA No yMOn4aHuto.
3.2.1 Hactpouka lNK

Onsa npumepa wucnonb3yerca becnpoBogHoe ceteBoe coeamHeHne (Wireless Network
Connection). Takke MOXHO ucnonb3oBaTb [logknioyeHne no nokanbHon cetn (Local Area
Connection), 4Tobbl HacTpouTb MK ANs NpoBOAHOrO NOAKIMYEHUSA K CETU, MOCIE YEro HaCTPOUTb
mMapLpyTtusatop. Ecnn Bam TpebyloTca WHCTPYKUMM O TOM, Kak 3To caenartb, CmoTtpute

Npunoxenne B: "HacTtponika [1K."

1. Ons OC Windows XP, Haxmute lNyck — HacTpoWka napamMeTpoB KoMnbikoTepa —
MaHenb ynpaBneHua — CeTb U nogknioyeHUs K UHTepHeTr — CeTeBble NOAKNIOYEHMUS;
ana OC Windows 7, HaxmuTe NMyck — lMaHenb ynpaBneHnAa MNpocmoTp cOCTOSAAHMA ceTu
n 3agady — W3meHeHMe napameTpoB aganTtepa. [1paBoi KHOMKOM MbIM HaXMUTE Ha

BecnpoBogHoe ceTeBoe coeauHeHne n CBOUCTBa.

2. Ons OC Windows XP, oBOMHbIM LLENYKOM MbilLn HaxkmuTe Ha Mpotokon UHTepHeTa (TCP/IP)

n3 cnucka unu NMpoTtokon UHTepHeTa Bepcun 4 (TCP/IPv4) ona OC Windows 7.

3. Bbibepute Monyuntb IP-agpec aBTomatuuecku, [Monyuntb agpec DNS-cepBepa

aBTomaTnyeckun. Haxmunte OK gns 3aBepLieHnA HaCTpOIZKVI.
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MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
TL-MR3020 PykoBoacTBO nonb3oBartens

3.2.2 MopknioyeHue K cetTn

1. HaxmuTe Ha 3Ha4oK Ha naHenu 3agad Bawero KOMMbLOTEPA.

2. Haxmute OGHOBUTbL CNUCOK CEeTeN, Bbl6epI/ITe CeTb, HaxXmuTe MoAaKNYNTLCA.

& MpumeyaHue:

Uma cetn (SSID) no ymonuyanuio: TP-LINK_POCKET_3020_ xxxxxx (ra4e XXXXXX - nocrniegHve
wectb umdpp MAC-agpeca Ballero mapLupytmsaTopa).

3. Korma nossutca coobuweHne [logkntoyeHo, noaknoveHne Kk cetn Oyaer  ycnewHo
YCTaHOBJIEHO.
3.2.3 HacTtpouka maplpyTusaTtopa

1. [Ona Bxopa B BebG-yTMNMTY HaACTPOWKM OTKponTe Beb-Opaysep u BBeguTe |IP-agpec no
ymonyaHuto http://192.168.0.254 B agpecHoi cTpoke bpaysepa

Aapec) | http://192.168.0,254/ A | Go

PucyHok 3-9 Bxopg B mapLupyTm3atop

2. CnycTta HEMHOro BPEMEHMW MNOSIBUTCSA OKHO perncrpauumn Hanogobue Takoro, KOTOpoe ykasaHo
Ha pucyHke 3-10. Beegute admin B kayectBe MImeHn nonb3oBatend v Mapons, CTpoYHbIMU

GykBamu B obonx cnydasx. 3atem Haxmute OK unn Enter Ha knasuatype.

lMNogwawyenHe k 192.168.0. 254

=

1

Thr R

D
TP-LIME, Partable Wireless M 3G/4G5 Router MR30Z0
MofE30ESTE D! | €7 admin W |
Napone: |-uvu- |

CoxpaHMTE Napone
[ oo [ CITMEHE

PucyHok 3-10  OkHo pernctpaumm B Windows

& MpumeyvaHune:

Ecnn okHO pernctpaumm He MNOsIBNSIETCs, 9TO O3Ha4yaeT, 4YTo Balw Beb-Opaysep HacTpoeH B
pexume npokcu-cepsepa. Ecnv Bbl ucnonbsyete Internet Explorer 5. n 6, 3angute B MeHto
CepBuc > CpownctBa obospeBatend > [logkntoveHne > HacTponka nokanbHOM CeTu U B
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MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBaTens

NosIBMBLLEMCS OKHe ybepuTe dnaxok ¢ Mcnonb3oBaTtb Npokcu-cepsep, 3aTeM Haxmute OK ans
3aBepLUeHusI.

3. Bongute B MeHto Ha cTpaHuuy BbicTpas HacTpoWka n HaxvuTe Janee.

C NOMOWER BEICTHOR HACTROMKW BBl CMOMKETE 3343Tk OCHOBHLIE NAPAMETREI CETH.

AnA NpoAOMKEHWA HAXMKMTE KHONEY lanee .

ANA BeXOLA HAMMWTE KHOMNKY BeiXog, |

[Bexog | [ Hanee |

PucyHok 3-11  BbicTpas HacTponka

4. Bbibepute Baw Tun nogkntoyeHus WAN v HaxmunTe lanee 4ns NnpogormkeHus.

EblicTpan HacTporka - TUn nogknoyeHA WAN

MoAroTOBKA K HACTHOAKE THNE NOGKMHYEHHA VAR

BrifepuTe NpegocTaBNAEMEIR BALW MM NOCTABLWMKOM MIHTE QHET-YCNYT THN NOLKNKYEHAA K CETH MHTERHET
(&) PPPOE/PPPOE PoccHA - INA 9T0r0 TUNE NOAKMOUEHKA BEAM HEOEX0AHMO AMA YHETHOR 3aNHCW M NEPONE, BEDAHHER BALKM NOCTAEWMKOM WIHTERHET-VCNyT
) AMHAMHYecKHit IP-anpec - Bl NOCTAEWMK MHTE RHET-YCIYT MCNONb3YaT Cykdy DHCP ANA HAZHAUEHWA BAWEMY MAPWPYTHEATORY IP-GADEca MK NOSKNIUEHKH K CETH IHTERHET,

) CratHyeckil IP-anpec - 3ToT THN NOAKNUEHKA MCNONESYET NOCTOARHEIR, BHECHDOBAHHEIR (CTATHUECKHEA) IP-3AREC, NPMCEDEHHLIA BallMM NOCTAELMKOM HHTE BHET-YENYT.

[ Hasaa | [ paree ]

PucyHok 3-12 BbicTpas HacTponka — Tun nogknioveHns WAN

» Ecnu Bbl ucnoneayete tnn nogkntodeHns PPPoE/PPPoE Poccus, Bbl yBugnTe cnegyrouyto
cTpaHuuy (cMm. PucyHok 3-13).

BEbicTpana HacTpoika - PPPoE

WMA nons3oBarena: | |

MNapone: | |

MoatBeponTL Napons: | |

Bropu4Hoe NoaKniveHne; (O] OTENKYHTE (&) OHHaMUYeCckHi [P (3] CTaTWueckni IP (Dual Access/Pocona PPPOE)

[ Hasan | [ Danee |

PucyHok 3-13  BbicTpas HacTpovika — PPPoE/PPPoE Poccus

e WmA nonb3oBaTtena v naponb — Ykaxute Uma nonb3oBatens v laponb,
npegocTaBfieHHble  BawMMm  nocTtaBwukom  MHTepHeT-ycnyr.  3TM  nons
YyBCTBUTENbHbI K pernctpy. Ecnn y Bac BO3HMKNM TpyaHOCTM Ha 3Tom 3Tane,

cBsbkMTeCh ¢ Bawmm noctaswmukom VIHTepHeT-ycnyr.
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TL-MR3020 PykoBoacTBO nonb3oBartens

e [optBepautb naponb — [na noaTBepXAeHWs  BEPHOCTW  napons,
npegoctaBneHHoro Bawwum nocTtaBwukoMm WHTepHeT-ycnyr, ero Heobxoanmo
BBECTM NOBTOPHO. Ecnn naponb oTnnyaeTcst OoT NOATBEPXAEHMWS, NMOSIBUTCA OKHO
Kak Ha pucyHke Hwxe. Haxmute OK, n 3anonHuTe 3aHoBO nond [laponb u
MoaTteepanTb Naponeb.

Coo6meHHe c geB-cTpaHHubl

] E Maponk OTAMYAETCA 0T NOATEEP#AEHHA Napona!
[

> Ecnm Bbl ncnonbayete Ttun nogkntodeHns [OuHamunyeckun |IP-agpec, Bbl yBugute

cnepyowyto cTpaHuuy (cMm. PucyHok 3-14).

BbicTpan HacTpoWka - KnoHMposaHne MAC-agpeca

Mpocefa kak cnegyeT NPOYMTATE paEnen CNpaeks (C Npasod cTOROHL.

® Ha, A NOJKNKYeH K MaBHOMY KOMNBKTERY (KNOHWPOEATE MAC-anpec)

O HeT, A NOAKNKYEH K Apyromy KOMNBTERY (He KNOHWpOoEaTE MAC-aapec)

MAC-anpec B cetn WAN: |Ec-62-6d-ﬁ'—31-8d | [ BOCCTAHOBMTE 33B0ACKOM MAC-aapec ]

MAC-agpec BaWero Komnblotepa: [6e-62-60-7-31-8d | (Knoruposats MAC-aapec |

PucyHok 3-14  BbicTpas HacTpoika — KnoHnposaHue MAC-agpeca

e FEcnu Bbl BxoguMTe B MaplpyTtu3aTtop C [MaBHOrO KomnbtoTepa, Heobxoammo

BblOpaTh Oa n HaxaTtb KnoHnposats MAC-agpec.

e Ecnn Bbl BxoguTe B MapLipyTusaTop He C rnaBHOro komnbtoTepa, Bolbepute HeT 1

BBegute MAC-agpec rnaBHoro komnetotepa B norie MAC-agpec B cetn WAN.

BbicTpan HacTpolka - KnoHupoeaHue MAC-agpeca

Mpocefa K3k cnedyeT NPoYMTaTE pazaen CNpaeka (¢ NPaE0A cTOPOHED.

O Ha, A NOAKNKYeH K MagHOMY KOMNEXTERY (KNOHKMPpOBaTE MAC-anpec)

® HeT, A NogKAKYEH K OpYToMy KOMNEKTERY (He KNoHWpoeaTe MAC-agpec)

MAC-anpec B cetn WAN: | F8-1A-67-40-59-B3 | [ BOCCTaHOBMTE 3aB04CKON MAC-aapec ]

MAC-anpec Bamero KoMnNblTEpa: | br-B2-6d-f7-31-8d | FNOHWPOBETE MAC-a4pen

PucyHok 3-15 BbicTpas HacTpoiika — KnoHnposaHue MAC-agpeca
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> Ecnn Bbl ucnonbsyete Ttun nogkntoveHus Cratudeckmn |IP-agpec, Bbl yBuante
cnegytowyto ctpaHudy (cM. PucyHok 3-16).

IP-agpec: 0.o0.0o

Macka nogcers: 0.00.0

OCHOBHOI W03 0.o0.0o

Mpeanountaemsiit DNS-cepeep: 0000
AnbTepHaTHBHLI DNS-cepeep: 0.00.0 (HeofAzaTensHaA HACTROAKE)

PucyHok 3-16  BbicTpas HacTpolika - Ctatnyeckun IP-agpec

e IP-agpec — IP-agpec B cetn WAN, BUANMBIN BHELLHUMU NOSNb30BATENSAMU U3 CETU
WHTepHeT (Bkntoyasa Bawero nocraBwmka MHTepHeT-ycnyr). Ykaxute IP-agpec B

3TOM norse.

e Macka nogcetn — Macka nogcetn ucnonbsyetca anga IP-agpeca B cetn WAN,

0bbl4HO Macka noaceTu: 255.255.255.0.
e OcHoBHoM wWn3 — YkaxnTte IP-agpec wnio3a.
e [pepnountaembin DNS-cepBep — Ykaxute IP-agpec DNS-cepsepa B 3ToM nore.

e AnbtepHatmBHbI DNS-cepBep — Ecnu Baw nocrtaBwuk WHTEpHET-yCcnyr

npegoctasnsaet gpyron IP-agpec DNS-cepBepa, ykaxuTte ero B 3TomM norse.

HaxmuTe Oanee ansa npogorkeHnd, Bel nonagéte Ha cTpaHuuy Hactporku 6ecnpoBogHoro
pexuma (cMm. PucyHok 3-17). Haxkmute kHonky Mouck ansa noncka gOCTYMHbIX 0eCcnpoBOaHbIX
cetelr. Buibepute SSID HyxHoM Bam cetn n Haxkmute MoakntounTbesa, nona SSID n BSSID
OyayT 3anonHeHbl aBToMartmdeckn. Ecnn 3awmra cetn BkMoveHa, Bbibepute Tun knoda u
BBeauTe lNMaponb.

HacTpoWka knueHTa
SSID:
BSSID: Mpumep : 00-10-0F-11-22-33
Tun knmoua: Het -
WHnekc WEP: 1
Tun ayTeHTHgMKAUMNR: OTKPEITAA
Mapone:
HacTpolka TOMKK focTyna
SSID nokanbHoii ceTi: TP-LINK_POCKET_3020_4D59B2
[ Hasan | [  famee |

PucyHok 3-17 BbicTpas HacTponka — becnposogHom pexum
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6. Haxmute [Oanee u Bbl yBuaute coobuweHme (cM. PucyHok 3-18). Haxmwute KHOmMKy
Mepe3arpy3unTb Ans T0ro, YTobbl ycTaHOBNEHHbLIE Bamn HacTponku 6ecnpoBOgHOMO pexmma
BCTYNUNW B CUMY W ANa 3aBeplueHns ObICTPON HacTPOWKM (pekoMeHAyeTcs 3aWTu Ha
cTpaHuuy BecnpoBogHon pexum > 3awmta 6ecnpoBOAHOIO peXuma U HacTpouTb

3awmuTy 6ecnpoBOgHONO pexnma).

YcTponcTeo nogknwyeHo K MHTepHeT! JeTanbHble HACTPONKKW HAXOAATCA B
COOTBETCTBYHWMNX pasgenax.

ManeHeHne pexnma padotel nopta ethernet Mexay LAN » VAN NpoMCXonnT TONLKD NOCME NEPE3arPYIKN YETROACTEA.

[ Hasan | [MepesarpysuTt]

PucyHok 3-18 bBbicTpast HacTpolika — 3aBepLueHne

& lMpumeyaHue:

lMocne nepesarpyskn MOOKMIOYUTECH K CETUM 3aHOBO B COOTBETCTBUMM C pasgernom 3.2.2

MogkntoyeHne kK cetu. Ecnu 3awmrta GGCﬂpOBOD,HOFO pexunma BKIK4YeHa, And ycnewHoro

3aBepLlieHnd nogkrio4yeHnA Bam HeoGxoQMmo BBECTM CO3OaHHLIN Bamu napo’sib.

3.3 Pexum Touka poctyna

3.3.1 Hactpowuka NK

Onsa npumepa wucnonb3yerca becnpoBogHoe ceteBoe coeamHeHne (Wireless Network
Connection). Takke MOXHO ucnonb3oBaTb [logknioyeHne no nokanbHon cetn (Local Area
Connection), 4Tobbl HacTpouTb MK ANs NpoBOAHOrO NOAKIMYEHUSA K CETU, MOCIE YEro HaCTPOUTb
MapLpyTtusatop. Ecnn Bam TpebyloTca WHCTPYKUMM O TOM, Kak 3To cpenatb, CmoTtpute

Npunoxenne B: "HacTtponika [1K."

1. Ons OC Windows XP, Haxmute lNyck — HacTpoWka napamMeTpoB KoMnbikoTepa —
MaHenb ynpaBneHna — CeTb U nogknioyeHUs K UHTepHeTr — CeTeBble NOAKMNIOYEHMUS;
ana OC Windows 7, HaxmuTe Myck — lMaHenb ynpaBneHua — [pocMoTp cOCTOAHMA
cetu n 3aga4y — MameHeHue napameTpoB aganTtepa. [1paBoi KHOMKOW MbILLN HAXXMNTE Ha

BecnpoBogHoe ceTeBoe coeguHeHue, 1 CBoncTBa.

2. Ons OC Windows XP, BOMHbIM LLENYKOM MbilLn HaxxmuTe Ha NMpotokon UHTepHeTa (TCP/IP)

n3 cnucka unu NMpoTtokon UHTepHeTa Bepcuun 4 (TCP/IPv4) ona OC Windows 7.

3. Bblbepute Ucnonb3oBatb cnepywowmn IP-agpec, seegute IP-agpec 192.168.0.x (roe x
noboe umcno ot 1 go 253), macky noacetn 255.255.255.0; Bbibepute Ucnonb3oBaTb

cnepywuwmne agpeca DNS-cepBepoB, Beegnte agpec DNS-cepsepa, npenocTaBrieHHbIN
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Balumm nocTtaBLMKOM VIHTEPHET-YCNYT UMK CETEBLIM aAMUHUCTPATOPOM.
4. Haxmute OK gons 3aBeplueHusi HacTpoeK.
3.3.2 Toaknio4vyeHune K ceTu
1. HaxmuTe Ha 3Ha4oK Ha naHenu 3agay Baluero komnbloTepa.
2. Haxmute OBGHOBUTb CNUCOK ceTel U BblibepuTe ceTb, HaxmuTe MogKNIUYMTBLCA.
& lMpumeyaHue:

Nmsa cetn (SSID) no ymonuanuio: TP-LINK_POCKET_3020_xxxxxx (r4e XXXXXX - nocrnegHve
wecTb uncdp MAC-agpeca Ballero MmapLipyTtumsaTopa).

3. Korga nosiButca coobuieHve [MMoaknioyeHo, MoOAKMHOYEHME K ceTu OyaeT  ycrelHo

YCTaHOBINEHO.

3.3.3 Hacrtpouka mapwpyTtusartopa

1. [Ons Bxoga B BeOG-yTUNUTY HacCTPOWKM OTKponTe BeO-Opay3ep wn BBeaute |P-agpec no

ymonuaHnuto http://192.168.0.254 B agpecHou cTpoke Bpaysepa

Aapec; http: /192, 163,0, 259/ v B co

PucyHok 3-19 Bxopa B mapLupyTtmsaTop

2.  CnycTa HEMHOro BpEMEHW MOSIBUTCSA OKHO pernctpauumn Hanogobue Takoro, KOTOpoe ykasaHo
Ha pucyHke 3-20. Beegute admin B kayecTBe ViMeHn nonb3osatens 1 Napons, CTpOYHbIMU

Byksamu B obomnx cnydasx. 3atem Haxmute OK nnu Enter Ha knaBuatype.

Momuroue nve 1 192.168.0.254 ?)X]

TP-LIME Portable Wireless M 3G/4G Router MRS0Z0
Mopeso0EaTEN:! ﬁ admin W
Mapone: (111 1]
Z0xpaHHTE Naponk
| Ik | [ CITMEHS

PucyHok 3-20 OkHo peructpaumm B Windows
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& lMpumeyaHue:

Ecnn okHO perncTpauun He nosiBNsAeTcs, 3T0 03HavaeT, 4YTo Baw Beb-6pay3ep HACTpoOeH B
pexume npokcu-cepsepa. Ecnn Bel ucnonbayete Internet Explorer 5. un 6, 3angnte B MeHto
Cepsuc > Ceonctea obospeBartensa > [logknioyeHne > HacTtpolika nokanbHOW CeTn 1 B
nosBMBLLUEMCS OKHe ybepuTe dnaxok ¢ icnonb3oBaTb NpoKcu-cepeep, 3ateM Haxmute OK

ana 3aBepLueHud.

3. Bowngute B MeHIo Ha cTpaHuuy BbicTpasa HacTponka n HaxmuTe danee.

C NOoMOUE GEICTROR HACTROMKW BBl CMOMETE 2303TE OCHOBHEIE NAPAMETALI CETM.

ANA NPOSOMKEHWA HAXMUTE KHONEY Lanee |

ANA BBXOO0A HAXMWTE KHONKY BoiXom, .

[Boxog | [ Manee |

PucyHok 3-21 BbicTpas HacTporika

4. Bblbepute BecnpoBogHon pexum 1 Haxmute Janee.

BbicTpas HacTpoKka - EecnpoBoAHOA peXXum paboTbl

BbiGepute pexum padoTbl:

® Touka pocryna
O PertpaHcnatop
O MocT W TouKa pocTyna

() Knnenr

PucyHok 3-22 BbicTpas HacTponka — becnpoBogHoOn pexum

>  [pu BbIGOpe pexxma Touka goctyna Bbl nonagérte Ha CTpaHuLy, YKasaHHYH HUKe (CM.
PucyHok 3-23). [laHHbIn pexunm obecnevmBaeT 4oCTyn 6ecnpoBOAHbIM CTaHLMUAM.

-21-



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

HacTpoAKM pexnma TOHKM gocTyna:

WA GecnpoBonHoi cetn(SSID): TR-LINK_POCKET_3020_4D43E52

Pervnon: Foccua >

B uenax cofniogeHnA JeACTEYIOWETD 2aK0H0AATENECTES, YR IMTECE, UTO CTPAHA BRIGPAHA NPAEMNEHD

MPEAYMNPEX AEHUE: 5 a
HeNpaguneHaA HACTPOAKa MOKET NOCMSMTE NPMYHHOA BOSHHKHOBEHMA NOMEX

Kanan: AETOMATHNECKEA v

HacTporka sawmnTeI:

PeiiM 3aWpTLE Het v

ECNH Bl OTKMIOYHTE 3aWMTY, BECNPOEOAHEIE CTAHLMA CMONT NOSKMIOYETECA K TOUKE SOCTYE HE MCMONE3YA WP OBaHAE.
HACTOATENEHO PEKOMEHOYETEA BEIGNATE OOMH M2 CHEOV0WME EAQMAHTOE 3AMTE.

PucyHok 3-23 BbicTpas HacTpomka — Toudka goctyna

NUma 6ecnpoBoagHon ceTtu (SSID) — YkaxuTe 3Ha4yeHne onmHon 0o 32 CMMBOJIOB.
Toxe nvsa (SSID) gomkHO BbITb NPUCBOEHO BCceM OeCnpoBOAHbLIM YCTPOMCTBaM B
Bawen cetn. 3HayeHne SSID no ymonyanuio: TP-LINK_POCKET_xxxxxx (rae
XXXXXX - nocrnegHve LWecTb YHuKanbHbix cumBonoB MAC-agpeca kakgoro
MapLupyTu3atopa), 4To obecneyvBaeT 3awWwuTy Bawen OecnpoBOAHOM CETW.
HactoarenbHo pekomeHayeTcs cMeHuTb SSID Ha pgpyroe 3HadveHue. [daHHoe
3HadeHne 4yBCTBUTENbHO K pernctpy. Hanpumep, MYSSID n MySsid asnstoTca
PA3HbIMW 3HaueHnamn.

PernoH — Bbibepute peroH ns BbinagatoLLero cnucka. B aTom none ykasaH permoH,
B npegenax kotoporo 6yaet mcnonb3oBaTbCca yHKUUA BGECnpOBOOHOMO BeLLaHUs
TOYKM gocTyna. Vcnonb3oBaHWe OaHHOM (QYHKUMM B pernoHax, He YykasaHHbIX B
cnmucke, MoXeT ObITb He3aKoHHbIM. Ecnn Baluen cTpaHbl UNn perMoHa HeT B CNUCKE,

O6paTI/ITer 3a NOMOLLIbKO B MECTHOE MNpaBuUTeSIbCTBEHHOE areHTCTBO.

Kanan - B oatom none ykasbiBaeTcs paboyaa u4actota, koTopad Oyger
ncnonb3oBatbcd. MeHATb kaHan GecnpoBOAHOrO MOAKMIOYEHUST He 0bsi3aTenbHo,
ecnn Tonbko He OyayT oOHapyXeHbl Mpobnembl € MNoMexamu OT ApPYron
pacnonoxeHHon B6nunan Toukm goctyna. MNMpu Bbibope aBTO ToYka AOCTyNa BblbepeT

HYXH bl KAHaN aBTOMaTUYECKM.

Pexum 3awmTtbl — Bblbepute TN 3awuTtbl Bawen OGecnpoBOOHOM CETMW.
PekomeHngyetcsa Boiopate WPA/WPA2-Personal, BBeguTe naponb Ans Bawen cetu

B none Maponb.

Mpw BbIGOpe pexuma PeTpaHcnaTop Bbl nonagéTte Ha cTpaHuly, yKasaHHYH HUXe (CM.

PucyHok 3-24). B pexnme peTpaHcnsitopa, Todka AOCTyna C OTKMAYEHHOW dyHKUMEn
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WDS ©Oyger nepepaBaTh OaHHble Ha COOTBETCTBYIOLLYIO KOPHEBYKD TOYKY AOCTyna.
DYHKUMSA TOYKM [OCTyna BkNoveHa. becnpoBogHoOM peTpaHcnATop nepefaét curHan
Mexay CTaHUMsSIMM M KOPHEBOW TOYKOW [JOCTyna Ans  YCUneHus nepegaqu

BGecnpoBogHoro curHana. Ykaxute MAC-agpec KOpHeEBOW TOYKM JocTyna B rnone

MAC-agpec.
HacTpoika pexumMa peTpaHcnaTopa:
HuA ynaneénHoi 1o4kn goctyna (SSID):
MAC-anpec:
HaxMHTE KHOMEY MOWCK ANA CKAHWPOEAHWA BECNPOBOOHE CETE, 2aTeM BelfepuTe TV ceTh (SSI0), ¥ KOTOpoA Bbl XOTHTE NOGKNKYHTECA.|
Pernon: Pocoua W
TPEAYTIPEX IEHHE: B Lgnay cofiniafenia AefcTEVIOWErD 2ak0HOAATEN5ETEa, YBEATECE, NTO CTRANE BHIBRAHE NPABMNLHD.
HenpaeHneHan HACTRORKS MOKET NOCTHTE NPHYMHOA EOZHMEHOEE HMA NOMEX
HacTpoitka sawmrtei:
PeikiM 3aumTbE Her ~
Ecni Bl 0THNIDYMTE JAUMTY, G2 CIPOBOSHEIS CTAHLMH CAONT NOAKMICYATECA K TOMKE AOCTYNA HE HCNOME3YA WHAPDEAHME,
HACTOATENLHD PEKOMEHIYETCA BLIBRATE DAMH M3 CNEIVIOUMI BAPHAHTOR JALUATE
PucyHok 3-24 BbicTpas HacTpoika — PeTpaHcnaTop
M 9 N <
e Wma ypnanéHHon Toukum poctyna (SSID) — VYkaxute ums yaanéHHOW TOYKu

aoctyna (Takke HasbiBaeTca SSID), k KOTOPOW Bbl XOTUTE NONYyYnTh AOCTYN. Haxas
kHonky Mowuck, Bbl cMoxeTe BblbpaTb HeobxoanMoe 3HayeHue U3 MosIBMBLLErocs

Cnuncka.

e MAC-agpec - Ykaxute MAC-agpec ToYkM [0OCTyna, K KOTOPOW Bbl XOTUTE
nonyynTb goctyn. Ecnu Bbl ucnonb3yete yHKUMIO Noucka Ansa 3anofiHeHus nons
Uma ypanéHHon Touykm poctyna (SSID), To aTto none OymeT 3anofiHEHO

aBTOMaTU4YECKN.

e Permon - 310 none onpegensieT pabodyld 4YacToTy, koTopas Oyget
ncnonb3oBatbes. [ns Gonee noapobHoOM MHOpMaumMM cMoTpute pasgen Todka

nocTtyna.

e Pexunm 3awmtbl — BuibepuTte TMN WndpoBaHNa Ballen KOPHEBOW TOUKM U BBEOUTE

naposib Ana noAKn4YeHnaA.
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Mpu BbIGope pexxuma MocT u Touka Aoctyna Bbl nonagére Ha cTpaHuly, yKasaHHyio
HWXe (cMm. PucyHok 3-25). B aToM pexume ycTaHaBnMBAEeTCA MOCT MexXAy TO4KOW
poctyna n 4 (He bornee) Toykamu JocTyna, paboTalwumMym B pexume MocTa, ans

coeanHeEHNA OBYyX UIMn bonee NPOBOAHbIX JTOKaribHbIX ceTen.

HacTpoika pexnma MocT ¢ TOHKOW gocTyna:

A GecnpoBoaHoil ceTH(SSID): TP-LINK_POCKET_3020_4D5982

Pernon: Foccua b

B ugnaA cofnioASHUA JERCTEVIOIWETD 3AKOHOLATENECTES, YEEAUTECE, UTD CTRAHE BEITDAHA NPABMNEHD

MPEDYMPEX QEHHE: = B
HenpaeuneHaa HACTROAKA MOKET NOCMYHHTE NPAYMHOA BOZHHKHOEEHWA NOMEX.

Kanam: B w

MAC-anpec ynanéHHoii rouks aoctyna 1:

MAC-appec yoanéHHoil To4km goctyna 2:
MAC-anpec ynanéHHoii rouks aoctyna 3:

MAC-appec yoanéHHoil roukm goctyna 4:

UTfikl YCTAHOEMTE COBAMHEHWE TANA MOCT, NPOBERLTE, UTofkI
BRUKARW aA TOUKA JOCTYNE MENONB30BANE Ty KE UACTOTY M HECKUM 3ELATE

Hacrpoiika sawmrel:

Pexum 3amTbL: Her w

ECNM Bbl OTKMIOYMTE 33 WHTY, BECNR0B0AHEIE CTAHUMM CMONYT NOAKNIDYATECA K TO4KE AOCTYNA HE MENONL3YA WHEIP0BAHWE
HACTOATENLHO PEEOMEHAYETCA BLIBRATE OWH M3 CHRLyI0WHY B3 RMAHTOR 2ALATLL

PucyHok 3-25 bBebicTpas HacTporka — MocT 1 Todka goctyna

e Umsa 6ecnpoBoagHon cetn (SSID) — YkaxuTte 3HavyeHue gnvHon Ao 32 CUMBOOB.

[ns 6onee nogpobHon MHdopMaLMKM cMOTpuUTe pasaen Touka gocTyna.

e PermoH - 3T10 none onpegenser paboyyl 4YacToTy, KkoTopas Oyger
ncnonb3oBatbcs. [Ana 6onee nogpobHon MHGoOpMaumMm cMOTpuTe pasgen Touka

pocTyna.

e KaHnan — 370 none onpegensieT paboyyto 4acToTy, koTopasi 6yeT UCMonb30BaTLCS.

[nsa 6onee nogpobHON MHOpMaLUK cmoTpuTe pasgen Todka gocTyna.

e [o6aBuTb yaanéHHy TOYKY gocTtyna — HaxmuTe kHonky Nouck (Survey), 4toObl

3anonHuTb none MAC-agpec yaanéHHOM TO4YKu aocTtyna.

e MAC-agpec ypanéHHou Toukum poctyna (1-4) — Ykaxute MAC-agpec Touku

00CTyna, K KOTOPOW Bbl XOTUTE MOMYYUTb AOCTYN.

e Pexum 3awutbl — Beibepute TN wncpoBaHma ona NoakNoYeHns K yaanéHHom

Touke B pexunme MocT.

Mpu BbIGOpe pexuma KnueHT Bbl nonagéte Ha CTpaHWUly, YKa3aHHY HWKe (CM.
PucyHok 3-26). B atom pexvnme maplipytm3atop paboTaeT kak 6ecnpoBogHas ceteBast

KapTa anga noaknr4yeHna K 6eCHpOBOﬂHOﬁ ceTn.
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HactpoMKa pexvma KnueHTa:

MHuA GecnpoBoAHONA cetH(SSID):

HaxmuTe KHONEY MNOHCE 4NA CKAHWP0EAHMA BECN0BOAHE CETER, 3aTem epBeprTe Ty ceTe (SSIDY, K KOTOROR Bel X0TUTE NOSKNIOYHTECA

Hactpoiika sawmre::

PeikuM 3Ll Her v

Ecri Bkl OTEUMTE SALKTY, BECNPOBOAHEIE ETAHLMM CMONT NOAENIOUATEEA K TOUKE JOCTYNE HE HCMONBSYA WHHR0EaHWE
HACTOATENEHD PEKOMEHIYETEA BEITNATE DAMH W2 CTISIIOWME BANMAHTOR 3AWNTEL

PucyHok 3-26  BbicTpas HacTponka — KnveHT

Uma ypanéHHon Touyku pgoctyna (SSID) — Ykaxute ums yoan€HHOM TOYKM
goctyna (Tarkke HasbiBaeTca SSID), kK KOTOPOK Bbl XOTUTE NONyYnTb JocTyn. Haxas
kHonky Mowuck, Bl cMoxeTe BblbpaTb HeobxoaMMoe 3HayeHve M3 MosIBMBLLErocs

crnuncka.

HacTtpoinka 3awmtbl - BbibepuTe Tvn WKdpOBaHMsS Balleli KOPHEBOW TOYKU U

BBeANTE Nnaponb AnA NogKnio4YeHn4.
WEP
Twun — MoxHo BbIOpaTb 0OAMH U3 CreayroLnX TUMNoB:

o ABTOMaTM4YeckM — ABTOMaTW4YeCKM BblOMpaeTcs OAMH U3 BapuaHTOB
ayTeHTUdUKauun: O6WwmMn kN4 unu OTKpbITas cuctema B 3aBMCUMOCTU OT

BO3MOXXHOCTEM 1 3anpoca 6ecrnpoBOAHON CTaHLUM.

o OTKpbITaa cucrtema — lcnonb3yetcs ayTeHTuduKauma Ha ocHoe OTKpbITOM

cuctembl 802.11.

o O6wwun kny — Mcnonbayetca ayteHTudukauusa Ha ocHoe OG6LLEro Kno4da
802.11.

®opmaTt knwya WEP — MoxHo Bbibpate ASCIl vnn wecTHaguaTepuyHbIN
dopmat. dopmatr ASCIl nogxoaut nog nwobyo KOoMOMHaALMIO CUMMBOSIOB
KnaBmaTtypbl B paMkax 3agaHHon anuHel. LlecTHaguaTepuyHbin hopmat nogxoant
ansa nobon komobmHaumm wecTHaguaTepuyHbix cumeonos (0-9, a-f, A-F) B pamkax

3aJaHHOWN ANNHbI.

MapameTpbl knoya WEP — BobibepuTe, KOTOpbIN M3 4YeTbIpEX Knouven bynet
Mcnonb3oBaH 1M BBEAUTE COOTBETCTBYOWME AaHHble kntoda WEP ans Bawen cetu
B Mosfie BbIOpaHHOro Krtova HanpoTUB paauvoKHOMNKWU. [laHHble 3HaYeHWsa OO0SMKHbI

coBnagatb y Bcex 6ecnpoBoaHbix CTaHunn Bawen cetu.
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Tun knroyva — Bbl MoxeTe BbiOpaTth AnvHy knioya WEP (64-6UTHLIN, 128-6MTHBIN
unu 152-6UTHBLIN) ona wundgposaHusa. OTKNIOYEHO O03Ha4yaeT, YTO BBOA, Kroya

WEP HeBo3MOXeH.

Ona 64-6utHoro wundpoBaHus — Bbl moxeTe BBectn 10 wecTHaguaTepUYHbIX
cumBonoB (nbas kombuHauma 0-9, a-f, A-F, Hynesown knoy HegonycTum) mnn 5

cumsonos B koauposke ASCII.

ana 128-outHoro wundpoBaHms — Bbl MoxeTe BBecTM 26 LwecTHaguaTepuyHbIX
cumBonoB (ntobast kombuHaums 0-9, a-f, A-F, HyneBon kniod HegonycTum) unu 13

cumBornoB B kognposke ASCII.

Ona 152-6utHoro wmndpoBaHusa — Bbl MoxeTe BBecTU 32 wwecTHaguaTepuyHbIX
cumBornoB (nbas kombuHaumsa 0-9, a-f, A-F, HyneBon knoy Hegonyctum) nnu 16

cumsonos B koguposke ASCII.
e WPA/WPA2-Personal
Bepcusa — Bl MoxeTe BbIOpaTh 0OOHY M3 Cneayowmx BEPCUIA:

o ABTOMatMyeckm — ABTOMaTMyecku BbIOMpaeTcs OOWH W3 BapwaHTOB
ayteHTudpukaumn: WPA-Personal nnu WPA2-Personal B 3aBucumoctu OT

BO3MOXXHOCTEN 1 3anpoca 6ecnpoBOAHON CTaHLUMMN.
o WPA-Personal — lNaponb PSK (coBmecTHO ncnonbayembin kniod) WPA.
o WPA2-Personal — Naponb PSK (coBMecTHO ncnons3yembin knod) WPA2.
LUndposaHne — Buibepnte ABTomaTtnuecku, TKIP nnu AES.

Maponb — MoxHo BBecTU cumsonbl popmaTta ASCII nnn B wecTHagLaTepuyHOM
dopmate. [OnvHa pgomkHa ObiTb OT 8 go 64 cuMmBONoOB B crnydae Bbibopa
wecTHaguaTepuyHoro cdopmaTta U oT 8 oo 63 cuMmBonoB B criydyae Bblibopa
dopmaTta ASCII.

Mepuon OGHOBNEHUSsI FPYNMNOBOro Krw4a — 3agante B CeKyHAax WHTepsan
0BHOBMEHUA rPynnbl Ktoden. 3HaYeHne OomKkHO paBHATbes 0 unu 30, Nnbo BbIwwe.

Beegute 0 ona oTknio4eHUs 0GHOBNEHUS.

5. Haxmute Oanee n Bbl nonagérte Ha crieqyrowyto cTpaHuuy (cm. PucyHok 3-27). HaxmuTe

I'Iepe3arpy3MTb Ona nepe3arpy3kn mapLupytm3atopa U BCTyrniieHnAa HaCTpoek B CUny.
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BbicTpas HacTpoiika - 3aBepLlieHne

YeTpoRcTBO nogknyeHo K MHTepHeT! JeTaneHble HACTPOMKW HAXOOATCA B
COOTBETCTBYHLWMX pasgenax.

MameHeHne pexaia padoTel nopTa ethernet mexay LAN 1 WAR NpoNcionnT TONLKS NOCNe Nepe2arpyakn yeTpoicTea.

[ Hasan | [Nepesarpyauty

PucyHok 3-27 bBbicTpas HacTponka — 3aBeplLueHne

&= MMpumeyaHume:

lMocne nepesarpy3kn W3MEHUTE HACTPOWkM napameTpoB npotokona TCP/IP komnbioTepa
cnepyowmum obpasom: MonyunTtb IP-agpec aBTomaTuyecku v NMonyuntb agpec DNS-cepBepa

aBTOMaTM4eCKU B COOTBETCTBMMU C pasgenom 3.3.1 Hactponka [MK, nocne 4ero nogknoymTech K

CETM 3aHOBO B cooTBeTcTBUM co pasgenom 3.3.2 [logknwoudeHve k cetu. Ecnu 3awmra

6eCI'IpOBOD,HOI'O pexnma BKIHO4HEHa, AnAd  yCnewHOro 3aBeplueHuna noaKIi4YeHudA Bam

HeobxoamMmMo BBECTU co3gaHHbIi Bamu naponeb.
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maBa4. HacTtpouka MapLipyTusaTopa -

3G/4G-mapLwpyTusarop

B aton rmase pacckasbiBaetcd 060 Bcex hyHKUNAX BEG-YTUNNTBI U cnocobax HAaCTPOMKN pexuma

3G/4G-mapLupyTmsaTop.

4.1 Bxop B cuctemy

Mocne yCneLwHoro sxoaa B MapLipyTtn3aTtop B neBom 4YacTu Be6-yTI/IJ'II/ITbI Bbl YBUOUTE NATHaALUATb

OCHOBHBbIX MeHI0. B npa|30|7| 4acTu cogepXXatca cnpaBo4vHad MHq)opMaU,VIFI N MHCTPYKUUWN.

CocroAHne

beICTPAA HACTPOMKA

WPS

Celb

becnpoBogHON pPeXUM

DHCP

MNMepeanpecalma

bezonacHoCTL

PogmTensckMid KOHTponb

HoHTpone aoctyna

PacwmpeHHbIE HACTPORKA MAPLWPYTHIALMKA
KoHTponk nponyckHol cnocoBHoCTH

lMNMpueA3ka IP- n MAC-anpecoB

JuHaMn4eckin DNS

CHCTEMHBIE MHCTPYMEHTLI

Hwxe npuBoauTtcs noapobHas MHGOpMaLUmMs Mo BCEM OCHOBHbIM (DYHKLMSIM BEG-YyTUNUTLI.

4.2 CocTtosiHMe

B okHe CocTtosiHne cogepxutcsa Tekywas wHdopMauma no mapwpyTtusatopy. [aHHad

MHOpMaLUs OCTYMNHA TONbKO Afst YTEHMS.
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MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

Bepcua BcipoeHHoro MO:

BepcHA ycTpoiicTea:

3.14.2 Build 130411 Rel.37744n
MR3020v1 00000000

LAN

MAC-anpec:
IP-appec:

Macka nogceru:

F8-1A-67-4D-59-B2
192163.0.254
265.255.2585.0

BecnpoBoAHOW pexum

BecnpoBogHoe BewaHue:

lMpHHa KaHana:
MAC-appec:

Cocroanne WDS:

Brniodexo

WuA (SSID): TP-LINK_POCKET_3020_405982
Kanan: ARTo (TeEYWMA KaHan &)
Pemum: 1100n CMEWEHHBIA

ABTOMATHYECKH
F8-1A-67-4D-59-B2

OTENKYEHD

BpeA B CeTH:

3GIAG
3G/4G USB-mopem: He nogknodyeH.
¥YpoBeHb CHrHanNa: 0%
IP-appec: 0.0.0.0
Macka nogceru: 0.0.0.0
OCHOBHOH WNM3: 0.0.0.0
DNS-cepeep: 0.0.0.0,0000

0 gHed 00:00:00

CTtaTucTuka Tpadmka

Mony4eHo OTnpaeneHo
baiir: 0 0
Maketos: 0 0

BpemAa padoTbl:

0 gHed 00:01:14

CBHOEWTE

PykoBoacTBO nonb3oBartens

Puc. 4-1 OkHO cocTosiHUS MapLupyTu3artopa

4.3 BbicTpasa HacTpouka

Cwmotpum MmaBa 3 PykoBOACTBO NO GbICTPON HACTPOMKE.

44 WPS

B atom pasgene cogepxaTtcs ykasaHusi, Kak 0obaBuTb HOBOe GecnpoBOAHOE YCTPOMCTBO K
cyulecTBytoLen cetu ¢ nomowybio WPS.

a). Bblbpas pasgen WPS, Bbl okaxeTecb B cneaytoiem okHe (Puc. 4-2).
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WPS CocToAHHe: BrnwyeHo OTKNHYKMTE WPS

Texywpii PIN-ko; 36310999 [ BoccranoeuTs PiN-kog | [ Cospate HoBwiit PIN-kog
[ OTmemaunTe BE0A PIN-KOAS A3HHOMD YCTROACTES

JD00aBHTL HOBOE YCTPOIHCTBO: [06aBMTE YCTROMCTED

M3mMEeHEHHEIE HACTROAKKM BECNPOEOAHOD PEXMMA ByIyT HCNONEZ0BATECA TONBKO NOCNE NEQESAMPYIKH TOUKH OOCTYNAHAKMKUTE 20ECEANA NENESATPYIKH.

Puc. 4-2 WPS
> WPS CocTtosiHue — 3aeCb Bbl MOXETE BKMHOUUTL UMK BbIKMOYUTL yHKUmo WPS.

> Tekywmn PIN-kog — 3pecb otobpaxaercsa Tekyuwee 3HadeHue PIN-koga. 3HadeHue no

YMOIN4aHUio MOXHO HaNTW Ha HaKNenke Ha HWXHeNn NnaHenu MapLuipyTtmusartopa.

> BocctaHoButb PIN-kog — BoccrtaHoBneHue 3HadeHust PIN-koga mapuwpyTtusaTopa,

3ajaHHOro no ymon4aHuio.

> Cospatb HoBbIM PIN-kog - Haxmute [aHHYyl0 KHOMKY ANs NOfyvYeHust CryvyanHoro
3HaveHus PIN-koga gns Bawero mapuipytmusatopa. CosgaHve M ucnonb3oBaHWE HOBOrO

PIN-koga noBbilaeT 6e30nacHOCTb Balleln CeTu.

> JlobaBneHue HOBOro ycTpomctBa — Haxmute gaHHyt0 KHOMKY, 4Tobbl 406aBUTL HOBOE

YCTPOWCTBO K CYLLIECTBYIOLLIE CETU BPYYHYHO.

b). YT0ObI fOGABMTL HOBOE YCTPONCTBO:

Ecnu ©GecnpoBogHoi agantep nogaepxmBaeT Hactporka sawmwénHoro Wi-Fi (WPS), Bbl
MOXeTe YCTaHOBWUTbL 6ecnpoBogHOe MogknoyveHne Mexgy 6ecrnpoBogHbIM aganTepoMm WU
MapLIpyTM3aTopom Haxatuem kHonku — Push Button Configuration (PBC) vnv npu nomoiim
PIN-kopa.

& lMpumeyaHue:

UTtobbl co3aaTth ycnewHoe nogkntoveHne ¢ nomolwbto WPS, Bam Takke NpuaETcs Npou3BecTm
COOTBETCTBYIOLME HACTPOMKN HOBOro ycTponcTea ana WPS.

I. HacTpoika HaxxaTuem KHOMKU

Ecnu 6ecnpoBogHon agantep nogaepxmeaet dpyHkumio WPS (Hactponka sawmwénHoro Wi-Fi) n
HaCTPOMKY C MOMOLLBbI HaxaTus KHOMKW, Bbl MoxeTe Oob6aBuTb €ro B CETb Cnedyrumu

cnocobamu.

Cnocob HomMep oguH:
War 1: Haxmute kHonky WPS/RESET Ha nepegHen naHenu mapLipytmsartopa v yaepxusante

€€ HaxaTown He Gonee 5 cekyHa.
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7 )

N )

=

War 2: Haxmute kHonky WPS aganTtepa v yaepxuBanTte e€ HaxxaTon oT 2 40 3 CeKyHa,.

War 3: TNogoxanTte, Noka He NOSIBUTCS YKa3aHHOE Huke OkHO. Haxmute OK ans 3aBepLueHust

HacTporikn WPS.

HacTtpoika GecnpoBogHoi ceTh

Mogkniodenne k cetn no WPS yenewHo
BhINOMNHEHO!

OkHo HacTporikn WPS b6ecnpoBogHoro agantepa
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MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
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Cnoco6 Homep pBa:

War 1: Haxmute kHonky WPS/RESET Ha nepepHen naHenu MapLupyTtu3atopa v yaepxvsante

eé HaxaTou He Gonee 5 cekyHa.

7 )

|
\l )

War 2: [Ons HacTporikn BecnpoBogHoro agantepa Bblbepute HaxaTb KHOMKY Ha MOen Touke

pocTtyna/maplipyTtusatope B yTunute Hactpokn WPS kak noka3aHo Hwxke, 3aTtem
Haxmnte MoAKNIOYUTD.

TP-LINK

The Reliable Choice

= = (™ D)

E L.
Mpopunb  fononHuTensHo

CocToAHHe: WPS

[aHHoe NpUNOXEHNE NOMOAET BaM BbINONHWTE HEIEZTpDIﬁK!uI EBCI‘IpDEID,.'J,HDI:]
G! ; lxim cetn

BriBepute cnocoll NogKNHYEHWA K CETH:

@) HawaTk KHOMKY Ha MOSil ToUKe 4oCTynalMapLupyTHaaTeps.
(2 Beecti PIN moeit Toukn 4ocTyna/MaplupyTnaatopa

() Beecti PIN ycTpoiicTea Ha MOeil TOUKEe 40CTyna/MapLw pyTnaarope

MogkniounTs

OxkHo HacTpovikn WPS 6ecrnpoBogHOro aganrtepa

War 3: lMogoxaute, Noka He NOSIBUTCS yYkasdaHHoe Huke okHo. Haxmute OK ans 3aBeplueHus
HacTponkn WPS.
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HacTpoiika BecnpoeogHOR CeTH

Megknwouerne k cetn no WPS yenewHo
BeINOMHEHD!

OkHo HacTpownkn WPS 6ecnpoBogHoro agantepa
Cnoco6 Homep Tpu:

LWar 1: CoctosHne WPS pormkHo ObiTb BknrovyeHo, He meHsanTe ero, Haxmute [Job6aBuTb

ycTponcTtBo (cMm. Puc. 4-2), nocne yero Bbl yBuanTe cnegyroLyo CTpaHuLly.

[Job6aBnTb HOBOE YCTPOWCTBO

() BeeguTe PIN-KO4 HOBOMD YCTPOMCTEA.

& HEMMUTE KHOMKY HOBOTD YCTROMCTES B TEYEHWE 2 MUHYT.

PucyHok 4-3 [Jo6aBuTE HOBOE YCTPONCTBO

War 2: Bbibepute Haxkxmute KHONMKY HOBOro yCTPOMCTBA B TE€YEHME 2 MMUHYT M HaXmute

MNoaknouuTsb.

War 3: Haxmute kHonky WPS aganTtepa v yaepxusanTte €€ HaxxaTon oT 2 A0 3 CeKyHa.
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War 4: TlogoxauTe, NoOKka He NOSBUTCSA yKasaHHOE Huxe okHO. Haxxmute OK ans 3aeeplueHus

HacTporikn WPS.

Hactpoiika GecnpoBogHoR ceTh

MNogkniodedne ¥ cetn no WPS yonewHo
BEINONHEHC!

OkHo HacTpownikn WPS 6ecnpoBogHoro agantepa
Il. C nomowibio BBoaa PIN-koaa

Ecnu HoBoe ycTponcteo nogaepxuBaetr yHkumio WPS (Hactponka sawmwéHHoro Wi-Fi) u
ayteHTudumkauuio ¢ nomouwibto PIN-koa, Bbl moxetre poGaButb ero B cetb, BBeaa PIN-kog,

cnegyrowmmMm cnocobamu.
Cnoco6 Homep oamH: Beectn PIN-kog ¢ maplipyTmsatopa

War 1: Coctoanne WPS pomkHo ObiTb BKMHOYEHO, HEe MeHsANTe ero, HaXMUTE KHOMKY

[o6aBuTb ycTponcTBO (CM. Puc. 4-2), nocrne Yero Bbl yBUAMTE CNeayoLLyo CTpaHuLy.

No6aBANTb HOBOE YCTPOWCTEO

& BeepuTe PIN-K0A HOBOMD YCTPOWCTES.

() HasKMUTE KHOMKY HOBOMD YCTROACTES B TEYEHME 2 MUHYT.

War 2: Bvibepute BBegute PIN-koa HoBoro yctpomctBa 1 seeante PIN-kog 6ecnpoBogHoro
agantepa B none PIN kak ykasaHO Ha pUCYyHKe Bblle, MOCe Yero HaxmuTe
MogknounTthb.

& lMpumeyaHue:

PIN-kog aganTtepa Bcerga otobpaxaetcsi B okHe HacTponikn WPS

War 3: [Onsa HacTponkn BecnposogHoro agantepa Bolbepute BBectn PIN-kog Ha moen Touke
AOCTyna unu mapupyTtusatope B yTunute HacTponkn WPS kak nokasaHo Huxe, 3aTem

HaxmuTe Moakn4unTb.
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TP-LINK

The Reliable Choice

2 © = 5
4 “_:/’ 4E o JL
CocToRHWe WPS Cem Mpo@unb  NononHuTensHo

| AaHHOE NPUROHEHNE NOMOXET BAM BLINONHUTE HACTROIKY BecnpoBogHoi
caTH

Bribepute cnocol nogkniyeHua K et
(2 Haate kHOMKy HA MOBI ToUKe A0CTyNa/MapLIpyTHaaTope
(2 Beecti PIN moeil Toukn goctyna/mapwpytnaaropa.

@ Beecti PIN ycTpoiicTea Ha Moei Touke 40CTyna/MapllpyTHaaTope.

PIN: | 43990757 )

TMomKNHouUTE

OxkHo HacTpowikn WPS GecnpoBogHOro agantepa
& lMpumeyaHue:
B naHHom cny4yae PIN-kog agantepa no ymonyanuto: 43990757 (CM. pUCYHOK BbiLLE).
Cnoco6 Homep aBa: Beectn PIN-kog ¢ mapLupyTtmsaTopa
War 1: Bosbmute Tekywmin PIN-kog mapipytmsatopa (cm. Puc. 4-2), Kaxabld MapLupyTmusaTop
umeetr cBoM YyHuKanbHbin PIN-koa. BosbméMm, gns npumepa, PIN-kog gaHHoro

MapLupyTusaTopa: 13492564.

War 2: Ona HacTponku 6GecnpoBogHoro apantepa Bblibepute BBectn PIN mMoen TOukM

pocTyna/maplpyTtusaropa B ytunute Hactponkn WPS kak nokasaHo HuXe 1 BBeguTe

PIN-kog mappyTtusatopa B none PIN. Haxmute MoaknounTb.

TP-LINK

The Reliable Choice

Bz © LR

CocTosHue WPS Cetb Npoguns [IONCNHUTENBHO Soft AP

; [aHHoe NPUACHEHNE NOMOXET BAM ERINONHWTE HEEIT[DDI‘]K\_,-r GECI'IpDEIU,.'J,HDlﬁ
Catn

Bribepute cnocol NogKkNHYEHNA K CETH:
(7) HaaTe KHOMKY Ha MOeil Touke 4ocTyna/MaplupyTHaatope

@ Beecti PIN Moei Toukn 4ocTyna/MaplupyTiaatopa.

PINC 13492564

) Beectn PIN ycTpoiicTea Ha mosil Touke 4ocCTyna/MaplupyTnaarope.

MoakniounTs

OxkHo HacTpovikn WPS 6ecrnpoBogHOro aganrtepa
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& lMpumeyaHue:
PIN-kog mapLupyTusaTopa no yMOMYaHUI0 MOXHO HaWTW Ha pacrorioXeHHOW Ha HEM Haknewnke
unu B okHe HacTpowikn WPS (cm. Puc. 4-2).

c). Tlocne TOro kak yCTpOMCTBO OydeT yCMnewHO MOAKMIYeHO K ceTn, Bbl nmonagéte Ha

CrefytoLLyto CTpaHumLy.

HdobaeneHne HOBOro YCTPOWCTEA

() Beegure PIN-kog Hoeoro yCcTpoRcTEa.

PiM-kog; |

(%) HamaTk KHOMKY HOBOTG YCTPOACTEA B NPEAENaX ABYE MUHYT.

CoepuHEHHE Npowne yenewHo!

| Hasaa || [OoGasuts

&= MMpumeyaHume:

1) Ecnu ycTponcTtBo 6bIno ycnewHo obaBneHo B CETb, CBETOAMOAHbIV UHONKATOP COCTOSIHUS
MapLupyTusatopa OyaeT ropeTb NOCTOAHHO.

2) @yHkuna WPS He MOXeT ObITb HacTpoeHa, ecrniv OTkMnouveHa (yHKumst 6ecnpoBogHoON
nepegayun faHHbIX MapLupyTusaTtopa. MNposepbte, 4TOObLI hyHKLMA GECNPOBOAHON Nepesayn
OaHHbIX MapLUpyTu3aTopa Oblna BKAYeHa Ao Hadana npouecca HacTtponkn WPS.

4.5 Cetb

Certk

- Doctyn Kk MHTEpHET
- 3IGMG

-WAN

- Knonmposanne MAC-anpeca
-LAN

Puc. 4-4 Menio CeTb

MeHto CeTb copepxut nate pasgenoB (cm. Puc. 4-4): Ooctyn k UHTepHeT, 3G/4G, WAN,
KnoHnpoBanue MAC-agpeca u LAN. 3anmgs B oauH M3 3TUX pasgenoB MEHH MOXHO
HacTpanBaTb COOTBETCTBYHOLLNE DYHKLNN.

4.51 [Joctyn Kk UHTepHeT

3anianTte B MeHo Ha cTpaHuly CeTb — [locTtyn K MHTepHeET Ang HacTpOWKU pexuma ocTyna
(cMm. PucyHok Hwxke). MaplupyTnsatop MOXeT paboTaTb, MCMonb3ys NOoaKioYeHne yYepes nopt
WAN wunn 3G/4G USB-mogem, v nogaepxvBaeT YHKUMIO pe3epBMPOBaHMSA KaHana u
aBToOMaTtmyeckoro nepeknodeHus Ha 3G/4G-nogkntovyeHne, ecnu nNpoBOAHOE MOAKMYEHME

yepes nopt WAN cTaHOBUTCS HEBO3MOXHbIM.
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MapWwpyTaaTop NPEANAraeT BLIGPaTE 0AWH U3 CRIBAYIOLIW DEUMOB NOAKMIOMEHHA K MHTEpHET:
OToano 364G - McnonezosaTe TONeKD 3G/4G-nogkniodeHne ANA AocTyna k MHTepHeT. (MopT Ethemet (pasvém RJ45) paBoTaeT kak not LAN)
(3 MpeanomMientcHo 3G/4G - MENoNb30BaTe 3G/4G Kak OCHOBHOR NOAKNIOYEHAE, & THN NOAKMIBHEHHA VAN B Ka4etTee pe3epeHoro. (NopT Ethernet (hazbem RJ45) paboTaet Kak nopT WANY

Qr‘,. WAN - Kcno) THN NOAKNKYEHWA YWAN B KAUSCTBE OCHOBHOMD, @ 3G/4G B kaUeCcTEE pezepBHOMD NoAKNKYeHUA. (MopT Ethernet (paztem RJ45) paboTaeT kak NopT YWAN

(& Tonbko WAN - Menons20eatk ToNkKO WAN nodtniodenme § MHtepHet. (Mopt Ethernet (pazkEm RJ45) paboTaet kak nopt WAN)

COxXpaHnTe

PucyHok 4-5 [octyn k IHTepHeT

> Tonbko 3G/4G
B atom pexunme maplipytmnsatop byget nbitaTbCa yCTaHOBUTL ToNbko 3G/4G nogkniodeHme.

MopgkntoveHne WAN HEBO3MOXHO.

> [peanoytutensHo 3G/4G
B oatom pexume wmapwpyTtusatop 0OygeTr yctaHaBnuBate 3G/4G  nogknideHve B
npuoputeTHoM nopsake. Ecnu nogknioveHne no cetm 3G/4G ycTtaHOBUTH He ygaéTcs, a
NPOBOAHOE MOAKMOYEHNEe OOCTYMHO WK, ecnn HeT nogkniodénHoro 3G/4G USB-mogema,
MapLUpyTU3aToOp YCTAHOBUT NPOBOAHOE MNogkntoyeHne. Ecnv maplipyTusatop ycnewHo
yctaHaBnuBaeT 3G/4G nogkntoveHMe, TO  yCTaHOBKa MPOBOOHOMO  MOAKMNIOYEHMS

npekpaLlaeTcs U MapLIpyTU3aTop cpasy nepekroyaetcs Ha paboTy B cetn 3G/4G.

> [MpepnoytutensHo WAN
B aTtom pexume wmaplpyTtusatop OyaeT ycTaHaBnuBaTb MNPOBOAHOE MOAKMIOYEHUE B
npuoputeTHOM nopsake. Ecnu nposBoaHoe nogknoyeHne ycTaHoBUTL He yaaétcs, a 3G/4G
noaknio4eHne AoCTynHo, MappyTtusaTtop byaet noitatecda yctaHoButb 3G/4G nogkniodeHme.
Ecnn maplipyTMsaTop yCnewHo YCTaHOBMWIT NPOBOAHOE MOAKMYEHMe, TO OH MpekpaTut
nonbITky yctaHoBneHms 3G/4G NOAKNIOYEHUA U NEPEKITIOYUTCS 0OpaTHO Ha MOLKNIOYEHUS
WAN.

> Tonbko WAN
B oatom pexume wmapwpytmnsatop ©OygeT nbiTaTbCA YCTAHOBUTb TOMbKO MNPOBOAHOE

nogkntodeHue. 3G/4G nogkntoyeHne HEBO3MOXHO.
Haxmute kHonky CoxpaHUTb 47151 COXPaHEHNS] HACTPOEK.

& MMpumevaHue:
1) B pexumax NpegnoututensHo 3G/4G u MNpeanodtutensHo WAN byHKUUA aBTOMaTUYECKOrO
nepeknyeHns/pe3epBmMpoBaHna kaHana pabotaeT Tonbko npu nogknodeHnn 3G/4G un

PPPoE/OnHamnyecknin IP-agpec/CtaTtudeckun IP-agpec.

2) ®yHKUMS aBTOMATMYECKOro NepekrioyYeHns/pe3epBMpoBaHns kaHana npy nogknoYeHnm
3G/4G v nogknoveHumn ¢ nomoLbto kabena BigPond/PPTP/L2TP 6yget goctynHa B

Gnvkanwem oyaywiem. NoceTnte Hal CanT U 3arpy3nTe NOCHELHIOK BEPCUIO BCTPOEHHOIO

MO:http://www.tp-linkru.com/support/download.asp
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3) B pexumax MpeanoututenbHo 3G/4G wn [lpegnouytutensHo WAN wmapLipytmusatop
yCTaHaBnuBaeT MofknoveHne, cbpacbiBaeT ero M nepeknioyaeT Tekylee MoakmnoyeHne
aBTomatudeckn. KHonka [Mogknountbea/OTkniounts (3G/4G, PPPoE, PPTP, L2TP) He

“cnonb3yeTcsi, a HEKOTOPble NPoYne NapameTpbl He MOTyT ObiTb HACTPOEHbI BPYYHYIO.
452 3G/4AG

3angute B MeHo Ha ctpaHuuy Cetb — 3G/4G ana HacTponkn dyHkunn 3G/4G (cm. PucyHok
Hwke). Ona wucnonb3oBaHusa dyHkuMn 3G/4G npexage BCEro HeobOXOAMMO  MOAKMYUTL
USB-mogem B nopt USB wmapuwpyTtnsatopa. MaplpyTnsatop yxXe COOAEPXUT AOCTaTOYHO
wHdopmauum o 3G/4G USB-mogeme. [lapametpbl USB-mogema OyayT HacTpoOeHbl
aBTOMaTMYeCKn, ecrnv KapTa noAdepXuBaeTcs MaplupyTusatopoM. BosbméM ans npumepa
mogens MA180. Ecnm nogkniovéHHbin USB-mogem noggepkmBaeTcsi MapLupyTM3aTopoMm, B
ctpoke 3G/4G USB-mogem otobBpasutcs coctosHue OnpepenéH (cm. PucyHok 4-6). NHaue
Oynoetr nokasaHo coobuieHne “HeunsBecTHbii MopeM”. OBHOBMNEHHBLIA CMUCOK COBMECTUMMbIX

USB-mooemMoB MOXHO HAWTK Ha Hallem canTe: http://www.tp-linkru.com.

& lMpumeyvaHue:

Mpn ucnonb3oBaHun pexuma nogknoveHna kK WHtepHet “Tonbko WAN” Hactponku 3G/4G
HeJOCTYMHbI. Ona MCMOsb30BaHUSA 3G/4G-nopkntoyeHns Heobxogumo U3MEHUTb
COOTBETCTBYHOLWMM 0Opa3om AocTyn k MIHTepHeT B COOTBETCTBUM C ykasaHusiMM pasgena 4.5.1

Hoctyn K MHTEPHET.

3GI4G USB-mogem: Onpegened
Ecnun Baw perdoH U NocTaswme FIHTepHET-YCNyr He YKa3aHkl B CNWcke, Homep Habopal/APMN No yMONYaHWK YCTapEeBIWWME MW BaW
NOCTBWNK VIHTEpHET-yCnyr TReGyeT BBECT WMA NONE30BATENA W NAPeNk, HaKMUTE [JONONHHTeNbHEIE HACTRORKN ANA TOro, YToOLI YKA3aTh WX BRYYHYIO.
Peruox: Pocena -
MocTaewmk ycnyr MobunsHoro MHTepHeT: Mera®on hd
PexHum NogKnioYeHnA: MogKnoYuTE No TpedoBaHMo
@ MogKnounTE 3BTOMATHYECKK
MogKNUMTE BRYYHYID
MakcumManksHoe BpeMA NPOCTOA: MWHYT (0 03HAYAET, YTO NOGKMKOYEHWE GYOeT aKTWEHEIM NOCTOAHHO)
Tun ayTeHTHdhHaKLMK: @ ABTo FPAP CHAP
OTKNIOYMTE Onpegenex
| [ononHUTENBHbIE HACTPOIKM | [ coxparute | [ HacTpoiiku mogema

PucyHok 4-6 - 3G/4G
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> PernoH — Bbibepute pernoH, roe Bol ucnonssyete kapty 3G/4G.

> MocTtaBwmk ycnyr mob6unbHoro WUHTepHeT — BbibepuTe nocTtasBwimka WHTepHeT-ycnyr,
KoToporo Bbl ucnonb3yete ansa 3G/4G nogkniodeHns. MapwpyTtmusatop nokaxeT Homep

Habopa, APN ykasaHHOro nocrasLymka NIHTepHeT-yCnyr.

Onsa npocMoTpa U MU3MEHEHUA HaCTpOeK NOAKMKYEeHUA K NOCTaBLUMKY YycCnyr MOBUITbLHOIO

NHTepHeT Haxmute kHomnky [lononHuTenbHbIe HACTPOMKMU (puc. 4-7).

Pernou: Poceua

n VCIYT HODI o BunaitH

[] ¥razate Homep HaBopa, APM, MIMA None30BaTena v Napons sRyMdH0
Howmep Habopa: oo
APN: internet beeline.ru
WuA nonb3oBarens: beeline (He 00AzaTENLHO)

Maponk: | =eeeeee (He 08a3aTensHD)

Pa3uep MTU (B baitrax): 1480 (Pazmep na ymondaquio: 1480, He aMeHATs Be3 Heofx0aMMOcTH)

[C]¥enone3oeaTe cnegviowme agpeca DNS-ceppepoe

Mpeanounraenmsiil DNS-cepeep: 00.00

AnsrepHaeHbIi DNS-cepBep: 0000 (He nBazaTensHo)

PucyHok 4-7 - [lononHuTenNbHbIE HACTPOWNKN

> YkasaTtb Bpy4Hyro Homep Habopa, APN, Uma nonb3oBaTtensa m lMaponb — [locTtaBbTe
ranoyky u ykaxute Homep Habopa, APN, Nma nonb3oBatens u MNMaponb B COOTBETCTBYHOLLNX
nonsix, ecnu Baw nocTtaBwuk VHTepHeT-ycnyr He ykasaH B cnucke lMocTtaBWMK ycnyr

MOGUNbLHOro UHTepHeT 1nn faHHble NO YMOMYaHUIo ycTapenw.

> Homep Habopa — Ykaxute Homep Habopa, npeOoCTaBriEeHHbI BallMM MOCTABLLMKOM

NHTepHeT-ycnyr.
> APN - Ykaxute APN (MIma Toukn goctyna) oT Bawero nocraswuka VIHTepHeT-ycnyr.

> Wma nonb3oBartens/lNaponb — Ykaxnte Mma nonb3osatensa v MNaponb, npegocTaBneHHble

BaLUMM MOCTaBLUMKOM VHTEpHET-ycnyr. 3TW Nons YyBCTBUTENbHbI K PEFUCTPY LpKdTa.

Ecnu Baw Mogem He onpepensieTcs, Bbl MOXeTe AobaBuTb bin darvn mogema BpydHyw. [Ang
3TOro HaxmuTe kHonmky Hactpomkm wmopema (puc. 4-8), pobasneHne wmogema Oyger

paccMOTpeHo aaree.
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J003EMTh

YARNMTE BLe

[11) MNpon3sogniens

Mopene Yaannie

PucyHok 4-8 — [lo6aB1TbL MOaeEM

Haxmute kHonky Moakntountb, 4Tobbl nogknountbcs K Bawen cetn 3G/4G. lMocne Toro Kak

NoAKniYeHne ycnewHo yctaHoBneHo, Bol yBugute ctpanuly 3G/4G (cm. PrucyHok 4-9). 3anga B

MeHI0 Ha cTpaHuLly CocTtosiHue, Bbl yBuaute nHgopmaumio o coctosHun 3G/4G (cm. PucyHok

4-10).

3G/4G USB-moaen:

Peruon:

Mocrasumk yenyr modunsHoro Hurepuer.

Pe3HM NOOKNHYEHHA:

Tun ayTeHTHDHAKLMK:

Ecnu Baw permoH unu nocTaewmk MIHTepHET-YCYr He YKa3aHsl B CNMCKe, HoMep HaGopal/APN no yMonyaHui yeTapeswmie wnu eau
nocTaewnK MHTepHeT-yonyr TpelyeT BEECTH MMA NONL30BATENA W NAPONL HA¥MUTE [ONONHUTENLHEIE HACTPORKM 4NA TOMD, YTOOL! YKA3aTh WX BOYYHYKD.

OnpegeneH

Poccua -

Mera®oH -

MoQKNKYUTE No TpeG0EaHMID

@ MMoQKNKUMTE AETOMATHYECKMA
MOQKNIOYNTE BYYHY0

MaKkcumMansHoe BpeMA NPOCTOR: MUHYT (0 03H3Y3eT, YT NogKNKYeHWe GyYOeT 3KTUEHEIM NOCTOAHHO)

@AeTo  C)PAP () CHAP

[ [LONONHUTENbHBIE HACTPONKN | | Coxpammte | |  HacTpoiiku Mogema
PucyHok 4-9
3G/AG
364G USB-mogem: Onpegenex
YpoBeHb CHrHana: 7%
IP-agpec: 17224 66.213
Macka nogcer: 255.255.255.252
OCHOBHOH WANH3: 172.24.66.214
DNS-cepeep: 10.77.48.49 10.77.48.33
BpewA B CeTH: 0 oHed 00:23:07 |M| Mogkniyén.

PucyHok 4-10

> MMopgknuuTb No TpeboBaHUIO — B HacTporikax MapLupyTM3aTopa MOXHO yKa3aTb, YTOObI OH

paspbiBan  NoOAKMo4YeHne

K WHTepHeT u4epe3 onpenenéHHblin nepuon BpEMEHMU

(MakcumanbHoe BpeMsi npoctosl). Ecnn Takoe nogkntoyeHne 6GbiNo pasopBaHO U3-3a
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NPOCTOA, beHKLI,VIFl I'Io.quoqwrb no TPGGOBaHIMO B aBTOMAaTU4YE€CKOM peXnme BOCCTaHOBUT
€ro, kak TONbKO Bbl OOpaTuTecb K VIHTepHeT-pecypcy. Ecnv Bbl XOTUTE aKTMBMPOBATb
dyHKkumio NMoAKNYUNTb NO TPe6oBaHUIO, HAXXMNUTE COOTBETCTRBYHOLLYIO paano-KHOMKY. Ecnn
Bbl XOTUTE, 4YTOObI nogkntovyeHne K VIHTepHeT Obiflo akTUBHBbIM MOCTOSIHHO, BbibepuTe 0 B
none MakcMmManbHoe BpeMsi NPOCTOA. Takke MOXHO yKa3aTb Nepuog BPEMEHN B MUHYTAX,

nocrne KOTOpPOro NoAkmnYeHne bygeT cOpoLLEHO.

&= lMpumeyaHue:
WHorga noakniodeHne Kk WHTepHeT He MoOxeT ObiTb COpolleHOo, Jaxe ecnu B none
MakcumanbHoe BpeMsA NPOCTOA yKa3aHO KOHKPETHOe 3HayeHwe, T.K. HeKoTopble

NMPUMNOXEHUs NOCTOSAHHO obpalatoTes K MIHTepHeT B OOHOBOM pexkume.

> [MopgknunTb aBTOMaTuM4Yeckn — MaplpyTnusaTtop aBTOMATUYECKM BOCCTaHaBMMBaeT
NOAKITYEHME, KaK TONbKO OHO ObINo cOpoLleHo. YToObl NOAKNIUMTL 3TY PYHKLUMIO BbIOEpUTE

COOTBETCTBYIOLLYIO PaAMOKHOMKY.

> TlMopknwuuTb BpPYYHYKWW — B HacTponkax MaplupyTMsatopa MOXHO BblbpaTb
nogknioveHne/oTkNiodeHne  BpyyHyto.  [locne  ncTevyeHMst  yka3aHHOro  nepuoga
(MakcumanbHOe BpeMsi NPOCTOSA), MapLLUPYTU3aTOP NPEeKpaTuT NOAKMYeHne K IHTepHer,
npy 9TOM, ecnu Bbl obpatutecb K WMHTepHeT-pecypcy CHOBa, MOAKMYeHue He Oyaer
aBTOMaTU4eCKun BOCCTaHOBJ1EHO. Y100bI akKTuBmMpoBaTb Ty d.)yHKLI,I/IIO, HaXMuUTte
COOTBETCTBYHOLLYH pagnokHorky. Ecnm Bbl xoTuTe, 4TObbI NoakmntoveHne kK MHTepHeT 6bino
aKTUBHO BCe BpeMms, ykaxute 0 B none MakcumanbHoe Bpemsi MPOCTOA. Takke MOXHO
yKasaTb Nepuog BpeEMEHN B MUHYTaX, B TEYEHUE KOTOPOro nogkntoveHne Kk MHTepHeT Oyaet

aKTMBHbIM 0 NOCTynJfieHna 3anpoca Ha HOBO€E NMoAKIto4YeHne.

&= lMpumeyaHue:
WHorga nogknoyeHve k WHTepHeT He MoxeT ObiTb MpekpalweHo faxe ecnu B none
MakcumanbHoe BpeMs MPOCTOA yKas3aHO KOHKPETHOe 3HayeHwe, T.K. HeKoTopble

NPUMNOXEHUs NOCTOSAHHO obpalatoTcs K MIHTepHeT B (OOHOBOM pexume.

» Twvn ayTeHTUdMKaumm — HekoTopble NOCTaBLLMKN VIHTEPHET-yCnyr TPeOyT KOHKPETHbIA TUM
ayTeHTMdUKaumm, noaTBepauTe y CBOEro NocTaBliMKa WIHTepHeT-ycnyr BO3MOXHOCTb

BbICTaBUTb 3Ha4YeHne ABTo. MOXHO Bbl6paTb Tpu BapuaHTa.
Haxmunte KHOMKY COXpaHMTb Ona coxpaHeHna HaCTpPOeEK.

HaxmuTte kHonky HacTtpowmkm mopema, ecnv Baw 3G/4G USB-mogem He noggepxmBaetca
MapLLpyTU3aTOpPOM, Nocre Yero Bel nonagéTe Ha CTpaHuuy, yKaszaHHyH Hke (CM. PucyHok 4-11).

Ha aTon ctpaHuLe MOXHO HacTpouTb napameTpbl USB-mogema.
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D MponzBoaHIENGL Mopens Yoanuio

NOBaEWTE. . YAANWTE BCE

PucyHok 4-11  Hactponikn 3G/4G USB-mogema

MapLupyTrsaTop yXe COgepXMT OOCTAaTOMHOE KonudecTBo UHgopmauum o 3G/4G USB-mogeme.
MapameTtpbl USB-mogema OygoyT HacTpoeHbl aBTOMaTUYecKu, ecnu Kapta nogaepXvMBaeTtcs
JaHHbIM  yCTpOWCTBOM. Ecnn Bbl BCTaBMIM KapTy, a YCTPOWCTBO oOnpegenser eé Kak
"HensBecTHy" KapTy, To Bam OyaoeT npeanoxeHo 3arpy3uTb pavn C HacTpomKkamu.
"HeunsecTHasa" kapTa MoxeT ObiTb onpegeneHa, ecnu B CNMCKe yKka3aHbl BEpHble napameTpsbl.

PekomeHayeTcs genartb HACTPOWMKY TONbKO B 3TOW CUTyauUM.
Onsa po6asneHun 3anucm 3G/4G USB-moaema:

1. Ckavante nocrneaHow Bepcuto danna ¢ Hactponkamu 3G/4G USB-mogema ¢ Hawero canta

(http://www.tp-linkru.com).

2. Haxmunte kHonky lo6aBUTb... (cM. PucyHok 4-11), nocne 4ero Bbl nonagéte Ha CTpaHuLy Kak

yKa3aHo Huwxe (cM. PucyHok 4-12).
3. Haxmwnte O630p... 1 ykaxute nyTb K darny ¢ HaCTponKamu.

4. Haxmute 3arpy3uTb And 3arpy3ku gpanna ¢ HaCTponKamu.

Maiin: O6zop...
Mpumeyanue: Ecnu Bel BOCCTAHABNMESETE 3aB0ACKHE HACTPORKK N0 ymonyanui, dain bin' Byget yrepad. Ecnun el noTepany dain
bin',
BaM HeOoDXOAMMO CHOBA JArPY3HTE Bro MM CKavaTe NOCNEAHIOH Eepcuie BcTpoeHHoro MO o www.tp-link.com . OBHOBNEHHOE
nporpammHoe N0 ByaeT YCTaHOBNEHD Ha Bawe 3G/4G-yoTpoAcTBO, ECE @YHKUMKM, NpM 3TOM, BYAYT BOCCTAHOBNEHE 00 33E04CKMH,

[ 3arpysuTe ] [ Haaa,u,]

PucyHok 4-12  3arpyanTtb chann ¢ HacTponkamu 3G/4G USB-mogema

453 WAN
BbibpaB CeTb — WAN, Bbl MOxxeTe HacTponTb napametpbl WAN, Kak noka3aHoO Ha pUCYHKE HUXKe.

& MMpumeyaHue:

Hactponka nposogHoro nogkntodeHus vyepes nopt WAN HeBo3amoxHa, ecnv [octyn K IHTepHeT

ycTaHoBneH B pexumme Tonbko 3G/4G. [Moxanyncra, U3MeHUTe HACTPOMKW, KaK yKasaHO B
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pasgene 4.5.1 Ooctyn K VIHTepHET, ecnu Bbl XoTUTe Mcnonb3oBaTb MPOBOAHOE MOAKMIOYEHUe

yepes nopt WAN.

1. Ecm  noctaBwmk  WHTepHeT-ycniyr  obecneunBaetr  DHCP-cepsuc, BblOepuTe
OnHamnuecknn IP, n mapwpyTtnsaTtop aBTomaTU4eckm nonyyuuT IP-napameTpbl OT BalLero

nocraswumka MiutepHeT-ycnyr. JOmKHO NosBuTbCA cneaytoLee okHo (Puc. 4-13):

Tun nogknioyvenna WAN: ArHamuyecknid IP-agpec v

IP-agpec: 0.0.00
Macka noaceTn: 0.000
OcHOBHOM wn3: 0.0.0.0

BHOBMTE Oceobogu [onyYeHHe NapaMeTpoE ceTil...

Pasmep MTU (B Gaiitax): 1500 (aHaveHue no yMmonyanuio: 1500, He uzMeHaTs Bez HeobxoguMoCTH.)
O Mcnonezoeate cnegyiwme aapeca DNS-cepeepos
Mpeanountaemslii DNS-cepeep: 0ooo
AnbTepHaTHBHbIH DNS-cepeep: 000o {HeoBAzaTenEHaA HACTROAKE]
WNwa yana: TL-MR3020
O Manyuute IP-agpec ¢ nomowka Unicast DHCP (Kak npaewno, ato He TpefiyeTca.)
COXpaHuTh

Puc. 4-13  WAN — Ounamuyeckuin IP

B atom okHe nokasaHo kak napameTpbl WAN, Bknoyasa IP-agpec, macky noacetu, OCHOBHOM
W03 1M Tak ganee, ANMHAMU4YECKM Ha3HayatoTCA nocTaBlUMKOM WIHTepHeT-ycnyr. YTobbl
0OHOBUTL MapaMeTpbl OT MOCTaBLMKa WHTEpPHET-yCnyr, HeobXoAMMO HaKaTb KHOMKY

OOGHOBUTL. YTOOLI COPOCUTL 3HAYEHWS, BOCMONb3YNTECH KHOMKON OcBOGOAUTD.

» Pasmep MTU - OO6GbivHO 3HayeHne MTU (makcumanbHOro pasmepa naketa) Ans
fonbwuHcTBa ceteni Ethernet coctaBnser 1500 Gant. PekomeHayem He W3MEHSITb 3TO

3Ha4veHune, ecrnin ToJ1bKO 3TOro He Tpe6yeT Ball NMNOoCTaBLKK I/IHTepHeT-ycnyr.

» Ecnn Baw noctaBwuk WHTepHeT-ycnyr npegoctasmn Bam oavH wnu gea |IP-agpeca
DNS-cepsepoB, Bam cnegyeT Bblbpatb Wcnonb3oBaTb cnepyrowme appeca
DNS-cepBepoB U1 BBectn [lpegnountaembii DNS u©n  AnstepHatmBHbii DNS B
cooTBeTcTByloLme nons. B npotmBHom cnyvyae DNS-cepBepa ©OyayT NpUCBOEHBI

NoCTaBLLUMKOM l/IHTepHeT-ycnyr AnHaMn4ecKku.
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&= lMpumeyaHue:

Ecnn, nocne ykasaHnus agpeca DNS-cepBepoB, npu NOnbITKe 3alTW Ha CanT y Bac BO3HMKIA
owmnbka, 3TO 03Ha4aeT, YTo, CKopee Bcero, aapeca Bawnx DNS-cepBepoB ykazaHbl HEBEPHO.
CesknTeCh C BallMM MOCTaBLUMKOM VIHTEpHET-ycnyr Ans NonyvYeHus npaBuibHbIX agpecoB

DNS-cepBepos.
Mms yana - [laHHas onuumsa no3BonisieT HasHa4yMTb MM y3ra MapLipyTtuaartopa.

Monyuuts IP-appec ¢ nomowbio Unicast DHCP — DHCP-cepBepa HeKOTOpbIX
nocTtaBlMkoB KHTEpHET-ycnyr He NOAAEPXUBAKT NPUINOXKEHUSA LUMPOKOBELLATENBHON
nepegaun. Ecnn y Bac He nonyyaetcsa nony4untb IP-agpec o6bl4HbEIM 06pa3oM, Bbl MOXETE

BbIGpaTh 3Ty ONumio (AaHHas OnumMs UCNONb3YETCs PEAKO).

Ecnn Baw noctaBwuk WVIHTepHeT-ycnyr MCnonb3yeT CTaTUYeCKUA unum (OUKCMPOBaHHbIV
IP-agpec, macky nogcetu, w3 u onpegenérHHole napameTtpbl DNS, 10 Bam cnegyet
BblOpaTh BapuaHT: Ctatuyeckum IP-agpec. [Npu aTOM OTKPOETCS OKHO, KaK MoKas3aHo Ha
Puc. 4-14.

Tun nogknYeHuA WAN: Cratuueckuii IP-agpec  + |Onpegenart]
IP-agpec: 0.0.00
Macka nooceT: 0.0.0.0
OCHOBHOW WH3: 0.0.0.0
Paamep MTU (B Gaitax): 1500 (aHaYeHUe No YMONYaHWKD: 1500, He M3MEHATL Ge3 HeobxogUMoCTI.)
MpegnoynTaemeiil DNS-cepeep: 0.0.00
ANbTepHaTHEHLIA DNS-cepeep: 0.0.00 (HeoOA3aTeNkHaA HACTpoRKa)

Puc. 4-14  'WAN - Ctatnyeckmin IP-agpec

IP-agpec — YkaxuTe |IP-agpec, nony4yeHHbIN OT nocTtasLmka NHTepHeT-ycnyr, B 4eCATUYHOM

dopmaTe ¢ pasgenutenbHbIMU TOYKaMM.

Macka noacetTn — YKaxuTe 3HadeHMe Mackm noaceTH, nonyvyeHHoe OT nocCTaBLlMKa
I/IHTepHeT-ycnyr B AeCATUYHOM cbopmaTe C pasgennteribHbiIMMU TOYKaMW. O6bl4HO 3TO
255.255.255.0.

OcHoBHOM wn3 — (HeobGsasatenbHoe none) Ykaxute IP-agpec wnto3a, nonyYeHHbIn oT

NnocTaBLLUNMKa I/IHTepHeT-ycnyr B AeCATUYHOM (*)OpMaTe C pasgenuteribHbIM1 TO4YKaMu.
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Pasmep MTU — O6bI4yHO 3Ha4veHre MTU (MakcumanbHbI pa3mep naketa) Ans 6onbwmHcTea
ceten Ethernet coctaBnsier 1500 6antT. He pekomeHOyeTcs M3MeHATb 3TO 3HAYEeHWe, ecnu

TOMbKO 3TOro He TpebyeT NocTaBLUMK IHTEpHET-YCNyr.

Mpepnountaembin/AnsTepHatuBHbIN DNS (Heobs3atensHoe none) — YkaxuTte oguH nnu
aBa agpeca DNS-cepBepoB, Nony4yeHHble OT NOCTaBLUMKa VIHTEpHET-ycnyr B AECATUYHOM

(*)OpMaTe C pasgenuteribHbiIM1 TO4YKaMN.

Ecnu Baw noctaBlwmk VIHTepHeT-ycnyr ncnonb3yeT nogkntoyeHne yepes npotokon PPPOE,
TO BaM cneayeT BblbpaTb BapuaHT: PPPoE/Poccusa PPPoE. 3pech Tpebyetca ykasatb

cnegytowme napameTpbl (Puc. 4-15):

Tun nogknoyenun WAN: PPPoE/PPPoE Poccua = | OnpegenuTb
Moaoknioyenne PPPoE/PPPOE PoccHA:
WmA nonk2oBatens:
Maponk:
Moareepoure naponk:
BTODHYHOE NOOKNKYEHHE: @ OTKMYeHo Ounamnyeckui IP-agpec CraTtnueckuit IP-agpec  (anA Dual Access/PPPoE Poccna)
PeHM NOAKNHYEHHA: MORKMKUMTE N0 TREG0BaHMK
MakcumansHOe BpEMA NPOCTOR: MUHYTH (0 03HAYaET, UTO NOgKMoYeHWE GYOeT aKTWBHEIM NOCTORHHD.)
@ [MoOKM4YUTL ABTOMATHYECKN
MOAKNIYNTE N0 PACTMCAHMIO
Mepnod BpEMEHIIC (44:MM) oo : (HY:MM)
TORKNIUMTE BOYUHYID
MakcuMansHoe BpEMA NPOCTOR: MUHYTEI (0 03HAYaeT, YTO NOAKMIOYEHWe OYOeT aKTMBHLIM NOCTOAHHD.)
—
| Coxpanute | | [ononHUTeNEHbIE HACTPOiKK |

Puc. 4-15 WAN - PPPoE/Poccusa PPPoE

Mma nonb3oBartensi/Maponb/MoaTBepauTe naponb — YKaxuTe UMs Monb3oBaTens u

napornb, Nony4YeHHble OT NOCTaBLUKMKa I/IHTepHeT-ycnyr. OTn nons YyBCTBUTEIbHbI K PErncTpy.

BtopuyHoe nogkntoveHne — [laHHaa onums AOCTyMNHa TONbKO AN noaknoyeHns PPPOE.
Ecnn Bbl nonyumMnu OT nocTaBLiMKka VIHTepHEeT-yCnyr AOMOMHUTENbHbLIN TUM MOAKITHOYEHNS,
Takon kak QuHamudecknin/Ctatndeckumii IP, onsa paboTbl ¢ NokanbHOW CETbI, TO HEOOXOAMMO

BblOpaTb none AnHamuyecknin/Ctatnyeckun 1P, 4yToGbl akTMBMPOBATL 3TO MOAKMOYEHNE.

e Otknwuntb — [lo ymonuaHUMIO BTOPUYHOE MOAKIHOYEHME OTKMIOYEHO, TaK 4TO
ncnonb3yeTcs ToNbko nogkrtodeHne PPPoE. 3To pekomeHgyemo.

e [NuHamuyeckun IP — YT1o6bl Mcnonb3oBaTb AnHamudeckui IP-agpec, nonyveHHbIn oT
nocTaBlUiMKa WIHTEpHET-yCnyr, B Ka4ecTBe BTOPWMYHOIO MOAKMYeHUs Anst paboTbl C
NoKanbHOW CeTbio, BbIDEPUTE COOTBETCTBYOLLIYIO PAANOKHONKY.
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e Cratnyeckun IP — Ytobbl Mcnonb3oBaTb cTaTnyeckuin IP-agpec, nomyyYyeHHbIn oT
noctaBwmka VIHTepHeT-ycnyr, B KayecTBe BTOPWYHOIO MOAKMYEeHUs Ans paboTel ¢
noKanbHOW CeTb, BblOEpUTE COOTBETCTBYIOLLYIO PAAMOKHONKY.

> MNogknuuTb No TpeboBaHuo — [pn BeIGOPE 3TOro pexunma NOAKMYEHNEe NpekpaLlaeTcs
aBTOMaTUYeCKM 4Yepe3 onpenenéHHbll nepuon HeakTuBHocTM (MakcumanbHoe Bpems

NpPOCTOA) 1 BOCCTaHaBNMBaeTcs nocne obpaweHus Kk MHTepHeT-pecypcy. Ecnm Bbl xoTuTe,

4yTOObI COoeanHeHVe BbINo akTUBHBIM NMOCTOSIHHO, B none MakcumanbHoe Bpemsi NpocTosi

yKaxuTe 3HadeHue “07, nmbo yKaXuTe KONMMYECTBO MMHYT, MO MWCTEYEHUM KOTOPbIX

noakntodeHne kK cetn MIHTepHeT npekpallaercsi.

> MogknunTb aBTOMaTUYECKU — I'Ipm cboe nogknoveHnsd nponcxoanT ero aBTomatTnyeckoe

BOCCTaHOBJ1E€HUME.

> Moaknountb no pacnncaHuno -— MNogkntoveHne yCTaHaBIMBaeTCA TOJIbKO B 3a4aHHbIN

nepuog (4aTta Havana u KoHua nepuoga ykasbisaetcs B ¢oopmate HY4:MM)
& lMpumeyaHue:

MopknioyeHne no pacnucaHuw OygeT paboTaTb TONMbKO MOCME TOro, Kak B OKHE
CuUcTeMHble MHCTPYMeHTbl — HacTpolika BpeMeHu ByeT BbICTaBNEHO CUCTEMHOE BPEMS.

> TMogknounTb BpPyYHY — [na nogknio4YeHUs/OTKIIOMEHNA BOCMOMb3YATECH KHOMKOW
MNoakntounTt/OTKNOYNTL. B aTOM pexnme nogaepxuBaeTca yHkuma MakcumanbHoe
BpeMsa NpocTos Kak v and pexuma Mogknwountbe no TpeboBaHuio. [logkniodeHne K
VIHTepHET MOXeT ObITb MpeKpalleHO nocrne onpenenéHHoro nepuoga HeakTUBHOCTU, HO

3aTeM He OyaeT BO306HOBNEHO CHOBA Npu obpalleHnmn Kk IHTepHeT-pecypcy.

Haxmute kHomnKy MoaknounTb ANd HEMeOneHHOro nogknoyeHns. Haxmute OTKNHOYUTL N5

HemMeaneHHoro OoTKIr4YeHnA.

& lMpumeyaHue:

MHoraa nogkniodeHne He MOXeT ObITb NpekpallieHo, Aaxe ecnv B none MakcumanbHoe Bpems
NPOCTOS yKasaHo onpeaenéHHoe 3HadeHue, T.K. HEKOTopble MPUIOXKEHUS B (DOHOBOM peXxume

obpaluatoTca Kk MIHTepHeT-pecypcam

Ecnn Bbl XOTUTE BHECTU W3MEHEHUA B AONONMHUTENbHbIE HaCTpOI7IKI/I, HaXXMUTE KHOMKY

JononHnutenbHble HacTPOMKMU. [1oABMTCS OKHO, Kak NokaszaHo Ha Puc. 4-16:
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Paamep MTU (B Gairax): 1480 (3Ha4eHue No ymonyaxnio: 1480, He namenATs Gea HeoGxogumocTh.)

HmMA cepeunca:

WMA KOHUeHTpaTopa focTyna:

Vcronkaoeatk |P-afpec, NpefocTaBneHHsIi NoCTaaWMKoM VIHTEPHET-YCmyr
IP-afipec, npeoCTaENeHHbIR NOCTAELUKOM HHTepHeT-yCnyr:

WHTEpBan OHNAlH-OTCNEXHBAHHA: 0 CeKyHab (0 ~ 120 CEKYHE; N0 YMONUaKKk: 0; 0 03HAYAET, 4TO OTCNENKUBAHUE HE NPOMCXOONT.)

Mcnoneaoeate cnegywwne agpeca DNS-cepeepoe
MpeanoynTaemslii DNS-cepeep:

AnbrepHatmeHoii DNS-cepeep: (HeofAzarenLHan HacTpoiika)

[ van

Puc. 4-16 JononHuTtenbHble HacTponkn PPPoE

Pasmep MTU — 3HaueHne no ymonyanuto 1480 6aunT, YTo 0ObIMHO SBNSAETCS ONTMMAarbHbIM.
He pekomengyetcsa nameHstb Pasmep MTU, ecnu Tonbko 310 He aBndaeTcs TpeboBaHnem

nocTaBLyuMKa VIHTepHeT-ycnyr.

MUma cepBuca/KoHueHTpaTtopa poctyna — MMs cepBuca WM KOHUEHTpatopa JocTyna.
[laHHOe 3HayeHuWe crnefyeT ykasbiBaTb TOSIbKO B TOM Crlyvae, ecnv 3To HeobxoaMMo Ballemy
noctaBLuKy NHTepHeT-ycnyr. B GonbLUMHCTBE CryyaeB MOXHO OCTaBUTb 3T NONS NyCTbIMU,

4YTO HE nNomMellaeT pa60Te.

IP-agpec, npepoctaBneHHbIW nocTaBwMkoMm WHTepHeT-ycnyr — Ecnu nocraBLimk
WHTepHeT-ycnyr He nepenaéT aBTomaTuyecku IP-agpec maplupytusatopy npu Bxoae B
cuctemy, Bblbepute sadveliky IP-agpec, yka3aHHbIA NOCTaBWMKOM WHTepHeT-ycnyr u
ykaxute |P-agpec, nonyyeHHbld OT nocTaBwuka WHTepHeT-ycryr, MCMNOmnb3ysa TOYKM B

Ka4vyecTBe 3HaKa pasgeneHuda.

MHTepBan oHnamH-oTcnexuBaHusa — 3HadyeHne no ymonyaHuto 0. Takke MOXHO yKkasaTb
3HauyeHne ot 0 go 120. MapwpyTnsaTtop OyaeT BECTU MOUCK KOHLIEHTpaTopa Aonycka Yyepes

3afaHHbIN uHTepBan. MNpu 3HavyeHnn 0 NoncK BECTUCH He ByaeT.

Ucnonb3oBatb cneayrouwme DNS-cepBepbl - Ecnv Baw noctaswimk MIHTepHeT-ycnyr He
Ha3HavaeT mapwpyTmnsatopy DNS-agpeca asTomaTtu4eckm npm Bxoge B CUCTEMY, NOCTaBbTE
ranodyky B suyenke Wcnonb3oBaTtb cnenywouwuve agpeca DNS-cepBepoB U1 ykaxuTe
nonyyeHHbln OT nocTaswuka WHTepHeT-ycnyr IP-agpec B gecATndyHoOM dpopmate C
pasgenuTtenbHbiMi Tovkamy B none npegnovntaemMbln DNS-cepsep. Ecnn nmeetcs agpec

BTOpuyHOro DNS-cepBepa, ero Takxke criegyeT ykasaTb.

Haxmute kHonky CoxpaHUTb 4S5 COXpaHEHMS HAacTPOEK.

4,

Ecnu nocraBwumk MHTepHeT-ycnyr ncnonb3dyet kabens BigPond (unu curHan Heart Beat),
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BbibepuTe Kabenb BigPond. 3necb Heob6xoaMMo ykasaTb cnegytowme napameTtpbl (M. Puc.
4-17):

Tun nogxnioyeHa WAN: Kabenes BigPond v
Vs nonb3oBaTens: username
Maponk: ssssssse
Cepeep ayTeHTUd MEALLIMN: sm-server
[lomeH ayTeHTdDMEaLIM:
Pasmep MTU (e Gairax): 1500 (3HaveHWe No yMman4yaHuw cocTaenAet 1500, 3HaYeHne MEHAETCA TONLKD NPKU HANWYWE HeoTXoANMOCTI.)
Pexm NOaKMHYeHWA; (*) MogkniynTe No TpeGoBaHNK

WakcuManksHoe BpemA npoctos: | 15 MUHYTEL (0 - 0CTAETCA GKTHEHEIM NOCTOAHHO.)
O MogknwyNTs AETOMATHYECKK
O MogkniouNTE BRYUHYIO

MakcumansHoe BpeMA NPOCTOR: MWHYTEI (0 - DCTAETCA AKTMEHBIM NOCTOAHHD. )

Pwuc. 4-17

Uma nonbsoBaTenﬂll'Iaponb - YKkaxute umda nonb3oBaTtens u naposb, nony4YeHHble OT

nocrasLumka MHTepHeT-ycnyr. 3Tn nonsa YyBCTBUTENbHbI K PErUCTpY.
CepBep ayTeHTUUKaumm - Ykaxute IP-agpec unu ums ysna cepeepa ayTeHTMdmKaLmm.

[JomeH ayTeHTUdMKaUUU - YKaXMTe UMS cepBepa ¢ cypdrKCOM JOMEHa C YY4ETOM BaLlero

MEeCTOHaxXoXaeHuns.
Hanpumep:

NSW /ACT - nsw.bigpond.net.au

VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au

QLD - gld.bigpond.net.au

Pasmep MTU - OGbl4HO 3HadeHne MTU (MakcumarnbHbI pa3Mep nakeTa nepenaBaeMbix
AaHHbIX) ana 6onbwunHcTBa ceten Ethernet coctaensetr 1500 Gawmt. He pekomeHpyetcs

N3MEHATb ero, ecrin ToJfibkKo 3TOro He Tpe6yeT NoCTaBLUUK I/IHTepHeT-ycnyr.

MoaknounTb No Tpe6oBaHuIo — [pu BbIGOpPE 3TOr0 pexnma NogktvYeHne nNpekpallaeTcs
aBTOMaTMYECKM Yepe3 onpedenéHHbli nepuog HeakTMBHocTM (MakcumanbHoe Bpems
NpPoOCTOA) 1 BOCCTaHaBNMBaeTcs nocne obpaweHus Kk MHTepHeT-pecypcy. Ecnm Bbl xoTuTe,
4YTOObI coeaAnHeHne ObIfI0 aKTUBHbLIM MOCTOSIHHO, B Norne MakcumanbHoe BpeMsi NPOoCTosA

yKaxmuTe 3HadeHue “07, nmbo yKaXuTe KONMMYECTBO MMHYT, MO MUCTEYEHUM KOTOPbIX

-48 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

nogkr4vyeHmne K cetun MHTepHeT npexkpawlaeTcd.

> Moaknountb aBTOMaTU4YeCKM - ABTOMATUYECKOE MOAKMOYEHUE MOCNe OTKITHYEHUS

mMapLupyTusaTopa.

> lNoaknounTb Bpy4Hyto — [INg HeMeaneHHoro nNoaKnioYeHNs/oTKIIOYEHNA BOCNONb3ynTech
kHornkon Mopgknountb/OTKNOYUMTL. B  3TOoM pexume nogoepxuBaetcss  PyHKUUS
MakcnmanbHoe BpeMsA npocToA kak U B pexume [ogkniountb no TpeboBaHUIo.
MogkntoyeHne Kk WIHTEpHET MOXET ObiTb MNpeKkpalleHO nocre onpegenéHHoro nepuoga
HeakTMBHOCTM, HO 3areM He Oyger BO30OHOBNMEHO CHoBa nMpu obpaileHmn K
WHTepHeT-pecypcy.
HaxmuTe kHomky MogknoumTb Ons HEMeONeHHOro nogknioveHns. Haxmute OTKNoYUTb

ana HemearneHHoro OTKIi4YeHnA.

& lMpumevaHue:

WNHoraa nogknodeHve He MOXET ObiTb NpekpalleHo, Aaxe ecnv B none MakcumanbHoe Bpems
NPOCTOSA yKka3aHO onpefeniéHHoe 3Ha4YeHue, T.K. HEKOTOpble NMPUIOXeHMs1 B (DOHOBOM pexume

obpaLuatoTca Kk MIHTepHeT-pecypcam

HaxmuTe kHonky CoxpaHUTb 45151 COXpaHEHMS HAacTPOEK.

5. Ecnu noctaBwuk WHTEpHET-ycnyr wucnonb3yeT Tun nogkniodeHns L2TP, BbiGepute

L2TP/Poccusa L2TP. 3gecb HeobxoamMmo ykasaTtb crieqytowme napameTpbl (Puc. 4-18):

THN NOAKNHYEHHA WAN: L2TP/L2TP Poccua -

WmA none3oBatens:

Maponk:

MOAKNHYMTb OTknroyeHo!

@ [JuHamuuyeckni IP Cratnueckwii [P
IP-agpec/Hma cepeepa:
IP-appec: 0.0.00
Macka nofceTh: 0.0.0.0
OCHOBHOW WNH3: 0.0.00

DNS: 0.0.00,00.00

IP-agpec HHTepHeT: 0.0.0.0
Wureprer DNS: 0.0.0.0,0.0.00

Pasuep MTU (B GaiTax): 1460 (No ymonuaHwk: 1460, HE W3MEHATE G283 HEOOXOAMMOCTH )

PexuM NOaKNHYEHHA: @ [MogknynTe No TReGOBAHMKD
MopKnioyNTE 3BTOMATMYECKN
MopKnioyNTE BPYUHYID

MaKCHMankLHoe BPeMsa MpocToR: 15 MUHYTBI (0 03HAYAET, 4T NOAKMIOUEHUE GYAET AKTUBHLIM NOCTOAHHO.)

| Coxpanute |

Pwuc. 4-18 WAN — Hactpownkun L2TP/Poccusa L2TP
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Uma nonb3osatens/Maponb — Ykaxute UMa nonb3oBartens v MNaponb, NonyyeHHble OT
noctasLwimka UHTepHeT-ycnyr. 3T nonsa 4YyBCTBUTENbHbI K pernctpy. Npu BO3HUKHOBEHUMU

npobnembl 06paTUTeCh K NOCTaBLUMKY VIHTEpPHET-yCnyr.

OnHamnuecknn IP-apgpec/Ctatnueckun IP-agppec — Buibepute Ctatnyeckun IP-agpec,
ecnu Bbl Nony4nnu 3HadeHune IP-agpeca, macku noaceTu, wo3a u agpec DNS-cepeepa ot

noctasLmka MIHTepHeT-ycnyr. B npotnBHOM crniyyae Bbibepute iIHamu4yeckumn IP-agpec.

IP-apgpec/Ima cepBepa — YkaxuTe IP-agpec vnuM OOMeHHOE WMS, MOMyYeHHble OT

nocTaBLUuKa VIHTepHeT-ycnyr.

IP-agppec — Ykaxute |IP-agpec, ncnonb3yembin gns nogknodeHns. (YkasbiBaeTcs TONbKO

npv Bbibope Tuna nogknoyeHus "Cratudeckun IP-agpec”).

Macka noacetn - VYKaxuTe 3HayeHWe Macku noaceTu, MoryvyeHHoe OT NOoCTaBLUMKa
NHTepHeT-ycnyr. (YKasbiBaeTca TOMbKO Mpu BbIOOpe Tuna noaknoyeHus "CTaTtnyeckui

IP-agpec").

Wnwo3 — YkaxuTe 3HayeHue L3a, nony4yeHHoe OT nocCTaBLWMKa I/IHTepHeT-ycnyr.

(Yka3blBaeTcs TOSIbKO Npy Bbibope Tuna noaknodeHus "Ctatudeckuin IP-agpec”).

DNS - Beegute agpec DNS-cepBepa, nonyyeHHbit OT nocTaBwmka WHTepHeT-ycnyr.

(YkasbiBaeTcs TOMnbKO Npu Bbibope Tuna nogkntoyeHuns "Ctatudeckun IP-agpec”).

MopknounTb NO TPeboBaHUIO — B HacTporikax MapLUpyTU3aTopa MOXHO yKa3aTb, YTOObl OH
npekpawan coeauHeHne ¢ WHTepHeT uJepe3 onpedenéHHbld nepuog BpeMeHu
(MakcumanbHoe Bpems npocTtosi). Ecnn Takoe coeguHeHue ObIO NpekpawleHo un3-3a
NpoCTOo4, beHKLI,I/IFl I'Io,quoqwrb no TpGﬁOBaHVII-O B aBTOMaTn4eCKoM pexmmve BOCCTaHOBUT
€ro, Kak TOnbKO Bbl obpatuTecb K WHTepHeT-pecypcy. Ecnu Bbl XOTUTe akTMBUpOBATb
dyHkumio MoaknounTb No TpeboBaHUIO, HAXXMUTE COOTBETCTBYIOLLYIO paanoKHOMKY. Ecnu
Bbl XOTWUTE, YTOObI noakrntoveHne k MHTepHeT Bbino akTMBHBIM NOCTOSIHHO, Bbibepute 0 B
norne MakcumanbHoOe BpeMsl NPOCTOA. Takke MOXHO yKasaTb Nepmog BPEMEHN B MUHYTAX,

nocre KoToporo nogknoyeHve GyaeT npekpaileHo.

MoakniounTb aBTOMATM4YeCKU - ABTOMaTMyeckoe MOAKMIOYEHME MOCe OTKMYEHNSs
MapwpyTtusatopa. YT1obbl nNoAkNIYMTbL 3Ty (PYHKUMIO HaXMUTE COOTBETCTBYIOLLYHO

pPaanoOKHOMKY.

MopaknunTs BpydyHywd - B HacTporkax MapwpyTusatopa MOXHO  BblbpaTb
NOLKITIOYEHNE/OTKINIOMEHE BpYyYHYlo. [locne nCTeveHuss ykasaHHOro nepuoga npocTost
(MakcumanbHoe BpeMA NPoCTOos), MapLLUpyTU3aTop NpekpaTuT coegmHeHne ¢ IHTEpHET, 1
Korga Bbl CHOBa obpaTtuTechb K VIHTEpHET-pecypcy, coeguHeHne He OyaeT aBToOMaTU4ecKu
BOCCTa@HOBIEHO. YTOObI akTMBMpOBaTb 3Ty (OYHKUUIO, HaXMUTE COOTBETCTBYIOLLYIO

paguokHonky. Ecnun Bbl xoTuTe, 4TOObI NOAKtoYeHe ObiNo akTMBHO NOCTOSAHHO, YKaxute 0 B
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none MakcnmanbHoe BpemMs NpPoCToA. Takke MOXHO yKasaTtb nepunon BpemMeHn B MUHYyTaX,
B Te4eHMne KOTOpPOro Bbl XOTUTE MMETb aKTUBHOE MOAKIMIOYEHNE K MHTepHeT A0 Tex nop, noka

He 6y,u,eT caenaH 3anpoc Ha HOBOE NogkKrt4yeHune.

BHumaHue: MHorga nogknioveHMe He MOXET OblTb NpeKkpalwleHo, paxe ecnv B nore
MakcumanbHoe BpeMs MNpPOCTOA YKasaHO OnpeaenéHHoe 3HayeHue, T.K.  HeKoTopble

NPUNoXeHns B pOHOBOM pexume obpawiatotcest K IHTepHeT-pecypcam.

Haxmute KHOMKY COXpaHMTb Ona coxXxpaHeHna HaCTpOoeK.

6. Ecnu noctaBwumk NHTepHeT-ycnyr npegoctasndet PPTP-nogkntodeHne, Boibepnte 3HavyeHme

PPTP/ Poccus PPTP. 3gecb Heobxoammo ykasaTtb criegytowme napametpbl (Puc. 4-19):

THN NoAKMIOYeHHA WAN: PPTP/PPTP Poccua -

WuA nonkzoeatens:

Maponk:

MogKNHOYTE OTknro4eHo!

@ [uHamuyeckni IP-agpec CraTwueckwil IP-agpec
IP-agpec/HnA cepeepa:
IP-agpec: 0.0.0.0
Macka nofceTH: 0.0.0.0
OCHOBHOW WNH3: 0.0.0.0

DNS: 0.0.0.0,00.00

IP-agpec B ceT HHTepHET: 0.0.0.0

WuTepHer DNS: 0.0.0.0,0.0.00
Pasmep MTU (B baidTax): 1420 (3HAYEHWE NO YMONYAHWI' 1420, HE W3MEHATL 623 HEOBXOQUMOCTH )

Pexum NoaKNHYeHHA: @ MogknwunTs No TpeGoBaHUKD
MoOKNIoUNTE 3BTOMATHYECKM
MoOKNIUNTE BPYUHYI0

MakCHMANEHOE BPEMA NPOCTOR: 15 MUHYTH (0 03HAUYAET, UTO NOAKMIOYEHNE GYAET AKTUBHLIM NOCTOAHHO.)

| Coxpanute |

Puc. 4-19 Hactpownkn PPTP/Poccusa PPTP

Mmsa nonb3oBatens/Maponb — Ykaxnute Umsa nonb3oBaTtens v Maponb, nony4yeHHble OT
noctaBwuka VIHTepHeT-ycnyr. 3Tn nons YyBCTBUTENbHbI K perncTpy. MNpy BO3HUKHOBEHWM

npoGnembl 06paTUTECh K NMOCTaBLUMKY VIHTEPHET-yCnyr.

OnHnamnuecknn IP-appec/Ctatnyeckun IP-agppec — Boibepute Ctatn4veckun IP-agpec,
ecnu Bbl Nonyynnu 3HadeHune IP-agpeca, macku nogceTu, wo3a u agpec DNS-cepsepa ot

nocrasLumka MIHTepHeT-ycnyr. B npoTtuBHOM cny4vae Bbibepute OuHamu4veckum IP-agpec.

IP-appec/Uma cepBepa — Ykaxute IP-agpec vwnu JomMeHHoOe uMs, NOfyYeHHble OT

nocTaBLUMKa VIHTepHeT-ycnyr.
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IP-appec — Ykaxute IP-agpec, ncnonb3yembln ons nogkntoydeHnd. (YkasbiBaeTcs TOSbKO

npu BbIOOpe TMNa nogkntoyeHus "Ctatnyecknii IP-agpec”).

Macka noacetm - YkaxuTe 3HayeHWe MackM noaceTw, MoryyvyeHHoe OT MocTaBLuMKa
MHTepHeT-ycnyr. (YkasbiBaeTca TONbKO Npw Bbibope Tuna nopgkrtodeHnsa "CrtaTndeckuin

IP-agpec").

Wno3 — Ykaxute 3HavyeHMe LWro3a, MoSlyYeHHoe OT nocTaBwuka WMHTepHeT-ycnyr.

(Yka3blBaeTcst TOIbkO Npy Bbibope Tuna noakntodeHust "Ctatuueckuin IP-agpec”).

DNS - Beegute agpec DNS-cepBepa, nonydeHHbid OT nocTaBlmka WHTepHeT-ycnyr.

(YkasbiBaeTcs TONbKO Npu Bblibope Tnna nogkntodenns "Ctatudeckun IP-agpec”).

MopknounTb No TpeboBaHUIO — B HacTpolikax MapLUpyTU3aTopa MOXHO yKkasaTb, YToObl OH
npekpawan coeguHeHne ¢ WHTepHeT 4Yepe3 onpedenéHHbli  Nepuog  BpPeEMEHU
(MakcumanbHoe Bpemsi npocTtofi). Ecnu Takoe coeanHeHue ObINo MNpekpalleHo K3-3a
npocTos, dyHkumsa MoaKkNYMTL NO TPeOboBaHUIO B aBTOMaTUYECKOM PeXnme BOCCTaHOBUT
€ero, Kak Tonbko Bbl oOpaTtuTtecb k VIHTepHeT-pecypcy. Ecnu Bbl XOTUTe akTMBMPOBATb
dyHKumio MogKno4nTb NO TPEOBOBaHUID, HAXXMUTE COOTBETCTBYIOLLYIO paguokHonky. Ecrnn
Bbl XOTUTE, YTODObI MOAKIOYEHUE K VIHTEPHET ObIIO0 aKTUBHBIM MOCTOSIHHO, Bbibepute O B
none MakcumanbHoe BpeMsl NPOCTOA. Takke MOXHO yKka3aTb Nepuog BPEMEHN B MUHYTAX,

nocre KoToporo nogknoyeHve Gyaet npekpalleHo.

MoaknounTb aBTOMATMUYECKU - ABTOMaTMYECKOE MOAKMIYEHME MOCHEe OTKIYEHUS
MapwpyTtusatopa. YTtobbl NOAKMYUTE 3Ty YHKUMIO, HaXXMUTE COOTBETCTBYIOLLYHO

PafMOKHONMKY.

MoaknunTs Bpy4yHywd - B HacTporkax MapwpyTusatopa MOXHO BblbpaTb
NOAKITIOYEHNE/OTKINIOMEHE BpYyYHYlo. [locne ncTeveHUss ykasaHHOro nepuoga npocTost
(MakcumanbHoe BpeMA NPOoCTOos), MapLLUpyTU3aTop NpekpaTuT coegmHeHne ¢ MIHTEpHET, 1
Korga Bbl CHOBa obpaTtuTechb K VIHTEpHET-pecypcy, coeguHeHne He OyaeT aBTOMaTU4eCKu
BOCCTa@HOBIEHO. YTOObI akTMBMpOBaTb 3Ty (OYHKUMIO, HaXMUTE COOTBETCTBYIOLLYIO
pPaanoOKHOMKY. Ecnu BbI XOTUTE, YTOOBbI noaKkn4yeHue ObINIO aKTUBHO NOCTOAHHO, YKaXXute OB
none MakcumanbHoe BpeMsl NPOCTOA. Takke MOXHO yKasaTb Nepuom BPEMEHU B MUHYTAaX,
B TE4YEHNe KOTOPOro Bbl XOTUTE UMETb aKTUBHOE MOoAKNoYeHne K VIHTepHeT 4o Tex nop, noka

HE 6y/1eT caenaH 3anpoc Ha HOBOE NoAKIto4YeHue.

BHumaHue: WHorga nopgkniodeHMe He MOXET ObiTb npeKkpaweHo, paxe ecnn B none

MakcumanbHoe BpeMAa nNpocToA YKa3aHO orlpeu,enéHHoe 3Ha4yeHune, T.K. HeKOoTopble

npunoXxeHuss B OHOBOM pexunmMe obpallatotcs k IHTepHeT-pecypcam.

HaxmuTe kHonky CoxpaHUTb AN1S COXPaHEHUS HAacTPOeK.
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& lMpumeyaHue:

Ecnn Bbl He 3HaeTe, Kakor Tun NoAaKNK4YeHUdA Bbl6paTb, HaXXMUTE KHOMKY Onpe.qenvm: n
MapLIpyTU3aTop aBTOMaTUYeCKn Ha4YHET MOMCK CepBepoOB U MPOTOKOMOB BaLLEro MNOAKMHYEHNS K
cetn NHTepHeT. MNpn oBHapyxeHnn akTMBHOIO VIHTEpHET-cepBUca MapLUpyTu3aTop coobwmT ob
aToM. [laHHbIV OTYET JaéTcs ToNnbKo Anst cnpaBkv. YToObl y6eamTbest B TOM, YTO 9TO MMEHHO TOT
TUMN COEOMHEHUs, KOTOpbIA HyXeH, TpebyeTcs obpaTtuTbCs K NOCTaBLUMKY WHTEpHET-yCnyr.

MapLupyT13aTop MOXET BbIIBUTb CrieaytoLme TUMbl NOAKI0YEeHNI K ceTh VIHTEpHET:

e PPPoE/Poccus PPPoOE - MogknioveHus, ncnonbdyemole PPPOE, npu koTopbix TpebyeTtcs

yKa3aTb UMA nonb3oBaTtend 1 naponb.

e [NuHamnyecknn IP-agpec - [logknioyeHusi, NPUMEHSIIOWWE Ha3HA4YeHUEe OMHAMUYECKUX

IP-agpecos.

e Cratnueckun IP-agpec - [logknioyeHusi, NpuUMEHsIlOWME Ha3HaA4YeHWe CTaTUYECKNX

IP-agpecos.

MapLpyTmnsaTop He MOXeT OOHapyXuTb Takue nogknoveHus kak PPTP/L2TP/BigPond. Ecnu
nocTaBLUMK VIHTepHET-yCnyr ucnomnb3yeT OAMH U3 TakMX NPOTOKOSOB, Bbl AOMXHbI MPOM3BECTU
MOAKITIOYEHME BPYUHYIO.

4.5.4 KnoHnpoBaHue MAC-agpeca

Boibpae Cetb - KnoHupoBaHmne MAC-agpeca, Bbl MmoxeTe HacTpoute MAC-agpec WAN-ceTn
(Pwuc. 4-20):

MAC-agpec B ceTH WAN: 64-70-02-78-A7-79 | BOoCCTaHOBWTL 3aBOACKOIH MAC-agpec

MAC-afpec Bamero KoMnbioTepa: [ KnonposaTs MAC-agpec |

CoxpaHnTe

Puc. 4-20 KnonunpoBaHne MAC-agpeca

HekoTopble nocTaBlumku MHTepHeT-ycnyr TpebytoT peructpauun MAC-agpeca anantepa. 3aech

penko Tpe6yeTc;| BHOCUTb Kakue-rnmbo namMeHeHus.

> MAC-agpec B cetn WAN - B atom none otobpaxaetcsa Tekywmun MAC-agpec WAN-nopTa.
Ecnu Baw noctaBLwmk NHTepHeT-ycnyr TpebyeT, 4To6bl Bbl 3apeructpuposanm MAC-agpec,
ykaxute  npaBunbHboii MAC-agpec B atom none. ®opmatr MAC-agpeca
XX-XX-XX-XX-XX-XX (rge X wecTtHaguaTepmyHoe Y1Cro).

> MAC-agpec Bawero komnbtloTepa - B atom none otobpaxaetca MAC-agpec KomnboTepa,
ynpaenstoLero mapwpytunsatopom. Ecnu MAC-agpec Ballero agantepa 3apermcTpnpoBaH,

HaxxmuTe KHoMKy KnoHupoBaTtb MAC-agpec, v oH nossutcs B none MAC-agpec WAN.
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Haxas kHonky BoccTtaHoBUTL 3aBoackon MAC-agpec, Bbl BEPHETECH K UICXOOHOMY 3HAYEHMIO

MAC-agpeca WAN-noprTa.

Haxmute KHOMKY COXpaHVITb ana coxpaHeHuna HacTpoek.

&= lMpumeyaHwme:

OyHkums KnoHupoBatb MAC-agpec MoOXeT ObiTb MCMOMb30BaHa TOSMIbKO KOMMbIOTEPOM

INIOKanbHOW CeTu.

455 LAN

Boibpae CeTb - LAN, Bbl MOxeTe HacTpouTb |P-napamerpbl nokanbHOM CETU, Kak MoKa3aHo
HUXe.

MAC-agpec: 00-0A-EB-08-43-13
IP-anpec: 192 168.0.1
Macka nogcers: 2RR 2552550 v
Puc. 4-21 LAN

> MAC-agpec — ®usunueckmii agpec LAN-noptoB nokanbHoOW ceTu. [aHHoe 3Ha4yeHue He

MOXET ObITb UBMEHEHO.

> IP-apgpec — YkaxuTte IP-agpec mapLupyTtmnsatopa nnm copocksre ero, MCnosb3ysd AeCATUYHbIN

dopmaT ¢ pasgenutenbHbIMU ToYKamMu (3HaYeHne no ymonyauumio: 192.168.1.1).
> Macka nopcetm -— [laHHoe 3HauyeHue onpegensieT 3HaveHne cetu. OObIMHO 3TO

255.255.255.0.

& lMpumeyaHue:

1) Ecnun Bbl namenunu IP-agpec nokanbHOW ceTu, Bbl AOSMKHbI YKa3blBaTb 3TO 3HAYEHWEe npu

BXOJ€E B MapLupyTusaTop.

2) Ecnu HoBbIM IP-agpec nokanbHOM CeTU He COOTBETCTBYET Macke noacetw, nyn IP-agpecos
DHCP-cepBepa Takke nameHntcd, a gyHkuumn BupTtyanbHbeii cepsep n DMZ Host He BygyT
pabotatb OO Tex MOp, NOKa B WX HACTPOMKM He OyayT BHeCeHbl COOTBETCTByOLLUE

N3MEHEHUA.
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4.6 becnpoBoOHOMN pPeXUMm

BecnpoBoOHON PEXAM

- HacTpo#kn GecnpoBOOHOTO PEXMMA

- Jamura DecnpoBOOHONO PEXMMa
- PunbTpaymA MAC-anpecoe
- NoNoNHATENLHLIE HACTPOMKA

- CTatucTMEa GecnpoeoQHOND pexuMma

Puc. 4-23 MeHto becnpoBogHon pexnm

B wmeHio BecnpoBogHon pexum cogepxatcsa naTe nogMeHwo (cm. Puc. 4-23): HacTtpowku
becnpoBoagHoro pexuma, 3awmrta 6ecnpoBogHoro pexuma, Punbrpauna MAC-agpecos,
HJononHutenbHble HacTponkn 1 CTtaTUCcTUKa 6GecnpoBOAHOro pexuma. Buibepute ogHo 13
HUX AN HACTPOMKM COOTBETCTBYHOLLEN DYHKLINN.

4.6.1 HacTtpounkmn 6ecnpoBoaHOro pexuma

Boiopae BecnpoBogHoM pexum - HacTpoku 6ecnpoBOAHOro pexuma, Bbl MOXETE
NPOmn3BECTM HacTporiKy 6a3oBbIX NapameTpoB GeCNPOBOAHONM CETMU.

HacTpoikn 6ecnpoBOAHOro pexuma

HMs BecnpoeoaHoit ceTi: | TP-LINK_POCKET_3020_4D59B2 | (umA S8ID)

PernoH: | Poccua v|

KaHan: ABTO hd

Pexm: | 11bgn cMeWwaHHkR v|

LUnpuHa kaHana: ABTD v

BrniwounTte GeCNpoBOOHOE BEWAHWE
Beniounte whpokoeewarde 3310

O Brnwounte WDS

COXpaHnTE

Puc. 4-24 Hactpoikn 6ecnpoBogHoOM ceTu

> WMma OGecnpoBogHOM ceTM — YKaxuTe 3HavyeHMe anvHon ao 32 cumBorioB. Bcem
6ecnpoBOAHbLIM YCTPOMCTBAM CETU JOIMKEH ObITb NPUCBOEH OAMH U TOT Xe UAeHTUdUKATOP
SSID. Yto kacaetcsa ©OesonacHoctn ©GecnpoBogHoM ceTu, ugeHTudukatop SSID no
ymoryaHuto  TP-LINK_POCKET_3020 XXXXXX (XXXXXX — nocrnegHue  LWecCTb
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YHUKanbHbIX cumBonioB MAC-agpeca mapwpyTtusaTtopa). [JaHHoe none sBnseTcs

YyBCTBUTENbHBIM K pernctpy. Hanpumep, TEST n test — ato PASHbBIE 3Ha4veHus.

PernoH — BbibepuTe COOTBETCTBYHOLLEE 3HAYEHME M3 BbIMALANOLLEro cnucka. B gaHHoOM
nosne ykasblBaeTCs pervoH, roe yHkumss 6ecnpoBogHON nepefadn OaHHbIX MOXET ObITb
nucnonb3oBaHa. Mcnonb3oBaHne faHHOW OYHKUMW B PErMOHaX, He YKasaHHbIX B CMUCKE,
MOXET OblTb He3aKOHHbLIM. ECnv Ballen cTpaHbl Unu perMoHa HeT B cnucke, obpaTtutech 3a

NnoMoLLbO B MECTHOE NMpaBUTENTbLCTBEHHOE areHTCTBO.

&= lNpumevaHue:

N3-3a TpeboBaHM MeECTHOro 3akoHopaTenbcTBa y Bepcum ana CesepHou Amepuku

OTCYTCTBYET onuus Beibopa pervoHa.

KaHan - B gaHHOM none BbICTaBnsieTcd pabodas 4acTtoTa, KOTOPYH Bbl cobupaeTech
ucnomnb3oBatb. 1o ymMomnyaHuio cTouT pexum ABTO, Takum ob6pa3oM, Todka gocTyna
CaMOCTOSITENIbHO B aBTOMAaTM4YeCKOM pexume BbibepeT Hanbornee nogxogsawmini KadHan.
BecnpoBogHov kaHan cnegyet MeHsTb TONMbKO B TOM crlydae, ecnv Bbl Habnwogaete
npobnemMsbl, CBA3aHHble C MHTepdepeHUMern C APYron TOYKOW [OCTyna, PacrnofioXeHHOWN

PSIAOM C BalwmM 06opyLoBaHUEM.

Pexum — Bbibepute COOTBETCTBYIOWMIA pexum. 3HavyeHme no ymonyaHuto 11bgn

CMELLaHHbIN.

Tonbko 11b — BbibepuTe, ecnvu Bce GecnpoBodHble KNMEHTbI NMoadepXXuBaloT cTaHaapT
802.11b.

Tonbko 11g — BbiGepute, ecnm Bce 6ecnpoBOAHbIE KIMEHTbl NOAAEPXKMBAKOT CTaHAapT
802.11g.

Tonbko 11n - Bbibepute, ecnu Bce GecnpoBoaHblE KNUEHTbI NOAAEPXUBAKOT CTaHOApPT
802.11n.

11bg cmewaHHbin - Bbibepute, ecnu wncnonb3lyete ©OecnpoBOAHblE  KIMEHTHI,

nogaepxueatowimne ctangaptel 802.11b 1 802.11g.

11bgn cmewaHHbIn — Bblbepute, ecnn wucnonb3yete 6GeCnpoOBOAHbIE KINEHTHI,

nogaepxueatwowme ctangaptel 802.11b, 11g, n 11n.

BbibepuTe HyxHbI pexxum 6ecnpoBofHON nepedayn gaHHbix. Ecnv BeiOpaH 802.11g, TO
Tonbko GecnpoBofHble CcTaHuuMuM cTaHgapta 802.11g cmoryt nogknwoyatbcs K
mapwpyTtusaTtopy. [Npun BbiGope 802.11n Tonbko 6GecnpoBoAHble CTaHUMM CcTaHgapTa
802.11n cMoryT noakn4yaTbcs K Touke goctyna. HactoaTensHo pekomeHayeTcs BbiOpaTb
pexum 802.11bgn, 4To6bLI BCe GecnpoBoaHble cTaHuuu ctaHgaptos 802.11b, 802.11g u

802.11n cmornu NoAakn4vaTbCsa K MapLLpyTUsaTopy.
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LLUnpuHa kaHana — Bbibepute WnprHY kaHana v3 BbinagatoLwero cnucka. o ymonyaxuto
ycTaHoBneHo ABTO. B 3ToM crniyyae perynupoBka LUMPUHBI kaHana Ans KIMEHTOB

npon3BoanTCA aBTOMaTU4ECKN.

&= lMpumeyaHue:

Ecnn B none Pexum BbibpaHo Tonbko 11b, Tonbko 11g unu 11bg cmewaHHbIN, none
LLinpuHa kaHana cTaHeT ceporo LBeTa, 1 B HeM NosiBUTCst 3HaveHne 20Mru, KoTopoe Hemnb3s
OyneT M3MeHnTb.

Bkniountb 6ecnpoBogHoe BewaHue - EecnpoBogHOM pexuMMm MapLupyTusatopa MoXeT
ObITb BKIIOYEH UMM OTKIOYEH Ans obecneveHns GecnpoBogHOro gocTtyna 6ecnpoBogHbIX

CTaHUMN.

Bkniountb wmpokoBewaHme SSID - Korga 6ecnpoBofgHble KAMEHTbI NPOBOAAT MOWUCK
©ecnpoBOHONM CETU, K KOTOPOWN OHM XOTAT MNOAKITHOUNTLCH, OHM YBUAAT naeHTudukatop SSID,
nocblnaemMbld MapLlpyTM3aTopoM. EcnvM Bbl OTMETUTE ranodkon s4erky BknounTtb
wupokoBewaHme SSID, TO 6GecnposogHoW MapwpyTusatop Oyaetr OTKpbITO B
LLIMPOKOMNOSIOCHOM pexnme nepefasatb cBoé ums (SSID).

Bknounts WDS - Ota onuma Bknodaer WDS. C nomowbk AaHHOW  yHKUMK
MapLLpyTU3aTop MOXeT 06beanHUTbL MOCTOM aABe U bonee 6ecrnpoBoaHble NOKarnbHbIE CETU.
Ecnn pgaHHas sderika oTMeveHa ranoyvkor, To Bam OygeTr HeobxoguMo yKasaTb psig
napameTpoB, Kak MOKa3aHO Ha pucyHke Huxke (Puc. 4-17). lNpoeepbre npaBWibHOCTb
HaCTpOeK.

BrniounTte WDS
SSID{K KOTOPOW Bbl XOTHTE NOOKNHYNTECA):
BS SID{K KOTOPOA Bkl XOTHTE NOOAKIHYWTECH): Mpumep:00-1D-0F-11-22-33
Tun knroMa: Het v
WHaekc WEP:
Twun ayTeHTHp MEaLmI:

Mapone:

COXpaHuTb

Puc. 4-25

SSID (k koTOpoM Bbl XO0TUTE Nogkn4YnTbeA) — Nima SSID Toykn gocTyna, K KOTopown BaLu
MapLlipytusatop OyaeT noakM4YéH B pexume KnveHTa. Bbl  Takke MoxeTe
BOCMONb30BaTbCA (OYHKUMEN noucka ans Bblbopa mmeHn SSID, K KOTOPOMY Bbl XOTUTE

npucoeanHnTbCA.

BSSID (k koTopo# Bbl xoTUTe noakno4nTbea) — Mima BSSID Toukn goctyna, K KOTOpoW
BalW MapwpyTtnsaTop OyadeT MOAKNIOYEH B pexuMme knueHTa. Bbl Takke wMoxeTe
BOCMONb30BaThCA (pyHKUMen nomcka Ana Bbibopa umeHn BSSID, k KOTOPOMY Bbl XOTUTE

npncoeguHNTbCA.
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> TMouck — Haxkmute gaHHyo KHOMKY And nomcka Toyek JocTyna, KOTopble B JaHHOM panoHe

paboTatoT Ha TekyLlen YyacToTe.

> Tun knw4a — D,aHHyI-O onuuio cnenyet HacTpamBaTb B COOTBETCTBUM C napamMmeTpamMu
©e3onacHocTn ToukK AocTtyna. HacTtositenbHo pekomMmeHayeTCcAa BbiICTaBUTb TUM 3aLUUTHI,

COOTBETCTBYHOLMN TUNY 3alLnThbl Bawen Tovkm goctyna.

> WHpekc WEP - [laHHas onuusa ncnonb3yeTcs TONbLKO B TOM criyvyae, ecnu B KavyecTse Tuna
kntovya BblbpaHo wwudposaHne WEP (ASCIl) wnu WEP (HEX). [anHbii napameTp

yKasblBaeT Ha uHgekc knioya WEP.

»> Tun ayteHTudmkaumm - [aHHas onuus uMcnonb3yeTcs B TOM Criyyae, ecn B KayecTBe
TMna knoya BblbpaHo wudgposaHne WEP (ASCIl) wnu WEP (HEX). daHHbin napameTp

ykasblBaeT Ha Tvn ayTeHTudmkaumm KopHesoii Toukn goctyna.

»> Naponb - Ecnu Touka gocTyna Ballero maplupytusaTopa Ans NogkntoyeHuss TpebyeT naporsb,

BaM HGOGXOD,VIMO BBECTU NapoJsib B AAaHHOM norne.
4.6.2 3awwuTta 6ecnpoBOAHOro pexumma

Bribpas BecnpoBogHoWn pexum - 3awmTta 6ecnpoBOAHONO peXxuma, Bbl MOXETE HACTpOUTb

napameTpbl 6e3onacHOCTY Ballein 6ecnpoBOAHON CETH.

Y MaplipytTu3atopa MMeeTcs NsaATb pexumoB obecneveHus 6GesonacHocTM 6ecnpoBOoAHOro
pexuma - WEP (Wired Equivalent Privacy), WPA (Wi-Fi Protected Access), WPA2 (Wi-Fi
Protected Access 2), WPA-PSK (Pre-Shared Key), WPA2-PSK (Pre-Shared Key).

) OTKNKYHUTE 3aWNTY

& WPAWPA2 - Personal
Bepcus: ABTOMATIUSCKN (PEKOMBHAYETCA) ¥
WndhpoBaxne: AES 3

Napone: 36310999

(Bbl MO¥.eTe BEECTW CUMBOIBI B KoaMpoBke ASCII nnu 8 WecTHaguateplyHom dopmate, anA ¢opmata ASCI gnwHa knoua gonxHa Oeime o1 8
00 63, 3 AnA WwecTHaauaTepuuHoro dopmarta ot 8 0o 64.)

Meproa 0GHOBNEHHA TPYNNOBOTO KNKYa: 0 (CEKYHTEI; MAHAMANEHOE 3HaYeHNe 30, 0 - 0FHOBNEHNE OTKMIYEHD)

) WPA/WPA2 - Enterprise
Bepcus: ABTOMATIMECKN (PEKOMEHAYETCA) (¥
LndpoBaHme: ABTOMATMYECKN (pEKOMEHAYETCA) ¥
IP-agpec Radius-cepeepa:
Mopr Radius-cepeepa: 1812 (1-65535, 0 03HAYAET, YTO NOPT NPC YMENYaHWK: 1812)
Mapone Radius-cepeepa:

TepHOz OGHOBTIEHIA TPYNNOBOTO KIkoHa: 30 (CEKYHIL! MAHUMANBHOE 3Ha4EHNE 30, 0 - 0GHOENEHNE OTKTIOYEHD

Tum: Automatic b
dopuat knkoya WEP: WecTHaAUATERHYHEIR ¥
Kntod BeiGpaH Kniow WEP (Mapone) Tun knoua
Kniau 1 OtkniousHo |
Knioy 2. OTknioyeHo | v
Kniou 3 OTknrousHo %
Kniay 4 OtkniousHo |

ne WEP, ecnn

Puc. 4-26 3awwmta 6ecnpoBogHOro pexnma
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»  OTKNuMTb 3awuty — Ecnu Bbl HE XOTUTE MCMNONb30OBaTb 3alMTy GecnpoBOOHOW CEeTH,
HaXXMWUTE COOTBETCTBYHOLLYH PagUOKHOMKY. HacTtosTenbHo pekomeHayeTca Bbl6paTb OoAaunH
N3 UMEILLNXCH PEXMMOB 0becneveHus 6e3onacHoCTu.

> WPA/WPA2-Personal (pekomeHayetcs) — 310 TUn ayTteHTudpmkaumm WPA/WPA2 Ha

OCHOBE COBMECTHO MCMNONb3yeMOoro napons.

e Bepcua — Bbl moxere BbiGpatb Bepcuto anroputma wndpposaHna WPA-PSK un3
BbiMagaroLwero crnucka. 3HavyeHme no ymonyaHvio ABTOMaTM4ecKU. OTO O3HayaeT, 4To
aBTOMaTMYECKN BblOMpaeTcs oanH 13 cnegyowwmx pexxumos WPA-PSK (oowuin ko WPA)
unn WPA2-PSK (obwmn kniod WPA2) B 3aBMCMMOCTM OT BO3MOXHOCTEM K 3anpoca

GecnpoBoaHOM CTaHLMN.

e llindbpoBanHme - Tlpu BbIGope WPA-PSK wunn WPA2-PSK B kavectBe Tuna
ayTEHTUMUKaLMN MOXHO yKasaTb OOHO U3 cnenyoLlmnx saHavyeHumin - ABtomatudecku, TKIP

unu AES B kauyecTBe anroputma LUMGpOBaHUS.

& MMpumevaHue:

Mpun BoIGOpe nons WPA-PSK/WPA2-PSK (pekomeHayeTcsl) 1 anroputma LnMdpoBaHus

TKIP nosasutcs BblaeneHHasi KpacHbIM LIBETOM HaAMNMMUCh, Kak nokasaHo Ha Puc. 4-27.

= WPAMWPA2 - Personal
Bepcua: ABTOMETHUECKI (PEKOMEHLYETCA] ¥
LWnchpoaHme: TKIP b

Maponk: 36310999

(Bbl MO¥ETE BESCTH CUMEDNL! B KoAWPOoEKE ASCII MNW B WeCTHAZUaTepUYHOM BopMaTe; ans dopmata ASCI AnvHa kNoYa QomeHa GelTe 0T 8
00 63, 3 AnA WecTHaguaTeplyHoro opmarta ot 8 go 64

Meproa oBHOBNEHWA FPYNNOBOTO KNHYa: 0 {CEKYHAE!, MHHUMANEHDE 3HaveHue 30, 0 - 0GHOBNEHME OTKNIYEHD)

He pekomeHayeTeR MCNoNk20BaTE WhdpoeaHne TKIF, ecnin yoTy
peskiie 502.11n, nockonsky TKIF HE NoQASpMEAETCA NpH

Pwuc. 4-27

e MNMaponb PSK — 3gecb MOXHO ykasaTb napornb AnvHon ot 8 o 63 CMMBOMOB B KOOUPOBKE

ASCII nnn ot 8 oo 64 wecTHagUaTepUYHbIX CUMBOJIOB.

e MNMepuoa o6HOBNEHUA rpynNnoBOro Kntoyva - 3agante B cekyHaax UHTepBan obHOBNEHNs
rpynnbl Krnoyen. 3HavyeHne [ormkHo paBHATbeA O unu 30 nmbo Bbiwe. Beeante 0 ans

OTKITI0YEHUSI OOHOBMEHUS.

He 3abyabTe HaxaTb KHOMKY COXpaHUTb A1 COXPaHEHUs BaLLNX HACTPOEK Ha AaHHOW
cTpaHuLe.

» WPA WPA2 - Enterprise — Ha ocHoBe cepBepa Radius.

e Bepcusa — 3gecb M3 BbiNagalwoWero cnucka MOXHO BblbpaTb Bepcuio anroputma
wudgposaHnas WPA. 3HayeHne no ymonyaHuio ABTOMaTU4YeCKU. OTO O3HA4aeT, 4To
aBToMaTmnyeckn oyaet BbiOpaH pexum WPA (Wi-Fi Protected Access) unn WPA2 (WPA

BEpCcUn 2) B 3aBUCUMOCTHM OT BO3MOXXHOCTEN 6eCcnpoBO4HON CTaHLMM Un 3anpoca.

¢ LlindppoBaHune — 3gecb MoxHO BbIbpaTh 3HaYeHUs ABTomaTtudecku, TKIP nnn AES.
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& MpumeyaHue:

Ecnn Bbl HaxméTte pagunokHonky WPA/WPA2 - Enterprise n 3atem Bbibepute
wmncpposaHue TKIP, Bbl yBUaNTE BblAENEHHYI0 KpAaCHbIM LBETOM HAAMNUCh, KaK NokasaHo Ha
Puc. 4-28.

& WPA/WPAZ2 - Enterprise
Bepcus: ABTOMATUYECKN (PEKOMEHLYETCA) W
Lndpposanne; TKIP -
IP-agpec Radius-cepeepa:
Mopt Radius-cepsepa: 1812 {1-65535, 0 03HAYaEET, yTo NOPT NP YMONYaHnK: 1812)

Mapones Radius-cepeepa:

Mepuoa oOHOBNEHUA FPYNNOBOMD KIHYa; 30 (CEKYHOBl, MUHWMANbHOE 3HavyeHne 30, 0 - oGHOBNEHWE OTKMIYEHD)

CNONE30BATE WHEPC
neky TKIP He no

eaHne TKIF, ecni yCTROACTED P eTE
EPHMEAETCA NPK | e B pexnme 802 11n.

11n,n

pesrme 802

Puc. 4-28
¢ IP-agpec Radius-cepBepa - Beegnte IP-agpec Radius-cepsepa.
¢ Radius-nopTt - BBegute nopt, kOoTOpbIN ByaeT ncnonb3oBaH Radius-cepsepom.
¢ Maponb Radius-cepBepa - Beeante naponb ans Radius-cepsepa.

¢ Mepnoa o6HOBNEHUSA FPYNMNOBOro Kntova - 3agaiTe B CekyHaax MHTepBan 0GHOBMEHUS
rpynnbl Krno4ven. 3HavyeHne [ormkHo paBHATbeA 0 unu 30 nmbo Bbiwe. Beeante 0 ans

OTKMOYEHNA OBHOBIEHNS.

WEP - Ha ocHoBe ctaHgapTta IEEE 802.11. [lpu BbIGOpe AaHHOrO nons MNOSBUTCS
BblereHHasa KpacHbIM LBETOM HaAMNUChb, Kak nokasaHo Ha Puc. 4-29.

& WEP
Tun: Automatic hd
Dopmar knova WEP: WecTHagLaTepruHEIT (¥
Kno4 BRIBpaH Knroy WEP (Mapone) Tun knw4a
Koy 1 OTkntoueHo | %
Koy 2: OTkntoueHo %
Koy 3: OTkntoueHo | %
Koy 4: OTkntoueHo %

Puc. 4-29

e Tun — Bbl moxeTe BblOpaTb TMn WEP-3awmThl 13 BbiNagawowero cnucka. 3HavyeHue no
ymonyaHuio ABTOMaTuyecku. ABTOMATUYECKM BbIOMpaeTcd OuH M3  BapuaHToOB
ayTeHTMduKaumm: O6wmn knd wunn  OTKpbITaAd cuctemMa B 3aBUCUMOCTU  OT

BO3MOXHOCTEN 1 3anpoca 6ecnpoBogHON CTaHLUMMW.

e ®opmar «knya WEP - Bbl  moxetre Bbibpatb kogumpoeky ASCIl  uwnm
LecTHapuaTtepuyHbin popmat. ®opmar ASCIl nogxoguT nog nobyd KOMOUHaAUMIO
CMMBOSIOB KNnaBuaTypbl B pamMKax 3agaHHon anuHbl. LLecTHaguaTepuuHbIn hopmat
nogxoauT Ansg nwobon KomObuHauuu wecTHaguatepudHbix cumeonioB (0-9, a-f, A-F) B

paMKkax 3afiaHHOM ANUHbI.
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e Kntou WEP — BuiGepuTe 0amH 13 YeTbIpéx Kntoden un ykaxmte WEP-kntod. Yoeantech B

TOM, YTO AaHHble 3Ha4YEeHUs OAMHAKOBbI AN BCeX GeCnpoBOAHbLIX CTaHLNIA CEeTH.

e Tun knwya — 3gecb MOXHO ykasatb anuHy WEP-kntoda (64-, 128- nnun 152-6utHbin).
3HayeHne "OTKkntoyeHo" o3Hayaetr, 4TtOo 3anmcb ¢ WEP-knio4yom  gaBnsieTcs
HeOencTBUTENBHON.
64-6MTHbLIN — Bbl MOXeTe BBecTU 10 LWecTHaaLaTepPUYHbIX CUMBOMOB (NMtobas

kombuHaumsa 0-9, a-f, A-F, HyneBon Koy HegoNyCcTMM) Unn 5 CMMBOJOB B KOAMPOBKE
ASCII.

128-6uTHBLIN — Bbl MOXeETe BBeCTM 26 LiecTHagLaTepPUYHbIX CMMBOSIOB (Ntobast
kombuHaumsa 0-9, a-f, A-F, HyneBon knto4 HegonycTum) nnn 13 cMMBONOB B KOAMPOBKE
ASCII.

152-6UTHBLIN- Bbl MOXeTe BBeCTM 32 WeCcTHaguaTepmyHbIX cuMBona (nobas komouHaums
0-9, a-f, A-F, HyneBou knio4 HegonycTum) unu 16 cumeonos B koanposke ASCII.
& lMpumeyaHue:

Ecnn Bbl He ycTaHOBMNM Krtod, TO doyHKUMSA ©ecnpoBoAHOM 3aluTbl OyAeT OTKYeHa,
Aaxe ecnu Bbl BbiOpanu B kadecTtBe Tuna AyteHTudukaumm - OBLLMIA KITHoY.

4.6.3 dunsrpauma MAC-agpecoB

Beibpae BecnpoBogHom pexum - dunsrpaunsa MAC-agpecoB, Bbl CMOXETE KOHTPONMPOBaTh
BSecnpoBogHOM OOCTYM, HAacTpomB pyHKUMIO unbTpaumun no MAC-agpecam (Puc. 4-30).

becnpoeogHan donneTpaumA MAC-agpecos: OTenH4YeHo

Mpasnna tpunbTpaummn
(?:' ZANPEeTHTE QOCTYN CTAHWMAM, YKA3aHHEIM BC BKMHYEHHEIX NPABENNAX M3 CNMCKE.

C' FazpewnTs AOCTYN CTAHUMAM, YKIIZHHLIM B BKMKOYEHHEIX NPABMNAX N3 CNMCKE.

D MAC-aapec COCTORHUE OnucaHue N3MEHNTL

Jo0aBuTE

Puc. 4-30 ®unsrpauma MAC-agpecos

YT1o6bl akTMBUPOBATL OYHKLNIO, HE0OX0AMMO BbiOpaTh BKNOUMTBL. 10 yMOnNYaHuto, yCTaHOBMEHO
3HavyeHne OTKNo4YeHo.

> MAC-agpec - MAC-agpec 6ecnpoBOgHOM CTaHUUK, KOTOpasi Xo4eT NoMyYnTb OCTY.

> CocTosiHue - CocTossHMe gaHHoW 3anuncu, Mmoo BknroveHa, nnoo OTKno4eHa.
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> OnucaHue - [lpocToe onMcaHue gaHHON 6eCnpoOBOAHON CTaHLUMN.

YTo06bl 4OOaBUTL HOBYHO 3aNUCh, HAXMUTE KHOMKY [lob6aBuTb... OTKpoeTcst OkHO [lo6aBUTbL Unu

M3MeHUTb 3anucb 6ecnpoBoaHon PunbsTpauum no MAC-agpecam (cMm. Puc. 4-31):

MAC-agopec:
OnucaHue:

CocToAHWe: BrntoueHo hd

[_Coxparuts ] [Hasaa |

Puc. 4-31 [o6aButb unu nameHuTb 3anucb 6ecnposogHon dunsrpaumm no MAC-agpecam

Y100bI gobGaBUTL MNM uM3MeHuTb 3anucb ¢unbTpaumn no MAC-appecam, cnepyuTte

npeactaBrieéHHbIM HNXe UHCTPYKUUAM:

1. Bsegute cooteetctBytowmn MAC-agpec B none MAC-agpec. Popmat MAC-agpeca
cnegylowun: XX-XXK-XXK-XX-XX-XX (roe X npeacraenseT cobon noboe
wecTHaguaTepuyHoe Yncrno). Hanpumep, 00-0A-EB-00-07-8A.

2. Bsegute npocToe onucaHue GecnpoBoaHoW cTaHuuuM B none OnucaHue. Hanpumep,

BecnpoBogHas ctaHuus A.

3. B none CocTtosiHue w13 BbiNnagaloLWero cnmcka Bbl6epI/1Te 3HayeHne BknroyeHo wnnu

OTKno4YeHo.
4. HaxmuTe KHonky CoxpaHuTb 151 COXpPaHeHNsa AaHHOW 3anucu.
D,nil N3IMEeHeHUAa nnu y.qaneva cymeCTByromeﬁ 3anucu:

1. Bbibepute 3anucb n Haxmmute KHomnky U3ameHuTb. YTo6bl yoanute 3anncb, BOCNONb3yNTECH

KHOMKon YaanuTb.
2. BHecuTe HeobXoaNMbIE N3MEHEHUS.

3. Haxmute kHonky CoxpaHUTb A5si COXpaHeHWs1 HacTPOEK.
HaxaB kHoMnky BknounTb Bce, Bbl CAenaeTe BCe 3anvcy akTUBHBIMM.
HaxaB kHonky OTKMIO4YMTb BCe, Bbl CAENaeTe BCE 3anMcyn HEAKTUBHbBIMUA.
HaxaB kHOMKy YaanuTb Bce, Bbl yaanuTe BCe 3anucu.
HaxaB kHonky Cneayrowas, Bbl Nneperiaérte B creayoLlee OkHO.
HaxaB kHonky MNMpeAablayLwian, Bol BEPHETECH B NpeablayLlee OKHO.
Hanpumep: Bbl xoTuTe npegoctaBuTb AOCTYN K MapLlpyTM3aTopy Torfbko gnsi 6ecnpoBogHom
ctaHumm A ¢ MAC-agpecom 00-OA-EB-B0-00-0B n 6ecnposogHon ctaHumm B ¢ MAC-agpecom
00-0A-EB-00-07-5F wn 3anpetuTb OOCTYNn K MapLpyTM3aTopy BCEM MNpPOoYMM OecnpOBOAHLIM

cTtaHuuam. [Insa atoro B okHe ®PunbTpauna MAC-agpecoB Heobxoaumo caoenaTh crieaytoLlee:
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1. HaxaTtb kHOoMKy BKnOUnTb, 4TOObI aKkTUBMPOBATb (PYHKLMIO.

2. Bblbepute none “PaspelunTb AOCTYN CTaHUMAM, YKa3aHHbIM BO BKIHOYEHHbLIX NpaBunax u3a
cnvcka” gns NMpaBun ounbTpaumm.

3. Yganute nnu oTkNo4YMTe BCE 3anuncu (eCnm TakoBble UMEOTCS).

4. Haxmute «kHonky J[lo6aBUTb... n Beegute MAC-agpec  00-OA-EB-00-07-8A
/00-0A-EB-00-23-11 B none MAC-apgpec, notom BBeanTe onncaHme 6ecnpoBOgHON CTaHUUK
A/B B none OnucaHue, npu 3TOM, BblOepuTe BKNo4YeHO ©3 BbiNagaloWero cnucka

CocTtosiHue. HaxmunTte kHonky CoxpaHuTtb, a 3ateM Hasag.

MpaBuna punbTpaLun A0MKHbI BbIrMAAeTb crieayoLmm obpasom:

Mpaeuna puneTpaLumn
G} FANPeTHTE QOCTYN CTAHUMAM, YEA3aHHBIM BO BEMKDYEHHEX MPABNNaX M3 CNWCKA.

C' FazpewnTe OOCTyN CTAHUMAM, YKAIAHHEIM BO BKNKYEHHLIX NP3EANAX U2 CNWCKA.

I MAC-agpec CoctoAHne OnucaHne HameHnTe
1 00-0A-EB-00-07-8A BrnroyeHo cTaHumm A MameHnTs ¥Yaanus
2 00-0A-EB-00-23-11 BrnroyeHo cTaduwmn B MameHnTs ¥Yaanus

4.6.4 [JononHuUTenbHble HACTPOWUKMU

Bribpas BecnpoBogHon pexum - [oOnonHUTenbHble HAaCTPOMKWU, Bbl MOXETE HACTPOUTb

OOMOJSTHUTENbHbLIE HACTPONKN BECNPOBOAHOWN CETMW.

WHTEpEAN MaAka: 100 {40-1000)
Mopor RTS: 2346 (256-2346)
Mopor dyparmeHTaLum: (256-2346)
WHTepean DTIM: 1 (1-255)

AKTUEMPOEATE WM
AKTUEMPOEATE Short Gl (KOpOoTKUIA 3aWNUTHLIA MHTEpEAN)

[ Aktwenpoeate AP Isolation (M30NAUMA ToYKW AocTyna)

CoxXpaHnTe

Puc. 4-32 JononHUTENbHbLIE HACTPOWKMK

> MWHTepBan masika — CurHanbHbIMM NakeTaMu HasblBalOTCS MaKeTbl, KOTopble
MapLipyTM3aTop HanpaBnseT Ans CUHXPOHM3auuu GecnpoBofHoM ceTu. WHTepsan
CUrHanbHOro nakeTa onpeaensieT BpeMeHHOW MHTepBarn OTNPaBKy CUrHaNbHbIX NMaKeToB.

Bbl MOXeTe BbICTaBUTb 3HavyeHus B uHTepsane 40-1000 munucekyHa. Mo ymonyaHuio

ctout 100.
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» Topor RTS — 3aecb Bbl MoxeTe ycTtaHoBuUTb nopor RTS (3anpoc rotosBHocTu). Ecnu
naket Oonblie pasmepa, YCTaHOBMeHHoro noporom RTS , To mapwpyTtusatop oyger
HanpaBnaTb 6nokn RTS Ha onpegenéHHyo NPUHMMAIOLLLYI0 CTaHLMI0 U COrnacoBbiBaTb

oTnpaBkKy 6nokoB AaHHbIX. [10 yMonyaHmio yCcTaHOBNEHO 3HayYeHne 2346.

» Topor dparmeHTaumm - [laHHaa BenunymMHa npeacTaBndeT cobon MakcumarbHbI
pasmep, nocrne KOToporo nakeTbl OyayT noaBepraTbcsa oparMeHTauun. YcrtaHoBrneHue
CMAWLLKOM  HU3KOro nopora dparMeHTaumMm MOXeT TMpPUMBECTU K  CHUDKEHUIO
NPOM3BOAMTENBHOCTM CETU M3-3a U3OLITOYHOrO KonmMyecTBa NakeToB. B kadectse
pekoMeHOoBaHHOM BeNUYMHbI Npeanaraetca 2346; AaHHas BenuyMHa yctaHoBMeHa no

YMOI4aHuio.

» WutepBan DTIM - [laHHas BenuunHa onpegendeTt nHtepsan otnpasku CoobLieHns o
Hoctaske Tpadwuka (DTIM). MNMone DTIM saBnsetca nonem o6GpaTHOro OTCYeTa,
WHPOPMUPYIOLLNM KNMeHToB cneayoLlero OKHa ans npocnyLwmBaHns
LUMPOKOBELLATENbHbLIX WM MHOroagpecHbix coobueHuin. Korga maplipyTtmnsaTtop
coxpaHsieT B Oydep LwWMpoKoBeLlaTeNbHbIE UMM MHOrOafpecHble CoobLleHns ans
accouuupoBaHHbIX KIMEHTOB, OH oTnpasnseT criegywowee DTIM co 3HaveHuem
unHTepBana DTIM. Bbl mMoxeTe BbICTaBUTb 3Ha4yeHue B AmanasoHe mexay 1-255
WHTEpBanamn curHarnbHoro naketa. o ymMomnyaHuio YCTaHOBMEHO 3HayeHue 1, 4To

O3Ha4aerT, YTo uHTepsan DTIM paBeH VIHTepBany oTnpaBku CUrHanNbLHOro naketa.

» AktuBupoBatb WMM — OyHkuua WMM obecneunmBaeT nepBooyvepenHyto OTNpaBKy

COOOLLEHNIA C BbICOKMM NPUOPUTETOM. HacTtositenbHo pekomMeHayeTCca BKIHYUTb

OaHHYI0 PYHKLMIO.

» AxktuBupoBatb Short Gl — [aHHas QyHKUMS Takke peKOMeHOOBaHa, MNOCKOMbKY
NO3BOMSET YBENUYMTb MPOMYCKHYD CMOCOBHOCTb 3@ CYET CHWXEHUS ONUTENbHOCTU

Nnosiocbl pacunbTPOBKM.

» AxkmmBupoBatb AP Isolation - [laHHas dyHKUMA no3BondeT M30nMpoBaTb
BGecnpoBogHble CTaHuMM ceTu gpyr oT gpyra. B atom cnyvae 6GecnposofHble
yCcTponcTBa OyaoyT B3aMMOAEWCTBOBATb C  MapLIpyTU3aTOpOM W He  CMOryT
B3aMMoOencTBoBaTb Apyr ¢ Apyrom. Ytobbl akTMBMpoBaTh OYHKLMIO U30NALUN TOYKK
[OCTyna, OTMETbTE COOTBETCTBYIOLWYH A4enky. Mo ymonuaHuio paHHas qyHKUuMA

OTKJ1HO4YEHa.

& lMpumevaHwme:
Ecnu napameTpbl HacTpoeKk Ha [aHHOW CTpaHuue BaM HE 3HaKOMbl, HACTOATENbHO

pekoMmeHayeTcd OCTaBUTb 3HAaY€HUA, YCTaHOBJIEHHbIE MO YMOJ14aHUIO, NOCKOJIbKY HEBEPHasA
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yCTaHOBKa napamMmeTpoB MOXET NPUBECTU K CHMXXEHUIO NMPOn3BOONTESTbHOCTU 6€CI'IpOBOLI,HOl7I

ceTw.
4.6.5 CratucTuka 6ecnpoBOgHOro pexmuma
Boibpae BecnpoBogHon pexum - CTatucTuka 6ecnpoBOAHOrO pexuma, Bbl MOXETE

npocMmoTpetb  uHGopmaumio no MAC-agpecy, TeKyweMy COCTOSHUIO, MOSYYEHHbIM W

OTNpaBneHHbIM NakeTam AN Kaxaol noaknioYéHHo 6ecrnpoBOAHON CTaHLN.

YWCIO NOAKNHHEHHBIX B HACTORWEE BPEMA GeCNPOBOaHLIX CTAHUMWIA: 1
1D MAC-agpec Tekylwee COCTOAHWE MNakeToE nony4eHo MNakeToE oTNpaEneHo
1 98-D6-BB-47-4F-5D STA-ASSOC 29 10

Puc. 4-33 Ctatuctrka 6ecnpoBO4HOIO pexuma
> MAC-agpec — MAC-agpec noaknto4éHHON 6eCNpOBOOHON CTaHL MK

> TeKyuee cocTosiHue — PaGoyee cocTosiHMe NOaKMYEHHOM 6ecnpoBOAHON CTaHLUMKU, OOWH
n3 BapuaHtoB: STA-AUTH/STA-ASSOC/STA-JOINED/WPA/WPA-PSK/WPA2/WPA2-PSK/
AP-UP/AP-DOWN/OTKnto4eHo

> [MaketoB nony4yeHo — KonmyecTBO MNakeToB, MONyYEHHbIX MOAKMIOYEHHOW GecrnpoBoaHOM

CcTaHumnen

> [aketoB oTnpaBneHo - KonuyecTtBO nNakeToB, OTMAPABNEHHbLIX MOAKMNIOYEHHON

©ecnpoBoaHOM CTaHUMen

Bbl He MOXeTe BHOCUTb M3MEHEHWUA B [aHHble, NPeacTaBneHHble B JaHHOM OkHe. YTobbl

0OHOBUTL I/IHCbOpMaLI.VIPO B OKHE, Ha>XMUTE KHOMKY O6GHOBUTL.

Ecnu konnyectBo NOOKMHOYEHHBIX GECNPOBOAHLIX CTAHUMWA B CMUCKE BbIXOOWUT 3a npenensbl
OAHOW CTpaHuLbl, HaXXMUTe KHoMKy Cneayrowas, Ytobbl NEPENTU HA CnegyloLwyo cTpaHuuy, 1

HaxkmuTe kHorky MpeablayLwas, YToObl NEPENTM Ha NpeabIayLLY0 CTpaHuLy.

&= lMpumeyaHume:
OTa cTpaHuua obHOBNSETCS aBTOMaTUYECKN Kaxable 5 cekyHA,.
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4.7 DHCP

DHCP
- HacTpoikn DHCP

- Cnucok Knnedtoe DHCP

- PezepBMpOBaHMe aQpecos
Puc. 4-34 MeHio DHCP

B meHio DHCP cogepxatca tpu nogmeHio (cm. Puc. 4-34) — Hactponkn DHCP, Cnucok
knmeHtoB DHCP »n PesepBupoBaHue agpecoB. Bbibepute 0OOHO U3 HMX ANS HACTPOMKK

COOTBETCTBYIOLLEN OYHKLNN.

4.71 Hactpownkun DHCP

Beiopas DHCP - Hactpouku DHCP, Bbl MoxeTe HacTpoutb napameTpbl pabotsl DHCP-cepBepa
(cm. Puc. 4-35). Mo ymonuaHuio mapwpyTtu3atop gencteyet kak DHCP-cepsep (DHCP - ato
NPOTOKOS AMHaMNYECKON KOHUrypaLum ceTeBoro yana) n obecneunsaet koHdburypaumo TCP/IP

A58 BCEX NOAKMIOYEHHDbIX K HEeMY KOMMNbHTEPOB nokarneHOM ceTw.

DHCP-cepeep: (O OTKNIUUTE () BENKYMTE
Ha4aneHbii IP-agpec:
KoHeyHbli IP-agpec:
CpoK OeiCTBUA agpeca: 120 IMUHYTEL (1~2880 MUHYT, NG ymonyanui: 120}

OCHOBHOW W3

JoMeH No yMon4aH H: l:l (HeoGA2aTeNBHAA HACTPONKE)
Mpeano4nTaemeiin DNS-cepeep:

AnbTepHaTHBHBLIN DN S: (HeoGAzaTensHan HacTpoika)

Puc. 4-35 Hactporiku DHCP

> DHCP-cepBep — Bknrountb nnn OTKROYUTL cepBep. Ecnu Bbl XOTUTE OTKIIOYUTL €ro, B
Ballen cetn gomkeH 6bitb apyron DHCP-cepBep, B NpOoTMBHOM crnydae Bbl AOMKHbI OyaeTe

ykasaTtb |IP-agpec komnbtoTepa Bpy4yHYHO.

»> HavanbHbIN IP-agpec — YkaxuTte IP-agpec, ¢ kotoporo DHCP-cepBep 6yner npucsanBatb

IP-agpeca. No ymonyaHuo ato 192.168.0.100

> KoHeuyHbn IP-agppec - Ykaxute koHeuHbll IP-agpec pgumanasoHa, MCNONb3yemoro
DHCP-cepBepom npu npucsoeHun IP-agpecos. 1o ymonyaHuio UCMonb3yeTcs 3HadeHue
192.168.0.199

> Cpok gencTtBuAa agpeca — OTO NPOMEXYTOK BPEMEHW, B TE€YEHMEe KOTOpPOro CeTeBOW

Monb3oBaTENb  MOXET MOAKMIYaTbCA K MapLupyTM3aTopy, MWCMonb3yst  TeKyLiui
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OnHamudecknn IP-agpec. Cpok genctesund agpeca ykasbiBaeTcs B MuHyTax. 1o ncredeHun
OaHHOro nepuoga Monb3oBaTento aBToOMatMdeckn OyaeT MPUCBOEH HOBbLIV OUMHAMUYECKUN
IP-agpec. 3HadeHune nexut B npegenax oT 1~2880 MuHyT. 3HayeHne no ymonyaxuio 120

MUHYT.

» OcHoBHoM w3 - (Heo6saszarenbHoe none) MNpegnaraetcs ykasatb IP-agpec LAN-nopTta
MapLipyTusaTopa. 3HadeHne no ymonyaHuo 192.168.0.1.

> JlomMeH no ymon4yaHur - (HeobsasatenbHoe none) 34ecb MOXHO ykasaTb JOMEHHOE UMSA

Ong Ballen ceTu.

> [MNpepgnountaembin DNS - (HeobGsasatenbHoe none) 3gecb MOXHO Yykasatb IP-agpec
DNS-cepBepa, nony4eHHbIn OT noctasBwmka VIHTepHeT-ycnyr. inn obpatutecb k cBoemy

NOoCTaBLUUNKY I/IHTepHeT-ycnyr N YTOYHUTE 3TU OaHHbIE.

> AnbtepHaTuBHbIn DNS - (HeobGsazatenbHoe none) 3pecb MOXHO ykasaTb |IP-agpec
apyroro DNS-cepBepa, ecnu Bbl MONy4Mnu oT nocTasLLmka VIHTepHeT-ycnyr agpeca AByX

CEepBepoB.

& MMpumevaHue:

Insa vcnonb3oBaHusa yHkuun DHCP-cepBepa He06XxoaMMOo A1t BCEX KOMMBbIOTEPOB JIOKAIbHOM
ceTu BblbpaTtb pexum "TlonyunTs IP-agpec aBTomaTnyeckn”.

4.7.2 Cnucok knneHtoB DHCP

Bbibpas DHCP - Cnucok knueHtoB DHCP, Bbl MoXeTe npocmatpuBaTb MHopmauuio no

BCEM KnueHTam Mmapuupytusatopa (Puc. 4-36).

ID WmA knueHTa MAC-agpec HazHa4eHHeIl IP-agpec Cpok geAcTens
1 tplink14129 6C-62-60-F7-31-8D 192.168.0.100 01:28:46

2 Unknown 98-DE-BB-47-4F-5D 192.168.0.101 01:56:02

Puc. 4-36 Cnucok knneHtos DHCP

> ID — noekc DHCP-knueHTa

»> Wwmsa knneHta — umss DHCP-knueHTa

> MAC-agpec — MAC-agpec DHCP-knueHTa

» HasHa4veHHbIN IP-agpec - MpucBoeHHLIN MaplipyTusatopom IP-agpec DHCP-knueHTa

> Cpok peunctBua agpeca - Cpok pgencteus agpeca DHCP-knueHTa. Nocne ucrteveHus
CpoKa OencTBUS MONb30oBaTeNid aBTOMAaTMYECKM MpUCBaMBAETCS HOBbIA OWHAMUYECKUN

IP-agpec.
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YKkasaHHbl€ BbilLE 3HaYEHNA HE MOTYT ObITb U3BMEHEHbI B 3TOM OKHEe. YT0Obl 06HOBUTE CTpaHuUy
W NonyYnTb MHPOPMALMIO NO MNOAKMIOYEHHBIM Ha OaHHbIN MOMEHT YCTPOWCTBAM KIWKHUTE MO

kHonke OOHOBUTD.

4.7.3 Pe3epBupoBaHue agpecoB

Boibpae DHCP - PesepBupoBaHue agpecoB, Bbl MOXEeTe npocMmarpuBate U [06aBnaTb
3ape3epBMpOBaHHbIE agpeca KIMEHTOB 4epe3 creaytouee okHo (cm. Puc. 4-37). Korga Bbl
yKasblBaeTe 3ape3epBnpoBaHHbIN IP-agpec ans koMnbloTepa fokanbHOM CETU, 3TOT KOMMNbIOTEP
Oynet Bcerga nonyyatb oauH U TOT xe IP-agpec kaxabii pa3 npy obpawennn k DHCP-cepsepy.
3apesepBupoBaHHbIi IP-agpec Hy)kHO Ha3Ha4aTb cepBepam, TPeOYOLNM NOCTOSIHHBIX HACTPOEK

IP-napameTpoB.

1D MAC-agpec 3apezepeupoeaHHein IP-agpec CocToaHue HameHuts

NoGaenTs

Puc. 4-37 Address Reservation

> MAC-agpec — MAC-agpec KomnbloTepa, A1 KOTOPOro Bbl XOTUTE 3ape3epBupoBaTb
IP-agpec.

» 3apesepBupoBaHHbIN IP-agpec — IP-agpec, 3ape3epBMpOBaHHbIA MapLUPyTU3aTOPOM.
> CocTtosiHue - CocTosiHue 3anucu - BknroyeHo nnv OTKRO4YeHO.
Y106kI 3ape3epBupoBaTh IP-agpeca Heo6xogMMo caenaTtb cnegyrollee:

1. Haxmute ob6aBuTh ... . (lMosButcs cTpaHuua, KOTopyto unnoctpupyet Puc. 4-38)

2. Beegute MAC-agpec (B cdopmate XX-XX-XX-XX-XX-XX.) n IP-agpec B agecatnyHom

dopmare c pasgenuTernbHbIMU TOYKaMKu TOro KOMMbOTepa, KOTopbin Bel xoTnte gobaeuTs.

3. B KoHuUe HaxxmuTe KHoMKy CoxpaHuTb.

MAC-agpec:
3apezepeEupoBaHHLIA IP-agpec:

CocToRHue: BrnwoueHo i

[_Coxpanuts | [Hasag |

Puc. 4-38 [0o6aBuTb UM M3MeEHUTb 3aNnCb pe3epBUPOBaHNS adpeca

YT106bI UI3MEHUTb UnNn yaoanuTb nMerLlyrcd 3anuchb:

1. Bbl66pVITe 3annMcb N HaXMuUTe KHOMKY N3meHnTb. ECn Bbl XOTUTE yoanntb 3anuchb,
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BOCMOMb3yNTECh KHOMKON YAanuTb.
2. BHecuTe HeobOX0OUMbIE UBMEHEHMS.
3. Haxmute kHonky CoxpaHUTb.

YT106bI aKTMBUPOBaTbL/OeaKTMBMpPOBaTh BCe 3anucum, BOCMNOSIb3yNTECH KHOMKOM
Bknountb/OTKNIOYUTL BCe.

YTtoObl yoanuTb BCe 3anncu, BOCNONb3ynNTECh KHONKOW YAanuTb Bce.
HaxaB kHonky Cneaylowas, Bbl nepengére B criegylollee OKHO, a BblbpaB  KHOMKY

Mpenbiaywasn, BepHETECH B NpeablayLlee OKHO.

4.8 lNepeappecauus

lNepeanpecauun

- BUpTyankHbie Cepeephbi

- Port Triggering
- DMZ
-UPnP

Puc. 4-39 MeHto NMepeagpecauus

B meHio lMepeagpecaunsa cogepxatca uveTbipe noameHio (cMm. Puc. 4-39) — BuptyanbHble
cepBepbl, Port Triggering, DMZ n UPnP. [1na HacTponkn Hy>XHOW dyHKUMN BblIbepuTe 0QHO 13
HUX.

4.8.1 BwuptyanbHbie cepBepbl

Boibpas [lMepeagpecauusa - BupTyanbHble cepBepbl, Bbl MOXeTe MpocMaTpusatb W
nob6aBnATb BUPTyanbHble CepBepbl, kKak noka3aHo Ha Puc. 4-40. BupTyanbHble cepBepbl MOTYT
ObITb NCNONb30BaHbI AN HACTPOWKM OBLLIMX CEPBUCOB BallEl NoKanbHOM ceTn, Taknx kak DNS,
Email n FTP. BupTyanbHbll cepBep onpedensdeTca Kak CepBUCHbLIA MOPT, U BCe 3anpocbl U3
MHTepHeT K aToMy cepBucy byayT nepeHanpaBnieHbl Ha KOMNbOTep, 0603Ha4YeHHbIN |IP-agpecom
cepepa. KomnbloTep, WCNONb3YWOWNA BUPTYyarnbHbI  CepBep, AOIMKEeH pacnonaratb
cTaTudeckum nnu cdukcmpoBaHHbiM IP-agpecom, Tak kak. IP-agpec moxeT MeHATbCSA B npouecce

paboTbl pyHKunm DHCP.

IO Mopt cepeuca BHYTpEHHUIA NopT IP-agpec MpoTokon CocToRAHue HameHnTb

HoGaBnTe.

Puc. 4-40 BupTtyanbHbie cepBepbl

> TopT cepBuca - Konmyectso BHELLUHUX MOPTOB. Bbl MoxeTe BBeCTM MOPT cepBuca wnm

AnanasoH noptoB cepsuca (B popmate XXX - YYY, rge XXX HauyanbHbin nopt, a YYY

-69 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

KOHEYHbIV MOopT).

> BHyTpeHHMI nopT - Homep BHYTPEHHEro CEPBUCHOIO NopTa KOMMbIOTEPA, UCMONb3YHOLLETNO

CEepBUCHOE NpunoxeHue. Bbl MOXeTe 0CTaBUTb 3TO More NycTbiM, ecnvi BHyTpeHHUI nopTt

cosnagaeT ¢ MopToM cepBuca, U ykasaTb HoMep rnopTa, ecnu MopT ceperca OauH.

> IP-appec - IP-agpec koMmnbloTepa, Ha KOTOPOM 3anyLLEHO NPUoXeHue cepauca.

> [Tpotokon - NpoTokon, ucnonb3yembli Ana gaHHoro npunoxenus; nuéo TCP, UDP nnn

Bce (Bce npoTtokonsl, nogaepxunsaemMble MapLipyTnsatopom).

> CocTosiHue - CocTosiHMe JaHHon 3anuncu, BknroyeHo unu OTKNO4YEeHo.

> N3meHUTb - [1na nameHeHns unu yoaneHus TeKyLLI,eIZ 3arnncu.

[nsa HacTpoWnkn 3anucu BUpPTyanbLHOro cepBepa:

1. HaxmuTe kHoMky l06aBUTb... . [IOMKHO OTKPLITLCA OKHO, Kak NpeacTaBneHo Ha Puc. 4-41.

2. B cnucke CtaHgapTHbIN NOpT cepBuca Bruibepute cepBUCHLIA MOPT, KOTOPbLIA Bbl XOTUTE

ncnonb3oBatb. Ecnn B 3TOM cnmcke OTCYTCTBYET Heobxoanmoe HaMMeHoBaHue, YKaxuTe

HOMEep CepBUCHOIo nopta unn ananal3oH NnopTtos B nose I'IopT cepBuUca.

B none IP-agpec ykaxute IP-agpec komnbloTepa.

BbibepuTte onumio BknroyeHo B Bbinagatowem cnmcke CocTtosiHue.

3
4. YKaxuTe NpOoTOKOS, UCnonb3yembln npunoxeHnem. Bapuantol: TCP, UDP nnn Bee.
5
6

HaxmuTe kHonky CoxXpaHuThb.

MopT cepeuca:
BHYTPEHHHA NOPT:

IP-agpec:

(XX NPUMEHNMO TONEBKD B CNYYaE OOHOMD NOPTA CEPENCA NWEG0 OCTAELTE 3TC MOMNE HE3ANOMHEHHEIM)

MpoTokon: BCE v
CocToAHKe: BrnwoueHo i~
CTaHOAPTHLIA NOPT CepBuCa: --Briepure-- v
[ Coxpanute | [Hazag |

Puc. 4-41

&= lMpumeyaHume:

[lo6aBWTb UNN M3MEHUTb 3anucb BUPTYyarbHOro cepeepa

BoamoxHa CuUTyauua, Korga Ha BalleM KOMMNbKTEepE UK cepBepe npearnaraerca bonee ogHoro

cepBuca. B Takom cnyyae Bbibepute Opyron cepBuc v BBeauTe TOT Xe IP-agpec ans gaHHoro

KOoMMblOTEpPa NN cepeepa.

ONns u3aMeHeHUsi UNu yaaneHus cywecTBYIOLWEn 3anucu cneayer:

1. B ctonbue NameHuTb Haxkmute U3MeHUTb ANng naMeHeHus unn Yaanutb Ans yoaneHus.

2. Otpepaktnpynte nHhopmaumto.

3. Haxmute kHonky CoxpaHuUTb.
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YToObl BKITHOUNTL/OTKITIOMNTL BCE 3anucy, BOCFIOJ'Ib3y17ITer kKHornkon Bknountb BCce/OTKNIOUYNTL
BCe.

HaxmuTe kHonky YaanuTb Bce ANd yaaneHus Bcex 3anucen.

HaxmuTe kHomnky Cniepyrowas, Ans nepexoda Ha creaylollylo CTpaHuLy; HaXXMUTE KHOMKY
Mpeabiaywasn AN Bo3BpalleHus Ha NpeablayLyo CTpaHuLy.

&= lMpumeyaHume:

Ecnn B kadecTBe CepBMCHOrO mnopTa BMPTyasrlbHOro cepBepa ykasaHo 3HadveHue 80, B OkHe
Be3onacHocTb - YoanéHHoe ynpaBneHue JomKHO ObiTb ykaszaHo noboe 3HayveHue kpome 80,
Hanpumep 8080. B npoTMBHOM criydae npu OTKIIOYEHUM BUPTYasnbHOro cepBepa MOXeT
BO3HMKHYTb KOHQSMKT.

4.8.2 Port Triggering

Beibpae Mepeagpecauums - Port Triggering, Bbl MOXeTE NpocMaTpmBaTbh MU BHOCUTb N3MEHEHUS
B okHe Port Triggering (Puc. 4-42). HekoTopble NpUMAOXeHWs, Kak Hanpumep OHManH-Urpbl,
BuAeOKoH(epeHunn, WHTepHeT-TenedoHms u  T.4., TpebylT Hanuums napannenbHbiX
NoaKno4YeHnn. Takne NpunoxxeHNss He MoryT paboTtaTb TONbKO C OaHUM MapLipyTu3aTopom NAT.
DyHKUMS 3anycka NOpTOB UCMOMb3yeTcs, YTOObl HEKOTOPbIE N3 3TUX NPUMOXEHNA MOrnn paboTaTb

¢ mapuwpyTtmusatopom NAT.

IO Tpwurrep nopt Tpurrep NpoToKon BxogAwni nopt BxogAwui npoTokon CocToRHKHE HameHute

HoGasnTe

Puc. 4-42 Port Triggering
[Mocne HacTpowkn BCe NponcxoauT criegyoLmm obpasom:

1. ¥Y3en nokanbHOW CETU CO34aET UCXOAsLLee MOAKIYEHMNE K BHELLUHEMY Y3My, UCMOMb3ys B
KayecTBe NopTa Ha3Ha4YeHUs NopT, HOMEepP KOTOPOro ykasaH B rnone Tpurrep nopr.

2. MapuwpyTtmusatop genaeT 3anucb 06 3TOM NOAKMYEHMU, OTKPbIBAET BXOAALMIA NOPT Unu
nopThl, MPUKPENNEéHHbIE K aTon 3anucu B Tabnuue Port Triggering, 1 cBA3bIBAET UX C y3N10M
nokanbHoOWm ceTu.

3. B cny4yae HeobXoaANMMOCTN BHELUHWI y3€eql MOXET NoAKnk4yaTbCA K y3ny nokanbHOM ceTu

yepes OANH U3 NOPTOB, YKa3aHHbIX B none Bxopawme nopThbl.

>  Tpwurrep nopT - 370 NOPT ANS Ucxoasdulero Tpaduka. Mexogswee nogknoveHne Yepes aT1oT
NOpPT akTUBUPYET JaHHOE NpaBuno.

»> Tpurrep NpPoToOKOn - 3TO MPOTOKOS, MCMOMb3yeMbli nopTamu 3anycka. 3HadeHusi: TCP,
UDP nnn Bce (BCe NpoTOKOMbI, NOAAEPXKMBAEMbIE MapLUPYyTU3aTOPOM).

> Bxoasawme nopTbl - 3TO NOPT UK Anana3oH NopToB, UCMOJ1b3yEeMbIX yﬂ,aﬂéHHOVI cuctemon
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npu OTBETE Ha MCXOoAsAWMA 3anpoc. 3anpoc 4Yepe3 oAWH M3 [aHHbLIX MNOPTOB OyndeT
nepeHanpaBsrieH Ha KOMMbIOTEP, aKTUBMPOBABLUWIA AaHHOe NpaBuo. Bbl MoXeTe ykasaTb He

Gonee 5 rpynn nopTtoB (MM cekuuii noptoB). Mpynnbl NOPTOB pasgensTcs 3Hakom ",".
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

Bxopsawwun npoTtokon - [1poTokon, ncnonb3yemsin Ana exogdiwiero noprta. Bapuantel: TCP,

UDP unu BCE (BCce npoTOKOMbl, NOAAEPKMBAEMbIE MAPLLPYTU3ATOPOM).
CocTosiHue - COCTOsAHME 3anncK. "BknioveHo" 03HavaeT, YTo 3annchb akTMBHa.
U3MeHUTb - U3MEHUTb NNW yaanuTb CyLLECTBYIOLLYHO 3anuch.

O6GwMe nNpUNoOXeHUA - YacTo WCMONb3yeMble TMPUINIOXKEHUS, COAepXalluecs B

BblMagalroLweM crnmcke B pasgene "Bxogdwmin npotokon".

YT106bLI CO3aaThL HOBOE NpaBuNoO, HEO6XoaUMO.

1.
2.

HaxxmunTe kHonky Jo6aBUTb... . [IOMKHO OTKPLITLCA OKHO, KaK NpeacTaBneHo Ha Puc. 4-43.

M3 Bbinagatowero cnucka O6Wue npunoxeHusa Bbibepute obluee NpuUNoXxeHue, nocre
yero nons Tpurrep nopt U Bxopgsawwmin nopt OyayT 3anonHeHbl aBToMaTudecku. Ecnv B
none OOWWe NPUNOXKEHNS OTCYTCTBYET HY)XHOE HaUMEHOBaHWe, CrneayeT BPYYHYHO
3anonHuTb nonst Tpurrep nopT u Bxoaswuve nopThbl.

M3 Bbinagatowlero cnucka Tpurrep NpoTOKon BbibepuTe MPOTOKOS, MCMONb3yembli Anis
Tpurrep nopt: TCP, UDP, unu Bce.

M3 Bbinagatowlero cnvcka Bxoasawmm npoTokon BeiGepnTe NPOTOKOM, UCNOMb3yeMbIA ANis
AnanasoHa Bxogawux noptos: TCP, UDP, nnu Bcee.

B none CocTosiHMe B BbiNagatoLLeM Crncke Bbl6epVITe 3HayeHne BknrouveHo.

YTobbl COXpaHUTb HOBOE NpaBuIio, HAXXMUTE KHOMKY COXpaHVITI:.

Tpurrep nopt:
Tpurrep NpoToKoN: BCE

BXoAAWMeE NOpThI:

BXoOAWNA NPOTOKOM: BCE =
CocToAHKMe: BrnwougHo
OfwHe NPUNOKEeHUA: —BriGepure-- v
[_coxpanuts | [Haszan |

Puc. 4-43 [Job6aBuTb nnun U3aMeHUTb 3annch NpoLeaypbl 3anycka nopToB

Y106bI UI3BMEHUTb UNN yAannTb CyLWeCcTBYHOLLYIHO 3aNUChb:

1.

2.

B ctonbue N3meHnTb BbibepuTe 3anmncb U KIMKHUTE MO KHOMke U3MeHUTb Ons uameHeHus
3anucu. Ecnu Bbl XOTUTE yaanuTb 3anmcb, BOCMNONb3yNTECh KHOMKOW YAanuTb.

OTpepaktupyiTte 3anuchb.
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3. Haxwmute CoxpaHuUTb.

HaxaB KHOMKY BknouunTtb BCe, Bbl akTuBupyete Bce 3arnmcum
Haxxas KHOMKY OTKNOUYNTL BCe, Bbl CAENAETE BCE 3aNUCU HEAKTUBHbBIMM.

Haxxas KHOMKY Ypanutb Bce, Bbl yoanute Bce 3arnuncu.

& lMpumeyaHue:

Mpv nogkntoYeHUn 3anycka COOTBETCTBYIOLLME OTKPbITbIE NOPTbI OyAyT 3aKpbIThbI.

2. Kaxpgoe npaBuno MOXET MCMNONb30BaTbCHA TOMbKO OOHWM Y3rOM JflOKaribHOW CETM 3a pas.
MoakntoyeHne 3anycka Apyrux y3nos nokanbHou cety OyaeT 3anpeLyeHo.

3. 3HadeHus, YKa3aHHble B norne Bxopswume NOPTbI, HE AOJTXHbl HAaKnaablBaTbCA.

48.3 DMz

Boibpae Mepeaapecauus - DMZ, Bbl MOXeTe NnpocMaTpuBaTh M HACTpavMBaTb NapameTpbl y3na
DMZ (cMm. Puc. 4-44). ®dyHkumns DMZ no3sonsieT co3aaBatb 0CoObI CETEBOW CErMeHT Ang yana
nokanbHoW ceTu, obpaliatoerocs K TakMM VIHTepHeT-pecypcam Kak OHManH-Urpbl  Wnu
BMAEOKOHepeHunn. Mpu 3TOM MapLUpyT13aTop nepeagpecyeT nakeTbl BCEX CEPBMCOB Ha y3en
DMZ. Y komnbloTepa, HasHadeHHOro B kadectse yana DMZ, cdyHkuma knueHT DHCP gormkHa
ObITb OTKMOYEHA, a Takke eMy AOoMmKeH OblTb NPUCBOEH HOBLIN cTaTtudeckun IP-agpec, Tak kak

ero |IP-agpec MOXeT MEHSTLCA NpU NCNonb3oBaHMn gyHkuun DHCP.

Tekywee COCTORHNE, (O BkniownTe & OTKMIOWATE

IP-agpec yana DMZ: 0000

Puc. 4-44 DMZ

YT1006bI Ha3Ha4YNTL KOMMbLIOTEP UINK cepBep B kKayecTBe cepBepa DMZ:
1.  Haxmute kHOnKy Bknrountb.

2. Beeaute IP-agpec KomnbloTepa NoKanbHOW CETU, KOTOPbIM OyaeT OeCcTBOBaTh B Ka4ecTBe

y3na DMZ, B none IP-agpec yana DMZ.

3. Haxmwnte kHonKky CoXpaHuUTb.

& lMpumeyaHue:

lMocne ycTtaHoBKKM napameTpoB y3na DMZ, cooTBETCTBYIOLLMI MEXCETEBOWN 3KpaH paboTaTtb He
Oygner.

48.4 UPnP

BbibpaB Mepeagpecaumsa — UpnP, Bbl cMoxeTe npocmatpmBaTb MHAOPMaUMIO MO MPOTOKOMY
UPnP (Universal Plug and Play), kak nokasaHo Ha Pwuc. 4-45. ®yHKUMS No3BONSAET TakuMm
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YCTPONCTBAM Kak KOMMbIOTEPbI C nogkntodeHnem K HTepHeT npm HeobxogmMmocTn obpalatbes K
pecypcam JfloKanbHbIX Y3M0B. YCTPOWCTBa C nogaepxkon npotokona UPNP moryT ObiTb

aBTOMaTn4eCKkun O6Hapy)KeHbI npunoXxeHmnem UPnP-cepsmca nokaneHOW ceTun.

Tekywee coctoAHre UPNP: BrnoyeHo OTKNHYNTE

CnucoK TekywWwnx Hactpoek UPnP

1D OnucaHne NPUNo¥eHnA BHEWHWIA NopT Mpotokon BHYTpEHHMIA NopT IP-agpec CocToAHne

Pwuc. 4-45 UPnP

> Tekywee coctosiHmue UPnP — O®yHkuns UPnP moxeT ObiTb BKMOYEHa unmM OTKIYeHa
NyTEM HaxaTus KHOMKM BknrounTtb unnm OTkNoYUTb. ECnn AaHHas dyHKUMS BKIIOYEHa, TO

OHa CHUWXaeT ypOBeHb 3awunTbl, No ymonanvno AOaHHadA (byHKLWIFl BKI1KOYEHa.
> Tekywmn cnucok Hactpoek UPnP — 3ta Tabnuua cogepxuT cnegytowyo nHopmMaumio:

« OnucaHne npunoxeHua — OnuncaHve, MNOMNy4YeHHOe OT NPUNOXeHUs, Mpu
UPnP-3anpoce.

o  BHelwHu nopT — BHeELLHWIA NOPT, OTKPbIBAEMbI MAaPLLPYTU3AaTOPOM A1 MPUITOXKEHNS.

« [MpoTtokon — Tun NpoToKONa, KOTOPbIV MapLUPYTU3aTOP OTKPLIBAET 4118 NMPUMNOXEHUS.

o BHyTpeHHMN nopT — BHyTpeHHWI A MOPT, KOTOPbLIN MapLUpyTU3aToOp OTKpbIBaeT Ans
niokanbHOro y3na

« IP-appec — IP-agpec yctponctea ¢ nogaepxkon npotokona UPnP, koTopoe B AaHHbIN
MOMEHT oOpaLlaeTcs K MmapLpyTnsaTopy.

« CocTtosiHue — B 3Ttom none oTobpaxaeTcd WMHGPOPMaUUs NO COCTOSHMIO MnopTa.
3HauyeHue “Bkn.” o3HavyaeT, 4YToO MOPT BCe elé akTuBeH. B npotuBHOM crniyyae nopt

HEaKTUBEH.

KnukHuTe no kHornke OBHOBUTL, YTOOLI OGHOBUTL TekyLniA cnMcok HacTpoek UPNnP.

4.9 Be3onacHoCTb

besonacHoCTL

- HacTpoikK 6a20B0A 3AUHTEI

- PacnpeHHbie HAaCTPOHKK 3alWTkl

- NoKansLHoe ynpagneHne

- ¥oanénHoe ynpaenexH1e

Puc. 4-46 MeHio BesonacHocTb
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MeHo Bbe3onacHOCTb COOEPXMT 4YeTbipe nogmeHto (cm. Puc. 4-46) — HacTtporku 6asoBom
3awumThbl, PacluumpeHHble HacTpPoOMKM 3awuTbl, JlokanbHoe ynpaBneHuMe U YaanéHHoe

ynpasneHue. [1ns HaCTPOMKN HY>XHOW PYHKLMM BbiGepUTEe COOTBETCTBYIOLLMIA pa3aen.

491 Hactpounkmn 6azoBom 3awmTbl

Boibpae Be3onacHocTb — HacTtpouku 6a3oBoM 3aluTbl, Bbl MOXETEe BbINOMHUTL Ga3oBble

HacTpoviku 6esonacHocTu (Puc. 4-47).

Me>xceTeBOM 3KpaH

IMexceTeBOi 3KpaH SPI: (® BemiounTe () BIKMKOYMTE

VPN
Mponyck Tpadmka PPTP: (&) Brmounte () BEIKMKUMTE
Mponyck Tpadimka L2TP: (&) Bemiounte () BHIKMIOYMTE
Mponyck Tpadmka IPSec: (& Brmiounte O BIKMOUMTE

ALG
FTP ALG: (& Bemounte () BHIKMKUMTE
TFTP ALG: (&) Brmounte () BEIKMKUMTE
H323 ALG: (&) Bemiounte () BHIKMIOYMTE
RTSP ALG: (& Brmiounte (O BIKMKOUMTE

COXpaHuTL

Pwuc. 4-47 HacTporikun 6a30BoW 3awuThl
> MexceTeBomn 3akpaH — MexceTeBon akpaH obecneyvmBaeT 3awmTy ceTn . 30ecb Bbl MOXeETE

BKIOYMTL/BbIKIIOUYMTE MEXCETEBOWM 3KpaH MapLupyTusaTopa.

e MexceteBon akpaH SPI - dyHkunsa dunstpauum ¢ ydétom KkoHTeHTa (Stateful Packet
Inspection) nomoraetr npepoTBpaTUThL Kubep-aTakM, Tak Kak B TeyeHue ceccuum
oTcrnexuBaeTca 6onbluee KonMyecTBO napameTpoB. Bo BpeMs ceccuu npoussoguTcs
nposepka Tpadmka Ha cooTBeTCTBME MpoToKony. [lpyM 3aBOACKMX HACTponKax
MEXCETEBON 3KpaH BKIMOYEH. Ecnu Bbl XOTUTE, YTOOLI BCE KOMMbLIOTEPHI JNTIOKanbHOM
ceTn pacrnonaranM BO3MOXHOCTbI0 0OMeHnBaTbCs MHGOPMaLMed C BHELWHUM MUPOM,

Bbl MOXeTe OTKINMH4YNTb ero.

> VPN - ®yHkuma lNponyck Tpadwuka VPN pomkHa ObiTb BKMAKOYEHA, €CNU Bbl XOTUTE
paspewwmnTtb cosgaHne VPN-TyHHenen cornacHo npotokonam IPSec, PPTP unu L2TP gns

NPOXOXOEHUSA MEXCETEBOro 9KpaHa MaplLupyTusaTopa.

e [ponyck Tpadmka PPTP - TexHonorua [Mponyck Tpadumka PPTP (TyHHenbHbI
NPOTOKOM TWMa TOYKa-TOYKa) NMO3BOMNSAET co3daBaTth creuunanbHble TyHHenu B IP-ceTu.

YUToObl pa3peluntb co3gaHne Taknx TyHHenen, Boibepnte BKNOUYUNTD.
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Mponyck Tpacduka L2TP - MNMpoTtokon L2TP - 310 MeToa co3gaHns ceccuin TodKa-Touka
yepe3 WHTepHeT Ha ypoBHE BTOPOro cnosi. YToObl paspewnTb MNPOXOXAeHue

L2TP-TyHHenen yepes3 mapLupyTmnsartop, Bblbepnte BKnounTb.

Mponyck Tpadcduka IPSec - [NpoTokon IPSec - ato Habop npoTokonos Ansd obecnevyeHns
3alWmMThl AaHHbIX, NepedaBaeMblix No ceTam Ha 6Gase nportokona IP, nocpeactsom
NPUMEHEHNs  anroputMoB  windpoBaHnda. YTobObl  paspewnTb  NpoxoxaeHue

IPSec-TyHHenel Yepe3 mapLupyTM3aTop, BbibepuTe BKNounThb.

ALG - PekomeHayeTca BKMOUUTH W3 YpoBHA npunoxeHus (ALG), T.k. aTa dyHKUMS

paspellaeT yCTaHOBKY HacTpavBaeMbix 06xofHbix NAT-cunbTpoB B WIO3e C LENbo

noaoaepXku npeobpa3oBaHNs aapecoB W MOPTOB ANs HEKOTOPbIX MPOTOKOMOB YPOBHS

NpUNoXXeHUsa Tnna "KoHTponb/aaHHbIe", kak Hanpumep FTP, TFTP, H323 n T.4.

FTP ALG - Bbibepute BknounTb, 4ToObl FTP-cepBepbl paboTanu AomkHbIM 06pas3om.

TFTP ALG - Bbibepute Bknouutb, utobObl FTP-cepBepbl paboTtanv AOMKHbIM
obpasom.

H323 ALG - Bbibepute BknwouuTb, 4TOOblI cnyxObl H323 pabotanu [OMKHbIM
obpasom.

RTSP ALG - Bbibepute Bkntouutb, 4tobbl cnyx6bl RTSP pabotanu [omkHbIM
obpasom.

HaxmuTe kHonky CoxpaHuTb, YTOObI COXpaHUTb HAaCTPOWKMU.
4.9.2 PaclwupeHHble HACTPONKU 3aLUUTDI

Buibpas Be3zonacHocTb — PacliMpeHHble HACTPOWKU 3aluTbl, Bbl CMOXETe 3alMWTUTb
MapLupyTusatop oT Takmx aTtak, kak TCP-SYN Flood, UDP Flood n ICMP-Flood, kak noka3aHo Ha
Puc. 4-48.

Mopor naketoe TCP-SYN-FLOOD (5 ~ 3600): MakeToe/c

WHTepBean nakeToB cTATMCTHEK (5 ~ 60): 10 || CeryHabl

Sawwuta ot DoS-atak: (@ OTkmounTs () BEMOuMTE

BenioynTe duneTpaumo oT atak ICMP-FLOOD

Mopor naketos ICMP-FLOOD (5 ~ 3600): MakeTor/C

Benwynte dunetpauno UDP-FLOOD
Mopor naketoe UDP-FLOOD (5 ~ 3600): MakeToe/c

Benoynte duneTpaumo oT atak TCP-SYMN-FLOOD

WMrHopupoeatk Ping-nakeTsl oT nopta WAN

3anpeTute Ping-nakeTel oT nopTa LAN

[_Coxpanuts_] | CnWcoK 3aGN0KMPOoBaHHbIX Y3NOB-MCTOYHWKOB DoS-aTak

Puc. 4-48 PacwmnpeHHble HaCTPONKN 3aLunThl

-76 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
TL-MR3020 PykoBoacTBO nonb3oBartens

UHTepBan naketoB cTtatucTUkn (5~60) - 3HaueHne no ymondaHuio 10. M3 Beinagatoero
crnncka Heobxoaumo BbibpaTh 3HaYeHue oT 5 0o 60 cekyna. [JaHHOe 3Ha4YeHne onpeaensiert
WHTEpBan Mexay naketamu cTaTUCTuku. [aHHble CTaTUCTUKM MCMONb3YHTCA AN aHanu3a
dyHkumamm SYN Flood, UDP Flood n ICMP-Flood.

3awwmTa ot DoS-aTak - BknioueHne/BbikntoveHne yHKUMM 3awmTtbl oT DoS-atak. PyHKumns

Flood Filters Oynet paboTtaTk, TONbKO ecnv AaHHasa OYyHKLUNS BKIIOYEHA.

Bkntountb ¢punerpaumto ot atak ICMP-FLOOD - BkntoveHne/BobikntoueHne dpunsrpaumm
ICMP-FLOOQOD arak.

Mopor naketoB ICMP-FLOOD (5~3600) — 3Ha4eHune no ymonyanuto 50. Ykaxute 3aHavyeHue
B npegenax 5 ~ 3600. Ecnu Tekyliee 3Ha4YeHWE HWMXKE YCTaHOBIIEHHOrO, MapLUpyTM3aTop

HemeasIeHHO aKTUBMPYET DYHKLMIO BITOKMPOBKY.

Bknounts ¢unbrpaumio UDP-FLOOD - BknoyeHue/BoikntoveHne  unbTpaumm
UDP-FLOOD.

Mopor naketroe UDP-FLOOD UDP-FLOOD (5~3600) - 3HayeHne no ymondanuio 500.
YkaxuTe 3HayeHune B npegenax 5 ~ 3600. Ecnu Tekyllee 3Ha4YeHWe HUXE YCTaHOBIIEHHOTO,

MapLUpyTM3aTop HEMEANEHHO akTUBUPYET DYHKLMIO BIIOKMPOBKM.

Bknounte ¢dunbTpaumo ot arak TCP-SYN-FLOOD - BkniouveHue/BbiknioveHne
duneTpauun TCP-SYN-FLOOD arak.

Mopor naketoB TCP-SYN-FLOOD (5~3600) - 3HayeHne no ymonyaHuo 50. YkaxuTte
3HadyeHne B npegenax 5 ~ 3600. Ecnu Tekywee 3HavyeHMe HWMXKEe YCTaHOBIIEHHOTO,

MapLLpyTM3aToOp HEMEANIEHHO aKTUBMPYET DYHKLNIO GIIOKMPOBKM.

UrHopupoBatb Ping-naketbl ot nopta WAN - BknioyeHne/BoiknioyeHne yHKLMM
urHopmpoBaHua Ping-naketoB ot nopta WAN. Mo ymonyaHuio dyHKumnsa oTknodeHa. [Mpu
BKMIOYEHHON  pyHKUMM Ping-naketam wun3 WHTepHeT oTKasbiBaetca B AOCTyne K

MapLIpyTU3aTopy.

3anpetutb Ping-nakeTtbl ot nopta LAN — PaspelwwmTb/3anpetuts Ping-naketbl OT nopTta
LAN. Mo ymonuyaHuio yHKUMS oTKMoYeHa. [Npu BknovEHHOM OyHKUMM Ping-nakeTtam
OTKasblBaeTCcsa B AOCTyNe K MapLupyTtudatopy. KOTa yHKUMA ncnonb3yeTca Ang 3alimTbl OT

HEKOTOPbIX TUMOB BUPYCOB.

Haxmunte KHOMKY COXpaHVITb, 4yTObbI COXpaHUTb caenaHHble N3MEeHEHUA.

HaxaB kHoMKy Cnucok 3abGnoknpoBaHHbIX y3noB-uctouHukoB DoS-atak, Bbl neperigéte B

Ta6nmuy y3/110B-UCTOYHUNKOB DoS-atak gns npoeegeHnd Ol'lepaLl,VIIZ 6J'IOKVIpOBaHVIF|.

4.9.3 JlokanbHoe ynpaBneHue

Bbl6paB BesonacHocTb - JlokanbHoe ynpaBreHune, Bbl MOXeTe HaCTpOUTb npaBuia
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yrnpaBneHns B OKHe, npeactaBneHHom Ha Puc. 4-49. O®yHkuua ynpasBneHust MNo3BOMsieT

GnokupoBaTb AOCTYN KOMMbIOTEPOB NIOKANbHOW CETU K MapLUpyTU3aTopy.

Mpaeuna ynpaenequa
() Bren KoMNbTEPaM NOKANEHON CETH PA3PEWEH ACCTYN K BEG-yTUNMTE HACTPOMAKN YCTROACTEE
() TombKo yKa3aHHEIM KOMNEKTEPAM Pa3pEWeH QOCTYN K EG-yTUINTE HACTPOMAKK C NPAEAMN aOMUHNCTRATOpa
MAC 1:
MAC 2:
MAC 3
MAC 4

MAC-agpec Bawero KOMNLTEPa:

CoxpaHnTe

Puc. 4-49 JlokanbHoe ynpasneHue

Mo ymonyaHuio BbIOpaHO Bcem KomnbioTepam JfOKaribHOW ceTU paspewwéH [ocTyn K
BeO-yTUNMTEe HACTPOMKM MaplupyTusatopa. Ecnu Bbl XOTUTe paspewntb [OCTyn K
BeO-yTUNUTE TOMBKO ANA KOMMbloTepoB ¢ onpeaenénHbiMn MAC-agpecamu, Bbibepute TonbKo
yKa3aHHbIM KOMNblOTEpaM pa3pelUuéH AoCcTyn K Be6-yTUnuMTe HacTpPOMKU MapLupyTusatopa
C npaBaMu agMUHUCTpaTtopa M B OTAemnbHbIX nonsax ykaxute MAC-agpeca. MAC-agpec
JorkeH ObiTb B popmate XX-XX-XX-XX-XX-XX (rge X - 3TO wwecTHaguatepuyHoe 4ucrno). B
9TOM CNny4yae TOSNbKO 3TM KOMMbHOTEPbl OyayT MMeTb OOCTyn K BeO-yTMnnUTe, a ocTaslbHbIM

KOMMbOTEPAM AOCTYN K Hen ByaeT 3abnokMpoBaH.
Haxae kHonky [lo6aBuTb, Bbl fobaBuTe MAC-agpec B yKasaHHbIA CMIUCOK.

YTtoObl COXpaHuUTb caenaHHble UBMEeHEHUA, BOCI'IOJ'Ib3yl7|Ter KHOMKOW COXpaHI/ITb.

& lMpumeyaHue:

Ecnu Baww komnbioTep 3abrnokMpoBaH, a Bbl XOTUTE CHOBA MOMNy4YXTb AOCTYN K MapLupyTu3aTopy,
TO HaXMUTE W ydepxuBanWTe B TevyeHue Oonee 8 cekyHn kHonky WPS/Copoc (Reset),
pacrnonoXeHHy0 Ha NepefHen naHenun ycTponcTea. B atom cnyvae mapLupytusaTop BEpHETCS K

WCXOAHbIM 3aBOACKMM HaCTponkam BeO-yTUNUTDI.

4.9.4 YpanéHHoe ynpaBrieHune

BoibpaB Bes3onacHocTb - YpanéHHoe ynpaBrieHue, Bbl MOXETE HACTpPoUTb (PYHKUMIO
yOanéHHoro ynpaeneHusl, Kak npegctaBneHo Ha Pwuc. 4-50. [daHHas dyHKUMA nossonseT

ynpaensTb MapLUpPyTU3aTOPOM Yepes VIHTepHerT.
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2)

Mopt ynpagneHna eed-uHTepdercom: a0

IP-agpec yOanéHHoro ynpasneHus: 0000 (YkauTe 255.255.255 255 anA ecex)

CoxpaHnTe

Puc. 4-50 YpanéHHoe ynpasneHue

Mopt ynpaBneHusa Be6G-uHTepdenmcom - OObMHO Beb-Opaysepom ana  goctyna
ucnonb3dyeTcsa CTaHaapTHbln nopT cepsBuca HTTP. [Ona yaanéHHoro ynpasrneHus
MapLupyTusaTtop ucnonsdyeTt nopt Homep 80. [Ona Gonblieli 6€30MacHOCTM Bbl MOXETe
3aMeHUTb 3TOT HOMEp Ha OpYyromn, ykasaB ero B COOTBETCTBYWLeM none. Homep nopTta
OOMKeH ObITb B Npegenax oT 1 oo 65534, Ho He criefyeT ykasbiBaTb HOMEP CTaHOAPTHBIX
nopToOB cepBuUca.

IP-appec yaanéHHoro ynpaBneHusi - Tekywnin agpec, KoTopbli BygeT Mcnonb3oBaThecs
ana gocrtyna K mMapupyTtusaTtopy yepes UHTepHeT. DyHKUMA OTKMoYveHa, ecnu IP-agpec
ykasaH kak 0.0.0.0. Ytobbl BkNouMTbL €€ 3ameHnTe 3HaveHne 0.0.0.0 Ha AenCTBUTEMbHbLIN
IP-agpec. Ecnu BbibpaHo 3HaveHue 255.255.255.255, 1o Bce y3nbl 6yayT MMeTb OOCTyN K
MapLupyTusaTopy 4Yepes NHTepHerT.

MpumeyaHue:

[na goctyna kK MapwpyTtusaTopy Heobxogumo ykaszate WAN IP-agpec mapwpyTtusaTtopa B
agpecHon ctpoke Internet Explorer unu Navigator, ucnonb3ysa ana pasgeneHust 3Hak
JBoeTounsa, a 3atem Homep nopta. Hanpumep, ecnun WAN-agpec maplupytmusatopa
202.96.12.8, a Homep nopTta 8080, Heobxoammo BBeCTU B Gpaysepe http://202.96.12.8:8080.

[Nocne BBOOMTCA MMS MOfb3oBaTeENs WU naporib, YTOObI nonyynTb AOO0CTyn Be6-yTV|ﬂI/IT€

mMapLipyTm3aTopa.

Mpn 3ameHe napons cnegyeT MCNoMb30BaTh HAAEXHBIN NapOSb.

4.10 PoaonTtenbCKUN KOHTPOINb

BbibpaB MeHi0 PoauTenbCKUM KOHTPOSb, Bbl MOXETE HACTPOUTb (PYHKUMIO POAUTENBCKOrO

KOHTpOMs, Kak npeacraeneHo Ha Puc. 4-51. [laHHaa dyHKumMa MoXeT ObiTb MCNonb3oBaHa Ans

KOHTpoOns goctyna pebéHka k MIHTepHeT-pecypcaM uUnu Ans orpaHnudeHnst 4ocTyna nepcoHana K

OﬂpeﬂeﬂéHHblM canTam, a Takke onpegennTb BpemMA pa6OTbI B ceTn MHTepHeT.
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KomneTepsl, He ABNAKILLMECA KOHTROMMEYHOLLMMH M HE YKE3aHHLIE B CMIMCKE, HE ByayT uMeTe 4ocTyn K MHTEpHET.
Poautens ckuil KOHTponb: @ Omnoumte () Brmouuts

MAC-agpec KOHTPORMPYIOWETD KOMNbIOTEpa:

MAC-agpec Bawero KoMnbTepa: BC-A2-60-F7-31-8D CKONMPOBATE BEIWE
ID MAC-agpec OnucaHve caiita Pacnvcanue CocToAHHe HiKeHnTL

Ho6aenTs... | | Bkntoyute Boe | | OTKIWYMTE BCE | | YARNMTE BCE

Mpeasiaywaa Cnegyiowas | Tekywdi N2 |1 s | CThaHuua

Puc. 4-51 PoaMTENbCKUiA KOHTPOSIb

> Poautenbckuim KoHTponb — YToObl akTMBMPOBATb (PYHKLMIO, BOCMONb3YWTECh KHOMKON

BknounTb. HTo6bI OTKNIOYNTE PYHKLMIO, BOCMOMb3YNTECh KHOMKOM OTKMIOUYUTD.

> MAC-agpec KOHTponupymoLero KomnbioTepa - B gaHHOM none Bbl MOXeTe BBECTU
MAC-agpec KOHTPONMPYHIOLLLEro KOMMbOTEPA UW MCNOSb30BaTb KHOMKY CKONMpoBaTh BbILLE,

KOTOpast PacronoXeHa HUXe.

> MAC-agpec Bawero komMmnbrTepa - B pgaHHom none otobpaxaetca MAC-agpec
KOMMblOTEPA, C KOTOPOro Ha [aHHbIi MOMEHT MPOM3BOAMTCH HACcTpoWKa MapLupyTmusaTtopa.
Ecnn MAC-agpec Ballero ceTeBoro aganrtepa yxe 3aperucTpupoBaH B CUCTEME, TO MOXeTe
HaxkaTb KHomnky CkonupoBaTh Bbile B none ansa konnposaHmsa MAC-agpeca aToro ceteBoro

afjanTtepa B none MAC-anpeca PoauTtensckoro KOMNbOTEpPAa, KOTOpPOE pPacnoJyioXXeHO Bbllle.

> OnucaHue cainTta - OnvcaHne calToB, paspellEHHbIX AN MNOCELEHUs KOHTPONMPYEMbIM

KOMMNbOTEPOM.

> PacnucaHue - BpeMeHHON OTPe30K, B TEYEHME KOTOPOro KOHTPOMMpYeMOMY KOMMbIOTEPY
paspewéH goctyn B ceTb WHTepHeT. [Ona Gonee petanbHOW WHopMauuu, 3angute

KoHTponb goctyna — Pacnucanue.

> WN3aMeHuUTb - 3aech Bbl MOXETE peaakTMpoBaTh UMW yaanaTb CyLWECTBYIOLIME 3aMUCHU.

Ons no6aBneHus HOBOM 3anuMcu Heob6xoauMo:
1.  Haxmute kHonky lo6aBUTh..., NOCME Yero NnosiBUTCSA OKHO Kak Ha Puc. 4-52.

2. B none MAC-agpec koHTponupyemoro koMmnbtoTepa ykaxkute MAC-agpec KOHTponmpyemoro
komnbioTepa (Hanpumep, 00-11-22-33-44-AA). Takxke M3 BbinagalwoLllero CrmMcka MOXHO
BblIOpaTh 3HayeHne Bce agpeca B TekyLen cetn LAN.

3. VYkaxuTe onucaHuve (Hanpumep, paspewntb Google) paspewéHHoro camta B none
OnucaHue cauTa.
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4. YkaxuTe NONHOe JOMEHHOE UMS calTa Unu KrnoyeBble CNoBa AOMEHHOIo MMeHn (Hanpumep,
google) B none Umsa paspewéHHoro canta. Jltobble JOMEHHbIE MMEHA C 3TUMU KITHOYEBLIMU
cnoesamu (Www.google.com, www.google.com.hk) 6yayT paspeLueHsl.

5. BblbepuTe 13 BbiNnagawowero cnucka Paboyee BpeMsA HyXHOe pacnucaHue (Hanpumep,
Pacnucanne_1). Ecnu noaxogsawmx pacnmcaHuin He OOHapyXXeHO, HaXMWUTE KHOMKY
PacnucaHue ans toro, 4toGbl NepernTn B OKHO [JONONHUTENbHbLIE HACTPOWMKMA pacnucaHus u
co3gaTtb Heob6xoaMmMoe pacnucaHue.

6. B none CoctosiHue MoxHO BblOpaTb  BknroveHo mnn OTKNWYeHO  Ans
BKJTIOYEHUS/BbIKIMIOYEHUS 3anuncu.

7. Haxmwnte kHonky CoxpaHuTb.

HaxxmuTe KHONKy BKIOUYMTL BCe A1 BKITOYEHMS BCEX MPaBWI B CMIUCKE.
Haxmute kHonky OTKNOYUTL BCe AN OTKITHOYEHNS BCEX NPaBuil B CMMCKE.
HaxmuTe KHOMNKy YAaanuTb Bce Ans yaaneHus BCex 3anucen B Tabnuue.

Haxmunte KHOMKY Cne,qyiomaﬂ ana nepexoda Ha cneaywwlyr CtpaHuldy, Uinn HaXMUTe KHOMKY
I'Ipep,blp,ymaﬂ Ona Bo3BpalleHnA Ha npeablayuyo CTpaHuuy.

Bpema B PacnMCaHWM yKa3aHo B COOTEETCTEMH C BIBRaHHLIM HA YCTROACTES YACOBEIM NOACOM. BPEMA MOMHO YCTAHOBHTE Ha CTRAHMUE "CHCTEMHEIE MHCTRYMEHTE -> HAacTpolka Bpemenm”

MAC-appec KOHTPONUPYEMOTo KOMNbHTEPaA:
Bce MAC-aapeca B Tekymen ceT LAN: —BblbepuTe— L
Onucanue caiita:

Hma paspeménnoro caiita:

PaGouee Bpeun: Becerpa -

Pacnucanue mokeT AeiTe yCTaHOBNEHO Ha cTpankye "KoWtpone goctyna -»> Pacnucadue”

Cocrosnue: BrntaqeHo v

Puc. 4-52 [Jo6aBuTb Unn U3MeHUTb 3anncb POAUTENBCKOrO KOHTPOrS

Hanpumep: Ecnn Bbl xoTUTE, 4T0bbl KOMMNbLIOTEP pebéHka ¢ MAC-agpecom 00-11-22-33-44-AA
umen JOcTyn K www.google.com no BockpeceHbsiM, a komnbioTep poautenen ¢ MAC-agpecom
00-11-22-33-44-BB He uMen HuMKakux OrpaHUYeHMi p[octyna Boobuwle, TO Bam cregyeT
NpPOV3BECTM HACTPOWMKM B COOTBETCTBUUN C NPEACTABIEHHBIMU HUXE UHCTPYKLUAMU:

1. HaxmuTe nyHKT MeHi0 PoauTenbCKUM KOHTPOJSIb, PACcnoNOXeHHbIN cnesa, Ansa nepexona
Ha cTpaHuuy HacTpoek Pogutenbckoro KoHnTpond. Haxmute Bkniounte un BBegute
MAC-agpec 00-11-22-33-44-BB B none gns MAC-agpeca KOHTpONMpyroLLEro KoMrnbtoTepa.
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2. Haxmute KoHTponb gocTtyna — PacnucaHue cnesa And nepexoga Ha cTpaHuLy HacTpOMKK
Pacnucannsa. Haxmute kHonky [o6GaBWUTb... ANd CO34aHWa HOBOFO pacnucaHus C
OnucaHnem Pacnucanus Schedule 1, n Bbibepute B KadecTBe OHs BockpeceHbe W
BpemMmeHu: Becb geHb - 24 yaca.

3. Haxmnte nyHKT mMeHio PoauTenbCKui KOHTPOSb CrneBa AN BO3BPALLEHMSI HA CTpaHULY
HacTponkn PoantenbLckoro KOHTPOns:

e HaxmunTte kHonky [lo6aBUTD....

e Baeaunte 00-11-22-33-44-AA B none MAC-agpec NOAKOHTPOSIbHOIO KOMMbIOTEpPA.
e Begute Paspewntb Google B none OnucaHue caura.

e Bsegnte www.google.com B none Umsa paspeliéHHoOro canra.

e Bbibepute cos3pgaHHoe Bamu pacnucaHue Schedule 1 3 Bbinagarowero cnmcka
Pabouee Bpems.

B none CocTosiHme BbiOepuTe BKNOUYNTD.
4. Haxmute CoxpaHuTb A4S 3aBEpLUEHNS] HACTPOWKM.

3arteM nocrie BO3BpaLLEHUs HAa CTpaHuLy HacTpoek PoaMTenbCcKOro KOHTPONs Bbl YBUAWTE
cnegytowmmn cnmcok.(Puc. 4-53).

ID MAC-agpec OnucaHwe caiTa PacnncaHme COCTORHKME: HameHnTs
1 00-11-22-33-44-24 Allow Google MNocToAHHO Fegaktupoeate ¥Oanwte
[ [oGaB1TE HOBYH... ][ BKMHOYMTE BCE ][ OTKMNHOYUTE BCE ][ YAaniTs BCe

Puc. 4-53 HacTponkn poantenbCKOro KOHTPOs
4.11 KoHTponb gocrtyna

KoHTpons goctyna
- Mpaenno

-¥3en

- Llenk

- Pacnucanme

Puc. 4-54 OkHo KoHTponb goctyna

B meHo KoHTponb goctyna cogepxkartcs veTbipe nogmeHto (cMm. Puc. 4-54) — Mpaeuno, Y3sen,

Lenb n PacnucaHue. [1ns HacTponKM HYXXHON PyHKLUUN BbIBEpUTE COOTBETCTBYIOLLEE MEHIO.

4111 npasuno

Bbl6paB KOHTpOﬂb aAocTtyna - I'Ipanmo, Bbl MOXETEe npocmMaTpumBaTtb U CO3OaBaTb npaBuia

KOHTpONs A0CTyna, Kak nokasaHo Ha Puc. 4-55.
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[] Bknw4uTb ynpaBnedne KoHTponem noctyna k HurepHer

Mpaeuno pUALTPALNK MO YMOAYAHHID
(O PazpelmTe nakeTam, yKa3aHHEIM B NOMTMKE KOHTPONA AOCTYNA, NPOX0AMTE YEpes MapLIpYTU3aTop

Q. 38I'IpETHTb NAKETaM, YKA33HHEIM B MONKTAKE KOHTRONA JOCTYNE, NPOX0LWTE NEDES MapLUpYTHIaToOpR

CoxpaHnTb

I MuA npaeuna Yaen Uene Pacnucanue Brknwunte HineHHTE

MacTen HACTROAKK
JobasnTs. .. BrntoquTe BCE COTHNHYMTE BCE Y OanvTe BCE
MepemecTiTe 0] Ha ID

Mpegemywan Cnegyiowan | Texywmid Me | 1 s | CTpaHdua

Puc. 4-55 ¥YnpaeneHue npaBunamMu KOHTponsa AocTyna

Bknountb ynpaBrieHue KOHTponem aoctyna K UHTepHeT - [locTaBbTe ranouky, npu

3TOM Ha4HET AerncTeoBaTh [paBuno dunsTpaunm, NCNoNbL3yemMoe No yMON4aHuio.

Uma npaBuna - [laHHoe none codepXuUT WMs npaBuna, KOTOPOe [OOMKHO OblTb

YHUKanNbHbIMWA.

Y3en - 3gechb 0To6pa>KaeTc;1 y3en cetn, B OTHOWEHUN KOTOpPOoro ﬂ,eﬂCTByeT YKa3aHHoOe

npaBuo.
Llensb - Llenb, 3agaHHas cOOTBETCTBYIOLLMM NPaBUIIOM.
Pacnucanue - PacnvcaHue, 3agaHHoOe COOTBETCTBYHOLLUM NPaBUIOM.

Bknounte — 3gecb oTobpakaeTcsl COCTOSIHME MpaBuna — BKMOYEHO wunu Het. [Ons

BKIMIOYEHUS 3anucmn HeobxoaMmo NocTaBUTb raniouky.
N3meHnTb — 30€eCcb MOXHO U3MEHUTb Unn yaoanntb nmeruleecq npasuiio.

MaCTep HaCTpOﬁKM — Haxmute KHOMKY MaCTep HaCTpOﬁKM ana co3gaHua 3anncm HoBoro

npasuna.
HOo6aBuThb... — HaxxmuTe kHonky Jo6aBuUTh... Anst obaBneHns 3anvMcy HOBOro npasuna.

Bknountbe Bce — Haxmurte KHOMKY Bknountb Bce, 4TOObI BKIMOYUTL BCE npasuna B

Crnuncke.

OTknounTb BCe — Haxmunte KHOMKY OTknounTL BCeE, YTOObI OTKMIOYUTL BCE npasuna B

Crnuncke.

Ypanutb Bce — Haxmute KHOMKY Ypanutb Bce, 4TOObI yoanutb BCe 3anncu B Tabnuue.
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> MepemecTtntb — NOPSAAOK 3anNMCU MOXHO M3MEHUTb NO Bawemy xxenaHuio. B nepsom none
BeeauTe ID 3anucu, koTopyto Bbl xoTnTe nepemectuTb, a BO BTOPOM Mnosie BBeauTe Apyron

ID, 3aTeM Haxxmute kHonky MepemecTUTb AN U3MEHEHUNA NOPsiAKa 3anucen.
> Cnepyrwwasn — Haxmute kHonky Cnegyrowas 4ns nepexona Ha criefyoLyo CTpaHuLy.

> Mpeabiaywan — Haxmute kHonky Mpeabiaywasn aAng Bo3spaTta Ha npeabiayLuyto cTpaHuuy.
CyuwecTByeT ABa cnocoba 4o6aBMTbL HOBOE NPaBUNO:
MepBbIN cnocob:

1. Haxmute kHonky MacTep HacTpouku. [osiBUTCA criedylolee OkHO, Kak nokasaHo Ha Puc.
4-56.

Penam: IP-agpec v
Hua y3na:

IP-appec B ceTn LAN:

[ Hazag ] [ Hanee

Pwuc. 4-56 bBbicTpas HacTpolika — Co3gath Unm U3MeHUTb 3anuch Ans yana

> Pexum — 3gecb ecTb ABa BapuwaHTa Bblibopa, IP-agpec unu MAC-agpec, Bbl MOXETE

BblOpaThb NtoboN BapuaHT 13 BbiNagatoLLEero cnmcka.

> WwmaA y3na - B 3ToM none Heo6xoanMo BBECTU YHUKaNbHOe UMs yana (Hanpumep, Host_1)

Mpu BbIGOPE 3HaYeHus1 IP-agpec nosBUTCS crieaytoLlee nore:

> IP-appec B cetn LAN - Yrkaxute |IP-agpec unu gmanasoH agpecoB yana. Hanpumep,
192.168.0.23.

Mpu BbIOOPE 3HaveHnss MAC-agpec NosiBUTCS cregytoLlee none:

» MAC-appec - Ykaxute MAC-agpec y3na B opmate XX-XX-XX-XX-XX-XX. Hanpumep,
00-11-22-33-44-AA.

2. Tlocne 3aBeplUeHUs CO3OaHWSA 3anucu ysna, Haxkmute Ha KHonky [anee, otobpasuTcs

crnegyrouiee OKHO, Kak nokasaHo Ha Puc. 4-57.
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Pemm: IP-agpec hd
Hma uenw:
IP-agpec
TMOPT HaZHAYEHKA:
MpoTokon: BCE »
CTaHOAPTHLIA NOPT CepBmca: —-BhIfepiTe-—- v
[ Hasag | [ Oanee |

Puc. 4-57 bBbicTpas HacTporika — Co3gaTb Unn N3MeHUTb 3anuchb 4nsi Lenu

Pexxum — 3pecb M3 BbiNagalLLero Crnucka HYXHO BbiOpaTb OAHO M3 OBYX 3HaYEeHUn -

"IP-agpec" vnn "[JomeHHoe umsa".

Mmsa uenu - B naHHOM none Bbl MOXeTe U3MeHUTb Nobyo MHopMaLuMio O Lenu. BHumaHue,

npw 3anMcu HOBOTO NpaBusia CTUPAeTCsl CTapoe NpaBumo Ans uenu (k npumvepy, Target_1).

Mpu BbIGOPE 3HaYeHMs1 IP-agpec nosBUTCS crieaytollee norne:

IP-appec - Ykaxute IP-agpec (unu guanasoH agpecos) uenu (uenen) B BuAe YETbIPEX

DECATUYHBIX Yncen, pasaenéHHbix Toukamu, Hanpumep 192.168.0.23.

I'IopT Ha3Ha4yeHus - YkaxuTte nopT nUnn AamanasoH NnopTOB. Ona nopToB obLnx cepBucos

MOXXeTe BOCINOJ1b30BaTbCA Nnonem "CTaH,EI,apTHbIIZ nopt cepsmca", pacnonoXXeHHbIM HNXe.

Mpotokon — 3pecb 4veThipe BapuaHTa Bbibopa BCE, TCP, UDP unu ICMP. Bbibepute

HY’>XHO€ 3Ha4YeHne 13 BbinagaroLliero cnmcka.

CraHgapTHbIA NOPT cepBuca — 34eCb yKasaH CMMCOK HEKOTOPbIX CTaHOAPTHbLIX NMOPTOB
cepBuca. BbibepuTe ooMH M3 BbiNagalollero cnvcka, M COOTBETCTBYIOLMIA HOMep nopTa
nosisutca B none lopt HasHadyeHus. Hanpumep, ecnu Bbl Bbibupaete "FTP", Homep "21"

noABUTCA B none I'IopT Ha3Ha4yeHuA.

I'IpM Bbl60pe 3Ha4yeHus [lomeHHOoe UMS NosIBUTCS crnegyroulee none:

,El,omeHHoe nmMma — 3,D,er Bbl MOXeTe YyKa3aTb 4eTblpe AOMEHHbIX UMEHWU, NOJTHOE UMA UNn
KrntoYeBble CrnoBa UMeHn (Hanpumep, google). Ntoboe AOMEHHOE MMSI C KINoYEBLIMU CITIOBaMu

B HeM (www.google.com, www.google.cn) 6yaeT paspelueHo unu 3abnokmpoBaHo.

lNocne ToOro, Kak Bbl 3aKOHYMTE CO3daHWe 3anucu Lenu AocTtyna, HaxXMute Danee, 1 Ha

3KpaHe 0TOOpa3nTbLCA crneayoLlee OKHO, Kak NokasaHo Ha Puc. 4-58.
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Mpnmevadne: Facnucadine OEACTEVET C Y4ETOM EREMEHN, YETAHOENEHHOID HA MApWRYTHIaTopE.

WA pacnucaHna:
OeHk: &) Kawae geHe (O BeiGpaTk OgHE
MoH. BT. Cp. YT Mar. Cy@. Bockp.

Bpemn: BCE OHKW - 24 yaca:

Ha4ano: (HHI)

HKoHeu;: (HHI)
[ Hasag | [ Oanee |

Puc. 4-58 bBbicTpas HacTponka — Co3gaTbh UM N3MEHUTb 3anncb pacnnucaHus

> Wma pacnucaHua — B 3ToM none ykasblBaeTCcs MMsi pacnucaHusl, KOTOpoe AOMKHO ObiTb

YHUKanbHbIM (K npumepy, Schedule_1).

> [eHb — Haxmute BblOpaTb AeHb 1 BblbepuTe COOTBETCTBYIOLWMIA A€Hb (OHW), MOXHO

ykasaTb Kaxabin aeHb.

> Bpewms — Boibepute Bece gHu - 24 yaca nnu ykaxute Hayano/KoHew camu.

A\

Hauano - BBeguTte gaty Havana nepuoga B cpopmare YH4MM (4 undppel). Hanpumep, 0800

o3Havaert 8:00.
» KoHel - Ykaxute Bpems OKOH4YaHusi nepuoga B dopmare YHMM (4 umdpsl). Hanpumep,

2000 6yget o3Ha4aTb 20:00.

4. Tlocne TOro, Kak Bbl 3aKOHYWTE CO3[daHWE 3anuUCU PaCLLUMPEHHOTO pacnucaHusi, HaXMuTe

Danee, n Ha akpaHe oTobpas3nTbCsa cneaytowee okHo (Puc. 4-59).

MmA npaenna:

Yaen: Host 1 |+
Uene: Target_1 hd
PacnucaHwe: Schedule_1 v
COCTORHME: BrnoueH v
[Hasan | [ 3asepumts |

Puc. 4-59 bBbicTpas HacTponka — Co3aaTtb Unu n3MeHUTb 3anucb KOHTpOrsa goctyna B VIHTepHer

> Wmsa npaBuna — B 3ToM none cosgante umsi npaBurna, KOTOPOe AOMKHO ObiTb YHUKANbHbLIM

(Hanpumep, Rule_1).

> Y3en — B 3Tom none u3 Bbinagawowlero cnmcka BblbepuTe HeobxoauMmoe 3HaudeHue.

3HayeHne No yMONYaHuIo TO Xe, YTO Bbl yXe ykaszanu B none Ums ysna.

-86 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

5.

Lenb - B 3tom none 13 Bbinagawllero crnvcka BbloepuTe HeobxoouMmoe 3HauveHue.

3Ha4deHune no YMOI4YaHUIO TO Xe, YTO Bbl YXXe yKa3asnum B none Umsa uenn.

PacnucaHue — B 3TOM none 13 BbiNnagatowero cnucka Bolbepute Heobxoanmoe 3HayeHme.

3Ha4deHune no YMOJTHaHUIO TO Ke, YTO Bbl yXKe yKa3alii B nosne Uma pacnuncaHus

B none CocTtosiHne Bbibepute 3HadeHnss BknroyeHo unu OTKMKOYEHO, 4TOObI BKNHOUNTL

NI OTKINKYNTL 3alMnChb.

HaxmuTe 3aBepwnTb, YTOOLI 4OOABUTL NpaBuIo.

BTopo# cnoco6:

1.

HaxmuTe kHonky [lo6aBuUTb.... Bbl nepengéTte B cneayrolmnn akpaH, kak npeacTaBreHo Ha
Puc. 4-60.

B none Umsa npaBuna ykaxuTe nmsa (Hanpumep, MNpasuno_1).

M3 BbinagatoLiero cnmicka Ysen Bbibepute Heobxoanmoe 3HavyeHue unu Bbibepute YTobbl
[A06aBNTb HOBbIA CMUCOK Y3510B, HAXMUTE 34€eCh.

M3 Bbinapatwwero cnucka Llenb BbiGepuTe Heobxoanmoe HauMeHOBaHWE unu Bbibepute
YT106bI 106ABUTL HOBbLIN CMUCOK Liefier, HAXXMUTe 34€eCb.

M3 Bbinagatowlero cnvcka PacnucaHue BbibepuTe HeobxooMmoe HauMMeHOBaHMe Wnu
BblOepuTe YTOObI 4O6aBUTL HOBOE pacnMcaHue, HaXXMUTe 30eChb.

B none CocTtofHue BbibepuTe 3HaveHust BknrouyeHo mnv OTKNKOYEHO, YTOOblI BKMNIOYUTL
W OTKITHOYUTL 3aMUCh.

HaxmMute kHonky CoxpaHUTb.

WmA npasuna:

Yaen: Host_1 |#| Yrodbl 0008ENTE HOBBIA CONCOK V3NDE, HAMIMNTE 3AECH.

Llens: Nioban uens % | Yrofbl 00G3ENTE HOBEIT CONCOK UENER, HAMMNTE 20ECkH.

PacnucaHne: Beerga ¥ | UYroGbl 00G3ENTE HOBOE DACOMCAHNE, HAMMNTE 30&Ch.

CocroRHne: Brnwoyen

[ Coxparuts | [ Hasaa |

Puc. 4-60 [JoGaBuTb 3anncb KOHTPOMs A4OCTyna Kk VIHTepHeT

Hanpumep: Ecnu Bbl xotute paspewntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA goctyn K

canty www.google.com Tornbko ¢ 18:00 1o 20:00 no cy660Tam M BOCKpPeCeHbSAM 1 3anpeTuTb

OCTanbHbIM Yy3nam nokanbHOM CeTu noctyn B MHTepHeT, Heobxoanmo Bbl6paTb cnegywouine

HaCTPOWKM:

1.

KnnkHyTb no noameHto MNMpaBuno meHio KoHTponb poctyna cnesa, 4Tobbl BEPHYTbCS B
okHOo Cnucok npasun. Beibepute Bkniountb ynpaeneHue KoHTponem goctyna K HTepHeT u
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BblOepuTe "3anpeTuTb nakeTam, He ykasaHHbIM B MOJSIMTUKE KOHTPOSA 4OCTyNa, NPOXOAnTb
Yyepes MmapLupyTmsaTtop".

Mbl pekomeHayeM, YToObl Bbl LWENKHYM No kHomnke MacTep HacTpoMKK, YToObl 3aBEPLUNTL
BCE NnocneayoLmne HacTPOKU.

KnukHyTb No nogmeHto Y3en meHio KOHTponb goctyna cnesa, YTodbl BOWTU B OKHO Cnncok
y3noB. Cosgante HoOByW 3anmMcb C uMmeHem y3na Host. 1 un  MAC-agpecom
00-11-22-33-44-AA.

KnukHyTb no noameHio Llenb meHio KoHTponb goctyna cnesa, YTobbl BONTM B OKHO CnnMcok
uenen. CosganTe HOBYK 3anucb C MMeHeM uenu Target 1 M OOMEHHbIM VMEHEM
www.google.com.

KnnkHyTb no noameHto Pacnucanme meHtio KoHTponb gocTtyna crnesa, YToObl BONTU B OKHO
Cnuncok pacnucanun. Co3ganTe HOBYHO 3anMcb C MMeHeM pacnucaHus Schedule 1, [leHb
Cy6. n Bockp., HayansHoe Bpems 1800 n koHevHoe Bpems 2000.

KnukHyTb no nogmetto MpaBuno meHio KoHTponb gocTyna cnesa, LLIENkKHWTE No KHoMke
[o6aBuThb..., 4yTobbl CO34aTh CreaytoLiee HoBoe NpaBuso:

¢ B none "Mimsa npasuna" ykaxure ero ums. NomMHUTE, YTO OHO AOMKHO ObITb YHUKAMNbHbLIM.
Hanpumep: Rule_1.

e B none "Y3en" Boibepute Host_1.

e B none "Uenb" BbibepuTe Target_1.

¢ B none "Pacnucaxune" Bbibepute Schedule 1.
¢ B none "CoctosiHne" Bbibepnte "BkroyeHo".

e YT0ObI COXpaHUTb caenaHHble N3MEHEHUS KIMKHMUTE No KHomke "CoxpaHnTtb"

Mocne atoro Bbl BepHETECH B OKHO "YNpaBneHwe npaBuriaMy KOHTpoOns goctyna" v yBuaunte
crnefyoLwmin Crncok:

ID Mma npaeuna Yaen Llens PacnucaHne CocroAnre PegaktnpoBatb
1 Rule1 Host_1 Target 1 Schedule_1 Pegaktmpoeate ¥O0anute
411.2 Ysen

Bbl6paB MEHK KOHTpO.I'Ib AocTtyna - Y3en, Bbl MOXETE npocMartpueBaTtb U yCTaHaBliinBaTb CrNMUCOK

y3noB, Kak nokasaHo Ha Puc. 4-61. Cnucok ysnoB sIBMsieTCs BaxkHbIM Ans NpaBuna KOHTpons

JocTyna.
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D

WA yana

WHohopmaumna

HNaMeHuTs

1  Host 1 |P-agpec: 192 168.0.23 MaMeHNTE YaanuTe
2 Rule_1 |P-agpec: 192.168.0.23 MaMeHNTE YaanuTe
[ Oofaswts  |[ vpanuTs Bce
Tekywnil M2 | 1 | CTpaHuua

Puc. 4-61 HacTtpownkn yana

> Wwmsa y3na - 3gecb He06Xx0aMMO ykasaTb MMS y3na, KOTOPOe AOMMKHO OblTb YHUKANbHbIM.

> WHdopmaumnsa - B aTom none otobpaxaercs nHbopmaumsa no ysny. 9170 MoxXeT bbiTb IP-

nnn MAC-agpec.

> WN3MeHUTb - NI3MeHNTb 1nu yaanuTb CyLECTBYIOLLYIO 3amnuchb.

Y106bI O06aBMTL HOBYIO 3aNUCb, HEOGX0AMMO caenaTh cneayioulee:
1.  HaxmuTte kHonky [lo6aBUTh....
2. B none Pexum Bbibepute IP- nnn MAC-agpec.
e [pu BbiGOpe IP-agpeca NosBUTCS OKHO, Kak NokasaHo Ha Puc. 4-62.
1) B none Umsa y3na ykaxute ero yHukanoHoe ums (Hanpumep, Ysen_1).
2) B none IP-apgpec B cetn LAN BBegute IP-agpec.
o [lpn Boibope MAC-agpeca nosiBUTCS OKHO, Kak Noka3aHo Ha Puc. 4-63.
1) B none Ums y3na ykaxuTe ero yHukaneHoe nvs (Hanpumep, ¥Y3sen_1).
2) B none MAC-appec ykaxute MAC-agpec.
3. Haxmwnte kHonky CoxpaHUTb, YTODbLI COXPaHUTL cAeMNaHHbIE U3MEHEHUSI.
YUTtobbl yaanutb BCe 3anncu n3 Tabnuupbl, BOCNONb3yNTeECh KHOMKOW YAanuTh Bce.

YT106bI NEepenTy B criegytoLLee OKHO, BOCMONb3ynTech kHonkon Cneayowan. Ytobbl BepHYTHCA B
npegbiayLiee okHO, BOCMOMb3ynTeCh KHoMkoun MNMpeabiaywias.

Pemun:
MmA yana:

IP-agpec B cet LAN:

IP-agpec
Host_1
192 168.01

W

- 192.168.0.23

[ Coxparnts | [Hasaa |

Puc. 4-62 [0o6aBuTb UnM M3MeEHUTb 3anucb Mo yany
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Pemin: MAC-agpec v
WmA yana: Host_1
MAC-agpec: 00-11-22-33-44-A4
[ Coxpannts | [ Hasaa |

Puc. 4-63 [06aBuTb UnM M3MEHUTb 3anuncb Mo y3ny
Hanpumep, Bbl X0TUTE orpaHMunTb goctyn K NHTepHeT-pecypcam anga yana ¢ MAC-agpecom
00-11-22-33-44-AA. Ina aTOro He0H6XOAUMO NPEANPUHSATL CreayrLme 4ENCTBUS:

1. Haxmute kHonky [lobaBuTb... (CM. Puc. 4-61), 4tobbl nepenTtun Ha ctpanHuuy [JobaBuTb nnm
N3MEHUTb 3anuch Mo yany.

2. B none Pexwum BbibepuTe 13 Bbinagatowero meHto 3HadeHne MAC-agpeca.
3. B none Ums y3na ykaxnte ero yHukanbHoe umsi (Hanpumep, Ysen_2).

4. B none MAC-agpec Beeante 00-11-22-33-44-AA.

5. Haxmute kHonky CoxpaHuTb, 4TOObl COXPaHUTL CAENaHHbIE U3MEHEHMS.

Mocne aToro, BEpHYBLUMCL B OKHO HacTporiku y3ana, Bbl yBUAUTE CriegyoLmnii CrMCOK.

D WmA yana WHchoprauna NaMeHHTb

1 Yaen_2 MAC-agpec: 00-11-22-33-44-A4 KlaMEHNTE ¥OanuTe

411.3 Uenb

Bbi6pas KoHTponb aocTtyna - Llenb, Bbl MOXeTe NpocMaTpuBaTh U HacTpanBaTb CMINCOK Lienen,

Kak nokasaHo Ha Puc. 4-64. Cnucok uenen Heobxoanm gns MNpasuna KOHTpons goctyna.

1D Hma uenn Whdpopmawmua HameHnTh.

1 Target_1 192.168.0.23 HMameHnTs ¥aanuTe

[ OoBaente.. ][ vaanuteece |

Tekywmi N2| 1w | CTpaHuua

Puc. 4-64 Hactponkn uenu

> Wma uenn — B 3TOoM none oToGpaxaeTcss onuMcaHue LUenu, KOTopoe [OOSMKHO ObiTb
YHUKamnbHbIM

> WHdopmauusa — Llenbto moxeT 6biThb IP-agpec, nopT nnm 4oMeHHOe NMS.
» WN3meHNUTb — VI3MeHUTb nnun yaanuTb CyLLECTBYIOLLYIO 3anuch.
Y100bI 4OOABUTH HOBYHO 3anNUCb, HEOOXO0AMMO caenaTb creayrouiee:

1. Haxmute kHonky [lo6aBuUTh....

2. B none Pexum Bbibepute IP-agpec nnv AOMEHHOE NMsI.
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e [lpu Bbibope IP-agpeca nosBMTCA OKHO, Kak npeacTasneHo Ha Puc. 4-65.
1) B none WmsaA uenu HeobXoOuMO ykKas3aTb YHMKANbHOE WMS Uenu (Hanmpumep,
Lenb_1).
2) B none IP-appec ykaxute IP-agpec uenu.

3) BbibepuTte obwmnin cepBmc M3 Bbinagatowero cnucka B none CrtaHaapTHbIA NOPT
cepBuca, C TeM, YTOOblI aBTOMaTMYECKN 3anofiHuTb none MopTt HasHaveHusA. Ecnn
B cnucke CTaHOAapTHbIM NOPT CepBUCA HE COOEPXMUTCS HY)XHOrO BaM CepBUCa,
yKaxuTe 3HavyeHue MNMopTa HasHa4YeHUs BPY4HYHO.

4) B none MpoTokon BbiGepute 3HavyeHne TCP, UDP, ICMP nnu Bce.

e [lpu BbIGOpe onunm JJOMeHHOe UMS Bbl OKaXXeTecb B CrieaytoLleM OKHe, Kak nokasaHo
Ha Puc. 4-66.

1) B none Uma uenun HeobGXoaMmO ykasaTb YHMKanbHOE WuMSA Uenu (Hanpumep,

Uens_1).

2) B none [JomMeHHoOe UMA Bbl MOXETE€ BBECTU [JOMEHHOE MMS, MOSIHOE UMS Un
Knr4yeBble CcrioBa MMEHU (Hanpmmep, google). JTioboe gOMEHHOE NMS C KIHYEBLIMU

cnosamm B HeM (www.google.com, www.google.hk) Oyaetr paspelieHo wunm

3abnoknpoBaHo.

3. Haxmute kHonky CoxpaHUTb.

Haxas KHOMKY Ypanutb Bce, Bbl O4UCTUTE coaepxmnmoe Tabnuupl.

YTtobbl NepeirTu B crieqytoLlee okHO, BOCMONb3yiTech KHoMkoi Cneaytowasn. Ytobbl BEpHYTbLCS B
npegpiayLiee okHO, BOCMONb3ynTech KHomnkou MNMpeabiaywas.

Pesum: |IP-aapec A
Hma uenu:
IP-agpec:
MopT HAaZHa4YeHNA:
MpoTokon: ALL
CTaHOapTHLIA NOPT CepeKca: —-BelIfepHTE-- v
[ Coxpannts | [Hazaa |

Puc. 4-65 [Jo6aBuTb unm N3aMeHUTb 3anncb 4OCTyna uenu

-91 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

Pexin: JomeHHoe uma ¥
WA wenm:

[omeHHOe KMMA:

[ Coxpannte | [Hasaa |

Puc. 4-66 [Jo6aBuTb UM M3MEHUTb 3anNUCb JOCTYNa LEenu

Hanpumep: Bbl XOTUTE OrpaHWyMTb AOCTyn Ans yana nokanbHou cetn ¢ MAC-agpecom
00-11-22-33-44-AA TOnNbKO K camty www.google.com, [Ina aToro Heo6xoAMMO BbINOMHUTL
cnegytouime genNcTBums:

1. YT06bI £O6ABUTL NN U3MEHUTbL 3aNUCb LIENW AOCTyNa, HaXXmuTe KHonky JJo6aBUTb... , Kak
nokasaHo Ha Puc. 4-64.

B none Pexum 13 Bbinagarowero cnnucka Buibepnte JOMEHHOE UMS.

B none Uma uenun HeobxoaMmo co3gaTb YHUKanbHoe ums Lenu (Hanpumep, Lens_1).

B none flomeHHOe nmsa BBEANTE Www.google.com.

o K~ 0D

UT06bI COXpaHUTb HACTPOWKKU, BOCMONb3YNTECH KHOMKON COXPaHUTD.

lMocne atoro, BepHyYBLUMCb B OKHO HacTporku uenu, Bbl yBuauTe CreayoLwmnin Crincok.

ID HmA uenu WHhopuauma NameHnT

1 Lens_1 www.google.com lameHnTs ¥0anuTe

4.11.4 PacnucaHue

Boibpae KoHTponb aoctyna — PacnucaHue, Bbl MOXETEe NpOCMaTpuBaTh U ONpeaensTb CNMCOK
pacnucaHuiA, Kak npeacTaBneHo Ha Puc. 4-67. Cnucok pacnucaHui Heobxogum Ans

(bYHKLMOHUPOBaHMS NpaBuna KOHTPOss 4oCTyna.

ID  MmA pacnucaHua HeHb Bpema HameHuTs
1 Schedule_1 Kawgelil geHs 08:00-20:00 WMameHnTs ¥Yaanuts
[ DOoBasuts . || Vnanuts Bee |

Tekywmia M2 1 » | CTpaHuua

Puc. 4-67 HacTtponku pacnucaHus
> Wma pacnucaHua — CogepXxnTt MMa pacrnmcaHng, KOTopoe OOTKHO ObiTb YHUKANbHbLIM.
> [OeHb — [leHb (OHW) Hegenu.

> Bpewms - [Mepvoa BpeMeHn B TedeHne OHS.
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> WN3aMeHuTb — PegakTvpoBaHue unv yganeHve CyLecTBYIOLLEro pacnucaHus.

Y106bI 4O6ABUTL HOBOE pacnuncaHue, HeoGxoaumo caenaTb cneaywujee:

1.

5.

Haxmute kHonky [lo6aBUTb.... (CM. Puc. 4-67). [JomkHO NosBUTLCS crnegytoliee OKHO (CM.
Puc. 4-68).

MUmsa pacnucaHus - B 3TOM none ykaxuTe yHuKanbHoe nMs pacnucaxus. Mivente B Buay, 4to

3TO MMS JOIMKHO ObITb YHUKaNbHbIM. Hanpumep, Schedule_1.

B none [leHb BbibepnTe COOTBETCTBYIOLWNA AeHb (OHW), Takke MOXHO ykasaTb Kaxpbin

OeHb.

B none Bpemsa moxHO BbiGpaTh Bce gHM - 24 yaca vnu 3agaTb BPEMEHHOW Nepuog npu

nomolu nonen Hayano/KoHeu.

UToObl COXpaHnTb caenaHHble HAaCTPOMKKN, BOCMONb3YUTECh KHOMKOM COXpaHUTb.

HaxaB kHoMKy YaanuTb Bce, Bbl O4MCTUTE Tabnuuy OT 3anucen.

Haxas kHonky Cneaytowias, Bbl Nnepengére B crnegytoLiee OkHo, a Haxa KHomky Mpeabiaywas,

OKaXutecCb B npenbiayuiem.

Mpnmeyanne: Pacnucadne QelcTeyeT C y4eTOM BREMEHN, YETAHCOBNEHHOTD HA MAPWRYTHIATORE.

Wma pacnucanuns:

Neus: (& Kawaeli geve () BeifpaTe OgHe
MoH. BT. Cp. YT MAT. Cyd. Bockp.
Bpemn: BCE OHW - 24 yaca:
Havano: {HHIMI}
KoHeu: (HHLL)
[ Coxpanute | [Hasaa |

Puc. 4-68 [JononHutenbHble HACTPOWKN pacnucaHms

Hanpumep: Bbl xotute orpaHnuntb goctyn ysna ¢ MAC-agpecom 00-11-22-33-44-AA k caunty

www.google.com ¢ 18:00 no 20:00 no cy66otam M BockpeceHbsIM. [1ns 3TOoro Heob6xoaMmMo

BbINOMHUTL CreaytoLine OeicTBUS:

1.

KnukHnte no kHonke [o06aBUTb..., YTOObI MepenTn Ha cTpaHudy "[dononHuTenbHble

HacTponkun pacnucaHusa" (Puc. 4-67).

B none "Uma pacnucaHusa" Heob6xogMmo BBECTM yHUKANbHOE UMs pacnucaHns. Hanpumep,
Schedule_1.

B none "OeHb" BbibepuTe "BbibpaTh AeHb" u BbibepuTe Cy660TYy n BockpeceHbe.

B none "Bpemsa" ons 3HadeHns "Havano" n "KoHel" ykaxxmte cootBeTctBeHHO 1800 n 2000.
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5. Haxmute kHornky CoxpaHuTb, YTOObI COXPaHUTbL HACTPOWKM.

Mocne aToro, BEPHYBLUNCb B OKHO HaCTDOIZKM pacnucaHu4, Bbl yBuanTe CJ'IG)J,yI-OLLI,I/IVI CMUCOK.

I MMA pacnrcaHua OeHb Bpema N3MEHHTE

1 Zchedule_1 Cy0. 18:00 - 20:00 MameHuTs ¥aanuTe

4.12 PacwupeHHble HaCTPONKU MapLUpyTU3aLum

PacuvpeHHbIE HACTDOWKA Ma Pl pyTHIaLUn

- CNUCO¥ CTaTM4YeCcKny MaplipyToe

- Tabnuua mapwpyTHIaLmne

Puc. 4-69 PaclumpeHHble HaCTPONKN MapLUpyTM3auum
B meHo PacwupeHHble HacTporku mapwpyTtudauum (Puc. 4-69) ectb asa nogmeHio — Cnucok
cTaTuyeckux MapwpytoB 1 Tabnuua mMaplIpyTU3auuW, [Oe Bbl CMOXETe HaCcTpouTb

COOTBETCTBYIOLLME DYHKLMM.

4121 CnucoK cTaTUYeCKUX MapLUpyTOB

BoiOpaB MeH PaclimpeHHble HAcTpPOWKM MapwpyTtusaumm — ChOMCOK CTaTU4YecKux
MapLUpyTOB, Bbl MOXETE€ HacTpauBaTb MapameTpbl CTATMYECKOW MapLupyTU3aLMn B OKHE,
npegctaeneHHom Ha Puc. 4-70. CtaTtudeckuin MapLipyT — 3TO 3apaHee onpeaenéxHHbIn NyTb, No

KOTOPOMY ceTeBble jaHHble nepeMeLllaloTCA K KOHKPETHOMY y3Iy UImn ceTu.

CnMCOK CTaTUMEeCKNX MaplIpyToB

ID IP-agpec HasHaYeHUuA Macka nogceTi OCHOBHOI W03 CocTosAHIe W3MeHnTs

JobaenTe. .. BrnioumTe BECE OTHAKYMTE BCE ¥OanuTe BCE

[MpeabAyWwaa Cneayiwan

Puc. 4-70 Cnmcok cTaTu4ecknx mapLupyToB

Y106bI CO38aTb 3aNUCb CTaTUYECKOWN MapuwpyTtusauun:

1. Haxmute kHonky [lo6aBuTb... cM. Puc. 4-70, oTKpoeTcs OKHO, NpeacTaBneHHoe Ha Puc.
4-71.

[Ao6aBUTL UMW U3MEHUTHL 3aNUCh CTaTUYeCKWX MapLUpyTOB

IP-appec HazHAYEHHA: | |

Macka nogceTu: | |

OCHOBHOM WNW3: | |

CocroAHue: EBrniadeHn ~

’ COXpaHATE ] ’ Hazan ]
Puc. 4-71 [o6aBuTb unu n3aMeHuTb 3anucb B Tabnuue ctatMdeckon mapLupyTusauum
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IP-appec HasHa4veHus - 310 IP-agpec y3na vnm cetu, KOTOPbIN Bbl XOTUTE Ha3HA4UTb

ANA MapLupyTa cTaTU4eckon MapLupyTu3auum.

> Macka nogcetn - Macka noaceTtu onpegensieT, Kakas 4actb |IP-agpeca oTtHocuTcs K

afpecy ceTun, a Kakad - K agpecy camMoro ysrna CeTu.

OCHOBHOWM LWMIO3 -

310

IP-agpec wWNO30BOr0 yCTPOMCTBA, WCMNONb3yeEMOro no

YyMONYaHuio, KoTopoe obGecrneuymBaeT B3aWMOAEWCTBME MeXAy MapLupyTM3aTopoM W

CETbIO/Y3M0oM.

3. W3 Bbinagatowero cnucka B norne CoctosiHue Bbibepnte BknioueHo.

4. Haxmute kHonky CoxpaHUTb, YTOObI COXpPaHUTb BHECEHHbBIE M3MEHEHMS.

Mpo4yune HAaCTPOMKKN 3anncen:

Haxxas KHOMKY Yoanutb, Bbl yoanute 3anucob.

Haxas KHOMKY BkrnounTtb BCe, Bbl aKTunBmpyeTe Bce 3anncu.

Haxas KHOMKY OTKNOuUNTL BCe, Bbl caenaeTte Bce 3alncn HeaKTUBHbIMMW.

HaxaB kHoMKy YaanuTb Bce, Bbl yaanute Bce 3anucu.

YTtoObl NnepenTu B criegytoLLee OKHO, BOCMONb3ynTech kHonkon Cneayrowan. Ytobbl BEpHYTbHCS

B NpeablayLuee OkKHO, BOCMONb3yntechb kHonkon Mpeabliaywiasn.

412.2 Tabnuua mapwpyTusauum

3aiianTe B MeHIO Ha cTpaHuly CTaTuyeckas MappyTtusaumsa - Tabnuua mapwpyTmsaumm, Ha

CTpaHuLe, KOTOPYH unntoctTpupyet Puc. 4-72, Bel MOXeTe HacTpouTb Tabnuuy MapLipyTM3auum.

B Tabnuue MapupyTun3saumm cogepKatcqd sce BKINHOYEHHbIE ncnonb3yemble 3arnncu.

ID  IP-agpec Ha3Ha4YeHWA
1 192.168.1.0
2 192168.00

Macka nogcern Wz WHTepdenc
255.255.255.0 0.0.0.0 LAN & WLAN
2552552550 0.0.0.0 LAM & WLAN

OBHOBWTL

Puc. 4-72 Tabnuua mapLupyTmsaumm

>
MapLpyTy.

IP-appec Ha3HayeHUsA - |IP-agpec HasHadeHus - aTo IP-agpec ceTn unu ysna, HasHayeHHbIn
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» Macka nogcetn - Macka nogcetu onpegensieT, kakaa 4actb IP-agpeca yana cetu

OTHOCUTCA K aApecy CeTHU, a Kakad - K agpecy camMmoro ysna B aToN ceTu.

» LWnw3 - IP-agpec wnto3oBoro ycrponcrea, obecneyvBaloLlero B3aMMOAENCTBUE MeEXOY

MapLIpyTU3aTOPOM U CETbIO/Y3IOM.

> WHTepdpenc - B aTom none nokasbiBaeTcs MectoHaxoxaeHue IP-agpeca HasHaveHus - LAN
n WLAN nnn WAN.

Haxmute O6HOBUTL And 0OHOBNEHUSA 0TOBpaxxaeMon nHopmauuun.

4.13 KoHTposnb NnponycKHOW CNOCOOHOCTU

KoHTpONE NPONYCKHOA CNOCOGHOCTA

- [NapameTpbl KOHTDONA

- CNUCOoK mpaeun

Puc. 4-73
MeHto KoHTpOmnb nponyckHOM CMOCOOHOCTU coaepXuT ABa nogmeHio — MapamMeTpbl KOHTpons
n Cnucok npaBun (cMm. Puc. 4-73). [Ona HacTpOMKM HyxHOW pyHKuun BbIGepuTe
cooTBeTCTBYylOlWee MeH. Hwmke npuBoantca nogpobHoe onucaHue Ans Kaxaoro u3 aTux

NnoAMEHI0.
4.13.1 MNapameTpbl KOHTpONA

BbibpaB KoHTponb nponyckHow cnocobHoctu — [lapameTpbl KOHTPOnNs, Bbl CMOXeETe B
crnegylowemM OKHe HacTpamBaTb 3HAYeHWUs UCXOAsWeW M BXoAsdllen nonocbl MNponycKaHus.
3apaBaeMble 3Ha4YeHust He OoMmkHbl npeBbiwate 100000 Kéut/c. Ans onTMManbHOro KOHTPOnS,
BblGepuTe cnpasa Tun nNuUHUKM KU cnpocute y noctaswmka WHTepHeT-ycnyr obuiee 3HauyeHue
BXOASALLEro 1 ncxoasiero Tpadguka.

MapameTpbl KOHTpONA
Brtio4HTL KOHTPONE NoNoCkl NPONYCKaHUA: O
Tun nuHUK: @ ADSL O Hpyrana
Ncxopawan nonoeca NponyckaHua: 5812 QTP
BxopAawan nonoca nponyckaHna: 2048 Kouticek

Puc. 4-74 MapameTpbl KOHTPOS

> Bknountb KOHTPOJIb NOJNIOCbI NPOMNYCKaHuUA — Ecnu paHHbIn napameTp akTuBupoBaH, TO

npaeunia yHKLUM KOHTPOMS MPOMYCKHOW cnocobHocTy ByayT paboTaTb.

»  Tun nuHun — BbibepuTe NpaBuiibHbIA TUM BaLlLEro NogkntodeHnsi. Ecnu Bol He 3HaeTe, Kakomn

BbIGpaTb, o6paTuTech k Balemy nocTaBuky NHTepHeT-ycnyr.
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> MWUcxopsawasn nonoca nponyckaHua - CKOpOCTb 3aKkavvMBaHUA Ha yaanéHHbl cepBep vepes
nopt WAN.

> Bxopswasa nonoca nponyckaHua - CKOpPOCTb CKauvMBaHWSA C yOanéHHoro cepsepa vepes
nopt WAN.

4.13.2 Cnucok npaBun

Beibpae KoHTponb nponyckHoM cnocobHOCTU - CNMCOK NpaBuil, Bbl CMOXETE NPOCMaTpuBaTh

N HacTpamBaTb NnpaBuiia KOHTPONA |'|p0|'|yCKHO|7| CnoCcoBHOCTU, Kak NOKasaHo Ha PUCYHKEe HUXe.

McxonAwaa nonoca npony ckaHuA (KBut/cer)|Bxogawan nanoca npanyckadka (RouT cek)
Dl OnucaHue Bintaumnte|MameHuTE
IlWH. Make. WK Ilake.

B HaCTOALLee EPEMA CMCOK NYCT.

HoGaeuTs. . YOanWTe BCE

Mpeabiaywaa Cnegyiowaa - TeryWwMi N2 |1 s | cTpaHHua

Puc. 4-75 Cnuncok npaeun

» OnucaHue - VMIHbopmaumsa ¢ onMcaHnem BKITHOYAET AMana3oH agpecoBs, AManas3oH NnopToB U

NPOTOKOS1 nepenayn.

> Wcxopsawaa nonoca nponyckaHus - MakcumanbHasi CKOPOCTb 3akayuMBaHUS Ha yaaneHHbIN

cepsep 4epe3 nopt WAN, no ymonyaHuo yctaHosneHo 0.

> Bxopsawasa nonoca nponyckaHusi - MakcumanbHasi CKOPOCTb CKauMBaHUSi C yOaneHHoro

cepepa 4vepe3 nopt WAN, no ymonuanumto yctaHosneHo 0.
> Brknouutb - CocTosiHME NpaBuna; NnokasbiBaeT, byaeT N NpMMEHATLCA JaHHOEe NpaBuno.

> W3MeHnTb - BbibepuTe [aHHbI NYHKT AN U3MEHEHUS WNW yOoaneHus CyLlecTByoLlen

3arincu.
Y1061 [06aBUTb WM  U3MEHUTb npaBuno ynpaBleHus nofnocon nponyckKkaHus,
HeobGxoaMMo caenatb crnegywoulee:

War 1: Haxmute kHonky [lo6aBUTb... (CM. Puc. 4-75). [IomKHO OTKPbITbCS OKHO, Kak NMoka3aHo
Ha Puc. 4-76.

LWar 2: BeeauTe crnegyowme AaHHble(aaHHble 6epyTcsa ToNbKoO ANs npumepa).
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HacTpoikn npaBun ynpasneHWA Nonocoi NponyckaHua

BHMH4HTE:

Nuanazo IP-agpecos: 192.1658.0.100 -

OwnanazoH NopToR: -

MpoTokon: Bce -
MiUH. Nonoca NponyckaHua Makc. nonoca
(KGuTic) NpoNyCKaHuA (KBKUTic)
Hcxooawas nonoca nponycKaHuA; 5000 6000
BX0oaAman nonoca nponycKkaHua: 10000 12000

[CoxpaHnTb][ Hasag, ]

Pwuc. 4-76 HacTpolikvn npaBun ynpaeneHusi MONOCON NponycKaHus

War 3: HaxmuTe kHonky CoxpaHuTb.

4.14 Mpueaska IP- u MAC-agpecoB

NMpueazea IP- n MAC-anpecoB

- MNapameTpil NPHEAZKH

- Tabmuua ARP

Puc. 4-77 Mento MNpusaska IP- u MAC-agpecos

MeHto Mpueaska IP- 1 MAC-agpecoB cogepxut asa nogmeHio (cM. Puc. 4-77) — MNMapameTpbl
npuBaskn 1 Tabnuua ARP. YT00bl HAcTpouUTb HYXHYK YHKUMIO WX NOCMOTPETL €é
napameTpbl, Bbibepute COOTBETCTBYIOLLUIN aneMeHT. Huxe npusogutca nogpobHoe onucaHue no

Kaxaomy nogmeHio.

4141 MapameTpbl NPUBA3KU

[laHHOe OkKHO CoAepPXKnT Ta6n|/|u,y Hapameprl NPUBA3KU, B KOTOPYKHO Bbl MOXeETe€ BHOCUTb

Heobxoaumble nameHeHus (cm. Puc. 4-78).

napameTphl NMPUBA3KKA
CeazbiBanue ARP: @ Omnmyvate (¢ Brnouute

1D MAC-apgpec IP-appec CeAszaTe NimeHNTE

Cnucok nycT

HobaEnTs .. Brn4MTE BCE COITKNKYKTE BCE YAanuTe BCe HarTu

Mpeaelgywan Cneayiowad | Texywywi NQ CrpaHuya

Puc. 4-78 MapameTpbl NpUBSA3KN

» MAC-agpec - MAC-agpec KOHTPONIMPYEMOro KOMMbIOTEPA NTIOKaNbHOW CETU.
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> IP-appec - HasHayeHHbIN IP-agpec KOHTPONMpyeMoro KOMnbloTepPa fOKanbHON CeTu.

» CBsasatb - BknioyeHue yHKUMM cBA3bIBaHNA Mo npoTokony ARP Onsi KOHKpETHOro

yCTpOWCTBA.
» W3MeHuTb - NIameHeHne unu yganeHue cyLecTBYIOLLEn 3anucu.

Ecnn Bbl xoTnte go6aBntb N M3MeEHUTb 3annchb ceAasbiBaHus IP- n MAC-agpecoB, Haxmute
kHonky [lo6aBuTb... unn UameHuTtb. epen Bamu OTKpoeTCcs OKHO, NpeAacTaBneHHoe Ha Puc.

4-79, B KOTOPOM Bbl MOXeTe 000aBUTb NN U3MEHUTb 3anuck cBssbiBaHus IP- 1 MAC-agpecos.

CeAazatb:
MAC-appec:

IP-appec:

[ CoxpaHuTb ] [ Hazan ]

Puc. 4-79 MapameTtpbl npuessku IP- 1 MAC-agpecoB
Y1001 fOOABUTL 3anuck npuBasku IP- u MAC-agpeca, Heo6xoaumo caenaTthb crieaytollee:

1. Haxmute kHonky lo6aBUTh... (CM. Puc. 4-78).

2. Yxaxute MAC- n IP-agpec.

3. Bbibepute adenky CeazaTb.

4. YT106bl COXpaHWTb cAenaHHble N3MEHEHUS, BOCMOSb3YUTECh KHOMKOW COXpPaHUTD.
YT100bl M3MEHUTb WNU ypanuTb YXe CYLUeCTBYHLLYH 3anucb, HeobxoauMmo caenaTb
cneaytoluee:

1. Bbibepute 3anuch B Tabnuue.

2. B konoHke U3meHUTb BbIGEpPUTE, COOTBETCTBEHHO, U3MEHUTb nnn Ypanurtb.
Y106bI HANTN CYLLECTBYHOLLYIO 3aMNUCh:

1.  HaxmuTe kHonky HanTu, kak nokasaHo Ha Puc. 4-78.

2. Beegute MAC vnu IP-agpec.

3. HaxwmwnTe kHonky Hantu, kak nokasaHo Ha Puc. 4-80.
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Hajiti 3anuce npueasku IP- n MAC-agpeca

MAC-anpec: | |

IP-agpec: | |

] MAC-agpec: IP-agpec: Ceznate  [JIMHE

Tekyunin CnMcok Nycr.

| Haitn | | Hasaa |

Puc. 4-80 Hantu 3anucbk npussasku IP- u MAC-agpeca
YToObl akTMBMpPOBATL BCE 3aNUCK, BOCMOSb3yNTECh KHOMKON BknounTb Bee.
YTtoObl yaanuTb Bce 3anucu, BOCMOSb3yMTeCh KHOMKON YaanuTb Bce.

4.14.2 Taonuua ARP

[na ynpaBneHus KOMNbOTEPOM Bbl MOXETE BECTM HabnogeHne 3a KoMnbloTepamu floKanbHOM
cetu, npoeepssa npuesasky MAC- n IP-agpecos B Tabnuue ARP. Takke Bbl MOXETe NMPOM3BOANUTb
HacTponky anemeHToB Tabnuubl ARP. B gaHHoM okHe otobpaxaercs Tabnumua ARP. Ona

CcoAepXunT NHopMaLmio No MMmetoLmmces 3anncam npmeaskn IP- 1 MAC-agpecos (cm. Puc. 4-81).

Tabnuua ARP

ID MAC-agpec IP-appec CocCToAHNE HacTpolika
1 6C626D-F7-318D 192.168.0.100 He CBA3aHO 3arpyante Ynanute

CeHAzaTE ECE [ 3arpyauTe BCE ] [ OBHoBUTE

Puc. 4-81 Tabnuuya ARP
» MAC-agpec — MAC-agpec KOHTPONMPYyeMOro KOMMbOTEPA NOKaNbHOW CETHU.
» IP-appec - HasHa4eHHbIN IP-agpec KOHTPONMpyeMoro KoOMnbloTepa foKanbHON CeTu.
» CoctosiHue - Hannume nnun otcytcteue ceasbiBaHna MAC- n IP-agpeca.

> HaCTpOﬁKa - [aHHble KHOMKK NCNONb3yrTCA AONnd 3arpy3km unun yparneHuda 3reMeHTOoB

Tabnuupl.

e 3arpys3uTb - [lobaBneHne anemeHTa B Tabnumuy.

e Hactpomka - YoaneHnue anemeHta u3 tabnuupl.

Cesazatb Bce - CBsizaTb Bce TeKylinme 3nemMeHTbl, AdaHHadA onuuda AOOCTYyMnHa, TOJIbKO eCln

dyHKUMA cBA3bIBaHUA No npoTokony ARP BknioveHa.
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3arpy3uTb Bce - 3arpy3untb BCE 3N1IEMEHTHI B Tabnumuy.
Y1066l 06HOBUTE MHDOPMALMIO, BOCNOSIb3yNTECH KHOMKON OGHOBUTL.

& MMpumevaHue:

OnemeHT He MOXeT ObITb 3arpykeH B Tabnuuy, ecnu ero |IP-agpec 6bin 3arpyxeH paHee. B aTom
cnyyae cuctema BblgacT coobuieHne o6 owmnbke. AHanormyHo yHkums "3arpysutb Bce"
3arpy3nT TONbKO TE 3fIEMEHTbI, MapameTpbl KOTOPbIX HE COBMAZAOT C YXE UMEKLMMUCH B

Tabnuue.

4.15 OuHamunyeckmn DNS

Mpwn BbIGOpe meHio AuHamuyeckunn DNS Bbl MoxeTe onpegenate napameTpbl paboTbl hyHKUMN.

MapupyTmusaTop nogaepxunBaeT (PYHKUMIO ANHAMUYECKOW CUCTEMbl AOMeEHHbIX uMeH (DDNS),
KoTopasi AenaeT BO3MOXHbIM XOCTUHI canTa, FTP- nnn nodtoBoro cepeepa ¢ oMKCUPOBaHHbLIM
OOMEHHbIM MMeHeM (KOTopoe Bbl YKa3blBaeTe camMu) W OMHaMUYeckuMm agpecoMm.  JTo
no3BongdeT BalWMM Apy3bsM MOAKMYATLCA K BalleMy cepBepy, ykasaB AOMEHHOE WMSI BHe
3aBMCMMOCTU OT 3HadeHus IP-agpeca. lNepen TeM Kak NPUCTYNUTb K UCMOMb30BaHUIO AaHHOW
dyHKUMM HeobxoaMmo 3aperncTpupoBaTtbcs Yy npoBavgepa cepsuca DDNS, Hanpumep

www.comexe.cn, www.dyndns.org nnu www.no-ip.com. OT noctaswuka WHTepHeT-ycnyr Bbl

nonyynte naposib Uin KIkou.

4.15.1 Comexe.cn DDNS

Ecnu B kayecTBe nocTtaBwmka ycnyr DDNS 6bin BbiGpaH www.comexe.cn, A0IMKHO MOSIBUTLCA

OKHO, NnokasaHHoe Ha Puc. 4-82.
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MNocTaBwuk yenyr: Comexe [ www.comexe.cn ) | [epefty k perucpauun. .

NomenHoe uKuA:
HNomenHoe uwuA:
HomeHHoe HKA:
HomeHHoe HKMA:

HNomenHoe uuA:

WuA nonbioeaTenn: LUSEMmame

Mapons: PR

[0 Brniaumrte DOMS

CocToAHNe NoQKNWYEHNA: DDOME He zanyweHa!

BorTtu BrIfTK

COXpaHuTE

Puc. 4-82 Hactponkun Comexe.cn DDNS

Onsa yctaHoBku napameTpoB DDNS Heo6xoaMMo BLINOMHUTL crieayloluve OerUCcTBUA:

1. [loMeHHOe WMsI BBeOMTE COOTBETCTBYIOLLEE 3HAYEHWE, MOyYeHHOe OT MOCTaBLLMKa

NHTepHeT-ycnyr.
2.  YkaxuTte UMa nonb3oBaTensa y4ETHOM 3anmcu.
3.  Ykaxute MNaponb y4E€THOM 3anucu.
4. Haxmute kHonky BonTu ona Bxoga B cuctemy.

CocTtosiHue nogkntoveHus - OTobpaxaeTca cocTossHUe nogknoveHus k cepsmcy DDNS.

Haxmute kHonky BbInTK, 4TOOLI BEINTU U3 CUCTEMBI.

4.15.2 Dyndns.org DDNS

Ecnu B kayecTBe nocrtaBwmka ycnyr DDNS 6bin BbiOpaH www.dyndns.org, nosiBUTCA OKHO Kak

nokasaHo Ha Puc. 4-83.

-102 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

dyHkuna DDNS

MocTaBunk yenyr: |Dyndns { v cyndns org ) V| [epeiTd K pErHCTRaLMA. .
WuA nons3oBaTens: | LUSEMame |
Maponb: | eeseenee |

HNoweHHoe uuA: |

[0 Brniouute DDNE

CocToAHNe NoOgKNHYEHHA: DOMNE He zanyweHa!
’ Baiti ] ’ Briiti

Puc. 4-83 Hactpownkm Dyndns.org DDNS
Onsa yctaHoBkM napameTpoB DDNS Heo6xoaumMo BLINONHUTL crieaylolime AencTBUSA:

1. Ykaxute UMAa nonb3oBaTens y4ETHON 3anucu.

2.  YkaxuTte Naponb y4€THOM 3anucu.

3. Ykaxute [lomeHHOe nmsA, nonydeHHoe oT nposargepa cepsmca DDNS.

4. Haxmute kHoMKy BonTun onsa Bxoga B cUCTEMY.

CocTosiHne nogkntoveHus - OTobpaxaeTcs CocTosiHMe noaknoveHus k cepemucy DDNS.
Haxmute kHonky BbInTK, 4TOObI BEINTU U3 CUCTEMBI.

4.15.3 No-ip.com DDNS

Ecnn B kauecTBe noctaBwmka ycnyr DDNS 6bin BbiOpaH www.no-ip.com, NOABUTCS OKHO Kak

nokasaHo Ha Puc. 4-84.

$yHKuMA DDNS

MocraBumk yenyr: |ND—|F' [ waiey NO-ip.cam ) V| [epeitn k perucTpauuy. .
HuA nonkzoeaTena: | Lsemame |
Mapons: | sesesens |

HNomenHoe uMA: | |

[ Brntouute DDNS

CocToAHHE NOOKNKYEHHA: DOMNS He zanyweHa!
’ BoiTi ] ’ BhIATK

Puc. 4-84 Hactponku No-ip.com DDNS
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Onsa yctaHoBkM napameTpoB DDNS Heo6xoaMMo BLINONHUTL crieayloline AeNCTBUA:
1.  Ykaxute AMA nonb3oBaTens y4ETHON 3anuncu.
Ykaxute Maponb y4€THOM 3anucu.

YkaxuTte [loMmeHHOe nms, nonydeHHoe OT npoBanaepa cepsuca DDNS.

> w N

HaxmunTte kHonky BonTn, 4TOoObLI BOWTU B CUCTEMY.
CocTosiHMe nogknto4veHus - OTobpaxaeTcs cocTosiHMe noaknoveHus k cepeucy DDNS.

HaxmuTe kHonky BbIATU, YTOGbLI BLINTM U3 CUCTEMBI.

4.16 CucteMHble MHCTPYMEHTbI

CMCTEMHBIE HHCTPYMEHTHI

- Hactpoiika BpemeHu

- InarHocTHKa

- 0bHoBnenue BcTtpoenHoro MO

- 3apopckne HACTPOMKM

- PezepBHan KoNWA W BOCCTAHOBNEHWE
- lepesarpyzka

- Mapone

- CucTeMHBIR XypHan

- Pabounid pexumM

- CratMcTMka

Puc. 4-85 MeHo CuUCTEMHbIE MHCTPYMEHTbI

MeHio CucTeMHble MHCTPYMEHTbI COOEpPXWUT criegylowme pasgensi: Hactporka BpemeHwm,
OunarHoctuka, O6HoBneHne BcTtpoeHHoro MO, 3aBoackue HacTpomku, PesepBHasa konus 1
BoccTaHoBneHue, [lepesarpy3ka, [Maponb, CuctemMHbi XypHan, Pabounn pexum u
Cratuctuka. BbibpaB kakon-nMbo 13 nogpasdenoB  MEH  MOXHO — HacTpauBaTb

COOTBETCTBYHOLLME PYHKUMU. Hke ykasaHa nogpobHas nHgopmaumsi o Kakaom nogpasgene.

4.16.1 HacTtpouka BpemeHu

BbibpaB MeHi0 CUCTeMHbIe MHCTPYMeHThl - HacTponka BpemMeHu, Bbl MOXETE HacTpauBaTb

napameTpbl BPEMEHW B OKHE, NPeACTaBNEHHOM Ha PUCYHKE HUXKE.
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YacoBoi noac: (GMT+03:00) Barnaa, KyselT, Hailpobu, 3p-Puag, Mockea v
HNara: 1 1 1870 (MecAw/aeHL/ron)
Bpena: 0 27 9 (MACEIMHHYTEYCEKY HA )
NTP-cepsep I: 0000 (He oBazaTencHo)
NTP._cepeep II: 0000 (He oBazaTencHo)

Mony“MTe CRegHEE BREMA N0 FpMHEqu]

NMetHee BpeMA: (‘) OTKNHYKTE (;j Brntoumute Ha BECE ron, (\’.EKJ'I}G\-IMTb Ha onpefeneHHoe BpemA

Hauano: AHE. 1id Bock oo
Konew; Jek 40 Bockp. ao
CocToAHHe NEeTHET0 BpeMeHN: NETHEE BREMA BKIHIYEHD
Mpumeyanne; Haxmute Tlonyqute cpedHes Bpema no CpuHeryy’, YTofiel 0BHOBMTE BpeMA C cepeepoR Yepes MHTepHeT
CoxpaHuTb

Puc. 4-86 Hactpoika BpeMeHu
YacoBou nosic — Beibepute yacoBon nosc.
Darta — Ykaxute gaty B doopmate mecsu/geHb/roq,.

YkaxuTte Bpems B bopmaTte yac/MUHyTa/cekyHaa.

NTP-cepBep 1/NTP-cepBep 2 — Beeaute agpec unum gomeHHoe nms NTP-cepBepa 1 nnu
NTP-cepBepa 2, nocrnie 4ero MmapLipytusatop nonyynt napameTpbl BpemeHn ¢ NTP-cepsepa.
Kpome Toro, ans HekoTopbix BCTPOeHHbIX NTP-cepBepoB MapLUpyTM3aTop MOXET nonyyatb

3Ha4YeHne BpeMeHn aBToMaTn4eCkn npm nogknro4eHnn K VlHTepHeT.

MNocTtaBbTe rano4ky B none Bknountb netHee BpemMs, YTOObI BKNIOYNUTL (byHKLI,I/II-O neTHero

BPEMEHM

Hauano — Bpewmsi, ¢ koToporo HadnHaeTcs neTHee Bpems. Bbibepute mMecsl, B nepBoM nore,

Heaento BO BTOPOM Mnone, 1 BpeMA B TPETbEM MNorne.

KoHeu — Bpemsi, korga 3akaH4MBaeTcsl netHee BpeMs. Bbibepute mecsu B nepeom norne,

Heaent BO BTOPOM Mnorne, n BpeMA B TPETbEM Norne.

CocTtosiHue neTtHero BpeMeHU — OTo6pa>KaeT COCTOAHME, UCNOJIb3YETCA N NieTHee BpeMs

nnn HeT.

YT106bI HACTPOUTL BPEMS B PYYHOM pexume:

1.

2.
3.
4

BbibepuTe yacoBon nosic.
Ykaxute [laTty B opmaTe mecsu/aeHb/roa.
Ykaxute Bpemsa B bopmate yac/muHyTa/cekyHaa.

HaxmuTe kHonky CoxpaHUTb.

Y106bI HaCTPONUTL BpeMS aBTOMaTUYECKMU:
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BribepuTe yacoBown nosc.
BeeauTte agpec unu gomeHHoe umsa NTP-cepsepa 1 nnu NTP-cepBepa 2.
HaxmuTte kHomky Monyuntb Bpemsi no puHBUYY, 4TOObI MonyyaTb CUCTEMHOE BpeMs

yepes MHTepHeT npu Hann4nm NOAKNMKYEHUA K HEMY.

Y100bI YCTaHOBUTL NeTHee BpeMsa:

1.

2
3.
4

4.

lMocTaBbTe ranoyky B A4enky BknounTb neTHee Bpems.
BibepuTte 3Ha4yeHMe Ha4yana netHero nepuona BpeEMEHM.
Bbibepute 3HayeHne KoHua netHero nepnoga BpeEMeEHM.

Ons COXpaHeHNA HaCTpoeEK, HaXXMUTE KHOMKY COXpaHMTb.

TNeTHee BpeMA: C. OTKNKYMTE c. BrntoumnTe Ha Bech Mo @.BKJ'IHJLMTI: Ha onpefeneHHoe BpemMA
Havano: Ans. | | 1id v | |Bock. »| |00
Koneu: Jex. ~ |4ii »| Bockp. » | |00 v

CocToAHHe NeTHero BpeNeHH: NeTHeE BEpPeMA BKNHYEHD

Mpuneyanue: Hakmute Tlonyuute cpentee spema no Mpunerdy’, ytobkl oBHOBKTE BpemMA © cepeepoB Yepes MHTEpHET

MpumeyaHue:

[aHHasa HacTpowvika byaeT mcnonb3oBaTbCs AN psaa PyHKUMIA C BPEMEHHBLIM KPUTEPUEM,
Hanpumep, Ons MeXCeTeBOoro akpaHa. Ecnun s3HayeHne BpemMeHn He 3agaHo, 3T OYHKUMKN He
OyayT pabotaTtb. Taknum ob6pasoM, SBASETCA KpanHe BadKHbIM yKasaTb 3TW 3HaYeHus cpasy
nocne Bxoga B CUCTEMY.

HacTponku BpemeHu ByayT yTepsiHbl MPU BbIKMOYEHWM MapLupyTu3aTopa.

Mpn COOTBETCTBYOLLEN HACTPOWKE MapLupyTM3atop OyaeT nony4yaTb CpeaHee Bpemsi Mo
IpyHBUYY Yepe3 MIHTepHET B aBTOMATUYECKOM pEXMME.

q)yHKLl,Vlﬂ NNeTHero BpeMeHn BCTynaeT B CUIly 4Yepe3 ogHy MUHYTY Mnocrne €€ BKITIOYEHMS.

4.16.2 [OmnarHocTuka

BbibpaB CucTeMHbIe MHCTPYMEHTbI — [IMarHoOCTUKa, Bbl MOXETe Npu nomoLum dyHkumin Ping

n TpaccupoBKa NpoBepsTb PaboTy CETU (CM. PUCYHOK HIKE).
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MapameTpbl AMArHOCTUKN
WHETpyMeHT BHArHOCTHKN: @ Ping () Tpaccupoeka

IP-agpec/NomenHoe HMA:

CuéTunk Ping: 4 (1-50)
Pasuep Ping-nakera: G {4-1472 Baitr)
Bpema oxupanna Ping: 200 {100-2000 mck)
Tpaccupoeka Max TTL: 20 (1-30)

Pe3ynbTaTbl AMArHOCTUKKH

iYeTpoficTeo roToeo.

Puc. 4-87 WHCTpymMeHTbl ANarHOCTUKN

» WHcTpymeHT puarHocTMkm — [ns Bbibopa HeOOXOOAMMOroO WHCTPYMEHTA HaXmute
COOTBETCTBYHOLLYIO PAANOKHONKY.
e Ping - OT0T MHCTPYMEHT ycTpaHseT npobnembl C NOAKMOYEHNEM, AOCTUKUMOCTBIO U

paspelieHnem MMeHn ana KOHKPEeTHOro yarna unu wnr3a.

e TpaccupoBka — OTOT MHCTPYMEHT NPOU3BOAUT NPOBEPKY PaboTbl NMOAKIIOYEHUS.

&= lpumeyaHue:

Bbl MOxeTe npumeHATb MHCTpPyMeHTbl Ping/TpaccupoBka gns nposepku IP-agpeca wnu
OOMEHHOro uMeHu. Ecnn npoBepka uWHCTpymeHTamum Ping/TpaccupoBka B OTHOLUEHMM
IP-agpeca npowna ycnewHo, HO C AOMEHHbIM MMEHEeM BO3HUKNW NpoGnembl, 3TO MOXET
O3HayaTb npobnemy c paspeweHveMm MMEH. B atom cnyyae cnegyet ybeamtbcsi, 4TO
AOMEHHOEe MMS, KOTOPOe Bbl YKasblBaeTe, SBMSETCS paspelléHHbIM, MCnomnb3ysa Ans 3Toro

DNS-3anpocbl (Domain Name System — Crnyx6a LOMEHHbIX UMEH).

> |IP-appec/ OomeHHoe wumsA - Yrkaxute IP-agpec vnn [OMEHHOE WMSA KOMMbIOTEPA,

MOAKITIOYEHNE KOTOPOrO Bbl XOTUTE NPOBEPUTL (K NpuMepy http://www.tp-linkru.com).

» Cuétuunk Ping — [Noka3sbiBaeT YNCHO OTNPaBMAEHHbIX 3X0-3anpoCoB.
» Pasmep Ping-naketa — YkasblBaeT KOM4ecTBO 6aNTOB faHHbIX K OTMPaBKe.

> Bpemsa oxupaHua Ping — Bpemsa oxugaHus oTBeTa Ha axo-3anpoc. Ecnu B TeveHue

YKa3aHHOro BpeMeHn HeT OTBeTa, TO BpeMA OXXnaaHuAa coegnHeHUA npeBbilLeHo.
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» TpaccupoBka Max TTL — Ykaxute mMakcnmarnbHOe KONMMYeCTBO OTCKOKOB (MakcuMMarnbHoe

3HayeHne TTL) Ha NyTn noncka KOHEYHOW TOYKM.
HaxmuTe kHonky HavaTtb, 4To6bl Ha4aTb npouenypy AMarHOCTUKM.

B okHe Pe3ynbraTthl AMarHocTuku 6yayT npeacraBneHbl pesynsrathl.

Ecnun pe3ynbrat aHanornveH pesynboraty, npeacrtaBneHHOMY Ha PUCYHKE HUXKe, C NoAgKIiyYeHnemMm

K VIHTepHeT Bce B nopsigke.

PESYH bTaTkl AUATHOCTHKH

Pinging 192.168.0.254 with 64 bytes of data:

Reply from 192.168.0.254: bytes=b64 time=1 TTL=b4 seg=1
' Reply fram 192 168.0.254: bytes=64 time=1 TTL=64 seq=2
v Reply from 192.168.0.254: bytes=54 time=1 TTL=64 seq=3
v Reply from 192.168.0.254: bytes=64 time=1 TTL=b4 seqg=4 i

I Ping statistics for 192.1658.0. 254
Nackets: Sent =4, Heceived =4, Lost =0 (0% loss),

» Approximate round trip times in milliseconds:

Puc. 4-88 Pesynbratbl AMarHOCTMKK

&= lMpumeyaHume:

OOHOBPEMEHHO WHCTPYMEHTbI AMAarHOCTUKM MOTYT MCMonb3oBaTbCs He Oornee 4eM OOHMM
nonb3oartenem. MapameTtpbl "Cuétumk Ping", "Pasmep Ping-naketa" n "Bpemsa oxungaHuna Ping"
AaBnaAlTCca napametpamu ¢yHkumm Ping, a "TpaccupoBka MAX TTL" napameTpom qyHKUUK
TpaccupoBKu.

4.16.3 OGHoBneHue BcTpoeHHoro MO

BbibpaB CucteMHble MHCTPYMeHTbl - O6HoBneHue BcTpoeHHoro MO, Bbl MoxeTe 0OHOBUTL

BcTpoeHHoe MO mapLupyTmnsaTopa (CM. PUCYHOK HUXE).

Daiin:
Bepcua serpoennoro M0: 3.15.2 Build 130411 Rel.37758n
Bepcua obopysoBaHua: MWR3020 1 00000000

Puc. 4-89 OG6HoBneHune BcTpoeHHoro N0
> Bepcusa BctpoeHHoro MO — Tekywas Bepcusi BCTpoeHHoro M0O.

> Bepcuna obopynoBaHuAa - Tekywass Bepcusi annapaTHOW 4dacTu. Bepcus, ykaszaHHas B

hanne oOHOBNEHMS, U TEKyLLLAst BEPCUSI OMKHbI COBNaaarhb.

Y1o6bI npousBecTM OOHOBNEeHMe BcTpoeHHoro [1O MmapwpyTusatopa, Heob6xoauMMoO

caenartb cneayloujee:

1. CkavanTe nocneaHow Bepcuto daiina obHOBMEHMS C HALWero canTa
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(http://www.tp-linkru.com).

2. B none ®ann ykaxxuTte unu, Haxkas kHonky O63op, BbibepuTte nyThb K dhanny BctpoeHHoro 10,

COXPaHEHHOTo Ha BalLeM KOMMbIoTEpe.

3. Haxmute kHonky OBGHOBUTL.

& [MpumevaHwme:

1) dannbl 06GHOBNEHNI HAXOO4ATCA Ha canTe http://www.tp-linkru.com, oTKyaa nx MOXHO ckavaTb.

Cnenyet npousBoauTb OGHOBMNEHWS TOMbKO ToOrda, Korga HoBasi BEpPCUst COOEPXKUT
Heobxogumyto Bam dyHkumMo. OOHako nNpy  BO3HMKHOBEHUWM MPOGREeM CBA3aHHbIX C
MapLUpyTM3aToOPOM, a He ero HacTpoWkamu, creayeT NPou3BecTU OBHOBMEHNEe BCTPOEHHOro
Mno.

2) Tlpn obHoBNeHun BCTpoeHHoro MO Tekylime HACTPOMKM MOTYyT He coxpaHuTbes. MosTomy
npexae Yyem npomsBoauTb OBHOBMEHMWE, 3anuinTe caenaHHble BaMyW HacTPOWKK, YTOBbI UX

MOXHO ObIfT0 BOCCTAHOBUTb.

3) [lpw oBHOBREHUN NPOLUMBKN HE BbIKNOYaANTE MapLUPyTU3aToOp U HaxumamnTe kKHonky Reset. B

NPOTMBHOM Clly4ae YCTPOMCTBO MOXeET ObITb NOBPEXAEHO.
4) Tlo 3aBepLUeHN0 OOHOBMNEHMS MapLLPYyTU3aTOp aBTOMaTUYECKN BbINOMHUT nepesarpysky.
4.16.4 3aBoackue HaCTPOMKMU

BbiGpaB CUcCTeMHble MHCTPYMEHTbI - 3aBOACKME HAaCTPOMKM, Bbl CMOXETE BEPHYTb 3aBOACKME

HaCTPOMKN (CM. PUCYHOK HUXE):

HammuTe 3TY KHOMEKY ONA BOCCTAHOENEHWA S3E0ACKHY HAcTpOek.

BoccTaHoBMTE

Puc. 4-90 3aBoackme HacCTPOWKM

Haxmute KHOMKY BocctaHoBUTbL AnNsi c6poca BCEX HACTpOEeK A0 M3Ha4alibHO YyCTaHOBJ1€HHbIX

3aBOACKMX NapameTpoB.
e Wwma nonb3oBaTtens rno ymonyaHuio: admin
e Maponb no ymonyaHuo: admin
e IP-agpec no ymonyaHuto: 192.168.0.254
e Macka nogcetu no ymonudanuio: 255.255.255.0

& lMpumeyaHue:

I'Ipm BOCCTaHOBJIEHUM 3aBOACKMX HaACTpOEeK No yMOn4aHuio BCe BHECEHHbIE N3MEHEHUS 6y,£l,yT
noTep4HHbl.
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4.16.5 Pe3epBHas Konusa n BOCCTaHOBNEHUe

Boibpae CucTteMHble MHCTPYMEHTbI - Pe3epBHasi Konusi 1 BOCCTaAHOBIEHUE, Bbl MOXETE
COXpPaHUTb TeKyLlMe HacTpoOnKn B BUAe (hanna u sarpysuTb UX n3 ¢anna, kak nokaszaHo Ha Puc.
4-91.

CoXpaHuTL: [ PesepsHas koA |

Qain: | \[08z0p.._ ] [ BoceTaHosuTs

Puc. 4-91 PesepBHas konus 1 BOCCTaHOBMNEHWE

» UT0ObI COXpaHWTbL BCE TEKYLLME HACTPOMKN B dhalin Ha KOMMbOTEPE MNOKanbHOW CeTH,

HaXXMWUTE KHOMKY PesepBHaﬂ KonwuA.

»  YT06bl BEpHYTLCA K NpeablayLiMm HacTponkam MapLipytusatopa, Heobxogmmo caenartb
cnegyiollee.
e Haxmunte kHonky O630p 1 BbibepuTe HyXXHbIN dann.

e Haxmunte kHonky BoccTaHOBUTD.

&= MMpumeyaHwme:

Tekyline HacTponku OyayT 3amMeHeHbl HacTpolkamu u3 danna. [Npouecc BOCCTaHOBMNEHUS
anutcsa 20 cekyHA, Nocne Yero MapLpyTu3aTop aBTomaTU4ecku nepesarpysurtca. Bo nsbexanme

NOJIOMKN yCTpOVICTBa He OTKIIoYanTe ero oT NUTaHus BO BpeMdA BOCCTaHOBI1EHNA HACTpPOEK.

4.16.6 [lepe3arpyska

Boibpae CucrtemMHble MHCTpyMeHTbl — [lepesarpy3ka, Bbl MOXeTe nepesarpy3uTb

MapLLpyTU3aTop npu nomoLlm kHonkx NMepesarpy3ska (CM. pUCYHOK HUXE).
Mepesarpyska

HasMUTE 3Ty KHOMKY ANA NEPEIArpy3KA.

MepesarpysuTe

Puc. 4-92 MNepesarpyska

HekoTopble HAcTPOIKM MapLLpyTM3aTopa BCTYNAT B CUIY TONBbKO MOCIE nepesarpy3ku CUCTEMBI,
a UMEHHO:

e UN3ameHeHue IP-agpeca cetn LAN (cuctema npom3BenEeT nepesarpy3ky aBToOMaTn4eckn).
e  VameHeHune HacTpoek DHCP.

e  3meHeHue HacTpoek BecnpoBOAHOM Nepedayn gaHHbIX.
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e 3meHeHue nopTa Beb-ynpaBneHus.

e OO6HoBneHne BcTpoeHHoro MO mapwpyTusaTopa (cuctema npoM3BEOET nepesarpysky

aBTOMaTU4eCKM).

e (COpoC TeKylWMX HACTPOEeK M BOCCTAHOBMEHME 3aBOACKMX HACTPOeK MapLupyTM3aTopa

(cuctema npoun3BedEéT nepesarpysky aBToMaTUyeCcKn).

e OO6HOBNEHVe napaMeTpOB HACTPOMKM U3 danna (cuctema npou3BenéT nepesarpysky
aBTOMaTu4ecKkm).
4.16.7 Maponb

Bbl6paB CucremHble UHCTPYMEHTbI — I'Iaponb, Bbl MOXeETe 3aMeHUTb WucxogHoe WuM4A

nonb3oBaTens unu naponb MapLpyTnu3artopa, kak nokasaHo Ha Puc. 4-93.

MMA NONE20EATENA W NApONt He Gon¥HE Beime gAnMHHee 14 CUMEONOE M He JONMHE COfdepwaTe npobene!
Mpenbioywe e HMA NONB30BATENA:

Mpenblaywnil napons:

Hoeoe uMA nonb3oBaTena:
Hoeblit napons:

MopTEEpAUTE HOBBIA NaponL:

[ CoxpaHuTe ] [ OYMCTUTE BCE

Puc. 4-93 Tlaponb

HacTtosiTenbHO  pekoMeHOyeTcss CMEHMTb WCXOQHOE WMsS  Monb3oBaTenss M Maporb
mapLupyTtusartopa. lMonb3oBatento npu Hadane paboTbl ¢ BeO-yTunuTOM OyaeT npeasnioxeHo
BBECTU UMS NONb30BaTens U Naponb.

&= MMpumeyaHume:

[nvHa HOBOro MMeEHW nosib3oBaTens u naponda He OO0JMKHa npesBblllaTb 14 cumBonoB. B umeHn
nonb3oBaTesida 1M naporie Hellb3d UCNoJib30BaTb npo6enb|. Ona noareepXxaeHna napona ero

HeobXxoaMMOo BBECTU ABaXdbl.
Haxmute kHonky CoxpaHuTb, YTOObl COXpPaHUTb M3MEHEHMS.

Y100bI OYNCTUTL nons, BOCI'IOJ'Ib3yl7ITer KHornkon O4YncTuThb BCe.
4.16.8 CucrteMHbIN XypHan

BbibpaB CucTeMHble MHCTPYMEHTbl — CUCTEMHbIN XypHan, Bbl MOXeTe npocmaTpuBaTb
XypHanbl MmapLipyTusaTtopa.
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»

»

Haxas kHonky Cneaywowas, Bbl nepengére Ha CreayloLllyl CTpaHuly, a HaxaB KHOMKY

PykoBoacTBO nonb3oBartens

DYHKUMA aBTOOTAPABKH MOYThI: OTKnOYeHo
Tun wypHana: Ece + | YpopeHb wypHana: Bre v
WHpeke Bpeun Tun YpoBeHb ColepxaHue xypHana
19 |1st day 00:16:01 |DHCP MPHUMEYAHKME [DHCPS: Send ACK to 192.168.0.100
18 |1st day 00:16:01 |DHCP MPHUMEYAHME [DHCPS: Recy REQUEST from BC:E2:ED:F7:31:8D
17 |1st day 00:16:01 |DHCP MPHUMEYAHME [DHCPS: Send OFFER with ip 152.168.0.100
16 |1st day 00:16:01 |DHCP MPHUMEYAHME [DHCPS: Recy DISCOWER from BC:E2:6D:F7:31:8D
15 |1st day O0:11:06 |DHCP MPHUMEYAHME [DHCPS: Send ACK, to 192.168.0.100
14 |1st day 00:11:06 |DHCP MPHUMEYAHKE [DHCPS: Recy REQUEST from BC:E2:6D:F7:31:8D
13 |1st day 00:11:06 |DHCP MPHUMEYAHME [DHCPS: Send OFFER with ip 192.168.0.100
12 |1st day 00:11:06 |DHCP MPHUMEYAHME [DHCPS: Recy DISCOWER from BC:62:6D:F7:31:8D
11 |1st day 00:11:06 |DHCP MPHUMEYAHME [DHCPS: Send OFFER with ip 192.168.0.100
10 |1st day O2:11:08 | DHCP MPHUMEYAHWE [DHCPS: Recy DISCOWER from BC:62:60:F7:31:8D
9 1st day 00:00:18 | SECURITY (MH®O RTSP ALG enabled
a8 1st day 00:00:18 |SECURITY (MH®O H3Z3 ALG enabled
7 1st day 00:00:18 | SECURITY (MHDO TFTP ALG enabled
5 1st day 00:00:18 |SECURITY (MH®O FTP ALG enabled
=3 1t day 00:0017 |SECURITY | MHDO IPSEC Passthrough enabled
4 1st day 00:00:17 |SECURITY |MHDO L2TP Passthrough enabled
3 1t day 00:00:17 |SECURITY | MHDO PPTP Passthrough enabled
2 1st day 00:00:17 |DHCP MNPUMEHAHME |DHCP server started
1 1st day 00:00:07 |NPOHEE  |MHDO System started

Time = 19700101 0:25:02 1503s

L =192.168.0.254 : M = 255.255.255.0
3G/M4G:3G/4G=0.0.0.0:M=0.0.00:G=0.0.0.0

H-Ver = MR3020 w1 00000000 : S-Ver = 3.15.2 Build 130411 Rel.37755n

COBHOBWTE ] [ COXPaHWTL AypHan ] [ BrlcnaTte Ha noYTy ] [ DMUCTUTE HypHaN

Mpenslnywan

Cnegyiowan | Texywai N2 |1«

Twun xypHana - MNpu BbiGope GyayT oToGpaxkaTbCsi TONBKO XypHarbl BbIGpaHHOro Tuna

YpoBeHb XypHana - [pu Bbibope OyayT oToOpakaTbCA TOMbKO >XypHanbl BblIOpaHHOro

YPOBHSI.

O6HOBUTbL - OGHOBUTL OKHO 41151 OTOBpaXKeHNs NOCNeLHero CnMcKka >XXypHaros.

Puc. 4-94

CucTeMHbIN XypHan

CoxpaHuTb XypHan - CoxpaHuUTb BCe >XypHarbl B TEKCTOBbIN dhain.

OuncTntb XypHan — CTepeTb BCe XXypHarbl U3 MapLupyTm3aTopa.

Mpenbiaywasn, BepHETECh Ha NpeablayLLyHo.
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4.16.9 PaGounn pexum

3angute B MeH Ha cTpaHuuy CucCTeMHble MHCTPyMeHTbl — Pabouun pexum, 3gecb

oTobpaxaeTca nHdopmauusa o pexnme padboTsl MapLlpyTM3aTopa.

BknuMthb nporpaMmMHoe nepeknwvieHue

Mocne EKNKIMEHMA NPOTPAMIMHOND NEPEKNHIYETENA NEPEKNHIYETENE HA KOPNYCE YCTROACTES §yHKUMOHUPOEETE He ByneT.
¢ CranpapTHaA To4ka pocTyna
& 3G/A4G-mapwpyTHzatop

() becnpoBogHoil knuenT (WISP) ¢ napupytnzaropon

COxpaHnuTb

PucyHok 4-95 Pexum paboThbl

» CraHpapTHasa To4yka gocTtyna — B 3aTomM pexume yCTponcTBO obecrnevMBaeT COBMECTHbI
OOCTYN HECKONMbKMM MONb3oBaTensaM M MOXeT paboTaTb B HECKONbKUMX OecnpoBOAHbIX

pexunmax: ToO4Ka A0oCTyna, KInneHT, peTpaHCnATop U T. n.

> 3G/4G-mapupyTnsatop — B 3ToM pexrme ycTponcTBo obecrnevmBaeT COBMECTHbIN JOCTYN K
VIHTEpHET AN Heckonbkux nonb3oBartenen Yepe3 ADSL/kabenbHbih MogeM. becnpoBoaHoi
nopT ucnonbayeTt oavH IP-agpec ot noctasLwmka NHTepHeT-ycnyr yepes Ethernet nopt WAN.

B pexume 3G/4G-mapLipyTtmsaTopa 6ecnpoBogHon nopt pabdoTtaet kak nopT LAN.

> bBecnpoBogHon knueHT (WISP) ¢ mapwpytusatopom — B 3TOM pexume yCTPOMCTBO
obecneunBaeT COBMECTHbIN A0CTYN Kk IHTEpHET ANst HECKOMNbKMX NOMb30BaTenen ¢ NOMOLLbHO
WISP (6ecnposogHoro WHTepHer nposangepa). Mopt LAN wucnonb3yet oaumH |P-agpec
6ecnpoBogHoro HTepHeT npoBamgepa 4depe3 GecnpoBogHou MnopT. B atom pexume npu
noaknoYeHMn K WIHTepHeT ¢ nomowbio GecnpoBogHoro WHTepHeT npoBaraepa

6ecnpoBoaHon nopT paboTtaeT kak nopT WAN. MopT ethernet pabotaeT kak nopt LAN.
&= MMpumeyaHume:
MapLipyTrsaTop aBTOMaTUYECKM Nepesarpy3nTcs, Koraa Bbl HaKMETE KHOMKY COXpaHUTb.

4.16.10 Ctatuctuka

BbibpaB CucTeMHble MHCTPYMEHTbl — CTaTUCTUKA, Bbl MOXETE NpocMaTpMBaTb CTATUCTUKY
no MapLupyTn3aTopy, BKktoyas obwmim n Tekywmn Tpadmk no nocnegHemMy UHTepBany NakeTos

CTaTUCTUKN.
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Tekymwee cocToAHHe CTaTHCTHKH: OTKNOYeHo
WHTepean nakeTor cTtaTHcTHEU{D~60): 10 v | CeryHLHbl
AgTo0fHOENEHKE
lpaeuna copTHpoBKN: COpTMPOBKa N0 TEKYWENY KONMHeCTey DaiT ~ [ CBpockTe BCE ] l YOanuTe BCe
Brero Tekyllee cOCTOAHWE
MameHHTE
IP-anpec/ MNakeTos Bar MNaketoe Bait ICMWP Tx UDP Tx SYM Tx
WMAC-agpec
Cnucok nycT.

8w | 2anuced Ha cTpaHuue. Tekywui M2 |1 s | cTpaHdua

Mpegblaywan Cneaytowas

Puc. 4-96 Cratunctuka

> Tekywee cocToOAHUE CTaTUCTUKU — BkroueHo nnn OTKAoYeHOo. 3HavyeHre No YyMOon4aHuio
"OTKMNOYEHO". YTOOLI BKIMHOYMTL (DYHKLMIO KITMKHUTE NO KHOMKe "BkniounTs". ECnin dpyHKumA
OTKMoYeHa, TO QyHKuMs 3awmTtbl oT DoS-atak B oOkHe "BesonacHocTb" Takke 6yger
OTKINIOYEHa.

> WHTepBan ctaTMCTMKM NakeToB — 3HayeHue no ymonyanuio 10. M3 Beinagatowero cnmcka
MOXHO BblbpaTtb 3HayeHune ot 5 go 60 cekyHa. [laHHOe 3HaveHne onpeaenseT NPoOMeEXyTOK
BPEMEHN MeXay OTNPaBKON NaKeToOB CO CTaTUCTUKON.

> [MpaBuna copTupoBKMu — MpaBnna copTMPOBKN OTOGpaXKaeMom CTaTUCTUKN.
lMocTaBbTe ranoyky B nosie ABTOOGHOBIEHME 41151 aBTOMATUYECKOro OGHOBNEHUS.
HaxmuTe kHonky OBGHOBUTb, YTOObLI OOHOBUTL OKHO HEMELMEHHO.

Haxae kHornky C6pocuTb Bce, Bbl OOHYNUTE BCe 3anmcu.

Haxae kHoMKy YaanuTb Bce, Bbl yaanuTe BCe 3anncu n3 tTabnuupi.

Tabnuua cTaTUCTUKMK:

IP-appec/MAC-appec OTtobpaxatotcs IP- 1 MAC-agpechl ¢ COOTBETCTBYHOLLEN CTaTUCTUKOMN.

MakeTbl KonuyectBo nakeToB, NOJTY4YEHHbIX 1 OTMNPaBIEHHbLIX MAPLLPYTU3aTOPOM.
Bcero

Bant KonnyecTtBo 6aiT, Mony4yeHHbIX U OTNPaBEHHbIX MapLUPYTU3aTOPOM.
Tekyliee KonuuectBo nakeToB, MOMYyYEHHbIX W OTNPaBMEHHbIX 3a MOCNeaHUN

MakeToB
3Ha4YeHue MHTepBan nakeToB CTaTUCTUKMU.

KonnyectBo 6anT, MOMy4YeHHbIX W OTNPaBMEHHbIX 3a MNOCMeaHWN

Bant
WHTepBan nakeToB CTaTUCTUKM.
Konnyecteo ICMP-nakeToB oTnpasneHHbix k cetn WAN, kak ykasaHo B
none UHTepBan nakeToB CTaTUCTUKKU. [laHHOE 3HaYeHWe npeacTaBreHo
ICMP Tx

KaK OTHOLUeHune IITeKyLI.I,aFl CKOPOCTb nepe/:lat-wl/ MakcumanbHas CcKkopocTb

nepegauyn”.
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Konuuectso UDP-naketoB oTnpasneHHbix kK WAN-ceTu, Kak ykasaHo B none
MHTepBan nakeToB CTaTUCTUKWU. [laHHOe 3HayeHMe NpeacTaBrieHO Kak
UDP Tx
OTHOLLEHMe "TeKywas cKopocTb nepepavn/ MakcumanbHas CKOpPOCTb

nepegaun".

Konnyecteo TCP SYN -naketoB otnpaBneHHbix kK WAN-ceTu, kak yka3aHo B
TCP SYN | none UHTepBan nakeToB CTaTUCTUKU. [JaHHOE 3HayeHMe NpeacTaBIieHo
Tx KaKk OTHOLUeHMe "Tekyllas cKopocTb nepefayn/ MakcumanbHasi CKOpPOCTb

nepegaudn".

C6pocutb | O6HYNUTL 3Ha4YeHne 3anucu.

N3meHnTb
Yoanutb YaanuTb CyLLECTBYHOLLYIO 3annch B Tabnumue.

Ha kaxgow cTpaHuue OOImKHO ObiTb 5 3anucen. YTobbl BEPHYTLCA Ha MpeablayLlyto CTpaHuLy,
Bocnonb3yntecb kHonkon [peabigywaa. YTobGbl nepenTt Ha Cregyowyl  CTpaHuuy,
BOCMONb3ynTech KHonkor Cneaytowas.
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maBa 5. Hactpouka MapLiupyTusaTtopa —

BecnpoBogHou knueHT (WISP) ¢ mapwpyTuszatopom

B sTton rmaBe comepxuTtca nHdopmauns 06 OCHOBHbIX HACTPOWMKax, AOCTYMHbLIX Ha KaXaow
CTpaHuue BebG-yTUNUTLI, a Takke O HacTpomke pexuma becnposogHown knueHt (WISP) c

MapLUpyTU3aTOPOM.

5.1 Bxop

MNocne yCﬂeUJHOVI perncrtpauumn Bl yBuaguTe rnaBHoe MEHI0, pachnoJioKeHHOoe crieBa. CnpaBa

HaxoAMTCA cnpaBoYHasi UHOPMAaLUS U MHCTPYKLMN.

CocToRAHKE

bBbicTpan HacTpoiika
WPS

Ceth

becnpoBogHON peXNUM
DHCP

Mepeaapecaunn
bezonacHocTh

PogouTenscKkMil KOHTpONhb

KouTpons aocryna

PacwmupeHHble HACTPORKN MAPWPYTHIALMM
KoHTpons nponyckHoil cnocobHocTH
MpueAika IP- n MAC-agpecos

NDuHamuyqeckuin DNS

CucTeMHbIE MH CTPYMEHThI

PucyHok 5-1

Mogpo6Hasn nHpopmaums Ans Kaxaon cTpaHuubl BEG-yTUNUTLI HACTPOMKM yKa3aHa HIKe.

5.2 CocTosiHue

Ha ctpaHuue CocTosiHne ykasaHa MHGOpMauusi O TEKYLEM COCTOSIHUM MaplupyTusatopa. dTta

NHOPMaLMS OOCTYMHA TOMNbKO ANS YTEHUS.
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BepcHA ecTpoenHoro NO: 3.15.2 Build 130411 Rel.37755n
BepcHA yCTPOHCTEA: MR3020 v1 00000000

LAN
MAC-agpec: 64-70-02-78-A7-78
IP-agpec: 192.168.0.254
Macka noacertd: 255.255.255.0

BecnposogHOW pexnum
becnpoBoHOE BellaHNe: BrnwyeHo

Hua (SSID): TP-LINK_POQCKET_3020_78A778

Kawan: 3]
Pexmm: 11bgn cMewaHHLIA
LiwpHHa KaHana: ABTOMATHUECKK
MAC-agpec: 64-7T0-02-78-A7-78
COCTORHHE KNHEHTA: HML...

WAN
MAC-apgpec: G4-70-02-T8-AT-79
IP-agpec: 0.0.00 L2TRILZTP PoccuAa(lMogknioynTe No TpeGoBaHMmw)
Macka noaceTi: 0.0.0.0
OCHOBHOW WH3: 0.0.0.0

DHS-cepeep: 0.0.00,0.00.0
Bpems B ceTh: 0 day(s) 00:00:00 [Mogkntouury

CraTtucTuka Tpadcmka

Mony4eno OTnpaeneHo
bair: 0 0
Naretoe: 0 0
Bpema paGoTwl: 0 gHen 00:02:24 | COOHOBUTE |

PucyHok 5-2 CocTosiHMe mapLupyTusaropa

5.3 BbicTpasa HacTpounkKa

CwmotpuTe [naBy 3: "PykoBoACTBO MO ObICTPOW HacTpouke."
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5.4 WPS

B atom pasgene cogepxkatcs ykasaHusl, Kak nobaBnTb HOBOE 6eCI'IpOBOD,H08 YCTPOMCTBO K

cyulecTBytoLlern cetn ¢ nomoubio dpyHkummn WPS (Hactpownka 3awmwéHHoro Wi-Fi).

a). 3amnguTe B MeHo Ha cTpaHuly WPS, Bbl nonagéte Ha cneaytoLlyto cTpaHuuy (cM. PyucyHok

5-3).
WPS Cocroanne: Bknio4eHo OTHNDYMTE WPS
Tekywmit PIN-kop; 36310999 [ BoccTaHoeuTs PIN-kog ] [ Co3naTe HoBbli PIN-kog
[0 Otknroumte EBOA PIN-koga ganHoro yoTpoAcTea
NoGaenTe HOBOE YCTPONCTEO: [ JofaEWTE yoTpORCTED ]

PucyHok 5-3 - WPS
» CocTtosiHne WPS — Bkniountb Unu oTkniounTs dyHkumio WPS.

» Tekywmn PIN-kopg — 3gecb otobpaxaetrca Tekywmin PIN-kog ycTponctBa. 3HadveHue
PIN-koga no ymomnyaHuio Bbl MOXETE HAWTU Ha HaKMenke Ha Kopnyce WUin B PYKOBOACTBE

nonb3oBarens.

> BocctaHoButb PIN-kog — BocctaHoBneHue 3HadeHus PIN-koga [o 3HadeHuss o

YyMOIYaHuIo.

> Cospatb HoBbIW PIN-kog — Haxmute gaHHyK KHOMKY AMfS MOMyYeHusi Cry4yanHoro
3HaveHus PIN-koga gns Bawero maplipytusaTtopa. CosgaHve M Ucnonb3oBaHWE HOBOrO

PIN-koga noBbiluaeT 6e3onacHOCTb Ballen CeTu.

> [lo6aBuUTb yCTPOWUCTBO — HaxxmuTe AaHHYIO KHOMKY, YTOObl 406aBUTb HOBOE YCTPOMCTBO K

CYLLECTBYIOLLEN CETU BPYYHY!HO.

b). [Ona nobaeneHns HOBOro yCTPOWCTBA:

Ecnun 6ecnpoBoagHon agantep nogaepxmBaet yHkumio HacTtpownkm sawmwérHoro Wi-Fi (WPS),
Bbl MOXeETe YCTaHOBMTb GecnpoBogHOE noAkmnyeHue mexay 6ecnpoBogHbIM aganTepom U
MapLUpyTU3aTopoMm Haxatuem kHonku — Push Button Configuration (PBC) vinn npu nomowum
PIN-kopa.

& MpumeyaHue:

[nsa ycnewHoro yCTaHOBIEHUS COeAMHEHUsA ¢ nomoLlybio yHkumm WPS, Takke Heobxoommo
NPOmn3BECTM COOTBETCTBYIOLLYIO HACTPONKY HOBOrO YCTPONCTBA.

HacTpolika HOBOro yCTporcTBa onncaHa Ha Npumepe 1crnonb3oBaHusa 6ecnpoBogHOro agantepa
komnaHmm TP-LINK.
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> HacTtpowka HaxxaTuem KHOMNKM

Ecnu 6ecnpoBogHon agantep nogaepxusaet dpyHkumio WPS (Hactponka sawmwénHoro Wi-Fi) n
HaCTpOWKy C MOMOLLBIO HaxaTusi KHomku, Bbl mMoxeTe Oo6GaBuTb ero B CeTb CriegylomyMu

cnocobamu

Cnocob Homep oauH:
War 1. Haxmute kHonky WPS/RESET Ha nepegHen naHenu mapLipytusatopa 1 yaepxusante

N

eé HaxaToun He Gonee 5 cekyHA.

%
- )

=

War 2. Haxmute kHonky WPS agantepa u yaepxvBante €€ HaxaTton oT 2 40 3 CEeKyHA.

War 3. TlogoxauTe, NoOka He NOSABUTCS yKasaHHOE Huxe okHO. Haxmute OK ans 3aeBeplLueHus

HacTporiku WPS.
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HacTpoiika BecnpoeogHOR CeTH

(Wes)

Megknwouerne k cetn no WPS yenewHo
BeINOMHEHD!

OkHo HacTpownikn WPS 6ecnpoBogHoro agantepa

Cnocob6 Homep AaBa:
War 1. Haxmute kHonky WPS/RESET Ha nepegHen naHenu mapLipytmMsatopa v yaepxusante

€€ HaxxaTon He bonee 5 cekyHa,.

7 )

/ﬁ
N 4
War 2. [Onsa HacTponku GecnpoBogHOro agantepa Bbibepute HaxaTb KHOMKY Ha MOeW Touke

AocTtyna/maplipyTtusaTtope B yTunute HacTpoikm WPS kak nokasaHo Huxe, 3aTem

HaxXmuTe MoAKNHYUTD.
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TP-LINK

Tha Rellable Chaice

2 ©

COCTORHME WPS CeTh Mpounb  fononHuTensHo

& [JaHHOE MpUMoXeHine NOMOXKET Bam BbINONHITE HACTPOIKY BECNpOBOAHOI
cet

A
BriGepute cnocod nogknieyeHnA K cati:

@ HaxaTe KHONKyY Ha MOEIl ToYke 40CTyna/MaplpyTHaarops.
() Beectit PIN moeii Toukn 4ocTyna/MapLlpyTinaaropa.

(2 Beacti PIN yoTpoicTea Ha MOei TOUKe J0CTyYNa/MaplLpyTHaTepe.

TOAKIIHONUTL

OkHo HacTpoikn WPS 6ecnpoBogHoro agantepa
War 3. TllogoxanTte, Nnoka He NosIBUTCA ykaszaHHoe Hwke okHO. Haxmute OK ans 3aBeplueHus

HacTponkn WPS.

Hactpoiika GecnpoeogHoil cetn.

Megknwodenne k cetw no WPRPS yenewHo
BhINOMNHEHD!

OkHo HacTporikn WPS 6ecnpoBogHoro agantepa

Cnocob Homep Tpu:
War 1. CoctosiHne WPS pgomkHo ObiTb BKNroYeHo, He MeHsinTe ero, Haxmute [Job6aBuTb

ycTponcTBo (cM. Puc. 5-3), nocne yero Bl yBuante cnegyoLlyto CTpaHuLly.
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¢ Beepwre PIN-k04 HOBOMD YCTRORCTEA.

I |

@ HakmuTE KHOMKY HOBOMD YETPOACTES B TEYEHWE 2 MUHYT.

’ Hazan ] ’ MoaKnoHKTE ]

Crtpannua 5-4 [o6aBunTb HOBOE YCTPOWCTBO

War 2. Bbibepute HaxkmMute KHOMKY HOBOro yCTPOMCTBa B TeYEHUE 2 MUHYT U HaXmute

MoaknouuTbCA.

War 3. Haxmute kHonky WPS agantepa v yaepxusanTte €€ HaxxaTon oT 2 A0 3 CeKyHa.

War 4. TlogoxguTe, Noka He NOSIBUTCA yKaszaHHOe Huxe okHo. Haxmute OK ans 3aBeplueHus
HacTporikn WPS.

Hactpoiika GecnpoeogHoi ceti

Megknwodenne k cetw no WPRPS yenewHo
BhINOMNHEHD!

OkHo HacTtponkmn WPS 6ecnpoBoaHoro agantepa

» C nomouwbto BBoaa PIN-koga

Ecnu HoBoe ycTponcteo nogaepxueaetr dyHkumio WPS (Hactpomnka sawmwéHHoro Wi-Fi) u
ayTeHTudmkaumnio ¢ nomouwibto PIN-koa, Bbl moxetre gobasutb ero B cetb, BBead PIN-kog,

cnegylowmmm cnocobamm.
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Cnoco6 Homep oauH: Beectn PIN-kog B mapLupyTmnsaTtop

War 1. CoctosHne WPS pomkHO ObiTe BKIKOYEHO, He MeHsTe ero, HaXMmMuTe KHOMKY

Hdob6aButb ycTponcTBo (cMm. Puc. 5-3), nocne yero Bl yBuanTe criegyoLLyto CTpaHuLy.

@ Beeoure PIN-kog HOBOrO yCTROACTES.
PIN: |

() HakMUTE KHOMKY HOBOD YCTRORCTES B TEYEHWE 2 MUHYT.

[ Hazan ] [ I'Iummmqmb]

War 2. Buibepute BBectn PIN-kog HoBoro yctpowncrtBa 1 Beeaute PIN-kog 6ecnpoBogHoro
apantepa B nosre PIN kak ykasaHO Ha pUCYHKe Bbllle, MOCre Yero HaxmuTte

MopgknounThbCeA.

& MpumeyaHue:

PIN-kog agantepa Bcerga otobpaxkaetcsi B okHe HacTponkun WPS
War 3. [Ona HacTponkn GecnpoBogHoro agantepa Buibepute BBegute PIN ycTpomcrBa Ha

Moel Touke AocTyna/mapwpyTtusatope B yTunute HacTpoikun WPS kak nokasaHo

HUWXe, 3aTeM HaxxmuTe MoaKnoUnTh.

TP-LINK

The Reliable Choice

o8 N
{ i o -
| s A
. T ¢ =

o k
CocTosHue WPS CeTb Mpopunb  fononHurensHo

e . AaHHoe MpHno:KeHne NOMOXET BaM BLINONHUTE HACTROIKY DecnpoBogHoI
ﬂ';’l @ CETH

Brifepute cnocol nogknioueHnA K ceTh:

(0 HaaTe KHOMKY HA MOBIA TOYKE LOCTyNa/MapLpyTHaaTope
(2 Beectn PIN moeii Toukn gocTyna/maplupyTnaaropa.

@ Beectw PIN ycTpoiicTea Ha Moeil Touke gocTyna/MaplipyTiaarops

MoAKNHO4UTL

OxkHo HacTpovikn WPS GecnpoBogHOro agantepa
& [pumevaHue:

B naHHom cnyyae PIN-kog agantepa no ymonyanuto: 43990757 (CM. pUCYHOK BbILLE).
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Cnoco6 Homep aBa: Beectu PIN-koa ¢ maplupyTtmnsaTtopa
War 1. Bosbmute Tekywun PIN-kog wmapwpytmnsatopa (cMm. PucyHok 5-3) (Kaxabivi
MapLupyTn3aTtop nmeet cBon yHukanbHbli PIN-kog. Bo3bmém, ansa npumepa, PIN-kog

AaHHoro MapuipyTtusatopa: 13492567).

War 2. [LOna HacTponkm OGecnpoBogHoro agantepa Bbibepute BBegute PIN Moen TouKu
pocTtyna/mapLlipyTtusartopa B yTunuTte HacTpoiikn WPS kak nokasaHo Hmxe U BBeauTe

PIN-kog mapwpyTtusatopa B none PIN-koa Toukun goctyna. Haxmute MNoaknounTb.

TP-LINK

The Reliable Choica

= = () & L% A
= - e —
CocToAHue WPS Cems Mpounb  NononHWTENBHO Soft AP

f [aHHoe NPUN0HEHNE NOMOXET BaM EEINONHATE HECTle‘]K}fr GECI'IQDEU,.'J,HDF]
Catn

Bribepute cnocol nogknioueHnA Kk caeT:

(0 HaskaTk KHOMKY HE MOBA TOUKS 4 0CTyNa/MaplupyTHaaTops

@ Beectn PIN moei Touki goctyna/maplpytnaaropa.

PINC 13492564

() Beectn PIN ycTpoiicTBa HA MOeil TOUKe 40CTyNa/MapLupyTHIaTope.

MoaKniouMTs

OxkHo HacTpovikn WPS 6ecnpoBoagHOro aganrtepa

& MpumeyaHne:

PIN-kog mapLupytusaTopa no yMOMYaHUIO MOXHO HaWTU Ha PacrofioXeHHOW Ha HEM Haknewnke
unu B okHe HacTtponkn WPS (cm. PucyHok 5-3).

lWar 3. TlMocne Toro Kak yctpoictBo Byder ycnewHo nofknioveHo K cetn, Bbl nonagérte Ha

CrefytoLLyto CTpaHuLy.

HobaeneHne HOBOro YCTPONCTBA

() Beeaute PIN-kog HoBOMG YCTROACTES.

FPIM-kog; |

(%) HamaTk KHOMKY HOBOIG YCTROACTES B NPEQENaX OBYX MUHYT.

CoeguHedne npowne yenewHeo!

| Hasaa ||_[OoBasuts
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& MpumeyaHue:

1) Ecnu ycTpoicTBO 6bINo ycnewHo AobaBneHo B CeTb, CBETOAMOOHBIA UHOUKATOP COCTOSIHUS
MapLupyTusaTopa byaert ropeTb NOCTOSIHHO.

2) OyHkuna WPS He MoxeT ObiTb HacTpoeHa, ecrnivm oTkrnouveHa GyHkums 6ecnpoBogHoOn
nepegayun AaHHbIx MapLupyTusaTtopa. Nposepbte, YTOObLI PyHKLMA GeCnpOBOAHON nepedayn
AaHHbIX MapLUpyTu3aTopa 6blna BKkMAYeHa Ao Hadana npouecca HacTtponkn WPS.

5.5 Cetb

Cetb
-WAHN

- Knowwpoeanne MAC-anpeca
- LAN

PucyHok 5-5 - MeHio CeTb

MeHto CeTb copepxuT Tpu pasgena (cm. PucyHok 5-5): WAN, KnoHupoBaHue MAC-agpeca u
LAN. 3aiigs B 0QuH 13 3TUX pPa3aernoB MEHI0 MOXHO HacTpamBaTb COOTBETCTBYHOLLNE DYHKLNN.

5.5.1 WAN

3angute B MeHio Ha cTpaHudy Cetb — WAN gna Hactponkn IP-napametpoB WAN, kak

NnoKa3aHO Ha PUCYHKE HNXe.

1. Ecnu Baw noctaBwwmk WHTepHeT-ycnyr wucnons3dyetr DHCP-cepsep, Bbibepute
Ounamunyeckun IP-apgpec. MapwpyTtusatop nonyuut IP-agpec aBTtomaTtudeckn ot Bawero
nocrtaswumka VIHTepHeT-ycnyr. Bbl yBuanMTe cTpaHuuy, Kak ykasaHO Ha pucyHke Huxe (Pwuc.
4-13):
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Tun nopxnoyenna WAN: JuHamuyecknid IP-agpec v
IP-agpec: 0000
Macka nogceTn: 0000
OcCHOBHOWH wWnH3: 0000
CBHOBMTE COceoboaun K nopty WAN He nogknioveH kaéens!

Pasuep MTU (B Baiitax): 16800 (zHaueHMe No yMondyaHmi: 1500, He uaMeHATE Gez HeoBxXoqMMOCTH.)

O Mcnonezoeate chedyiwme aapeca DNS-cepeepos

Mpeanountaembiii DNS-cepeep: 0000
AnbTepHaTHBHbIil DNS-cepBep: 0ooao {HeoBAzaTensHaa HacTpoiika)
Wwa yana: TL-MR3020
O Monyyute IP-agpec ¢ nomowbia Unicast DHCP (Kak npaeuno, ato He Tpebyetca.)

CtpaHuua 5-6  WAN - [uHamuueckuin IP-agpec

B aTom okHe nokasaHo kak napameTtpbl WAN, Bknoyas IP-agpec, macky nogcetu, OCHOBHOM
W03 M T. 4. CETM AMHAMUYECKM HasHadalTcsa nocTtaBlimMkoM WHTepHeT-ycnyr. YTobbl
06HOBMTL MapameTpbl OT nocTaBlimka WHTepHeT-ycnyr HeoOXOoAMMO HaxaTb KHOMKY

O6HOBUTb. YTOGLI COPOCUTL 3HAYEHUSA BOCMNONb3YMTECH KHOMKON OCcBOOOAUTD.

» Pa3smep MTU (B 6anTtax) — O6bi4HO pasmep MTU (MakcumanbHOro pasmepa nakera) ans
bonbwmHcTBa ceten Ethernet coctaenser 1500 Gawt. He pekomeHOyeTcsi M3MEHATb

3Ha4veHue MTU no ymonyaHuio, ecnm atoro He TpebyeT Baw noctaBmk VIHTEpHET-yCnyr.

> MWcnonb3oBatb cneaywuwme apgpeca DNS-cepBepoB - Ecnv Baw nocrasBluymK
WHTepHeT-ycnyr npegoctaBun Bam ogvH mnn gsa IP-agpeca DNS-cepsepoB, Bam crnegyet
BoiOpatb  Ucnonb3oBaTb cnepyrowume agpeca DNS-cepBepoB 1 ykasaTb
Mpepnountaembin DNS-cepBep n AnbrepHaTMBHLIN DNS-cepBep B COOTBETCTBYHOLLMX
nonax. B npotmBHom cnydyae DNS-cepBepa 6yayT NpUCBOEHbI  NOCTaBLUMKOM

NHTepHeT-ycnyr AUHaMUYECKH.

& MpumeyaHue:

Ecnn, nocne ykasaHnus agpeca DNS-cepsepoB, npu nonbiTke 3anTn Ha Beb-canT y Bbl Buante
coobuleHre 06 ownbke, 3TO 0O3HaAYaET, YTO ckopee Bcero agpeca Bawmnx DNS-cepBepoB ykasaHbl
HeBepHO. CBsXXMTECb C BaliMM MocTaBlMKOM WHTepHeT-ycnyr Ans nonyyYeHus npaBuiibHbIX

agpecoB DNS-cepsepos.
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Monyuuts IP-agpec ¢ nomowbio Unicast DHCP - DHCP-cepsepa HeKoTOpbIX
nocTaBLLMKOB WHTEpHET-yCnyr He nOO4AEepXMBAlOT MPUMOXEHNS LUMPOKOBeELLATENbHOM
nepenayun. Ecnu y Bac He nonyyaetcsa nonyumTb IP-agpec obGbl4HBIM MYTEM, Bbl MOXETe
BblGpatb Unicast pexum. (Yawe Bcero HeobxoouMMOCTb WCMNOMb30BaTb 3Ty OMNUMIO

OTCYTCTBYET).

Ecnu Baw noctaBwunk VHTEpHeT-ycnyr npenoctaBngeT cTaTudecknini unm (oUKCUpOBaHHLIN
IP-agpec, macky nogcetu, w3 u onpedenéHHole napameTpbl DNS, 10 Bam cnegyert
BblOpaTe BapuaHT: Ctatuyeckum IP-agpec. MNpu atom Bbl nonagéte Ha cTpaHuuy, Kak

nokasaHo Huxe (Puc. 4-14).

Tun nogknwyenua WAN: Cramyeckmid IP-agpec v
IP-agpec: 0o0oo
Macka noacern: 0.oo.n
OcHoBHOI WNI03: 0ooo
Pazmep MTU (B baiitax): 1500 (ZHa4eHMe no ymonuanuio: 1500, He uaMeHATE Bes HeoBxoaUMOCTH.)
Mpeanountaensiii DNS-cepeep: 0ooo
AnbTepHaTHBHBI DNS-cepeep: 000D {HeoBAzaTeNEHAA HACTPOAKA)

PucyHok 5-7 WAN - Ctatuueckui IP-agpec

IP-appec — Beeaunte |IP-agpec B pecAtnyHom cdopmaTte C pasgenurernbHbIMU TOYKaMMU,

KOTopbIv 6bIN NpegocTaeneH Bawwvm noctaBwukom VHTepHeT-ycnyr.

Macka noacetn — YkaxuTe Macky NoaceT B AeCATUHMHOM hopMaTe C pasaenutenibHbIMM
TOoYkaMu, KoTopasi Obina npepocTaerneHa Bawwm noctaBlwmkom WHTEpHeT-ycnyr, kak

npaeuno, Macka nogcetu: 255.255.255.0

OCHOBHOWM W03 — YKaXNTe OCHOBHOW LUMIO3 B AECATUYHOM cbopMaTe C pasaenutenbHbIMM

TOYKamu, KOTOpbI Gbln NpefocTasneH Bawmm noctaBwmnkom NHTEPHET-YCNYT.

Pasvep MTU (B 6antax) — O6biuHO pasmep MTU (MakcumanbHOro pasmepa nakerta) gns
bonbwmHcTBa ceten Ethernet coctaenser 1500 Gawt. He pekomeHOyeTcsi M3MEHATb

3HayeHue MTU no ymonyaHuto, ecnim atoro He TpebyeT Baw nocrtaBwuk VIHTepHET-yCnyr.

Mpeanountaembin/AnstepHatuBHbin - DNS-cepBep — (Heobs3atenbHaa HacTpowka)

Ykaxute oguH wunu pgBa agpeca DNS-cepeepoB B gecsaTMyHOM  dhopmarte  C
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pasgennTtenbHbiIMKU  TOYKaMWU, KOTOpble Obinn npenocTtaBiieHbl Bawum noctaBLmkom

WNHTepHeT-ycnyr.

3. Ecnm Baw noctaBwmk WHTepHeT-ycnyr npegoctasnser PPPoE-nogknioveHve, To Bam
cneayet BblbpaTb BapuaHT: PPPOE/PPPoE Poccus. lNpu atom HeobGxooumo Oyaet

HaCTpouTb cneayoLume napameTpbl (CM. Puc. 4-15):

Tun nogkmoyennsa WAN: FPFoE/FPFoE Poccua v

Noaxnw4enne PPPoE/PPPoE Poccna:
HuA nonbaopatens:
Maponb:

NoarBepanTe naponb:

BropnuHoe nogkniwyeHne: @ Otemoyeno () Ouwamuueckud IP-appec () Cratadeckui IP-agpec (A Dual Access/PPPoE Poccua)

Pexum nogxnioveHns: ¢ Noaknkuute no TpebaeaHka
MakcumaneHoe Bpema npocToa: | 15 WUHYTE! (0 03HAYAET, YTO NOAKNKYEHKE BYET AKTWBHEIM NOCTOAHHG.)
@ MNopiniouuTs aBToMaThyeckn
© MoprniouuTs no pacnucanuig
Mepnop spemennc | [ 0 (HY:MM) no | 23 29 [H4: MM
¢ MoaknkuuTe BRYUHYH

MakcumaneHoe EpemA npocToa: | 15 MUHYTE (D D3HAYEET, 4TD NOAKNKUEHHE BYLET AKTUEHEIM NOCTOAHHD.)

[ COXpaHuTb ] l,ﬂonnnHMTeanble HachDﬁKm]

PucyHok 5-8 WAN — PPPoE/PPPoE Poccus

> Wma nonb3oBartens/Maponb — Ykaxute nMms nonb3oBaTens U naposb, NpeaoCTaBneHHbIe

BallnM nNocTtaBLLNKOM l/lHTepHeT-ycnyr. 91K nons YyBCTBUTESIbHbI K PETUCTPY.

> [MMopTBepanTb naponb - Beegute ewé pa3 naponb, NpPeaocTaBneHHbIM Bawwmm

NnocTaBLLMKOM l/lHTepHeT-ycnyr ana noarBepXXaeHnsa ero BEPHOCTU.

> BTOpuM4YHOe noaknyeHue — BTOPUMYHOE MOAKIOYEHME OOCTYMHO TONbKO MNpu Bblbope
nogknoyeHus 4depes npotokonn PPPoE. Ecnu  Baw noctaBwmk  WNHTepHeT-ycnyr
OOMOMHUTENBHO NPEeAoCTaBnsieT MNOAKMIOYEHME C MCMOMb30BaHMEM MPUBA3KA HA OCHOBE
OuHamundeckoro/ctatuyeckoro |IP-agpeca ons nogkmnto4YeHusl K NOKanbHOW CETU, HaXmuTe
paguokHonky [OuHamudeckui/ctatmdeckuin IP-agpec gons aktuBaumm ansTepHaTUBHOIO

noaKnr4eHn4..

o OTKnroyeHo — BTOpuyHOE nNOAKMYEHWE OTKMYEHO MO YMOMYaHWIo, UCMONb3yeTcs
TONbKO nogkrtodeHne Yepes npotokon PPPoE. PekomeHayetcsa BoiOpaTh 3Ty ONuuio.

« [OuHamuyeckun IP-appec — licnonb3oBaTb B Ka4yecTBe BTOPUYHOINO MNOAKIHOYEHMS
OunHamundeckun IP-agpec oOT nocTaBwuka WHTepHeT-ycnyr Ana nogktoYeHns K
JNIoKanbHOW CeTu.
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. Cratnyeckun IP-agpec — Vicnonb3oBaTb B KaydecTBe BTOPUMYHOIO MOAOKITHOHEHUS
cTatndeckun IP-agpec ot noctaswuka HTepHET-yCcnyr Ang nogkitodeHns K nokansHom
ceTu.

> TMopgknounTb No TpeboBaHUIO — B HacTpolkax MapLipyTnsaTopa MOXHO yKasaTb, YTOObl OH
aBToMartmyeckun cbpacbiBan coeanHeHne ¢ VIHTepHeT u4epe3 onpedenéHHbin nepuog
BpeMeHn (MakcumanbHOe BpeMsi MPOCTOs1) M BOCCTaHaBNMBan ero, kak Tonbko Bbl cHOBa
nonbiTaeTecb BbINTN B NHTEpHET. Ecnn Bbl xoTuTe, 4TOOLI NOAKMoYeHne K IHTEPHET ObIno
aKTUBHbIM MOCTOSIHHO, BbiGepuTe «0» B none MakcMmanbHoe BpeMsi NPOCTOSA N YKaXnte

BPEMEHHO OTPE30K B MUHYyTaXx, MOCIe KOTOPOro coeanHeHne ¢ VIHTepHeT GyaeT cOpoLULeHO.

> MoaknounTb aBTOMaATUYECKU — MapmpmiaTop adBTOMAaTU4YECKM BOCCTaHaBliMBaeT

coeauHeHne, Kak TONbKO OHO BbINo C6pOLLIeHO.

> MoaknounTb No pacnncaHnuio — MapLupmisaTop 6y,u,eT yCTaHaBnMBaTb MOAKIMOYEeHNEe K

VIHTepHeT nnu paspbiBaTb €ro B yCTaHOBMEHHOe Bpems (B hopmarte HY:MM).

& MpumeyaHume:
OyHkums MopgkniovyeHne no pacnucaHuio OygeT paboTaTb TOMbKo, ecnv Bbl npoussenu
COOTBETCTBYIOLLME HACTPOMKM Ha cTpaHuuy CucTeMHble MHCTPYMeHTbl -> HacTtpowmka

BpeMeHu.

> MMopgknunTb Bpy4YHYO — MoxXHO HaxaTb kHonKy [MogknounTb/OTKAYUTL 415
HEMEANIEHHOTO MOAKIIOYEHNS/OTKITIOUYEHUS. ITOT peXUM Takke nogaepXmBaeT YHKLUMIO
MakcnmanbHoe Bpemsi NMpPOCTof, kKak U B pexume [MogknounTbe No TpeboBaHUIO.
MoakntoveHne k MIHTepHET MOXET ObiTb COPOLLEHO aBTOMAaTUYECKN NMoOcre onpenenéHHoro
nepuvoda npoctosd, HO He Oyger BOCCTAHOBNEHO nNpu nonbiTke obpaTtutbcs K

WHTepHeT-pecypcy.

BHumaHwue: MHorga nogkntodeHne Kk VIHTEpHET He MOXeT ObiTb COpOLUEeHO, gaxe ecnu B nosne
MakcumanbHoe BpeMsi NMPOCTOsi YKa3aHO KOHKPETHOE 3HavyeHWue, T. K. HEKOTOpble MPUITOXKEHUS

NocTosiHHO obpauatoTcs kK MIHTepHeT B hOHOBOM peXxunme.

Ecnn Bam Hy>XHbl ONOMHUTENbHBIE HACTPOMKU, HAXXMUTE KHOMKY [IONONHUTENbHbIE HACTPOMKM,

nocrne 4ero Bel nonagére Ha CTpaHuLy, KoTopyto nnnctpupyet Puc. 4-16:
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Paswep MTU (g Baiitax): 1480 (3HaveHne no ymonvanmo: 1480, He wemenaTs fies HeoBxogmmocTw.)

Wma cepeuca:

WNuA KoHUeHTpaTopa AocTyna:

[] Wcnonezoeate IP-agpec, NpegocTasneHHEIA NOCTABWMKOM MHTEpHET-yCyT

IP-agpec, npesoctaenenHblii noctagmmkon HHTepHet-yonyr: 0.0.00

WHTepBan oHnaiiH-oTCREKHBaHNA: 0 cewkynabl ([0~ 120 cexyna; no ymonyanuio: 0; 0 03Ha4aeT, 4To 0TCAEMMEAHHE HE MPOMCKOIHT.]

[] Wecnonezoeate cnedywuue agpeca DNS-cepeepoe
Mpeanosutaensiit DNS-cepeep: 0o.0o

AnbrepHatienbiii DNS-cepeep: 0.000 (HeofiazaTenbHan HacTpoAka)

CtpaHuua 5-9 [ononHutenbHble HacTpolrikn PPPoE

Pasmep MTU - [llo ywmonuaHuio 3HadyeHne MTU (MakcumarnbHbIi pasmep nakerta)
coctaBnset 1480 6anT, 06bIYHO 3TOrO JOCTATOMHO. B crniyyae ¢ HeKoTopbiMM NOCTaBLLMKaMu
WHTepHeT-ycnyr Bam notpebyetcs He pekomeHayeTcs u3MeHATb 3HadveHue MTU no

YMOIn4aHuio, ecrnv aToro He TpebyeT Balu nocTtaBuiuk MHTepHEeT-yCnyr.

MUma cepBuca/lms KoHueHTpaTopa Aoctyna — MMms cepBuca M UMs KOHLUEHTpaTtopa
JocTtyna. 3T napamMeTpbl Henb3si HacTpavBaTb CaMOCTOATENIbHO, €cnv Tonbko Bbl He
yBepeHbl, 4To 3Toro TpebyeT Baw noctaBwmk WMHTepHeT-ycnyr. Kak npaBuno, aTv nons

MO>XHO OCTaBUTb He3anoJIHEHHbIMW.

IP-appec, npegocTaBneHHbIn nocTtaBwukom UHTepHeT-ycnyr — Ecnn Baw noctaBwimk
WHTepHeT-ycnyr He HasHayaeT aBToMartudeckn |P-agpec maplipytmsatopy BO BpeMms
npouecca peructpauun ansi Bxoga B BeG-yTUNMTY HACTPOMKN, NOCTaBLTE rasiouky HanpoTuB
Ucnonb3oBatb |IP-agpec, ykasaHHbIW MocTaBWMKOM WHTepHeT-ycnyr 1 BBeguTte
IP-agpec, npepocTtaBneHHbIn Bawnm noctaBwukoM WHTepHeT-ycrnyr B OeCATUYHOM

dopmaTe ¢ pazgenuTenbHbIMU TOYKaMU.

UHTepBan oHnamH-oTcnexuBaHua — MapwpyTtusatop Oyger BeCTU MOMCK KOHLeHTpaTopa
Jonycka 4depes3 3afaHHbIi MHTepBan. 3HadeHne no ymonyanuto “0”. MoxHO ykasaTb

3HayeHue oT “0” o “120”. Mpu 3Ha4yeHun “0” Nouck BeCTUCH He ByaeT.

IP-appec DNS-cepBepa - Ecnu Baw noctaBwuk WHTEpHeT-ycrnyr He HasHayaeT
aBTomaTmyeckn IP-agpec mapLupyTnsaTopy BO BpeMsi npoLecca perncrpaumm ons Bxoga B
BeO-yTUNNTY HACTPOMKW, MOCTaBbTe ranoyvky HanpoTue WMcnonb3oBaTb cnegylowume
appeca DNS-cepBepoB n Beegute IP-agpec B gecatndyHom dopmarte ¢ pasgenmreribHbIMU
Toukamm npegnodntaemoro DNS-cepBepa cornacHo uHdopmaumMm OT  MOCTaBLUMKA
WHtepHeT-ycnyr. Ecnn y Bac ectb agpec anstepHatusHoro DNS-cepBepa, ykaxute u ero

TOXe.
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HaxmuTe kHonky CoxpaHuUTb A58 coxpaHeHust Bawmnx HacTpoek.

4. Ecnn Baw noctaBwmk MIHTepHeT-cnyr npegoctaBnseT noaknoveHne yepes kabenb BigPond
(vin Heart Beat Signal), Bbibepute BapuaHT Kabenb BigPond. lNpu atom Heobxognmo

OyneT HacTpouTb criegyloLmne napameTpsbl (M. Puc. 4-17):

Tun nogxmoyenna WAN: Kabenk BigPond v

Hua nonwsosatena:

NMapons:

Cepeep ayTeHTH( MKaUnn: SM-SErver

HoweH ayTeHTH(DHKALMHNH:

Pazuep MTU (g GaitTax): 1500 (3Havenue no ymonyanu 1500, He wamenats Bes HeoBxoguMocTH.)

Hcnonb3yeubiit Ha AanHelil MoMeHT THR [octyna k MuTepHeT: @ MogknounTs no TpeBoeaxkn
MakcumansHoe BpemaA NpocToa; | 15 MUHYT (0 02HAYEET, 4TO NOAKNHYEHHE By ABT AKTMEHEIM NOCTOAHHO.)
O HUJ:\KJ'I}O\IMT!: BETOMATHYECKN
& MopknuMTE BpyUHYD

MakcumaneHoe BpeMA NpocToa: | 15 MUHYT (0 03HAYEET, YT NOAKNKIYEHUE BYABT AKTMBHLIM NOCTOAHHD.)

Mo S OTHMOYMTE  OTKIMKYeHo!

pucyHok 5-10 WAN — Kabenb BigPond

> Uma ﬂOﬂb3OBaTeﬂﬂ/nap0.ﬂb — YKkaxuTte uma nonb3oBatens v naposb, npegocrtaBlieHHbIe

BaLUMM NOCTaBLLMKOM VIHTepHeT-ycnyr. 9T Nons YyBCTBUTENbHbI K PErUCTPY.
»> CepBep ayTeHTUdUKauum — Ykaxute IP-agpec cepeepa ayTeHTUMKaALMN NN UMs y3na.

> J[omeH ayTeHTUdUKaLMKM — YKaxnte nva cepeepa ¢ cydpdmnKCoM AoMeHa C y4eTOM Ballero

MEeCTOHaxXoXaeHuns.
Hanpumep:

NSW /ACT - nsw.bigpond.net.au
VIC / TAS / WA/ SA/ NT - vic.bigpond.net.au
QLD - gld.bigpond.net.au

» Pasamep MTU — O6bl4HO 3HadeHne MTU (makcMmanbHbI pasMmep naketa nepegaBaeMbixX
OaHHbIX) ona 6onbwmnHcTBa ceten Ethernet coctaenset 1500 Gant. He cneayet meHATb 9T0
3HayeHue Kpome Tex CriydaeB, KOraa Bbl YBepeHbl, YTO 910 TpebyeTca Bawwmm noctaBLimKom

NHTepHeT-ycnyr.

»> [MopknuuTb No TpeboBaHUIO — B HAcCTpolikax MapLUpyTU3aTopa MOXHO yKka3aTb, YTOObl OH
aBTOMaTMYEeCKM cOpacbiBan coeguHeHne C VIHTepHeT u4epe3 oOnpedeneHHbIn nepuoa
BpeMeHn (MakcumanbHoOe BpeMsi NPOCTOs1) U BOCCTaHaBnNMBan ero, Kak Tonbko Bkl cHoBa

nonbiTaeTecb BbINTU B MHTepHeT. Ecnn Bbl x0TUTE, 4TOOLI NOAKMOYEHME K MHTepHeT Obino
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aKTUBHbIM NMOCTOAHHO, Bbl6epVITe «0» B none MakcumanbHoe BpeMsA NPoCToA U YKaXXute

BPEMEHHOW OTPE30K B MUHYTax, NOCMe KOTOPoro coegmHeHune ¢ IHTepHeT ByaeTt copoLueHo.

> MogknyunTe aBTOMATUYECKU — MapmpyTM3aTop aBToOMaTn4eCckn BOCCTaHaBIIMBaAET

coeauiHeHue, Kak TONbKO OHO BbINo C6pOLLIeHO.

> TMogknounTb BpYyYHYO — MOXHO HaxaTb KHoMNKy [MogknounTb/OTKNYUTL ONS
HeMeOJTIEHHOrO MNOAKMNIOYEHMSA/OTKIIOMEHNSA. DTOT PEXMM Takke noadepXuBaeT YHKUUIO
MakcumanbHoe BpeMsA npoctos, kak u B pexunme [MogknwyunTbe no TpeboBaHuUIO.
MNogkntoueHue Kk IHTEpHET MOXeT ObiTb COpPOLLUEHO aBTOMAaTMYEeCKM Mocre onpeaeréHHoro
nepvoda nmMpocTod, HO He Oyger BOCCTAHOBMEHO nNpW  MOMNbITKe obpalleHus K
WHTepHeT-pecypcy.
MoxHOo Ha)aTtb KHOMKY nO,D,KnI-O‘-IVITb anga HeMmeaneHHoro noakmn4yeHua unun OTKn4YNTbL

ana HemeaneHHoro OTKINi4YeHun4.

BHumaHue: MHorga nogkntodeHne Kk VIHTEpHET He MOXET BbiTb COpOLUEeHO, gaxe ecnu B nosne
MakcumanbHOe BpeMsi NMPOCTOsi YKa3aHO KOHKPETHOE 3HAaYeHWe, T. K. HEKOTOpblE MPUIOXEHUS

NocTosiHHO obpauyatoTcs K MIHTepHeT B hOHOBOM pexume.

Haxmunte KHOMKY COXpaHMTb Aana coxpaHeHusa Bawumnx HaCTpPOEK.

5. Ecnu Baw noctaBwmk WHTepHeT-ycnyr npepoctaesnseT L2TP-nogknoyeHue, To Bam
cnepyet BblopaTtb BapuaHT: L2TP/L2TP Poccus. Npu aTom Heobxogmmo ByaeT HacTpouTb

cnegytouwme napameTpbl (CM. PucyHok 5-11):

Tun nogkno4enna WAN: L2ZTP{LZTF Poccua A4

WuAa nonezosarena:

NMapone:

Mogknio4uTe COTENi4MTE - OTKAKYeHo!

@ AuHamuuecknd IP () Crariueckui IP
IP-appec/HuAa cepBepa:
IP-agpec: 0.0.0.0
Macka noaceTu: 0.00.0
OcHoBHoIi wnw3: 0.0.00

DNS: 0.000,0000

IP-appec UHTepHeT: 0.0.0.0
Hutepuer DNS: 0.0.0.0 ,0000

Pazuep MTU (e Gaittax): 1460 (no ymonuanmo: 1460, He uameHATs Bes HeobxoguMocT.)

Pexnm nopknoyenna: @ MoAKN0YHTE No TpeBoBaHK
O HD,D,KJ'IPCNMTb ABTOMATHYBCKW
) ToLKNYHTE BRYUHYID

MakcHmancHoe BpeMa npocTon: 15 MUHYTel (0 03HAYEET, 4TO NOAKNKIYEHME By 18T KTHBHEIM NOCTOAHHD.)

PucyHok 5-11  WAN — L2TP
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Uma nonb3osatens/Maponb — Ykaxute UMa nonb3oBartens v MNaponb, NonyyeHHble OT
noctasLwimka UHTepHeT-ycnyr. 3T nonsa 4YyBCTBUTENbHbI K pernctpy. Npu BO3HUKHOBEHUMU

npobnembl 06paTUTeCh K NOCTaBLUMKY VIHTEpPHET-yCnyr.

OnHamnuecknn IP-apgpec/Ctatnueckun IP-agppec — Buibepute Ctatnyeckun IP-agpec,
ecnu Bbl Nony4nnu 3HadeHune IP-agpeca, macku noaceTu, wo3a u agpec DNS-cepeepa ot

noctasLmka MIHTepHeT-ycnyr. B npotnBHOM crniyyae Bbibepute iIHamu4yeckumn IP-agpec.

IP-apgpec/Ima cepBepa — YkaxuTe IP-agpec vnuM OOMeHHOE WMS, MOMyYeHHble OT

nocTaBLUuKa VIHTepHeT-ycnyr.

IP-agppec — Ykaxute |IP-agpec, ncnonb3yembin gns nogknodeHns. (YkasbiBaeTcs TONbKO

npv Bbibope Tuna nogknoyeHus "Cratudeckun IP-agpec”).

> Macka nogcetm - YKaxute 3HayeHMe Macku MOACEeTWU, MOMydYeHHOe OT MOocTaBLiuKa
NHTepHeT-ycnyr. (YKasbiBaeTca TOMbKO Mpu BbIOOpe Tuna noaknoyeHus "CTaTtnyeckui

IP-agpec").

> Wnwo3 — YkaxuTe 3HayeHue L3a, nony4yeHHoe OT nocCTaBLWMKa I/IHTepHeT-ycnyr.

(Yka3blBaeTcs TOSIbKO Npy Bbibope Tuna noaknodeHus "Ctatudeckuin IP-agpec”).

> DNS - Beeaunte agpec DNS-cepBepa, NonyyeHHbI OT nocTaBLiuka VIHTepHeT-ycnyr.

(YkasbiBaeTcsa TOMNbKO npu Beibope Tuna nogkntoyeHuns "Ctatudeckun IP-agpec”).

> TMopgknounTb No TpeboBaHUIO — B HacTporikax MapLupyTu3aTopa MOXHO yKka3aTb, YTobbl OH
aBTOMartmyeckn cbpacbiBan coeanHeHne ¢ VIHTepHeT u4epe3 onpederneHHbIn nepuoa
BpemeHn (MakcnmanbHOe BpeMsl MPOCTOs1) 1 BOCCTaHaBNuBan ero, Kak Tonbko Bbl cHoBa
nonbiTaeTecb BTN B VIHTEpHET. Ecnn Bbl XxoTnte, YTOObI NOAKIOYEHNE K MHTepHET ObIno
aKTUBHbLIM MOCTOSIHHO, BbiGepuTe «0» B none MakcMmanbHoOe BpeMs NPOCTOA U YKaXnte

BpeMEHHOW OTPe30K B MUHYTaX, MOCIe KOTOPOro coeaumHeHune ¢ VIHTepHeT GyaeT copolLeHo.

> [MoaknounTb aBTOMaTM4Yeckm — MaplupyTu3aTop aBTOMaTM4eckM BOCCTaHaBMMBaET
coeauHeHve, Kak TonbKo OHO Oblno cOpoLueHo. [ns BKNoYeHUs AaHHOW DYHKLUM HaXMUTe

COOTBETCTBYHOLLYIO paANOKHOIKY.

> [lMopgknwunTb Bpy4yHyww — B HacTporkax mapwpyTusatopa MOXHO BblOpaTb
MOAKITIOYEHNE/OTKINIOMEHE  Bpy4dHytlo.  locne  MCTeveHust  ykasaHHOro  nepuoga
(MakcumManbHOe BpeMs NpOCTOA), MapLlpyTusatop cOpPOCUMT MOaKnYeHne K VIHTepHeT,
npu 3TOoM, ecnn Bbl obpaTtutecb Kk WMHTEpHET-pecypcy CHOBa, MOAKIYeHWe He Oyaer
aBTOMaTM4YeCKM BOCCTAaHOBMEHO. UYToObl aKkTMBMpOBaTb 3Ty  (YHKUMIO, HaXMuUTe
COOTBETCTBYIOLLYIO pagnokHoOnKy. Ecnv Bbl xotuTe, 4Tobbl nogkntodeHne K HTepHeT 6bino

adKTMBHO BCE BpeEMA, YKaXunte «0» B none MakcumanbHoe BpeMsA NpPoOCTOA. Takke MOXHO
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yKa3aTtb nepuon BpeMeHu B MUHYTax, B TEHEHUE KOTOPOro NoAgKrnryeHne K MHTepHeT 6y,u,eT

aKTMBHbIM 0 NOCTYynNeHna 3anpoca Ha HOBOE MNMOAKIIo4eHne.

BHumaHue: MHoroa noakntodeHne K VIHTepHET He MOXeT ObITb COpOLLIEHO, AaXKe ecrniu B rnore
MakcumanbHoe BpemMsi MNpPOCTOSl YKasaHO KOHKPETHOe 3HayeHune, T. K. HeKoTopble

NpUnoXxeHna NoCToAHHO o6pau_|.ar0Tc;| K MHTepHeT B (bOHOBOM pexunme.

Ecnn Baw noctaBwuk WHTepHeT-ycnyr npepoctasnser PPTP-nogknioyeHne, 10 Bam
cnepayet BbI6path BapuaHT: PPTP/PPTP-Poccus. MNpu atom Heobxoammo Byaet HacTpouTb

cnegytouwme napameTpbl (CM. PucyHok  5-12):

Tun nogkniouenna WAN: PFTP/FPTF Poccua -

Hua none3osatena:

Mapone:

Mo kNHYuTE OTeA4MTE - OTKMIOYeHo!

@ Danamnyeckuit IP-agpec () Crathueckud [P-agpec
IP-agpec/Hua cepeepa:
IP-agpec: 0000
Macka nogcern: oooo
OcHopHo# wnio3: 0000

DNS: oooo, 0000

IP-appec B cetn Hutephert: 0000

Wurepuer DNS: 0ooo,0000

Pa3uep MTU (B 6aiTax): 1420 (zHayeHne no ymonyanuie: 1420, He MzMeHATE Bez HeoBxogMMacTH.)

Pexun nogknioyeHnA: @ Mogkniumute No TpeBoBaHMD
) MNogrnounTe aeToMaTHYECKK
) MOAKNKYKTE BpYUHYH

MakcHManbHoe BpeMa NpocTon: 15 MMHYTE [0 03HAYEET, 4TO NOAKNHYEHHE BYAET 3KTMEHEIM NOCTOAHHD.)

CoxpaHuTe

PucyHok 5-12  WAN — PPTP

Uma nonb3oBatens/lNaponb — Ykaxute Uma nonb3oBartens v MNaponb, NnonyYyeHHble OT
nocraBwmka NHTepHeT-ycnyr. ATn nonst 4yBCTBUTENbHbI K perncTpy. MNpu BO3HUKHOBEHWUU

npobnembl obpaTnTech K NOCTaBLUMKY NIHTEpHET-yCnyr.

OunHamnuecknn IP-agpec/Ctatnueckun IP-agpec — Buibepute Ctatuyeckun IP-agpec,
€Cnu Bbl Nonyyunu 3HadveHune IP-agpeca, macku nogacetu, wnto3a u agpec DNS-cepsepa ot

noctasLmka MIHTepHeT-ycnyr. B npotnBHOM crniyyae Bbibepute iIuHamu4veckumn IP-agpec.

IP-appec/Ima cepBepa — Ykaxute |P-agpec unv [OMEHHOE WMSs, MNOSyYeHHble OT

nocTaBLyuKa VIHTEepHeT-yCnyr.

IP-apgpec — Ykaxute IP-agpec, ncnonb3yembld Ans noaknoyeHus. (YkasbiBaeTcs TOMbKO

npv Beibope Tna noakntodeHus "Ctatnyeckun IP-agpec”).

-134 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

> Macka nogcetm - YKaxute 3HayeHMe Macku MOACETWU, MOMNydYeHHOe OT MOocTaBLiuKa
NHTepHeT-ycnyr. (YKasbiBaeTca TOMbKO Mpu BbIOOpe Tuna nogknoyeHus "CTaTtnyeckui

IP-agpec").

> Wnwo3 — YkaxuTe 3HayeHue L3a, nony4yeHHoe OT nocCTaBLWMKa I/IHTepHeT-ycnyr.

(Yka3blBaeTcs TOSIbkO Npy Bbibope Tuna noaknodeHus "Ctatuueckuin IP-agpec”).

> DNS - Beeaunte agpec DNS-cepBepa, NOnyyeHHbI OT nocCTaBLuKa VIHTepHeT-ycnyr.

(YkasbiBaeTcsa TOMnbKo npu Beibope Tuna nogkntoyeHuns "Ctatudeckun IP-agpec”).

\4

MoaknounTb NO TpeboBaHUIO — B HacTporkax MapLupyTM3aTopa MOXHO yKasaTb, YTOObl OH
aBToMartmyeckn cOpacbiBan coeanHeHne ¢ VIHTepHeT u4epe3 onpedenéHHbin  nepuoa
BpemeHn (MakcumanbHOe BpeMsl MPOCTOs1) 1 BOCCTaHaBNuBan ero, Kak Tonbko Bbl cHoBa
nonbiTaeTecb BuINTU B VIHTEpHET. Ecnn Bbl XxoTnte, YTOObI NOAKIOYEHNE K MHTepHET ObIno
aKTUBHbLIM MOCTOSIHHO, BblGepuTe «0» B none MakcMmanbHoOe BpeMs NPOCTOA U YKaXnte

BPEMEHHOW OTPEe30K B MMHYTaX, MOCrie KOTOporo coeanHeHne ¢ MHTepHeT ByaeT copoLueHo.

> [MoaknounTb aBTOMaTU4yeckm — MaplupyTu3aTop aBTOMaTM4eckM BOCCTaHaBNMBaET
coeauHeHre, Kak TonbKo OHO Oblno cOpoLUeHo. [ns BKNoYeHUs AaHHOW DYHKLUM HaXMUTe

COOTBETCTBYHOLLYIO PpaaANOKHOIKY.

> [MMopgknwuuTb BpPYYHYO — B HacTpolkax MapLupyTM3aTtopa MOXHO BblOpaTb
NoOKMYeHNe/oTKNIoYEHME  Bpy4YHyl.  [locne  ncTeyeHMsi  yka3aHHOro  nepuoga
(MakcMmanbHoe BpeMsi MPOCTOsl), MapLUpyTU3aTop COPOCUMT NoAkmdeHne K VIHTEepHeET,
npu STOM, ecnu Bbl obpatutecb K WHTepHeT-pecypcy CHOBa, NOAKM4YeHuMe He Oyaer
aBTOMAaTUYECKM BOCCTAaHOBMEHO. UYToObl aKkTMBMpOBaTb 3Ty  OYHKUMIO, HaXMUTE
COOTBETCTBYIOLLYI pagnOKHOMNKY. Ecrin Bbl XoTuTe, 4TOObLI NogknoyeHne Kk VIHTepHeT Gbino
aKTMBHO Bce Bpewms, ykaxute «0» B none MakcumanbHoe BpeMsi MPOCTOA. Takke MOXHO
yKasaTb Nepuog BpeEMEHM B MUHYTax, B TEYEHME KOTOPOro noaknveHne k HTepHet Gyaet

aAKTMBHbIM OO0 NOCTYyNnJieHnda 3anpoca Ha HoOBO€E MNMoAKrno4yeHne.

BHumaHue: VHorga nogkniodeHmne K MHTepHeT He MOXET bbITb c6pou.|eHo, Oaxe ecrnu B none
MakcumansHoe BpeMA NpoCToA YKa3daHO KOHKPETHOE 3Ha4YeHune, T. K. HEKOTOpble NpUnoXXeHuaA

NOCTOAHHO 06paLua+0Tc;| K MHTepHeT B CbOHOBOM pexnme

& MpumeyaHue:

Ecnn Bbl He 3HaeTe, KakoW TWM MNOAKMOYEHUsA BblOpaTb, HaxmuTe kHOMKy OnpepenuTb U
MapLIpyTU3aTop aBTOMaTU4eCckn Ha4YHET MOMCK CEPBEPOB W MPOTOKOMOB BaLLEro MNOAKIMOYEHNS K
cetn NHTepHeT. MNpn oBHapyXeHnn akTUBHOTO VIHTEpHET-CepBUCa MapLUpyTU3aTop coobwmT 06
3TOM. [aHHbIN OTYET OaéTcs TOMbKO ANs cnpaBku. [ns yTOYHEHUS TUNa NOOKIYEHUs CTOUT
obpatuTtbca K noctaBlimKy VIHTepHeT-ycnyr. MaplpyTusatop MOXET onpeaenvTb crnegytowme

TUNbI MNOAKITIOYEHNI K MHTepHeTZ
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e PPPoE/Poccus PPPoE — lNogkntoveHnsa ¢ nomowbio npotokona PPPoE, npn kotopom

TpebyeTca ykasaTb UMs NOSMb30BaTeNs M Naposib.

e [OwvHamnueckun IP-agpec — Tvn NoOkOYEHMs, KOrda HasHa4YaeTcss OUHaAMUYECKUN
IP-agpec.

e Cratnuyeckunm IP-agpec — Tun nogknioYeHWsl, korga HasHavaeTcsl CTaTUYecKun
IP-agpec.

MapLupyTmusatop He MOXeT onpedennTb Takne nogkntodeHns kak PPTP/L2TP/BigPond. Ecnu
nocTaBLUMK NHTepHeT-yCcnyr npegocTaBnaeT OAUH U3 TakuxX TUMOB MOAKITHOYMEHNA, Bbl JOIDKHbI
NPOM3BECTM NOAKMIOYEHNE BPYYHYIO

5.5.2 KnoHupoBaHune MAC-agpeca

B meHto Ha cTpaHunue Cetb — KnoHumpoBaHume MAC-agpeca moxHo HactpouTeb MAC-agpec B
cetn WAN (cm. Puc. 4-20):

MAC-agpec B ceTn WAN: Fa8-14-67-40-59-B3 [ BoccTaHoBMTE 3aB04CKOA MAC-aapec
MAC-agpec Bawero kounbloTepa: BC-R2-60-F7-31-80 [ KnoHuposaTs MAC-aapec

PucyHok 5-13 KnonuposaHne MAC-agpeca

HekoTopble noctaslmkm MIHTepHeT-ycnyr TpebytoT pernctpaunn MAC-agpeca Baluero ceteBoro

apanTtepa. ObbIYHO Ha JAHHOW CTPaHMLE HUYEro MEHsITb He TpebyeTcs.

> MAC-agpec B cetn WAN — B aTtom none otobpaxaeTtcs Tekywmin MAC-agpec nopta WAN.
Ecnu Baw nocrtaBwuk MHTepHeT-ycnyr TpebyeT, 4Tobbl Bbl 3apeructpupoany MAC-agpec,
ykaxute  npasunbHeln  MAC-agpec B atom none. ®opmar MAC-agpeca
XX-XX-XX-XX-XX-XX (roe X ntoboe wecTHaguaTepuyHoe Yn1cro).

> MAC-agpec Bawero komnbiotepa — B 3tom none otobpaxaetca MAC-agpec
KoMnbloTepa, ynpaenswouiero mapwpyTtusatopom. Ecnn MAC-agpec Bawero agantepa
3aperncTpupoBaH, HaxkmuTe kHonky KnoHnunposatb MAC-agpec, nocrne Yero OH NosiBUTCA B

none MAC-agpec B cetu WAN.

HaxmuTte BocctaHoBUTL 3aBoackon MAC-agpec aAnsg BOCCTaHOBEHNS] 3aBOACKOIO 3HA4YEHUS

MAC-agpeca nopta WAN.

HaxmuTe kHonky CoxpaHuTb N5 CoXpaHeHnsa Balumx HacTpoek.
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& MpumeyaHue:

TonbKO KOMMbIOTEP Ballen foKanbHOM CEeTM MOXET Monb3oBaTbCcA yHKUMen KnoHupoBaHue
MAC-agpeca.

5.5.3 LAN

B meHio Ha cTpaHuue Cetb — LAN MOXHO HacTpouTb napameTtpbl I[P nokanbHOW ceTtu, Kak
yKa3aHO Ha PUCYHKE HUXe.

LAN

MAC-appec: F8-1A-E7-40-59-B2

IPagpec: | 192.188.0.254 |
Macka noacern: 28520525500 »

PucyHok 5-14 LAN

MAC-agpec — Pusmueckuin agpec noptoB LAN nokanbHom ceTn. 3Ha4YeHne He MOXET ObITb
N3MEHEHO.
IP-appec - VYkaxute IP-agpec wmapwpyTtusatopa B AeCATMYHOM dhopmaTte C

pasgenuTenbHbIMU ToYKamu (3HadeHre no ymonyanuio: 192.168.0.254).

Macka noacetn — Onpegenset pa3mep cetn. ObbluHO 255.255.255.0

MpumeyaHue:

Ecnu Bbl namenunun IP-agpec B cetn LAN, Bbl 4OMKHbI MCMOMbL30BaTh 3TOT HOBbIN IP-agpec
Onsl BXo4a B MapLupyTmsartop.

Ecnu IP-agpec B cet LAN He HaxoauTcs B TOW Xe NOLCETU, YTO M Npenbliaywuni, B nyn
IP-appecoB DHCP-cepBepa GyayT aBTOMaTU4ECKM BHECEHbI COOTBETCTBYHOLLME M3MEHEHMS,
ogHako QyHKuun BupTyanbHbii cepBep n DMZ ¥Ysen He Oyayt pabotaTb OO BHeCeHUs
HeobXoANMbIX MU3BMEHEHMWIA B UX HACTPOMKMU.

5.6 BecnpoBoagHOM peXum

Wireless
- Wireless Settings

- Wireless Security

- Wireless MAC Filtering

- Wireless Advanced

- Wireless Statistics

PucyHok 5-15 MeHto BecnposogHoro pexuma
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MeHio BecnpoBogHoW pexum cogepxuT nsaTe pasgenos (cm. PucyHok 5-15): Hactpowku
G6ecnpoBoaHoro pexuma, 3awuta 6ecnposoaHoro pexuma, Punsrpaumsa MAC-agpecos,
[ononHutenbHble HACTPOMKKN N CTaTUCTUKA GecnpoBOAHOro pexuma. 3angsa B OOUH U3 3TnX

pa3aenoB MEHKO MOXHO HacTpanBaTb COOTBETCTBYHOLLMNE (*)yHKLI,I/IVI.
5.6.1 HacTpouku 6ecnpoBOgHOIo pexuma

B meHIo Ha cTpaHuue BecnpoBogHon pexxum — HacTpomnkm 6ecnpoBOgHOro pexmuma MoXHO
HACTPOUTb OCHOBHbIEe NapamMeTpbl 6ECNPOBOAHON CETH.

HacTponku knueHTa

Wua SSID:
BSSID: Mpumep:00-10-0F-11-22-33
Tun knwya: Het v
Wunerxc WEP: 1
Tun ayteHTudukannu: OTERRITAA
Maponk:

HacTpoHKH ToUYKM JocTyna
SSID nokaneHoi ceTk: TP-LINK_POCKET_3020_4D59B2
Brntouute BecnpoE0gHOE EELL AHME
BikntouuTe Wupokoeew aHie 5510

[] OTknkuuTE B0CTYN B BECNPOEOGHYH NOKANEHYH CETe

COxpaHuTE

PucyHok 5-16 HacTtpowikn 6ecnpoBogHoro pexxmma

»> SSID — Vms Toykn gocTyna, K KOTOPOM Ball MapLlpyTu3atop OyaeT MOOKMOYEH B pexume
knueHTa. Bbl Takke MoXeTe BOCMONb30BaTbCs (PyHKUMEN noucka gns Bbldopa SSID, K

KOTOpOIZ Bbl XOTUTE NPUCOEONHUTLCA.

> BSSID — Nms BSSID Toukn gocTtyna, K KOTOpoW Ball MapLupyTtudatop 6ydeT noakntoyéH B
pexume knueHta. Bbl Takke MoOxeTe BOCnonb3oBaTbCs (OYHKUMEN Moucka Ans Bblbopa

BSSID, k KOTOPOW Bbl XOTUTE MOAKMOUYNTBLCA.
» TMouck — HaxxmnTte 3Ty KHOMKY ANnd noMcka Todek goctyna.

> Tvun kno4ya — D,aHHyI-O onuuo cnegyet HacTtpamBatb B COOTBETCTBMM C NMapamMeTpamMmu
6e3onacHocTn Toukm noctyna. HacTtoaTtensHo pekomeHayeTcAa BbICTaBUTb TUN 3allUThI,

COOTBeTCTBleLLI,VIIZ Thny 3alnThbl Bawen Touku noctyna.
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Mupekc WEP — [laHHas onumsi ucnonb3yeTcs TONMbKO B TOM Criyyae, ecrnv B Ka4ecTBe Tuna
knova BblbpaHo wndposaHme WEP (ASCIl) nnm WEP (wectHaguatepuyHbiv). [daHHbIR

napamMmeTp yKasblBaeT Ha nHgekc knroda WEP.

Tun ayteHTUdmkaumm —[1aHHasa onumst NCNONb3YeTCa B TOM Criyyae, ecniv B Ka4yecTse Tuna
kntoya BblIOpaHo wndpposaHne WEP (ASCIl) unu WEP (wecTtHaguaTepuyHbin). [daHHbIN

napameTp ykasblBaeT Ha TWN ayTeHTudukaummn KopHesoii Touku goctyna.

Maponb — Ecnv Todka gocTyna Ballero mapLipyTuaatopa Ans NoAkroYeHns TpebyeT naponb,

BaM Heob6xoauMo BBECTU naposib B A4aHHOM nore.

SSID nokanbHoOW ceTu — BBeauTte 3HadyeHne gnuHon Ao 32 cumBonoB. ATo xe Wmsa
BecnpoBogHon cetn (SSID) gomkHO ObITb NponNMcaHo ans Bcex 6ecnpoBOAHbLIX YCTPOWCTB B

BalLen ceTu.

Bknrountb 6ecnpoBogHoe BewaHue — becnpoBOAHOM pexuMM MapLupyTu3aTopa MOXeT
OblTb  BKNIOYEH MNK OTKIIOYEH Ans obecneyveHnsa BecnpoBogHOro goctyna 6ecnpoBOAHbIX
CTaHumn. Bo BKMIOYEHHOM pexume 6ecrnpoBOfHbIE CTaHUMWM MNOMy4YalT AOCTyn K
MapLlpyTu3aTopy, B TO BpeMsi Kak B OTKNIOYEHHOM OGecnpoBOAHblE CTaHUUKM AocTyna K

MapLupyTM3aTopy UMeTb He ByayT

Bkniountb wupokosewaHue SSID — Ecnu Bbl OTMETUTE ranodykon a4venky BknrounTb
wupokoBewaHme SSID 710 6GecnpoBogHon MapwpyTusatop Oyger  OTKpbITO B

LUMPOKONOIOCHOM pexunme nepegasatb MMma ceoer cetun (SSID).

OTKNOYNTL AOCTYN B 6ecnpoBOAHYI0 NOKanbHYK ceTb — Ecnn Bbl MOCTaBUTE ranoudky B
none OTKNOYUTL 4OCTYN B 6€CrnpoBOAHYIO0 NIOKaNbHYIO CeTb, MapLUPyTU3aTop 3anpeTuTb
AocTyn k 6GecrnpoBogHON NoOKanbHOW CeTW, ApyrMe CTaHuMM He CMOryT MMeTb AOCTyn K

MapLUpyT13aTopy no 6ecnpoBOAHOMN CETK.

HaxmuTe kHonky Mounck Ha cTpaHnue becnpoBogHOM pexnMm, Kak nokasaHo Bbiwe (PucyHok 5-16),

nocrne 4Yero NOSBUTCA CMMCOK Todek JocTyna (cM. PucyHok 5-17). Harante SSID Toukm goctyna, K

KOTOpon Bbl XOTUTE NOAKNIOYMTBLCS, U HaxkmuTe MOAKMIYUTBLCA B COOTBETCTBYIOLLEN CTPOKE.

Hanpumep, mbl Bbibpanun 10, 4TO Ham Tpebyetcd, SSID HyxHOM Ham cetn OydeT ykasaH

aBTOMaTMyecKkn B COOTBETCTBYOLWEM none (cMm. PucyHok 5-18).
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Mogcyet Todek gocTyna: 28

1D | BSSID SSID Curian Kanan |3awuta Beibop
1 [14-EE-E4-E3-87-BA TP-LIMK_Metwark 14dB 1 On l'IfuﬂKnmuuTBi
[  P0-85-A8-EB-2C-10 TP-LIMNK_472002 13dB 1 ORl Moo KnH4KTECA

[ Hazag ”OﬁHDBMTb]

PucyHok 5-17 Cnucok Tovek goctyna

HacTpoiku GecnpoBOOHOIO pexuma

HacTpoiku knueHTa

Mua SSID: | TP-LINK_Netwark
BSSID: | 84-0C-BD-2F-3C-BE | Mpuwiep:00-1D-0F-11-22-33
Twun kniova: | HeT V|
Wupekc WEP: | 1 |
Tun ayTeHTHg HKALWK: | OTHPRITAA |
Mapons: | |

HacTpo#iku Touku OoocTyna

SSID nokaneHoi ceTk: |TF'—LINK_F'OCKET_SDQD_4D59I32

BrntounTte BecnpoBodHOe BELLEHWE
Brnrouute Wwikpokosewanne S50

] OTtknouMTe B0cTyn B BECNPOBOLHYH NOKANEHYH CETh

COxXpaHnTe

PucyHok 5-18

& MpumeyaHue:

Ecnun Bam nssectHo SSID HyxxHown Bam Touku pgoctyna, Bel moxeTte BBecTu ero B none SSID
BPYYHYHO.

He 3abyabTe HaxaTb KHOMKy CoOXpaHUTb A COXpaHEeHUs NPoAenaHHbIX Ha aHHOW CTpaHuue
HaCTpOEK.

&= lMpumeyaHue:

1) Pabouee pacctodHMe unu 3oHa oxeBaTa 6ecnpoBOOHOW CETM 3HAYUTENbHO OTNNYaKTCH B
3aBWCKMMOCTM OT MecTa pacnofioKeHnss mapLupyTuaaTtopa. [na Toro 4ytobbl MapLipyTU3aTop

paboTan Hauny4wum o6pa3oM, pasmMecTUTe ¢ Y4ETOM CrieayoLmnX peKoMeHaaumin:
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e B ueHTpe ToM 30HbI, B KOTOpOM ByayT paboTaTth Bawm 6GecnpoBofHble CTaHLUMN.
e [locTapaiiTecb pa3MecTUTb MapLLPyTM3aTOp NOBbILIE, HANPUMEP, Ha MOJIKe.

° lNoganbwe OT noTeHUManbHbIX WCTOYHUKOB MOMEX, HanpunmMmep, KOMMbKOTEPOB,

MUWKPOBOSHOBbLIX Neyer 1 pagno-tTenedgoHoB.
e HanpaBbTe aHTEHHY BBEPX.
e [loganble oT 60MbLIMX METanMYeCcKNX NOBEPXHOCTEN.

2) HecobnogeHne pekomeHaaumi, yKa3aHHbIX B HACTOSILLEM PYKOBOACTBE, MOXET MPUBECTU K
3HAYUTENBHOMY YXYOLIEHNIO paboumx XxapakTePUCTUK UM HEBO3MOXXHOCTM NMOAKMYATLCH K

MapLupyTM3aTopy no 6ecrnpoBOAHON CBA3M.

5.6.2 3awwmTta 6ecnpoBOgHOro pexmma

B meHo Ha cTpaHuue BecnpoBogHoW pexum — 3awmta 6ecnpoBOAHOIO peXuma MOXHO
HaCcTpoOWUTb NapaMeTpbl  3aLnTbl 6eCnNpoBOOHON CETU.

MapLwpyTrsatop nogaepxmsaeT Nsatb pexmumon 3awmtbl: WEP (Wired Equivalent Privacy), WPA
(Hactponika 3awmwénHoro Wi-Fi Protected Access), WPA2 (Hactpowika sawmiwérHoro Wi-Fi 2),
WPA2-PSK (obwuin kntou) and WPA-PSK (o6Lwuin kniow).

@ OTtknrouute sawmry

& WPA/WPA2 - Personal
Bepcna: ABTOMATUHECKW [PEKOMEHAYETCA] ¥
WudppoBanne: AES v
Mapons: 38310889

(Bl MOMETE BEECTH CHMBONE B KO4Mpoeke ASCI unk e wecTHaguatepuyHom hopmate; 4nA dopmara ASCI anvHa kKioya 4onxHa
A0 B3, a ANA WecTHaguaTepyHoro dopmata o7 8 go 64.)

Mepuon 06HOBAEHHA TPYNNOBOFO KNI0YA: 0 (eKyHab), o 30,0- 08 OTKAKYEHO)

¢ WPAIWPA2 - Enterprise
Bepena: ABTOMATHHECKMW (PEKOMEHIYETCA) v
Wudppopanne: ABTOMATWHECKM (EKOMEHAYETCA) v
IP-appec Radius-ceppepa:
Mopt Radius-cepeepa: 1812 (1-55535, 0 ozHavaet, 4To NopT npo ymonvanui: 1812)

Napons Radius-cepsepa:

Mepuon 06GHOBNEHHA TPYNNOBOro KNOMa: 30 (zekyHAbL 08 30,0- a6 OTKNKIYEHO)

O WEP
Tun: Automatic v
Dopuar kmwoya WEP: LLlecTHaguaTeplHbIA +
Kniou Bbibpan Knioy WEP (Mapons) Tun knoYa
Ko 1 OTkniouEHD |+
Koy 2: OTHAMHEHD ¥
Koy 3: OTKANYEHD ¥
Koy 4: QOTHADYEHD ¥

PucyHok 5-19
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»  OTKknouuTb 3awnTy — Ecnn Bl He xoTWUTe Mcnonb3oBaTh 3almTy 6ECNPOBOAHOIO pexmmMa
BblIOEpUTE 3TY ONUMIO, HO HACTOATENBLHO PEKOMEHAYETCS BbIOpaTh OAMH U3 NPeACTaBMEHHbIX

HWXe BapnaHTOB 3allUTbl 6eCI'IpOBO,EI,HOIZ ceTn.

» WPA/WPA2 - Personal (PekomeHayeTtcs) — 3710 Tun ayteHTudpumkauum WPA/WPA2 Ha

OCHOBE 00Lero napons.

e Bepcua — N3 Bbinagatowero cnucka Bbl MoxeTe BbiOpaTb OOQHY U3 HUXKECNEeOyHLNX
Bepcun 3awutbl WPA-PSK. o ymonyaHuio BeiGpaHo ABTOMaTU4eCKU, TO eCTb BbIGOp
oyaet cgenaH mexagy WPA-PSK (o6bwwun know WPA) nnn WPA2-PSK (obwwmin kntoy
WPA2) aBTOMatmyecku B 3aBUCMMOCTM OT BO3MOXHOCTM W 3anpoca 6ecnpoBOAHOM

cTaHuuun.

¢ LndposaHue — MNpun Buibope WPA-PSK nnn WPA2-PSK B kauecTtBe Tuna aBTopmsaumu,
MOXHO YyKasaTb Tun wudpoBaHus: ABTtomatudecku, TKIP wnu AES B none

WndpposaHue.
&= MMpumeyaHume:

Ecnn Bbl  BbiGepute BapuaHT WPA/WPA2 — Personal (PekomeHpyetcs) U
TKIP-wudpoBaHne, To Bbl yBuauTe yBegomneHue KpacHbiM wpudtom (cm. PucyHok

5-20).

@ WPA/WPAZ - Personal
Bepcuna: ABTOMATHYECKM (JEKOMEHAYETCA) ¥
Wnpposanne: TKIP v
Napone: 36310995

(Bel moxkeTe EBECTH CUMBONE B Kogupoeke ASCH wan B wecTHaguaTepuuHom hopmare; anA dopmata ASCI gnuHa kniova aomkHa
A0 B3, a AnA WecTHaguaTepHuHoro dopmata o3 4o 64.)

Mepuon 0GHOBNEHNA TPYNNOBOTO KNKOYa: 0 (cekyHaBl; MuHuMansHoe sHayverne 30, 0 - ofHoenenne oTknioyern)

He pekomengyerca wcnonkzoeate wahpoeanue TKIP, ecan yoTpolicteo pabotaet e
pesime B02.11n, nockoneky TKIP He nogaepsieastca npu pafiote & pexwme B02.11n.

PucyHok 5-20

e MNMaponb PSK — MoxHo ykasaTb naposnb gnvHon ot 8 o 63 cumeonos B koguposke ASCII

unn ot 8 0o 64 wecTHaguaTePUYHbIX CUMBOJIOB.

e lNMepuon obHOBNEHUS rpynnoBoOro Knk4ya - 3aganTte B cekyHaax MHTepsan o6HOBNEHNS
rpynnbl Knoden. 3HavyeHne JormkHo paBHATbeA O unu 30, nnbo Beiwe. Beeante 0 ans

OTKIHOYEHMSA OBHOBMNEHUS.

He 3abyabTe HaxxaTb kHOMKy COXpaHUTb A4Sl COXpaHeHUs! NPOAeNnaHHbIX Ha AaHHONM cTpaHuLe
HacTpoex.

» WPA /IWPA2 - Enterprise — 3awuTta Ha ocHoBe WPA yepe3 Radius-cepBep.
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e Bepcua — N3 Bbinagatowero cnvcka Bbl MoxeTe BbIOpaTb OOHY M3 HUXKECTeayrLMX
Bepcuin 3awutel WPA-PSK. Mo ymonyaHuio BeiGpaHo ABTOMaTU4eCKU, TO eCTb BbIGOP
o6ynet coenaH mexgy WPA-PSK (o6wwun knodw WPA) nnn WPA2-PSK (o6wwmin kntoy
WPA2) aBTOmMatM4eckum B 3aBUCUMOCTM OT BO3MOXHOCTM M 3anpoca OecnpoBoaHoN

cTaHuuu.
¢ Encryption — MoxHo ykasatb Tvn wudposanms: ABTomaTtnyecku, TKIP nnn AES.

& MMpumeyaHue:

Ecnn Bbl BbiGepute BapmaHtT WPA/WPA2 Enterprise n TKIP-wudpoBaHve, 10 Bbl
yBMANTE yBEOOMIEHNE KpacHbIM WpudTom (cm. PucyHok 5-21).

@ WPAIWPAZ - Enterprise
Bepcua: ABTOMETMHECKM [pEKOMEHOYETCH) ¥
Wupporanne: TKIF v
IP-appec Radius-cepeepa:
Mopt Radius-cepeepa: 1812 (1-65535, 0 ozHavaeT, 4TO NORT Npo yMonvadwm: 1812)
Mapone Radius-cepeepa:
Mepuos 0GHOBNEHNA TPYNNOBOTD KNKYa: an (CekyHAE, MAHUMaNEHOe 3HaYeHre 30, 0 - ofHOENEHWE OTKNHIYEHD)

He pexoMerdyeTcA MCNONE30BATE WppoeaHue TKIP, ecnu yoTpolcTeo pafioTaeT B
pexmme 802,110, nockoneky TIP He nogaepsmeaetca npu paboTe B pesxcame 502.11n.

PucyHok 5-21
¢ IP-agpec Radius-cepBepa — Ykaxute |IP-agpec Radius-cepsepa.
¢ Radius-nopTt — Beegute nopt, KOTOpbIN ByaeT ncnonb3osaH radius-cepeepom.
¢ Maponb Radius-cepBepa — Beegute naponb ana Radius-cepsepa.

e Mepuoa o6HOBNEHMA rPYNNOBOro Krto4va — 3agjanTte B CekyHaax MHTepean oGHOBNEHNS
rpynnbl Kroden. 3HavyeHne gomkHo paBHATbea 0 mnm 30, nnbo Bbiwe. Beegute 0 ans

OTKIMOYEeHNs1 OGHOBNEHUS

WEP — Tun ayteHTMduKauumn Ha ocHose ctaHgapTta IEEE 802.11, npu Bbibope 3Ton onuuu,

Bbl yBuguTe yBegomneHue KpacHoim wpndTom (cM. PucyHok 5-22).

® WEP
Tun: Autornatic v
Mopuar kmoyua WEP: LlecTHaOLaTEpHYHEIR +
Kniou Beidpan Kroy WEP (Mapone) Tun KknoYa

Kntoy 1 OTHYEHD ¥

Knigu 2 OTKNHOYEHD ¥

Kntou 3 OTHNYEHD v

Kniaw 4 OTKNOYEHD v
He pekoMerayeTCcA MCNONE30BaTE Wkpposanwe YWEP, ecnuw yotpofAcTeo paboTaeT B
peskime 802,110, nockoneky WEP He nopaepxueaetca npw paboTe B peskvme 802.11n.

PucyHok 5-22
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e Tun — o ymon4yaHuio BeibpaHo ABTOMaTU4YeCKK, TO eCTb BbIOOp OyaeT caenaH Mexay
BapnaHToM OTKpbITasa cuctema unv OOLMIA KNKOY aBTOMATUYECKUM B 3aBUCUMOCTU OT

BO3MOXXHOCTW U 3anpoca 6ecrpoBOAHON CTaHLIMM.

e ®opmat knwvya WEP - MoxHo Bbibpate ASCIl unu wecTtHaguaTepuyHbIn opmar.
dopmar ASCIl nogxoant nog nwobyto KOMOMHALMIO CMMBOIIOB KiaBuaTypbl B pamkax
3agaHHon gnuHbl. WecTHaguatepuyHbin coopmat noaxoguT Ana nbon KomBuHauuu

wecTHaguatepunyHbix cumBosnos (0-9, a-f, A-F) B pamkax 3agaHHOW OSNMHBbI.

o Kntou WEP — BriGepuTte, KOTOPbIN U3 YeTLIPEX KModer ByaeT MCnonb30BaH 1 BBEAUTE
cooTBeTCcTBYylOLWME AaHHble kntova WEP. [laHHble 3HauyeHus JomkHbl coBnagaTh Y BCex

BSecnpoBoaHbIX CTaHUun Bawen cetu.

e Tun kno4a — Bbl MoxeTe BbiOpaTb AnuHy kntoda WEP (64-6uTHbIN, 128-OUTHLIN Mnn
152-6uTtHbIN.) ana  wudposaHusa. "OTknodeHO" o3HadaeT, 4yTo BBOA Kiva WEP

HEBO3MOXEH.

[ns 64-6uTtHoro wndpoBaHus - Bel moxeTe BBecTn 10 WIecTHaguaTepUyHbIX CUMBOJIOB
(nobas kombuHauua 0-9, a-f, A-F, HyneBow ko4 HegonycTUM) UnNu 5 CUMBOIOB B
koanposke ASCII.

[na 128-6uTHoro wndpoBaHus - Bbl MoxeTe BBeCTU 26 WecTHaaUaTepUYHbIX CUMBOSOB
(nobas kombuHauusa 0-9, a-f, A-F, HyneBow ko4 HegonycTMm) unu 13 CMMBOSOB B
koguposke ASCII

[na 152-6uTHoro wudgposBaHus - Bbl moxeTe BBeCTM 32 WecTHagUaTepUYHbIX CUMBOSIOB
(nobas kombuHauua 0-9, a-f, A-F, HyneBow ko4 HegonycTMm) unu 16 cMMBONOB B
koanposke ASCII.
& lMpumeyaHue:
Ecnu Bbl He ycTaHOBMUAW KoY, TO pyHKUMA 6ecnpoBoaHONM 3alnThl ByaeT OTKNoYeHa,
Aaxe ecnu Bbl BbIbpanu B kadecTse Tuna ayTeHTudmkauum obLmnn Koy

5.6.3 ®Punbrpauusa MAC-agpecoB

B meHw Ha cTpaHuue BecnpoBogHOM pexum — ®unbtpauus MAC-agpecoB MOXHO
KOHTpONMpOBaTb LOCTYM MO GEecnpoBOAHOM CBSA3M MYTEM HACTPOMKU YHKUMM dunsTpaumnm
MAC-agpecoB (cm. PucyHok 5-23).
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dunsTpauns MAC-agpecoB

BecnporogHan puneTpauna MAC.agpecor: OTKNOYeHO

MpaBuna tpunbTPpaLUM
@ 3aI'IpETHTb AOCTYN CTAHUHWAM, YKAZAHHEIM B0 BKNHKIYEHHEX NPAEWNEaXN W3 CNWCKA.

O PaSpBLLIHTb AO0CTYN CTAHUHAM, YKISIHHEIM BEO BKNHINEHHBLX NPABANEGYE U3 CNWMCKA.

1D MAC-appec Cocroanne Onucanmne HimeHntb

HobaeuTts. . BrniqmTe BCE OTHAKYKMTE BCE Y0 anHTe BCE

Mpegeloywan Crnenyiowan

PucyHok 5-23  dunstpauns MAC-agpecos

Onsa dpunsrpaumm MAC-agpecoB nonb3oBartenem, HaxXMuTe KHOMKy Bknountb. Mo ymonyaHuto
JaHHaga (PyHKUMS OTKNIoYEHa.

» MAC-agpec - MAC-agpec 6ecnpoBOAHOM CTaHUUKM, B OTHOLUEHWM KOTOpOW Oyaer
JenctsoBaTb NpaBuno unsTpaumn.

> CoctosiHue - CocTtosiHue 3anucu: BknroveHo nnbo OTKno4YeHo.
» Onwucanue - OnncaHne 6ecnpoBOgHON CTaHLUN.

Ona nobaenenus 3anncu dunstpaumm MAC-agpecoB, HaxXMnTe KHOMNKy Jlo6aBuTb... Bel yBuante
cTpaHuuy [lo6aBUTb MK N3MeHUTb 3annucb 6ecnpoBogHon comnbTpaunmmn MAC-agpecoB, kak

nokasaHo Hwxe (PucyHok 5-24):

[Aob6aBnMTb NNU M3MEHUTb 3annuck DecnpoBogHoh $unbTpauna MAC-agpecos

MAC-appec: | |

OnucaHMe: | |

CocrosAHue: Brniodero hd

’ CoxpaHuTe ] ’ Hazag ]

PucyHok 5-24 [Jo6aBuTb Unm nameHuTb 3anmck becnpoBogHon cunstpaunm MAC-agpecos
Ona po6aBneHna 3anucu dunbtpauun MAC-agpecoB:

1. Bseawute cootBetcTBytowmn MAC-agpec B none MAC-agpec. dopmar MAC-agpeca
cnegyroLwunn: XX-XX-XX-XX-XX-XX (roe X npeacTaenser cobon ntoboe
LecTHaguaTtepmyHoe ymcno). Hanpumep, 00-0A-EB-00-07-8A.
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2. Beeaute onucaHue 6ecnposogHon ctaHuuu B none OnucaHue. Hanpumep, becnpoBoaHas

cTaHumsa A.

3. CocTtosiHue - B Boinagatowem cnucke CoctosiHue BhiGepuTe BknroveHo vnv OTKNHOYEHO

ONsi JaHHOW 3anucu.
4. [ns coxpaHeHus 3anucu Haxmmnte CoxpaHUTb.
[Ona nameHeHUs UNn yaaneHUA cywecTBYIOLWEN 3anucu:

1. [Ona unameHeHus 3anucu Haxmute M3MeHuTb. [ns yoaneHus 3anucu HaXMUTe KHOMKY
Ypanutb.
MN3ameHnTe nHdopmauuio.

Haxmute kHonky CoxpaHuUTb.

HaxmuTe kHonky BKnounTb Bce Ons BKNIOYEHUSA BCEX 3aMMCEN.

Haxxmnte OTKNIOUUTBL BCe ANS OTKNIOYEHNS BCEX 3anncen.

HaxmuTe kHOMKy YaanuTb Bce ANs yaaneHus Bcex 3anvncen.

HaxmuTe kHonky Cnegyrowas onsi nepexoda Ha CriefyoLyio CTpaHuuy.
HaxmuTe kHonky Mpeabiaywas ans Bo3gpara Ha npeablayLlyo CTpaHuLy.

Hanpumep: Ecnun Bbl xoTnte paspewntb 4OCTYN K MapLupyTM3aTopy 6ecnpoBogHON cTaHumMm A ¢
MAC-agpecom 00-0A-EB-00-07-8A wn 6GecnpoBogHon cTaHuMm B ¢ MAC-agpecom
00-0A-EB-00-23-11, a Bcem ocTtanbHbIM 6eCcnpoBOAHLIM CTaHUMSAM — 3anpeTuTb AOCTyn K
MapuwpyTtusaTtopy, Bbl mMoxeTe HacTpouTb cnmncok ®dunbtpaumu MAC-agpecoB cornacHo

YKa3aHHbIM farnee UHCTPYKLMSAM:
1. HaxmuTe kHOMKy BKnrounTb 4N5 BKNHOYEHUS AaHHOW OYHKLMN.

2. B pasgene MNpaBuna ¢omnbTpaumm Bbibepnte pagnokHONKy: 3anpeTuTb AO0CTYN CTaHLUAM,

He yKa3aHHbIM BO BKMHOYEHHbIX npasunax U3 cnucka.
3. YpanuTe Bce Unu OTKMOYMTE BCE 3anuUcu, ecrnn TakoBble YK€ UMEeKoTCA.

4. Haxmute  kHomky [JlobaBwuTb... " Beeante  MAC-agpec  00-OA-EB-00-07-8A
/00-0A-EB-00-23-11 B none MAC-agpec, 3atem n none OnucaHue BBeguTe: 6ecnposogHas
cTtaHuusa A/B, B Bbinagatowwem cnncke CoctosiHue BuibepnTe BknovyeHo. Haxmute KHOMKY

CoxpaHutb 1 Hazag,.

HaCTpOGHHbIe npasuna Ct)VIJ'IpraLI,I/IVI OOJDKHbI BbIrMAAeTb, KakK YKa3aHO Ha PpUCYHKe HUXe:!
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Mpaeuna punsTpaunn
@. 3aI'IpeTIr1Tb A0CTYN CTAHUWAM, ¥ESZAHHEIM BO BKNHOYEHHEIX NRAEWNAX W3 CAMCKE.

(':. F'aapeume AOCTYN CTAHUMAM, YES3AHHEIM B0 EENHNEHHBIR NPEBEWNER U3 CNMCKS.

ID MAC-appec CoctoAnne Onuncanne Hzmennts
1 000A-EBOOO7SBA Bxnw4eHo Wireless Station A HiueHnTL YoanuTb
2 00DA-EBDO-23-11 Bxnw4eHo Wireless Station B HameHnTs Yoanuts

5.6.4 [JononHuTenbHble HACTPOUKMN

B meHio Ha CTpaHuue EeCﬂpOBO,D,HOI;l pexmm — JononHutenbHbIe HaCTpOﬁKM HaxogAaTca

OOMNOJIHUTENbHbIE HaCTpOVIKI/I 6eCﬂpOBO,D,HOI'O pexunma.

Wutepean maska: 100 {40-1000)
Mopor RTS: 2346 (256-2346)
Mopor gparMe HTaLun; 2348 {266-234F)
Wurepesan DTIM: 1 {1-255)

ARTHEHROEETE WiV
Artienpoeate Short Gl (KOpoTEME 33WHTHER MHTEREAN)

AkTHEMpOEaTE AP |solation (M200ALMA TOMKW B0CTYNE)

CoxXpaHUTE

PucyHok 5-25 [lononHutenbHble HaCTPONKK

UHTepBan mMasika — CurHanbHbiIMM MNakeTaMyM Ha3bIBAKOTCA MakeTbl, KOTOpble
MapLlipyTusaTop HanpasnsieT gns CUHXpoHmsaumm GecnpoBogHon ceTtu. UHTepsan
CUrHanNbHOro nakeTa onpeaenseT BPEMEHHON MHTEPBAN OTNPaBKM CUTHAmNbHbLIX MAKETOB.
Bbl MOXeTe BbICTaBUTL 3Ha4YeHust B uHTepBane 40-1000 munnucekyHa. No ymonyaxumio

ctout 100.

Mopor RTS — 3geck Bbl MoXeTe ycTaHoBUTL nopor RTS (3anpoc Ha otnpaeky). Ecnu
nakeT Oonblle pa3mepa, yCTaHOBNEHHoro noporom RTS, To mapwpyTtnsaTop Oyaer
HanpaenaTb 6nokn RTS Ha onpegenéHHyio NPpUHUMAaLOLLYO CTaHLUMIO U COrnacoBbiBaTh

oTnpaeky 61okoB AaHHbIX. [10 yMONYaHMO YCTaHOBMNEHO 3HaYeHne 2346.

Mopor cpparmeHTauun — [laHHasi BenuMuMHa npeactaBnsieT cobor MakcumarnbHbIN
pasmep, nocrne KOTOporo nakeTbl OyayT nofBepraTbCcs oparMeHTauun. YCTaHoBMneHne
CINULIKOM  HM3KOrO nopora parMeHTaumm MoOXeT MPUBECTM K  CHUKEHUIO
NPOVN3BOAMTENBHOCTM CEeTU WM3-3a M3ObITOMHOrO KonuyecTBa naketoB. B kauvectBe
pekoMeHOO0BaHHOW BeNUYMHbI Npeanaraetca 2346; gaHHasi BennyMHa ycTaHoBMeHa no

yMOM4YaHuio.
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> WHTtepBan DTIM — [JaHHas BenunuyuHa onpeaenseT nHTepean otnpaBkn CoobleHus o
HoctaBke Tpadwmka (DTIM). B sTom none ykasbiBaeTcs CrpaBoOYHasi MHopmMauus.
Korga mapupytusatop nomectun B OydepHyio namatb broadcast and multicast
coobLleHns ans CoOTBETCTBYIOLUX KINMEHTOB, OH nocbinaeT crnegytouwee DTIM c
YY4ETOM yKa3aHHOro 3ecb UHTepBana. Bbl MoxeTe BbICTaBUTbL 3HA4YeHUEe B Auana3oHe
mexay 1-255 wHTepBanamu curHanbHoro naketa. [lo ymMon4yaHuIO YCTaHOBIIEHO
3HadyeHne 1, 4TtO0 oO3Ha4vaet, 4to uHTepBan DTIM paBeH WHTepBany oTnpaBku

CUrHarnbHOro nakeTta.

» AktmBupoBatb WMM — OyHkuma WMM obecneumBaeT nepBooyepenHyto OTnpaBKy
coobLeHnn C BbICOKMM npuoputeToM. HactoaTenbHO pekoMeHOyeTcs BKMOYMTb

AaHHYI0 OYHKLNIO.

» AxkmmBupoBaTb Short Gl — [laHHaa ¢yHKUMS Takke pekoMeHOOBaHa, MOCKOJSIbKY
MO3BOSSET YBENUYMTb MPOMYCKHYD CMOCOOHOCTb 3@ CYET CHWXKEHMSI OJIMTENbHOCTU

nosiocbl pacunnbTPOBKM.

> AktuBupoBatb AP Isolation — [JaHas dyHKUMA M3onupyeT OecrnpoBOAHbIE CTaHUUK
Bawen cetn pgpyr ot pgpyra. becnpoBogHble cTaHuMM cmoryTt obpawartbes K
MapLLpyTU3aTopy, HO He Apyr K Apyry. YTobbl uCcnonb3oBaTh 3Ty OYHKLMIO, NOCTaBbTe

ranoyky. [laHHasi pyHKUMS OTKIHOYEHA MO YMOMYaHUIo.

& MpumeyaHue:

Ecnn napameTpbl HacTpoek Ha [aHHOW CTpaHuue BaM He 3HaKOMbl, HaCTOSTeNbHO
pekoMeHOyeTCs OCTaBWUTb 3HAYEHWs], YCTAHOBIIEHHbIE MO YMOMYaHMo, NOCKOSbKY HEBEpHas
YyCTaHOBKa NapamMeTpoB MOXET MPUBECTU K CHIDKEHWUIO MPOU3BOANTENBHOCTN BECNPOBOOHOM

cetu.
5.6.5 CTaTtucTtuka 6ecnpoBOogHOro pexuma
B meHio Ha cTpaHuue BecnpoBogHou pexum — CTaTUCTMKa 6ecnpoBOAHOrO pexuma
otobpaxatotcs MAC-agpec, Tekyllee COCTOsIHME, KOMMYECTBO MPUHSATBIX WU OTMPABMAEHHbIX

naketoB ([MakeToB NpUHATO U [MakeToB OTNpaBEHO) AN KaXaoW NOAKIOYEHHOW BecnpoBogHOM

CcTaHLUuM.
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CraTncTUKa ﬁecnpononuoro pexuma
Uncno noaknoyeHHbIX B HACTOAWE e BPeMA DecnpoBOAHbIN CTAHLMIAL: 0

Mpegsgywan Crnenyowan

PucyHok 5-26 becnpoBoaHble CTaHUMK, NOOKITIOYEHHBLIE K MapLLpyTU3aTopy

> MAC-agpec — MAC-agpec nogkno4Y€HHON 6GecnpoBOgHON CTaHLUMN.

> TeKyuee cocTosiHMe — Paboyee COCTOSAHNE NOOKIHOYEHHOM BEecnpoBOgHON CTaHLUUKN, OAMH
n3 sapmaHtoB: STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK /| WPA2 /
WPA2-PSK / AP-UP /| AP-DOWN.

» TakeTtoB MNPUHATO — KonunuecTtBo nakeTos, NoNny4YeHHbIX CTaHumen.

> [aketoB oTnpaBneHo — KonnuyecTBo NakeToB, OTMNPaBMEHHbIX CTAHLUMVEN.

3HaueHus, 0T06pa>|<aeMb|e Ha [aHHOW CTpaHuue, AOOCTYMHbl TONMbKO AnA 4YTeHudA. Ona
OOHOBNEHUs1 OaHHbIX Ha 3TON CTpaHuue mn 0T06pa>|<eva NOAKMIOYEHHBIX HAa OaHHbIA MOMEHT

6ecnpoBOAHbIX CTAHUMI HaXXMUTE KHOMKY OGHOBUTD.

Ecnn konuyecTBO MNOAKMIOYEHHbLIX 6eCnpOBOAHBLIX CTaHUMA B CNUCKe BbIXOAMT 3a npefensl
OLHOW CTpaHuLbl, HAXXMUTE KHOMKY Crneayrowas, YToObl NEPENTU Ha CNeayroLLyo CTpaHuuy, 1

HaxxmuTe kHorky Mpeablaywan, YToobl NepeinTy Ha NpeablayLLyo CTPaHuLYy.

& MpumeyaHue:
OTa cTpaHuua 0OHOBNSAETCA aBTOMATUYECKN KaxKable 5 cekyHA,.

5.7 DHCP

DHCP
- Hactpoiikn DHCP

- Cnucok knuedToB DHCP

- PezepenpoBaHue agpecoB

PucyHok 5-27 MeHio DHCP

B meHtio DHCP cogepxutca Tpu nogpasgena (cMm. PucyHok 5-27): Hactponku DHCP, Cnucok
knueHToB DHCP u PesepBupoBaHue agpecoB. Bongs B oaMH M3 3TUX pas3gernoB MOXHO

HacTpanBaTb COOTBETCTBYOLLNE beHKLl,VII/I .
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5.7.1 Hactpouku DHCP

B meHio Ha cTpaHuue DHCP — Hactpowkn DHCP moxHo Hactpoute DHCP-cepep (cm.
PucyHok 5-28). lNo ymonuaHuio maplupyTtusatop gemncteyeT kak DHCP-cepsep (DHCP - ato
MPOTOKON AUHaAMMYECKON KOHurypaumm ceTeBoro ysna) n obecnevmsaet koHgurypaumto TCP/IP

O5151 BCEX NOOKITHOYEHHbIX K HEMY KOMMNbKOTEPOB nokaribHOM ceTu.

DHCP-cepBep: O Otkniouute @ Brnwounts
HauanbHwiit IP-appec: 192.168.0.100
Koueunwiii IP-agpec: 192.168.0.199
Cpok peiicTEHA agpeca: 120 MUHYTE (1~2850 MuHyT, No ymondaduo: 120)

OCHOBHOI wnio3: 192.168.0.254

NoMeH No yMonuaHuw: (HeoBAsaTenbHanA HacTpolka)

Mpeanountaemuiit DNS-cepeep: 0.0o0.o
AnbTepHaTneHblil DNS: oooo {HeobazaTensHan HacTpolika)

PucyHok 5-28 Hactponkn DHCP

»> DHCP-cepBep — Bknwouutb nnn Otknounts DHCP-cepBep. Ecnu Bbl XOTUTE OTKNOUYNTL
ero, B Ballen cetn gomkeH obiTe apyro DHCP-cepBep, B NpOTUBHOM Criyyae Bbl JOMKHbI

6yneTe ykasaTb IP-agpec komnbloTepa BpyYHYH.

»> HavanbHbIN IP-agpec — B sTom none ykasbiBaeTcsa nepsbii agpec nyna IP-agpecos. Mo
ymonyanuio ato 192.168.0.100.

> KoHeuHbin IP-apgpec - TllocnegHun agpec nyna I[P-agpecoB. Mo ymonuaHuto 3TO
192.168.0.199.

> CpokK gencTBus agpeca — 370 MPOMEXYTOK BpEMEHU, B TEYEHNE KOTOPOro Nosb3oBaTesb B
CETU MOXET NOAKMNIYaTbCA K MapLUpyTU3aTopy, MCNOMb3ysi CBOW TEKYLMN OUHAMUYECKUI
IP-agpec. YkaxuTe 3HadYeHne B MUHYTaX, B Te4eHME KOTOPOro monb3oBaTefb «apeHayeT»
OaHHbIM auHamuyeckuin IP-agpec. MNMocne Toro Kak ykasaHHbIA CPOK UCTEYET, Nonb3oBaTernb
aBTOMaTMYEeCKU MONMyYMT HOBLIN ANMHamudeckun IP-agpec. 3HadyeHne nexuT B npeaenax oT

1-2880 MUHYT. 3Ha4YeHne nNo ymonyaHmio 120 MUHYT.

> OcHoBHOM w3 — (HeobGsasatenbHast HacTtporka) [Mpegnaraerca ykasatb |P-agpec
LAN-nopTa maplipyTtusatopa. 3HauyeHune no ymonyaHuo 192.168.0.254.
> JloMeH no ymonyaHuio — (HeobGsasatenbHasi HacTporka) YKaxute AOMEHHOe MMA Ans

BalLen ceTu.
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> Mpepnountaembin DNS-cepBep — 3pecb MoxHO ykasaTb |IP-agpec DNS-cepsepa,
MOmNMyYeHHbIN OT nocTaBlimka WMHTepHeT-ycnyr. Minn obpatutecb K CBOEMY MOCTaBLUMKY

MHTepHeT-yCcnyr 1 yTOYHUTE 3TU AaHHbIE.

> AnbrepHaTuBHbIN DNS — 3a0eck MmoxHo ykasaTk IP-agpec apyroro DNS-cepsepa, ecnu Bbl

Mony4mnu oT nocTaBLyka VMIHTEpHET-yCcnyr agpeca AByX CEpBEPOB.

& MpumeyaHue:
Onsa ncnonb3oBaHusa dyHkummn DHCP-cepBepa Heob6xoaMMo Anis BCEX KOMMbIOTEPOB JIOKanNbHOM

ceTun BblbpaTb HacTporiky "MNonyunts IP-agpec aBTomatmyeckn”.
5.7.2 Cnucok knneHtos DHCP
B meHw Ha cTtpaHuue DHCP — Cnucok knueHtoB DHCP moxHO npocmartpuBaTtb BCHO

UHopmauuio 060 BCEX KNMEHTax, KOTOpble MOAKMIOYEHbI K MaplipyTtudatopy (cm. PucyHok
5-29).

ID MmAa knnenTa MAC-agpec HazHavenuwil IP-agpec Cpok peficTenA
1 Unknown 70-79.CB-1F-CB-C9 192.168.0.101 01:59:42

PucyHok 5-29 Cnucok knmeHtoB DHCP
> ID — NHpekc DHCP-knuneHTa.
>  Wwmsa knueHta — Nima DHCP-knneHTa.
> MAC-agpec — MAC-agpec DHCP-knueHTa.

»> HasHavyeHHbIn IP-agpec — I[P-agpec, KOTOpbIi Obll Ha3HaA4YeH MapLpyTU3aTOPOM

DHCP-knuneHTy.

> Cpok gencteus — Cpok genictBust DHCP-knuneHTa. Nocne Toro kak UCTEYET CPOK AENCTBUS
AnHamumyeckoro IP-agpeca, nonb3oBatento OydeT HasHavyeH HOBbI  OMHAMUYECKUN

IP-agpec.

3HayeHus, oTobpaxaemble Ha [aHHOW CTpaHuue, OOCTYNHbl TONbKO ANS 4TeHus. [Ons
OGHOBMEHUS AaHHbIX Ha 3TOW CTPaHMLE U OTODpPaXeHUs NOAKMIOYEHHBLIX Ha AaHHbIA MOMEHT

6ecnpoBOAHbIX CTaHLMI HAXMUTE KHOMNKY OGHOBUTDL.
5.7.3 Pe3epBupoBaHue agpecoB

B meHto Ha cTpaHmue DHCP— Pe3epBupoBaHue agpecoB MOXHO npocmatpuBaTth U 4obaBnsaTb

agpeca, pesepBupyemble [Ons knueHtoB (cm. PucyHok 5-30). Korga Bbl  yKkasbiBaeTe
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3ape3epBMpoBaHHLIA IP-agpec ans komnbioTepa, pacrnofioXeHHOro B JOKaNbHOW CeTu, 3ToT
KoMMblOTEP OyOeT nonyyarb oauH 1 TOT xe IP-agpec npu kaxaom obpawerHnn k DHCP-cepBepy.
3apesepBupoBaHHble IP-agpeca Moryt ObITb NPUCBOEHbI CepBepaM, KoTopble TpebyroT

NOCTOSIHHbIX HAacTpoek IP-agpeca.

PesepBApoBaH1e anpecoB

D MAC-appec 3apesepBlpoEaHHEIN IP-agpec CocToAHNe NimeHNTE

AobaenTE. . Brni4MTE BCE COTHNKHUTE BCE Yan4Te BCE

MpeasbayWwan Crneayiowan

PucyHok 5-30 PesepBupoBaHve agpecos

> MAC-agpec — MAC-agpec KomnbloTepa, Afii KOTOpPOro Bbl XOTUTE 3ape3epBupoBaTb
IP-agpec.
> 3apesepBupoBaHHbIn IP-agpec — IP-agpec, 3ape3epBMpoBaHHbIA MapLLpPyTU3aTOPOM.

» CocTtosiHue — CocTtosiHue gaHHou 3anvucu: BkntoyeHo nnv OTKoYeHo.
Ona pesepBupoBaHus IP-agpecos:

1. Haxmute kHonky lo6aBuTh ... (PucyHok 5-31)

2. Beegute MAC-agpec (B popmare XX-XX-XX-XX-XX-XX) n IP-agpec komnbtoTepa, KOTOpbIr

Bbl xoTuTe [o6aBUTL, B AeCATUYHOM hopMaTe C pasfenuTenbHbIMM TOYKaMM.

3. Mo 3aBepLUeHUM HAXMUTE KHOMKY COXpaHUTb.
noﬁaBHTb WX MZMEeHUTh 3anUCk peiepBUMpPpOBaHNUA agpeca

MAC-appec: | |

3apezepeupoBaHHslil IP-appec: | |

CocToAHHe: Brniodeno v

’ COxXpaHnTb ] ’ Hazan ]

PucyHok 5-31 [o6aBuTb Ui n3amMeHuTb 3an1cb pe3epBnpOBaHuS agpeca

[nsa usmeHeHUs UNU yaaneHuUs cyLlecTBYlOLWEeN 3anucu:

1. Haxmute kHonky M3mMeHUTb B 3anmcuy, KOTopyto Bl XOTUTE U3MeHNTb. [Nns yaaneHus 3anucu
HaXXKMUTE KHOMKY YAanuTb.
2. WameHnte nHdopmauuio.

3. Haxmute kHonky CoxpaHUTb.

-152 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop
TL-MR3020 PykoBoacTBO nonb3oBartens

HaxmuTe kHonky BkniounTb/OTKNIOUYUTL BCe A5 BKIOYEHNSA/BbIKIIOYEHNS BCEX 3anucen.
HaxmuTe kHonKy YaanuTb Bce ANs yaaneHus Bcex anucen.
Haxmute kHonky Cneayrowas Ons rnepexoda Ha Creaylollylo CTPaHuly, HaXKMUTE KHOMKY

MNpeablaywan ans Bo3Bpata Ha NpeablayLLyto CTpaHuLy.

5.8 lNepeappecauun

MNepeagpecaumn

- BuptyaneHeie cepeephbl

- Port Triggering
- DMZ
-UPnP

PucyHok 5-32 MeHto lNepeagpecauus

MeHto [Nepeagpecaums cogepxut 4deTbipe nogpasgena (cm. PucyHok 5-32); BupTtyanbHblie
cepsBepbl, Port Triggering, DMZ 1 UPnP. Bongs B oguH 13 aTux pasgenoB MOXHO HacTpavsaTtb

COOTBETCTBYIOLLME DYHKLNM.

5.8.1 BwupTyanbHble cepBepbl

B meHto Ha cTpaHuue Mepeagpecauus — BupTtyanbHble cepBepbl MOXHO NpocMaTpuBaTth U
[obaensATe BUpTYyarnbHble cepBepbl (CM. PucyHok 5-33). BupTyanbHble cepBepbl MOryT ObiTb
Mcrnonb3oBaHbl ANl HACTPOWKM CcepBUCOB 06OLWero nonb3oBaHuMst B Bawen cetn LAN.
BupTyanbHbI cepBep onpeaenseTca kak NopT cepBuca, U BCe 3anpockl U3 ceTu VIHTEpHeT Ha
OaHHbIN nopT ByayT nepeHanpaBnATbCS Ha KOMMboTep ucxoasa uns IP-agpeca cepsepa. Jlio6on
KOMMbIOTEP, UCMOMb3yeMbI B Ka4YeCTBE BUPTYarnbHOro cepeepa, AOMMKEH UMETb CTaTUYECKUI
unn 3apesepBupoBaHHbI IP-agpec, nockonbky ero IP-agpec MoxeT ObiTb M3MEHEH MNpu

ncnonb3oBaHuu dyHkumn DHCP.

BupTtyankbHeie cepBepbl

ID Mopt cepenca BHYTpEHHHI NopT IP-agpec Mpotokon CocrofAxune HameHuTs
1 21 21 1982.168.0.100 BCE Brnwounte MameHuTs ¥Oanute
| DoGaeuts. | [ Brnwuutbeee | [ OTkniowntbBece | [ vmanuTs Boe

PucyHok 5-33
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\4

MopT cepBuca - KonnyectBo BHeELIHNX MOpPTOB. Bbl MoXeTe BBECTM MOPT cepBuca unm
AnanasoH nopToB cepsuca (B opmate XXX - YYY, rae XXX HavanbHbln nopt, a YYY
KOHEYHbIV NopT).

> BHyTpeHHMN nopT - Homep BHYTpPEHHero noprta cepsBuca KOMMbloTepa, MCNOMb3YLWEero
npunoxeHne cepeuca. Bbl MOXeTe OCTaBWUTb 3TO Mone MycTbiM, ecn BHyTpeHHun nopt

cosnagaeT ¢ MopToM cepBuca unu ykasartb Homep nopta, ecnv MopT cepBuca oamH.

Y

IP-agpec - IP-agpec komnbloTepa, Ha KOTOPOM 3anyLLEeHO NPUNoXeHue cepauca.

> Tpotokon - [NpoTokon, ncnonb3dyembin gns gaHHoro npunoxenus; TCP, UDP nnn Bce (Bce
NPOTOKONbI, NogaepXnBaemble MapLLIpyTU3aToOpoM).

» CocTtosiHne - CocTosHMe AaHHON 3anucK, "BknoyeHo" o3HavaeT, YTo 3anncb BUPTYarbHOro

cepBepa BKIMK4eHa pa60TaeT.

\4

CtaHpapTHbIn nOpT cepBuca - Hekotopble obwme cepBUCbl YyXe MNpeacTaBfeHbl B
BbiNagaroLeM CrnCKe.

>  WN3MeHUTb - 3MeHUTb nnn yganuTb 3anuceb.

[nsa HacTpoMKu 3anucu BUPTyanbLHOro cepBepa:
1.  Haxmute kHonky lo6aBuUTb.... (PucyHok 5-34)

2. W3 cnucka CrtaHpapTHbIA NOPT cepBuca BbibepuTe CeEpBUC, KOTOPbIN Bbl XOTUTE
ncnone3oBatb. Ecnu B mMeH cnucka CTaH@apTHbIM NOPT cepBUca He ykalaH CepBUC,
KOTOpPbIN Bbl XOTUTE UCMOML30BaTh, TO CNeayeT BBECTU HOMEP NopTa CepBUca Unn guManasoH

nopToB cepsuca B nore MopT cepBuca.

3. Bsegute IP-agpec komnbioTepa, Ha KOTOPOM 3anyLleHO MNPUIIOXXEeHWE cepBuca, B rnone
IP-agpec.

4. B none npotokonos BbIOEpUTE NPOTOKO, KOTOPbIA MCMONb3yeTCsa ANA AAHHOIMO NPUNOXEHNUS:
TCP, UDP nnu Bce.

o

Bbibepute onumio BknroueHo B Bbinagatowem crnncke CocTosiHme.

6. Haxmute kHonky CoxpaHuUTb.

MopT cepBuca: (PO unm Xx)
BuyTpeHumii nopt: (*¥ NPMMEHMMO TONEKD B CNYYAE 0AHOM NORTA CEPEWCE NMBD OCTAELTE 3TO NONE HEZAMONHEHHEIM)
IP-appec:
Npotokon: BCE v
CocToaHune: BrnideHo v

CTaHpapTHEIi NOpT cepBHca: --BbifepuTe-- v

PucyHok 5-34 [o6GaBuTb UNK N3MEHUTL 3anMCb BUPTYarbHOIO cepBepa
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& MpumeyvaHune:
Bo3moxHa cuTyauus, korga Ha Ballem KOMMbTEpe UNn cepeepe npepraraetcs donee ogHoro
cepBuca. B Takom cnyyae BbibepuTe gpyron cepsuc n BeeguTe TOT Xe IP-agpec ans gaHHoro

KOMMbtoTEpPA UNK cepBepa.
Ona nameHeHMA Ny yaaneHUa 3anucu:

1. Hamgute HyxHylo 3annck B Tabnuue.

2. Haxmute YoanuTtb B KOnoHke YoanuTtb.

Haxmute kHonky BkniounTb/OTKNIOUYNTL BCE 115 BKIOYEHWS/BbIKMIOYEHUS BCEX 3anncen.
HaxmuTe kHOMKy YaanuTb Bce ANs yaaneHus Bcex 3anvncen.
HaxmuTte kHonky Cnepylowaa Onsi nepexoda Ha cnenyowyt CTpaHWuuy, HaXXMWUTE KHOMKY

Mpeabiaywan ans Bo3Bpata Ha NpeablayLlyto CTpaHuLy.

& MpumeyaHue:
Ecnn Bbl ykaxxeTe nopt cepsuca BupTyanbHoro cepeepa 80, To Bam Hago 6yaet HacTpouTb [MopT

Beb-ynpaBneHns Ha cTtpaHuue 3awuta —> YaanéHHoe yrnpaBrieHue Tak, YTobbl ero 3HauveHue
HN B KOeM cny4dae He 6bino 80, Hanpumep 8080, MHaYe BO3HMKHET KOHMIUKT MPU OTKIIHOYEHUN

BUPTyanbHoro cepeepa.

5.8.2 Port Triggering

B meHio Ha cTpaHvue [Mepeappecauua — Port Triggering MOXHO npocmaTpuBaTb U
pobaensaTe 3anuce port triggering (cM. PucyHok 5-35). Pagy npynoXeHuin, Taknx Kak OHManH-urpsl,
BUOeoKoHdepeHum, WHTepHeT-TenedoHns wn T.4., TpebyeTcs HanMyune MHOXECTBEHHbIX
nogkntoveHun. ®yHkuma Port Triggering vcnonb3ayetca O HEKOTOPbIX M3 3TUX MPUMOXEHUNA,

KoTopble He MoryT paGoTtaTtb Tornbko ¢ NAT-MapLIpyTU3aTopoM.

ID Tpurrep nopt  Tpurrep npoTtokon BxopAwnit nopt BxopAwmni npotokon CoctoAanne  MameHuTb

HoBaenTE.. BrnoHKTE BCE COITKNKOYMTE BCE YAanuTe BCe

[Mpegeinywan Crnegyiowan

PucyHok 5-35 Port Triggering

Ona po6aBneHna HOBOro npasuna Heo6Xx0ANUMO BbINONTHUTb cnepywoulee:

1. Haxmute kHonky [lo6aBWUTb..., NMOCfe 4Yero MosIBUTCA CTpaHuua Kak, MOKa3aHO HuXe
(PvcyHok 5-36).
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Bbibepute obliee npunoxeHue u3 Bbinagarwollero cnucka O6wmMe nNpunoxeHuUs, nocne
yero nonst Tpurrep nopt 1 Bxogsawme nopTbl OyayT 3anonHeHbl aBTomaTtuyecku. Ecnn B
Bblnagarowem cnucke O6LmMe NpUNoXeHUs HET HYXXHOro Bam npunoxeHus, 3anonHuTe
BpYy4Hyto nons Tpurrep nopt 1 Bxogsawme nopTbl.

BbibepuTe npoTokon, ncnons3yembiv ana Tpurrep nopTa 13 BeinagatoLLero cnvucka Tpurrep
NpPOTOKOJS, BO3MOXHbl BapuaHTel TCP, UDP nnn Bcee.

Bbibepute npotokon, ucnonb3yembln Ans Bxoasuwmx nopToB M3 BbinagaroLllero crnvcka
Bxoaswui npotokon, Bo3moxHbl BapuaHTel TCP, UDP unu Bee.

Bbibepute BknrounTb B none CocTtosiHue.

Haxmurte KHOMKY Coxpanrb ana coxpaHeHna HOBOIro npaswuna.

Tpurrep nopt:
Tpurrep npotokon: BCE

BxogAawme noprei:

BxoaAawmii npotokon: BCE «
CocroAHne: BrnwoveHa  w
OGwHe NPUNOKEHNA: --BribeprTe-- v
[CDxpaHMTb] [Haaaﬂ]

PucyHok 5-36  [Jo6aBuTb Unn nameHnTb 3anuck Port Triggering

Tpurrep nopT — 3TO NOPT 4N ncxoasdilero Tpaduka. icxogsiee nogknioveHne yepes atoT
NnopT aKkTUBMPYET AaHHOE NpaBuno.

Tpurrep nNpoToKon — 3TO NPOTOKOS, MUCMOMb3yeMbl nopTamu 3anycka. 3HadeHus: TCP,
UDP nnn Bce (Bce NpOTOKOMbI, NOAAEPKMBAEMbIE MapLUPYyTU3aTOPOM).

BxopAwunn nopTt — 3T0 NOPT UM AManas3oH NopToB, MCMOMb3yeMbIX YOan€HHONW CUCTEMOWN
npy OTBETE Ha WCXOOAWMM 3anpoc. 3anpoc 4Yepe3 OAWH M3 OaHHbIX MOpPTOB Oyaer
nepeHanpasneH Ha KOMMNbIOTEP, aKTUBMPOBABLUNIA AaHHOE npaBuno. Bel MoXxeTe ykasaTtb He
bonee 5 rpyn noptoB (UNu cekuui NopToB). [pynnbl NMOPTOB pasgenstTcs 3Hakom "
Hanpumep, 2000-2038, 2046, 2050-2051, 2085, 3010-3030.

Bxopgsawun npotokon — [1poTokon, ncnonb3yembin Ansa Bxoaswero nopta. BapmaHtel: TCP,
UDP vnn Bce (BCe NpoTOKOMbI, NOAAEPXMBaEMblE MapLUPyTU3aTOPOM).

CocTtosiHne — CocTosiHMe 3anucu. "BkrodeHo" 03Ha4aeT, YTo 3anncb akTMBHA.

N3MeHnTb — N3MeHNTb nnn yganuTb 3anuchb.

Obwme npunoxeHMa — Yacto wucnonb3yemble MPUMOXKEHNs, COAepXawmecs B

BbiMagalroLeM Crnmcke B pasgene Bxoasawmm npoTokon.
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D,l'lﬂ U3MeHeHuAa nnu yganeHusa cymeCTBy}omeﬁ 3anucu:

1.
2.

HarnguTe HyxHyto Bam 3anuce B Tabnuue.

HaxmunTe kHonky U3meHnTb unu Yganutb B ctonbue U3meHuTb.

Haxmute KHOMKY Bknountb Bce, 4TOObI BKNIOYNTL BCE npasuna.

Haxmure KHOMKY OTKnounNTL BCeE, 4YTOObI OTKMOUYUTL BCE npasuna.

HaxmuTe kHonky YaanuTb Bce, YToObl yaanuTb BCe 3anucu.

Mocne HacTpoWku mapLupyTU3aTopa BCe NPoMCXoauT crieayrowmm o6pasom:

1.

Y3en nokanbHOM CeTu co3naéT UcXoasiee NOAKIYEHNe K BHELLHEMY Y3y, UCMOMb3ys B

KayecTBe nopTa HasHadyeHus NopT, HOMep KOTOPOro ykasaH B none Tpurrep nopr.

2.  MapuwpyTtusatop genaet 3anmcb 06 3TOM MOAKIHOYEHUN, OTKPbIBAET BXOASALUMA MOPT MU
nopThl, MPUKPENnnéHHble K aTon 3anucu, B Tabnuue Port Triggering v npukpennsdeTr mnx K
y3ny noKarnbHON CeTHU.

3. B cnyyae HeoGXoOMMOCTU BHELUHWUIA y3ern MOXET NOAKMYATbCA K y3ry NOKarnbHOW CeTu
Yepes OAMH M3 NOPTOB, YKa3aHHbIX B None Bxoaswme nopThbl.

& MpumeyaHue:

1) MNpw nogkniYeHnn 3anycka COOTBETCTBYOLME OTKPbITbIe NOPTbI ByaAyT 3aKpbIThI.

2) Kaxpgoe npaBuo MOXET MCMONb30BaTbCA TOMbKO O4HUM Y3IIOM JIOKarnbHOWM CEeTU 3a pas.
MopgkntoyeHne 3anycka Apyrnx y3rnoB foKanbHOW ceTn OyaeT 3anpeLleHo.

3) 3HaudeHus, ykaszaHHble B nore Bxoaswune NopTbl, HE AOMKHbI HaKMNadblBaTbCs OPYr Ha
Aapyra.

5.8.3 DMZ

B meHio Ha cTtpaHuue Mepeappecauus — DMZ MOXHO npocmaTtpuBatb M HacTpamBaTb y3en

DMZ (cm. PucyHok 5-37). ®yHkuna DMZ nossonsieT co3gaBatbh O0COObIN CETEBOW CErMeHT Ans

y3na nokaneHOM ceTw, 06an.l,aPOLU,eFOCFI K TakKum VIHTepHeT-pecypcaM KakK OHJ'IaIZH-I/Irpr nnn

BMOeoKoHepeHUmun. Mpn aToM MapLUpyTU3aTop nepeanpecyeT NakeTbl BCEX CEePBUCOB Ha Yy3en

DMZ. Y komnbloTepa, HasHadeHHoOro B kadectse yana DMZ, cdyHkums knmeHTt DHCP gomkHa

ObITb OTKITOYEHA, a TaKKe eMy OO0MKeH OblTb MPUCBOEH HOBbLIM cTaTuyeckuin IP-agpec, Tak Kak

ero IP-agpec MoXeT MeHSTbCS Npu ncnonb3oBaHum dyHkLmm DHCP.
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Tekyuee cocrosaHme: O Brmoumte @ OTkniuMTE
IP-agpec yana DMZ: |D.D.D.D |

PucyHok 5-37 DMZ

Y106bI Ha3HAYUTL KOMNbLIOTEP UMK CepBep B KayecTBe cepBepa DMZ:

Haxxmunte kHoMky BkrounTb.
2. Beegute IP-agpec komnbioTEpPa NOKanbHOM CETU, KOTOPLIN ByaeT AenCcTBOBaTb B Ka4ecTBe
y3na DMZ, B none IP-agpec y3ana DMZ.

3. Haxmwute kHonky CoxpaHUTb.

5.8.4 UPnP

B meHio Ha cTpaHuue MNepeagpecauusa — UPNnP moxHO npocmaTpmsaTh nHgopmaumo o UPnP
(cm. PucyHok 5-38). ®yHKUMA yHMBEpCanbHOW aBTOMAaTU4ECKOW HACTPOWMKU CEeTeBbIX YCTPOWCTB
(UPnP), nosBondeT ycTtponcTBam, Hanpumep, KOMMbOTEpaMm C BbIXoAoM B WHTepHeT, MmeTb
OOCTYN U KOpPPeKTHO paboTaTb C nokanbHbIMK y3namu unu yctponctsamu. UPnP-yctponcTtea

aBTOMaTU4eCKn pacrno3HarTcd cneunanbHbIMU NMPUNOXEHNAMN UPnP B nokanbHON ceTu.

Tekywee coctoanne UPnP: Bknw4eHo

Cnuncok TeKywmx HacTpoek UPnP

[2] OnucaHue NPUAOMEHHA Baewnui nopt Mpotokon  BuyTpeHHwii nopt IP-agpec CocToAHHe

COBHOEMTE

PucyHok 5-38 Hacrtponka UPnP

> Tekyuwee coctosiHne UPnP — UPNP MOXHO BKITHOYMTL UMM OTKITIOMUTL HaXXaTUeM KHOIMKU

BknounTtb nnv OTKNOUYUTBL. [laHHaa yHKUUS BKIOYEHa NO YMOMYaHMIO.

> Cnuncok TeKywmx HacTtpoek UPnP — 3gecb oTobpakaeTcsa wmHpopmauma O TeKyLimx
HacTpownkax UPnP.

« OnucaHue npunoxeHnsa — OnnucaHme NpUNoXeHUs, KOTopoe 3anyckaet 3anpoc UPnP.
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« BHewHurn nopt — BHewHW A nopT, KOTOPLIN MapLUPYTU3ATOP OTKpbIBAeT Anis
NPUNOXEHUS.

« TpoTokon — Yka3sbiBaeT, Kakon NPOTOKON UCMONb3YyeTCA.

o BHyTpeHHUW nopT — BHyTpeHHW MopT, KOTOPbIA MapLUpyTU3aToOp OTKpbiBAeT Ans
noKanbHOoro yana.

« IP-appec — IP-agpec nokansHoro ysna, kotopbin 3anyckaet UPnP-3anpoc.

o CocTosiHue — BKIOYEHO unu OTKMYEHO, "BkroyeHo" o3Ha4vaeT, YTo NnopT BCE eLlé

aKTVBEH; B UHOM CNny4ae NnopT He akTUBEH.
HaxmuTe kHornky Bknrountb ans sknodeHus UPnP.
Haxmute kHonky OTKNYUTb 418 oTkNoveHnss UPnP.

Haxmute kHonky O6HOBUTL ANnsi 06HOBNEHUsI TeKyLero cnucka HacTpoek UPnP.

5.9 Be3onacHoCTb

besonacHocTk
- Hactpoiikn bazoBoil 2aWNThI

- PacwmpeHHbIe HACTPOMKN 3AWNTHI

-NokansHoe ynpaeneHune

-YnanéHHoe ynpaBneHune

PucyHok 5-39 MeHto BesonacHocTb

MeHto BesonacHoCTb cogepXuT YeTbipe nogpasgena (cM. PucyHok 5-39): Hactponkn 6asoBon
3awuThbl, PacwwupeHHble HacTponku 3awmthbl, JlokanbHoe ynpaBneHue ¥ YAanéHHoe

ynpaBneHue. Bonga B oguH 13 aTnx pa3genoB MOXXHO HacTpaunBaTb COOTBETCTBYHOLLMNE d)yHKLI,VII/I.

5.9.1 HacTpouku 6a3oBoM 3aWmTbI

B meHio Ha cTpaHuue BesonacHocTb — HacTpoiku 6a3oBoM 3aWUTbl MOXHO HACTPOUTb

OCHOBHble NapameTpbl 6e3onacHocTM (cM. PucyHok 5-40).
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MexceTeBOW 3KpaH
Mexcereroil sxpan SPI: @ Brmounts () Beikniounte
VPN
Mponyck Tpacpuka PPTP: @ Brmouwnts ) Beikniunts
Mponyck Tpaduka L2TP: @ Brmouwnts ) Beikniunts
Mponyck Tpathuka IPSec: @ Brmouwnts ) Beikniunts
ALG
FTP ALG: @ Brawouute ¢ Beikniounte
TFTP ALG: @ Brawouute ¢ Beikniounte
H323 ALG: @ Brawouute ¢ Beikniounte
RTSP ALG: @ Brawouute ¢ Beikniounte
PucyHok 5-40 HacTtpoiiku 6a30Bow 3auThl
MexceTeBOM 3KpaH — 34ecb Bbl MOXETE BKMNHOYMTL/BLIKITOUNTL MEXCETEBOW 3KpaH
MapLpyTusartopa.

MexceTteBon akpaH SPI — OyHkLMA unbTpaumm ¢ y4€ToM KoHTeHTa (Stateful Packet
Inspection) nomoraeT npenoTBpaTUTbL KUOep-aTaku, TaKk Kak B TEYEHUE CEeccum
oTcnexusaeTtcsa bonbluee KonnM4ecTso napameTpoB. Bo Bpemsa ceccun npomssBoguTcs
npoeBepka Tpadmka Ha CcOOTBeTCTBME MpoTokony. [lpu 3aBOACKMX HaCTpoMKax
MexceTeBon akpaH SPI Bkno4éH. Bbl MOXeTe OTKIIOUUTL ero, ecnu xotute, YTobbl Bce
KOMMbIOTEPLI  JIOKANbHOW CEeTM pacnonarannm BO3MOXHOCTblO  0OMeHMBaTbCS

MHdopMmaLmen ¢ BHELLHUM MUPOM.

VPN - O®yHkumsa [Mponyck Tpadwmka VPN pomxHa ObiTb BKMOYEHa, ecnv Bbl XOTUTE

paspewnTb npoxoxaeHne VPN-TyHHenen no VPN-npoTokonam 4Yepes mapLupytmnsartop.

Mponyck Tpacdwmka PPTP — TexHonorms [Mponyck Tpaduka PPTP (TyHHenbHbIN
NMPOTOKOMN TUMa To4Ka-To4Ka) NO3BOMSET co3fasaTb cneumnanbHble TyHHenu B IP-ceTu.
UToObl pa3peLlunTb co3gaHne Taknx TyHHenen Bolbepnte BKkNounTb.

Mponyck Tpacdmka L2TP — NMpoTtokon L2TP - 3To meToa co3gaHus Ceccuin TouKa-Touka
yepe3 VIHTepHeT Ha YypoBHe BTOporo cnosi. YTobbl paspewnTb MNpPOXOXAeHue
L2TP-TyHHEnen Yyepes3 mapLipyTmsaTop BblibepuTe BKnounThb.

Mponyck Tpadcdmka IPSec — [lpotokon IPSec - ato Habop npoTokornoB Ans
obecneveHns 3alWnTbl OaHHbIX, NepedaBaeMblx MO ceTaM Ha 6ase npotokona IP,
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nocpeacTBOM  MPUMEHEHMst  anropuTtmMoB  wudpoBaHmda. UYTobbl  paspewnTb
npoxoxaeHue IPSec-TyHHenen Yepes MapLupyTmM3aTop BeioepuTte BknounTb.

> ALG — PexkomeHayeTcs BKMOYMTL LUNIO3 YPOBHA npunoxerHus (ALG), T.k. aTa yHKums

paspellaeT YCTAHOBKY HacTpavBaeMbix 00xofHbix NAT-MNLTpOB B WAO3€ C  LENbio

nogaepxkn npeobpasoBaHUss afpecoB M MOPTOB ANS HEKOTOPbIX MPOTOKONOB YPOBHS

NpUNoXeHnsa Tuna "KoHTponb/gaHHble”, kak Hanpuvep FTP, TFTP, H323 n T.4.

e FTP ALG — YT06bI paspewntb FTP-knMeHTam 1 cepBepam nepefaBaTb AaHHbIE Yepes
NAT, Bbibepnte BKnounTb.

« TFTP ALG — Yt06bl paspewuntb TFTP-knveHTam 1 cepBepamM nepegaBaTb AaHHble
yepes NAT, BbibepnTe BKknounTb.

o H323 ALG - 4YT06bl paspewntb knueHtam Microsoft NetMeeting obmeHuBaTbcs
AaHHbiMn Yyepe3 NAT, Bbibepute BKNOYNTD.

« RTSP ALG — YT100bl N03BONUTL KNNEHTAM Meana-nineepa CBsA3bIBaTbCS C HEKOTOPbIMU

cepBepamMu NOTOKOBbIX MeAna-gaHHbix Yepe3 NAT, Haxkmnte BKknounTb.

Haxmnte CoxpaHuTb, YTOObI COXpaHWUTb HAaCTPOWKM.
5.9.2 PacwupeHHble HaCTPOMKMN 3aWUTbI
B meHo Ha CTpaHuue Bbe3sonacHocTb — PaCLI.IMpeHHbIe HaCTpOﬁKM 3alunTbl Bbl MOXeTe

HacTpouTb 3awwmTy mappytusdatopa ot TCP-SYN Flood, UDP Flood n ICMP-Flood aTak (cm.
PucyHok 5-41).

Hutepean naketoB ctaTHcTHiH (3 ~ 60): 10 v | CeryHakl

3awmTta ot DoS-atak: @ Omenounte () Braiouute

BrntiouuTe duaeTpaumMio ot atak [CMP-FLOOD

Nopor naketor ICMP-FLOOD (5 ~ 3600): 50 Maketoe/c

BrntiouuTe duaetpauuio UOP-FLOOD

Mopor naketoe UDP-FLOOD (5 ~ 3600): 500 Makeroe/c

BrniouuTe duaeTpaumMio ot atak TCP-SYM-FLOOD
Nopor naketes TCP-SYN-FLOOD (5 ~ 3600): 50 MNaretos/c

MrHopupoeate Ping-naketel oT nopTa WWAR

Janpetute Ping-nakeTel o7 nopta LAN

[ COXpaHuTE ] [ Cnucaok 330 N0KMPOBaHHEI YINOE-MCTOMHMKOE DoS-aTak ]

PucyHok 5-41 PaclumpeHHble HaCTPONKN 3alUmnThbl
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UHTepBan naketoB cTtatucTUKM (5-60) — 3HaueHne no ymondanmio 10. 3 Beinagatowero
crnncka Heobxoaumo BbibpaTh 3HadYeHue oT 5 0o 60 cekyna. [JaHHOe 3Ha4veHne onpeaensier
WHTEepBan Mexay naketamu CTaTUCTuku. [aHHble CTaTUCTUKM MCMONb3YTCA AN aHanu3a
dyHkumamm SYN Flood, UDP Flood n ICMP-Flood.

3awwmTa ot DoS-aTtak — BknioueHne/BbikntoveHne pyHkuun 3awmutel o1 DoS-atak. dyHKuuns

Flood Filters Oynet pabotaTb, TONLKO eCnu BKINOYEHa AaHHaa QYyHKUKS.

& NMpumeyaHue:

3awmTa ot DoS-atak bygetr paboTatb, TONbKO ecnv BkntoveHa CtaTtucTuka Tpaduka Ha

cTpaHuue CuctemMHble MHCTPYMeHTbl — CTaTucTtuka Tpaduka.

Bkniountb chunstpayuio ot atak ICMP-FLOOD — BkrnitoueHune/BbIkntodeHne ounstpauum
ICMP-FLOOQOD artak.

Mopor naketoB ICMP-FLOOD (5-3600) — B 3HadeHne no ymonuyaHuto 50. Ykaxwute
3HavyeHve B npegenax 5 - 3600. Ecnu Tekyllee 3HayeHue Bbllwe YCTAHOBMAEHHOIO,

MapLLpyTM3aToOp HEMEOJIEHHO aKTUBUPYET (PYHKLIMIO BIIOKMPOBKU.

Bknouutb dunsbrpaumwo UDP-FLOOD - BkntodeHue/BbiknoveHne  domnbrpaumm
UDP-FLOOD.

Mopor naketoB UDP-FLOOD UDP-FLOOD (5-3600) — 3HauyeHue no ymonyanuio 500.
Ykaxute 3HavyeHue B npegenax 5 - 3600. Ecnu Tekylwiee 3Ha4YeHUe Bhbille YCTAHOBIIEHHOTO,

MapLIpyTM3aTop HEMEASIEHHO aKTUBMPYET (PYHKLIMIO GITOKUPOBKM.

Bkniounts c¢unsTtpaumio ot atak TCP-SYN-FLOOD - BkniouveHue/BbiknioueHne
dpunstpauun TCP-SYN-FLOOD atak.

Mopor naketoB TCP-SYN-FLOOD (5-3600) — 3HayeHve no ymonyaHuio 50. Ykaxute
3HayeHne B npegenax 5 - 3600. Ecnu Tekywlee 3HayeHME BbIle YCTAHOBMEHHOrO,

MapLLpyTM3aToOp HEMEOSIEHHO aKTUBUPYET (PYHKLIMIO BIIOKMPOBKM.

UrHopupoBatb Ping-naketsl ot nopta WAN - BknioyeHue/BoikniodyeHne dyHKLUM
urHopmposaHusa Ping-naketoB ot nopta WAN. Mo ymonyaHuioo yHKkUmMs oTknodeHa. [Mpu
BKIMIOYEHHOW (yHKumn Ping-naketam w3 VIHTepHeT oOTKasbiBaeTcsad B JOCTyne K

MapLLpyTU3aTopy.

3anpetutb Ping-naketbl ot nopta LAN — PaspewmuTb/3anpetnte Ping-nakeTbl OT nopta
LAN. lo ymonyaHuio yHKUMs oTkmodeHa. [pu BkodeHHOM yHKUMKM Ping-naketam

oTKasblBaeTcs B AOCTYNe K MapLupyTm3aTopy. (3alimTa oT HEKOTOPbIX TUMOB BUPYCOB).

Haxmute kHonky CoxpaHUTb, YTOObI COXpaHWUTbL CAeNnaHHble U3MEHEHUS! B HAaCTPOKaX.

Haxmute kHonky Cnucok 3abnokMpoBaHHbIX y3noB-UcTo4yHnkoB DoS-atak ona otobpaxeHns

Y3/10B-UCTOYHNKOB DoS-arak.
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5.9.3 JlokanbHoe ynpaBneHue

B meHto Ha cTpaHuue BesonacHocTb — JlokanbHoe ynpaBrieHue MOXHO HacTpouTb NpaBuna
ynpaeneHusi (cMm. PucyHok 5-42). dyHKumMs ynpaBneHusi no3sonset Bam sanpetuts komnbiotepam

nokasnbHOW CETV JOCTYN K MapLUpyTU3aTopy.

Mpaeuna ynpaegnenua
(@ Brem KoMnbTepam NokanbHoi ceTn paspeluén AocTyn k Beb-yTunuTe HacTpoikk ycTpoicTea
() TonkKao yKa3aHHLIM KOMNLHITEPAM PaspeLled LocTyn K Bel-yTUAHTe HACTPOAKM © NPaBaMK AAMUHUCTRATOPE
MAC 1:
MAC 2:
MAC 3:
MAC 4:

MAC-agpec Bawero KomMnbloTepa: RC-GR2-60-F7-31-8D HoBaerTE

CoxpaHiTb

PucyHok 5-42 JlokansHoe ynpasneHune

Mo ymonuaHuio BbLIGpaHo Bcem KomnbloTepam noOKanbHOWM CeTU pas3peléH poctyn K
BeO-yTUNMTEe HacTPOMKM ycTpomcTBa. Ecnu Bbl XOTUTE paspelmnTb AOCTyn K Beb-ytunute
HaCTPOWMKN TONbKO AN KOMMNbIOTEPOB JoOKanbHOM cetu ¢ onpedenéHHbimn MAC-agpecamu,
BblibeprTe TONbKO yKa3aHHbIM KOMMNbIOTEPaM pa3pelluéH A0CTYN K Be6-yTUnMTe HaCTPOMKMU
C NpaBaMu agMUHUCTpaTopa, 3aTteM B oTAenbHbIX nonsx ykaxute MAC-agpeca. MAC-agpec
AorxeH 6bITb B dpopmare XX-XX-XX-XX-XX-XX (rge X - aTo wecTHaguaTepuyHoe 41cno). B atom
crniyvyae TONbKO 3TWM KOMMNbOTepbl ByayT MMETbL OOCTYn K BebB-yTUnMTe HacTPOWMKM C npasBammu

agMUHUCTpaTopa, a ocTarnbHble KOMMbITepPbl ByayT NULLEHbI OCTYNA K HEel.

Mocne HaxaTus kHonkn [lo6aBuTe MAC-agpec komnbloTepa byaeT 4oGaBneH B BbilLeyKa3aHHbIN

KOHTpOJ'II/Ipy}OLLI,I/IIZ CIMNnNCOK.

Haxmute KHOMKY COXpaHMTb, YTOObI COXpaHUTb caenaHHble NBMEHEHUA B HaCTDOVIKaX.

& MpumeyvaHune:

Ecnu y Baluero KomnbtoTepa HET AOCTyNa K MapLupyTM3aTopy, 1 Bbl CHOBa XOTUTE NOMyYnUTb €ro,
C nomowbto OynaBku HaxXmMuTe W YyOepXuBanmTe npuMepHO 5 cekyHn KkHonky Reset,
pacrnonoXeHHyld Ha 3agHeW naHenu ycTponcTea. MapwpyTtusatop nepesarpysmtcs U

BOCCTAHOBUT 3aBOACKMe HaCTp0|7IKVI 866-yTI/IJ'IVITbI.
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5.9.4 YpanéHHoe ynpaBneHue

B meHio Ha cTpaHuue Be3sonacHocTe — YpanéHHoe ynpaBneHue MOXHO HaCTPOUTb GOYHKLIMIO

yoanéHHoro ynpaeneHus (cMm. PucyHok 5-43). 3Ta yHKUMA NO3BOMSET OCYLWeCTBNATb

yAanéHHoe ynpasneHMe MapLupyTM3aTopom vyepes VIHTepHeT.

MopT ynpaBneHna Bed-uHTepeiicom: a0
IP-anpec yaanéunoro ynpaenesua: gooo [¥wammuTe 255 265 265 285 nna ecex)

PucyHok 5-43 YoanéHHoe ynpaBneHue

Mopt ynpaBneHusa BebO-uHTepcgenncom — OO6blMHO BeO-Opaysepom ansa goctyna
ucnonb3yeTcsa CTaHgapTHoli nopt cepsuca HTTP. [Ona yganeHHoro ynpasneHus
MapLupyTusatop ucnonbdyet nopt Homep 80. [Ona Gonbliei 6e30macHOCTU Bbl MOXeETe
3aMeHUTb 3TOT HOMEp Ha APYroW, ykasaB ero B COOTBETCTByWLWeM norne. Homep nopta
JomxkeH ObITb B npegenax ot 1 go 65534, HO He cnegyeT ykasbiBaTb HOMEP CTaHAaPTHbIX
nopToB cepBuca.

IP-appec ypanéHHoro ynpaBneHusi — Tekylwimii agpec, KOTopbli ByaeT ncnonb3oBaTbes
ANns gocTyna K MapupyTtusatopy udepe3d WMHTepHeT. ®OyHKUMA OTknkodveHa, ecnu IP-agpec
ykaszaH kak 0.0.0.0. Ytobbl BkNOUMTbL €€ 3ameHuTe 3HadeHne 0.0.0.0 Ha gonycTumbIn
IP-agpec. Ecnu BbiGpaHo 3HaveHue 255.255.255.255, 1o BCe yanbl ByayT umeTb OOCTYnN K
MapLupyTusaTtopy vyepes VIHTepHeT.

MpumeyaHue:

YT10ObI MonyunTb OOCTYN K MapLupyTM3aTtopy, HeobOXoOAMMO B aapecHol cTpoke Gpaysepa
(Internet Explorer nnn Netscape) ykasaTtb IP-agpec B cetn WAN u 3aTem, yepes gBoeToune,
HOMep MopTa, KOTOopbI ObiN ykaszaH Bamu B none "lMopt Beb-ynpaenenuns”. Hanpumep, ecnu
IP-agpec B cetn WAN Bawero yctponctsa 202.96.12.8 u Bbl ykasanu Homep nopta 8080,
BeeanTe http://202.96.12.8:8080 B 6Opaysepe. Heobxogmmo OygeT BBeCTM Maponb K
mMapwpyTtusatopy. [locrne BBeOeHUsI NpPaBUMBbHOrO MNapons Bbl 3aWd€Te Ha CcTpaHuuy

Be6-ynpaBneHnss MapLIpyTU3aTOPOM.

B uensx 6e3onacHocTn He 3a6yp,bTe CMEHUTb 3aBOCKON naposib N0 ymMmosn4aHuio Ha bonee

HaOEXHbIN.

5.10 PoautenbCKUN KOHTPOIb

B meHio Ha cTpaHuue PoauTenbCKMW KOHTPOSNb MOXHO HacTpoUTb (PYHKLMIO POAUTENBCKOrO

KOHTpons (cM. PucyHok 5-44). OyHKUNA pOaMTENbCKOrO KOHTPOMS MO3BOMSET KOHTPONMPOBATb
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[OCTyn nonb3oBaTtenen k cetn VHTepHeT, 3anpeLuartb nocelleHne onpeaenéHHbix Beb-canTos u

orpaHu4YmMBaTh A4OCTYN K VIHTEPHET NO BpEMEHM.

PoOuTenbCKWd KOHTpONb

KoMnETepE, HE AENAKILLMECA KOHTROMMEYIOLL UMK M HE YKSZ8HHEIE B CMIMCKE, HE ByayT uMeTe BocTyn K MHTEpHET.

PonuTensckuil KOHTpoOnb: @ Omnioumte () Brmoumte

MAC-agpec KOHTPORHPYKWETD KOMNBHTEpa: | |

MAC-agpec eawero KoMNbTEpa: |BC—82—BD—FT”—31—BD | ’ CEONMPOBATE BEIWE

COxpaHuTb

ID MAC-agpec OnucaHve caita PacnMcaHue CocToAHHe HikeHnTb

Ho6aenTs... | | Bkntoymte Boe | | OTKOWYMTE BCE | | YAANMTE BCE

MpegblayEa Crneayiwan | Tekywui Ne Crpanuya

PucyHok 5-44 PoauTtenbCkuid KOHTPOmb

Ona po6aBneHus HOBOW 3anNMcu HeO6XOAMMO COBEPLUMTL crieaylowme OeNcTBUS.

1. Haxmute kHonky [lo6aBUTb..., nocne Yero Bbl nonagéte Ha CTpaHuuy, Kak yKasaHO Huxe
(PucyHok 5-45).

[06aBUTL/M3MEHUTb 3aNUCch POOAMTENLCKOr0 KOHTPONA

Bpema B PACnMCcaHiy YkadaHo B COOTEETCTEWH C BEIBPAHHBIM Ha YCTROACTEE YaCOBLIM NOACOM. BpemMA MOXKHD YCTAHOBMTE HA CTRAHHUE "CHCTEMHEIE HHCTRYMEHTE! -> HacTpofka Bpemeni”.

MAC-aapec KOHTPONHPYEMOro KOMNLITEpa:

Bce MAC-appeca B Tekymeit cetn LAN: --BbIBEpHTE-- A

Onucanne caiita:

Mua pazpewénnore caira:

Pacnucande MoseT BbiTe YCTAHOBNEHD Ha CTpaHWUE "KOHTRONE BOCTYNa -> Pacnucanuqe”

Cocroanne: BrnioyeHo &

PucyHok 5-45 [06aBuTb UM N3MEHUTb 3anvUCb POAUTENBCKOrO KOHTPONS

> PoputenbCKum KOHTpornb — Haxmute BKNOYMTL, ecnn Bbl XOTUTE MCMONb30BaTb
AaHHY0 YHKUMIO, N BeIKNKOYKMTL, ecnn He Byaete Mcnonb3oBaTth eé.

» MAC-agpec KOHTponupyluiero komnbiotepa — B gaHHoOM none Bbl MOXeTe BBECTU
MAC-agpeC KOHTPOMMpPYIOLLEro KOMMbOTEPA WM  MCMNOMb30BaTb PACMONOXKEHHYH
psSAOM KHOMKy CKkonupoBaThb Bbllle.
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> MAC-agpec Bawero komnblotepa — B pgaHHom none otobpaxkaetca MAC-agpec
KOMMbtoTEPA, C KOTOPOr0O Ha [daHHbIA  MOMEHT  MNPOU3BOAMTCS  HACcTpoKka
mMapupyTunsartopa. Ecnn MAC-agpec Ballero ceTeBoro agantepa yxxe 3apermctpupoBaH
B CUCTEME, TO MOXETe HaxaTb KHOMKy CkonupoBaTb Bbille Afs ero KonMpoBaHWs B
none MAC-agpeca KOHTPONMPYIOLLErO KOMMbIOTEPA.

> OnucaHme camta -— OnucaHne canMToB, paspelEHHbIX ANd  MNOoCeLeHus
KOHTPOMNMpYyeMbIM KOMMbHTEPOM.

» PacnucaHue — BpemeHHON OTpe3oK, B TeYeHUe KOTOPOro KOHTPOMNMpyemomy
KOMMblOTEpPy pa3peluéH goctyn B ceTb MHTepHeT. [Ana 6onee nogpobHON MHdopmaLmu,
3anguTe B pasgen KoHtponb goctyna — PacnucaHwue.

>  BknounTtb — AKTUBMpPOBATL ONpeaenéHHyo 3anuchb.
» WN3meHuTb — VI3aMeHUTb Unu yaanutb 3anuchb.

2. Beegute MAC-agpec komnbtoTepa (Hanpumep, 00-11-22-33-44-AA), koTopbii Bbl xoTuTe
kKoHTponupoBaTe B norne MAC-agpec KOHTPONMpYeMOro KoMnbhOTepa, Takke MOXHO
BbiGpaTe MAC-agpec 13 BeinagatoLiero cnncka Bce MAC-agpeckl B cetu LAN.

3. B none OnucaHue cauTta ykaxute onucaHue (Hanpumep, paspewmntb Google) BebG-canTos,
OOCTYN K KOTOPbIM Pa3peLLéH.

4. B none Umsa paspelléHHOro camta BBEAUTE UMS pa3peLlEHHOrO JOMEHA MOSTHOCTLIO MK
YKaXknte TONbKO KNtodeBble crioBa (Hanpumep, google). Joctyn Oyaet paspelwéH K niobomy
canTy, JOMEHHOE MMSA KOTOPOro COAEPXUT yKasaHHOe KrtoveBoe CroBo (www.google.com,

www.google.com.cn).

5. W3 Bbinagatouwiero cnucka paboyee Bpems Bbibepute pacnucaHue (Hanpumep, Schedule 1).
Ecnn nogxopsuwimx pacnucaHui HeT, HaxmuTe PacnucaHue (BblgeneHo KpacHbiM) U Bebl
nepengére Ha crtpaHuuy [ononHWUTENbHblE HACTPOWKW pacnucaHus, cos3ganTte camm TO
pacnucaHue, kotopoe Bam yao6Ho.

6. B none CoctosHue Bblbepnte Bknwo4yeHo unn OTKMAKOYEHO ANS  BKIYEHUA UMK
oTKnoYeHns Bawen 3anucu.

7. Haxmnte kHonky CoXpaHUTb.

HaxmuTe kHonky BknounTb Bce And BKIIOYEHUSA BCEX NpaBuil B CMIUCKE.
HaxmuTte kHonky OTKNIOYMTb BCe O115 OTKIIYEHMS BCEX MpaBui B CNIUCKeE.
HaxmuTe KHONKy Yaanutb Bce Ans yaaneHus Bcex 3anucen B Tabnuue.

HaxmunTe kHonky Cnepgyrowan ans nepexona Ha cneayoLLyo CTpaHuLy, HaXKMUTE KHOMKY
MpeAabiaywasn 4ns BO3BpaTa Ha NpeablayLlyto CTpaHuLy.

Hanpumep: Ecnv Bbl X0TUTe, 4TOObI KOHTpOnupyewmbli kKomnbkoTep ¢ MAC-agpecom
00-11-22-33-44-AA vmen gocTtyn K www.google.com Mo BOCKPECEHbSAM, a KOHTPONMPYIOLLNIA
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komnbtoTep ¢ MAC-agpecom 00-11-22-33-44-BB He umen HUKakuMx orpaHuyeHuin Joctyna, To BaM
cnegyeT NPoOU3BECTU HACTPOMKN B COOTBETCTBUN C NPeaCcTaBeHHbIMU HUXKE UHCTPYKLUUAMN:

1.

3angute B MeHi0 PoauTenbCKUM KOHTPOSb pPachonoXeHHLIN CreBa, ANns nepexoga Ha
cTpaHuuy HacTponkn poantenbckoro KoHTpons. Haxmute BknounTs 1 BBeante MAC-agpec
00-11-22-33-44-BB B none ana MAC-agpeca KOHTPONUPYHLLEro KOMMboTepa.

Bongute B MeHiwo KoHTponb poctyna — PacnucaHme Ha cCTpaHuuy HaCTPOWKK
Pacnucanumsa. Haxmute kHonky [lo6aBUTb... ANs CO34aHNA HOBOrO pacnucaHusl, 3agante
Nwma pacnncanua Schedule_1, geHb: Cy6., Bpems: Bce gHu - 24 yaca.

Haxmnte PoauTenbCKUi KOHTPOb 4118 BO3BpaTa Ha cTpaHuuy HacTponkm poanTensckoro

KOHTpOISi:

1) Haxmute kHonky [lo6aBuUTD....

2) Bseaunte 00-11-22-33-44-AA B none MAC-agpec KOHTPONMpyeMoro KoMnbroTepa.

3) Beegute Paspewuntb Google B none OnucaHue camnra.

4) Beegute www.google.com B none HasBaHue pa3spelléHHOro camra.

5) Bulbepute cosgaHHoe Bamu pacnucaHue Schedule_1 13 BbinagatoLwero cnucka
Pa6ouee Bpewms.

6) B none CocrosiHue BbiOepute BkrtoveHo.

Haxxmnte CoxpaHnUTb Ons 3aBepLUEHNS HACTPOEK.

3arem,

BEPHYBLUUCb Ha CTpaHuUUy HaCTpPOeK poAUTENbCKONo KOHTPONA, Bbl yBUAUTE

cnegyrowmnn cnmcok (cm. PucyHok 5-46).

ID MAC address Website Description Schedule Enable Modify
1 00-11-22-33-44-24 Allow Gaogle Schedule_1 Edit Delete
Add New . |[ Enaple Al |[ Disable Al |[ Delete Al

PucyHok 5-46 HacTpoiikn poanTenbLcKoro KOHTponst

5.11 KoHTponb goctyna

KonTpons mocryna

- Npaeuno

-¥aen
-Llens

- Pacnucauune

PucyHok 5-47 KoHTponb goctyna
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MeHto KoHTponb gocTtyna cogepxut yeTblpe nogpasgena (cMm. PucyHok 5-47): Mpasuno, Y3en,

Lenb n Pacnucanue. Bongsa B ogvH 13 3TMX pa3genos MOXHO HacTpamBaTb COOTBETCTBYOLLNE
yHKLUMNN.
5.11.1 Mpasuno

B MeHo Ha cTpaHuue KoHTponb poctyna — [paBuno MoOXHO npocmaTpueaTe U

yCTaHaBnMBaTb Npasuna KoHTpons goctyna (cMm. Puc. 4-55).

[] BxnwounTe ynpaBneHne KoHTponeu poctyna k HHTepHer

Mpaenno (pUABTPALUH MO YMONYaHHIO
() PaspeluMTe NakeTam, yKazaHHEIM B NOAWTUKE KOHTPONA AOCTYNA, NPOX0AMTE YEPes MapLIpYTU3aTap

(;:. EaﬂpBTHTb NAKETAM, YKAZIHHEIM B NOMATAKE KOHTPONA JOCTYNS, NPOXOAWTE NEPES MApLUPYTHSATOR

COxpaHUTb
ID WuA npaeuna Yzen Lens Pacnucanune Brnwuuts HimeHnTts
MacTep HacTROAKK
Jo6aeuTs. . Brni4uTe BCE COTHAYKMTE BCE Y anNWTE BCE
MepemecTuTb D Ha D

MpeasiaywaaA Crneayiowan | Tekywwi Ne | 1 s | Crpanuua

PucyHok 5-48 YnpasneHue npaBunamMm KOHTPONsa gocTyna

> Bknwouutb ynpaBneHue KOHTporieM aoctyna k UMHTepHeT — [locTaBbTe ranouky Ans
BKITHOYEHMS (PYHKLMM KOHTPONS focTyna k IHTEpHET, Npu 9TOM Ha4YHET AencTeoBaTh [paBumno

(bI/IJ'IpraLI,VIVI, ncnornb3dyemoe no ymMmon4aHuio.

> WNwma npasuna -— [JaHHoe none COOAEPXNT UMMA nNpaBuilia, KOTOpOE [OOJIKHO ObITb

YHUKanNbHbIMU.

> Y3en — 3gecb oTOGpaxaercs y3en CeTW, B OTHOLUEHWWM KOTOPOro AeWCTBYET ykasaHHoe

npasuno.
> LUenb — Llenb, 3agaHHas COOTBETCTBYHOLLMM NPaBUIIOM.
» PacnucaHue — PacnuncaHue, 3agaHHOe COOTBETCTBYIOLLMM NPaBuUoMm.

> Bknwuutb — 3Oecb oTobOpa)kaeTcs COCTOsiHME MpaBuna: BKMHOYEHO UM HeT. Haxmute,

YTOObI aKTUBU poBaTtb 3annchb.

> W3MeHuUTb - VIameHeHne nnun yganeHue npasuno.
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>

>

MacTep HacTpoukun — Haxmute kHonky MacTep HacTpomku, 4ToObl CO3aaTh 3anMcb HOBOTO

npasuna.
Ho6aBuTb... — Haxxmute kHonky [lo6aBUTb..., 4TOObLI 406aBUTL 3aNMCb HOBOrO Npaeuna.
Bkntountb Bce — Haxmute kHonky BknounTb Bee, YTOOLI BKMOUYNTL BCE Npasuiia B CMMCKE.

OtknounTb BCce — Haxmute KHOMKY OTKNO4YNTL BCe, YTOObI OTKMOYMUTL BCE npasuiia B

cnucke.
YpanuTb Bce — HaxmuTe kHonky YaanuTb Bce, YTobbl yaanuTb BCe 3anucu B Tabnuue.

MepemecTnTb — O4YepEéQHOCTL 3anMcen MOXHO M3MEHUTb No Bawemy xenaHuto. B nepsom
none BeeauTe |ID-HOoMep 3anucu, koTopyk Bbl xOTMTe nepegBuHyTb, BO BTOPOM Morfe
BeBeaute gpyron ID-Homep 3anucu, 3aTtem HaxmuTe KHoOMKy MNMepemecTUTb Ons U3MEHEeHUs

nopsiaka 3anucen.
Cnepytowasn — Haxmute kHonky Crnegylowas onsi nepexoda Ha crieQyoLlyto CTpaHuLy.

Mpeabiaywan — HaxvuTe kHonky Mpeablaywan ans Bo3Bpata Ha NpeablayLlyto CTpaHuLy.

CyuwiectByeT ABa cnocoba, Kak 4o6aBUTbL HOBOE NpaBuIio

Cnocob nepBbIN:

1.

Haxmunte kHonky MacTep HacTpouku, nocne Yyero Bel nonanéte Ha crneayloLLyo CTpaHnuLy

(cm. PucyHok 5-49).

Pesmm: |P-anpec w
Hua yana:

IP-agpec B cetn LAN:

[ Hazan ] [ Janee ]

PucyHok 5-49  BbicTpas HacTpoika — Co3gaTh 3anvch yana

> Wma y3na — B atom none HeobxoouMMO BBECTW YHUKaNbHOE UMs y3na (Hanpumep,
Host_1).

> Pexum — 3gecb M3 Bbinagawowero cnvcka Heobxoammo BbibpaTb OAMH U3 OBYX

BapuaHToB: IP-agpec nnn MAC-agpec.

Ecnu Bbibpath IP-agpec, nosiBuTCcsa crnegytoilee none:

» IP-agpec B cetn LAN — YkaxunTte IP-agpec unun guanasoH agpecos y3rna B AeCATUYHOM
dopmaTe ¢ pasgenutenbHbiMu Todkamu, Hanpumep 192.168.0.23.
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Ecnu Buibpats MAC-agpec, NosiBUTCS crieqytoLlee none:
> MAC-agpec — Ykaxute MAC-agpec yana B popmare XX-XX-XX-XX-XX-XX, Hanpumep,
00-11-22-33-44-AA.

Haxmunte KHOMKY HDanee no 3aBepleHnn co3gaHuna 3anmncun ysna, nocne 4ero Bbl nonagéte

Ha CTpaHuuy, Kak nokasaHo Huxe (PucyHok 5-50).

Pexom: IP-agpec v
WuAa uenu:
IP-agpec

I'IopT HazHa4YeHHA:

Mpotokon: BCE ~
CranpapTHbIA NopT cepBHCa: —EBLIDEAKUTE-- +
[ Hazag, ] [ Hanee ]

PucyHok 5-50 bBbicTpas HacTporka — Co3gaTb 3anuch Lenu KOHTpons gocTyna

» Wwma uenun — B aToM none ykaxumte uma uenu. imernte BBmay, YTOo JaHHOE 3Ha4eHue

AOIMKHO ObITb YHMKaNbHbIM (Hanpumep, Target_1).

> Pexum — /13 BbinagaroLlero cnucka Bbibepute ogHO M3 ABYyX 3HadYeHun - IP-agpec unm

J[lomeHHoe nms.

Mpu BeIGOPE IP-appec Bbl yBUAMTE cneayoLwme nons:

> IP-agpec — YkaxuTe IP-agpec (vnn gnanas3oH agpecos) Lenu (uenen) B Buae YeTbipex

OEeCATUYHbIX Yncer, pasgenéHHblx Todkamu, Hanpuvep 192.168.0.23.

» TopT HasHavyeHMA — YKaxuTe NOPT WNU Anana3oH noptoB. [ns nopTtoB 0OLLMX
CEPBMCOB MOXeTe Bocrofb3oBaTbcsl noreM CraHOapTHbI  MOPT  CepBUCa,

pacnonoXXeHHbIM HUXe.

» Tpotokon — 3gecb M3 BbiNagaroLEro MEHKD Heobxoanmo BbiIOpaTh OOWH M3 YETbIPEX
BapuaHToB - All, TCP, UDP n ICMP.

» CTaHpapTHbIN NOPT cepBUca — 34ecb codepKaTcs CrMCcoK NOPTOB OObIYHbLIX CEPBUCOB.
Heobxognmo BbibpaTb OguH K3  BbIMagaloWero Ccnucka, npuM 3TOM  HOMeEp
COOTBETCTBYIOLLEro MopTa aBTOMatvyecku nosButca B none [lopT HasHayeHus.
Hanpumep, ecnu Bbl BbiGpanu "FTP", To B none lopT HasHayeHWss aBTOMaTU4eCcKu

nosiBUTCS 3Ha4veHume "21".

Ecnu Bbl6paHO JomeHHOe nms, T0 Bbl yBnaunTe cnegyrouime nond:

-170 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

> ﬂomeHHoe nvsa — 3,EI,er Bbl MOXeETe yKa3aTb 4YeTblipe MMEHU, NPUYEM 3TO MOXET ObITb
Kak NnoriHoe MMs, Tak 1 Krnio4esoe crnoBo (Hanpumep, google). Iliobon JOMEH C UMeEHeEM,
cogepxalumMm knioveBble cnosa (www.google.com, www.google.cn) 6yaer nu6o

3a6nokupoBaH, NnMbo paspeLuéH.

3. Haxmute KHOMKY HDanee no 3aBepLleHnn co3gaHna 3anmcu y3na, nocrne 4ero Bbl nonagéte

Ha CTpaHuLy, Kak nokasaHo Huxe (Puc. 4-53).

Mpuieyanne: Pacnncadine JeACTEVET C yYeTOM BEPEMEHN, YCTAHOEMEHHOID HA MAPWRYTH3ATORE.

WA pacnucanng:
Nens: () Kawaeid gene () BoiGpate geHe
MaH. BT. Cp. YT MArT. Cya. Bockp.

Bpems: ECE OHW - 24 yaca:

Ha4ano: {HHIL)

KoHeuw; {HHI)
[ Hasag | [ Oanee |

PucyHok 5-51  BeicTpas HacTponka — Co3gaTh 3anMch paclUMpeHHbIX HACTPOEK pacnmcaHms

» Wma pacnucaHua — B aToM none ykaxuTe yHukanbHoe ums pacnucanus. Mwvente B

BMAY, YTO 3TO MMS AOMMKHO ObITb YHMKANbHbIM, Hanpumep, Schedule 1.

> [OeHb — B none BbibpaTtb aeHb BbibepunTe COOTBETCTBYHOLINIA AeHb (4HW), TAaKKe MOXHO

ykasaTb Kaxabiii oeHb.

> Bpemsa — BbiGepute 3HaueHue "Bce gHM - 24 4yaca" unu yKaxmte camMn 3HayYeHus

BpeMeHn Ha4vana n oKoH4YaHud nepuoaa.

» Havano — Beegute gaty Havana nepuoga B cpopmare Y4MM (4 uncbpsl). Hanpumep,
0800 o3Hauvaert 8:00.

> KoHel — YkaxuTe BpeMsi okoH4YaHus nepuoga B oopmarte Y4MM (4 undppel). Hanpumep,
2000 6yget o3HavaTtb 20:00.

4. HaxmuTe kHonky [Janee no 3aBepLleHUn co3gaHns 3anmcu y3na, nocrne yero Bel nonagéte

Ha CTpaHuLUy, kak NokasaHo Huxe (Puc. 4-54).
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5.

Wma npaerna:

Yaen: Host_1 |+
Lenk: Target_1 v
PacnucaHwe: Schedule_1 v
CocroRHme: Brnwuer w
[Hasan | [ 3asepumts |

PucyHok 5-52 BbicTpas HacTponka — Co3gaTb 3anmcb KOHTpona goctyna K HTepHet

>

Umsa npasuna — B naHHOM none HYXXHO yKa3aTb UMsA npaBuiia, KOTopoe AO0IMKHO ObITb

YHUKanbHbIMU (Hanpumep, Rule_1).

Y3en — B atom none Bbl6epMTe y3en B OTHOLWEHUN npasuna n3 Bbinaagakwuwero crnmcka.

Mo YMOn4yaHMIo yKa3aHO 3agaHHoe Bamu sHa4yeHne UmeHun npasuna.

Llenb — B atom none Bbl6epI/ITe Luenb B OTHOLWEHUN npaBuiia U3 BbinaaarLwlero cnncka.

Mo ymonyaHuio yCTaHOBIEHO 3HaYeHue, Kotopble Bbl ykazanu onsa UMeHun uenu.

PacnucaHme — B 3TtoM none BbiOepuTe pacnuMcaHMe B OTHOLUEHUW npaBuna us
Bbinagatowero cnucka. o ymonyaHuio ykasaHo 3agaHHoe Bamun 3HadeHne UmeHwm

pacnucaHus.

CocTosiHue - B gaHHOM norie MOXHO BblbpaTb 0QHO U3 ABYX 3Ha4YeHuii, BknroveHo mnu
OTtknroyeHo. [pn BbiOOpe MepBoro 3HayeHus npasuno GyaeT Mcnonb3oBaTbCs, Mpu

Bbl60pe BTOPOIro npaBuiio NCnosrib3oBaTbCA HE 6yp,eT.

Haxxmnte 3aBepwnTb Ans 3aBeplleHust gobaBneHns HOBOro npasuna.

Cnocob BTOpoO#:

1.

HaxmuTe kHonky lob6aBuTb..., nocne 4Yero Bl nonagérte Ha CTpaHuLy, Kak noka3aHo HUXe
(Pwnc. 4-60).

Ykaxute umsa gnsi npasuna (Hanpumep, Rule_1) B none Umsa npaBuna.

BbibepuTe y3en 13 BbinagatoLero cnicka Ysen unu soibepute Ytobbl 4O6aBUTH HOBbIN

CMUCOK y3J510B, HAXKMUTe 3ecChb.

Bbibepute Lenb 13 Boinagatowlero cnucka Lenb nnm Boibepnte YTto6bl O6ABUTL HOBbIN

CMUCOK Lenen, HaxmuTe 3aechb.

Bbl6epI/1Te pacnncaHne u3 BblNagakouwero crnucka PacnucaHuve unn Bbl6epVITe Y100bI
[06aBUTb HOBOE pacnncaHue, HaXKMuTe 34ecChb.

B none CocrtosiHue BLiGepuTe BknovyeHo mnv OTKMOYEHO ANdA BKOYEHMA/OTKNIOYEHMS
3anucu.

HaxmuTe kHonky CoxpaHuUTb.
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MmA npaBuna:

Yaen: Host_1 |%| Yrodel 0003EWTE HOBBIR CONCOK V3NDE, HAMIMNTE 3AECk.

Lene: Mwoban yene | Yrofel 0063EWTE HOBEIR COWCOK UENER, HAMMWTE 306Ck.

PacnucaHne: Beerpa ¥ | UYroGel0oGapuTe HOBCE DACINMCAHNE, HAXMUTE 30&Ck.

CocToRHne: BrntousH »

[ cospannts | [Hasaa |

PucyHok 5-53 [1o6aBuTb 3anMcb KOHTPONs AOCTyna K VIHTepHeT

Hanpumep: Ecnn Bbl xotnte paspewntb y3ny ¢ MAC-agpecom 00-11-22-33-44-AA pocTtyn K

canty www.google.com Tonbko ¢ 18:00 go 20:00 no cy66oTtam n BOCKpECEHbSM W 3anpeTtutb

ocTanbHbIM y3raM NokanbHOW ceTn gocTtyn B WHTepHeT, HeobxoauMmo BbiOpaTb cregyrolme

HaCTPOWKN:

1.

3angute B nogpasgen Mpasuno B meHo KoHTponb gocTtyna, 4Tobbl NONacTb Ha CTpaHuLy
cnucka npaBun. BeiGepuTte BkniounTb ynpaBneHue KOHTponem poctyna K WHTepHeT u
BblbepuTe "PaspewnTb naketam, ykasaHHbIM B MOMUTUKE KOHTPOMSA AOCTyna, MpoxoauTb
Yyepes mapLipyTtusartop".

Mbl pekoMeHayeM HaxaTb KHOMKy MacTep HacTPOWMKMU ANs 3aBepLUeHNs BCEX NocrneayoLwmx
HacTpoex.

3anguTte B nogpasgen Ysen B MeHio KoHTponb goctyna, 4tobbl MonmacTb Ha CTpaHuuy
cnncka ysnoe. CosganTe HOByW 3anmcb ¢ umeHem y3na Host 1 n MAC-agpecom
00-11-22-33-44-AA.

3angute B nogpasgen Uenb B meHio KoHTponb gocTtyna, 4toObl NonacTb Ha CTpaHuuy
cnncka uenen. Cosgante HOBYK 3anucb ¢ umeHem uenn Target_1 m OOMEHHBIM MMeEHeM
www.google.com.

3anaute B nogpasgen PacnucaHue B MeHio KoHTponb agocTtyna, 4tobbl nonactb Ha
CTpaHuuy cnucka pacnucaHuin. Cosgante HOBYHO 3anvcb ¢ MMeHeM pacnucaHust Schedule_1,
HeHb: Cy6. n Bockp, HadanbHoe Bpems: 1800, koHeyHoe Bpemsi: 2000.

3angute B nogpasgen Npasuno B meHio KoHTponb goctyna, HaxkmuTe KHomnky [lobaBuTb...
ansa nobaeneHnst cneayoLwero HOBOro npaeumna:

e B none Mma npaBuna ykaxuTe ums npasuna. [MOMHMTE, YTO OHO [OOIMKHO ObITb
YHUKanbHbIM. Hanpumep: Rule_1.

e B none Y3en Bbibepute Host 1.

e B none Llenb Buibepute Target_1.

e B none PacnucaHue Bbibepute Schedule_1.
e B none CoctosHne BbibepuTe BkntoyeHo.

e YTOObI COXpaHUTb caeliaHHble UBMEeHEHUA HaXMUTe COXpaHVITb.
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Mocne atoro Bbl BepHETECb Ha CTpaHuUy YnpaBneHue npaBunamMu KOHTPONs AocTyna K
NHTepHeT 1 yBuauTe crieayowmii Crcok.

ID MmA npaBuna Yaen Lens PacnucaHne CoctoAHre PegaktnpoBatk
1 Rulel Host 1 Target 1 Schedule 1 PegakTMpoeaTe ¥O0anute
5.11.2 Y3en

B MeHio Ha CTpaHuue KOHTpOﬂb AocTtyna — Y3en MOXHO npocMarpmeatb U HacTpaumBaTb

cnucok Y3noB (cM. PucyHok 5-54). Cnucok y3noB Heobxoaum Ans npaBun KOHTPons AocTyna.

ID MmAyana WHdhopmaumna HameHuTs
1  Host 1 IP-agpec: 192.168.0.23 MameHTe ¥oanuTe
2  Rule_1 |P-agpec: 192.168.0.23 VamMEHNTL ¥YOanuTh

| Ootasuts ][ vaanurs ece

Tekywni M2 | 1 | CTpaHuua

PucyHok 5-54 HacTponku ysna
> Wma yana — B atom cTtonbue otobpaxaeTcs yHUKanbHoe ums ysna.

> WHdopmauma — 3gecb ykasbiBaeTcss MHdopmauma ob yane. O1o moxeT ObiTh IP- mnm

MAC-agpec.

> WU3meHuTb — I3mMeHeHne nnn yganeHme CyLeCTBYIOLLEN 3anunCu.

Ona po6aBneHna HOBOro NpaBusia BbINOMHUTE criegyowme AeNcTBUA.
1. Haxmute kHonky lobaBuUTh...
2. B none Pexwum, Bbibepute IP-agpec nnn MAC-agpec.

e [lpu BbIGOpe IP-agpeca Bbl nepexooute Ha CTpaHuly, NokasaHHyto Huxke (PucyHok
5-55).

1) B none Ums y3na ykaxuTe yHUKansHoe ums yana (Hanpumep, Host_1).
2) B none IP-apgpec B cetn LAN BBegute IP-agpec.

e [lpu BbiGope MAC-agpeca Bbl nepexoante Ha cTpaHuuy, NoKasaHHyt Huxe (PucyHok
5-56).

1) B none Umsa y3ana ykaxuTe yHuKanbHoe nvsd yana (Hanpumep, Host_1).
2) B none MAC-agpec Beeante MAC-agpec.

3. Haxmunte kHonky CoxpaHuUTb A5 3aBepLUEeHNA HaCTPOEK.

HaxmuTe kHonky YaanuTb Bce ANd yoaneHus Bcex 3anucen B Tabnuue.

Haxmute kHOoMKy Crnegylowas aOna nepexoda Ha credylollyld CTpaHuly WNM  Haxmute
MNpenblaywan ans Bo3spaTa Ha NpeablayLLyo CTpaHuLy.
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Pemun; IP-agpec hd
NmA yana: | Host_1 |
IP-appec s cenLAN: | 192 168.0 1 |-[192 188 0 23
[ Coxparnts | [Hasaa |

PucyHok 5-55 [06aBWTb UM M3MEHUTL 3anucb y3na

Pemin: MAC-agpec v

WmaA yana: | Host_1 |

MAC-agpec: 00-11-22-33-44-AA

[ coxpannts | [ Hasaa |

PucyHok 5-56 [06aBuTb UK M3MEHWUTb 3anucb y3na
Hanpumep: Bbl XOTUTe OrpaHMuMTb AOCTYN K VIHTEpHET Ans ysna nokanbHOW ceTtn C
MAC-agpecom 00-11-22-33-44-AA, TO HE0OX0AMMO BbINOMHUTL CreayoLlme OeNCTBUS:

1. Haxmute kHonky [lo6aBuUTb... (cM. PrucyHok 5-54) ang nepexopa Ha cTpaHuuy [obaBuTb munu
N3MEHNTb 3anucb y3na.

M3 BbinagatoLlero cnucka B none Pexum Bbibepnte MAC-agpec.
B none Umsa y3na ykaxnte yHukanbHoe nmvs y3na. (Hanpumep, Host_1).

2
3
4. B none MAC-agpec BeeanTte 00-11-22-33-44-AA.
5. Haxmute CoxpaHUTb ANs1 COXpaHEHUS HAaCTPOEK.

Mocne atoro Bel BepHETeCh Ha cTpaHuUy HacTponku y3na v ysugnte cneayoLwnmn Cnmncok:

I Umg yana WHdpopmauwa HzmeHnTs
1 Yaen_ 2 MAC-agpec: 00-11-22-33-44-A4 H3MEHNTb YOanuTh
5.11.3 Uenb

B meHio Ha CTpaHuue KOHTpOﬂb Aoctyna — LUenb mMoxHo npocMartpueatb U HacTpanmBaTb

cnmcok uenen (cm. PucyHok 5-57). Cnncok Lenen HeobxoamMm Ans npaBuil KOHTPoNns AocTyna.

1D Hma uenn Whdpopmawmua HameHnTh.
1 Target_1 192.168.023 HMameHnTs ¥aanuTe
[ OoBaente.. ][ vaanuteece |

TekyWwui M2 CTpaHuua

PucyHok 5-57 Cnucok uenewn
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> Wmsa yenn — 3ngecb oToGpaxaeTcs YHUKANbHOE UMS LiENu.

> WHdopmaumnsa — B kavecTse Lenm moxeT 6bITb yYkasdaH IP-agpec, nopT nnu goMeHHoe umsi.

> WU3meHnTb — I3mMeHeHne nnn yganeHme CyLLeCTBYIOLLEN 3anunCu.

Ona no6aBneHna HOBOM 3anUCK BbINOSTHUTE crieayrolime AeNcTBUs.

1.
2.

3.

HaxmuTe kHonky [lo6aBuUTh...

B none Pexum Bbibepute IP-agpec nnun [JomeHHoe umsi.

Mpu BbIGOpe IP-appeca Bbl nepexoguTe Ha CTpaHuLy, KOTopas u3obpaxeHa Huxe
(PvcyHok 5-58).

1) B none Umsa uenu ykaxuTe yHUKanbHoe ums uenu. (Hanpumep, Target_1).
2) B none IP-agpec Beegute IP-agpec uenn.

3) Bbibepute cTtaHOoapTHbIM CepBMC M3 Bbinagawowero cnucka CTtaHpapTHbIM NOpT
cepBuca, 4Ytobbl none MNMopT HazHa4YeHUA OLINO 3aMONHEHO aBTOMaTM4vecku. Ecnu
Hy)xHoro Bam cepBuca B Bbinagawowem cnucke CtaHAapTHbIM MOPT CepBuUCa,
ykaxkmTe MopT Ha3Ha4YeHUs1 BPY4HYIO.

4) B none Mpotokon Bbibepute TCP, UDP, ICMP vnn BCE.

Mpun BbIGOpe OomMeHHOro umMeHu Bbl nepexoanTte Ha CTpaHuLy, KoTopas nsobpaxeHa
Hwke (PucyHok 5-59).

1) B none Umsa uenun ykaxuTte yHUKanbHoe nms uenu (Hanpumep, Target_1).

2) B none loMmeHHOE UMS YKaXKMTe JOMEHHOE NMS, MOSIHOCTBIO UM TOSbKO KIToYeBble
cnosa (Hanpumep, google). Jllobon OOMEH C MMeHeM, coepXallMm KIoyeBble
cnoea (www.google.com, www.google.cn) 6ygeT nubo 3abnokupoBaH, nMbo

paspeLléH. Bbl MoXeTe BBECTU 4 AOMEHHbLIX UMEHMN.

HaxmuTe kHonky CoXpaHUThb.

HaxxmuTe KHOMKy YAaanuTb Bce Ans yaaneHus BCex 3anucen B Tabnuue.

Haxmute kHonmKy Crnepylowas Ans nepexoda Ha Creaylollylo CTpaHuuy WM Haxmute
Mpeabiaywan ans Bo3sBpaTa Ha NpeablayLlyto CTpaHuLy.

P |IP-aapec v
Hma uenu:
IP-agpec:
MopT Ha3HaYeHA:
MpoTokon: AlLL |»
CTaHaapTHLIA NOPT cepexca: —-BeIDepHTE-- v
[ CoxpaHuTe ] [Haza,q]

PucyHok 5-58 [106aBnTb nnn nameHuTb 3an1cb LEenn KOHTPOons 4ocTyna
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Pexin: JomeHHoe uma ¥
WA wenm:

[omeHHOe KMMA:

[ Coxpannte | [Hasaa |

PucyHok 5-59 [106aBuTb nnn nameHuTb 3anmcb LEenn KOHTPOns 4ocTyna

Hanpumep: Bbl XOTUTE OrpaHW4YMTbL AOCTYn Ans ya3na nokanbHou cetn ¢ MAC-agpecom
00-11-22-33-44-AA TONbKO K caiTy www.google.com, TO HEOOXOAMMO BLINOMHUTL CreayoLme
Jencreuns:

1. Haxmunte kHonky [lo6aBUTb... (CM. PucyHok 5-57) ansa nepexoga Ha cTpanuuy [Jo6aBuTb
WU U3MEHUTL 3aNnNChb LIeNn KOHTPOMs JocTyna.

M3 BbinagatoLero cnvcka B norne Pexum Bbibepute [JoMeHHOE UMS.

B none Ums uenu ykaxute yHuKanbHoe ums uenu. (Hanpumep, Target 1).

DN

B none lomeHHOe umMA BBEANTE Www.google.com.

5. [Ina 3aBepLUeHNs HACTPOKMN HaxkMuTe COXpaHUTb.

Mocne atoro Bel BepHeTeCb Ha CTpaHuuy HaCTpOIZKM uenm n ysuamnte CJ'Ie,EI,y}OLLI,I/Il‘;I CMNUCOK.

ID Hma uenu WHthopmaumna WameHnTs

1 Lene_1 www.google.com [12MEeHNTE YaannTe

5.11.4 PacnucaHue

B meHw Ha ctpaHuue KoHTponb poctyna — PacnucaHue MOXHO MpocmaTtpuBatb W
HacTpamBaTb CNMCOK pacnucaHum (cm. PucyHok 5-60). Cnucok pacnucaHui Heobxoaum Ans

npasui KOHTpPOIA ocTtyna

ID  MmA pacnucadua HeHb Bpema HameHuTs

1 Schedule_1 Kawaeli OeHb 08:00-20:00 MameHnTh ¥oanute

[ Oogaeute.. || vamanutsBece |

Tekywmia N2| 1 » | CTpannua

PucyHok 5-60 HacTtporiku pacnucanms
> Wma pacnucaHua — CoaepXxnTt MMa pacrnmcaHns, KOTopoe OOMKHO ObiTb YHUKANbHbLIM.
> [eHb — [leHb (oHW) Hegenwu.

> Bpewms — [epuog BpemMeHU B TeYEHUE OHS.

-177 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

> WU3meHuTb — MI3MeHnTb unu yaanuTb pacnmcaHue.

IOnsa Toro, 4To6bI O6ABUTL HOBOE pacnuncaHue, BbINOJIHUTe cregyrouimne nencTBus.

1.

5.

Haxmute kHonky [o6GaBuTb... (cM. PucyHok 5-60), nocne 4yero Bbl nepengéte Ha

cnegytowyto ctpannuy (PucyHok 5-61).
B none Uma pacnucaHus ykaxnte yHUKanbHoe ums pacnucaHus (Hanpumep, Schedule_1).
B none [leHb BbIGepuTe AeHb nn gHM nNo Balwemy xenaHuio.

B none Bpemsi MOXHO BbIGpaTh «BCe OHU - 24 Yaca» UNu ykasaTb BpPeMS Havano M KoHua

nepvofa B COOTBETCTBYOLWMX nonsax (Havano n KoHew).

Haxmunte KHOMKY COXpaHMTb ana 3aBepLlieHund HaCTpOIZKI/I.

HaxxmuTe KHOMKy YAanuTb Bce NS yaaneHus BCex 3anuncen B Tabnuue.

Haxmute kHOMKy Crnepylowas Ans Mepexoda Ha Creaylowlylo CTpaHuuy WM HaXmute

Mpeabiaywan ana Bo3spaTta Ha NpeablayLlylo CTpaHuLy.

Menmedanne: Pacnucadine encTeyeT C y4eToM BREMEHN, YCTAHTENEHHOIC HA MaPWRYTH3aTORE.

WmA pacnucaHns:

HeHs: ® Kawgei gene (O BoiGpate geHe
MoH. BT. Cp. YT MAT. Cya. Bockp.
Bpemn: BCE OHMW - 24 yaca:
Ha4ano: (HHI}
Konew: (HHI}
[ cowpanvts | [Hasaa |

PucyHok 5-61 PaclumpeHHble HaCcTpPOWKK pacnmcaHms

Hanpumep: Ecnn Bbl xoTute orpaHmumntb goctyn ysna ¢ MAC-agpecom 00-11-22-33-44-AA

TONMbKO K canTy www.google.com ¢ 18:00 no 20:00 no cy66oTam n BOCKpecCeHbsIM, TO IS

3TOro Heo6XoAUMO BBIMONHUTL CreayrLmne OeACTBUS:

1.

o &>

HaxmuTe kHonky [lo6aBUTb... (CM. PucyHok 5-60) ons nepexona Ha ctpaHuuy PaclumpeHHbix

HaCTpoek pacnucaHus.

B none Umsa pacnucaHms ykaxnte yHUKanbHOe UMsi pacnuncanus (Hanpumep, Schedule_1).
B none [leHb HaxxmuTe pagmo-kHomnky BeibpaTth AeHb, a 3aTem Bbibepute Cyb. n Bockp.

B none Bpems anga 3HayveHusa Havyano n KoHey ykaxunte cootBeTctBeHHO 1800 m 2000.

Haxmunte COXpaHMTb, 4YTOObI COXpaHUTb caenaHHble N3MEeHEHUA.
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Mocne atoro Bbl BepHETeCb Ha CTpaHuuy HacTpowku pacnucaHus v yBuguTe crnefyowmin
CMUCOK.

0} WmA pacnucanua NeHs Bpenn H3meHnTb

1 Schedule_1 CyB. 18:00-20:00 MaMEHNTb YOANWT

5.12 PacwumpeHHble HAaCTPOUKN MapLIpyTU3aLm

PacuvpeHHbIE HACTDOWKA Ma Pl pyTHIaLUn

- CNUCOK CTaTMYECKHY MaplpyToe

- TabnWua Map pyTH3aLHA
PucyHok 5-62 PaclumpeHHble HacTPOWKU MapLUpyTU3auum
MeHio PaclivpeHHble HacTpOMKW MapLlpyTu3auuu cogepXut asa nogpasgena (cm. PucyHok

5-62): Cnucok cTaTu4yeckux MapwpyToB 1 Tabnuua maplipyTtusauum. Bonga B ognH ns atux

pasgenoB MEHIO MOXHO HacTpamBaTb COOTBETCTBYOLLNE (byHKuMM.

5.12.1 Cnucok cTaTU4eCKMX MapLipyToB

B meHo Ha cTpaHuue PaclumpeHHble HACTPONKU MaplupyTu3auum — CAUCOK cTaTU4YeCcKux
MapLUpyTOB MOXHO HACTPOUTb OMNuuM cTatudeckon mapupytmsauumn (cM. PucyHok 5-63).
MapLpyT cTaTtMyeckon MapLlipyTMsaumm — 3TO nNpeayCTaHOBMEHHbIN MyTb, MO KOTOPOMY

nepemMellaeTcd ceTeBad I/IH(bOpMaLI,I/IFI, 00 KOHKpPEeTHOro yana unn cetu.

CnMCOK CTaTUMEeCKNX MaplIpyToB

ID IP-agpec HasHaYeHUuA Macka nogceTi OCHOBHOI W03 CocTosAHIe W3MeHnTs

JobaenTe. .. BrnioumTe BECE OTHAKYMTE BCE ¥OanuTe BCE

[MpeabAyWwaa Cneayiwan

PucyHok 5-63 CtaTtnyeckas mapLupyTm3aumns
[Ona no6aBneHus 3anucen cTaTUYECKOM MapLUpyTU3aLUK:

1. Haxmute kHonky [lo6aBuThb... (cM. PucyHok 5-64) ona nepexoga Ha CTpaHuuy, KoTopas

yKasaHa Ha CrefaytoLeM pUCyHKe.
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IP.appec HazHaA4YeHNA:
Macka noacetu:
OcHoBHOM WA 3:

CocToAHHe: EBrniodeHo v

CoxpaHuTb ] [ Hazan ]

PucyHok 5-64 [06aBuTb UM N3MEHUTb 3anncb CTaTUYECKOW MapLUpyTU3aLumm
2. BeeawuTte cnegytowine gaHHbIE:

> |IP-apgpec Ha3HavyeHus — 910 IP-agpec y3na unu cetn, KOTOPbIN Bbl XOTUTE HasHauYnTb

ANS MapLupyTa cTaTU4eckon MapLupyTm3auum.

> Macka nogcetn — Macka noacetu onpegensieT, kakas dacTb IP-agpeca oTHocutcs K

agpecy ceTu, a Kakad — K afgpecy camoro ysna cetu.

» OcHoBHOM wn3 — 370 [P-agpec LWM30BOro YCTPOWCTBA, WCMNONb3yeMoro mno
YMON4YaHuio, KoTopoe obecneymBaeT B3aMMOAEWCTBUE MeEXOY MapLUpyTU3aToOpoM U

CEeTblO UMK Y3I10OM.

3. Bbl6epMTe BknioveHo unu OTKNKOYEHO s OaHHOW 3anucyM B BbiNagarowemM Chmcke

CocTtosiHue.
4. Haxmute kHonky CoxpaHuTb, YTOObI 3anncb BCTynuna B cuiy.
Mpoure HaCTPOMKM 3anNUCK:
HaxxmuTe KHOMKy YaanuTb ONd yaaneHus 3anucu.
HaxmuTe kHonky BknounTb Bee, YTOObI BKMOYUTBL BCE 3anuUCHK.
HaxxmuTe kHomnky OTKNIOYNTL BCe, YTOObI OTKNIOYNTL BCE CTaTbMU.
HaxmuTe kHonky YaanuTtb Bce, 4ToObl yaanuTb BCe CTaTby.

Haxmute kHomky Crepylowaa ansi nepexoda Ha Crnefylowylo CTpaHuly WM HaxmuTe

Mpeabiaywan ans Bo3spata Ha NpeablayLlyto CTpaHuLy.

5.12.2 TaGnuua mapwpyTusaumm
B wmeHio Ha cTpaHuue PacluMpeHHble HacTpPOWKM MaplipyTusauum — Tabnuua
MapLpyTu3aumMm MOXHO npocmaTtpuBatb Tabnuuy mapwpyTtmsaumm (cMm. PucyHok 5-65). B

Tabnuue maplipyTMsaumm CoaoepKaTcsl BCe BKIOYEHHbIE MCMOfb3yemble 3anucu. Onga kakgon

3anucu oTobpaxaeTcs IP-agpec HazHauyeHusi, Macka NOACEeTH, LLUMo3 U UHTepdENC.
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TaGnvua MapwpyTH3auum

ID  IP-agpec HazHa4YeHHA Macka nogcetn Wroa WHTepdpenc
1 192.168.1.0 26525852940 0.0.00 LAMN & WLAN
2 192168.00 28525528480 0.0.0.0 LAMN & WLAN

PucyHok 5-65 Tabnuua mapLipyTtusaumm
> IP-apgpec Ha3Ha4yeHus — 310 IP-agpec ceTu unu ysna, KOTopbIM Ha3Ha4YaeTCs MapLUpyT.

> Macka noacetm — Macka noacetn onpegenseT, Kakas 4vacte |IP-agpeca ysna cetu

OTHOCUTCS K afpecy CeTU, a Kakasi — K agpecy camoro ysna B 3TOW CETU.

> LWnw3 — [P-agpec WwnNo30BOro ycTponcTea, obecneynmBarolLero B3aMMogencTene mexay

MapLLpPYTM3aTOPOM U CETbIO UK Y3rIOM.

> WHTepcpenc — B aTom none nokasbiBaeTcsi MeCcToHaxoxaeHue IP-agpeca HasHayeHns - LAN

nm WLAN (BHyTpeHHss1 npoBoaHasa n becnposogHas cetb), WAN (MHTepHeT).

5.13 KoHTponb nNponycKkHOM CNOCOOBHOCTH

KoHTpONs NpoONyCKHoA CNocobHoCTH

- MNapameTpbl KOHTDOMNA

- CNWCoK npaeun

PucyHok 5-66 KoHTponb nponyckHOWM CNOCOBHOCTH

MeHto KoHTponb nponyckHOM CnOCOBHOCTU coaepXuT ABa nogpasgena (cm. PucyHok 5-66):
MapameTpbl KOHTponsa u Cnucok npaBun. Bongs B oguMH M3 9TUX pasfgernoB MEHH MOXKHO
HacTpamBaTb COOTBETCTBYOWME (PyHKUMN. [1ogpoBHbIE WMHCTPYKLUMK MO KaKAOMYy noapasgeny

YKa3aHbl HNXe.
5.13.1 MapameTpbl KOHTPONA

B meHto Ha cTpaHnue KoHTponb nponyckHom cnocobHocTn — [lapameTpbl KOHTPONA MOXHO
HacTpouTb Mcxoasiwyo 1 Bxogsawyo nonocy nponyckaHus. HactpanBaemble Bamu 3HauveHus
JaHHbIX napamMeTpoB AomkHbl 6biTb MeHee 100 000 K6wut/c. Ons onTMManbHOro KOHTpons
NPOMNYCKHOWM CnocobHOCTU BbIBepUTe NpaBunbHbIA TuUn NMHUK 1 yToYHWUTE y Ballero noctasLmka
NHTepHeT-ycnyr pasmep obLuen NponyckHOM CNoCoBHOCTH.
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MapameTpbl KOHTpONA
BrniounTL KOHTPONL Nonockl Nponyckauna: O
THN nHHKK: @ ADSL O Hpyraa
Wcxopawan nonoca nponyckaHua: 212 KButicak
BxonAawas monoca nponyckauna: 2048 Kburicex

PucyHok 5-67 MNMapameTpbl KOHTPOMS NPOMYCKHOWM CMNOCOBHOCTLIO

BKNIOYMTbL KOHTPONb NMONockl NponyckaHua — Ecnv aaHHbLIM napameTp akTUBMPOBaH, TO

npasuna QyHKUMN KOHTPOSIS NPOMYCKHOW CNOCOBHOCTM ByayT MCNONb30BaTbhCA.

Twun nuHnn — BeibepuTe npaBunbHbIA TUM, NOAXOAAWMA AN Balwiero nogknoveHns K CeTu.
Ecnn Bbl He 3HaeTe, Kakow Tun Heobxoaumo BbiGpaTb, YTOYHUTE 3TY MHGOPMAUUIO Y

Bawero nocraswuka VIHTepHeT-ycnyr.
Ucxoaswasa nonoca nponyckaHma — CKkopocTb ncxoasiiero 4yepes nopt WAN Tpacduka.

Bxopswasn nonoca nponyckaHus - CkopocTtb Bxogsiiero Yepes nopt WAN Tpadmka.

5.13.2 Cnucok npaBun

B meHio Ha cTpaHuue KoHTponb nponyckHol cnoco6Hoctu — CRAMCOK MpaBuil MOXHO

npocMartpuBaTb N HACTpanBaTb NpaBuiia KOHTPOIA I'IpOﬂyCKHOI7I crnocobHocTu.

MexonAwaa nonoca npony ckaHua (Kbut/cek)|Brogawas nonoca nponyokadka (KBuT cek)
Dl OnucaHke Bt umnTe|MzmeHHTE
| Makc. MHH. |

hluH. IET=

B HacToAlee BpEMA CAMCOK NYCT.

HoBaeuTs. . YOanuTe BCe

Mpenkiaywan Cregyiaan | Tekywmi He CTPaHMLA

PucyHok 5-68 Cnncok npaBun KOHTPOrSt NPOMYCKHOM CNOCOBHOCTH

OnucaHne — WHdopmauma ¢ onucaHMeM npaswi, Hanpumep C ykasaHveM fuanasoHa
agpecos.

Ucxopswaa nonoca nponyckaHua — MakcnmanbHas M MUHMMarnbHas CKOPOCTb

ncxogswero yepes nopt WAN Tpaduka, 3HadyeHne no ymondanumio: 0.

Bxogsawas nonoca nponyckKkaHusa — MakcumanbHas n MMHUMarnbHas CKOPOCTb BXoadLliero

yepes nopt WAN Tpaduka, 3Ha4yeHne no ymonyauuto: 0.

BkrnrounTtb — CTaTyC npasuna, 3gecb Noka3aHo, NCMNoJib3yeTCA N1 npaBuno.
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» W3meHnTb — Haxxmnte U3MeHUTb NpaBumno Ans U3MEHEHWs, NS ero yaaneHus Haxmute

Yoanutb.

Ona po6aBneHnA/M3MeHeHuUsA npaBuna KoOHTponsA ﬂpOﬂyCKHOﬁ CMOCOOHOCTU BbLINOJIHUTE

cnepywoluime eNcTBUS.

1. Haxmute kHonky [lo6aBuTb... (cM. PucyHok 5-68) ona nepexoga Ha CTpaHuuy, KoTopas

ykasaHa Hmxke (PucyHok 5-69).

2. Bsepgute uHdopmaumio, Kak ykasaHo 4nsa npumepa Ha pucyHKe HUXe.
HacTtpoikin npaBun ynpasneHWA Nonocon nponyckaHna

BENHYHTE:

NuanazoH IP-agpecos: 192 168.0.100 -

[uanazoH NopToe: -

MNpoTokon: Bce -
MuH. nonoca nponyckaHna Makc. nonoca
(K@wTic) nponyckaHna (Keutic)
WCXooAwan nonoca nponycKaHns: 5000 6000
BxoAAuWAaA NoNoca NponycKkaHna: 9000 11000
[ COXPEHHT!:-] [ Haaag ]

PucyHok 5-69 HacTpovika npaBun KOHTPONS NPOMYCKHOW CMOCOOHOCTH

3. Haxmwute kHonky CoXpaHuUTb.

5.14 TMpussaska IP- u MAC-agpecoB

NMpueazEa IP- n MAC-anpecoB

- MapameTphl NPUBASKK

- Tabnuua ARP

PucyHok 5-70 Mpuesaska IP- 1 MAC-agpecos

MeHio Mpusaska IP- n MAC-agpecos copgepxuT asa nogpasgena (cMm. PucyHok 5-70):
Mapametpbl npuBsasku n Tabnuua ARP. 3angs B kakon-nmbo M3 3TMX pas3genoB MOXHO
npocmarpusaTb MHOPMALIMIO O COOTBETCTBYIOLLMX (DYHKUMSAX UNKU HacTpamBaTb ux. [logpobHele

MHCTPYKUMWN MO KaXXaoMy noapasaeny yka3aHbl HUXe.

5.14.1 TMapameTpbl NPUBA3KU

Ha gaHHon cTpaHuue HaxoguTes Tabnuua MpuBasku IP- n MAC-agpeca, kotopon Bbl MmoxeTte

nonb3oBaTbcsa No Bawemy ycmoTpeHuto (cm. PucyHok 5-71).
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MNapameTpkI NPUBAIKA

@ Omanwvate (o Brnwounte | CoxpanuTe

IP-agpec

Ceazeieanne ARP:

ID MAC-agpec CBAsaTh M3MeHHTb

Cnucok nyct

BrniquTe ECE OTHNKYUTE BCE YAaANWTE BCE Haldti

Mpeasinywan Crneayiowaa | Texywyni N9 Crpanmuya

PucyHok 5-71 MNMapameTpbl NpUBA3KN

» MAC-agpec — MAC-agpec KOHTPONMpyeMOoro KOMnbloTepa foKanbHOW ceTu.

» IP-appec — IP-agpec KOHTpONMpyeMoro KOMnbloTepPa NOKanbHON CeTu.

> MpuBasatb — BknwouyeHne QyHKUMM npuBAskM no npotokony ARP ang KOHKpeTHoro
yCTpOWCTBa.

» W3meHuUTb — VI3mMeHeHne nnu yganeHune cyLecTByoLEen 3anmcu.

Korga Bbl xotnte gobaBuTb Mnn mameHuTb 3anucb [lpmeasku IP-

kHonky [o6aBuTh...

n MAC-agpeca, HaxmuTe

nnm UaMeHuTb, nocrie Yero Bbl nepenaérte Ha criedyiollyo CTpaHuULy.

[aHHas CTpaHuua ucnonb3dyetcAa Ona nobaBneHns Nnu N3MeHeHNsa 3anmcu anBFBKI/I IP- n

MAC-agpeca (cm. PucyHok 5-72).

MapameTpbl npuBA3kM IP- n MAC-anpecoB

MAC-appec: | |

CepAzatb:

IP-appec: | |

’ CoxpaHnTb ] ’ Hazag ]

PucyHok 5-72 Hactporika Npuesasku IP- n MAC-agpeca (0o6aBuTe U U3MEHUTB)

Ona po6aBneHus 3anucen [Mpusaskm IP- n MAC-agpeca

AeucTBUA.

1.  HaxmuTte kHonky [lo6aBUTb... (CM. PucyHok 5-71).
2. Beeagunte MAC-agpec u IP-agpec.

3. [lMoctaBbTe ranoyky a none lNpusssats.

4. HaxmuTe kHonky CoXpaHuUTb.

Ona wun3MeHeHna wunm yAaneHunA CyLI.l,eCTBy}OLI.Ieﬁ 3anucum

AeucTBUA.
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1. Hangute B Tabnuue HyxxHyto Bam 3anuce.

2. Haxwmute UameHnTb nnn Yaanutb B ctonoue NU3smeHUTsb.

Ons Toro, YTo6bLI HANTU CyLLECTBYHOLLYIO 3aNUCb, BbINOMHUTE creaylolimne AeNCTBUA.
1.  Haxmute kHonky Hantu (cm. PucyHok 5-71).

2. Beeaute MAC-agpec vnun IP-agpec.

3. Haxmwute kHonky HanmTu Ha cnegytowen ctpaHumue (cMm. PucyHok 5-73).

HaiTu sanucek npueaskn IP- n MAC-agpeca

MAC-agpec: | |

IP-anpec: | |

] MAC-anpec: IP-anpec: Ce3Rate  [WHE

Tekyuuil CIMcok Nycr.

| Hain | | Hasaga |

PucyHok 5-73  Touck 3anucm Mpuessku IP- 1 MAC-agpeca
Haxmute kHonky BknounTb BCe And BKIIOYEHUS BCEX 3anncen.

HaxmuTe kHonky YaanuTb Bce ANd yaaneHusi BCexX 3anmcen.

5.14.2 Tabnuua ARP

B uensax ynpaBneHus MOXHO Habrogatb 3a KOMNbOTEPaMK NOKANbHOW CETU NyTEM NPOBEPKM
Tabnuubl ARP, rae npeacrtaeneHa nHdgpopmauua no IP-agpecam ycTponCcTB NOKanbHOM CETU N UX
cooteetcTByowMM MAC-agpecam. Takke B Tabnuuy MOXHO BHOCUTb M3MeHeHud. Ha gaHHon

CcTpaHuue HaxoguTcsa Tabnmua ARP, B KOTOpon nokasaHbl Bce nmetowmecs 3anmcu MNpueasku IP-

n MAC-agpeca (cMm. PucyHok 5-74).

Tabnuua ARP

ID MAC-agpec IP-agpec CocToAHWe  HacTpolika

1 6C626D-F7-318D 192.168.0.100 He CBA3aHO 3arpyinte Ynanute

CeAzaTe ECE [ 3arpyauTe BCR ] ’ CBHOBWTE

PucyHok 5-74 Tabnuua ARP
1. MAC-appec — MAC-agpec KOHTPONMpPyeMoro KomnbiTepa foKanbHOM CeTu.

2. IP-apgpec — IP-agpec KOHTPONMPYeMOoro KoMmbloTepa SioKanbHOM CeTu.
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3. CoctosiHme — Hanuune nnn otcytcteue npusaskn MAC- n IP-agpeca.

4. Hactpounka — [laHHble KHOMKW WCMOMb3YKTCA ANS 3arpy3ku WA yaaneHus 3reMeHToB

Tabnuupl.

» 3arpys3utb — [lob6aBneHne anemeHTa B Tabnuuy Mpueaskm IP- n MAC-agpeca.

> YpanuTtb — YaaneHue anemeHTa U3 tadbnuubl.

Haxxmunte KHOMKY anBﬂ3aTb BCe [O/14 NPUBA3KN BCEX TEKYLUUX 3JIEMEHTOB, OOCTYMHbIX Mocle

BKIMHOYEHUS JAaHHOW onuumn.

HaxmuTte KHOMKy 3arpy3uTtb Bce N1 3arpy3km BCex anemMeHToB B Tabnuuy lMpueaAsku IP- n

MAC-agpecos.

HaxmuTe kHonky O6GHOBUTBL Ansi OOHOBMEHUSA BCEX SNIEMEHTOB.

&= NMpumeyaHue:

AnemeHT He MoxeT ObITb 3arpykeH B Tabnuvuy, ecnu ero IP-agpec 6bin 3arpyxeH paHee. B atom
crnydae cuctema BblgacTt coobuweHne o6 owmnbke. AHanormyHo dyHkuma "3arpy3utb Bce"
3arpysnT TOSMbKO TE€ 3MEMEHTbI, NMapameTpbl KOTOPbIX HE COBMadaltT C YXe UMEeLUMUCH B

Tabnuue Mpueaskn IP- 1 MAC-agpecos.

5.15 DDNS

B meHio DDNS mMoxHO HacTpoutb yHKkLmio DDNS.

MapLwpyTnsatop nogaepxmBaeT QYHKLUUIO OMHAMUYECKON CUCTEMbI AOMEHHbIX UMeH (DDNS).
310 ynobHo, ecnn Bbl OCyLLECTBRsSiIeTe XOCTUHr cBoero camta, FTP-cepsepa mnu no4ytoBoro
cepBepa C (UKCUMPOBAHHLIM OOMEHHbIM MMeHeM (koTopoe Obino 3agaHo nuyHo Bamu) wu
OnHamuyeckum IP-agpecom. [inga nogkntodeHns B Bawemy cepsepy Heobxogmmo OyaeT BBecTu
JOMeHHoe uM4, HesaBucumo oT Bawero I[P-agpeca. [llepeg Tem Kak npucTynuTb K
NCNonb30BaHUI0 AaHHON PYHKUMM HEOBXOANMO 3aperncTpmpoBaTthes y noctasLymka ycnyr DDNS

(www.comexe.cn, www.dyndns.org, or www.no-ip.com), KOTOpbIii NpegocTaBUT BaM MNapofb M

KITHOM.
5.15.1 Comexe.cn DDNS

Ecnu B kayecTtBe MNMocTaBwumka ycnyr DDNS Bkl Bibpanu www.comexe.cn, Bel nepengérte Ha

CTpaHuLly, Kak nokasaHo Huxe (CtpaHuua 5-75).
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MNocraBwwk ycnyr: Comexe (wiww comexe.cn ) v | [epeit k peructpauun...

NomeHHoe HMA:
HNowmennoe uua:
HoumeHHoe HMA:
HNowmennoe uua:

HoumeHHoe HMA:

WuAa nonbzoeaTtena: LUsermame

Mapone: P—

[0 Brknwouute DDNS

CocToAHNE NOJKNKYEHNA: DDMS He zanyweHal

Boriti BrIfTK

CoxpaHuTe

CrtpaHuua 5-75 Hactponku Comexe.cn DDNS

Onsa HacTponkn pbyHkumm DDNS BbinonHuTe cneayrowme AeNCTBUA:

1.  YkaxuTe [lomeHHOe ums, npegocTaBrneHHoe BalwmmM noctaswmkom yenyr DDNS.
Ykaxunte Uma nonb3oBartens Bawwen y4éTtHon 3anucyu DDNS.

Ykaxute Maponb Ballen y4étHon 3anmcm DDNS.

> w DN

HaxmuTe kHonky BonTu ons Bxoga B cucteMmy.

CocTtosiHne nogkno4veHna — OTobpaxkaeTcsi COCTOAHME NoaktoYeHns k cnyxoe DDNS.
Haxmute BbInTh, 4TOOLI BbIATK M3 CcryxObl DDNS.

&= MMpumeyaHume:

Ecnn Bbl XO0TTE BONTU CHOBa Nog APYron y4eTHOMW 3anuchbio, HAaXKMUTE KHOMKY BbinTu, BBEaUTE
COOTBETCTBYHOLLIEE HOBOE UMSI MOSb30BaTENs M NAPOSib Y HAXMUTE KHOMKY BonTu.

5.15.2 Dyndns.org DDNS

Ecnn B kavecTtBe MoctaBwuka ycnyr DDNS Bbl Bbibpann www.dyndns.org, Bbl nepengéte Ha

CTpaHuLUy, Kak nokasaHo Humxke (PucyHok 5-76).
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NocTaBwKK ycnyr: Dyndns [ www.dyndns.arg ) | Depeity k peructpauuu. .
HuA nonb3iosaTtenn: LSEMame
NMapone: .

NoweHHoe KA

[0 Brniouute DONS

CocToAHNE NOJKNIYEHNA: DOMNS He sanyweHo!
[ BoiTu ] [ BriATi

PucyHok 5-76  Hactponku Dyndns.org DDNS
Onsa nactponkun pyHkummn DDNS BbinonHuTe cneytowme 4eACTBUS:

1.  YkaxuTte [lomeHHOe ums, npegocTaBrneHHoe Balwmm noctaswmkom yenyr DDNS.
2.  YkaxuTe Umsa nonb3oBaTens Ballen y4étHon 3anucm DDNS.
3.  YkaxuTte MNaponb Balen y4étHom 3anucu DDNS.

4. HaxmuTte kHoMnky BonTn ana Bxoga B cuctemy.
CocTtosiHue nogkntoveHus — OTobpaxaeTca cocToagHMe NoaknodeHmns kK cnyxbe DDNS.
Haxmute BbinTh, 4toObl BbIVTK M3 cryxObl DDNS.

& MMpumevaHue:

Ecnn Bbl XOTUTE BONTU CHOBa Nofd APYrov YYETHOM 3anuchbio, HaXkmuTe KHomnky BbinTn, BBegute

COOTBETCTBYIOLLEE HOBOE MMS MOSb30BaTeNs U Naposb U HaZXXMUTE KHOMNKY BonTu.
5.15.3 No-ip.com DDNS

Ecnu B kauecTtBe MNMocTtaBwumka ycnyr DDNS Bel BeiGpanun www.no-ip.com, Bel nepengérte Ha

CTpaHuLy, Kak nokasaHo Huxe (PucyHok 5-77).
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Nocraemnk ycnyr: MNao-IP { waney.no-ip.com ) v | [epeidt k peractpaum. .
WuA nonb3zosaTtenA: LUSEMMame
Naponk: ey

NomenHoe uuA:

[ Ernwyute DOMS

CocToAHNE NoAKNKYEHHA: DDOME He zanyweHal
[ Bontk ] [ BbiidTi

PucyHok 5-77 Hactpoviku No-ip.com DDNS
[nsa nactponkun pyHkumm DDNS BeinonHuTe cnegytowme 4eNCTBUSA:

1. YkaxuTte [lomeHHoe ums, npegocTaBrneHHoe BalwmmM noctaswmkom yenyr DDNS.
Ykaxunte Umsa nonb3oBaTtens Bawwen y4éTtHoun 3anucyu DDNS.

Ykaxute Maponb Ballen y4yétHon 3anmcm DDNS.

> w DN

HaxmuTe kHonky BonTu ons Bxoga B cuctemy.
CocTtosiHne nogkno4veHna — OTobpaxkaeTcst COCTOoAHME NoakmtoyeHns k cnyxoe DDNS.
Haxmute BbInTh, 4TOOLI BBIATK M3 CcryxObl DDNS.

&= MMpumeyaHume:

Ecnn Bbl XOTTE BONTU CHOBa Nog APYron y4ETHOM 3anuchbio, HAXKMUTE KHOMKY BbinTu, BBEaUTE
COOTBETCTBYHOLLIEE HOBOE UMSI MOSb30BaTENSs M NAPOSib Y HAXMUTE KHOMKY BonTu.
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5.16 CucTeMHble NHCTPYMEHTbI

CMCTEMHBIE WHCTPYMEHTEI

- Hactpoiika BpeMeHH

- narHocTHka

- DbHoeneHwe BcTpoeHHoro 10

-3aponckne HACTPOMKK

= PEJEFHHEH KOMWA W BOCCTAHOBINEHWE

- MMepesarpyika

- Maponk

- CucTeMHEIN XypHan
- Pabounii pexum

- CtaTMcTuka

PucyHok 5-78 MeHo CuCTEMHbIE MHCTPYMEHTbI

MeHio CucTteMHble MHCTPYMEHTbI COAEPXUT criegyowme nogpasgens: Hactponka BpemeHu,
OnarHoctuka, O6HoBNeHue BcTpoeHHoro MO, 3aBoackue HacTpouku, PesepBHasa konua u
BoccTaHoBneHue, [lepesarpy3ka, [Maponb, CuctemHbIn XXypHan, PaGouun pexum u
Cratuctuka. 3anga B kakon-nmbo u3 aTux pasgenoB MOXHO HacTpamBaTb COOTBETCTBYHOLLME

pyHKUMK. [MoapoBHbIE MHCTPYKLUMM MO KaXAOMY noapasaeny ykasaHbl HUXe.

5.16.1 HacTtpowka BpemeHu

B meHo Ha CTpaHuue CucrtemHble UHCTPYMEHTblI — HachoﬁKa BpeéMeHU MOXHO HaCTpPOUTb

BpeMS.

Yacoeoit nosac: ‘(GMT+DS:DD) Barnaa, KyeeiT, Halipotu, 3p-Puag, Mockea V|
Bara: 1 | 1| [1970 | (wecauiseneiron)
Bpema: ‘D | ‘2? | |9 | (YA MUHY TR CBEY HE )
NTP-cepeep I: ‘D.D.D.D ‘ {He oBAzaTensHo)
NTP-cepeep Il: ‘D.D.D.D ‘ (He oBAzaTensHO)

[ Mony“KTE CPEAHEE BREMA N0 I'pMHEw-ly]

NeTHee Bpema: (O OTkNloYMTe @) Br1MHTE Ha Beck rof () BrKOYKTE Ha onpeseneHHoe Bpema
Hawano: ‘QHB | |1l-"| | |BDCK | ||]|] |
Koneu: ‘,Elerc | |4u'1 | |BDCKp ‘ |I]D ‘
CocToAHNe NETHET0 BpEMeHN: NETHEE BREMA BKHIYEHD
Mpumedanne; Hasxmure Tonyqute cpegHes epema no MCpuHeryy’, YTobiel 0BHOBMTE BpemMA © cepeepoe yepes MHTepHeT
COoxpaHuTb

PucyHok 5-79 HacTtpoika BpemeHu
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>

YacoBom nosic — BbibepunTe Ball 4YacoBOW MOSIC U3 BbiNagatoLLEero cnmcka.
Data — Ykaxute gaty B oopmate Mmecsu/aeHb/roq B COOTBETCTBYIOLLEM MOSE.
Bpems — Ykaxute mectHoe Bpems B popmate HY4/MM/CC B cooTBeTCTBYIOLLEM MNOE.

NTP-cepBep I/INTP-cepBep Il — Beegute agpec nnn gomenHoe umsi NTP-cepBepa | vnu
NTP-cepBepa Il, mapwpyTtusarop 6yger nonydatb Bpems ¢ NTP-cepsepa B NnpuoputeTHOM
nopsgke. Kpome ToOro, MoxHo BbibpaTb Kk kakomy NTP-cepBepy nogknwoyatbcd, a

MapLLpyTM3aTop MOXET Nory4aTb BpeMsi aBTOMaTUYeCKU Npu NoakmoHYeHnn kK IHTEpHeT.

Bknoyutb netHee BpemMs — MocTtaBbTe 3gech raqnioyky AOnda BKIOYeHUA (byHKLl,VIVI ieTHero

BPEMEHMW.

Hauyano — Bpems Hadana nepuoga netHero BpeMeHu. B nepeBom none Bbibepute Mecsu,

Hedeno — BO BTOPOM More, a AieHb — B TPETbeM; B NocrneaHeM none Bbibepute Bpemsi.

KoHeu — Bpemsi KoHua nepuoga neTtHero BpemeHu. B nepBom none Bbibepute mecsu,

Hedento — BO BTOPOM More, a AeHb — B TPeTbeM; B NocrneaHeM rnorne Bbibepute Bpems.

CocTosiHue neTHero BpeMeHu — 34ecb ykaszaHo, MCNonb3yeTcd N JIeTHee BpeMs UNn HeT.

[nA ycTaHOBKU BPEMEHU BPYUHYHO:

1.

2
3.
4

BbibepuTte Baw 4yacoson nosic.
YkaxuTe faTy B cbopmate mecsu/geHs/rog.
Ykaxute Bpemsa B bopmare Yac/MuHyTa/cekyHaa.

HaxmuTe kHonky CoXxpaHUTb.

[Ona aBTOMaTM4eCKON HAaCTPOMKMU:

1.
2.
3.

Boibepute Baw yacoson nosc.
Beegute agpec unun gomeHHoe uma NTP-cepBepa | unn NTP-cepsepa Il.
Haxmute kHonky MonyuuTb cpegHee Bpems no MpuHBMYY, 4TOObI MOMy4MTb BpeEMS M3

WHTepHeT, ecnu nogknioveHne K VIHTEpHET akTUBHO.

Ona HacTpowku JleTHero BpemeHu:

1.
2.

MocTaBbTe ranoyky, 4Tobbl Mcnonb3oBaTh JleTHee Bpems.

M3 Beinagatowmx cnuckoB B none Havano Bbibepute Bpems Hayana nepuoga neTHEro
BPEMEHU.

M3 Beinapgatowmx cnuckoB B nore KoHew BbiGepute BpeMsi OKOHYaHMS nepuopa NeTHero
BpEMEHMW.

Ons COXpaHeHNA HaCcTpoeK HaXXMUTe KHOMKY COXpaHVITI:.
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NeTHee Bpema: O OnniamnTe () Bronwounte Ha eeck rog @) BxniaunTe Ha onpegenexnoe epema
Hauano: Ane. v |1 v | |Bock. v| |00
Koneu; Jek. ~ |4ii v | Bockp, v |00 v
CocToAHHe NeTHero BpeMeHN: NETHEE BPEMA BKIHIYEHD.

Mpumeyanue: Hakmume TNonyyuTe cpedHee spema no FpuHedyy’, YTobel 0BHOBKTE BPEMA © CEpEEpOE Yepes MHTepHeT

PucyHok 5-80 HacTtpoiika BpemeHun

& MpumeyaHue:

1) [aHHasa HacTpovika OyaeT ucnonb3oBaTbes ANd psaa QyHKUUN, paboTatowmx nNo pacnmcaHuio,
HanpuMmep, ANa MEXCETEeBOro akpaHa. Ecnun 3HavyeHne BpeMeHn He 3a4aHo, 3TN YHKUMK He
OyayT pabotaTsb.

2) HacTtporiku BpemeHn 0yayT yTepsiHbl MPU BbIKITOYEHUN MapLipyTu3aTopa.

3) lpu cooTBeTCTBYHOLLEN HACTpoWKe MaplipyTmusaTop Oyaer nonyyatb cpegHee Bpems Mo
puHBNYY Yepes3 VIHTEpPHET B aBTOMATMYECKOM PEXMME.

4) CDyHKLI,I/IFl JIETHEro BpeMeHu Ha4YHET pa6OTaTb Yyepes3 OgHY MUHYTY NocCrie ee BKIMH4YeHUA.
5.16.2 [OuarHocTtuka

B MeHio Ha CTpaHuue CucremHble WHCTPYMEHTbl — OwarHoctnka MOXHO WCMNOMb30BaTb

dyHKUMKM Ping nnu TpaccupoBKa 449 NpoBepKM NOAKNIYeHNA K Bawen ceTu.

MapameTpbl AMArHOCTUKN
WHETpyMeHT BHArHOCTHKN: @ Ping () Tpaccupoeka

IP-agpec/NomenHoe HMA:

CuéTunk Ping: 4 (1-50)
Pasuep Ping-nakera: G {4-1472 Baitr)
Bpema oxupanna Ping: 200 {100-2000 mck)
Tpaccupoeka Max TTL: 20 (1-30)

Pe3ynbTaTbl AMArHOCTUKKH

iYeTpoficTeo roToeo.

Ctpannua 5-81 WHCTpyMEHTbI AUAarHOCTUKM
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WHCcTpyMeHT pguarHocTMkm — [ns BbiGopa HeobXoauMoro WHCTpyMeHTa BblGepuTe
COOTBETCTBYIOLLYIO PaAMNOKHONKY.

Ping — OTOT MHCTPYMEHT ycTpaHsAeT npobnembl C NOAKIHYEHMEM, OOCTMXKUMOCTBIO U
paspeLlleHneM UMEHM ANsl KOHKPETHOTO y3ra Unu Lwk3a.

TpaccupoBka — OTOT UHCTPYMEHT CINYXWUT AN TECTUPOBAHUS XapaKTEPUCTUK NOAKITIOYEHMSI.

& MpumeyaHue:

IMuHroBaHme/TpaccupoBka MOXET UCNONb30BaTbCs Kak Angd TectupoBaHng IP-agpeca (4mcna),
Tak M Ons OOMeHHoro mmeHwn. Ecnn nuHroBaHuwe/TpaccupoBka |P-agpeca ycnelHbl, HO
NMUHroBaHMe/TpaccMpoBKka JOMEHHOMO UMEHM HeyaauHbl, BO3MOXHO, 4TO Bbl cTONKHYNuchL ¢
npobnemon paspelwieHns umeHun. B atom cnyyae, ybeamtecb, 4TO YykasaHHoe Bamu
AOMEHHOEe UMSsI MOXET ObiTb paspeLleHo C MOMOLLbI0 3anpocoB CUCTEMbl AOMEHHbLIX UMEH
(DNS).

IP-appec/lomeHHoe umsa — Beegute IP-agpec wnu [JomMeHHOe wuMsi KOMMbOTEPA,

noaknoYeHne kotoporo Bbl cobrpaeTeck AMarHOCTMpOBaTh.

CuyeTtuunk Ping — Noka3biBaeT KOMYECTBO MOMYYEHHbIX COOOLLEHNIN 3X0-3anpoc. 3HadeHne

no ymosn4yauuio 4.
Paswmep Ping-naketa — Paamep B 6antax. 3HayeHne no ymonyaxuio 64.

BpeMH oXxXunaaHuaA Ping - BpeMFI oXngaHua ortBeta, MUNNUCEeKYHAbI. 3HaueHne no

ymonyaHuto 800.

TpaccupoBka MAX TTL — Ykaxute makcMmanbHO€ KONMYECTBO OTCKOKOB (MakcumarbHoe

3HaveHue TTL) Ha NyTn noMcka KOHEYHOM TOYKKM (HasHavyeHus). 3HavyeHre no ymonyanHuto 20.

HaxmuTe kHonky HavyaTb 4ToObI HaYaTh Nnpoueaypy ANarHOCTUKM NoAKNo4eHns K MIHTepHeT.

Ha ctpaHvue Pe3ynbTraThl AMarHOCTUKM HAaXOASATCH pe3ynbraTthl NpoBeaEHHON Bamu npoBepku.

Ecnu pe3ynbraTt coBnagaeT C TeM, YTO YKa3aHO Ha PUCYHKE HMXe, 3Ha4YUT, YTO C NOoAKIIoYEeHNeM K

NHTepHeT y Bac Bcé B nopsiake.

PESYH bTaTkl AUATHOCTHKH

' Pinging 192.165.0.254 with 64 bytes of data:

v Reply from 192.168.0.254; bytes=64 time=1 TTL=b4 seg=1
' Reply fram 192 168.0.254: bytes=64 time=1 TTL=64 seq=2
v Reply from 192.168.0.254: bytes=54 time=1 TTL=64 seq=3
v Reply from 192.168.0.254: bytes=64 time=1 TTL=b4 seqg=4 i

Ping statistics for 192.1658.0. 254
\FPackets: Sent =4, Feceived = 4, Lost =0 (0% loss),

+ Approximate roand trip times in milliseconds:

PucyHok 5-82 PesynbtaTbl AMarHOCTUKK
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& MpumeyvaHune:

1)

2)

OQHOBPEMEHHO WMHCTPYMEHTbI  OMArHOCTUKA  MOTYT  WUCMOMb30BaTbCA  TOSMIbKO  OOHUM
nonb3oBarernem.

MapameTpbl "CuéTtumk Ping", "Pasmep Ping-naketa" n "Bpemsi oxumagaHus Ping" siBnsatoTtcs
napametpammn dQyHkuun Ping, a "TpaccupoBka MAX TTL" napametpom yHKUMK

TPaCCUPOBKM.

5.16.3 OG6HoBneHue BcTpoeHHoro N0

B meH0 Ha cTpaHunue CuctemHble MHCTPYMeHTbl — OGHoBneHune BcTpoeHHoro MO MoXHO

06HOBUTL BCTpoeHHoe MO mapLipyTm3aTtopa 4O NOCMenHen Bepcuu.

>

>

oain:
Bepcua ecrpoennoro M0: 3.15.2 Build 130411 Rel. 37755n
Bepcua obopynoeanua: MR3020 1 00000000

PucyHok 5-83 O6HoBReHne BcTpoeHHoro MO
Bepcus BcTpoeHHoro MO — 3geck ykasbiBaeTCA Tekylwasa Bepcus BCTpoeHHoro MO.

Bepcus o6opyaoBaHusi — Tekyllas Bepcus annapaTHoW 4yactu. Bepcusa, ykasaHHas B

q)aﬁne oOHOoBMEHUS, 1 TeKyLlada BepCcua OO0JKHbI coBnaaaTth.

IOnsa o6HoBneHna BcTpoeHHoro MO mMapupyTusaTopa BbINOMHUTE criegylolimne AencTema:

1.

Ckavante Haubornee nocrnegHiol0 Bepcuio  BCTpoeHHoro [10 ¢ Hawero canta
(www.tp-link.com).

B none ®aunn ykaxute nyTb K coxpaHEHHOMY Bamu Ha komnbloTepe danny (BBeavTe nycrb
camu unwv BbibepuTe ero).

Haxmute kHonky OGHOBUTD.

lMocne  3aBepweHus  npoueaypbl  OBHOBMEHWS  MapLupyTM3aTop  aBTOMaTUYEeCKu

nepesarpysurcs.

&= NMpumeyaHue:

1)

HoBsble Bepcum BcTpoeHHoro N0 pa3melleHsbl Ha canTe http://www.tp-linkru.com 1 JOCTYNHbI

fecnnatHo. OGHoBNATL BCTpoeHHoe [10 HeT HeobxogMMOCTW, €ecnmM TONbKO HOBOE
BCTpoeHHoe [10 He coaepXUT Kakux-TO HOBbIX PyHKUMIA, KoTopble Bbl xotenn Obl
ucnonb3oBatb. Tem He MeHee, ecnn y Bac BO3HMKNIM npoGnembl M3-3a Camoro
MaplpyTu3aTopa, a He Ku3-3a ero HacTtpoek, To Bbl mMoxeTe nonpo6oBaTb 0OHOBUTb

BCTpoeHHoe [M0.

-194 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

2) [Mpwn obHoBneHnn BCcTpoeHHoro O mapwpyTnsaTopa BO3MOXHA MOTEPS €ro TEeKyLUMX
HaCcTpoek, Mo3ToOMy nepen obHOBNEHNEM, coBeTyem Bawm, 3anucaTb caenaHHble NMYHO Bamu
HaCTPOWKK, 4TOObI He 3abbITb UX U MOTOM BOCCTAHOBUTL 6e3 Npobnem.

3) He BblknYanTe nuTaHWe MapwpyTu3aTopa M He HaxumanTe KHomky Reset, noka
npovcxoant obHoBneHne BcTpoeHHoro [10. OTknoveHne nuTaHus BO BPEMsi Mpouecca
0BHOBMEHUSA MOXET NoBpeauTb MapLUpyTM3aTop.

4) Bepcusa BctpoeHHoro MO gomkHa cOOTBETCTBOBATbL BEPCUN YCTPOMCTBA.

5) Tpoueoypa OGHOBMEHWA 3aHMMaeT HEKOTOPOe BPeMsi M MOCMe ee 3aBepLieHUs

MapLIpyTM3aTop aBTOMaTUYECKM nepesarpysmTcs.

5.16.4 3aBoackue HaCTPOUKMU

B ™meH Ha cTpaHuMue CUCTeMHble WHCTPYMeHTbl — 3aBoACKMe HACTPOMKU MOXHO

BOCCTaHaBJ1MBaTb 3aBOACKUNE HaCTpOﬂKM MapLipyTmusartopa.

HammuTe 3TY KHOMKY O0NA BOCCTAHOEBNEHWA 23E0ACKHY HACTROEK.

BoccTaHoeMTh

PucyHok 5-84 BoccTaHoBneHne 3aBOACKNX HACTPOEK
Haxxmunte kHornky BoccTaHOBUTBL A4n1s cbpoca BCex HAacTpoeK A0 3aBOACKUX 3HAYEHUN.
¢ Wmsa nonb3oBaTtens no ymon4yaHuio: admin
e [Maponb no ymonyaHuto: admin
e IP-agpec no ymonyaxuio: 192.168.0.254

¢ Macka noaceTtu no ymonyaHmto: 255.255.255.0

& MpumeyvaHune:

Bce npogenaHHble Bamun un3mMeHeHMst B HacTpoyikax OyayT yTepsiHbl npu BOCCTaHOBMEHWUU
3aBOCKUX 3HAYEHUMN.

5.16.5 Pe3epBHas Konusi U BOCCTaHOBIIEHUE

B meHIo Ha cTpaHMue CucTteMHble MHCTPYMeHTbl — Pe3epBHas Konus n BOCCTaHOBIIEHUE
MOXHO COXPaHUTb TeKyLlMe HacCTPOMKM MapLlpyTM3aTopa B pe3epBHbI (hain Ha BalleM
KOMMNbIOTEPE U BOCCTAHOBWUTbL HACTPOMKM C MOMOLLbIO 3TOr0 pe3epBHOro dawna (cm. PucyHok
5-85).
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CoxpaHuTs: [ PesepsHas komua |
Dain: | |[0830p.. ] [ BoceTaHosuTs

PucyHok 5-85 PesepBHas konvs n BOCCTaHOBNEHNe

»  YTOObI COXpaHWTb TEKyLLME HAaCTPOWKK B haln Ha BalleM KOMMbITEPE, HAXXMUTE KHOMKY
PeszepBHas konus.

> [1ns obHOBNEHUsA HaCTPOEK MapLLpyTM3aTopa BbINOMHUTE cneayowme 4eNCTBIS.
e Haxmute kHonky O630p 1 Bbibepute dann ¢ HacTponKamu.

e Haxmute kHonky BoccTtaHOBUTL UTOObI 3arpy3nTb HACTPONKM M3 BbIBpaHHOMO dhanna.

&= MpumeyaHue:

TekyLime HacTponku ByayT 3aMeHeHbl HacTporkamMn U3 danna. HenpaBunbHble OEACTBUA MOTYT
NPMBECTUN K NOTEPE KOHTPOIS Had ycTponcTBoM. [pouecc BoccTaHoBreHus anutca 20 cekyHn,
nocne 4ero MapLlpyTMsaTtop aBToMaTUyecku nepesarpysuTtca. Bo usbexaHne nonomku

yCTpOVICTBa He OTKIYanTe ero oT NUTaHus BO BpeMdA BOCCTaHOBIIEHUNA HACTpOEeK.

5.16.6 [llepe3sarpyska

B meHio Ha cTpaHuue CuctemMHble MHCTpPyMeHTbl — [lepe3arpy3ka MOXHO nepesarpy3uTb

MapLLpyTM3aTop C NOMOLLbIO COOTBETCTBYHOLLIEN KHOMKM.

Mepesarpyska

HasMUTE 3Ty KHOMKY ANA NEPEIArpy3KA.

MepesarpysuTe

PucyHok 5-86 lNepesarpyska mapLupytusaTopa

HekoTopble HacTponkn MapLupyTmM3aTopa byayT Ncnonb3oBaTbCs TONbKO NOCe nepesarpysku
CUCTEMBI, K TaKMM HacTpONKaM OTHOCSATCS:

e W3meHeHne IP-agpeca B cetu LAN (cuctema npous3BedE€T nepesarpysky

aBTOMAaTMYECKM).
e  VameHeHune HacTpoek DHCP.
e  VI3MeHeHne HacTpoek 6ecnpoBO4HOMO pexuma.

e  /3meHeHue nopTa ynpasneHuns Beb-nuHTepdencom.
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e O6GHoBneHme BcTpoeHHoro MO mapwpyTnsaTopa (cuctema NpPomn3BedEéT nepesarpysky

aBTOMaTUYECKN).

e BoccraHoBneHne 3aBOACKMX HACTPOEK MapLupyTusatopa Mo ymomnyaHuio (cuctema

npou3BenéT nepesarpysky aBToMaTUYECKN).

e (OOHOBNEHME NapaMeTpOB HACTPOMKM U3 channa (cuctema nNpous3BedET nepesarpysky

aBTOMaTU4eCKH).

5.16.7 Maponb

B meHi0 Ha cTpaHuue CUCTeMHble MHCTPYMeHTbl — [laponb MOXHO U3MEHUTb 3aBOACKWE

3HaYeHUss UMEHW Nonb3oBaTens U napons mapLupyTusaTtopa (cMm. PucyHok 5-87).

MMA NONE20EATENA W NApONt He Gon¥HE Beime gAnMHHee 14 CUMEONOE M He JONMHE COfdepwaTe npobene!
Mpenbioywe e HMA NONB30BATENA:

Mpenblaywnil napons:

Hoeoe uMA nonb3oBaTena:
Hoeblit napons:

MopTEEpAUTE HOBBIA NaponL:

[ CoxpaHuTe ] [ OYMCTUTE BCE

PucyHok 5-87 TMaponb

HacTtoatenbHO pekoMeHOyeTCd CMEeHUTb MCXOQHOEe UMsS  nonb3oBaTtens UM - naposb
MapLUpyTu3aTopa, NOCKOMbKy MboMy nonb3oBaTento npu Hadvane paboTbl ¢ BEG-yTUNUTOM
OyaeT npeanoXeHo BBECTU UMS MOMb30BaTeNs U Naposib N0 YMOMYaHUIO.

& MpumeyaHue:

[lnvHa HOBOro MMEHW Norib3oBaTeENs M Napons He OOfKHa npeBbiwaTb 14 cumBomnoB. B nmeHu
nonb3oBaTens M napofie Hemnb3s UCMNoNnb3oBaTb MNpobenbl. OnA NOATBEPXAEHWUS NMapons ero

HeobXoaMMO BBECTU ABaXKObl.
Mo 3aBepLUeHUN HaXMUTE KHOMKY COXpPaHUTb.

Haxmunte KHOMKY OuuncTuTb BCe, YTOObLI OYMCTUTL BCE NOSIS.

5.16.8 CucrtemMHbIN XXypHan

B MeHiwo Ha cTpaHuue CUCTEeMHble WMHCTPYMEHTbl — CUCTEMHbIA XypHam MOXHO

npocMaTpuBaTb CUCTEMHBIE XYypHarbl MapLLpyTM3aTopa.
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DYHKUMA aBTOOTAPABKH MOYThI: OTKnOYeHo
Tun wypHana: Ece + | YpopeHb wypHana: Bre v
WHpeke Bpeun Tun YpoBeHb ColepxaHue xypHana
19 |1st day 00:16:01 |DHCP MPHUMEYAHKME [DHCPS: Send ACK to 192.168.0.100
18 |1st day 00:16:01 |DHCP MPHUMEYAHME [DHCPS: Recy REQUEST from BC:E2:ED:F7:31:8D
17 |1st day 00:16:01 |DHCP MPHUMEYAHME [DHCPS: Send OFFER with ip 152.168.0.100
16 |1st day 00:16:01 |DHCP MPHUMEYAHME [DHCPS: Recy DISCOWER from BC:E2:6D:F7:31:8D
15 |1st day O0:11:06 |DHCP MPHUMEYAHME [DHCPS: Send ACK, to 192.168.0.100
14 |1st day 00:11:06 |DHCP MPHUMEYAHKE [DHCPS: Recy REQUEST from BC:E2:6D:F7:31:8D
13 |1st day 00:11:06 |DHCP MPHUMEYAHME [DHCPS: Send OFFER with ip 192.168.0.100
12 |1st day 00:11:06 |DHCP MPHUMEYAHME [DHCPS: Recy DISCOWER from BC:62:6D:F7:31:8D
11 |1st day 00:11:06 |DHCP MPHUMEYAHME [DHCPS: Send OFFER with ip 192.168.0.100
10 |1st day O2:11:08 | DHCP MPHUMEYAHWE [DHCPS: Recy DISCOWER from BC:62:60:F7:31:8D
9 1st day 00:00:18 | SECURITY (MH®O RTSP ALG enabled
a8 1st day 00:00:18 |SECURITY (MH®O H3Z3 ALG enabled
7 1st day 00:00:18 | SECURITY (MHDO TFTP ALG enabled
5 1st day 00:00:18 |SECURITY (MH®O FTP ALG enabled
=3 1t day 00:0017 |SECURITY | MHDO IPSEC Passthrough enabled
4 1st day 00:00:17 |SECURITY |MHDO L2TP Passthrough enabled
3 1t day 00:00:17 |SECURITY | MHDO PPTP Passthrough enabled
2 1st day 00:00:17 |DHCP MNPUMEHAHME |DHCP server started
1 1st day 00:00:07 |NPOHEE  |MHDO System started

Time = 19700101 0:25:02 1503s

L =192.168.0.254 : M = 255.255.255.0
3G/M4G:3G/4G=0.0.0.0:M=0.0.00:G=0.0.0.0

H-Ver = MR3020 w1 00000000 : S-Ver = 3.15.2 Build 130411 Rel.37755n

COBHOBWTE ] [ COXPaHWTL AypHan ] [ BrlcnaTte Ha noYTy ] [ DMUCTUTE HypHaN

Mpenslnywan

Tekylwui M2 | 1 s

Cnenyiowan

Tun xypHana — BbiGpaB Tun xypHana, 6yayT oToGpaxaTbCs XKypHarnbl TOMbKO AaHHOro

BbIOpaHHoOro Tmna.

YpoBeHb XypHana — BbibpaB ypoBeHb xypHana, OyayT oTobpaxaTbCs XXypHarbl TONbKO

PucyHok 5-88 CwucTtemHbIv XXypHan

OaHHOro Bbl6paHHOFO YPOBHA.

O6HOBUTL — OBGHOBUTL CTpaHULY AN oToGpaxeHUs NocneaHero Cnucka XypHaros.

CoxpaHuUTb XXypHan — CoxpaHWUTb BCe XypHarbl B TEKCTOBbIV chaiin.

OuncTUTL XypHan — YaanuTb BCe XXypHanbl U3 MapLipyTM3aTopa HacoBCEM, a He MPOCTO

CTepeTb, YTOObI OHW HE OTpaXkanucb Ha CTpaHULE.
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Haxmute kHonky Cnegymowas Ons nepexofa Ha crnedyloulylo CTpaHuly, HaXMUTe KHOMKY
Mpenbiaywan ana Bo3sparta Ha NpeablayLLyo CTPaHuLy.

5.16.9 Pexum pabotbl

B meHio Ha cTpaHuue CUCTEMHbIe MHCTPYMEHTbl — PeXum paboTbl MOXHO BUOETb PEXUM

paboTbl MapLupyTU3aTopa.

BknuMthb nporpaMmMHoe nepeknwvieHue

Mocne EKNKIMEHMA NPOTPAMIMHOND NEPEKNHIYETENA NEPEKNHIYETENE HA KOPNYCE YCTROACTES §yHKUMOHUPOEETE He ByneT.
¢ CranpapTHaA To4ka pocTyna
& 3G/A4G-mapwpyTHzatop

() becnpoBogHoil knuenT (WISP) ¢ napupytnzaropon

COxpaHnuTb

PucyHok 5-89 Pexum paboTbl

» CraHpapTHasa To4dka goctyna: B 3TOM pexume yCTpPOWCTBO 0GecrnedYnBaeT COBMECTHbIV
[OCTYN HECKONbKUM MNOMb30BaTeNsM U MOXET paboTaTb B HECKOMNbKUX 6GeCcnpoBOAHLIX

pexnmax: To4Ka OocTtyna, KInMeHT, peTpaHCnATop U T. .

> 3G/4G-mapupyTmsaTop: B aTom pexunme ycTponctBo obecne4nBaeT COBMECTHLIN SOCTYM K
MHTepHeT ons Heckonbkux nonb3oBartenen Yyepe3 ADSL/kabenbHbit mogem. becnpoBogHon
nopT ncnornb3yeT oauH IP-agpec oT noctaslwmka NHTepHeT-ycnyr yepes Ethernet nopt WAN.

B pexume 3G/4G-mapLupyTmsaTopa 6ecnpoBogHon nopt paboTaet kak nopT LAN.

> bBecnpoBogHon knueHT (WISP) ¢ mapwpyTtusatopom: B 3TOM pexume yCTpOMCTBO
obecneunBaeT COBMECTHbIA AOCTYN K VIHTEpPHET Ans HEeCKONMbKMX MONb3oBaTenemn 4yepes
WISP (6ecnpoBogHoro WHTepHer npoBangepa). Mopt LAN wucnonb3yetr oaumH IP-agpec
6ecnpoBogHoro MHTepHeT npoBangepa 4epe3 GecrnposogHon nMopt. B atom pexume npwu
nogknio4veHun Kk MIHTepHeT 4yepes3 GecnpoBogHoro MHTepHeT npoBangepa GecnpoBOAHOM

nopt pabotaet kak nopt WAN. MopTt Ethernet padotaet kak nopt LAN.

&= MMpumeyaHume:

yCTpOVICTBO aBTOMAaTU4YECKN nepe3arpy3nTtcd, Korga Bbl USBMEHUTE €ro COCTOoAHuE U HaXXMéTe
KHOMKY COXpaHVITb.

5.16.10 CTtaTtucrtuka

B MeHio Ha cTpaHuue CUCTeMHble MHCTPYMeHTbl — CTaTUCTMKa MOXHO O3HaKOMUTLCH CO
CTaTUCTMKON MapLUpyTU3aTopa, BKoYas odwun obbem Tpadmka un Tekywwmin Tpacdmk MHTepeana

CTaTUCTUKN NAKETOB.
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Current Statistics Status: Disahled
Packets Statistics Interval(5-60}): 10 w | Seconds
Auto-refresh
Sorted Rules: Sorted by IP Address v /| _Resetal | [ Delste Al |
Total Current
IP Address/ Mo ity

MAC Address Fackets Bytes Packets Bytes ICMP T UDP Tx S Ty

The current list is empty.

Ferpage | & w |entries CurrentMo. |1 w page

PucyHok 5-90 CratucTtuka

»> Tekywee cOCTOAHUE CTaTUCTUKN — BKNoYeHO unu oTknoveHo. 3HayeHne no ymonyaHuio
OTkntoyeHo. YTobbl BKNIOUNTE PYHKUUIO KIMKHUTE NO KHOonke Bknountb. Ecnn yHKkums
OTKIoYeHa, TO dyHKuMs 3awmuTbl oT DoS-atak B okHe besonacHocTb Takke Oyger

OTKIMHO4YEHa.

> WHTepBan naketoB ctatuctukm (5-60) — 3HaueHme no ymonyanumio 10. V13 BbinagatoLlero
cnucka MOXHO BblbpaTb 3HaveHne oT 5 pgo 60 cekyHa. [aHHoe 3HauyeHue onpegensert

NPOMEXYTOK BPEMEHWN MEXAY OTMPAaBKOW NaKkeTOB CO CTATUCTUKON.
> [MpaBuna copTnpoBku — NpaBrna COpPTUPOBKN OTOBpaKaeMON CTaTUCTUKN.
[MocTaBbTe ranoyky ABTOOb6HOBREHWe Ans aBTOMaTU4eCcKkoro 06HOBNEHUS.
Haxmunte kHonky O6HOBREeHwWe ansi HeMeAeHHOro 06HOBNEHNS MHpOpMaLMK Ha CTpaHuLe.
HaxmuTe kHonky CopocuTb Bce ans copoca Bcex 3Ha4yeHun B Tabnuue.

HaxxmuTe KHOMKy YAaanuTb Bce ANs yAaneHus BCexX 3anucen n3 tTabnuup.
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Tabnuua cTaTUCTUKU:

IP-appec/MAC-agpec IP-agpec n MAC-agpec oTobpaxatoTca C COOTBETCTBYHOLLEA CTaTUCTUKON.
O6wee  KONWYECTBO  MAKETOB,  MOMYYEHHbIX U OTNPaBIIEHHbIX
MakeToB
MapLIpyTU3aTOpPOM.
Bcero
Obuwee KONnM4ecTBO Ganr, NoMyYeHHbIX n OTMpaBreHHbIX
Banr
MapLIpyTU3aTOpOM.
Obuee KONMYECTBO MAKETOB, NMOMYYEHHbIX YU OTNPABMEHHbIX 3a NOCNeaHNU
MaketoB
WHTEpBan NakeToB CTaTUCTUKU.
O6uwee konuyectBO GanT, MOMyYEHHBIX M OTNPaBMEHHbLIX 3a NOCMELHWUIA
Bawnr
WHTEpPBan NakeToB CTaTUCTUKM.
Konnyectso ICMP-nakeToB, oTnpaBnsembix B rnobanbHylo ceTb B CEKYHAY
ICMP Tx Yyepes ykasaHHbIi VIHTepBan nakeToB CTaTUCTUKW. 3Ha4YeHne npeacTaBneHo
Tekywiee Kak "TekyLasa ckopocTb nepeaayn/Makc. ckopocTb nepegayn”.
cocTosiHue
Konnyectso UDP-nakeToB, oTnpaBnsembix B rnobanbHyo CeTb B CEKYHAY
UDP Tx yepes ykasaHHbI MIHTepBan nakeToB CTaTUCTUKW. 3HAYeHNe NpeacTaBeHo
Kak "TekyLasa ckopocTb nepeaayn/Makc. ckopocTb nepegayn”.
Konnyectso TCP SYN-naketoB, oTnpaBnsieMbix B rnobanbHylo ceTb B
TCP SYN | cekyHOoy 4epe3 ykasaHHbIi VIHTepBanm nakeToB CTaTUCTMKW. 3HadeHue
Tx npeacTtaBneHo kak "Tekywass ckopocTb nepegavn/Makc. CKOpPOCTb
nepegaun".
C6pocutb | O6HYNNTL 3HA4YEHUS B 3an1CHK.
N3meHUTb
Yoanutb Ynanutb 3anuck uU3 Tabnuubl.

Ha kaxxgon cTpaHuue pasmellaetca 5 3anuceir. Haxmnte kHonky Cnegylowasa ansg nepexoga
Ha cnegymloLlylo cTpaHuuy, HakmuTe kHomky lMpeablaywas ons Bo3BpaTa Ha npeablayLuyto
cTpaHuly.
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NnaBa 6. Hactpouka mapuwpyTtusatopa — Pexum Touka

pocTyna

B paHHOM rmaBe pacckasbiBaeTcs 060 BCex KrouveBblX (PYHKUMSX, OOCTYMHbIX B BEO-yTUNNTE
HacTpoOMKW, a TaKke O TOM, KakK HacTpaumBaTb pexum Todyka pgoctyna. [lopTaTtvBHbIN
BecnpoBogHon 3G/4G-mapwpyTtnsatop cepum N nerko HacTpavBaeTCca U yrpaBnsaeTcs depes
BEO-yTUNNTY HacTpPoOMKM ¢ nomoLbto bpaysepa (Internet Explorer, Netscape® Navigator, Firefox,
Safari, Opera unn Chrome), Beb6-yTunuta pabortaet B nobon onepauynoHHon cucteme Windows,
Macintosh nnn UNIX OS.

6.1 Bxop

Mocne ycnewHoro Bxoga B BeG-yTI/IJ'II/ITy HaCTpOIZKVI Bhl yBnauTe rmaBHOe€ MEeHI0 C nesowm CTOPOHDbI.
CnpaBa pacnonoxeHbl CcOOoTBETCTBYHOWME pasdenbl C  UHCTPYKUMAMU U cnpaBquon

MHdOopMaLUmnen.

CocToAHME

bBhicTpan HacTpoitka

CeTh

BecnpoBogHOi pexuM

DHCP

CucreMHbIe HHCTPYMEHTEI

Hwxe npueogutcsa nogpobHas MHgopMaLmsi N0 BCEM OCHOBHbIM PYHKLMAM BED-YTUANTHI.

6.2 CocTosiHue

Ha ctpaHuue CocTosiHue oTobpaxaeTcs Tekylias UHMOopPMaLMs MO COCTOSHUIO U HacTponKam

TOYKM gocTyna. Bces I/IHCbOpMaLWIFI npeaHa3Ha4dyeHa TONbKO AnA YTeHUA.
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Bepcua ectpoendoro MO: 3.15.2 Build 130411 Rel. 37755n
Bepcua yetpoitctea: WE3020 1 00000000

npoaonuoe nopKnw4yeHue

MAC-agpec: F8-14-67-40-59-82
IP-appec: 192.168.0.254
Macka noaceTn: 205285 2860

BecnpoBoAHON peXxum

Pexum paborbr: Touka gocTyna
YpanéHHaA To4ka pocryna: TP-LIMK,_FOCKET_3020_4D5952
Kaunan: AeTo (Tekywui kaHan 11)
Pexum: 11bgn mixed
WWnpuna kanana: ABTOMATUMECKH
MAC-agpec: F8-14-67-40-59-82
CratucTuKa Tpadjuka
Mony4eHo OTnpaeneHo
Baiit: 0 24521
MNaketoe: 0 62
Bpewma paboTs: 0 nHed 00:01:03

CtpaHuua 6-1 CocTtosiHMe ycTponcTaa

Bepcusa BctpoeHHoro MO — B aTom none otobpaxkaeTca TekyLiasi Bepcusi BCTpoeHHoro MO
TOYKU JOCTyna.

Bepcusa yctponcrtea — B aToM none otobpaxkaeTcs TekyLlaa Bepcusa yCTponcTea.

MpoBogHoe nopgkntovyeHne — B 3ToM none oToGpaaloTca Tekywme HaCTPOWKM WUnu
nHdpopmauus o cetn, Brntodas MAC-agpec, IP-agpec 1 Macky noaceTu.

BecnpoBogHOM pexum — B 3TOoM none otobpaxaeTcss OCHOBHas WHdopmaums o
©ecnpoBOAHOM pexnme, a Takke ero CoOCTosiHne, B Tom vmcne Pexxum pabotbl, SSID, KaHan,
Pexuwm, LWnpuHa kaHana, MakcumanbHas ckopocTb nepeaaum u MAC-agpec.

Crtatnctuka Tpadmka — B aToM none otobpaxkaeTcs cTaTUcTUka Tpaduka.

Bpemsa pabotbl — B atom none otobpaxaerca BpemMsa paboTbl TOYKM AOCTyna ¢ MOMEHTa
BKIIOHEHUA UK nepe3arpy3ku.

& MMpumeyvaHue:

Ecnn Bbl Bbibpanu pexum KnuneHt (cm. PucyHok 6-8), coctodHne 6ecnpoBOoAHOro pexunma (cm.

CTtpaHuua 6-1) nsmeHnTCs, Kak NnokasaHo ANg NpMMepa Ha PUCYHKe HUXe:
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BecnpoBonHON pexum

Pexunm paboThi: FnueHT
YaanéHHana TouKa gocryna: TP-LIMK_Metwork
Kanan: 1
lWnpuHa kaHana: ABTOMATHYE CKK
MAC-agpec: FB-14-R7-40-59-B2

6.3 BbicTpasa HacTpounka

CwmoTpuTte nogpobHoe onucaHue B [Naee 3: "PykoBoaCTBO NO BbICTPOM HacTponike."

6.4 WPS

WPS (Hactpomka sawmwéHHoro Wi-Fi Protected Setup) nomoxer ObicTpo u 6esonacHo
noakni4YMTbLCA K ceTn. B gaHHOM pasgene copepxutcst nHgopmauma o gobasreHMM HOBOTIO
©ecnpoBoOHOro YCTPOWCTBA B CYLLECTBYIOLLYIO CETb C MOMOLLLI AaHHOW (OYyHKUMK. DYHKLMSA
WPS poctynHa Tonbko B paboyem pexumme Touka gocTyna v npu nogaepkke HECKOMNbKUX CETEN C
pasHeiMn SSID. [lna npumepa paccmatpuBaeTca pexuMm Todka goctyna. 3angute B MEHKO Ha

ctpaHuuy WPS, koTopas nokasaHa Hwmxke (PucyHok 6-2).

WPS CocroAHHe: BrnwoveHo OTKNKNKTE WERS

Texyumii PIN-kos: 36310999 [ BoccTanoeuTs PIN-kap | [ CosgaTs HoBbi PIN-kop, |

[ OTenmounTe BB FIN-KO4a AaHHOMO yeTROACTER

Dod HOBOE YCTPOil i [oBaEMTE YCTPOMCTED

M2MEHEHHEIR HACTRORKM BECNPOBOAHOTD PEXMMA BYOYT HCNONES0EATECA TONEKD NOCNE NEPESATPYIKH TOYKM SOCTYNZHAMMUTE 208CEANA NEPEZATNYIEM.

PucyHok 6-2  WPS
» CocTtosHne WPS — 3aecb Bbl MOXETE BKINIOYMTb UK BbIKTOUNTD doyHKUmnio WPS.

> Tekywmn PIN-kog — 3gecb otobpaxaetrca Tekywuin PIN-kog yctponctBa. 3HayeHue
PIN-koga no ymonyaHuio Bbl MOXETEe HaWTW Ha HaKMeuke Ha Kopryce unm B PyKOBOACTBE

nonb3oBaTens.

> BocctaHoButb PIN-kog — BocctaHoBneHne 3HadeHuss PIN-koga 0o 3HayeHusa no

YMOJT4aHUIO.

» Cospatb HOBbIN PIN-kog — Haxmute OaHHy0 KHOMKY Ans MOyYeHusi Cry4yanHoro
3HaveHus PIN-koga gns Bawero maplipytusatopa. CosgaHve M Ucnonb3oBaHWE HOBOrO

PIN-koga nosbiliaeT 6e3onacHOCTb Ballen CeTu.
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> J[o6aBUTb yCTPOMCTBO — HaxKMuTe AaHHY KHOMKY, 4Tobbl 406aBUTL HOBOE YCTPOWCTBO K
CYLLECTBYIOLLEN CETU BPYUHYIO.
[Onsa no6aBneHus HOBOro ycTpomMcTBa:

Ecnun 6ecnpoBoagHoi agantep nogaepxmeaet yHkumio Hactpownkm sawmwérHoro Wi-Fi (WPS),
Bbl MOXeETe YCTaHOBMTb OecnpoBOgHOE MoAKMoYeHne Mexay O0ecnpoBOOHbIM aganTepom U
YCTPONCTBOM HaxkaTnem kHonku — Push Button Configuration (PBC) unu npu nomouwm PIN-koga

&= lMpumeyaHume:

[ns ycnewHoro yCTaHOBMEHUsI coeauHeHus ¢ nomollbio dyHkumm WPS, Takke Heobxoaumo
NPOU3BECTN COOTBETCTBYHOLLYIO HACTPONKY HOBOIrO YCTPOMCTBA.

HacTtpovika HOBOro yCTponcTBa onucaHa Ha npMMepe ucnorb3oBaHus 6ecnpoBogHOro agantepa
koMmnaHmm TP-LINK

I. ByPBC

Ecnu 6ecnpoBogHon agantep nogaepxmeaet dpyHkunio WPS (Hactponka sawmiénHoro Wi-Fi) n
HaCcTpOMKY C MOMOLLbI HaxaTus KHonku, Bbl mMoxeTe [obaBuTb ero B ceTb crneaytolmmu

cnocobamu
Cnoco6 Homep oauH:

War 1: Haxmute kHonky WPS/RESET Ha nepegHen naHenn mapLupytvusaTopa 1 yoepxusanTte

eé HaxaTou He Gonee 5 cekyHA

7 )

D
. )

War 2: Haxmute kHonky WPS aganTepa u yaepxusante eé HaxaToun oT 2 A0 3 cekyH,
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War 3: TlMogoxanTte, noka He NOSABUTCA ykazaHHOe Hwmxke okHO. Haxmute OK ans 3aeseplueHus

HacTpoukn WPS.

HacTtpoiika becnpoeogHof CaTh

Megkniodenue k cetn no WRS yenewHo
BeINonHeHo!

OkHo HacTporikn WPS B6ecnpoBogHoro agantepa

Cnoco6 Homep ABa:

War 1: Haxmute kHonky WPS/RESET Ha nepegHen naHenu Maplupytu3atopa v yaepxusante

§\

€€ HaxkaTon He Bonee 5 cekyHa.

p

|
I

S

/
\u

=
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War 2: [Ona HacTporkn GecnpoBogHOro ajantepa Bbibepute HakaTb KHONMKY Ha MOen Touke
pocTtyna/mapwipytusatope B ytunute Hactpovku WPS kak nokasaHo Huxke, 3atem

HaXXMuUTte nO,U,KJ'I YUTb.
——
TP-LINK
The Relfable Choice

g = A

= b (9 = 2

) o L. e}

CocToAHue WPS Cem Mpoune  NononHWTENbHO

mf CETH

BuiGepute cnocol NoAKNKYEHNA K CETH:

x| Jannoe NPHA0AHEHNE NOMO*ET BaM BbINOMAHNTE HﬂCTpDﬁKy EECHDDEID,'J,HDH

@ HaaTk KHOMKY Ha MO TOUKe [0CTyna/MapLUIpyThaaTope

7 Beectu PIN moeii Toukn 40cTyna‘MapLupyTHaaTopa.

*) Beectu PIM yeTpoiicTea Ha Moell TOUKE 40CTyna/MapLIpyTHaaTope

MOAKMIOYHTL

OxkHo HacTponkn WPS 6ecnpoBoaHoro agantepa

War 3: TMogoxauTe, noka He NOSABUTCA yKa3aHHOE HukKe okHOo. HaxxmuTte OK gns 3aBepLueHus

HacTporikn WPS.

HacTpoiika BecnpoBogHoi ceTtn.

MNegeniodenne k cetn no WES yonewHo

BbINONHEHD!

OkHo HacTpownkn WPS 6ecnpoBogHoro agantepa
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Cnoco6 Homep Tpu:

lWar 1: CoctoaHne WPS pgomkHo ObiTb BknrouyeHo, He MeHsanTe ero, Haxmute [Job6aBuTb

ycTponcTBO (cM. Puc. 4-2), nocne vero Bel nonagére Ha criegyoLLyto CTpaHuLy.

[Aob6aBnTb HOBOE YCTPOWCTEO

& BeeguTe FIN-KO4 HOBOMD YCTPOMCTEE.

& HEMWTE KHOMKY HOBOO YCTPOWCTEA B TEYEHME 2 MUHYT.

PucyHok 6-3 [Jo6aBuTb HOBOE YCTPOMCTBO

War 2: Bbibepute Haxxmute KHONKY HOBOFO YCTPOWCTBA B T€YEHME 2 MUHYT U HaXmute

MoaknouuTbCA.

War 3: Haxmute kHonky WPS agantepa u yoepxvBante €€ HaxaTton oT 2 A0 3 CEeKyHA.

War 4: TlMlogoxanTte, Noka He NosiIBUTCA ykaszaHHoe Huke okHo. Haxmute OK ans 3aBeplueHust

HacTpoukn WPS.

Hactpoiika becnpoeogHof ceth

Mogknodenne k cetn no WRPS yenewHo
BeINonHeHo!

OkHo HacTponkmn WPS 6ecnpoBoaHoro agantepa
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II. C nomouwbio BBoaa PIN-kopga

Ecnn HoBoe ycTponctso nopaepxmeaetr dyHkumio WPS (Hactpownka sawmwénHoro Wi-Fi) un
ayTeHTMdukaumio ¢ nomouwlbto PIN-koa, Bbl moxere pgobaButb ero B cetb, BBeast PIN-kog,

cnegyrowmumMm cnocobamm
Cnoco6 Homep oauH: Beectn PIN-kog B TOouKy goctyna

War 1: CoctosaHne WPS pormkHO ObiTb BKMHOYEHO, He MeHsNTe ero, HaXMWUTE KHOMKY
[Jo6aBuTb yctponcTteo (cM. PucyHok 6-2), nocne yero Bel nepengére Ha cneaytoLyto

CTpaHuLy.

No6aBUTb HOBOE YCTPOWCTBO

@ BeepwTe PIN-K0A HOBOMD YCTPONCTEA.

) HaMUTE KHOMKY HOBOMD YCTPOACTES B TEYEHME 2 MUHYT.

War 2: Boibepute BBectn PIN-kog HoBoro yctponuctBa 1 Beeante PIN-kog 6ecnposogHoro
apantepa B norne PIN Kkak ykasaHO Ha pUCYHKE Bbllle, MNOCAe Yero Haxmute
MopknounThbCeA.

&= lMpumeyaHue:
PIN-koq agantepa Bcerga otobpaxkaeTcs B okHe HacTporikn WPS, Kak yka3aHo Ha pUCYHKe HUXe.

War 3: [Ons Hactponkm 6ecnposogHoro agantepa Bblibepute BBegute PIN yctpomctBa Ha
Moel TOo4YKe pocTtyna/Mapwipytusatope B yTunuTe Hactponku WPS kak nokasaHo

HWXe, 3aTeM HaxmuTe NMoaKNYNTD.

e !
Tha Reliable Choice
£ . L
i = ™ AT
A =
P - i
CocTonHve WPS CeTb Mpodunb  NononHuTensHo
: JaHHoE NpUNoHEeHNE NOMOHKET BaM BEINONHWTE HAcTpoilky GecnpoeogHoil
Beibepute cnocol nogkniOUEHNA K CETH
() Hawmate KHOMKY Ha Moeil Touke JocTyna/MaplupyTiaatope
() Beectin PIMN Moei Toukn gocTyna/MaplupyTnaatopa
@ Beectn PIN ycTpoiicTea Ha MOe TOUKe 40CTyNa MapLpyTHIaTope
@
MoAKmo4UT

OkHo HacTporkun WPS B6ecnpoBogHoro agantepa
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& lMpumeyaHue:

B naHHom cnyyae PIN-koa agantepa no ymonyanuio: 43990757 (CM. pUCYHOK BbILLIE).

Cnoco6 Homep aBa: Beectu PIN-kozg ¢ Touku goctyna

War 1: Bosbmute Tekywmin PIN-kog Toukm goctyna (cM. PucyHok 6-2) (kaxgasa Todka goctyna
nmeetr cBon yHukanbHbli PIN-koa. Bosbmém, ana npumepa, PIN-kog AaHHOW TO4KM
poctyna: 13492564).

War 2: Ona HacTponku GecnpoBogHoro apantepa Bbibepute BBepgute PIN mMoen Touku
pocTtyna/maplupyTtusaTtopa B ytunute Hactponkn WPS kak nokaszaHo Huxe 1 BBeguTe

PIN-kog Toukun goctyna B none PIN. Haxmute MoaknounTb.

TP-LINK

The Reliable Choice

E

(9 %S5

& 3
CocToAHNE WPS CeTb Mpodunb  fononHuTEnbHO Soft AP

o 8 [aHHoe NEUAoKEeHe NOMOXET BEM BRINONHUTE HECTpDﬁK}' EBCI’IpDEU,’lHDﬁ
C i I xm cemu

Beibepure cnocofl nogknoueHnA K cetn
(©) Has¢aTk KHOMKY Ha MO8 TOYKE A0CTYNa/MappyTHaarops

@ Beecti PIN moei Toukn goctyna/maplupyTnzatopa

) Beectu PIN yeTpoiicTaa Ha MOeil Touke J0CTyna/MaplupyTHaatope.

Mogkniouts

OkHo HacTponkmn WPS 6ecnpoBoaHoro agantepa

& lMpumeyaHue:

PIN-kog Toukm gocTtyna no yMonyaHmio MOXHO HanTU Ha PacnonoXeHHOW Ha HeW HakKnewnke unu B

okHe HacTpowikn WPS (cMm. PucyHok 6-2).

[Mocne Toro Kak ycTponcTBO OyadeT yCrneLwHo NOAKMYEHO K ceTn, Bbol nonagéTte Ha cneaylowyto

CTpaHuLy.

() BeeguTe PIN-Kog HOBOTO yCTROACTEE.

PIM-kon; |

(¥) HaxaTe KHOMKY HOBOMD YCTPOACTER B NPELEenax OBy MUHYT.

CoepuHenne npowns yenewHo!

[ Hasaa || [doGasuts
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&= lMpumeyaHue:

1) Ecnwn yctponcTteo 6bino ycnewHo gobaeBneHo B CETb, CBETOANOAHBIA UHONKATOP COCTOSAHMUS

TOYKM OOCTyna 6y,u,eT ropetb NOCTOAHHO

2) OyHkuna WPS He moxeT OblTb HacTpoeHa, ecnu OTKmdeHa dyHKums 6ecnpoBogHON

nepenayv OaHHbIX TOYKM gocTyna. MpoBepbTe, YTOObI yHKUMS GecrnpoBoaHON nepedayn

OaHHbIX TOYKM AocTyna Obina BKNoYeHa A0 Havana npouecca Hactporkn WPS

6.5 Cetb

CeTh

- LAN

PucyHok 6-4 MeHio ceTb

MeHio CeTb comepxut oguH nogpasgena (cMm. PucyHok 6-4). LAN. 3anga B Hero MOXHO

NPOM3BOANTL HACTPONKKN NTOKANbHON CETMW.

Onuusa CeTb MO3BONSAET NPOU3BECTU WHAMBMAYarbHblE HACTpOWkM Baler nokanbHon ceTtu

I'IyTéM N3MEHEHNA HaCTPOEK TOYKM O0CTyNna No yMmon4aHuto.

Ha ctpaHuue CeTb MOXHO HacTpouTb IP-napameTpbl ceTu.

LAN

MAC-appec: F8-1A-B7-40-59-B2

Tun: | CTaTuqeckmi IP-agpec V|
IPagpec: | 192.168.0.254 |
Macka nonceTn: 520525500 +
Wnw3s: |D.D.D.D |

PucyHok 6-5 LAN

> MAC-aApec — dusmyeckmi agpec TO4YKM gocrtyna. 3HayeHne He MOXET OblTb U3MEHEHO.

»> Tun — Bbibepute AinHamuyeckumn IP-apgpec ons nonyveHus IP-agpeca ot DHCP-cepBepa
unu Belbepnte Ctatudecknn IP-agpec ons ykasaHusa IP-agpeca Bpy4YHyo M3 BbinagatoLwero

cnuncka.

> IP-apgpec — Ykaxute IP-agpec Toukn goctyna B 4eCATMYHOM hopmate ¢ pasgenurenbHbiMu

TOYKaMu (3HavyeHue no ymonyanHuio - 192.168.0.254).
> Macka nogcetn — Onpeaensdet pa3mep cetn. ObblvHO 255.255.255.0.

> o3 — LLnto3 gomkeH ObiTb 13 TOW e nogceTn, Yto u IP-agpec.
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& MMpumeyvaHue:

1) Ecnwu Bbl namenunu IP-agpec, To Bbl JOMMKHbI UICMONb30BaTh 3TOT HOBLIN IP-agpec ons Bxona

B TOUKY AocTyna.

2) Ecnu ykasaHHbin Bamu HoBbIi LAN IP-agpec He HaxoguTcs B TOW Xe nodcetu, TO nyn
IP-agpecoe DHCP-cepBepa He OygeT Mcnonb3oBaThCst 4O TEX MOop, NOKa ero HacCTPOWKN He

OyayT N3MEHEHbl COOTBETCTBYOLLMM 0Opa3oMm.

6.6 BecnpoBOoAHOM peXUM

OyHKUMS bBecnpoBOoAHOW pPeXMM MOMOXET MOBbICUTb (YHKUMOHANbHOCTL UK paboune
XapaKTepucTMkn OecnpoBOAHOM CETU, a Takke MpeBpaTUTb TOYKY AOCTyna B waearbHOro
nomowHnka B Bawen ©OecnpoBogHon cetn. B 3TomM pasgene MeHI MOXHO C€o3aaTb
©ecnpoBOAHYH0 NOKarnbHY CETb BCEro 3a HECKOMNbKO LwaroB. HacTponkn 6ecnpoBOgHOIO pexnma
NCMonb3ylTCA AN U3MEHEHUS1 OCHOBHbIX 06a30BblX MNapamMeTpoB TOYKM [ocTyna. 3awuTa
OecnpoBogHoro pexuma obecneymMBaeT TpM pasHbix cnocoba Tuna 3awuTbl Ans Toro, YTobbl
obesonacute Bawy ©O6ecnpoBogHyto ceTb Haunboree HagéxHeiM obpasom. Punsrpauums
MAC-agpecoB No3BOMSiET KOHTPONMPOBaTh AOCTYN GECnpOBOAHBLIX CTaHUUM K TOYKE AOCTyna.
MOHWTOPMHI MPOMYCKHOM CNOCOOHOCTM MNPEAOCTaBNAET WH(OPMALUIO O CKOPOCTU nepenayu
JaHHbIX no ©OecnpoBogHoi cBA3W. Crtatuctnka 6ecnpoBOAHOIO pexuMMa npenocTaBnsieT
NoapobHY0 MHOPMaLMIO O MOAKMIOYEHHBLIX HA [OAHHbIA MOMEHT BpeMeHM OecnpoBOAHbLIX

cTaHUuAX.

B meHI0 BecnpoBoaHOW pexnm CoaepXnTcs WecTb nogpasgenos (cM. PucyHok 6-6): Hactponku
6ecnpoBogHoro pexuma, 3awmurta 6ecnpoBoaHoro pexuma, ®unstpauma MAC-agpecos,
PacluunpeHHble HacTpoiku n Ctatuctuka 6ecnpoBogHOro pexuma. 3angs B Kakon-nnbo uns
3TUX NoApa3nenoB MOXHO HacTpavMBaTbk COOTBETCTBYHOLLME PyHKUMK. [ogpobHble MHCTPYKLMM MO

KaxkgoMy nogpaszerny ykasaHbl HUXe.

becnpoBogHOR pexuM
- Hactpoiikn becnpoBogHOIO pexHMa

-3awuTa becnpoBogHOID pexuMa

- MunseTpauna MAC-agpecoB

- lononHWTENbEHLIE HACTPONKH

- CraTucTnka EEI:I'IPDI!D,I],HDTD peXunMa

PucyHok 6-6 MeHio BecnpoBogHown pexum
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6.6.1 HacTpoinku 6ecnpoBOoAgHOro pexuma

B meHio Ha cTpaHuue BecnpoBogHou pexum - HacTpoiku 6ecnpoBOoAHOro pexmma MOXHO

npoun3BOAMTbL OCHOBHbIE HAcTpourku GecnpoBogHon cetn (cM. PucyHok 6-7). 3aecb MOXHO

HacTpouTb ©OecnpoBogHon pexunm Bawero yctponctBa. [lNoggepxuBaroTcs wWecTb padoumx

pexumoB: Touka goctyna, KnueHnT, PetpaHcnaTtop 1 MocT ¢ Toukon goctyna. Kaxabln pexum

paboThbl UMeEeT pasnnyHbIe HaCTPOMNKMU.

1) Touka pocTtyna: JTOT pexuM npeaocTaBnsieT GecnpoBOAHbIM CTaAHUMSIM  [OCTYN K

YCTPOWNCTBY.
Pexmn paboTe: Toyka gocTyna i
Wua GecnposoaHoii ceTn: TP-LINK_POCKET_3020_4D59B2 (5510)
Pernon: Poccua ~
NPEOYNPEAXOEHKUE: B yenax cobnmpeHna JeAcTByHWErD 3aK0HOAATENECTES, YHeAUTECE, TO CTPAHE BrIGpaHa NpaEMNEHO.
Kanan: ABTOD ¥
Pexuum: 11hgn crmewar v
Wupuna kanana: AETO i
Brniouute BecnpoeogHOe BeLLaHHE
Brnwunte WwWrpokoeswanue S50

PucyHok 6-7 Hactpowkn 6ecnpoBogHoOro pexxmma B pexxmme pabotbl Touka goctyna

Mma 6ecnpoBogHomn cetu (SSID) — VaeHTudpmkatop Bawern 6ecnpoBogHON ceTu. YkaxuTe
3HayeHne anvHon Ao 32 cumBonoB. To xe umsa (SSID) gomkHO ObiTb MPUCBOEHO BCEM
OecnpoBogHbIM  ycTpoWcTBam B Bawen cetn. 3HadeHne SSID no  ymonyaHuio:
TP-LINK_POCKET_3020_XXXXXX(XXXXXX - MOCfegHue LWecTb YHWKanbHbIX CUMMBOJIOB
MAC-agpeca kaxgoro ycTpouctBa). [JaHHOe 3HayeHue YyBCTBUTEMbHO K Perncrpy.
Hanpumep, TEST wu test asnstotca PASHBIMUW 3HaueHnamn.

PernoH — W3 Bbinagawouwero cnvicka Bbibepute Baw pernoH. B gaHHOM none ykasaHbl
pernoHbl, B  KOTOpbIX paspellaeTcss  Ucnonb3oBaHMe  OecnpoBOgHOM  QOYHKLMM
MapwpyTtusaTtopa. Cnegyetr MNOMHUTb, 4YTO MWCMNOSfb30BaHWe GecnpoBOgHON QYHKLMM
MapLipyTusaTopa B pernmoHe, KOTOpbIA He yka3aH B 4aHHOM CNUCKe, MOXeT oKasaTbCs
He3aKOHHbIM. Ecnu Balla cTpaHa unm perMoH He ykasaHbl B Cnncke, noxanymcra, CBSXXUTECh

C COOTBETCTBYOLWNM rocygapCTtBeHHbIM OpraHomMm AnAa KOHCynbTauun.

[Nocne Toro kak Bebl Bbl6paﬂl/l permoH, HaXxkMmTe KHOMKY COXpaHVITb, noABUTCA Ananorosoe

OKHO KaK Ha pucyHke Huxe. Haxmute OK.
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Microsoft Internet Explorer

L] HEMPaEHAEHEIR ELIBOR CTPaHE! HOKET CTATE NPHUMHON BOSHMKHOBEHHA NOMEX Y APYIHX YCTPORETE, KPOME TOrG, 3TO AENASTCA HAPYLLISHHEN
- ,\’J,EHCTBYHJIJJ,EI'D 3aK0HOAaTENECTES.

[nanoroBoe OKHO

&= MpumeyaHwue:

Bepcus ana CesepHonl AMepuknm He MMeeT onumm Bbibopa pervoHa B cuny TpeboBaHum

3aKoHOoOaTelbHbIX OrpaHquHVIVI.

KaHan — B atom norne ykasbiBaeTcsi paboyas yactoTa, kotopasi 6yAeT MCrnonb3oBaThCs.
MeHaTb kaHan GecnpoBOAHOrO MOAKMYEHMsI He obsiaTenbHO, ecnv TONbKo He GyayT

obHapyxeHbl NPo6eMbl C NOMexaMu OT APYroi pacnosioKeHHON BONM3N TOYKM AoCcTyna.
Pexum — BoiGepute 6ecnpoBogHoi pexum. Ha BbiGop npeanaratoTcs BapyaHThl:

e Tonbko 11b — lMogKMOYMTLCA K YCTPOWCTBY CMOIYT TONMbKO 6eCnpoBOAHbIE CTaHLMM,

ucnonb3yowme ctaHgapt 802.11b.

e Tonbko 11g — lMOAKMIOYMTLCA K YCTPOWCTBY CMOIYT TONMbKO 6eCnpoBOAHbIE CTaHLMM,

ucnonb3yowme ctaHgapt 802.11g.

e Tonbko 11n — lMOAKMIOYMTLCA K YCTPOWMCTBY CMOIYT TONMbKO 6eCnpoBOAHbIE CTaHLMM,

ncnone3yowwme ctangapt Only 802.11n.

e CwmewaHHbIn 11bg — [lMogknoYMTBCS K YCTPOWCTBY CMOrYT TONbKo 6ecnpoBogHbie

cTaHuumu, ucnonbaytowme ctaHgaptel 802.11b 1 802.11g.

e CwmewaHHbIn 11bgn — NogkniounTLCH K YCTPONCTBY CMOryT GeCnpoBOdHbIE CTaHLMU,

ucnonb3yowme ctaHgaptel 802.11b, 802.11g n 802.11n.

WnpuHa kaHana — lNMponyckHasi cnocobHOCTL NCMONb3yeMoro kaHana, 6e3 HeobxoanumocTu

MEHATb AaHHOE 3Ha4YeHne He HYXHO.

BknounTb GecnpoBogHoe BelwaHue — BecnpoBoaHoe BellaHWe TOYKM AOCTyna MOXeT
OblTb BKIIOMEHO WM OTKIOYEHO AN paspelueHusl Unu 3anpeTa gocTyna 6ecnpoBOaHbIM

CTaHUMAM K YCTPOWACTBY.

Bknounte wupokoBewaHue SSID - MoxHO nocTaBuTb/ybpaTb ranodky B
COOTBETCTBYWOLUEN A4Yerke, 4TOObl NO3BONMMUTL/3ANPETUTL  YCTPOWUCTBY OTKPLITO B
LLMPOKOMOSIOCHOM pexume nepefaBaTb cBo€ nmsa (SSID). 3ta dyHKuuA BKoYaeTcs ans
TOro, 4tobbl 6ecnpoBOAHbIE KITMEHTbI MO OCYLLECTBATL NOUCK 6eCnpPOBOAHbBIX CETEN U
MO MOAKIMKYNTLCA K OQHOM M3 HKX; OecrnpoBOfHble CTaHuMu obHapyxusatoT SSID,

KOTOpOE BEeLLaeTCsl yCTPOWCTBOM.
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& MMpumeyvaHue:

[Ons Toro, 4ytobbl ucnonb3oBaTb HaCTp017IKVI, B KOTOPbIX Bl nponseesin USMEHEHUA, HaXMUTE

COXpaHVITb, nocrne 4ero noAaBnUTCA coo6|.|.|,eH|/|e C HanoMmHaHnem o HeO6XOﬂI/IMOCTVI neperpy3ku

yCTpOnCTBa.

2) KnueHT: [aHHbIA pexuMMm MNO3BONAEeT yCTPOWCTBY paboTaTb B KayecTBe GecnpoBoaHOM

CTaHUunn Anga paspeleHna npoBogHbIM y3naM NnoaKni4vYaTbCA K TOUKE AOoCTyna.

Pextm pabotol: KnuenT v

SSID:
MAC-anpec Toukn noctyna:

Peruon: Poccua v

NPEOYNPEAOEHWE: B uenax cofinmgedna gedcTeyLWEro 3aK0H0AaTenLCTEa, yOe uTeck, 4TO CTpaHa BEIBpaHa NPpaeMnLHO.

lWnpnHa kaHana: ABTO v
Brnrouute BecnpoeogHoe BELLEHHE
[louck
COXpaHUTE

PucyHok 6-8 HacTpoviku 6ecnpoBOAHOMO pexuma B pexume padotsl KnueHT
SSID — Ykaxunte nma SSID Toukun gocTtyna, K KOTOPOM Bbl XOTUTE MNOAKMIOYMUTLCS.

MAC-agpec To4ukm gocrtyna - Ykaxute MAC-agpec Touku JOCTyna, K KOTOPOW Bbl XOTUTE

NOoAKITHIOYNTBLCA.

PernoH - V3 Bbinagatollero cnucka BbibepuTe Baw pervoH. B gaHHOM none ykasaHbl
pernoHbl, B KOTOpPbIX paspellaeTcsa  WCNoNb3oBaHMe  GecrnpoBOgHOM  OyHKLUUK
MapLlipytusatopa. Crnegyet MOMHUTb, YTO MWCMOMb30BaHMe ©OecnpoBOLHON (PYHKLMK
MapLipyTusaTopa B PernoHe, KOTOpbIi He ykasaH B OAaHHOM CMUCKE, MOXET OKasaTbCs
He3akoHHbIM. Ecnu Bawa cTpaHa WNU pernoH He YKasaHbl B CMMCKe, NoXanywncra,

CBAXUTECb C COOTBETCTBYHOLWNM rocygapCTtBe€HHbIM OpraHoM AOJj1A KOHCyInbTauun.

[Nocne Toro kak Bl Bbl6paJ'IVI PEernoH, HaXXMUTE KHOMKY COXpaHVITb, noABUTCA Ananorosoe

OKHO Kak Ha pucyHke Huwxe. Haxxmute OK.
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Microsoft Internet Explorer

HEMPaEHAEHEIR ELIBOR CTPaHE! HOKET CTATE NPHUMHON BOSHMKHOBEHHA NOMEX Y APYIHX YCTPORETE, KPOME TOrG, 3TO AENASTCA HAPYLLISHHEN
- ,\’J,EHCTBYHJIJJ,EI'D 3aK0HOAaTENECTES.

[nanoroBoe OKHO

&= lMpumeyaHue:

Bepcuss gns CeBepHoit AMEPUKM HE MUMeeT onuuu Bblibopa pervoHa B cuny TpeGoBaHWi

3aKoHo4aTelIbHbIX orpaHquHMM.

> LUupuHa kaHana — NponyckHas cnocobHOCTb MCNOMb3yeMOro kaHana, 6e3 Heob6xogMmocTu

MEHATb AaHHOE 3Ha4YeHne He HYXXHO

> Bknountb 6ecnpoBogHoe BelwaHue — becnpoBogHoe BellaHne TOYKM AO0CTyna MoXeT
ObITb BKIIOYEHO UMK OTKMOYMEHO ONSA paspelleHus unu 3anpeta goctyna 6ecrnpoBOAHbLIM

CTaHUMSAM K YCTPONCTBY.
Haxmute kHonky Mouck anga nomncka 6ecnpoBoaHbix ceten no ux SSID.

& MMpumeyvaHue:

[Ona Toro, 4tobbl MCNOMb30BaTb HACTPOWMKKM, B KOTOPbIX Bbl Mpom3Benn M3MEHEHUs, HaXMuTe
CoxpaHuTb, nocrne 4ero nosBUTCA coobLLeHne ¢ HaNnoOMUHaHMEM O HEODXOOUMOCTU Neperpysku

ycTponcTBa

3) PetpaHcnaTop: OTOT pexuM MO3BOMSsIET TOYKE [OcTyna C ero cobcrBeHHbiM BSSID
nepegaBatb AaHHbIE KOPHEBOW TOYKE, C KOTOPOW MPOUCXOAMNT COeANHEHNE NPU BKITHOYEHHOMN
dyHkummn WDS. BbecnpoBogHOW peTpaHCNATOp NepenaéT curHam Mexgy CTaHuMsamMu U

KOPHEBOW TOYKOM AOCTyNna Ha 6onbluMe PacCTOAHMUS.

HacTpoikn 6ecnpoBOoAHOro pexuma

Pexum paboro: PeTpaHcnaTop v

AP Hua Gecnpoeogroi cetn(SSID):
MAC-anpec Toukn poctyna:

Pernon: Poccua w
NPEOYNPEXNEHHUE: B uenax cobniofequa AeRcTBYIOWErD 3aK0HOAATENECTES, YHeAWTECE, YTO CTRAHE BEIBpaHa NPaBHALEHO.
WupuHa kaHana: ABTD v
Brkniouute BecnpoBoiHOe BEWEHME
Movck
COxXpaHuTE

PucyHok 6-9 Hactpowikn 6ecnpoBogHOro pexxmma B pexxmme PeTtpaHcnaTop
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> Wma 6ecnpoBogHon cetn — Ykaxute umst SSID TOYkM JOCTyna, K KOTOPOW Bbl XOTUTE

NOAKINMKYNTBLCA.

> MAC-agpec Touykum pgoctyna - Ykaxute MAC-agpec KOpHEBOM TOYKM AOCTyna, 30HY

MOKPbITUSI KOTOPOW Bbl XOTUTE pacwmpuTb.

> PervoH - V3 Bbinagatowero cnucka BbibepuTe Baw pervoH. B gaHHOM none ykasaHbl
pernoHbl, B KOTOpPbIX paspellaeTcsa  WCNoNb3oBaHMe GecnpoBOgHOM  OyHKLUUK
MapLlpytusatopa. Cnegyet MOMHUTb, YTO MWCMOMb30BaHMe ©OecnpoBOLHON (PYHKLMK
MapLipyTusaTopa B PernoHe, KOTOpbI He ykasaH B OAaHHOM CMUCKE, MOXET OKasaTbCs
He3akoHHbIM. Ecnu Bawa cTpaHa WNU pPernoH He YKasaHbl B CMMCKe, NoXanywncra,

CBAXUTECb C COOTBETCTBYOLWNM rocygapCTtBe€HHbIM OpraHomM AO5iA KOHCyInbTaunun.

[Nocne Toro kak Bl Bbl6pa]'ll/l PEernoH, HaXXMUTE KHOMKY COXpaHVITb, noABUTCA Ananorosoe

OKHO Kak Ha pucyHke Humxe. Haxxmute OK.

Microsoft Internet Explorer

L] HeNpaEHNEHEIR EBIB0R CTRPAHE! MO¥ET CTATE MPHHHHON BOSHMEHOBEHHA NOMEX ¥ APYMHX YCTPOACTE, KPOME TOMO, 3T0 AENASTCA HAPYLISHHEM
. ASACTEYHIWEND 38K0H0AATENBCTES,

[nanoroBoe OKHO

& lMpumeyaHune:

Bepcusa ona CesepHo AMepuKM He MMeeT onumu Bbibopa pernoHa B cuny TpeboBaHuWM

3aKoHOoOaTelIbHbIX orpaHquHMM.

> LWupuHa kaHana — MponyckHas cnocoBGHOCTb UCMONb3yeMOro kaHana, 6e3 Heo6XoAMMOCTH

MeHATb AaHHOEe 3Ha4YeHne He HYXHO.

> Bknountb GECﬂpOBOAHoe BelwaHne — EeCI'IpOBO/J,HOG BellaHne TOYKM OOCTyna MOXeT
ObITb BKMOYEHO WM OTKIKOYEHO AN paspeweHna nnn 3anpeta gocrtyna 6eCI'IpOBOD,HbIM

CTaHLMSIM K YCTPOUCTBY.

Haxmute kHonky Mouck ansa nomncka 6ecnpoBoaHbIx ceTen no ux SSID.

& lMpumeyaHue:

,D,J'IH TOro, 4TOObLI MCMONL30BaTb HaCTpOIZKVI, B KOTOPbIX Bl npounsBenn aMeHeHUA, HaXxXMute
COXpaHVITb, nocne 4ero nosiBUTCA cooblieHne ¢ HanoMMHaHMEM O HeOBX0aMMOCTM neperpy3ku

yCTpoucTBa.
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4) MocT ¢ To4Kon pgocTyna: B 3ToM pexume BO3MOXEH MOCT MexXdy TOYKON AocTtyna un 4 (He
bonee) Toukamu OocTyna, paboTarowyMm B pexmnme MOCTa, ANs COeAMHEHUS OBYX WUMn

bonee NPOBOAHbIX JTOKallbHbIX ceTen.

Pexuu padoten: MacT ¥ TOMKa gocTyna »
WA GecnpoBoaHoi ceT: TP-LINK_POCKET_3020_4058982 (351D)
Pernou: Poccua A4
NMPEOYNPEXOEHUE: B uenax cofiniogeHua gedcTeyOLLEro 33K0H0AaTensCTES, yAeauTeCE, YTO CTPaHa EEIDREHE NPAEMNEHD.
Kanan: AETO
Pewnm: 11hgn cMewar +
lWiupuna kanana: AETO b

Brntoumute GecnpoeogHOE BEWEHAE
Brntouute WiMpokoeewwanue 5510
MAC-appec Toukn poctynal:
MAC-appec Toukn nocTynaz:
MAC-appec Toukn noctyna3:

MAC-appec Toukn poctynad:

Mauck

CoxpaHuTb

PucyHok 6-10 HacTpoviku 6ecnpoBO4HOMO pexuma B pexxume MocCT ¢ To4kon gocTyna

> Wma 6ecnpoBogHomn cetn (SSID) — VaeHtndukatop Bawen GecnpoBogHom cetu. Ykaxute
3HavyeHve gnuvHon go 32 cumBonoB. To xe ums (SSID) gomkHO ObiTb NPUCBOEHO BCEM
OGecnpoBogHbIM  yCTpoWcTBaM B Bawen cetn. 3HadyeHne SSID no  ymonyaHuio:
TP-LINK_POCKET_3020_XXXXXX(XXXXXX - MNOcrnegHue LUeCTb YHWUKanbHbIX CUMBOIOB
MAC-agpeca Kaxgoro yctponcta). [aHHOe 3HayeHue YyBCTBUTENMbHO K PErncrpy.

Hanpumep, TEST wn test sisnstotca PASHbIMW 3HaueHusmn

> PervoH — V3 Bbinagawowero cnucka Bblbepute Balwl pernoH. B gaHHOM none ykasaHbl
pernoHbl, B KOTOpPbIX paspellaeTcsa  WCNoNnb3oBaHMe GecrnpoBOAHOM  OyHKLUMUK
MapLlipytusatopa. Cnegyet MOMHUTb, YTO MWCMOMb30BaHWe ©OecnpoBOAHON (PYHKLMK
MapLipyTu3aTopa B PernoHe, KOTOpbI He ykasaH B OAaHHOM CMUCKE, MOXET OKasaTbCs
He3akoHHbIM. Ecnu Bawa cTpaHa WNU pPernoH He YKasaHbl B CMMCKe, NoXanywncra,

CBAXUTECb C COOTBETCTBYHOLWNM rocygapCTtBe€HHbIM OpraHomMm AJj1A KOHCyInbTauun.

Mocne Toro kak Bebl Bbl6pa]'ll/| PEernoH, HaXXMUTE KHOMKY COXpaHVITb, noABUTCA Ananorosoe

OKHO Kak Ha pucyHke Humxe. Haxxmute OK.
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Microsoft Internet Explorer

L] HEMPaEHAEHEIR ELIBOR CTPaHE! HOKET CTATE NPHUMHON BOSHMKHOBEHHA NOMEX Y APYIHX YCTPORETE, KPOME TOrG, 3TO AENASTCA HAPYLLISHHEN
- ,\’J,EHCTBYHJIJJ,EI'D 3aK0HOAaTENECTES.

[nanoroBoe OKHO

&= lMpumeyaHue:

Bepcuss gns CeBepHoit AMEPUKM HE MUMeeT onuuu Bblibopa pervoHa B cuny TpeGoBaHWi

3aKoHo4aTelIbHbIX orpaHquHMM.

Kanan — B atom none ykasbiBaeTcs pabodas 4actoTa, kotopasd OygeT Mcnonb3oBaTbCs.
MeHaTb kaHan 6ecnpoBOAHOrO NOAKIHYEHUS He o0s3aTenbHO, €Cnn TOMbKo He ByayT

o6HapyXeHbl NpobneMbl C NoOMexamu OT APYron PacrosfioXXeHHOW BOMM3N TOYKM JOCTyna
Pexxunm — BoibepuTe 6ecnpoBogHoi pexxum. Ha BbiOOp npegnaratoTcs BapuaHThbI:

e Tonbko 11b — lNogknOUMTLCA K YCTPONCTBY CMOrYT TONMbKO ©eCcnpoBOAHbIE CTaHUUW,

ucnonb3ytowme ctaHgapt 802.11b.

e Tonbko 11g — lNogkNOYMTLCA K YCTPONCTBY CMOrYT TONMbKO ©eCcnpoBOAHbIE CTaHLUuW,

ucnonb3yowme ctaHgapt 802.11g.

e Tonbko 11n — lNogKNIOYMTLCA K YCTPONCTBY CMOrYT TONMbKO ©eCcnpoBOAHbIE CTaHUUW,

ncnonb3yowme ctaHgapt Only 802.11n.

e CwmewaHHbIn 11bg — [MogknounTbCs K YCTPOMCTBY CMOrYT TOMbKO 6GecnpoBogHble

cTaHumu, ncnonbaytowme ctaHgaptel 802.11b n 802.11g.

e CwmewaHHbIn 11bgn — lNMNogknounTbCA K YCTPOMCTBY CMOryT 6ecnpoBofHble CTaHUuu,

ncnonb3yowme ctaHgaptel 802.11b, 802.11g n 802.11n.

LunpuHa kaHana — NponyckHasi cnocobHOCTb MCMONb3yeMOro kaHana, 6e3 Heob6xogmMmocTu

MEeHATb AaHHOE 3Ha4YeHne He HYXHO.

Bkniountb 6ecnpoBogHoe BelwaHue — becnpoBogHoe BellaHWe TOYKM OOCTyna MOXeT
ObITb BK/IOYEHO UMK OTKMOYMEHO ONSA paspelleHus unu 3anpeta goctyna 6ecrnpoBOAHbLIM

CTaHUMSAM K YCTPONCTBY.

Bkniountb wwupokoBewaHune SSID - MoxHo noctaBuTb/ybpaTb ranoyky B
COOTBETCTBYWOLLUEN A4Yelrike, 4TOObl NO3BONMMTL/3ANPETUTL  YCTPOWCTBY OTKPLITO B
LLUMPOKOMNOMNOCHOM pexume nepenasaTtb cBoE umsa (SSID). 3T1a yHkuua BknNovaeTca aons

TOro, YTOObI 6eCI'IpOBOD,HbIe KIMMNEeHTbl MOl OCYLLEeCTBIIATb NMOUCK 6€CﬂpOBO,E1HbIX ceTen n
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MO MOAKMUYMTLCA K OOHOW u3 HuX; BecnpoBogHble cTaHumMum obHapyxusaiT SSID,

KOTOpOe BellaeTcs yCTPOMCTBOM

> MAC-agpec Toukun goctyna (1-4) — Ykaxmute MAC-agpec gpyron Touku goctyna (Tovek

goctyna).

HaxmuTe kHonky Mowuck ons novcka 6ecnpoBogHbix ceten no nx SSID.

& MMpumeyvaHue:

Insa Toro, 4toObl MCMNONb30BaTb HACTPOWKKU, B KOTOPbIX Bbl Mpou3Benu M3MeHEeHWsl, HaxXMuTe
CoxpaHuTb, Nocne Yero NnosiBUTCA CoobLLeHne C HAaNOMMHaHNEM O HEODXOAMMOCTU NepPerpysku

yCTponcTBa.
6.6.2 3awwmTa 6ecnpoBOAHOro pexmma

B meHio Ha cTpaHuue BecnpoBogHou pexum > 3awurta 6ecnpoOBOAHOIO peXuma MOXHO
HacTpouTb napameTpbl 3awuTbl Bawen GecnpoBogHoi ceTn u obesonacutb AaHHble OT aTtak
3M0yMbILLNEHHMKOB. Touyka AgocTyna nopgaepxveaer Tpu Tuna 3awutbl: WEP, WPA/WPA2 1
WPA-PSK/WPA2-PSK. 3awuTa 6ecnpoBoAHOro pexxmmMma HacTpanBaeTcs Ha CTpaHuue, nokasaHo

Huxe (PucyHok 6-11). PasHble pexumbl paboTbl UMEHOT pasHble HACTPOMKN 3aLUUTHI.
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1) Touka mocTtyna

Pexum paboThi: Touka poctyna
@ OTKNIOYMTL 3aWwnTy
¢ WPAIWPA2 - Personal
Bepcua: ABTOMATHHECKAA v
Wndposanne: AES ~
Mapone: 38310909

(Bl MOMETE BEECTH CHMBONLI B KOAWPOEKe ASCH WK B WECTHAAUATEPHYHOM hopmaTe; AnA dopMata ASCI AnuHa KNKYa SonxHa
o718 1063, 8 4na wectHaguatepuuHoro dopmata o1 8 go 64.)

Mepuon oGHOBNEHUA TPYNNOBOTO KNI Ya: 0 (ceryHARS; MuHMMansHoe sHaveHue 30, 0 - oBHOENEHME OTKIKYEHD)

) WPAIWPA2 - Enterprise
Bepcna: ABTOMATUYECKE v
Wnpporanne: ABTOMaTUYECKE v
IP.appec Radius.ceprepa:
Mopt Radius-cepeepa: 1812 (1-65535, 0 03HayaeT, NTO0 NOPT Npo yMondakua: 1812)

NMapone Radius-cepeepa:

Meproa 0GHOBNEHNHA TPYNNOBOTO KNIDYA: a0 (cekyHALY; MUHMMansHoe 2Haverue 30, 0 - obHoEREHHE OTKIKOYEHTD)
) WEP
Tun: Automatic &
@opwuat knwoya WEP: LLecTHaguaTep v
Knto4 Beibpan Knwo4 WEP Tun knwYa

Kniow 1: OTHAYE ¥

Koy 2: OTHAYE ¥

Knioy 3: OTHAYE v

Knioy 4: OTHAYE v

PucyHok 6-11 3awmTta 6ecnpoBogHoOro pexvma — Touka goctyna
> Pexum pabotbl — TekyLmi pexmm paboThbl.

N

>  OTKNYMTb 3awnTy — PyHKLUMIO 6GECNPOBOAHON 3aLLMTbI MOXHO BKMIOYMTb MW OTKMOYUTD.
Ecnun oHa oTkntoyeHa, 6ecnpoBogHble CTaHLMM MOTYT MOAKMoYaTbCS K MapLupyTm3atopy 6e3
WwndpoBaHns. HacToaTenbHO pekoMeHayeTcs BbiOpaTb OAMH M3 MPELCTABMEHHbIX HUXe

BapnaHTOB 3aLUNThbI 6eCI'IpOBOﬂHOIZ ceTun.

> WPA/WPA2 - Personal (pekomeHpyeTtcs) — Bbibpate tmn 3awmtel WPA Ha ocHoBe
COBMECTHO MCMOMb3yeMOro KIoua.

e Bepcus — Bbl MoxeTe BbIOpaTb OAHY M3 HXKECNEeayLWNX BEPCUA.

1) ABTOMaTM4ecku (pekomeHayeTcsl)) — ABTOMaTU4ecku BbIOMpaeTcs OOuH U3
BapuaHTtoB WPA-PSK nnu WPA2-PSK B 3aB/CHMMOCTM OT BO3MOXXHOCTEW 1 3anpoca

BecnpoBogHON CTaHUUN.
2) WPA-Personal — CoBmMecTHO nucnonb3dyembi knod WPA.

3) WPA2-Personal — CoBmecTHO ncnonbadyembin knod WPA2.
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WndposaHue — MNpu BbiGope WPA-Personal nnn WPA2-Personal B kadyectBe Tuna
ayTeHTUdMKaUMN MOXHO yKasaTb OOHO M3 Criefyllmx 3HavyeHurn ABTOMaTUYecKu

(pekomeHayetcs), TKIP nnn AES B kavecTtBe anroputma LncppoBaHus.
Maponb PSK — 3gecb HeobxoaMmo BBECTU Naposib.

Mepuon OOGHOBMEHUA TrpynNOBOro Kmnw4ya — 3ajanTe B CeKyHAax WHTepBan
OOHOBrEHNs rpynnbl krtoven. 3HavyeHne JOormkHO paBHATbCA O mnmn kak MuHuUmMym 30.

Beeaute 0 ang oTKMoYEeHN OBHOBNEHUS.

WPA/WPA2 - Enterprise — Boibpatb 3awmty Ha ocHoBe WPA/ WPA2 yepes Radius-cepsep.

Bepcus — Bbl MOxeTe BbIOpaTh OOHY 13 HUXKECTEAYHOLLNX BEPCUN.

1) ABTOMaTu4eckum — ABTOMaTtuMyecku BblOMpaeTcsa oguH u3 BapuaHToB WPA wnnu

WPA2 B 3aBUCMMOCTI OT BO3MOXHOCTEN U 3anpoca 6ecnpoBO4HOM CTaHUMK
2)  WPA — 3awuwénHbii goctyn Wi-Fi..
3) WPA2 - WPA Bepcum 2.
lWncpoBaHune — Bl MoxeTe BbibpaTh Moo ABTomaTnyeckun, nnoo TKIP nnn AES.
IP-appec Radius-cepBepa — YkaxuTe |IP-agpec Radius-cepsepa.
Radius-nopt — Beeaunte nopr, koTopbii OyaeT ncnonb3oBaH radius-cepsepom.
Maponb Radius-cepBepa — Beeante naponb anst Radius-cepsepa.

Mepuon OGHOBNEHUSs rpynnNoBOro kniw4ya — 3adanTe B cekyHOaax WHTepBan
OOHOBMNEHUs Tpynnbl Kroyen. 3HadyeHne O0MKHO paBHATbCA 0 unu kak MuHumym 30.

Beegute 0 ong oTkno4YeHns obHOBNEHMS.

WEP - Bbibpatb 3awmty 802.11 WEP.

Tun — Bbl MoXxeTe Bbl6paTb OAuH 13 cnegyrwmnx Tunos

1) ABTOMaTM4YeCKM — aBTOMaTU4eckM BblIOMpaeTcd oOauMH U3 BapuaHToOB
ayTeHTudumkauun: O6wmnm knod nnn OTKpbITaas cucTtema B 3aBUCUMOCTU OT

BO3MOXHOCTEN 1 3anpoca 6ecnpoBogHON CTaHLUMMN.

2) O6bwun knmwod — Vcnonb3yeTca ayTeHTUdUKaumss Ha ocHoBe OOLWero Knrova
802.11.

3) OTKkpbiTaa cuctema — Vicnonb3yetca ayTeHTuduMKaums Ha ocHoBe OTKpbITON

cuctembl 802.11.

®dopmart knoya WEP — MoxHo Bbibpate ASCIlI unu wecTtHaguaTepudHbin opmar.

®opmat ASCIlI nogxoamT nog Nobytd KOMBMHaLUMIO CMMBOMOB KraBMaTypbl B pamMkax
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3agaHHoM AnuHbl. LecTHaguatepuyHbii doopmart noaxoguTt ans nobon KomOuHauum

WwecTHaguaTepuyHbix cumeosnos (0-9, a-f, A-F) B pamkax 3agaHHOM OSNWHBbI.

e Kniouy WEP — BuiGepute, KOTOpbIN 13 YETBIPEX KNtoyen OyaeT Ucnonb3oBaH U BBeOUTE
COOTBETCTBYOWME AaHHble knova WEP gns Bawewn cetn B none BbIGpaHHOrO Knouya
HaMNpoOTMB PaaMOKHOMNKW. [JaHHble 3Ha4YeHus OOMKHbI coBnagath y Bcex GecnpoBOAHbIX

cTaHumn Bawen ceTn.

e Tun knwoya — Bbl moxeTe BbibpaTth aAnvHy kntoda WEP (64-6uTHbIN, 128-6UTHBLIN 1K
152-6uTHbIN) Ona wudpoBaHusa. "OTknodeHO" o3HavaeT, 4to BBOA knoda WEP

HEBO3MOXEH.

1) [Ona 64-6utHoro wudpoBaHua — Bbl MoxeTe BBecTM 10 LecTHagUaTepUyHbIX
cuvBonoB (nbasa kombuHauusa 0-9, a-f, A-F, HyneBon ko4 HegonycTum) mnu 5

cnmBonoB B kognposke ASCII.

2) [Ons 128-6utHoro wudpoBaHua — Bbl MoxeTe BBeCTM 26 LWeCTHagUaTEPUYHbIX
cuMmBonoB (nobast komobuHaums 0-9, a-f, A-F, HyneBol knod Hegonyctum) unu 13

cumBonoB B koguposke ASCII.

3) Onsa 152-6utHoro wudpoBaHus — Bbl MoxeTe BBecTM 32 wecTHaguaTepUYHbIX
cumBonoB (nobas kombuHauma 0-9, a-f, A-F, Hynesown knio4 HegonycTum) mnm 16

cumeornos B kognposke ASCII.

& MMpumevaHue:

Ecnu Bbl He yCTaHOBWMM KNk, TO (PpyHKUUS GecnpoBOAHON 3alumTbl OyOeT OTKModeHa, aaxe

€Crnu Bbl BblOpanu B kayecTse Tvna ayTeHTUMUKaL MM OOLLMIA KItou.

He 386y,El,bTe HaXaTb KHOMKY COXpaHVITb Ona coxpaHeHuna HacCcTpoek Ha OaHHON CTpaHuue.

& lMpumeyaHue:

HaxaB kHomnky CoxpaHuTb, Bbl yBuauTe cooOLleHMe C HanoMWHaHWMEM O HeobXoaMMOCTU

neperpyskn ycTpomncTea.
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2) KnueHt
Pexum paboTe: Knueur
) OTKMKYHUTE 2alMTY
& WPAWPA? - Personal
BepcuA: ABTOMATHYECKEA b
Wudpporanne: AES -
Mapones: 36310999
(Bl MOzKeTe BEECTA CHMBONBI B Koauposke ASCH unu B wWecTHaguaTepuuHom dopmare; and dopmata ASCH nnuna Knoda fonxkHa
oT B 4063, a AnA WecTHadUaTepryHor dopmata ot 8 01 64.)
Mepuon ¢OHOBAEHHA MPYNNOEOTD KNIOYA: a (CeKYHOEI, MUAHManE40e 3HaveHe 30, 0 - 0BHOENEHWE OTKIKYEHD)
© WEP
Tun: Open System v
®opuat knova WEP: LLlecTHaguarep ¥
Knioy epibpan Knwoy WEP Tun knYa
Kary 1 OTiniave v
Koy 2 OTHnyeE v
Karow 3 Ominiade v
Koy 4 CmicnioHe

PucyHok 6-12 3awmTa 6ecnpoBogHoro pexxmma — KnneHt
> Pexum pabotbl — TekyLmi pexmm paboThbl.

> OTKNYMTBL 3awnTy — PyHKLMIO 6GECNPOBOAHON 3aLLMTbI MOXHO BKMIOYMTb MW OTKMOYUTD.
Ecnun oHa oTkntoyeHa, 6ecnpoBogHble CTaHLMM MOTYT MOAKMoNaTbCS K MapLupyTm3atopy 6e3
WwndpoBaHns. HacToaTenbHO pekoMeHayeTcs BbiOpaTb OAMH M3 MPELCTABMEHHbIX HUXe

BapnaHTOB 3aLUNThbI 6eCI'IpOBOﬂHOIZ ceTun.

> WPA/WPA2 - Personal (pekomeHpyeTtcs) — Bbibpate Tun 3awmtel WPA Ha ocHoBe

COBMECTHO MCMOMb3yeMOro Krioya.
e Bepcus — Bbl MoxeTe BbIOpaTb OAHY M3 HXKECNeayLWNX BEPCUNA.

1) Automatic (Recommended) - Select WPA-PSK or WPA2-PSK automatically
based on the wireless station's capability and request. ABTOmMaTU4ecku
(pekomeHayeTcs) — ABTOMaTMYECKM BbiOMpaeTca oavH u3 BapuaHToB WPA-PSK
unn WPA2-PSK B 3aBMCMMOCTM OT BO3MOXHOCTEW M 3anpoca 06ecnpoBogHOWN

CTaHumm
2) WPA-Personal — CoBmecTHO ncnomnbayembin krtod WPA.
3) WPA2-Personal — CoBMecTHO ncnornb3yembln knwod WPA2.

e LUWudposaHue — Mpu Boibope WPA-Personal nnu WPA2-Personal B kadectse Tuna
ayTeHTUMKALMN MOXHO YyKasaTb OAHO M3 credylowunx 3HavyeHun ABTOMaTUYeCKMU

(pekomeHnpyetcs), TKIP unn AES B kayectse anroputma LncgposaHus.
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Maponb PSK — 3gecb Heobx0QMMo BBECTU Naporib.

Mepuon oOGHOBNEHUS rpynnNoBOro knw4ya — 3adanTe B cekyHOaax WHTepBan
OOHOBMNEHUs Tpynnbl Kroyen. 3HadyeHne O0MmKHO paBHATbCA 0 unu kak MuHumym 30.

Beegute 0 ong oTkMo4YeHns oBbHOBMNEHMS.

> WEP - Bbibpatb 3awuty 802.11 WEP

Tun — Bbl MOXxeTe Bbl6paTb OAuH 13 cnegyrwmnx Tunos

1) ABTOMaTMYeCKM — aBTOMaTU4eckM BblOMpaeTcs oOaMH U3 BapuaHToOB
ayTeHTudukauun: O6wmn knrod nnnm OTKpbITaas cucTtema B 3aBUCUMOCTU OT

BO3MOXXHOCTEN 1 3anpoca 6ecnpoBogHON CTaHLUMMN.

2) O6bwun knmod — Vcnonb3yeTca ayTeHTUdUKaumss Ha ocHoBe OOLWero Knrova
802.11.

3) OTKkpbiTaa cuctema — Vicnonb3yetca ayTeHTudumkaums Ha ocHoBe OTKpbITON

cuctembl 802.11.

®dopmart knoya WEP — MoxHo Bbibpate ASCIlI unu wecTtHaguaTepudHbin opmar.
®opmar ASCII nogxoguT nog ntobyto KOMOMHALMIO CMMBOJSIOB KraBuaTypbl B paMKkax
3agaHHon gnuHbl. WecTHaguatepnyHbii doopmaTt noaxoaut ans niobon kombuHaumm

wecTHaguatepnyHbix cumBosos (0-9, a-f, A-F) B pamkax 3agaHHOM OANnHbI

Kntou WEP — BbibepuTe, KOTOPbIN N3 YETLIPEX KMOYen OyaeT MCnonb30BaH U BBeAUTE
COOTBETCTBYIOLWME AaHHble kntova WEP gns Bawen cetn B none BbiGpaHHOrO Krouya
HanNpoTMB PaaMOKHONKW. [JaHHble 3HA4YeHMs AOMKHbI coBnagath y Bcex GecnpoBOAHbIX

cTaHuun Bawewn ceTu.

Tun knrova — Bbl MoxeTe BbIOpaTh AnuHy knova WEP (64-0UTHBbIN, 128-6MTHBLIN unu
152-6uTHbIN.) ANA wudpoBaHusa. "OTkno4eHO" o3HavaeT, 4To BBOA kntoya WEP

HEBO3MOXEH.

1) [Ons 64-6utHoro wundpoBaHns — Bbl moxeTe BBecTu 10 LwecTHagUaTepUYHbIX
cumBonoB (nobas kombuHauma 0-9, a-f, A-F, Hyneson knoy HegonmycTum) unun 5

cumBonoB B koguposke ASCII.

2) [Ona 128-6utHoro wudpoBaHns — Bbl MoxeTe BBecTM 26 wecTHaguaTepUYHbIX
cumBonoB (nobas kombuHauma 0-9, a-f, A-F, Hynesown knio4 HegonycTum) mnm 13

cumeornos B kognposke ASCII.

3) [Ons 152-6utHoro wudpoBaHua — Bbl MoxeTe BBecTM 32 wWecTHaguaTepuyHbIX
cuvBonoB (nbas kombuHauma 0-9, a-f, A-F, Hyneson knio4 HegonycTum) unm 16

cumBoroB B koguposke ASCII.
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& MMpumevaHue:

Ecnu Bbl He ycTaHOBMMM KNk, TO (PyHKUUS GecnpoBOAHON 3alumTbl OyaeT OTKModeHa, aaxe

€Crnu Bbl BblOpanu B kayecTse Tvna ayTeHTUdMKaLmMmn oBLLMIA KItou.

He 3a6yubTe HaXaTb KHOMKY COXpaHI/ITb Ona coxpaHeHuna HaCcTpoek Ha OaHHON CTpaHuue.

& lMpumeyaHume:

HaxaB kHomnky CoxpaHuTb, Bbl yBuauTe cooOlleHMe C HanoMWHaHWMEM O HeobXoaAMMOCTU

neperpyskn ycTpomncTea.

3) PetpaHcnsaTop

Pexum paborbi: PeTpaHcnatop
@ OTknouuTe sawury
© WPAIWPAZ - Personal
BEPCHA: ABTOMaTUHECKAA v
WndppoBanue: AES -
Napone: 36310999
(Bl MOKETE BBECTM CHMBONE B KOAMPOEKE ASCI UK B WECTHAAUETEPUYHOM dopmaTe; ANA hopmata ASCI AnMHE KNKya L00KHE
o1 & go B3, a 4nA WecTHaguatepuyHoro dopmata or § go B4.)
Mepuog 0GHOBNEHNA TPYNNOEOTO KNKOYA: 0 (cekyHabl; MuHmansHoe 3HayeHue 30, 0 - oBHOBNEHME 0TKNKYEHD)
© WEP
Tun: Open System v
Dopwmat knioua WEP: LlecTHagyaTep ¥
Kno4 geiopan Knioy WEP Tun Kknya
Ko 1 CThnioqe v
Ko 2 OTHIHME ¥
Kty 3 CTKNKYE ¥
Kty 4 CTKNYE ¥

PucyHok 6-13 3awmTta 6ecnpoBogHoOro pexxmuma — PeTpaHcnsaTop
> Pexum pabotbl — TekyLunin pexxum paboThbl.

>  OTKNWuYUTb 3almnTy — (DyHKLl.I/IlO 69Cﬂp0BOD,HOl7I 3alnTbl MOXXHO BKIMKOYUTb UJTN OTKIMIOYUTb
COOTBeTCTBy}OLLI,eVI paD,I/IO-KHOﬂKOIZ. HactoatensHo pekoMmeHayeTcA Bbl6paTb OoauH Wn3

npeacTaBneHHbIX HKe BapuaHTOB 3alLMTbl 6ECNPOBOAHON CETW.

> WPA/WPA2 - Personal (pekomeHpyetcs) — Bowibpate Tun 3awmtel WPA Ha ocHoBe

COBMECTHO MUCNonb3yeMoro Kriro4a.

e Bepcus — Bbl MOXeTe BbiOpaTb O4HY 13 HUXKECNeayoLWmMX BEPCUN.
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1) ABTOMaTuM4ecku (pekomeHayeTcs) — ABTOMaTuyecku BblOMpaeTcd oguvH U3
BapuaHTtoB WPA-PSK unu WPA2-PSK B 3aBMCMMOCTU OT BO3MOXHOCTEN U 3anpoca

©ecnpoBOAHOM CTaHLUUN.
2) WPA-Personal — CoBmecTHO ncnomnbayembin kritod WPA.
3) WPA2-Personal — CoBmecTHO ncnornbs3yembln knwod WPA2

WindposaHue — MNpu BuiGope WPA-Personal unn WPA2-Personal B kavectBe Tuna
ayTeHTUMKALMN MOXHO YyKasaTb OAHO M3 credylowunx 3HavyeHun ABTOMaTUYeCKU

(pekomeHpyetcs), TKIP unn AES B kavectse anroputma LncgposaHus.
Maponb PSK — 3gecb Heobx0QMMo BBECTU Naporib.

Mepuon OGHOBNEHUS rpynnoBOro knw4ya — 3adanTe B cekyHOaax WHTepBan
OOHOBMNEHUs Tpynnbl Kroyen. 3HadyeHue O0MmKHO paBHATbCA 0 unu kak MuHumym 30.

Beegute 0 ong oTkno4YeHUs oBbHOBNEHMS.

> WEP - Select 802.11 WEP security.

Tun — Bbl MOXxeTe Bbl6paTb OAuH 13 cnegyrwmnx Tunos

1) ABTOMaTMYeCKM — aBTOMaTU4eckM BblIOMpaeTcd oOauMH U3 BapuaHTOB
ayTeHTudumkauun: O6wmnm knod nnn OTKpbITaas cucTtema B 3aBUCUMOCTU OT

BO3MOXHOCTEN 1 3anpoca 6ecnpoBogHON CTaHLUMMN.

2) O6bwun knmod — Vcnonb3yeTca ayTeHTUdUKaumss Ha ocHoBe OOLWero Knrova
802.11.

3) OTkpbiTaa cuctema — Vicnonb3yetca ayTeHTuduMKaums Ha ocHoBe OTKpbITON

cuctembl 802.11.

®dopmart knoya WEP — MoxHo Bbibpate ASCIlI unu wecTtHaguaTepudHbin opmar.
®opmar ASCII nogxoguT nog ntobyto KOMOMHALMIO CMMBOJSIOB KraBuaTypbl B pamMKkax
3agaHHon gnuHbl. WecTHaguatepnyHbii doopmat noaxoaut ansa niobon kombuHaumm

wecTHaguatepunyHbix cumBosnos (0-9, a-f, A-F) B pamkax 3agaHHOM ONWHBbI.

Knitou WEP — BbibepuTe, KOTOPbIA N3 YETLIPEX KMOYen OyaeT MCnonb30BaH U BBeAUTE
COOTBETCTBYLOLWME AaHHble kntova WEP gns Bawen cetn B none BbiGpaHHOro Krouva
HaMNpoTMB PaaMOKHOMNKW. [JaHHble 3HA4YeHUs AOMKHbI coBnagath y Bcex GecnpoBOAHbIX

cTaHuun Bawen ceTu.

Tun knrova — Bbl MoxeTe BbIOpaTh AnuHy knova WEP (64-0UTHbIN, 128-6MTHBLIN unu
152-6uTHbIN.) ANA wudpoBaHusa. "OTkno4eHO" o3HavaeT, 4YTo BBOA kntoya WEP

HEBO3MOXEH.
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1) [Ons 64-6utHoro wundpoBaHns — Bbl moxeTe BBecTu 10 LwecTHagUaTepPUYHbIX
cumBonoB (nobast kombuHaumsa 0-9, a-f, A-F, Hyneson knoy HegonmycTum) unun 5

cumBonoB B koguposke ASCII.

2) [Ona 128-6utHoro wudpoBaHnsa — Bbl MoxeTe BBecTM 26 wecTHaguaTepUYHbIX
cumBonoB (nobas kombuHauma 0-9, a-f, A-F, Hynesown knio4 HegonycTum) mnm 13

cumeornos B kogunposke ASCII.

3) [Ons 152-6utHoro wudpoBaHua — Bbl MoxeTe BBecTM 32 wWecTHaguaTepUyHbIX
cuvBonoB (nbas kombuHauma 0-9, a-f, A-F, Hyneson knio4 HegonycTum) mnm 16

cumBornoB B koguposke ASCII.

& lMpumeyaHume:

Ecnu Bbl He ycTaHOBWMAM KoY, TO PyHKUMS BecnpoBOAHONM 3alumTbl OyAeT OTKIIoYEeHa, Aaxe

€Cnu Bbl BblOpanu B kayecTse Tvna ayTeHTUUKaL MM OOLLMIA KITtou.

He 3abyabre HaxaTb KHOMKY CoXpaHuTb 4151 COXPaHEeHNA HAaCTPOEK Ha JaHHOW CTpaHuLe.

& lMpumeyaHue:

HaxaB KHOMKY COXpaHMTb, Bl yBunaute coobuleHne C HanoMWHaAHMEM O HeobXOoAMMOCTU

neperpysku yCcTponcTea.

- 228 -



MopTtaTuBHbIN 6ecnpoBoaHon 3G/4G-mapLupyTu3aTop

TL-MR3020 PykoBoacTBO nonb3oBartens

4) MocrT ¢ Toukon goctyna

Pesnn paGoTel: MocT u To4ka goctyna

@ OTKNKYUTE 3aWMTy

113MeHEHHEIE HACTROMKN GECNPOBOOHOID PeXMa ByOyT MCNONB20EATECA TONBKO NOCNE Mepe3arpyakn TOUKM QOCTYNaHaNMUTe 30eckan

= WEP
Tum: E|
@opmar knoya WEP: WecTHaguaTepK E|
Knioy BeiIGpaH Knrou WEP Tun knya
Kniou 1: @ Otknroue IZ|
Kniroy 2: Orknrove E
Kntoy 3: Orentoue E|
Kntou 4: Otknrove |Z|
(Coxpanws]

PucyHok 6-14 3awmTta 6ecnpoBogHoro pexxmma — MocT ¢ To4kon Joctyna
> Pexum pabotbl — TekyLmi pexmm paboThbl.

OTKNOUMTbL 3awmTy — PyHKLUMIO GECNPOBOAHONM 3aLUTBI MOXHO BKITHOUUTb MW OTKAOYNTD

\7

COOTBETCTBYIOLLEN pagno-KHOMKOW. HacToaTenbHO pekomeHayetrcd BbiOpaTb OAWH U3

NpeacTaBneHHbIX HMKE BapUaHTOB 3aLlnTbl 6ecnpoBogHON CEeTH.
> WEP - Bbibpatb 3awmty 802.11 WEP.
e Twun — Bbl MoXeTe BbIOpaTb OAWH U3 Criegyowmx TUNoB

1) ABTOMaTM4YeCKM — aBTOMaTU4ecku BbIOMpaeTcd OOMH U3  BapuaHToOB
ayTeHTMduKkaumm: O6wmn kno4d unu OTKpbITas cucTemMa B 3aBUCUMMOCTU OT

BO3MOXHOCTEN U 3anpoca 6ecrpoBOAHON CTaHLUM.

2) OOwun knwy — Wcnonb3yeTcs ayTeHTudukauua Ha ocHoBe OOwero Knrwo4a
802.11.

3) OTKprTaﬂ cunctema - |/|CI'IOJ'Ib3yeTCFI ayTeHTMC*)I/IKaLI,I/IFI Ha OCHOBe OTKprTOﬁ

cuctembl 802.11.

e ®opwmar knya WEP — MoxHo Bbibpate ASCIl nnu wectHaguaTtepuyHbin dopmar.
d®opmatr ASCII nogxoguT nog ntobyto KOMOBMHALMIO CMMBOMOB KraBuaTypbl B paMKax
3agaHHon gnuHbl. LecTtHaguaTepuyHbin hopmat nogxoouT Ans nobor KomMOuHaumm

LwecTHaguatepuyHsix cumsornos (0-9, a-f, A-F) B pamkax 3agaHHOW AMNVHbI.
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e Knrouy WEP - BriGepuTte, KOTOPbIN U3 YETLIPEX KItoyer OyaeT ncnonb3oBaH 1M BBEAUTE
COOTBETCTBYHOLMNE AaHHble kntoda WEP gna Bawen cetn B none BbIOpaHHOro Kroya
HanNpoOTMB PaaMOKHOMNKW. [JaHHble 3HA4YeHUs1 OOMKHbI coBnagath y Bcex GecnpoBOAHbIX

cTaHuun Bawen cetn.

e Twun kntoya — Bbl moxeTte BbibpaTth AnvHy knoda WEP (64-6uTHbIN, 128-6MTHBIA 1nu
152-6UTHBLIN.) ana wudposaHua. "OTkNOYEHO" oO3Hadaer, 4Tto BBOA kKnwoda WEP

HEBO3MOXXEH.

1) [Ona 64-6utHoro wudposaHus — Bbl moxete BBectn 10 wwecTHagUaTepUYHbIX
cuvBonoB (nbasa kombuHaumna 0-9, a-f, A-F, HyneBomn knod HegonycTum) mnun 5

cumsonos B koanposke ASCII.

2) [Ons 128-6utHoro wudpoBaHua — Bbl MoxeTe BBecTM 26 wWecTHaguaTepuUyHbIX
cumBonoB (nobas kombuHauma 0-9, a-f, A-F, Hynesown knio4 HegonycTum) mnm 13

cumBoroB B koguposke ASCII.

3) [Ona 152-6utHoro wwndpoBaHna — Bbl MoxeTe BBecTu 32 LWecTHagUaTepUYHbIX
cumBonoB (nobas kombuHauma 0-9, a-f, A-F, HyneBow knod Hegonyctum) unu 16

cumBonoB B kognposke ASCII.
& MMpumeyaHue:

1) Ecnwn Bbl HE yCTaHOBMAM KoY, TO YHKLMA 6ecnpoBogHON 3awmnTbl OygeT OTKoveHa, gaxe

€crnu Bbl BblOpanu B kayecTse Tvna ayTeHTUdUKaLmMm ooLLmiA KItou.

2) HaxaB kHornky CoxpaHuTb, Bbl yBuauTe cooblieHue ¢ HanoOMWHaHWEM O HEOGXOAUMOCTM

neperpysku ycTponcTea.

6.6.3 ®Punbrpauusa MAC-agpecoB

B meHw Ha cTpaHnue bBecnpoBogHon pexum - ®unbrpauma MAC-agpecoB MOXHO
HacTpavBaTb npasuna unsTpaumMm Ana KOHTpons Hag 6ecnpoBOAHLIMU CTaHLMSAMU, KOTOpble
MMELIOT AOCTYN K yCTponcTay, NyTéM dunstpauun nx MAC-agpecos (cMm. PucyHok 6-15). [JaHHas
(PyHKUMA HemocTynHa, ecnu BbiOpaH pexum paboTbl KnueHT. [ns npumepa paccmatpuBaeTcs
HacTponka B pexume Todka OOCTyna, MOCKOMbKY HACTpoWMKa B pasHbIX pexmmax npoucxoaut

CXOXMM 06pa3oMm.
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BecnpoeogHan dimnbTpauwa MAC-agpecoe: OTHmMKYEHO

Mpasuna cpunbeTpaumm

G} JanpeTHTE JoCTYN CTAHLWAM, YK333HHEIN BO BEMIDYEHHEIX NPABNNAX M3 CMCKA.

C' FazpewnTe gOCTYN CTAHUWAM, YK33aHHEIM BC BKMIDYEHHEIX NPABUNAEY M3 CNWCKE.

[n] MAC-agpec CocToAHue OnucaHne NzmeHnts

Jo0aBuTe

PucyHok 6-15 dunstpaums MAC-agpecos

®yHkumna dmnetpauumn MAC-agpecoB No3BOMSET BaM KOHTPONMPOBaTb 6GECNPOBOAHLIE CTaHLUW,
obpawjatoimecs Kk ycTtpouctsy, Onarogapsa onpegeneHmto MAC-agpeca ob6pawatowencs
CTaHUMW.

> bBecnpoBogHasa d¢unbrpauma MAC-agpecoB — Haxmute kHonKy Bknwouutb ang

BKMNtoYeHus pyHkumn domnetpaumm MAC-agpecos. Mo ymonuaHuio ata yHKUUSA OTKIOYEHa.

Ona poGaenennss 3anncu dunstpauum MAC-agpecoB, HaxmuTe kHonky J[lo6aBuTb..., Bbl
nepengérte Ha ctpaHuyy [obaButb mnn nameHuTb 3anucb cunetpaumm MAC-agpecoB (cm.

PucyHok 6-16).

MAC-aapec:
OnucaHne:

CocToAHne: BrnwoueHo hd

[ Coxpanuts | [ Hasaa |

PucyHok 6-16 [Jo6aBuTb nnm nameHuTb 3anuck punetpaummn MAC-agpecos

» MAC-agpec — MAC-agpec 6ecnpoBogHoOM CTaHumn, koTopasa byaeT KOHTPONMpoOBaTbCA.
> OnucaHue — NpocTo onuwmnTe 6eCcnpoBOAHYHO CTaHLMIO.

» CocTosiHue — CocTtosiHue 3anucu: BknrouyeHo nnoo OTKNYeHo

Onsa co3gaHusa 3anucu cne,qyﬁTe YKa3aHHbIM HUXX€ UHCTPYKLUNAM:
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Bo-nepBbIX, Heobxoanmo pewnTtb, OyayT nuM 3aperMctTpyupoBaHHble ©ecnpoBoAHblE CTaHUMK

UMeTb [OCTyn K ycTponcTtey. Ecnu Bbl xotute, 4tobbl 3aperMctpuvpoBaHHble GecnpoBogHble

CTaHUMM MMenu JOCTYyNn K yCTpoWcTBY, Toraa Bam crneayet BbiGpaTh paauokHONKy PaspewunTb

AOCTYyn CTaHUMAM, YKa3aHHbIM BO BKJTHOYEHHbIX npaBunax U3 CNUcCkKa, B NpoTMBHOM Clly4ae

cnenyet Bbl6paTb paanoKHONKY 3al1peTVITb AOCTyn CTaHUUAM, YKa3aHHbIM BO BKJTHOYE€HHbIX

npasunax u3 cnucka.

Ona po6aeneHunsa sanucu ®unbTpaunm MAC-agpecoB BbINOMHUTe criegylolune OerUcTBUA:

4.

Beeante cootBetcTBytowmn MAC-agpec B none MAC-agpec. dopmatr MAC-agpeca
cnegyroLwunn: XX-XX-XX-XX-XX-XX (roe X npeacTaenser cobon noboe
LuecTHaguarepunyHoe ymcno). Hanpumep, 00-0A-EB-B0-00-0B.

Beegute npocTtoe onucaHve 6GecnpoBogHoW cTaHuuu B none OnucaHue Hanpuwmep,

BbecnpoBogHada ctaHuma A.

B Bbinagatowem cnmucke CocrtosiHme Bbl6epV|Te BknroveHo vnn OTKNOYEHO And LaHHON

3arnumcu.

Haxmute COXpaHMTb 4YTOObI COXpaHUTb caenaHHble HaCTpOVIKM.

[nsa nobaeneHus crieqytoLlen 3anMcy nostopute warn 1 - 4.

Ona nameHeHus unm vyoaneHvsa CyLI.l,eCTBy}OLI.I,eﬁ 3anucu:

[ns M3MeHeHus 3anucm Haxmmte KHOMKY MU3meHuTb, Ons yoaneHna HaXMute KHOMKY

Ypanutb.
N3ameHnTe nHgpopmauuio.

Haxxmnte CoxpaHuTb.

HaxmuTe KHonky BKoUMTb BCe A58 BKINIOYEHUSA BCEX 3anucen

Haxmute OTKNIOYUTL BCe ONs OTKITIOYEHUS BCexX 3annucen

Haxmunte KHOMKY Yaanutb Bce ans yoaneHusa Bcex 3anucen

Haxmute kHonky Crniepyrowas Ons nepexoda Ha Creaylollylo CTpaHuuy WM Haxmute

Mpeablaywas ons Bo3eBparta Ha NpeablayLLyo CTpaHuLy.

Hanpumep: Ecnu Bbl xoTuTe paspeluntb JOCTYN K YCTPOWCTBY OecnpoBOAHOM CTaHummM A C

MAC-agpecom 00-0A-EB-00- 07-BE v 3anpetntb goctyn Bcem npo4nm 6ecnpoBOAHbIM CTaHLMAM,

To Bam Heobxogumo HacTtpoutb GyHkUuio Punstpaums MAC-agpecoB B COOTBETCTBUM CO

cnegyrowmMn NHCTPYKUMAMK:
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1. HaxmuTe kHomKy BKnounTb AN BKNIOYEHNS OYHKLMN.

2. Bbibepute pagumokHonky: PaspewmTb [OCTYN CTaHUMAM, yKa3aHHbIM BO BKMKOYEHHbIX

npaBunax 13 cnucka B pasgerne lNpasuna punsrpaumm.
3. YoanuTe BCe uUnu OTKMIOYMTE BCE 3anvcu, eCrv TakoBble UMEHTCS.

4. Haxmute kHonky [Ho6aButb.. n BBeante MAC-agpec 00-OA-EB-00-07-BE B none
MAC-agpec, BBeante becnposoagHas ctaHumsa A B norne OnucaHue 1 Bbibepute BKnroyeHo

13 Bbinagatowero cnncka CoctosiHne. Haxmute kHonky CoctosiHue.

HaCTpoeHHbIe npasuna (*)I/IJ'IpraU,I/IVI YKa3blBalOTCA B Tabnuue, kak Ha PUCYHKE HUXe!:

I MAC-appec CocToAHKe OnUcaHue H3meHnTE
1 00-0A-EB-00-07-8A Brnr4eHo CTAHUMKM A HameHWTE ¥Oanuts
2 00-0A-EB-00-23-11 BKNHYeHD cTaHuum B HamMeHWTE ¥Oanums

& MMpumevaHue:

Ecnu Bbl BKMIOUMNM AaHHy0 yHKUMIO 1 Bbibpany Pa3pewnTb 4OCTYN CTaHUUAM, yKa3aHHbIM
BO BKITHOYEHHbIX NMpaBunax U3 cnucka B kavectse MpaBuna domnbTpauum, npyu 3ToM, B CNMcKe

OTCYTCTBYIKOT aKTUBMPOBAHHbIE 3arnncun, To HX ogHa 6€CI'IpOBOD,HaF| CTaHUMA He nony4vynT O0CTyn K

TO4YKe AocTtyna.
6.6.4 [ononHuTesnbHble HACTPOWNKMU

B meHio Ha cTpaHuue BecnpoBogHoW pexum > [oONoONHUTENbHbIE HAaCTPOMKU MOXHO
BbIMOMHUTL HEKOTOpble AOMOMHUTENbHbIE HACTPOMKM YycTpounctea (cMm. PucyHok 6-17). Ons
npuMmepa paccmaTpuBaeTCA HacTporka B pexume Todka [ocTyna, NOCKOMbKYy HacTpownka B

Pa3HbIX peXxnmax rnponcxoguT CXOXKNUM 06pa30|v|

WHTEpEAN MARKE: 100 (40-1000)

Mopor RTS: 2346
Mopor dyparMeHTaumm:
WHTepean DTIM: 1

ArTnenpoeates WM
AKTHEMPOBATE Short Gl (KopoTEWA 23WHTHEIR MHTEREEN)
[ Aktnenpoeate AP Isolation (W30NALKMA ToUKK OocTyna)

PucyHok 6-17 [JononHuTenbHble HAaCTPOVKK

> MHTepBaﬂ MasKa - CurHanbHbIMun naketTamm Ha3bIBalOTCA NnakeThbl, KOTOpble

MapLipyTu3aTop HanpaensieT And CUHXpOoHu3auuun ©GecnposBogHonm cetun. WHTepsan
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CUrHanbHOro naketa onpegensieT BPEMEHHOW MHTepBan OTMnpaBKM CUrHanbHbIX NakeToB.
Bbl MOXeTe BbICTaBUTb 3HaveHus B mHTepBane 40-1000 munnucekyHa. o ymonyaHuio

ctout 100.

Mopor RTS — 3geck Bbl MoXeTe ycTaHOBUTL Nopor RTS (3anpoc Ha oTnpasky). Ecnn naker
bonblle pa3mepa, ycTaHoBNeHHoro noporom RTS, To mapwpyTtnsatop OygeTt HanpaensiTb
6nokn RTS Ha onpeaenéHHyto NPMHUMALOLLYIO CTaHLMIO U COrnacoBbIBaTb OTNPaBKy Gr10KOB

AaHHbIX. 10 ymonyaHuio ycTaHOBIEHO 3HaveHne 2346.

Mopor hbparmeHTaumm — [JaHHas BenuunHa npegcraenseT cobon MmakcumarnbHbI pa3mMep,
nocrne KoToporo nakeTbl OyaoyT noaBepratbcsl oparMeHTauun. YCTAHOBMEHUE CITULLKOM
HWU3KOro nopora CbpaFMeHTaLI,I/II/I MOXeT NpmuBecCTn K CHMXEHUIO Npon3BoANTESNIbHOCTU CEeTU
n3-3a M30bITOYHOrO Konu4yecTBa nakeToB. B kauyectBe pekOMeHOOBaHHOW BENUYMHBI

npennaraeTca 2346; gaHHasa BenuymMHa yCTaHOBJ1€Ha Mo yMOsi4aHuio.

UHtepBan DTIM — [JaHHasa BenuuuHa onpegendeT uHTepBan otnpaBkn CoobuieHus o
HocTtaBke Tpadmka (DTIM). Bbl MmoxeTe BbICTaBUTb 3HavyeHMe B guanasoHe mexagy 1-255
WHTEpBanamMmy curHanbHOro naketa. 1o ymMonyaHuIO YCTaHOBMEHO 3HaveHue 1, 4To

O3Ha4aerT, YTo nHtepsan DTIM paseH VIHTepBany oTnpaBky CUrHaNbLHOro naketa.

AktuBnpoBatb WMM - ®yukums WMM obecneudnBaeT nepBOOYEPEHYH OTMNpPaBKy

COO6IJJ,€HI/IIZ C BbICOKMM NMPUOPUTETOM. HacTtostenbHo pekomMmeHayeTcAa BKIMH4YUTb OaHHYHO

DYHKUMIO.

AktuBupoBatb Short Gl — [laHHasa dyHKLNS Takke pekoMeHa0BaHa, NOCKOMbKY No3BonseT
YBENMUYUTL MNPOMYCKHYD CMNOCOBHOCTb 3@ CYET CHWXKEHUA AONUTENbHOCTU  NONOCHI

pacunbLTPOBKN.

AktuBnpoBatb AP Isolation — V3onnpyeT Bce nogkntoyéHHble 6GecnpoBOAHbIE CTaHUMK
TaknMm obpasom, 4To HGecnpoBofHble CTaHUMM MOryT obpaluatbca ApYr K OpYry TOmMbKO

yepe3 WLAN. [laHHas dyHKUMs OTKNOYaeTca npu BkntoveHmm pexxuma WDS/Mocra.

6.6.5 CTaTtucTtuka 6ecnpoBOoAHOro pexuma

B meHIo Ha CTpaHuue BECHPOBO,D,HOIZ pexunm - CraTnctuKa GecnpOBOAHOFO pexnma MOXHO

BMAETb MHpOPMaLMIO O Nepedaye AaHHbIX No 6ecnpoBogHoON cBsA3n (cM. PucyHok 6-18).
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YHCNo NOAKNKYEHHbIX B HACTOAWLES BPEMA GECNPOBOAHBIX CTAHLMI: 1
1D MAC-agpec Tekymee cocTosHHe MNakeToE nony4eHo MNakeToE oTNpaEneHo
1 98-D6-BB-47-4F-5D STA-ASSOC 29 10

PucyHok 6-18 Ctatuctuka 6ecnpoBogHbIX CTaHLUMIN, MOOKIMIOYEHHbIX K YCTPOUCTBY
» MAC-agpec — MAC-agpec noaknto4éHHon 6ecnpoBOAHON CTaHLMUN.

> Tekywee coctosiHue — Paboyee cocTosHMe nogknoyYéHHon 6ecnpoBogHON CTaHUMW, OAUH
n3 BapuaHtoB: STA-AUTH / STA-ASSOC / STA-JOINED / WPA / WPA-PSK / WPA2 /
WPA2-PSK / AP-UP / AP-DOWN / OT1knto4eHo.

» [akeToB NpUHATO — KONMMYecTBO MNakeToB, MOSlyYdEeHHbIX MOAKIHOYEHHON GecnpoBOAHOM
CTaHUMeMn.

> MMaketoB oTnpaBneHo - KonnyecTBO NakeToB, OTNPaBMEHHbLIX  MOOKMHOYEHHOMN
©ecnpoBoaHOM CTaHUMNEN.

3HayeHus1, oTobpaxaeMble Ha [AaHHOW CTpaHuue, AOCTYMHbl TOMbKO Ans uYTeHus. [Ons

OGHOBMEHNS AaHHbIX Ha 3TOW CTpaHMLUE WU OTODpa)KeHWsl MOAKMIOYMEHHbLIX Ha AaHHbIA MOMEHT

6GecnpoBOAHbIX CTAHUUIA HAXXMUTE KHOMKY OBGHOBUTD.

Ecnu konuyecTBo noaknioyYéHHbIX 6eCcnpoBOAHbIX CTAHLMIA B CNUCKE BLIXOAMT 3a npenenbl OgHow
CTpaHuLbl, HaxXMKUTe kKHOMKy Criegytowasn, YTobbl NEPETU Ha CNeayoLLyo CTPpaHuLy, U HaXMUTE

kHonky MpeAblaywasn, 4Tobbl NEPENTV Ha NPEeAbIAYLLYIO CTPaHWULLY.

& Mpumep:

OTa CTpaHuua obHoBNSeTCS aBTOMAaTUYECKM Kaxable 5 CEeKyH[.

6.7 DHCP

DHCP - 310 npoTokon AvHamuyeckon KoHdurypaumm cetesoro yana. DHCP-cepsep
aBTOMATMYECKN HasHavaeT AuHamudeckun [P-agpec komnbioTepam ceTu. 3OTOT MPOTOKON
ynpollaeT YynpaeneHne CeTbldo W MO3BONSAET HOBbIM YycTponcTBaMm nonyyatb |P-agpeca

aBTOMaTtnyeckn 6e3 HeobxogMMOCTM genaTb 3To BPY4HYIO.

MeHio DHCP cogepxuTt Tpu nogpasgena (cm. PucyHok 6-19): Hactponkun DHCP, Cnucok
knneHtoB DHCP n PesepBupoBaHue agpecoB. 3anas B kakon-nnbo n3 aTux nogpasnernos
MOXHO HacTpamBaTb COOTBETCTBYHOLWME GYHKUMU. [loApOOHbIE MHCTPYKUMW MO KaXKaomy

noapasgerny ykasaHbl HUXe.
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DHCP
- HacTpoikn DHCP

- Cnucok knnedtoe DHCP

- PezepBMpOBaHMe aQpecos

PucyHok 6-19 MeHio DHCP

6.7.1 Hactpouku DHCP

B meHio Ha cTtpaHuue DHCP - Hactpowku DHCP MOXHO HacTpouTb TOYKY AOCTyna Kak
DHCP-cepBep, koTopbii obecneumBaeT KoHdurypauuto TCP/IP gnsi Bcex NOAKMIOYEHHBIX K
cucTeme KoMnbloTepoB nokanbHon cetn. DHCP-cepep MOXeT OblTb HACTPOEH Ha 3TOM CTpaHuLe

(cm. PucyHok 6-20):

DHCP-cepeep: O OTKNIYMTE (&) BEMKUNTE
Ha4ankHbii IP-agpec:
KoHeyHbIi IP-agpec:
Cpok OedCTEMA agpeca: 120 IMUHYTEI {1~2880 MUHYT, N0 yMonyaHu: 120)

OCHOBHOW WIH3:

JoMeH No yMon4aHuH: l:l (HeoGA3aTenEHaA HACTPORKE)
MpegnoynTaemebiil DNS-cepeep:

AnNbTEpHATHBHLIA DNS: (HeoGA3aTenEHaA HACTPORKE)

PucyHok 6-20 Hactpowkn DHCP

> DHCP-cepBep — Bkntountb nnu Otkntounts DHCP-cepBep ¢ NOMOLLLI0 COOTBETCTBYHOLLIEN
pagnokHonku. Mo ymonyaHuio DHCP-cepBep oTkntoveH. Ecnin Bbl XOTUTE OTKMYUTL €ro, B
Ballen cetn gomkeH obiTb apyro DHCP-cepBep, B NpoTMBHOM cny4ae Bbl JOMKHbI byaeTe

ykasaTb |IP-agpec komnbloTepa Bpy4HYHo.

> HavanbHbI IP-agpec — B atom none ykasbiBaeTcsa nepebli agpec nyna IP-agpecos. Mo

ymonyaHuio ato 192.168.0.100.

> KoHeuHbin IP-appec — [locnegHun apgpec nyna |P-agpecoB. [lo ymonuyaHuio 31O
192.168.0.199.

> Cpok gencTBusA agpeca — YKaXuTe BPEMEHHOW MPOMEXYTOK OJ1s KOMMbIOTEPA, B TEYEHME
KOTOporo emy OyoeT paspelleHO MNOAKMYUTLCA K TOYKe AOCTyrna CO CBOMM TEeKyLLMM
OnHamuyecknm IP-agpecom. 3HaveHune nexut B npegenax ot 1 go 2880 muHyT. 3HavyeHme no

ymonyanumio 120 MUHYT.
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OcHoBHOM wWNO3 (HeobsA3aTenbHasA HacTpouka) — Ykaxute |P-agpec LAN-noprta

MapLipyTusatopa. 3HadeHne no ymonydaHuio 192.168.0.254.

[JomeH no ymon4yaHuio (HeobGs3aTenbHaA HacTpomnka) — 30eCb MOXHO yKa3aTb AOMEHHOe

nms Bawero DHCP-cepBepa. 9710 none MoXHO OCTaBUTb HE3AMOSTHEHHbIM.

Mpeanountaembin DNS-cepBep (HeobsA3aTenbHass HacTpownka) — 340eCb MOXHO yKasaTb
IP-appec DNS-cepBepa, nony4veHHbli OT nocTaBwuka WHTepHeT-ycnyr. O6patutech K
CBOEMY MoCTaBLUMKY WHTEPHET-yCNyr U yTouHUTE 3TW AaHHble. 3Ha4YeHne MO YMONYaHMIo:
0.0.0.0.

AnbrepHaTBHbIM DNS (HeobGs3aTenbHaA HacTpomka) — 3gecb MOXHO ykasaTtb IP-agpec
apyroro DNS-cepBepa, ecnu Bbl nNofny4nnu oT nocTaBlmka MHTepHeT-ycnyr agpeca AByx

cepBepoB. 3HayeHune no ymondaxuto: 0.0.0.0.

HaxmuTe kHonky CoxpaHuUTb, YTOObl COXpaHUTb CAeNaHHble N3MEHEHNST B HACTPOMKaX.

& MMpumeyaHue:

1)

2)

Ecnu yctponctso pabotaet B pexume OuHamunueckuin IP-agpec, dyHkuns DHCP-cepsepa

OyneT oTknoYeHa.

Ona ncnonb3oBaHusa dyHkumn DHCP-cepBepa ycTporicTBa, HEOOX0AMMO B HACTPOMKax BCEX
KOMMbIOTEPOB NoKarnbHOW ceTn ykasatb "lonyuntb IP-agpec aBtomatudeckn”. [daHHas

dyHKUMA HAYHET paboTaTb TONMbLKO NOCcne nepesarpyskn yCTpoMCTBa.

6.7.2 Cnucok knueHtoB DHCP

B meHto Ha cTtpaHmue DHCP - Cnucok knueHtoB DHCP MoHO npocmaTtpmBaTh MHGOPMaLUMIO O

Mmenn knuenta, MAC-agpece, HasHauyeHHoM IP-agpece, Cpoke pgenctBus nnst Kaxgoro

DHCP-knuneHTa, nogkrto4Y€HHOro K ycTponctay (cM. PucyHok 6-21).

>

>

>

ID WmA knueHTa MAC-agpec HazHa4eHHbIA IP-agpec Cpok geAcTens
1 tplink14129 6C-62-60-F7-31-8D 192.168.0.100 01:28:46
Unknawn 98-06-BB-47-4F-5D 192.168.0.101 01:56:02

ra

OOHOBWTE

PucyHok 6-21 Cnucok knneHtos DHCP
ID — MNopsigkoBbIn Homep DHCP-knuneHTa.
Uma knmeHTa — ma DHCP-knueHTa.

MAC-agpec — MAC-agpec DHCP-knneHTa.
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> HasHayeHHbn IP-agpec — IP-agpec, koTopbii Obl1  HasHadeH TO4YKOM AocTyna

DHCP-knueHTy.

» Cpok peuctBus — Bpems paborbl DHCP-knueHTa. lleped TeM Kak 3aKOHYMTCS CpPOK

pencteust, DHCP-knneHT aBTOMaTM4Yecku 3anpocuT o6HOBUTL €ro.

3HauyeHuss, oTobOpakaeMble Ha [OaHHOW CTpaHuue, AOCTYMHbl TOMbKO Ans 4TeHus. [ns
OGHOBMNEHUS [AaHHbIX Ha 3TON CTPaHULIe U OTOBPaXKeHUA MOAKMIOYEHHBLIX HA AaHHbIA MOMEHT

6ecnpoBOAHbIX CTaHLUUN HAXMUTE KHOMKY OGHOBUTD.

6.7.3 Pe3epBupoBaHue agpecoB

B meHo Ha cTpaHuue DHCP - PesepBupoBaHMe agpecoB MOXHO 3apesepBupoBaTth IP-agpec
OIS KOMMbOTEPA NOKarbHOW CETU, Takmm oOpas3om, 3TOT KOMMbioTep OydeT Bcerga nony4varb
oOMH M TOT Xe IP-agpec npu nogknioveHMn K Touke gocTtyna. 3apesepBupoBaHHble |P-agpeca
MoryT ObITb MpPUCBOEHbI cepBepam, KOTopble TpebyloT MOCTOsIHHLIX HacTpoek |P-agpeca.

CTpaHvua HacTpoek pe3epBMpoBaHNS aapecoB ykasaHa Huxke (PUCyHoK 6-22).

1D MAC-agpec Japezepeupoeanueli IP-agpec CocTosaHune HzmeHnTs

NoGaenTe

PucyHok 6-22 PesepBupoBaHue agpecos

» MAC-agpec — MAC-agpec komnbloTepa, ANA KOTOPOro Bbl XOTUTE 3ape3epBMpOBaTb
IP-agpec

> 3apesepBupoBaHHbIN IP-agpec — IP-agpec, 3ape3epBupoBaHHbIN TOMKOW 4OCTyna.
» CocTtosiHue — CocTosiHMe AaHHoW 3anucu: BknoyeHo nnu OTKNoYeHO.

> WU3MeHnTb — N3MeHUTb unu yaanuTb CYLLEeCTBYIOLLYIO 3aruChb.
Onsa pesepBupoBaHus IP-agpecos:

1. HaxmuTe kHonky [lo6aBuTh ... Ansa gobasneHusa 3annucu Pe3epBupoBaHnsa agpecos.

2. Beeaute MAC-agpec B dopmate XX-XX-XX-XX-XX-XX n IP-agpec komnbioTepa, KOTOpbI
Bbl xoTuTE 0O6GaBUTL, B 4ECATUYHOM chopMaTe ¢ pa3genuTenbHbIMU TOHYKaMK

3. o 3aBeplieHUn HaxxmmTe KHonky CoxpaHUTb.

na nameHeHusa 3apesepBupoBaHHoro IP-agpeca:

1. Bbibepute agpec B Tabnuue n Haxmute U3meHuUTb. [ns yoaneHus 3anvcy n3 Ttadbnuubl
HaxXmuTe YoanuTb.

2. Haxmwute kHonky CoXpaHuUTb.
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[Ons ynaneHus Bcex 3ape3epBupoBaHHbIX IP-agpecoB:

1. Haxmute YoanuTtb Bce.

Haxmute KHOMKY Cnep,y}omaﬂ ana nepexoga Ha cneaywuwlyr CTpaHuldy, HaXMUTe KHOMKY

Mpenbiaywan ana Bo3spaTta Ha NpeablayLlylo CTpaHuLy.

& MMpumeyaHue:

N3ameHeHust BCTYNAT B CUny TOMbKO NOCIe nepesarpysku yCTponucTea.

6.8 CucteMHble UHCTPYMEHTbI

Pasgen CucTeMHble WHCTPYMEHTbl MOMOXET OMNTUMMU3NPOBATb HACTPOWMKM YCTPOWCTBA.
Mpotokon SNMP cnyXuT [ns OCYLECTBAEHMS JIOKanbHOIO MMM YAAnéHHOro ynpasreHust
YCTPOWCTBOM C MOMOLLBI COOTBETCTBYHOLLEro nporpaMmmHoro obecneveHus. VHCTpyMeHTHI
aunarHocTtukm (Ping n TpaccupoBka) No3BonsoT NPOBEPUTL COeAMHEHUE MeXOY KOMMOHEHTaMu
cetn. MoxHo OBGHOBWUTL NporpammMHoOe obecrneveHne TOYKM OOCTyna O NocrnegHen Bepcuu, a
Takke co3gaTbh pe3epBHbIA hann ¢ HacTpoOMKaMn NN BOCCTAHOBUTb HAaCTPOMKM TOYKM OOCTyna.
®yHkumnsa Ping Watch Dog mcnomnb3yeTcsi anst NoCTOSHHOro HabntogeHust 3a CoeavHEHUEM C
KaKNMM-TO KOHKPETHbIM yﬂaﬂéHHblM Y3I10M. PeKOMeH,D,yeTCFI M3MEHUTb Naposib MO yMON4YaHuio And
bonee HagEXHOW 3aluMTbl, MOCKOMbKY AOCTyn K BebG-yTMNuTe HacCTPOMKM YCTPOMCTBA
KOHTpONMpyeTcs C nomollbio napons. CUCTEMHBbIN >KypHamn COOEPXWUT BCO Heobxogumyto

MHbopmMauuio o paboTte yCTponcTea.

MeHio CuCTeMHble WHCTPYMEHTbl COOEPXMT fecAaTb nogpasgenoB (cM. PucyHok 6-23):
HacTtpoiika BpemeHu, AlnarHoctuka, O6HoBneHune BctpoeHHoro M0, 3aBoacknMe HaCTPOMKMN,
Pe3epBHas konus n BocctaHoBrneHue, MNepesarpyska, Maponb, CucteMHbIn XXypHan, Pexum
paboTtbl n CrtaTtuctuka. 3angs B KakoW-nnmbo M3 STUX NoapasfdenoB MOXHO HacTpavBaTb

COOTBETCTBYOLME PYHKLMW. [ToapoGHbIE MHCTPYKLMM MO KaXKA0MY NOApa3aeny ykasaHbl HUKe
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CMCTEMHEIE HHCTPYMEHTEI

- HacTpoilka BpemMeHn

- InarHocTHKa

- ObHoBneHne BcTpoeHHoro 10

- 3aBoacKkne HACTPONKH

- PeaepEHAA KONWA W BOCCTAHOBNEHWE

- Nepezarpyika

-Naponb

- CHCTeMHBIR XypHan
- Pabouni pexum

- CraTncruka

PucyHok 6-23 MeHto CUCTEMHbIE MHCTPYMEHTDI

6.8.1 HacTtponka BpemeHu

B meHto Ha cTpaHuue CUCTeMHble MHCTPYMeHTbI — HacTpoiika BpeMeHU MOXHO HacTpouTb

BpeMmsi.

Yacoeoil noAac: ‘(GMT+DS.DD) Barnag, KyseiT, Halipotu, 3p-Puag, Mockea V|
Dara: ‘ 1 | ‘ 1 | | 1970 | (mecau/aeHs/roa)
Bpemna: ‘D | ‘2? | |9 | (HacEIMUHYTH CERY HA L)
NTP-cepeep I: ‘D.D.D.D ‘ {He oBAzaTENsHO)
NTP-cepeep Il: ‘D.D.D.D ‘ {He oBszaTensHo)

[ Mofy4MTE COEAHEE BPEMA NO I'pMHEqu]

NeTHee BpemA: (O OTkNIOYMTE @) BrniosmTe Ha Beck rog () BroumTe Ha onpeseneHHoe epema
Hauano: ‘QHB. | |1l71 | |BDCK | |DD |
Konewn; ‘,Eler{ | |4L?1 | |Bucr<p. ‘ |DD ‘
CocToAHNE NETHETD BpEMeHn: NETHEE BOEMA BKIHIYEHD
Mpuwedanne: Haxmute Tlony4ute cpedres Bpema no MpuHeryy’, YToBel 0BHOBKTE BpeMA © cepeepok Yepes MHTepHeT

PucyHok 6-24 HacTtpoiika BpemeHu
» YacoBou nosic — BbibepuTe Ball YacoBOW NOSIC U3 BbiNagatoLLEero cnmcka.
» [Data — Beegute gaty B bopmaTte MecsL, /aeHb/roa B NpaBbIX MNONSAX.
> Bpewmsa — Beegute Bpems B opmaTte Y4/MM/CC B npaBbix Nonsix.

> NTP-cepBep IINTP-cepBep Il — Beegute agpec nnn gomeHHoe umss NTP-cepBepa | vnu

NTP-cepBepa Il, mapwpyTtusatop bynet nonydarb Bpemsa ¢ NTP-cepBepa B NpuopuTETHOM
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>

nopsigke. Kpome Toro, moxHo Bbibpatb K kakomy NTP-cepBepy nogkniovatbcs, a

MapLUpyTU3aTop MOXET Mosly4yaTb BpeMsi aBTOMaTUYECKU NpU NOOKMYEHUN K MIHTEpHET.

Bknountb netHee BpemMsa — MocTtaBbTe 3gech ranoyky Ond BKIHOYeHUA (byHKLl,VIVI NeTHero

BPEMEHM.

Hauyano — Bpems Hayana nepuoga netHero BpemeHu. B nepBom none Bbibepute mecs,

Heaenw — BO BTOPOM norne, a AeHb — B TPETbEM; B NocneaHem none Bbl6epVITe BpemM4.

KoHew — Bpemsi koHUa nepuoga netHero BpeMeHu. B nepBom none BbibepuTe mecs,

Heaen — BO BTOPOM Mnore, a AeHb — B TPETbEM; B NocrneagHeM none Bbl6epI/ITe BpemM4.

CocTosiHMe neTHero BpeMeHu — 34ecb ykaszaHo, UCMNOomnb3yeTcd N JleTHee Bpems Unn HeT.

[nA ycTaHOBKU BPEMEHU BPYUHYHO:

1.

2.
3.
4

BuibepuTte Baw yacoBown nosic.
Ykaxute [laTy B doopmaTe mecsl/aeHb/roa.
YkaxuTte Bpems B bopmaTte Yac/MuHyTa/cekyHaa.

HaxmuTe kHonky CoxXpaHUTb.

[na aBTOMaTM4YeCKON HaCTPOWKN BpeMeHM:

1.
2.
3.

BbibepuTte Baw 4yacoson nosc.
Beegute agpec nnn gomeHHoe nvs NTP-cepBepa | unn NTP-cepsepa Il
HaxmuTte kHonky Monyuntb cpegHee Bpems no NPMHBMYY, 4TOObI MONYyYUTb BPEMST U3

WHTepHeT, ecnu nogkntoyeHne K IHTepHeT akTUBHO.

[Onsa HacTpouku JleTHero BpemMeHu:

1.
2.

MocTaBkTe ranoyky, 4Tobbl NcnonbL3oBaTh JleTHee BpeMs.

M3 Bbinagatowmx cnuckoB B norne Havano Bbibepute Bpems Hayana nepuoga neTHero
BpPEMEHU.

M3 Bbinagawowmx cnuckoB B norne KoHew BbiGepuTe BpeMs OKOHYaHWUS Mepuoga NeTHEro
BPEMEHN.

Ona COXpaHeHNA HaCTpoeK Ha>XMUTE KHOMKY COXpaHVITb.

NetHee BpeMA: C. OTKNHYMTE C. BrnHunTE Ha BECh ran @.BKJ'IHDNHT!: Ha onpefeneHHoOe BpemMA
Hauano: Are. v 1A v | |Bock. v | |00 »
Konew;: Hex. ~ |47 | |Bockp. » | |00

CocrosHne netHero EpeMeHH: NEeTHEE BPEMA EKNHIYEHO.

Mpumeyanmue: Haxmute Tonyurte cpegHee epema no MpuHewdy’, 4Tobel 0fiHoBWTE BpEMA © cepeepoe Yepes HMuTepHeT

PucyHok 6-25 HacTtponka BpemeHu
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& Mpumep:

1)

[aHHasa HacTpolka OyaeT ncnonb3oBaThes AN psaa PyHKLMIA, paboTalowmx no pacnucaHmio,
HanpvmMep, ANd MEeXCeTeBOro aKkpaHa. Ecnun 3HavyeHne BpeMeHu He 3aaHo, 3TN OYHKUMKN He
OyayT pabotaTsb.

HacTpoikn BpemeHun ByayT yTepsiHbl NPY BbIKMOYEHUU MapLupyTusaTopa.

Mpy coOTBETCTBYIOLLEN HACTpOWKe MapLupyTusatop OyaeT nonyyaTb cpegHee Bpemsi Mo
puHBNYY Yepes VIHTepHET B aBTOMaTMYECKOM peXUME.

CDyHKLI,I/Iﬂ NleTHero BpemMeHun Ha4HET pa6OTaTb Yyepes3 oHYy MUHYTY Nnocrie ee BKIK4YeHUA.

6.8.2 [OwuarHoctuka

B meH Ha CTpaHuue CucremHble WHCTPYMEHTbl — OwnarHoctnka MOXHO WCMNOMb30BaTb

dyHKuuKM Ping nnn TpaccupoBKa A8 NpoBepKn NOAKMYeHna K Bawen cetn.

MapameTpbl AHarHOCTUKHU

HHCTpYMEHT SuarHocTHm: @ Ping () Tpaccupoeka

IP-agpec/NomeHHoe HMA:

CuéTtunk Ping: 4 (1-50)
Pazmep Ping-nakera: Ficl (4-1472 baiiT)
Bpema oxmpanna Ping: B00 (100-2000 mck)
Tpaccupoeka Max TTL: 20 (1-30)

PESyIIbTaThI AWArHOCTUKM

I'YCTPOHCTEO roToBa.
;

HavaTtb

PucyHok 6-26 HCTpyMeHTbl ANarHOCTUKK

MHCTpyMeHT pguarHocTMkm — [ns BbiGopa HeobXoauMoro MHCTpyMeHTa BblGepuTe
COOTBETCTBYIOLLYIO PaAMNOKHONKY.

Ping — OTOT MHCTPYMEHT ycTpaHseT npobnembl C NOAKIHYEHMEM, OOCTMKUMOCTBIO U
paspeLlleHneM UMEHM ANst KOHKPETHOTO Y3ra Unu Lwk3a.

TpaccupoBka — JTOT UHCTPYMEHT CINYXXUT A1 TECTUPOBAHNS XapaKTePUCTUK NOLKIHOHEHUS.
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& MpumeyvaHune:

Ecnn nuHroBaHue/TpaccupoBka |P-agpeca ycnelwHbl, HO MMHroBaHue/TpaccupoBka
OOMEHHOIO MMEHW HeyOayHbl, BO3MOXHO, YTO Bbl cTonkHynuce ¢ npobrnemMon paspeLueHus
umeHn. B atom cnyyae, ybeaurtechb, 4YTO ykasaHHoe Bamu gomeHHoe mmsA MOXeT ObiTb

paspeLLeHo ¢ NoMOoLL b0 3anpocoB CrucTeMbl AOMEHHbIX UMEH (DNS).

IP-appec/lomeHHoe uma — Bsegute IP-agpec wnu [JomeHHOe uWMsS KOMMbIOTEPA,

nogknk4yeHmne KoToporo Bhl c06|/|paeTer anarHocTmpoBsaTthb.

CueTtuuk Ping — Noka3biBaeT KONMYECTBO NOMyYEHHbIX COOBLLEHNA 3x0-3anpoc. 3HaveHune

no ymon4yanuio 4.
Pa3mep Ping-naketa — Pa3mep B Gavitax. 3Ha4yeHue no ymonyaHuto 64.

Bpemsa oxupaHusa Ping — Bpemsa oxugaHua oTBeTa, MUANMceKyHAbl. 3HadeHue no

ymonyaHuto 800.

TpaccupoBka MAX TTL — Ykaxute makcMmarbHOE KONMYECTBO OTCKOKOB (MakCumarbHoOe

3HaveHue TTL) Ha NyTn noMcKka KOHEYHOM TOYKK (HasHavyeHus). 3HavyeHme no ymonyanumto 20.

Haxmunte KHOMKY Hauyatb 4TOObLI Ha4aTb npoueaypy AMarHoOCTUKM NogkniyeHnd K MHTepHeT.

Ha ctpaHvue Pe3ynbTraThl AMarHOCTUKM HaxXOASaTCS pe3ynbrathl NpoBeaéHHON Bamu npoBepku.

Ecnu pesynbrat coBnagaeT Cc TeM, YTO yKa3aHO Ha PUCYHKe HMXe, 3Ha4YUT, YTO C NoAKITHoHEeHNEM K

WHTepHeT y Bac Bcé B nopsiake.

PESYH bTaTkl AUATHOCTHKH

Pinging 192.168.0.254 with 64 bytes of data:

v Reply from 192.168.0.254; bytes=64 time=1 TTL=b4 seg=1
' Reply fram 192 168.0.254: bytes=64 time=1 TTL=64 seq=2
v Reply from 192.168.0.254: bytes=54 time=1 TTL=64 seq=3
v Reply from 192.168.0.254: bytes=64 time=1 TTL=b4 seqg=4 i

: ing statistics for 192.168.0.254
N\FPackets: Sent =4, Heceived = 4, Lost =0 (0% logs),

» Approximate raand trip times i milliseconds:

PucyHok 6-27 PesynbtaTbl AMAarHOCTUKK

& MpumeyaHue:

1)

2)

OQOHOBPEMEHHO  MHCTPYMEHTbI  OMArHOCTMKM  MOTYT  UCMONb30BaTbCs  TOMbKO  OO4HUM
nonb3oBaresiem.

MapameTpbl "CuyéTtumk Ping", "Pasmep Ping-naketa" n "Bpems oxuagaHus Ping" sensatotcs
napametpamun ¢yHkumMm nuHrosaHusa (Ping), a "TpaccupoBka MAX TTL" napameTpom

PYHKLMM TPaCCUPOBKW.
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6.8.3 OO6HoBneHue BcTpoeHHoro N0

B meHto Ha CTpaHuue CuctemMHble UHCTPYMEHTbI — O6HoBneHue BCTpPOEeHHOoro MO moxHo

06HOBUTb BCTpoeHHoe MO mapLupyTu3aTopa Ao nocrneaHer Bepcum.

>

>

®aiin:
Bepcuna ecrpoennoro M0: 3.15.2 Build 130411 Rel.37754n
Bepcua obopyaoBaHuA: WMR3020 w1 00000000

PucyHok 6-28 O6HoBneHue BcTpoeHHoro MO
Bepcusa MO — 3gechb ykasbiBaeTcs Tekylasa Bepcnsa BcTpoeHHoro N0

Bepcus ob6opyaoBaHMA — Tekyllas Bepcusi annapaTtHol 4yacTu. Bepcusi, ykasaHHas B

hanne oGHOBNEHUSA, N TEKYLLAs BEPCUS OOMKHbI COBNagaThb.

[Ona o6bHoBneHnsa BcTpoeHHoro MO mapwpyTusaTtopa BbINONHUTE cneaylolmne AeNcTBUs:

1.

Ckavante Hambonee nocnegHw Bepcuo BCTpoeHHoro [10 ¢ Hawero cawnta
(www.tp-link.com).

B none ®ann ykaxunte nyTb kK coxpaHEHHOMY Bamu Ha komnbioTepe danny (BBeguTe nycrb
camu unu BblbepuTe ero).

Haxmute kHonky OGHOBUTB.

lMocne  3aBeplweHus  npouedypbl  OOHOBMEHMS  MapLUpyTM3aTop  aBTOMATUYECKU

nepesarpysurcs.

& MpumeyaHue:

1)

Hosble Bepcun BcTpoeHHoro MO pasmelleHsl Ha canTte http://www.tp-linkru.com 1 gocTynHbI

oecnnatHo. O6GHoBnATbL BCTpoeHHoe [10 HeT HeobXxoAMMOCTW, €CnM TONbKO HOBOE
BCTpoeHHoe [MO He COoAepXUT KakMX-TO HOBbIX (YHKUUIA, KOTOpble Bbl xoTenu Obl
ucnonb3oBatb. Tem He MeHee, ecnn Yy Bac BO3HMKNM npobGnemMmbl M3-3a Ccamoro
MapLlpyTmM3aTtopa, a He u3-3a ero Hactpoek, To Bbl mMoxeTe nonpo6GoBaTb OGHOBUTbL

BcTpoeHHoe [MO.

Mpn oGHoBReHUn BCTpoeHHoro MO MaplupyTM3aTopa BO3MOXHa MOTEepPs ero TeKyLmX
HacTpoek, Mo3ToMy nepen o6HOBMNEHWEM, coBeTyeM Bam, 3anuncatb caenaHHble NMYHO Bamu

HACTPOWKK, YTOObI HE 3a0bITb X U MOTOM BOCCTAHOBUTL 6e3 npobnem.

He Bbikniovyante nuMtaHve MaplipytMsatopa W He HaxumanTe KHonky Reset, noka
npovcxoant obHoBneHne BcCTpoeHHoro 0. OTknioveHne nutaHus BO BPEMst npouecca

0BHOBNEHUS MOXET NOBPeaUTb MapLUPyTU3aTop.

Bepcus BcTpoeHHoro NO gomkHa COOTBETCTBOBATbL BEPCUMU YCTPONCTBA.
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5) Tlpouegypa OOHOBNEHWA 3aHMMaeT HEKOTOpPOe BPeEMS W MNocrne ee 3aBeplleHus

MapLLpyTM3aTop aBTOMaTUYeCK/ nepesarpy3mnTcs.

6.8.4 3aBoackue HaCTPOMKMU

B wmeHO Ha cTpaHuue CucTeMHble MHCTPYMEHTbl — 3aBOACKME HACTPOMKMA MOXHO

BOCCTaHaBMMBaTb 3aBOACKME HACTPOVKM MapLLpyTM3aTopa

HaserauTe ATY KHOMKY ONA BOCCTAHOENEHWA 2aE0ACKHY HAcTRpOak,

BoccTaHoEMTE

PucyHok 6-29 BoccTaHOBNEHME 3aBOACKNX HACTPOEK
HaxmuTe kHonky BoccTaHOBUTBL Anst cOpoca BCcex HACTPOEK 40 3aBOACKUX 3HAYEHUIA.
e Wwmsa nonb3oBartens no ymonyaHuo: admin
¢ Maponb no ymonyaxuio: admin
e IP-agpec no ymonyaHuio: 192.168.0.254

e Macka noaceTu no ymondaxuio: 255.255.255.0

&= MpumeyaHue:

Bce npogenaHHble Bamu unameHeHua B HacTpomkax OyayT yTepsiHbl Npv BOCCTaHOBMEHWMU
3aBOCKUX 3HAYEHUN.

6.8.5 PesepBHasa Konusi U BOCCTaHOBIIEHUE

B MeHI0 Ha cTpaHuue CucTeMHble MHCTPYMEHTbI — Pe3epBHas Konusi U BOCCTaHOBIIEHME
MOXHO COXPaHUTb TeKyLlMe HaCTPOMKM MaplupyTu3aTopa B pe3epBHbIA (hpann Ha Bawem
KOMMNbIOTEPE U BOCCTAHOBWUTb HACTPOMKU C MOMOLLbIO 3TOr0 pe3epBHOro dawna (cm. PucyHok
6-30).

CoXpaHuTL: [ PesepsHas koA |

Qain: | \[08z0p.._ ] [ BoceTaHosuTs

PucyHok 6-30 PesepBHas konus 1 BOCCTaHOBMEHUE

> YTOObl COXpaHUTb TEKYLLME HACTPONMKM B (haiifl Ha BalleM KOMMbIOTEPE HAXXMUTE KHOMKY

PesepBHas konus.

> [1ns oBHOBREHMS HacTPOeK MapLUpyTu3aTopa BbINOMHUTE criedyowmne 4encTBusS.

e Haxmute kHonky O630p 1 BbibepuTe dans ¢ HacTporKkamu.
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e Haxmute kHonky BoccTaHOBUTbL 4TOObI 3arpy3nTb HACTPONKN N3 BbIOpaHHOro danna.

& MpumeyvaHune:

Tekywme HacTpovikn OyayT 3aMeHeHbl HacTponkamu n3 davina. HenpaeunbHble 4ENCTBUSE MOTYT
NPMBECTU K NOTEPe KOHTPOss Had ycTponcTBoM. [pouecc BoccTaHoBreHns anutca 20 cekyHA,
nocne 4ero MmapLlpyTMsaTtop aBToOMaTU4yecku nepesarpysuTtca. Bo usbexaHne nonomku

yCTpOVICTBa He OTKIIoYanTe ero oT NUTaHus BO BpeMdA BOCCTaHOBIIEHUNA HACTpOEeK.

6.8.6 Tlepe3sarpy3ka

B meHi0 Ha cTpaHuue CuctemMHble MHCTPyMeHTbl — [lepe3arpy3ka MOXHO nepesarpy3uTb

MapLLpyTM3aTop C NOMOLLbIO COOTBETCTBYHOLLIEN KHOMKM.

HasMUTE 3Ty KHOMKY ANA NEPEIArpy3KA.

MepesarpysuTe

PucyHok 6-31 Nepesarpyska mapLupyTmusaTopa

HekoTopble HacTponkM MapLupyTmM3aTopa byayT NCnonb3oBaTbCs TONbKO NOCe nepesarpysku
CUCTEMBbI, K TaKUM HaCTpOIZKaM OTHOCATCHA:

e W3mvmeHeHne |IP-agpeca B cetu LAN (cuctema npou3BedE€T nepesarpysky

aBTOMAaTMYECKM).
e  WN3meHeHue HacTpoek DHCP.
¢ 3ameHeHne HacTpoek 6ecnpoBOAHOIO pexnma.
e  3meHeHue nopTa ynpasneHuns Beb-uHTepdencom.

e O6GHoBneHue BcTpoeHHoro O mapwpyTnsaTopa (cuctema npousBedEéT nepesarpysky

aBTOMaTM4YeCcKM).

e BoccTaHoBneHVe 3aBOACKMX HACTPOEK MaplupyTu3atopa Mo yMmornyaHuto (cuctema

Npou3BeaET nepesarpy3ky aBToMaTUYeECKN).

e OO6HOBNEHME MapaMeTpOB HACTPOMKU U3 havna (cuctema Npous3BedET nepesarpysky

aBTOMaTVI'-IeCKI/I).

6.8.7 Taponb

B MeH0 Ha CTpaHuue CucremHble UHCTPYMEHTbI — I'Iaponb MOXHO U3MEHWUTb 3aBOACKMe

3Ha4YeHMs MMEHM NMoNb30BaTenNs U Naponga mapLipyTmusartopa (cm. PucyHok 6-32).
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MmMA NONb20BATENA W NAPONE He Lom#HE BeiTe ANMHHEE 14 CHMEONOE W HE AOMMHE COfepwaTe npobens!

"pE,II,bI,IU’IH,EE HMA NONb30BATENA: | |

Mpenblaywnit napons: | |

HoBoe HMA nonb3oBaTenn: | |

HoBeiii napone: | |

MoareepauTs HOBLIN Naponk: | |

[ CoxpaHuTe ] [ OYUCTUTE BCE

PucyHok 6-32 TMapornb

HacTtosiTenbHO  pekoMeHOyeTcss CMEHMTb WCXOQHOE WMsS  MoNnb3oBaTenss M Maporb
MapLUpyTM3aTopa, NOCKOSbKy MoOOMYy Mnonb3oBaTento npuv Hadvane paboTbl C BEG-yTUNUTOM

6yp,eT npeanoxeHo BBeCT MM4A nonib3oBatenia U naposib rno ymos4aHuio.

& MpumeyaHne:

[nnHa HOBOro MMeHW NMorb30BaTeNd U Naponsd He OOoMkHa npeBbiwaTb 14 cumBOonoB. B MmeHu
nonb3oBaTens U naponie Henb3s UCMNoNnb3oBaTb MNpobenbl. ONA NOATBEPXAEHWUSI Mapons ero

HeobXoaMMO BBECTU ABaXabl.
Mo 3aBepLUEeHUM HaXMUTe KHOMKY COXpaHUTb.

Haxxmunte KHOMKY OuunctuTb BCe, YTOOLI OYMCTUTL BCE NOSS.

6.8.8 CwuctemHbIN XypHan

B wMeH Ha CTpaHuue CucrtemMHble UHCTPYMEHTblI — CuctemMHbIN XypHan MOXHO

npocMaTpuBaTh CUCTEMHbIE XXypHarbl MapLipyTusaTopa.

MmMA NONb20BATENA W NAPONE He Lom#HE BeiTe ANMHHEE 14 CHMEONOE W HE AOMMHE COfepwaTe npobens!

"pE,II,bI,IU’IH,EE HMA NONb30BATENA: | |

Mpenblaywnit napons: | |

HoBoe HMA nonb3oBaTenn: | |

HoBeiii napone: | |

MoareepauTs HOBLIN Naponk: | |

[ CoxpaHuTe ] [ OYUCTUTE BCE ]

PucyHok 6-33 CucTeMHbIV XXypHan
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> Twun XypHana — BbiGpaB Tun xypHana, 6yayT oToGpaxaTbCs XKypHarnbl TOSMbKO AaHHOro

BblOpaHHOro Tmna.

> YpoBeHb XypHana — BbibpaB ypoBeHb xypHana, OyayT oTobpaxaTbCs XXypHarbl TONbKO
OaHHOro BbIGPAHHOMO YPOBHS.

» OOHOBUTb — OOHOBUTH CTpaHMLY A5 OTOGpaXKeHMa NOCNEeAHEro CnMcKa XXypHanos.
» CoxpaHuTb XypHan — CoxpaHuTb BCe XypHarnbl B TEKCTOBLIN dhawin.

> OuUCTUTBb XypHan — YaanuTb Bce XypHarbl U3 MapLipyTu3aTopa HacOBCEM, a He MPOCTO

CTEpETb, YTOObI OHM HE OTpaXkanucb Ha cTpaHuue.

Haxmute kHomky Cnegyrowasi aons nepexofa Ha credylowlylo CTpaHuly, HaXMUTE KHOMKY
Mpenbiaywan ana Bo3spaTta Ha NpeablayLLylo CTpaHuLy.

6.8.9 Pexum pabotbl

B meHio Ha cTpaHuue CucTeMHble MHCTPYMEHTbl — PeXxum paboTbl MOXHO BUOETb PEXUM

paboTbl MapLupyTu3aTopa.

BknuMthb nporpaMmMHoe nepeknwvieHue

Mocne EKNKIMEHMA NPOTPAMIMHOND NEPEKNHIYETENA NEPEKNHIYETENE HA KOPNYCE YCTROACTES §yHKUMOHUPOEETE He ByneT.
¢ CranpapTHaA To4ka pocTyna
& 3G/A4G-mapwpyTHzatop

() becnpoBogHoil knuenT (WISP) ¢ napupytnzaropon

COxpaHnuTb

PucyHok 6-34 Pexum paboThbl

> CTaHAapTHaﬂ TOYKa AgocTtyna: B atom pexnme yCTpOIZCTBO obecrneynBaeT COBMECTHbIN
OOCTYyn HEeCKONbKMM TMoJib30oBaTeENAM U MOXET pa6OTaTb B HECKOINbKUX 6eCI'IpOBO/J,HbIX

pexnmax: To4Ka OocTtyna, KImMeHT, peTpaHCnATop U T. n.

> 3G/4G-mapwipyTusaTtop: B aTom pexume ycTponcTBo obecnedunBaeT COBMECTHbIA JOCTYN K
MHTepHeT ons Heckonbkux nonb3oBartenen yepe3 ADSL/kabenbHbin mogem. becnpoBogHon
nopt ncnoneayet oauH IP-agpec ot noctaswuka NHTepHeT-ycnyr yepes Ethernet nopt WAN.

B pexume 3G/4G-mapLipyTtnsaTtopa 6ecnposogHomn nopt paboTtaet kak nopt LAN.

> bBecnpoBogHon knueHt (WISP) ¢ mapwpyTtusatopom: B 3TOM pexume yCTpoOMCTBO
obecneynBaeT COBMECTHbIA AOCTYN K VIHTEpHeT Ans HEeCKONbKMX Monb3oBaTenen 4vepes
WISP (6ecnposogHoro WHTepHer nposangepa). Mopt LAN wucnonbsyetr oaumH |P-agpec

becnpoBogHoro VHTepHeT npoBaiigepa depe3 GecnpoBogHor MopT. B atom pexume npu
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nogkntoyeHmn K WMHTepHeT 4vepe3 becnpoBogHoro WHTepHeT npoBangepa 6ecnpoBogHOM

nopt pabotaet kak nopt WAN. lNopt Ethernet pabotaeTt kak nopt LAN.

& lMpumeyaHue:
YCTpOMCTBO aBTOMaTUYeCcKkn nepesarpys3ntcd, Koraa Bbl UBMEHUTE €ro COCTOSHWE N HaXMETe

KHOMKYy COXpaHUTb.
6.8.10 CTaTucTtuKka
B meHlo Ha CTpaHuue CucteMHble UHCTPYMEHTbI — CTtaTUcTKa MOXXHO O3HaKOMMUTbLCHA CO

CTaTUCTMKON MapLupyTu3atopa, BKkrodas obwmi obbem Tpadmka n Tekywmni Tpadmk MIHTepeana

CTaTUCTUKN NAKETOB.

Tekymwee cocToAHHe CTaTHCTHKH: OTKNOYeHo
WHTepean nakeTor cTtaTHcTHEU{D~60): 10 v | CeryHLHbl
AgTo0fHOENEHKE
lpaeuna copTHpoBKN: COpTMPOBKa N0 TEKYWENY KONMHeCTey DaiT ~ [ CBpockTe BCE ] l YOanuTe BCe
Brero Tekyllee cOCTOAHWE
MameHHTE
IP-anpec/ MNakeTos Bar MNaketoe Bait ICMWP Tx UDP Tx SYM Tx
WMAC-agpec
Cnucok nycT.

8w | 2anuced Ha cTpaHuue. Tekywui M2 |1 s | cTpaHdua

Mpegblaywan Cneaytowas

PucyHok 6-35 CrtaTtuctuka

> Tekywee cocTossHUEe CTaTUCTUKN — BKMOYEHO MNKn OTKMOYEHO. 3HaYeHne No YMON4YaHuIo
OTkntodeHo. YTobbl BKMOYMTE (PYHKUMIO KIMKHUTE MO KHoMke Bknrountb. Ecnn dyHkums
OTKMtoYeHa, To pyHkumsa 3awmutel oT DoS-atak B okHe bBesonacHocTe Takke Oyger

OTKINKO4YEHa.

> WHTepBan naketoB ctatuctukm (5-60) — 3HaveHme no ymonyanuio 10. U3 BbinagatoLlero
crnmcka MOXHO BbliOpaTb 3HayveHne oT 5 go 60 cekyHn. [daHHoe 3HadeHue onpepenset

NPOMEXYTOK BPEMEHN MEXAY OTNPaBKOW NMaKETOB CO CTAaTUCTUKON.
> [paBuna copTnpoBKMu — [paBnna cCopTMpPoOBKN OTOBparkaeMon CTaTUCTUKM.
lNocTaBbTE rano4ky ABTOOOHOBMNEHMe angd aBTomMmatTun4eckoro obHoBNEeHud.
HaxmuTe kHonky OGHoOBNeHue ans HemeaneHHOro 06HOBNEHUS MHGOPMaLIMK Ha CTpaHuLe.
HaxmuTe kHonky CopocuTb Bce Ansi cOpoca Bcex 3HayYeHui B Tabnuue.

Haxxmunte KHOMKY Ypanutb Bce an4 yaaneHna Bcex 3anucen 13 Tabnuubl
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Tabnuua cTaTUCTUKU:

IP-appec/MAC-agpec IP-agpec n MAC-agpec oTobpaxatoTca C COOTBETCTBYHOLLEA CTaTUCTUKON.
O6wee  KONWYECTBO  MAKETOB,  MOMYYEHHbIX U OTNPaBIIEHHbIX
MakeToB
MapLIpyTU3aTOpPOM.
Bcero
Obuwee KONnM4ecTBO Ganr, NoMyYeHHbIX n OTMpaBreHHbIX
Banr
MapLIpyTU3aTOpOM.
Obuee KONMYECTBO MAKETOB, NMOMYYEHHbIX YU OTNPABMEHHbIX 3a NOCNeaHNU
MaketoB
WHTEpBan NakeToB CTaTUCTUKU.
O6uwee konuyectBO GanT, MOMyYEHHBIX M OTNPaBMEHHbLIX 3a NOCMELHWUIA
Bawnr
WHTEpPBan NakeToB CTaTUCTUKM.
Konnyectso ICMP-nakeToB, oTnpaBnsembix B rnobanbHylo ceTb B CEKYHAY
ICMP Tx Yyepes ykasaHHbIi VIHTepBan nakeToB CTaTUCTUKW. 3Ha4YeHne npeacTaBneHo
Tekywiee Kak "TekyLasa ckopocTb nepeaayn/Makc. ckopocTb nepegayn”.
cocTosiHue
Konnyectso UDP-nakeToB, oTnpaBnsembix B rnobanbHyo CeTb B CEKYHAY
UDP Tx yepes ykasaHHbI MIHTepBan nakeToB CTaTUCTUKW. 3HAYeHNe NpeacTaBeHo
Kak "TekyLasa ckopocTb nepeaayn/Makc. ckopocTb nepegayn”.
Konnyectso TCP SYN-naketoB, oTnpaBnsieMbix B rnobanbHylo ceTb B
TCP SYN | cekyHOoy 4epe3 ykasaHHbIi VIHTepBanm nakeToB CTaTUCTMKW. 3HadeHue
Tx npeacTtaBneHo kak "Tekywass ckopocTb nepegavn/Makc. CKOpPOCTb
nepegaun".
C6pocutb | O6HYNNTL 3HA4YEHUS B 3an1CHK.
N3meHUTb
Yoanutb Ynanutb 3anuck uU3 Tabnuubl.

Ha kaxxgon cTpaHuue pasmellaetca 5 3anuceir. Haxmnte kHonky Cnegylowasa ansg nepexoga
Ha cnegymloLlylo cTpaHuuy, HakmuTe kHomky lMpeablaywas ons Bo3BpaTa Ha npeablayLuyto
cTpaHuly.
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MpunoxeHue A: YacTo 3agaBaeMble BONPOCHI

1. Kak MHe HacTpouTb MapLpyTU3aTop, YTOObI Nonb3oBaTten ADSL mornu BbIXogUThL B

UHTepHeT?

1)

2)

Mpexnge Bcero, HactponTe ADSL-Mogem Ha ncnonb3oBaHne B pexunme mocta RFC1483.

Mogkniounte kabenb Ethernet ADSL-mogpema k nopty WAN maplipyTtmsaTopa.

TenedoHHbIN kKabenb NoaknyaeTcs kK cooTBeTcTByoWwemMy nopty ADSL-mogema.

Bongurte B MapLupyTm3aTtop, B MEHIO B JIEBOW YacTu 3KpaHa 3anaute B pasgen CeTb u
BbibepuTe nogmeHio WAN. B okHe WAN B pasgene Tun WAN coeguHeHue yKaxute
PPPoE. B nonax Wwmsa nonb3oBatena u [laponb yKaxute COOTBETCTBEHHO WMS

nonb3oBartena n naposb. Mocne aToro HaxmuTe KHOMKY MoaknounTb.

Tun nogrnrogesnn WAN: PPPoE/FPoccua PPPoE  w Onpegenns

MoggroyveHne PPPOE:
MMA nonk3oBaTens: username
Maponk: [ TTTTTTIT]

Moareeponre Nnaponk: T

Puc. A-1 Tun noakntoveHna PPPoE

Ecnu ycnyrn ADSL-nogknoyeHnsa npegocTaBnsalnTCa B pexnme noBpeMeHHOW onnatbl,
Bblbepute [logkniodeHne no TpebosaHuio wnu [ogknioyeHne BpydHy. B none
MakcmMmanbHOe BpeMsi NPOCTOSt YKaXuTe HyXHoe 3HayeHue. Takke MOXHO BblbpaTb

pexnm MoaknounTb aBTOMaTUYECKM.

Pexim nogenioyeqns VWAN: (%) MogknounTe No TpeGoBaHu

MakcumansHoe epema npoctoa: | 15 MUHYTIEL) (0 03HAY3ET, UTO CORQUHEHWE OYOET AKTMEHLIM NOCTOAHHO.)
O MoKNoUNTE ABTOMATHYECKH
O TMogknounTE N0 PAcNUCaHNIo

Mepuof BpEMEHN: © : (yyzmm) 0o : (4uzmm)
) TogKMounTE BPYYHYK

MaKcuMankHoe BpeMA NPOCToR: MWHYT(B) (0 03HAY3ET, yTO CoedWHeHWe OYOeT AKTMEHLIM NOCTOAHHO.)

CoeguHuTe Otimioveno!

Puc. A-2 Twun noakntoveHna PPPoE

&= lpumeyaHue:

1)

NHorga nogkniodeHne He MoXeT ObiTb NpekpalwleHo, [axe ecnu Bbl ykasanu
COOTBETCTBYlOLLEE 3Ha4YeHve B none MakcumanbHoe BpeMsi NPOCTos, T.K. HEKOTopble
npunoxeHusi obpawiarTcs k pecypcam VIHTepHeT B hOHOBOM pexume.
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2)

Ecnn Bbl ncnornb3yerte kabenb, npoum3seanTe HaCTpOVIKy MapupyTtm3atopa B

COOTBETCTBUM C NpuBeEeHHbIMU BbILLE NUHCTPYKUNAMN.

Kak MHe HacTpouTb MapLUpyTU3aTop, YToObl nonb3oBaTenu Ethernet mornu Bbixoantb

B UHTepHeT?

1)

Bongute B mapLupytMsatop U Haxmute MeHio CeTb B N1eBOM 4acTu MOHMTOpA, 3aTeMm
BbloepuTe nogmeHio WAN. B okHe WAN B none Tun nogkntoveHna WAN Bbibepute
3HaveHue dnHamudecknii IP-agpec. Haxmute kHonky CoxpaHuTb.

Hekotopble noctaBwmkn WHTepHeT-ycnyr TpebytoT permuctpaumm MAC-agpeca
aganTepa, kotopbi 6bin nogkntodeH k DSL/kabenbHOMY MogeMy B npouecce YCTaHOBKM.
Ecnu nocrtaBwwmk WHTepHeT-ycnyr Tpebyer npoussectn peructpaumio MAC-agpeca,
BOMAMTE B MapLlpyTu3aTtop M Bbibepute mMeHo CeTb B NEBOM 4acTu 3KpaHa. 3atem
Bblbepute noameHwo KnoHupoBaHue MAC-agpeca. Ecnn MAC-agpec Balsero
KOMMbloTEpPa SBNSETCA TEM CambiM afpecoM, Haxmute kHonky KnoHupoBatb
MAC-aapec, n a10T agpec nossutcs B none MAC-agpec WAN. Takke MOXHO BBECTU
OaHHoe  3HayeHne B none  MAC-agpec WAN. @opmar MAC-agpeca
XX-XX-XX-XX-XX-XX. 3atrem HaxmuTe kHonKy CoxpaHuTb. CaenaHHble N3MeHeHus
BCTYNSAT B CUIy NOCIe nepesarpysku.

MAC-anpec WAN: 00-0A-EB-08-43-14 [ BoccTaHoBMTE 3aBoackoil MAC-aapec |
MAC-agpec KOMNLIOTEPA: [ KnoHwpoeate MAC-agpec ]

Puc. A-3 KnonunposaHune MAC-agpeca

A xouy ncnonb3oBatb NetMeeting. YTo MHe HyXXHO AnA 3Toro caenaTtb?

1)

2)

Ecnu Bbl 3anyctute NetMeeting B kadecTBe yana, Bam He nNoTpebyeTca npeanpMHMMaThb
Kakux-nmbo gencTsun.

Ecnu 6bl 3anycTuTe ero B pexume oTBeTa, BaM MoTpebyeTcsl HAacTpouTb BupTyanbHbIi
cepsep unu y3en DMZ, a Takke ybegutbcsa B Tom, yto H323 ALG BkntoveHa.

YUTtobbl HacTpouTb BupTyanbHbIi cepBep: BOMAMTE B MapLUPyTU3aTOp, HXXMUTE MEHIO
Mepeagpecauusa B neson 4actu Opay3epa u BblbepuTe nogmeHio BupTtyanbHble
cepBepbl. B okHe BupTtyanbHble cepBepbl HaxmuTe kHOMKy [o6aBUTb HOBYIO...
3atem B okHe [lo6aBUTb UM N3MEHUTb 3anNUcCb BUPTYasribHOro cepBepa BBeauTe B
none Mopt cepBuca 3HadeHne 11130, a B none IP-agpec, Hanpumep, 192.168.0.198.
Haxmute kHonky BkrnroyeHo u 3atem CoxpaHuUTb.
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BupTyanbHbie CEpEEpbI

[

D MopT cepemca BHYTPEHHWIA NopT IP-Afpec TMpoTokon COCTORHNE W3MeHITE
111130 11120 192.168.0.198 Bee BrTIouEHD PepnakTuposars Yaanure
NoGapnTe Hosyto. | [ BkmouwnTbBce | [ OTkniownTb Bce | [ YaanwuTs Bee

Puc. A-4 BupTyanbHble cepBepbl

Job6aBUTb MU U3MEHUTb 3aNMCb BUPTYanbHOro cepeepa

MopT cepenca: 11130 (O MR XK

BHYTpeHHWI nopT: 11120 (0, JeRcTEMTeNEHO TONBKO ANA 04HOr0 CepBUCHOID NOPTa MW OCTABLTE NONE NYCTRIM)

IP-agpec: 192 165.0.198

MpoTokon: ‘ Bce V|
CocToAHme: ‘ BrnoueHo V|
CTaHgapTHLIN NOPT Cepenca: ‘ -Bribepure-- e
[ COXp&aHWTE ] [Haaa,q]

2

a1
~

Puc. A-5 OkHo [Jo6aBnTb Nnn n3amMeHuTb 3anMcb BUPTyanbHOro cepeepa

&= lMpumeyaHue:

Mpu obpaleHun Kk Ballemy KoMMblOTepy M3 cetn MHTepHeT, cnepyeT obpawatbes K
WAN IP-agpecy Baluero KomnbtoTepa, KoTopbli ykasaH B okHe “CocTosaHue”.

YTo6bI akTMBMpPOBaTb (oyHKUMIO y3en DMZ, Bongnte B MapLLpyTU3aTop, BbIoepuTe MeHI0
Mepeagpecauun B nesou Yactu Gpaysepa n 3atem Bblbepute noameHio DMZ. B okHe
DMZ naxxmuTe paguokHonky Bknrountb 1 BBeguTe Baw IP-agpec B none IP-agpec DMZ

y3na, Hanpumep, 192.168.0.168. MNocne atoro HaxxmmTe KHonKky CoxpaHUTb.

Tekyuee COCTORHWE; () BemiounTe (5 OTENOYMTE.
IPagpecysnaDMZ:  (192.168.0.198 |

| CoxpaHnts |

Puc. A-6 DMZ

Onsa Toro, 4ytobbl BkntoumMTb H323 ALG: BOMAMTE B MapLlpyTM3aTop, BbiOEpUTE MEHHD
BesonacHocTb, Haxodslleecs B NeBOW 4YacTu OkHa Opaysepa, u BblibepuTe NogMEH
Hactponku 6azoBon 3awmtbl. B okHe HacTponkum 6GasoBow 3awutbl Bbibepute

paanokHonky BkntounTb Bo3ne H323 ALG. HaxmuTte kHonky CoxpaHUTb.
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HacTtpoiikn 6a30B00 3alHUTbI

MexceTeBoi 3KpaH

Mexcereson akpan SPI:

() Brnwounte ) BLIKNIOYMTE

VPN

MNMponyck Tpadwka PPTP:
Mponyck Tpaduka L2TP:
Mponyck tpacuka IPSec:

(%) Benwunte ) BHIKNKYMTE
(%) BrnwunTe ) BHIKNKUWTE

(% Brnwounte () BHIKNIOYMTE

ALG
FTP ALG: (® Brnwounte ) BHIKNOYMTE
TFTP ALG: (%) BrnwunTe ) BHIKNKYMTE
H323 ALG: {:) BLIKMIOYNTE
RTSP ALG: (® Brnwounte ) BHIKNOYMTE

COXpaHnTeE

Puc. A-7 HacTtpoikn 6a3oBoii 3awuThl

Y10 5 foMmKeH Aenatb, YTOObI YCTAaHOBUTb B JIOKanbHOM ceTu Be6-cepBep?

1) Tak kak mexagy noptom 80 BebG-cepeepa um noptom 80 BeOG-ynpaBrneHust MoOryT
BO3HMKHYTb NEPEKPECTHbIE NOMEXM, HEOBXOAMMO Ha3HauYUTb ApPYrov NopT Ans yHKUUK

BebG-ynpasneHus.

2) Y106bl M3MEHMTL NOPT BED-yNpaBneHns: BONOUTE B MapLUpyTM3aTop, BbibepuTe MEH0
Be3onacHoCTb, pacrnonoXxeHHOe B NeBOW 4acTu Opaysepa, u BbibepuTe MNOAMEHIO
"YoaneHHoe ynpaBneHue". B okHe YpaneHHoe ynpaBneHue B none [lopT

BeO-ynpaeneHusa ykaxuTe nobon gpyron Homep kpome 80, Hanpumep 88. Haxmute

KHOMKy CoxXpaHUTbL U Nepesarpyante mapLipyTusaTop.

YnaneHHoe ynpaeneHue
Mopt Bed-ynpaBneHns:

10000

IP-agpec yaaneHHoro ynpaeneHma: | (YrawuTe 255 255 255 255 OnA Boex)

COXpaHUTE

Puc. A-8 YpanéHHoe ynpasneHue

& lMpumeyaHue:

Ecnn onucaHHble Bbille HACTPOWMKM BCTynaroT B cuny, BBeante 192.168.0.254:88 (LAN
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IP-agpec mapwpyTtunsartopa: NopT Beb-ynpaBneHus) B agpecHon CTpoke bpaysepa.

3) Bowgute B mMmapwpyTtmusaTtop, Bblbepute meHio [lepeapgpecaumsi B neBol 4actu
MapLlipytusatopa W BblibepuTe nogmeHio BupTtyanbHble cepBepbl. B OkHe
BuptyanbHble cepBepbl HaxmuTe kHOMKy [lo6aBUTb HOBYHO..., @ 3aTeEM B OKHE
Jo6aBuTb UnNu U3MeHUTbL BUPTYyalbHLIA cepBep ykaxuTe B none MopTt cepBuca
3HavyeHme 80. B none IP-appec ykaxute Baw |P-agpec, Hanpumep, 192.168.0.188.

lMocne aToro HaxkmuTe KHONKy BkrtoyeHo, a 3atem CoxpaHuTb.

D MopT cepeuca BHYTPEHHMIA NopT IP-Agpec MpoTokon CocToRHne Wamenns

1 50 21 192.168.0.188 Bece BrnioueHo PefakTupoeate ¥OannTs

[ nDobasutorHosyw . | [ Brmowrmbece | [ Otwnowmoece | [ vaanuTs Bee

Puc. A-9 BwupTyanbHble cepBepbl

MNopT cepenca: 80 (O umm 3X)
BHyTpeHHWI nopT: 21 (20, JelcTEMTENEHO TONBKO ANA 0AHOro CEpEMCHOID NOPTA UMK OCTAERTE MOME NYCTRIM)
IP-agpec: 192.168.0.188
Mpotokon: Bce v
CocToanne: BrnoveHo -~
CTaHOapTHLIA NOPT Cepenca: -Bribepure-- M
[ COXpEHUTE ] [ Hasan ]

Puc. A-10 OkHo [Jo6aBuTb U N3MEHNTL 3anNncb BUPTYarbHOIo cepeepa
BecnpoBogHble CTaHLUMM HE MOTYT NOAKIHYMTLCA K MapLIpyTU3aTopy.

1) Y6eoutecb B TOM, 4YTO cAenaHa OTMeTKa B s4veilike Bknwountb GecnpoBogHoe

BellaHue mMaplipyTusaTtopa.

2) Tlpoeepbre, coBrnagaet nu ums SSID 6GecnpoBogHbIX CTaHumMi € mmeHem SSID

mapLipyTusaTopa.

3) Ybegutecb B TOM, 4YTO OECnpoOBOAHLIE CTaHUUKM MWCMONb3YT KOPPEKTHBIA KItoY

LUNGOPOBAHMS, €CINN TaKOW PEXUM BKITHOYEH.

4) Ecnun 6ecnpoBogHoe NOAKIMOYEHNE YCTAaHOBMEHO, HO Bbl HE MOXETEe NONyYnTb JOCTYN K

MapLupyTusaTopy, npoBepbTte IP-agpeca Bawwmnx 6eCnpoBOAHbIX CTAHLUNA.
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MpunoxeHue B: HacTtponka komnbloTepa

OTOT pasgen NOMOXET BaM NMpaBUIibHO NPOU3BECTM YCTAHOBKY W HAcTpouky npoTtokona TCP/IP B
OC Windows XP. lNMpexpge Bcero, ybegutecb B ToM, 4TOo agantep Ethernet paGotaet, npu
HeobxoauMOCTU NoNb3yNTecb PYKOBOACTBOM K aganTepy.

1. Hactpouka komnoHeHTa TCP/IP

1) B naHenu 3agay Windows Haxmute kHonky [lyck, a 3atem nepengute B lMaHenb
ynpaBneHusi.

2) Haxmute no nkoHke CeTb M nogknoydeHne Kk MHTEpHET, a 3aTeM B NOSBUBLUEMCS] OKHE

HaXMWUTE BKNaaKy CeTeBble NOAKITHOYEHUS.

3) Haxmnte npaBoW KHOMKOW MbILLIM MO MKOHKE W B NOSIBUBLLEMCS MEHIO BblbepuTe pasgen

CBowucTBa.

D AKNHIYEHHE N0 NOKANEHOA

'—:&: OTENMYHTE

Mok AHIYEHHA THNA MOCT

CO3AaTE APNEIE

MeperMeHOEaTE

CBOHCTEA

Pwc. B-1

4) B npeacrtaBneHHOM Ha PUCYHKE HWKe OKHE ABaKAbl KNMKHUTE no pasgeny Mpotokon
UHTepHeTa (TCP/IP).
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i [Nogxnwue HHe Mo AOKaAbHOH CETH - CROMCTRA @E]

Ufwme | Mposeprka nogauyHocT || JononHurensHo

Mogk noyeHKe HEepEE!

E& Realtek PCle GEE Family Contraller

KDMI‘IDHEH’I'I:I_, HCNONE3IYEMBIE 3THM NOOQKAKYNEHHMERN!

.@; Crny#fia 4ocTyna K $alinar W NpMHTEpan ceTel Micn &
.@; MaaHWpoEwME nakeTos QoS
g [pororon Mareprera [TCPAR]

£ >

[ YeTaHoBuTe. . CEONCTEA

[ nucanue

Mporokon TCPAP - cTaHoapTHEN NpoToron raogansHe
CETEN, DOECNEYHEIIDWME CEASE MEHKLY PISHYHEIRM
B3 AUMOAEHCT BURILLRAM SET AR,

(] Mpi NOGKAOYEHMM BRIBECTH SHAYOK B OBNSCTH YESA0MIEHME

YE&n0mMNATE NPUY OFPEHMYEHHORM MM OTCYTCTEYHILLER
MO ADHEHIM

(] ] [ OTreHa

Puc. B-2

5) Ortkpoetcsa okHo CBoncTBa TCP/IP, B koTOpOM OyaeT oTkpbiTa Bkraaka IP-agpec.
Ectb aBa cnocoba HacTponku npotokona TCP/IP:
» HacTtpouTb IP-agpec aBToMaTu4ecku

Bbibepute Monyuutb IP-agpec aBTomaTnyeckn u Monyuntb DNS-cepBep aBTOMaTMyYECKM,
Kak NPeacTaBneHo Ha PUCYHKE HUXKE:
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>

1

CeokcTea: lNpoTokon Mute pueta (TCP/IP) @@

OfwMe | AQETEpHATHEHSA KOHEHIYpaLMA

MNaparaeTpe [P rMOryT HasHIYETECA SETOMSTMYECKM, BCAM CETE
NOLAEQHMESET 3TY BEOSMOKHOCTE. B NPOTHEHOM CAY4ae NapareT okl
IF rosHO MOAYYMTE Y CETEEOrD 3MMHUCTRATOPA.

%) MoayaTe IP-aapec ETOMaTHYECKH

) MenonesoBare creayiowm |P-agpec:

(&) Nonyuwre aopec DMS-cepeepa aETOMATHYECKH

) Menonesosare cneayowme anpeca DMS-cepeepas:

JononHWTENRHD. .

[ Q. l[ OrreHa ]

Puc. B-3

& [lMpumevaHue:

Ecnn Bbl ucnonbsyete OC Windows 98 wnmn Gonee crapyto Bepcuto OC Windows, To
KOMMbIOTEP 1 MapLUpyTU3aTop HeobxoaMmMo nepesarpysunTb.

HacTtpowka IP-agpeca Bpy4Hyto

Bbl6paB Ucnonb3oBaTtb CﬂG,D,yIOLI.IMI:i IP-a,qpec, Bbl CMOXeTe 3anoJIHUTb HMXXecneagyrouwne
nons

Ecrnn LAN IP-agpec mapwpytmnsatopa - 192.168.0.254, 1o B none |IP-agpec Heobxoanmo
ykasatb 192.168.0.x (rae «x» - moboe uncno ot 1 go 253), Macka nogceTu: 255.255.255.0.

Beegute LAN IP-agpec mapwpyTtusatopa (no ymonyanuto IP-agpec: 192.168.0.254) B none
OCHOBHOM WNHO3.

Boibepute  Ucnonb3oBatb cneaylowme agpeca DNS-cepepoB. B none
Mpepnoyntaembin DNS-cepBep MOxHO ykasaTb IP-agpec DNS-cepBepa, KOTOpbI Obin
npegocTasneH BalliMM MOCTaBLUKOM VIHTepHeT-ycnyr.
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-

Ceoiictea: [potokon Murepreta sepourn 4 (TCP/IPv4) @I&]
Obwwme

MapameTpel IF MOrYT HESHAYETECA SETOMATUHECKM, ECIM CETh
NoAAEpHMESET 3TY BOSMOMHOCTE. B NpOTMEHOM CNyyYae NapaMeTpel
IP MOMHO MONY4YMTE ¥ CETEEOMD SAMMHWCTPETORA,

~ Nony4ite IP-anpec aBTOMATHHECKK

@ Wononesosate cnenyrowmid IP-anpec:

IP-anpec: 192 . 168 . 0 222
Macka nogceTi: 255,255 .255. 0
CCHOBHOM WNHDS: 192 ., 168 . 0 . 254

MonyuuTe agpec DNS-Cepeepa aBTOMaTHYECKK
@ McnonbsoBaTh Cnedytowme anpeca DMNS-cepeepos:

MpeanoyrTackeit DNS-cepeep: g .8 .8 . 8|

ANETEPHATMEHEIN DNS-cepeep;

[ MoaTEEpAKMTE NApaMETPE MK BEIXOAE l JlononHMTENHO I

[ Ok ]I OTMeEHE I

Pwuc. B-4
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MpunoxeHue C: Cneundcunkaums

O6uwme xapakTepUCTUKKN

CraHgapThl IEEE 802.3, 802.3u, 802.11b, 802.11g and 802.11n
MpoTokonsbl TCP/IP, PPPoE, DHCP, ICMP, NAT, SNTP, PPTP, L2TP
MobThi OouH  nopt LAN/WAN (paském RJ45) 10/100 Mé6wurt/c,
P aBTocornacosaHue
10BASE-T: kabenb UTP (HeakpaHMpoOBaHHass BuTas napa)
kateropun 3, 4, 5 (makcnumym 100 m)
EIA/TIA-568 100 Om STP (skpaHupoBaHHasi BUTasd
napa) (makcumym 100 m)
Tun kabens
100BASE-TX: kabeno UTP (HeakpaHupoBaHHasi BuTasd napa)
kateropusa 5, 5e (makcumym 100 m)
EIA/TIA-568 100 OM STP (akpaHupoBaHHas BUTas
napa) (makcumym 100 m)
Caeronuonkele PWR (MuTanwue), Internet (MHTepHeT), WLAN, Ethernet, WPS
NHAMKaTOPbI
Ceptudmkauma  Ha
6e3onacHocTb n
COOTBETCTBUE FCC, CE
3KOIOrM4eckum
HopmaTtuBam

BecnpoBogHOM pexnm

YacTtoTa

2,4-2,48351Twy

CkopocTb nepegayun
JaHHbix no Wi-Fi

11n: pgo 150 M6ut/c (ABTOMATUYECKWN)
11g: 54/48/36/24/18/12/9/6 M6uTt/c (ABTOMATMYECKN)
11b: 11/5.5/2/1 M6ut/c (ABTOMATUYECKMN)

PaclmpeHure cnekTtpa

DSSS (Metog pacwmpeHns
rnocrneanoBaTenibHOCTH)

cnekTpa MeTooOoM MnpsiMOW

Mogynsaums DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
3awmra WEP/WPA/WPA2/WPA2-PSK/WPA-PSK

130 M6wuT/c: -68 opbm @ 10% (npném);

108 M6uT/c: -68 gbm @ 10% (npuém);
YyBCTBUTENBHOCTD 54 M6wurt/c: -68 obm @ 10% (npuém);
(npuném) 11 M6uT/c: -85 gbm @ 8% (npném);

6 M6ut/c: -88 obm @ 10% (npuém);

1 M6ut/c: -90 gbm @ 8% (nprém);
KoadpdpmumeHT

YCUNeHna aHTeHHbI

5 pbu

Mpouee
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Paboyas temneparypa : 0°C - 40°C

TemnepaTtypa
Temnepatypa xpaHeHus: -40°C - 70°C
OTHocuTenbHas BNaXHoOCTb Bo3gyxa npu akcnnyatauuun: 10% -
90%,6e3 obpasoBaHMsa KOHOEHcaTa

BnaxHocTb

OTHOocuTENbHas BRaXHOCTb Bo3ayxa npu xpaHeHun: 5% - 90%,
0e3 obpa3oBaHus kKOHAeHcaTa
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MpunoxeHue D: NNoccapun

> 802.11n — CrtaHgapt 802.11n nocTpoeH Ha npeablgywimx crtaHgaptax 802.11 nytem
pobasneHns TexHonormm MIMO (MHOrokaHamnbHbIV BXOA4/BbIXOA), B KOTOPOW MCNOMb3YTCA
HECKOSIbKO nepedarolimx U MPUHUMAIOLLMX aHTEHH, YTO MO3BOMSET YBEMUYUTL MPOMYCKHYHO
CMOCOBHOCTL Yepe3 NPOCTPAHCTBEHHOE MYIbTUMIIEKCUPOBAHNE U OOMbLIYD 30HY OXBaTa
CeTM 3a CYeT WUCMOoNb30BaHMs pPasHOro MPOCTPAHCTBEHHOrO pPacrnofiOXEHUs aHTEHH,
BO3MOXHO Yepe3 CXeMbl KOAMPOBKU, Takue kak kogmposka Alamouti. KoHcopunym EWC 6bin
cosfaH ans yckopeHus passutus ctangapta IEEE 802.11n u npoasmkeHnsa cneuyudpmkaumm
TEXHONMOTMM B LENsX YhyylWeHnsa B3auMOOeNCcTBUs Mexay O6ecnpoBOOHBbIMU CETEBbLIMU
npoayKTamu criefyoLero nokomeHus.

> 802.11b — CrangapT 802.11b onpegensieT napameTpbl paboTbl 6ecnpoBodHOn ceTu npwu
CKOpOCTM nepegadn gadHbix 11 M6ut/c, ncnonb3ys TexHonormio DSSS, n paboTtaeT Ha
HenMUeH3npoBaHHOM AgnanasoHe 2,4 [Ty ¢ ncnonb3oBaHnem anroputma wndposaHna WEP.

K cetam ctangapTta 802.11b Takke oTHocatca cetn Wi-Fi.

> 802.11g — cneundmkauua ansa co3gaHms 6ecnpoBOAHLIX CETEN CO CKOPOCTbI nepenaydn
OaHHbIX o 54 M6wuTt/c, ucnonb3ys texHonorno DSSS, mogynsauuio OFDM un pabotaeT Ha
HennueH3npoBaHHOM auanasoHe 2,4 ['Ty. O6paTHO COBMECTUM C YCTPOWCTBaMKU CTaHaapTa

IEEE 802.11b. UcnonbsyeTt anroputm wudposannd WEP.

> DDNS (Dynamic Domain Name System — Cuctema AMHaAMM4Y€CKMX AOMEHHbIX UMEH) —
Bo3MOXHOCTb  Ha3HayeHus (PUKCMPOBAHHOIO Y3MOBOrO WM OOMEHHOr0 WMEeHW Ans

AnHamuyeckoro Internet IP-agpeca.

» DHCP (Dynamic Host Configuration Protocol — lNpoTokon HacTpoWku OUHaAMUYECKOro
y3na) — [1poTokon, KOTOpbI aBTOMaTUYeCKN MpPou3BOaUT HacTpomnky napametpos TCP/IP

BCEX KOMMbIOTEPOB, NogkntodeHHbIx k DHCP-cepsepy.

> DMZ (Demilitarized Zone — OdemunutapusoBaHHaa 30Ha) — [laHHas dyHKUUSA no3sonset
y3ny nokanbHOW ceTu obpawaTtbcsd K WHTepHeT ansg paboTbl €O  chneunanbHbIMU

NPUNOXEHUSMUN TAKUMW, Kak VIHTEpPHET-Urpbl U BUAEOKOH(EPEHLNN.

> DNS (Domain Name System — CuctemMa AOMEHHbIX UMeH) — VIHTEpHET CepBUC, KOTOPLIV

nepesoauT nmeHa cantos B IP-agpeca..
> J[oMeHHOe uMs — onucaTternbHoe UMs ANg agpeca unu rpynnel aapecos B IHTEpPHeT.

> DSL (Digital Subscriber Line — undpoBas aboHeHTCKasi NMMHUA) — TexHonorus, Kotopas
Nno3BOMnseT OTNPaBnATb MMM NonyyaTb JaHHble, MCMOMb3ys CyLLeCTByLMe TenedOoHHbIe

JINHNN.

> ISP (Internet Service Provider — MoctaBwuk WUHTepHeT-ycnyr) — KomnaHud, koTopas

obecneumnBaet goctyn B MIHTEepHeT.
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MTU (Maximum Transmission Unit — MakcumanbHbin pa3mep Onoka nepepa4iun) —

MakcrManbHbIN pa3Mep nakeTa AaHHbIX, KOTOPbIA MOXET ObITb NepeaH.

NAT (Network Address Translation — TexHonorusi nepeBoga ceTeBbiX aApecoB) —

TexHonorua NAT nepeBoguT IP-agpec nokanbHown cetun B IP-agpec cetn MHTepHeT.

PPPoE (Point to Point Protocol over Ethernet — NMpoTokon noakntoyeHus vyepes Ethernet
no npuHuuny Touka-Touka) - PPPOE — 3T0 npoToKon Ans NOAKMYEHUs YAaneHHbIX y3roB
cetn VHTepHeT 4yepe3 MOCTOAHHOE MNOAKMNIoYeHMe, NOCPEeACTBOM MMUTAUUKN NOOKITHOYEHUS

dial-up.

SSID - WpeHtudpmkatop SSID — 31O Kkntod, BKMAYawwun B ceba go 32 (Makcnmym)
OYyKBEHHbIX U LMEPOBLIX CUMBOIIOB, KOTOPbIV UCMOMNbL3YETCA ANA UAEHTUdMKALMM NOoKanbHOM
cetn. Ytobbl 6ecnpoBoaHbIE YCTPONCTBA CETM MOMIN 0OMEHMBATLCA AaHHBIMU, OHM AOSMKHbI
ncnonb3oBatb OAMH 1 TOT e SSID. O6bIMHO 3TO NapaMeTp HacTPOnKKM Anst 6ecnpoBoaHOM
KapTbl komnbtoTepa. CootBetcTByeT ESSID ana GecnpoBogHOM TOYKM OOCTyna U UMEHU

GecnpoBoaHON CeTu.

WEP (Wired Equivalent Privacy — 3kBuBaneHT npoBOAHOM 3awmTbl) — MexaHusm
lWwndpoBaHNA Ha ocHoBe 64-, 128- nnn 152-6MTHOrO0 COBMECTHOrO Kro4a, Kak ykasaHO B
crangapte [EEE 802.11.

Wi-Fi — Kommepyeckoe HasaHue ctaHgapta 802.11b ana kommyHukauumn B 6ecnpoBogHON
ceTeBON 30He, npucBoeHHoe opraHu3auuwen Ethernet Compatibility Alliance (WECA, cm.

http://www.wi-fi.net), rpynnoii no paspaboTke MPOMbLILNEHHbIX CTaHAAPTOB, paboTatoLlen

Hag npobnemon B3anmMo3amMeHseMOCTU YCTponcTB ctaHgapta 802.11b.

WLAN (Wireless Local Area Network) - BecnpoBogHasa nokanbHas ceTb — rpynna
KOMMbIOTEPOB UM CBA3AHHbLIX YCTPOWCTB, B3aUMOAEWCTBYIOLWMX OpYyr C ApyroMm 4epes

6ecnpoBofHyto Nepeavy AaHHbIX B OrpaHUYeHHOM paiioHe.
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MpunoxeHune E: CoBmectumocTb ¢ 3G/4G USB-mopgemamm

Hwxke ykasaH cnucok nportectMpoBaHHbix Hamu UMTS/HSPA/EVDO  USB-mogemos.

OOHOBNEHHBIN CMMCOK COBMECTUMOCTU MOXHO HanTu Ha canTe: http://www.tp-linkru.com.

CoBmecTtumble 3G/4G USB-mopembl (npoTecTUMpOBaHbl B paboumnx ycrnoBUsXx)

HUAWEI E122, E1262, E1550, E1552, E156, E156B, E156C, E156G, E160, E160E,
E160G, E169, E1692, E169G, E173, E1750, E1752, E1756, E1762, E1782,
E180, E1800, E1820, E182E, E220, E226, E230, E270, E272, E870, EC122,
EC1260, EC1261, EC169, K3520, K3565, K3715, K3765, K4505, UMG1691

E398 (4G), E392 (4G)

ZTE AC2726, AC2726i, AC2736, AC2766, AC581, K3565-Z, K3765-Z, K4505-Z,
MF100, MF102, MF110, MF112, MF160, MF161, MF180, MF190, MF626,
MF627, MF636, MF637, MF637U, MF645, MF668, MF668+, MU351,

MF820(4G), MF821 (4G)

NOVATEL U760, USB551L (4G)
NOKIA CS-10, CS-12, CS-15

ONDA MSA501HS, MT833UP, MW100HS, MW833UP
ALCATEL X060S, X070S, X080S

4G SYSTEM XSStick W12

CSL U1-TF, U1

SAMSUNG SGH-H128

BANDRICH BANDLUXE C321, C120

BLUE CUBE HO1

Blue-Link BL-HD72A

BM WM78

CENTENNIAL | FlyingAngel HSUPA
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DLINK DWM-151, DWM-152, DWM-156, DWM-652
E-TOUCH WM78

GLBETRTTER | G10452

HAIER CE100, OLIVE VME110, WM200

HSDC Hsdc-03

MWALKER MBD-100HU

MYWAVE FW2012T

OPTION iCon 401

PANTECH PX500

QISDA H21

SIERRA

WIRELESS AC306, AirCard 881U, Compass 885U, Compass 889, AirCard313U (4G)
SPRINT U600

TELSEY EVERYWEB HSUPA

T-MOBILE USB STICK 120

VENUS VT18

VIRGIN MC760

LG VL600 (4G)

Pantech UML290 (4G)

Yota One LU150 (4G)
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