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1. 0 UCTPYKLIMM MO HACTPOMKE U 3KCMNNYATALUMU

KomnaHuna TOTOLINK BbipaxaeT CBOK MpusHaTeNbHOCTb 3a NnpuobpeTeHne Halwero poyrepa.
MHCTPYKLMA NO3HAKOMUT Bac C €ro BO3MOXHOCTSAMU U MOMOXET HaCTPOUTb MNOAKIT0YEHNE U aB-
Topu3aumio ansa obecneyveHus goctyna B MHTepHeT. MNoxanyicTa, cneaynte pekomeHaaumnsam un
coBeTaMm, NpMBeAEHHbIM B JAaHHOW UHCTPYKLUMM MO HACTPOWMKE 1 aKcnnyaTauum poyTtepa ans no-
ny4YeHNss MakCcumManbHON CKOPOCTM paboThl BaLlen ceTu.

1.1 OnucaHue MHCTPYKLUN NO HAaCTPOUKE U IKCMsyaTauum

O630p ycTponcTBa:
Mmaea onuckiBaeT hyHKLMOHAN poyTepa U ero TEXHUYECKNEe XapaKTEPUCTUKN.

Kak nogknounTtb poyTep:
[MmaBa onuckIBaeT npouecc NOAKIIYEHNA poyTepa U HaCTPOMKM Ha KOMMbIOTepe.

Kak HacTpouTb noakno4yeHne n aBTopusauuio poytepa

Ana pabotbl ¢ UHTepHeT-NpoBanaepomMm:

[MaBa onucbiBaeT, Kak HACTPOUTb NOAKMOYEHNE N aBTOpU3aLmo poytepa anga paboTtsl ¢ HTep-
HeT-nNnpoBangepom.

MpoABUHYTbIe HACTPOMNKMW:
[MaBa onucbIBaeT, Kak KOPPEKTHO HAaCTPOUTb NPOABUHYTblE DYHKLIMM YCTPOMCTBA, BKIHOYas CeTb
Wi-Fi, TCP/IP, mexceTeBoWn aKpaH u T.A4.

2. OB30P YCTPOUCTBA

2.1 BBegeHue

[aHHas moaenb poyTepa nognepXxmeaeT psag NPOABUHYThIX PYHKUMIA: OOHOBPEMEHHbIN AOCTYN
B ceTb VIHTepHeT Ao 253 nonb3oBartenen, NoAKMIOYEHHbIX K YCTPOUCTBY, YETbIPEXNOPTOBLIN KOM-
MyTaTop U MeXceTeBou akpaH. PoyTep nossonseT nogkntoyatbes kK MHTepHeT, UCIMOJIb3YA npo-
Tokonbl DHCP/Static IP, IP/PPPoE (Dual Access), PPTP (Dual Access) /L2TP (Dual Access), 1
cnocobeH obecneyvnTb BbICOKYIO CKOPOCTb Nepeaayum AaHHbIX. BbicOkasi MOLWHOCTL NnepegaTtynka
Hapsay ¢ aPdeKTBHLIMM aHTEHHaMK obecneynBatoT Ka4eCTBEHHOE N cTabunbHoe coenHeHne
no Wi-Fi. PoyTep nogaepxnsaet MHOXECTBO COBPEMEHHbIX anirOpMTMOB LLIMGPOBaAHNA AaHHbIX,
nepenaBaembix no Wi-Fi: 64/128-6ut WEP, WPA/WPA2 n WPA-mixed, n no3sonsieT ncnosnb30-
BaTb pyHKUMM punbTpoB no IP-agpecam, Homepam noptos, no URL n MAC-agpecawm, 4To ge-
naeT yCTPONCTBO YAOOHLIM B TOHKOW HAaCTPOWKe 1 ynpaBneHun. Mogenb coBMecTMma npakTu-
Yyecku ¢ nobbim onepatopom Ha Tepputopumn PP n CHI, uyto genaet ee ngeanbHO NOAXOAALLMM
poyTepoM Ans nboro nonb3osarens. [epeg Bamu ka4eCTBEHHOE TEXHOMNOIMYHOE peLleHne ans
Wi-Fi, IPTV, P2P, poma nnu ogpuca!

2.2 OcobeHHOCTH

» YCTpPOWCTBO MOSIHOCTLIO COBMECTUMO M cooTBeTCcTBYeT ctaHgaptam IEEE 802.11n n IEEE
802.11g/b onsa yactoTHoro guanasoHa 2,4 'y ceten Wi-Fi.

> YCTpONCTBO NOAAEPKMBAET anropuTMbl NOAKINIOYEHUA U aBTopu3auumn B cetn IHTepHeT-npo-
Bangepa: DHCP, ctatudeckun IP-agpec, Dual Link PPPoE (Dual Access), Dual Link PPTP (Dual
Access) n Dual Link L2TP (Dual Access).

> YcTponcTBO noggepxusaet Tpu pexuma padotbl: Wi-Fi poyTtep/Todka goctyna, Pexum mo-
cTta u Pexxum poyTtepa-knunenta Wi-Fi-onepaTopa.

» [logaepxka ogHOBpeMEHHOW paboThl C FOPOACKOW CeTbio NpoBangepa v goctyn B IHTepHeT
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npu asTopusauum no npotokonam PPPoE, PPTP n L2TP Ha uHtepdence WAN.

> YCTpOWCTBO NOoaAepKMBAET MHOXECTBO COBPEMEHHbLIX anirOpUTMOB LLIMGPOBAHNA OaHHbIX,
nepegasaembix no Wi-Fi: 64/128 6ut WEP, WPA/WPA2 n WPA-Mixed.

» MeHto «bbicTpas HacTtporka» anst KoHpurypupoBaHma poytepa 6e3 3BOHKOB B CIYyX0y Tex-
HUYECKOM NOOOEPXKKN.

> YCcTponcTBO nogaepxmeaeTt pyHKkummn punetpaumm no IP-agpecam, Homepam noptos, MAC-
agpecam n URL, a Takxe nepeHanpasrieHne nopTos.

» [logaepxka npuopmuTesaumm nosnockl nponyckaHus (texHonorust QoS) no IP/IMAC-agpecam
N HOMepaMm MopTOB.

» Telnet-cepBep ycTpoiicTBa obecneymBaeT Ge3onacHoe yaaneHHoe ynpasrneHvue U aaMuHu-
CTpUpOBaHue.

» [Mogaepxka TexHonorum VLAN gnga npocmotpa IPTV u peanusaumm AoNonHUTENbHBIX YCIYT,
npegoctaesnsemMblx VIHTepHeT-npoBangepom (Tripple play)

2.3 BHewHun Bupg
2.31 lNepenHsas naHenb

Ha nepegHen naHenu poyTtepa pacnonoXxeHo 8 CBETOAMOAHbIX MHOMKATOPOB, KOTOpble 0TObpa-
XaroT TeKyLlee COCTOAAHNE YyCTPOMCTBa.

‘ToTo MR
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(BHewHwnn BuAa kopnyca, ero An3anH, HaMMeHoOBaHNA NHTepdencoB MoryT ObiTb
N3MEHEeHbI B 3aBUCMMOCTM OT MoAenu)




CeeTogmoaHbIN MHOWKaTOp CBETUTCA CUHMM LIBETOM, KOrga poyTep noaKr4yeH

POWER
Mo NMUTAHUIO K ANIEKTPOCETU, BO BCEX OCTASIbHbIX CIly4YasiX OH He ropuT.
CPU CBeToaMOoaHbIN MHANKATOP MUraeT CUHUM LIBETOM, KOra poyTep BKIHOYEH.
CeTi Wi-Fi CeeToamoaHbI MHONKATOP MUraeT CUMHMM LBETOM, KOrfa K poyTepy
nogkntoyeHbl knneHTbl Wi-Fi n npomucxoanT npouecc nepegayv AaHHbIX.
BKn Koraa k nopty WAN nogkntodeH kabenb NHTepHeT-npoBangepa, cee-
" | ToomoaHbIN MHAMKATOP CBETUTCS CUHUM LiBETOM.
WAN MuraeT B npouecce nepegaum n npuema gaHHolx Yyepes nopt WAN cseToau-
OAHbIN UHANKATOP MUraeT CUHUM LIBETOM.
Bbikn. |Korga kabenb MHTepHeT-npoBanaepa He noakntoyveH k nopty WAN.
Bkn Korga k nopty LAN nogknto4yeHo KIMeHTCcKoe YCTPONCTBO, COOTBET-
) CTBYHOLLMI CBETOANOOHbIA MHONUKATOP CBETUTCHA CUHUM LBETOM.
1/2/3/4 Muraet B npouecce nepegayn n npuema gaHHbix Yepes nopT LAN, cooTteeT-
LAN CTBYHOLMI CBETOANOOHBIN MHONKATOP MUTaeT CUHUM LiIBETOM.
Boeikn. |K cootBetcTBytowemy nopty LAN HM4ero He nogkrioyeHo.

2.3.2 3agHAA naHenb

Ha 3agHen naHenu poyTtepa pacnonoxeHbl Ethernet-uHtepdences (RJ-45), pasbem nutaHus,
kHonka RST/WPS u onunoHanbHas kHonka BkntoyeHus/BoiknoveHna (3aBUCUT 0T Mogenn).

KHonka
BkniwouyeHnsa/BblKnoueHnA

\
i i i o -
1°]]
| | | | |

WAN (MHTEPHET) LAN (KOMMbIOTEPbDI)

Pa3zbem nutaHus

DCIN

Pa3bem nutaHus CNy>XUT A4 NoAKN4YeHna agantepa nuTtaHnA.

WAN

MopT cnyXxuT ansa nogknoveHnsa kabens MHTepHeT-npoBangepa.

1/2/3/4 LAN

MopTbl cry»kaT Ans NOAKIOYEHUS K pOyTepY KMMEHTCKUX CEeTEBbIX YCTPOMCTB.

RST/WPS
KHOMKa

Haxxmute n yaepxxmamnTte KHOMKY 2-3 CeKyHAbl, NOCne Yero CBeToaNOAHbIN UHOWN-
kaTop System 6ygeT NOCTOSIHHO CBETUTCA. JTO ByaeT 03Ha4aTh, YTO TEXHONOIMS
WPS pabotaeT koppekTHO. Haxxmute n yaepxuBante kHonky 10 cekyHa, nocne
Yyero BCe CBETOANOAHbIE WHAMKATOPbLI YCTPOMCTBA HAYHYT BGbICTPO MuUraTb, YTO
OyoeTt o3HayaTb, YTO YCTPONCTBO YLUMO B Nepe3arpysky, nocre KoTopon npumeT
HaACTPOWKM MO YMOMYaHUIO.




3. KAK NOAKNIOYUTb POYTEP

3.1 Kak nogkno4utb poyTtep

UToObl NpaBubHO NOAKITIOYUTL KOMMBIOTEP U APYrMe YCTPONCTBA 1 NpefoCTaBUTb UM OQHOBpPE-
MEHHbI OOCTYN B ceTb VIHTEPHET Yepes poyTep, Kaxkaoe YCTPOMUCTBO AOSIKHO OblTb HACTPOEHO
Hagnexawmum obpasom n noakntoyeHo K poytepy Ethernet-kabenem unu yepes Wi-Fi.

1. OTkntounTe kKabenb VIHTepHeT-npoBangepa OT KOMMbOTEPaA, HAa KOTOPOM ObifT HACTPOEH A0-
CTyn B ceTb VIHTEpHET [0 NpnobpeTeHnsa poyTtepa.

2. MNopgkntounte Ethernet-kabenb, KOTOPbIM NpOBENY MHXEHepbI Bawero VIHTepHeT-npoBange-
pa B kBapTupy B nopT WAN, 0603Ha4YeHHbIN Kak nopT VIHTEpHET (CM. n3obpaxkeHne Ha 3agHen
CTOPOHE KapTOHHOWN KOPOOKM yCTpoKncTBa)

3. lMopkntouunTe ceteBon kabenb N3 koMnnekTa noctasku yctponctsea (Ethernet UTP LAN) oa-
HUM pasbemom B nobon n3 LAN-nopToB poyTepa.

4. MNogknounTe Apyron pasbem ceTeBoro kabenb U3 komnnekTa noctasku yctponcTsea (Ethernet
UTP LAN) k ceTeBoM nnaTte KOMnboTEpPa, HA KOTOPOM Oblf1 HACTPOEH 4OCTYN B ceTb NHTEpHET
A0 npuobpeTeHna poyTepa.

5. MNogkniounTe agantep NUTaHUS K pasbeMy NUTaHUSA Ballero poyTepa, 3aTeM K 3fieKTpoCceTH.
6. BkniouyuTte KoMnbroTEP.

7. Y6eautecb, 4TO cBETOAMOOHbLIE NHOMKaTOpbl Power 1 cooTBeTcTBYyOWME nHANKaTOpbl LAN
n WAN otobpakaloT TeKyLiee COCTOsiHMe poyTepa.

3.2 Kak npoBepuTb NpaBUNIbHOCTbL NOAKMIOYEHUS poyTepa

NMoHnmMaHne curHanoB cBeTOAMOLHON MHOMKALUK poyTepa NoOMOXeET OLUEHUTb TEKYyLLlEe COCTOA-
HUe, a TaKXXe COCTOSIHME NOKanbHOM CETU:

1. Ecnu agantep nutaHusa NOLKNIOYEH K pOyTEPY U 3MEKTPOCETU, @ CaMO YCTPOMUCTBO NOLKIHO-
4YeHo K ceTu NHTepHeT-npoBangepa, AOMKHbI FOPETb CreayLlme CBETOANOAHbIE MHANKATOPLI,
cBMAeTENbCTBYOLWME O HopManbHou paboTe yctponcTea: Power, WPS, LAN, Wi-Fi, WAN.

2. B Tom cniyyae, korga nopt WAN nogkntodeH kK cetn MIHTepHeT, aBTopu3auus (ecnv takosas
TpebyeTcH) npon3BeaeHa ycnewHo, ceetoanoaHbii nigmkatop WAN gomkeH muraTb.

3. B Tom cnyyae, koraa k LAN-nopTy nogkntoyYeH KOMNboTEP UK Apyroe KnneHTtckoe Ethernet-
YCTPOMCTBO, COOTBETCTBYOLLMNI cBETOAMOAHBIN HANKaTop LAN gornxkeH muratb.

3.3 Kak HAaCTPOUTb KOMNbOTEP ANiA NOAKNTKYEeHUA poyTepa

3aBoackon IP-agpec poyTepa: 192.168.1.1, 3aBoackaa macka nogcetu: 255.255.255.0. Oba na-
pameTpa MOXHO NPy HEOBXOANMOCTN N3MEHUTbL. B 4aHHOW MHCTPYKLMKN MO HACTPOWKE 1 SKCMy-
aTaumm Mbl OygemM Mcnonb3oBaTh 3HAYEHUS MO YMOYaHUIO.

lMpoBepbTe nogknoyeHne mexay komnoetotepom n LAN-noptom poyTtepa. CyuiectsyeT 2 cnoco-
0a yctaHoBuUTb IP-CcBA3b Mexay KOMNbIOTEPOM N POYTEPOM:

» YctaHoBKa IP-agpeca Bpy4Hyto

3angute B nanky ceTeBblx nogknioyeHun komnstotepa (Myck>lNaHens ynpasneHus> CeTb n
NHTepHeT>LleHTp ynpaBneHusa cetsammn n obwmm goctynom>M3ameHeHne napameTpoB aganrte-
pa). Haxxmmnte npaBon KHOMKOW MbILLK NO MKOHKe “lNoakitoyeHne no nokanbHou cetn” u Boibepu-
Te “CBonctBa”. B oTKpbIBLLEMCS OKHE HaxmuTe Ha “[NpoTokon MHTepHeTa Bepcun 4 (TCP/IPv4)’
N HaXxxmmnTe KHorky “CBoncTtea’. B oTKpbIBLLEMCA OKHE BbibepuTe “cnonb3oBaTb cneaytowmi |P-



agpec’. Beeaute IP-agpec B aktnBHoe none: 192.168.1.xxx (rae xxx — ntoboe ymcrno ot 2 oo 254).
Macka nogcetu: 255.255.255.0, ocHoBHoM winto3: 192.168.1.1 (IP-agpec poyTepa no ymonyaHuio).

» ABTOMaTtTnyeckoe nony4yeHue IP-agpeca

[MpoBepbTe, HACTPOEHa N ceTeBasi NfiaTa Ballero KOMnbTepa Ha aBToMaTU4eCKoe nosyyeHme
IP-agpecoB. [Ins aToro 3angute B nanky ceTeBbiX NogkntodeHun komnototepa (Myck>lNaHenb
ynpaenenus>CeTtb 1 MHTepHeT>LleHTp ynpaBneHnsa cetamm n obwmm goctynom>M3meHeHme na-
pameTpoB aganTtepa). Haxxmute npaBor KHOMKOW MbILIK MO MKOHKe “INoaknoveHne no nokanbHom
cetn” n Bbibepute “Ceonctea’. B oTKpbIBLLEMCA OKHE HaxXmuTe Ha “[NpoTokon MHTepHeTa Bep-
cun 4 (TCP/IPv4)” n HaxxmuTte kHonky “CBoricTBa’. B oTKpbiBLUEMCS OKHE BbibepuTte “MonyunTb
IP-agpec aBTOMaTnyeckun”.

Tenepb Heob6xoaMMo BbINONHUTL KoMaHgy CMD 13 komMaHQHOW CTPOKW, ANst TOro 4To 6bl Npo-
BEPUTb CETEBOE COEANHEHME MeXOY KOMMNbTEPOM U poyTepoM. OTKponTe KOMaHOHY CTpO-
Ky (Myck> BbinonHnTb. B OTKpbIBLLEMCA OKHE HEOBXO4MMO HanNMcaTb Ha aHrNMCKON packnaj-
ke knaBmaTypbl OykBbl CMD un HaxaTb knaBuwy Enter Ha knaBmuaType). [locne onmcaHHbIX
AEeNCTBUN Bbl YBUOUTE OKHO KOMaHOHOW CTPOKWU. B OKHe KOMaHAHOW CTPOKW BBeAeTe KomaHay
ping 192.168.1.1 —t, 3atem HaxxmuTe knasuwwy Enter.

icrosoft Windows [Uersion 6.2.9200@]
(c?» Kopnopauuna Masvikpocoor,., 2012. Bce npaea sawMuweHw.

wMindowssswstem32 »ping 1972 .168.1.1 -t

naketamd ¢ 192.168.1.1 no ¢ 32 sadTaMd RAHHMX:
or 192_168.1.1: uucao ganT=32 epemaiimc TTL=64
or 192 _168.1.1: uncao eanT=32 epemadilimc TTL=64
or 192.168.1.1: uncao canT=32 epemailimc TTL=64
or 192.168.1.1: uncao eanT=32 epemadilimc TTL=064

Puc. 3-1 Komanpa Ping npowna ycnewHo

Ecnu noJiydeHHble BaMWn pe3yribTaTbl CXOOHbI C TEM, YTO Bbl BUOUTE Ha Puc. 3-1, coeanHeHne
MeXxay KOMMnbrTeEPOM N POYTEPOM YCMNELUHO YCTAHOBJIIEHO.

icrosoft Windows [Uersion 6.2.92001
(c?) Kopnopauuna MaWkpocoor,. 2012. Boce npasa 3auMWEHM.

sMWindowsssystem322ping 192.168.1.1 -t

DeMeH naketamd ¢ 172.168.1.1 no ¢ 32 salTaMH NAHHBXK:
MHTEPBAA OMMIAHMA NAA 3aNpoOCca.
122_168.2_.2:° JapaHHHK Y3eAa HENOCT YNEH.
MHTEPEAA OXMOAHWA [OAA ZANpPOCcAa.
1922_168.2_.2:° 3apaHHHH Y3eA HEOOCTYMNEH.
MHTEPBAA OMMIAHMA NAA 3aNpOCa.
122_168.2_.2:° JapaHHHK Y3eAa HENOCT YNEH.

MHTEPBAA OXMOAHWA [OAA ZaNpOCa.
1922_168.2_.2:° 3apaHHHH Y3eA HEOOCTYMNEH.
MHTEPBAA OXHAAHHA 0AA 3ANpOCAa.

122_168.2_.2:° JapaHHHK Y3eAa HENOCT YNEH.

Puc. 3-2 KomaHga Ping He npowna
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Ecnun nonyyeHHble BaMu pesynbTaTtbl CXOAHbI C TEM, Y4TO Bbl BuAuTE Ha Puc. 3-2, coeanHeHne
MeX Iy KOMMbIOTEPOM 1 POYyTepOM He Bblino yctaHosneHo. Moxanyncra, cnegynte waram, onu-
CaHHbIM HUXe:

1. Kak npoBeputb hnsnyeckoe coeguHeHUe Mexay KOMMNbIOTEPOM U POyTEepPOM?

Ecnu coegnHeHne mexay KOMMNbOTEPOM U poyTepoMm umeeTcd, cootBeTcTByowmi LAN-nopt
poyTepa 1 COOTBETCTBYIOLMIA CBETOAMOOHBLIN MHOANKATOP Ha CeTeBOW nnarte KoMmnbioTepa (ecnum
TaKkoBOW MMEETCH Ha CeTEBOM afanTtepe KoMnboTepa) AOSKHbI MUraThb.

2. Kak npoBeputhb IP-cBA3b MeXAy KOMMNbLIOTEPOM U POYTEPOM?

Tak kak IP-agpec poytepa no ymonyanuo 192.168.1.1, IP-agpec komnbloTepa OOMKEH UMETb
no6oe 3HavyeHne B ananasoHe ot 192.168.1.2 no 192.168.1.254. IP-agpecom OCHOBHOrO LM03a
JOJTKHO ObITb 3Ha4YeHne: 192.168.1.1

4. KAK HACTPOMTb NOAKNMIOYEHUE U ABTOPU3ALIUIO
POYTEPA ONA PABOTbl C UHTEPHET-NMPOBAUAEPOM

[MmaBa onucbiBaeT nNpouecc HaCTPONKN OCHOBHbLIX (PYHKLMI NOAKITIOYEHNSA U aBTOpPU3aLnmn poy-
Tepa ang pabotbl ¢ IHTEepHeT-npoBangepom.

4.1 Kak 3antu B WEB-uHTepcenc HacTtpounkn Wi-Fi poyTtepa

[MoakntounTech K poyTepy, Kak 370 ObINI0 onNncaHo paHee B MHCTpyKumn. 3anyctute HTepHeT-
Opaysep Ha komnbloTepe. B agpecHon ctpoke VIHTepHeT-6pay3epa BBeaguTte IP-agpec poyTtepa
192.168.1.1 unn agpec my.totolink.com (no ymonyaHuio), 3aTem HaxxmuTe knasuwy Enter.

AHAeKC |8 192168.1.1 O i
Mnm
E ) ﬂ-H-ﬂEKE ;?2-‘ http://my.totolink.com/ D~ xj

3aTem Bbl YBUONTE OKHO, 3anpalinBaroLiee NM4 nosib3oBaTesnia 1 naporsib:

i '
BesonachocTs Windows P

Ana exoga Ha cepeep 19216811 no agpecy TOTOLINE WIRELESS ROUTER
Hy#HBl MMA NOAB30EATENA W NAP0NE.

Mpegynpexgenne: Cepeep TpeByeT Nepesaqn MMEHN NoNLICEITENR W
napona Yyepes HeBesonacHoe CoedMHEHNE (BYAET BeINONHEHE 0BbI4HAA
NpoBepKa NOAANHHOCTH].

| MNone3oeatens |

| Mapone |

[ 2anomuure YHETHEIE JaHHBIE

| oKk || Ommena




BBegute Ha aHrMMMCcKoM packragke knasuaTtypsbl crioBo admin B none “lNonb3oBartens’, B none
“Maponb’ BBEOUTE Ha aHIMMNCKOW packnagke knasmaTypbl cnoBo admin. YTobbl NpoaomKuTb

NpoLeCC HAacCTPoOnKK, Haxkmmte kHonky OK mnnu knasuwy Enter.

BaxxHoe npume4aHue: B crny4ae, ecrnu 0KHO 3anpauusarou,ee UMs rnosib3ogamersi
U rnaporsib He rosi8uriocb, CKopee eceao, 8 Hacmpolikax MIHmepHem-6pay3epa Ha-
cmpoeHa paboma Yyepes rpokcu-cepsep. 3atudume 8 Hacmpouku lHmepHem-6pay-
3epa (Cepsuc > Ceolicmea obospesameris > Bknadka “NodknoveHus’), usmeHume
pexum pabomsl MIHmMepHem-6paysepa (omknodyume pabomy MIHmepHem-6pay3se-
pa yepes rpokcu-cepsep) u Haxmume KHorky OK.

lMosgpasnsem, Bbl aBTopusoBanuck B WEB-uHTepgence poytepa. [locne aBTopusauunm Bbl yBU-

AnTe OaHHoe OKHO B Bpayasepe.

The Smartest Network Devices

TOTO RS Model no N300RT
CocToRHHe -
o Cocrennie COCTOAHUE

* Cratncrika
®  CHCTEMHEIR KypHan
CocToAHne nH

iica WAN(LocTyn B ceTs MIHTEDHET U IODOOCKYIO CETh

Bawero Wi-Fi poviepa

Hacrpoitkn Wi-Fi

MexceTegoi 3kpan Pexim paBoTel cetn Wi-Fi:

BricTpan HacTpoitka - MPOTOKDN NOAKMIUEHIA W ABTOPUIALNN B CETH
. npoeangepa;
HacTpoiika QA onkITHLIX + P-anpechackaling:
Pexum paboTsl + WAC-agpec uHTephenca:
OcHosHsle Hacrpoiikn . DNS 1 ropoackoii ceTi oneparopa:
DNS 2 ropeackoil ceTn onepartopa:
Wi-Fi cetb + 3

DNS 3 ropoackoit ceTh oneparopa:

MapuipyTH3auus +

+

+

[nana3oH (NoaaepxMEaSMEIe CTAHOAPTEI):
88ID:

TexHu4eckoe oBCNYKHEaHNE

Homep kanana:
Windipoearne:

BSSID:

CocTosuue TexHonomm WPS:

[ogKNIgYeHHbIE KNNEHTEL

IP-appec Wi-Fi poytepa:
IP-agpec/Macka/lUnios:

epdeiica nokaneHoil cet (LAN) Bawero W

DHCP

172.16.1.99/255.255.0.0/172.16.1.232
78:44:76:3799:63

17216817

17216.1.232

1721619

Wi-Fi poyTepiTouka goctyna+\Wi-Fi-knnenTel
24Ty (B+G+N)

TOTOLINK N300RT

5

Omin.(Touka aocyna),OTkn.(WD'S)
78:4476:3799:82

Brikn

1

i-Fi poyrepa

Cratnyecknit IP

192.168.1.1/255.255255.0/192.168.1.1

Pyccrniit ¥

DHCP-cepeep:  Bin.

4.2 JlorvH v naponb poyTepa

B nepByto ovepeab pekomeHayem N3MeHUTb NOrMH U Naporib YY4ETHOW 3anucu agMuHucTpaTopa
poyTepa, YTOObl NOBLICUTL YPOBEHb KOH(UMAEHLMANBHOCTL U 3almweHHocTn goctyna B WEB-
nHTepderc poytepa. lNoxanyncra, obpatutechb k nyHKTy nesoro meHto WEB-uHTepdgerica: “Tex-
Hu4eckoe obenyxmaHme” — “fNlornH 1 napone Wi-Fi poyTepa” n npoytute COOTBETCTBYIOLLYIO
rnasy B A@HHOW MHCTPYKLUMMW.

TOTO

OCTORHHE +
picTpas HacTpoiika +
acTpoilKa [MA ONLITHLIX +
E3HM paboThl +
CHOBHbIE HacTpoitku +
Vi-Fi ceTh +
lapwpyTHaauma +
leceTeBoR 3KpaH +

eXHH4YeCKoe oDCNyHHEAHHE =

DDMNS
3awwra o1 DoS-arak
OOHOBNEHNE NPOLWWEKK
Telnet-cepeep
EH

Norwd v napone Wi-Fi poyTepa

Mepeaarpyaka
PacnucaHue aETonepe3arpyakn
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ToTO [HITH Model no N300RT

CocToAHne +
BLicTpan HacTpoiika + CMEHA NMAPONA
HacTpoika ANA ONbITHBIX + Ha gaHHoli cTpaHuye Bel MOXETE M3aMeHTE JTriH W naponk QocTyna K eed-uHTepdeicy poyTepa. BHUMaHKe! ECnW Bbl XOTUTE OTKMKIUWTE 33WWTY
AOCTYNA HA BEG-UHTEpMEIC YeTPOICTES, OCTABLTE NONA NONMHA W N3PONA NYCTEIMU U HEKMUTE KHONKY 'COXpaHNT’
PeknM padoThl +
. Noruu admin
OcHoBHble HacTpoikn +
HoBell Napons; s
Wi-Fi ceTs + =
BBeguTE HOBEIR Nap0nk EWe pa3
MapupyTH3aLna +
ey ~ CoxpaHuTs

Norun: Beeonte B none xenaemoe Mms nonb3oBartens (noruvH) ana astopusauun B WEB-
WHTepdence ycTponcTea.

HoBbIn naponb: BeBeante B none HoBbIV Naponb ANS yNpaBieHUs yCTPONCTBOM MO yY4EeTHOM
3anucbLilo agMuHUcTpartopa.

BBeauTe HOBbIN Naponb ele pa3: BeeguTte B none HOBbIV Naporb, YToObl y6eauTcs B TOM,
4TO He gonylleHa ownbka unu onevaTka npy BBOAE.

4.3 BbicTpasa HacTpouka

“‘bbicTpasa HacTponka” NO3BONSET CaMOCTOSATENBHO CKOH(UIYpUpoBaTb POyTeEP 3a CHUTAHHbIE
CeKkyHObl 6e3 3BOHKOB B CIyX0y TEXHNUYECKOWN NOOOEPXKKN.

ToTO [HINTS Model no. N300RT
CocToAHne +
BricTpanA HacTpoiika - EBICTPAA HACTPOUKA
# | GeicTpaA Hactpoiika EEICTpaA HacTpoiika No3eonuT Bam Nerko CKoHGUryppoBaTs Baw Wi-Fi poyTep 3a HECKOMBKE NPOCTLIX Waroe!

HacTpoiika AN ONbITHBIX + 1. Pexum paGoTel yeTpolicTea

2. Jatawepema
Pexam pabotel + 3. Hacrtpoika uetepdeica LAN

4. Hactpoika uHTepdenca WAN(ZOCTYN B ceTk LIHTEpHET M rOpoQCKy CeTe NpoEaRgepa)
OCHOBHbIE HacTPORKH + 5. HacTpolika oCHOEHBIX napametpos Wi-Fi

6. 3awmTa ceTi Wi-Fi
Wi-Fi cets +

Janeess

MapupyTuaauus +
MexceTeEol 3kpax *
TexHuyeckoe 00CNyKHBAHHE +

Haxmute “BbicTpasa HacTponka” B neBoM MeHto WEB-uHTepdgenca, 3atem HaXMuUTe KHOMKY
‘Nanee>>", yTobbl NPOAOMKNTL HACTPOWKY.

EbICTPAA HACTPOWKA

EbicTpaA HacTpoika no3eonuT Bam Nerka ckoHGUrypupoeaTe Baw Wi-Fi poyTep 33 HECKONbKG NPOCTLIX WAros!

. Pexmm paGoTtel ycTpoOACTES

. Jatanepema

. Hactpoika nHTepdenca LAN

. Hactpoika nHTepdenca WAN(QOCTYN B CeTe VIHTEPHET W TOpoACKYK CeTk NpOBaNOepa)
. HacTpofka ocHOBHE Napametpor Wi-Fi

. JawmTa cetd Wi-Fi

[ R e S R

I Janee>> I

4.3.1 Pexxum paboTbl ycTpoucTBa

MapameTp onpegenseT n onucbiBaeT PyHKUMOHAN U HasHavyeHne paboTbl ycTponcTea. PoyTtep
nogaepXxuBaeT crnegyowme pexnmel paboTtol: Pexxum Wi-Fi poyTtepa/Toukun goctyna, Pexunm Mo-
cta n Pexunm Wi-Fi PoyTtepa-knuenTta Wi-Fi-onepatopa n Pexxum NosToputens/

Penutepa /Pacwuputens cetu*.lNepekrnioyeHne mexay pexumammn paboTbl NpousBoaNTCS Npu
NOMOLLIN KHOMKK “UBMEHUTL pexnm paboTel ycTporcTea”. BoibepuTte noaxoaawmm pexmnm pabo-
Tbl, NpoYMTaB onucaxue kaxagoro B WEB-unHTepderice yctponctaa. UTobbl NpogoskmMTb npoLuecc
HaCTPOWNKM HaXXMUTe KHoMKy “Hanee>>"
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ToTO [HIS Model no N30ORT

Coctonnne +
BbiCTpan HacTpoiika = 1. PEXXWUM PABOTbI YCTPONUCTRBA

* EhicTpad HacTpoiika Ha AaHHOR CTRAHLLE YKaZaH TEKYLWIA peXMM padoTel yeTpoicTEa, NA €10 M3MEHEHNA HEKMUTE KHOMKY VIZMEHWTE PEXUM paBoTel yeTpORCTES'.

HacTpoika AnA oNbITHLIX + Ecnn nHxeHepsl Bawero VIHTepHeT-NpoBaiaepa npeseni Ethernet-kadens K Bam e KBARTHRY, TO
ebifepnTe OaHHLI pexsm padoTel yoTpoicTea. Ethermnet-kadens npoeaigepa Heolxognmo

Pexmm paboTel * NOQKMKYNTE B NopT WAN, KoTopslil 0G03HaveH Kak nopt MHTepHeT (oM. naodpakeHne Ha 3agHed
CTOPOHE KapToHHON KopoGkK oT yeTpoAcTea). B gaHHoM pexume padoTtel DyHEUmMA MAT Bawero Wi-

OCHOBHBIE HACTpOIHKK + Pesn Wi-Fi poyTepalT o4k AocTyna If\ poyTepa eknioyeHa. Boe knuenTtckire Wi-Fi n Ethernet ycTpoicTea, NOAKTIYEHHEI K POYTERY,
GymyT Nony4aTh AOCTYN B CETh MIHTEPHET Yepe3 ofuH IP-aapec NPUCEOEHHBIR MHTEpdeicy WAN

Wi-Fi cete “ Bawum LIHTepHET-NPOEARAEPOM. [JOCTYNHBIE THMLI NOAKMKYEHWA B AAHHOM PEXUME padoThl
YCTROACTEA: BBECTH BRYWHYIO CTaTHYECKiA IP-agpec, Macky, LWMoa n agpeca DNS.MonyyuTs IP-

MapuwpyTH3aums ~ agpec aeTomatiyecki (DHCP-knuent), Dual link PPPoE(Dual Access),Dual link PPTP(Dual

4.3.1.1 Pexxum Wi-Fi poytepa/Touykmn poctyna

Ecnun nuxeHepobl MHTepHeT-npoBanaepa nposenn Ethernet-kabenb B kBapTUpy, BbiGEPUTE AaH-
HbI pexum paboTbl ycTporcTea. Ethernet-kabenb nposBangepa Heo6xoANMMO NOAKNIOYNTE B MOPT
WAN, koTopbit 0603Ha4eH kak nopT “UHTepHeT” (CM. n3obpakeHne Ha 3agHen CTOPOHE KapTOH-
HOM KOPOBKK OT ycTponcTea). B aaHHOM pexume paboTbl pyHKumna NAT BkntoyeHa. Bece knmeHT-
ckne Wi-Fi n Ethernet-yctponctsa, nogkntodeHHble K poyTepy, ByayT nonyyatb JOCTYN B CETb
NHTepHeT Yepes oanH IP-agpec npucsoeHHbin nHTepdency WAN UHTepHeT-npoBangepom.

KHonka
BknoueHus/BbiknoueHNs

WAN (MHTEPHET) LAN (KOMMNbIOTEPbI) Pa3sbem nutaHus

4.31.2 Pexum MocTa

Pexum nossonseTr obbeanHnTb ABe nokanbHble Ethernet-cetn yepes coegnHernne Wi-Fi aByx
OAMHaKOBbIX YCTPONCTB B pexume mocta. Hanpumep, ecnun y Bac ctouT 3agada obbeamHnUTh ABa
odmca yepes gopory B OA4HY CETb.

4.3.1.3 Pexxum Wi-Fi PoyTtepa-knuneHnta Wi-Fi-onepaTtopa

B atom pexunme paboTbl Bce LAN-nopThl 06beanHeHbl B 06LLMIA MHTEPdENC, NOAKMOYEHNE K CETU
NHTepHeT ocywecTBnsieTcs Yepes uHtepdenc Wi-Fi. dyHkumsa NAT BkntoyeHa. Bece knmeHTckme
YCTPOMNCTBA, NOAKMOYEHHbIE K poyTepy, ByayT nonyyaTtb JOCTYN B ceTb NHTEepHET Yyepes OanH
IP-appec, npuceoeHHbIn nHTepgerncy WAN Wi-Fi-npoBangepom. Heobxoanmo nepesectn Wi-
Fi nutepenc poytepa B pexkmm “Wi-Fi-knueHT” n ycTaHOBUTbL COeaMHEHME C TOYKOM AocTyna
Wi-Fi-npoBangepa Ha ctpaHuue “lNounck Wi-Fi ceten”. locTynHble TUMNbLI NOAKOYEHUS B JaHHOM
pexume paboTbl ycTponctea: Ctatudeckun IP-agpec, AnHamuyeckun IP-agpec (DHCP-knneHT),
Dual Link PPPoE (Dual Access), Dual Link PPTP (Dual Access) nnu Dual Link L2TP (Dual Access).

* — Konuyecmeo pexumoe pabomsbl ycmpolicmea u ux cmabusibHocmb 3aeu-
cum om eepcuu MUKpornpozpaMmMHO20 obecrneyeHusi (MPpowueKu).
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4.3.2 laTta n Bpems

Ha cTpaHuue MOXHO CMHXPOHM3MPOBaTb CUCTEMHOE Bpems ycTponcTBa ¢ NTP-cepsepom (cep-
BEP TOYHOro BpeMEHMN) B ceT NHTEPHET UM CUHXPOHN3NPOBATL CUCTEMHOE BPEMS C KOMMbHO-
Tepom. [1nsa Toro 4tobbl NPOAOMKMUTE NPOLIECC HACTPONKM HAaXXMUTE KHONKY “[anee>>"

2. AATA U BPEMA

Ha gaHHoi cTpannue Bel MO¥eTe CHHXpOHM3MPOBaTL CUCTEMHOE BpemA yCcTpoicTea ¢ NTP-cepeepomM (CepEep TOYHOMD BOEMEHN) B CETH MIHTepHeT
WK CUHXPOHW3MPOBATE CHCTEMHOE BpamMA © BaWnm KoMNEKTEROM

CHHXPOHW3NpoEATE BpemA c MNTP-cepeepom

ABTOMATHYECKN MEPEX0ONTL Ha MeTHee BpeMA 1 0GpaTHo
YacoBoiH NoAC

MTP-cepeep

OTmena ==Hazag Oanee=>

CunxpoHunsupoBatb Bpems ¢ NTP-cepsepom: NTP (Network Time protocol) — npoTtokon Tou-
HOr0 BPEMEHU, CUHXPOHU3UPYIOLNICA C CEPBEPOM TOYHOro BpemMeHn B ceTn MIHTepHeT (NTP-
cepBepoM). [locne CMHXpOHM3aLMn C CepBEPOM Ha YCTPONCTBE (poyTepe) ByaeT Takoe e Bpems,
kKak n'y NTP-cepsepa B cetn VMIHTepHeT. Kpome 3TOro MOXHO CUHXPOHU3NPOBATbL U BpeMSA BCEX
KNMMEHTCKNX YCTPONCTB, NOAKITIOYEHHbIX K poyTepy, YTOObl N36aBnTb NONb30BaTeNen OT BO3MOX-
HbIX Npobnem npu paboTe ¢ 06LWKnMM ceTeBbIMM pecypcamm fnokanbHom ceTu. NoctaBbTe ranoy-
KY B OKHe, 4TOObI BKNHOUYNTb PYHKLUNIO CUHXPOHU3aumn ¢ NTP-cepsepom.

ABTOMaTN4ECKN nepexoaunTb Ha JieTHee BpeMd U O6paTHOZ MocTaBbTe rasiouky B OKHE, YTOObI
BKIMIOYUTb beHKLl,I/II-O.

YacoBon nosic: Beibepnte 4acoBowm NosIC TEKYLLErOo MeCTOMNOMNOXeHMS poyTepa.

NTP-cepBep: Bbibepute NTP-cepBep 13 cnucka OCTYMNHbIX, C KOTOPbIM Bbl XOTENN Bbl CUHXPO-
HU3MpOBaTb CUCTEMHOE BpPEeMS BaLLero yCTponucTBa u ero ceTu.

4.3.3 Hactpouka LAN

Ha aTou cTpaHuue MOXHO HacTpouTb napameTpbl HTepgenca LAN.

3.HACTPOINKA MHTEP®ENCA LAN (NOKANLHON CETH)

Ha gaHHoR CTpaHMUE Bl MOXETE HACTROWTE NapamMeTpel MHTepdenca LAN

IP-agpec Wi-Fi poyTepa: 192.168.1.1

lacka nogoeTi: 255.255.255.0

OTmeHa ==Hazag Oaneexzx

IP-appec Wi-Fi poyTtepa: 310 IP-agpec no kotopomy goctyneH WEB-nHTepgenc yctponctea
Anga knuenTtoB nokanobHon cetn LAN (Bkntoyas cetb Wi-Fi). [ToMuMO aTON QoyHKUMMK, AaHHbIN
IP- agpec GyaeTt ncnonb3oBaTbCsa YCTPONCTBOM AN npasun mapwpyTtudaumm (IP-agpec wnto-
3a NO-yMOn4aHuio).

Macka noaceTtu: [aHHbLIN napamMeTp WUCNOSb3yeTca A9 onpeaeneHus kKraccudpumkauymm
IP-ceTen ansa BeibpaHHoro ananasoHa |IP-agpecos. Hanpumep, 255.255.255.0 — TunoBoe 3Ha-
YyeHme Mackm noaceTn anga ceten knacca. C, kotopbi noaaepxueaet IP-agpecauuto ot 192.0.0.x
no 223.255.255.x. IP-ceTtu knacca C ucnonb3ytoT Macku nogceTn anvHom B 24 6uta gnsa onpe-
AeneHus agpeca cetu, n 8 6Gut gnga onpegeneHnst agpeca KOHKPETHOrO KOHEYHOro KIMEHTCKO-
ro yctpouctaa (y3na).
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4.3.4 Hactpouka untepcgpenca WAN (UHTepHeT)

Ha gaHHon cTpaHuue MOXHO HacTpouTb napameTpbl HTepdenca WAN onsa goctyna B ceTb VK-
TepHeT. [1na HacTporku poyTepa Heobxo4MMO 3HaTb MPOTOKOS NOAKITYEHNA U aBTOpM3auumn B
ceTu npoBanaepa. icnonb3yembln MPOTOKOM 3a4acTyto yKa3aH B JOroBope Ha okasaHue ycnyr
U1 Ha canTe TEXHUYECKOW NoAAEePKKM Nonb3oBaTernen onepatopa B HaCTPOMKax CoeaUHEHUS.
MoxeTe BblOpaTb O4MH N3 NPOTOKOSOB B 3aBMCUMOCTU OT TOro, Kakon ncnonbayet Baw VHTep-
HeT-npoBangep: 802.1 x, BBECTM Bpy4YHYIO cTatndeckum IP-agpec, macky, w3 n agpeca DNS,
nonyuntb IP-agpec aBtomatunyecku (DHCP-knueHT), Dual Link PPPoE (Dual Access), Dual Link
PPTP (Dual Access) unu Dual Link L2TP (Dual Access). BHumaHnue! Kpome npoTtokona nogkrto-
YeHnsa U aBTopM3auuKn B CETU npoBanaepa MOXeT NoHaaobuTbLCA NOrMH U Naponb ANa AOCTy-
na B ceTb VIHTepHeT. JlornH 1 naposnib MoryT ObiTb YKa3aHbl B JOrOBOpe U B NMIMYHOM KabuHeTe
nonb3oBartens. BHnmaHune! Ecnn Bbl korga-nmbo MeHanu NorMH n/munu napornbs, NPU HacTPoOnKe
ybeauTech, YTO BBOAUTE akTyalibHble JaHHble B COOTBETCTBYOLLMNE MONS.

4 .HACTPOWKA MHTEP®ENCA WAN(OCTYN B CETb MHTEPHET U FOPO[ICKYH CETh NPOBAROEPA)

Ha OaHHoA cTpaHuue Bel MOMETE HACTROWTE NapaMaTpel MHTepdeca WAN ANA AoCTYNa B CaTh MIHTepHeT. ANA HacTpoik Bawero Wi-Fi poyTepa
HeoGX0QUMo 3HATE NPOTOKON NOOKNIOYEHWA N 3ETOPU3aUNA B CETH NpOoBaNaepa. 3T0T NPOTOKON 334acTyi yKa3aH B O0r0BOPE HA YKA3aHWe yomyr
WM Ha CAATE TEXHUMYECKON NOOOEPHKN NONL30BATENSA CNepaTopa B HACTPONKAX COBAMHEHNA. Bl MOXETe BbIBpaTe OQMH M3 NPOTOKONGOE, B
23BMCUMOCTI OT TOTO, KaKoW ncnonkayvet Baw VIHTepHeT-npoeannep: BEecTi BpyYHY0 cTaTuyeckni IP-agpec, Macky, lnwa » agpeca

DME Monyunte IP-agpec aeTomatndeckn (DHCP-knuenT), Dual link PPPoE(Dual Access), Dual link PPTP{Dual Access), unu Dual link LZTP{Dual
Access). BHUManue! Kpome NpoTokona NogKNiYeHnA M aEToRM3aunK B ceTh Mpoeangepa Bam moxeT noHagoGWTeCA NOMMH M Napons ana
O0CTYNA B CceTk FIHTepHeT. JIoriH M naponke MoxeT ObiTh YKa3aH B JOT0BOPE WNW B MWYHOM KaGnHeTe noneacearend. BHumanwe! Ecnn Bel korga-
nuGo MeHANW NoMMH W Naponk, TO NPK HACTPONKe yGeguTeck, YTo Bel BBOOWTE AKTYaNEHEIE OAHHLIE B COOTEETCTEYHIWE NONA.

MpoToKoN NOQKNKDYeHUA 1

= i L X ) = ) v
SETOPHAALNN B CETY NPoBANaepa: MenyuuTe IP-agpec ﬂEITDHﬂTlIECKlI (DHCP-knueHT)
BeecTu Bpyunymn craTwydecknd IP-agpec, Macky, Llinio: uw agpeca DNS
KnoHWpoeate MAC-agpec MenyynTe IP-agpec asToMaTnyeckn (DHCP-kNneHT) biX KNHEHT OB

Dual link PPPoE(Dual Access)
Dual link PPTP{Dual Access)
| Dual link L2TP(Dual Access)

802.1 x MeTog NpoBE KN NOOMUHHOCTI,

OTmena <=Hazag Oanee>>=

lMpoTokon noaknoYeHNs U aBTopu3aunm B ceTu npoBanaepa: Bol MoxeTe BbibpaTb OANH U3
NPOTOKOJSIOB B 3@aBMCUMOCTM OT TOro, Kakown ucnonbayet VIHTepHeT-nposanaep.

4.3.41 BeBecTu Bpy4Hyro ctatudyeckum IP-agpec, macky, wno3 n agpeca DNS

Ecnu MHTepHeT-npoBangep ykasan B 4OroBOpe Ha oka3aHue ycnyr cBsa3m ctatuyeckumn IP-agpec,
Macky, w3 n agpeca DNS, nHxeHep onepaTtopa BBes 3TU PEKBU3NTLI B CBOMCTBaxX CETEBOM
nnaTbl KOMMNbOTEPA NPU HAaCTPOWMKE CoOeAIHEHWS, Toraa BbibepuTe UMEHHO 3TOT NPOTOKON NoA-
KIoYeHnsa 1 aBTopm3aumm B CeTY NnpoBangepa, npeasapuTterisHo cOpocuB napameTpbl CETEBOM
nraTtbl KOMMNbOTEPA HA aBTOMaTU4eckoe nonyyeHune IP-agpecos.

4. HACTPOWKA MHTEPOENCA WAN(OOCTYN B CETh MHTEPHET W TOPOMCKYK CETh MPOBANEPA)

Ha gaHHoi cTpaHuue Bel MOXETE HACTPOWTE NapamMeTpel MHTEpdedca WAN ANA QoCcTyNa B ceTk FIHTepHaT. ANA HacTpoikn Bawera Wi-Fi poyTepa
HeoBX0OHME 3HATE NPOTOKON NOAKMNKYEHHA 1 AETOPU3AUMK B CETH NPOoBaAAepa. 3TOT NPOTOKON 33YaCTY0 YKa3aH B A0TOBOPE HA YKA3AHWE yomyr
UMK Ha CaiTe TeXHWYeCkoi NoQaep#KY NoNb3CEATENEA ONePATORE B HACTPOAKAY COBOMHEHWA. Bbl MOMETE BRIBpaTL 0OWH W3 NPOTOKONOE, B
JABMCHIMOCTI OT TOTO, KAKOM MCNonb3yeT Baw MHTepHeT-Nporaigep: BEECTM BpYYHYID CTaTHYeckid IP-agpec, Macky, LWNKa 1 agpeca
DMS,NonyunTte IP-agpec aeTomaTtiyeckl (DHCP-knueHT), Dual link PPPoE(Dual Access), Dual link PPTP{Dual Access), unu Dual link LZTP{Dual
Access). BHUMAaHKMe! Kpome NpoTokona NOOKNKYEHA W ABTORpH3AUMW B ceTW MNpoeaigepa Bam MoxeT NoHagoSUTeCA NOMMH MU Napans AnA
O0CTyNa B ceTk FIHTapHET. JIorMH W Naponk MoxeT GeiTe YKa3aH B Q0r0BOPE MNK B NMYHOM KaGWHeTE NonbaoeaTenA. BHWMaHwe! Ecnn Bl Korga-
NUE0 MeHANW NorMH W NAponks, TO NPW HACTPoAKE yEeOWTeck, yTo Bl BECOWTE 3KTYANbHLIE OAHHBIE B COOTEETCTEYEOWE NONA.

MpoToKON NOQKMKYEHUA 0
AETOPU3ALNK B CETH NpOEaRgepa:

BeecTH BpyyHyo cTaTuyeckuid IP-agpec, Macky, Wnwz v agpeca DNE
IP-agpec Wi-Fi poyTepa: 0.0.0.0
Macka nogceTh: 0.0.0.0
Lnka: 0.0.0.0
DMS 1 ropogcko ceTw onepatopa
DMS 2 ropogckol ceTw onepatopa
DMS 3 ropogcko ceTw onepatopa
KnoHupoeaTe MAC-agpec 000000000000 Crannpoeatue MAC-agpecos Brex NOENIOYEHHBIX KNWEHTOE
8021 x MeTog NpoEEPEN NCQNMHHOCTI: Baitn T

OTnena <=Hazag Hanees=
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IP-appec poyTepa: IP-agpec, npucsoeHHbIi IHTepHeT-npoBangepom (AaHHbIN napameTp 00bly-
HO yKasaH B [JOroBope Ha okasaHue ycnyr cBa3u). [laHHbl IP-agpec Obin BBeAeH B CBOMCTBAX
ceTeBOM NnaTtbl KOMMNbIOTEPA, HA KOTOPOM OblfT HACTPOEH AOCTYN B IHTEPHET UHXEHEepPOM Mnpo-
Bavigepa 4o npuobpeTeHuns poyTepa.

Macka nogceTu: [NapameTp ucnonbsyetcs Ansa onpeneneHns knaccudpukaumm IP-ceten ons Bbl-
©paHHoro ananasoHa IP-agpecos. Hanpumep, 255.255.255.0 — TMnoBoe 3Ha4YeHne Mmacku nogce-
T ons ceten knacca C, kotopbin nogaepxumsaet IP-agpecaumto ot 192.0.0.x go 223.255.255.x.
IP-cetn knacca C ncnonbayoT Macku noaceTn AnnHon 24 6uta gnsa onpeneneHus agpeca cetm
n 8 6uT ona onpegeneHns agpeca KOHKPETHOro KOHEYHOro KIIMEHTCKOro yCTpPOMCTBa (XOcTa).
[aHHbIM napameTp 06bIYHO yKa3aH B AOrOBOpE Ha OKasaHue ycnyr CBA3W.

LWno3: IP-agpec gpyroro poyTtepa nnu cepeepa, pacnosioXXeHHOro B ropoAckon cetn MHTepHeT-
npoBangepa, KOTOpbI NepeHanpaBnsaeT U BbiICTpanBaeT MapLUPYTbl NPOABMKEHUSA AaHHbIX 45
AO0CTyna BO BHELLHIOW ceTb IHTEpPHET (N0 COOTHOLIEHUIO K MaclwiTabam NHTepHeT-npoBangepa)
B KaKyt0-nnmbo BHeLUHIo, 6onee BbICOKOPA3BUTYHO U BbICOKOOPraHM30BaHHYO ceTb (OT poyTepa
Ao cetn VInTepHeT). NMomMrMMo 3TOro w03 B 06O KOMMNbIOTEPHOW CETU AOSMKEH CaMOCTOATENb-
HO BbICTpaMBaTb MapLpyTbl 4O 6onee BbLICOKOCTOSALLErNO W03a 1 Tak ganee. [lJoctyn B ceTb B
WHTepHeT n BcA ceTb VIHTEpHET — 00beaMHEHE MHTENMEKTYyarnbHbIX YCTPONCTB (L0308, Ta-
KMX KaK poyTepbl U1 cepBepbl), BbIOMpaLWMX AUHAMUYECKM N HA OCHOBaHWUM 3a4aHHbIX aj-
MUHUCTPATOpamMm 3TUX YCTPOMCTB NpaBusl. NepPeaBMKEHUS AaHHbIX, paboTatoLwmx No NpoToKo-
ny IP (napameTp wrnto3a unm agpec OCHOBHOTO LWM03a 00bI4HO yKa3aH B JOroBOpe Ha OkasaHue
ycrnyr cBsi3n).

DNS: Cepsep B cetn UHTepHeT-npoBanaepa DNS (Domain Name System), koTtopbii paboTta-
eT No NpuHUMny TenedOoHHON KHUMM ANna ceTn IHTepHeT, conocTaBnAlLWnA TO, YTO Bbl BUAUTE
B agpecHoun ctpoke MHTepHeT-Opay3epa B kayecTBe Ha3BaHus VIHTepHeT-canTa ¢ IP-agpecom
cepBepa, rae 3ToT canT HenocpeacTBEHHO HaxoanTcs (napameTp obblvHO DNS ykasaH B goro-
BOpE Ha OKasaHwue ycrnyr CBA3u).

4.3.4.2 Nonyuntb IP-agpec aBTomatnyecku (DHCP-knueHT)

DHCP (Dynamic Host Configuration Protocol) — npoTtokon nokaneHbix ceTten (LAN). Ecnun npoai-
Aep He yKasan HMKakux ceTeBbIX PeKBU3UTOB (TakMX Kak NoruH, napone, IP-agpec, macka nogce-
TM N T.4.), CKOpee Bcero, VIHTepHeT-npoBanaep ucrnonb3yeT 3TOT NPOTOKON AN NpefoCcTaBNeHns
pocTtyna B ceTb IHTepHeT cBOMM KnueHTam. Ecnn BbibepuTe AaHHbIM NPOTOKOMN NOAKIOYEHNS U
aBTOpM3auumn B ceTu nposangepa, nHtepdpenc WAN (nopT, oTBevalLwmi 3a 4ocTyn B ceTb UH-
TepHeT) nony4yut IP-agpec v apyrue ceteBble peKBU3UTbI aBTOMaTUYECKM OT CETU oreparopa.

4 HACTPOWKA WHTEP®ENCA WAN{IOCTYN B CETb MHTEPHET ¥ FTOPOMICKYK CETh NPOBAREPA)

Ha gaHHoA cTpaHuue Bel MOXETE HACTPOWTE NapaMeTpel MHTepdeica WAN OnA gocTyna B ceTe MIHTepHeT. AnA HacTpoiky Bawero Wi-Fi poyTepa
Heo0xogQMMo 3HaTE NPOTOKON NOQKNKYEHNA M AETOPN3AUNMK B CETH NPOEaROEPa. 3TOT NPOTOKON 3aYacTyh YK33aH B JOT0BOPE HA YKa3aHue yomyr
UMW Ha CANTE TEXHWYECKOH NOAOE#KN NoNb3CEaTenel CNepaTopa B HACTPOAKaX CoOMHEHNA. Bel MOMeTe BuIGpaTe OQMH W3 NPOTOKONOE, B
JABNCUMOCTH OT TOD, KAKOA CNonk3yeT Baw VIHTepHeT-NpoEaRaen: BEECTH BRYYHYI0 CTATUYECKNI IP-agpec, Macky, LUNK3 v agpeca

DMS MonyunTe IP-agpec agTomatnueckl (DHCP-knwenT), Dual link PPPoE(Dual Access), Dual link PPTR{Dual Access), unu Dual link L2TP({Dual
Access). BHUmMaHue! Kpome NpoTokona NogrnioyeHnA 1 aeTopHaanmli e ceTi Mpoeafgepa Bam MoxeT NoHagoGuTeCA NOMMH W Naponke 4na
OocTyna g ceTe FIHTepHeT. NToruH n napone MoxeT ObiTe YKA3aH B JOTOECPE WK B NMYHOM KaluHeTe nonb3ceatend. BHumadwe! Ecnun Bl korga-
NUEC MEHANK NIOMMH W NapoNk, TO NPW HACTRoAKE yEeaUTECh, YTo Bl BECAMTE AKTyaNbHbIE OaHHLIE B COOTEETCTEVIOWE NoNA.

[MpoToKoN NogKNKYEHWA 1

= MonyynTe IP-agpec asTomatnyeckn (DHCP-knneHT) v
AETOPWA3LMK B CETM NpOB3Agepa: ¥ Ap ! !

Knonnpoeate MAC-agpec 000000000000 CraHnpoEanne MAC-agpecos Boex NogkNYEHHbIX KIHEHT OB

8021 x MeTog NpoBEpKM NOSNUHHOCTK: Brikn r

OTmeHa ==Hazag Hdaneex=
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4.3.4.3 Dual Link PPPoE (Dual Access)

PPPoE (Point-to-Point Protocol over Ethernet) — yacTo ncnonb3yembii NPOTOKOS MHKANCYNALMK
AaHHbIX AN Aoctyna B ceTb VIHTepHeT, MCNonb3yLwnin 3awmuieHHoe coegMHeHne Mexay OBy-
Ms ceTeBbIMU MHTepdencamu (Hanpumep, nHutepgenc WAN poyTtepa n cepsep aBTopusaumm
MHTepHeT-npoBangepa). Ecnu nHxeHep npoBangepa npy HaCTpPOMKe COeAUHEHUSI HA KOMMbHO-
Tepe co3gaBan B narnke ceTeBblX NOAKNIYEHN “BbICOKOCKOPOCTHOE NOAKNI0YEHNE”, BbibepuTe
WMEHHO 3TOT NPOTOKOS NOAKITIHYEHUS 1 aBTOpMU3aLum B CETU NpoBangepa, npeasapuTenibHo yaa-
nunB “BbICOKOCKOPOCTHOE NOAKNIOYEHME” U3 NarnKM CETEBbLIX MOAKMNIOYEHWI BaLlLEro KOMmnboTepa.

4, HACTPOWKA WHTEP®ENCA WAN(AOCTYN B CETh MHTEPHET W TOPOACKYH) CETh NPOBANMEPA)

Ha gaHHoli cTpaduue Bel MOMETE HACTPOUTE NApaMETPLl HHTepdaica WAN ONA AoCTyNa B CeTe VIHTEpHET. ANA HACTpoikK Bawero Wi-Fi poyTepa
HeoBX0OWME 3HATE NPOTOKON NOAKNKYEHA M AETOPWAAUMY B CETH NpoBalaepa. 3T0T NPOTOKON 33YaCTyi YKA3aH B QOTCEGPE Ha YKaZaHWe yonyr
UMK Ha CaiTe TEXHWYECKod NoaaepKkl NoNL30EATENEN ONEpaTopa B HACTPONKAX COBAMHEHUA. Bl MO¥eTe BeIBpaTe 0OWH U3 NPOTOKONOE, B
JABWCHIMOCTI OT TOTO, KAKoN MCNonbayeT Baw MIHTepHeT-Npoeainep: BEGCTH BPYYHYID CTATMYECKWA IP-agpec, Macky, WUNwa v agpeca

DM, NonyuuTe IP-agpec agTomartiyeckn (DHCP-knnenT), Dual link PPPoE(Dual Access), Dual link PPTP{Dual Access), unu Dual link LZTP(Dual
Access). BHUMAaHKMe! Kpome NpoToKona NOOKNKYEHWA W AETOPW3AUMY B ceTH Mpoeaigepa Bam MoxeT NoHAAoGUTECA NOMMH W Napons AnA
OoCTyna B ceTk VIHTapHeT. NorMH W Napone MoxeT SkITe YEA3aH B AOMOBCPE WAW B NWYHCM EaGWHETe NoNE30BATENA. BHUMaHKe! Ecnu Brl korga-
NUE0 MeHANW NorMH M Naponks, TO NPEW HACTROAKE yEeanTeck, YTo Bel BEOOWTE AKTYaNbHBIE OAHHEIE B COOTEETCTEYKILLE NOMA.

MpoToKoN NOgKNKYEHA W
ABTOPW3ALNM B CETH NpoBaRaepa:
Monyunte IP-agpec gnA padoTel B

TOpOACKON CETH NpOBaNaEPa ® MonyuynTe IP-agpec aeToMatinyeckl (DHCP-knueHT)
ABTOMATHYECKN:

Dual link PPPoE(Dual Access) v

BEECTH BpYYHYK cTaTMYeckuil IP-agpec, Macky, Wnwa w agpeca DNS
PPPoE Gea Dual link
Noruw:

Maponk:
KA cepenca:
VIMA cnysiel:

KnoHupoeaTe MAC-agpec 000000000000 CrannpoBatue MAC-agpecos Boex NOgKNImYEHHBIX KITHEHT OB

5021 x MeTon NpoEepKN NOANUHHOCTI: Bikn v

OTmena =<Hazag Oanee=>

JNMorunH: Beeaunte B 4aHHOE Nose fNOrvH, NPUCBOEHHbIN MHTepHeT-NnpoBanaepoM (A4aHHbIN napa-
MeTp 0b6bIYHO yKa3aH B AOrOBOPE Ha OKaszaHue ycnyr CBA3N).

Maponb: BBeauTe B nosie naporsib, NpUCBOEHHbIN VIHTepHET-NpoBangepom (4aHHbIM napamMeTp
00bIYHO yKa3aH B JOrOBOPE Ha OKasaHue ycryr CBA3n).

4.3.4.4 Dual Link PPTP (Dual Access)

Dual Link PPTP (Dual Access) — npotokon texHonorun VPN (Point to Point Tunneling Protocol).
[ns HacTpoKrKn NpOTOKONa NOAKMYEHMS 1 aBTOpMU3aLmumn B CETK NpoBargepa Heobxoanmo Bee-
CTW NOTWH 1 Naposb Ans AocTyna B ceTb HTepHeT B COOTBETCTBYHOLLME NOSIS, a TakXe JOMEH-
Hoe umst VPN-cepBepa unu ero IP-agpec. JTornmH n naponb MoryT GbITb Yka3aHbl B 4OrOBOPE Uin
B NTM4HOM KabuHeTe nonb3oBaTens. Ecnu nHxxeHep nposaraepa npn HaCTPonKe coeguMHEeHNs Ha
KOMMblOTEPE co3faBan B narnke ceTeBbiX nogknioveHnn “lNogknoyeHve yaganeHHoro gocryna”
UM SpnblK, MUMELLINA TaKoe Xe Ha3BaHue Kak 1 Baw VIHTepHeT-nposanaep, yaanuTe ero n3 nan-
K1 ceTeBbIX NOAKMOYEHMI KOMMbIOTEPA, YTOObI n3bexaTb ceTeBbIX OLWMOOK NN 4BONHON aBTO-
pusauunun. BHumaHnue! Ecnu Bbl korga-nMbo MeHAnNu NorvH 1 napornbs, Npu HacTponke ybeamTecs,
YTO BBOAMTE aKTyaribHble AaHHble B COOTBETCTBYIOLLE MYHKTbI:
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4 . HACTPOWHKA WHTEP®ERCA WAN(MOCTYN B CETh MHTEPHET M TOPOACKYI CETh MPOBANMEPA

Ha ganHoi cTpaduue Bel MO¥ETE HACTROWTL NapaMeTpsl MHTEpdenca WAMN anA goctyna B ceTe MHTepHeT. ANA HacTpodkn Bawero Wi-Fi poyTepa
Heo@x0gMME 3HaTE NPOTOKON NOGKNKYEHMA W 3BTOPW3AUMKY B CETH NPOBaAAepa. STOT NPOTOKON 33YaCTyD YKa3aH B QOrOECPE HA YKA3aHWe yonyr
UMK Ha CalTe TEXHWYECKoN NoOQOep* KN NoNbL30EaTENaA CNEPaTopa B HACTPOMKAX CoeaUHeHnA. Bel Mo#eTe BIBpaTe OOMH W3 NPOTOKONOE, B
J3BMCMMOCTI OT TOTO, KaKoN Mcnoneayet Baw MHTepHeT-npoeaingep: BEeCTH BpyYHYI0 cTaTyecknid IP-agpec, Macky, Wnwa v agpeca

DS, MNonyunTs IP-agpec aeToMaTtiyeckl (DHCP-knuenT), Dual link PPPoE(Dual Access), Dual link PPTR{Dual Access), wnu Dual link L2TR{Dual
Arcess). BHUMaHWe! Kpome NpoToKoNa NoOKNoYeHA 1 aETORU3aUNH B ceTh MNpoeaigepa Bam MoxeT NoHAnoGHTECA NOMMH W Napons ana
gocTyna B ceTe MIHTepHeT. NomMH W Naponk MoXeT GEITh YKA3aH B AOTOBOPE MNK B NMYHOM KaGWHeTe NonkaceaTenA. BHumaHue! Ecnu Bul korga-
nUGo MeHANK NOTMH W Napans, To NPKW HACTpoRKe yGeOUTecs, YTO Bl BEOOMTE 3KTYANBHLIE 0AHHBIE B COOTEETCTEYHIWE NONA.

MpoToKon NOAKNKYeHrA 1
ABTOPM3ALMM B CETH NPOBAA0Epa:
MonyyuTe IP-agpec anA paboTel B

TOpOOCKON CETH NpoEaNaepa * Monyynte IP-agpec agToMmaTtiyecky (DHCP-knuedT)
ABTOMATHYECKN:

Dual link PPFTP{Dual Access) v

BeecTH BpyYHYI0 cTaTyecknid IP-agpec, Macky, lWnwa u agpeca DNS
OomerHoe uA unu IP-agpec VPMN-

CepEepa:
NorH:
Mapone:
Knonnpoearte MAC-agpec 000000000000 CraHnpoEanne MAC-agpecos BOEX NOAKNKYEHHBIX KNTHEHTOE
802.1 x MeTog NpoEepKK NOQMMHHOCTH: Buikn v

OTmeHa ==Hazag Haneex=

4.3.4.5 Dual Link L2TP (Dual Access)

Dual Link L2TP (Dual Access) — npotokon texHonorum VPN (Layer 2 Tunneling Protocol). Ans
HaCTPOVKM NPOTOKOMa NOAKMIOYEHNA U aBTOpM3aumMm B CETU NpoBangepa HeobxoaMmo BBECTU
NOMMH 1 Napornb Ans 4octyna B ceTb VIHTEPHET B COOTBETCTBYHOLLME MONS, a TakkKe JOMEHHOE
nms VPN-cepsepa unun ero IP-agpec. JlorvH n naposnb MoryT 6biTb YKa3aHbl B 4OrOBOpPE Unu B
nn4yHOM KabuHeTe nonb3oBartens. Ecnu nHxeHep npoBanaepa npu HacTpPorke COeauHEHNS Ha
KOMMblOTEpPE co3aBarn B nanke ceTteBblX NogkniyeHun “logknioyeHne yganeHHoro gocryna’
UNn SpnbiK, UMEIOLLININ Takoe e Ha3BaHue Kak Baw IHTepHeT-npoBangep, yaanurte ero n3 nan-
K1 ceTeBbIX NOAKMIOYEHU KOMMNbIOTEPA, YTOOLI N3bexaTb BO3MOXHOCTM CETEBbIX OLWMOBOK nnu
ABOWHOW aBTOpM3auun. BHmmanue! Ecnu Bbl korga-nmbo MeHsnm NorvH U naponb, Npy HacTPoK-
Ke ybeguTech, YTO BBOAUTE aKTyarslbHbl€ AaHHbIE B COOTBETCTBYOLLE NMYHKTbI:

4 .HACTPOWKA MHTEP®ERCA WAN{IOCTYN B CETb MHTEPHET U FOPOMICKYH CETh MPOBANMEPA)

Ha gaHHoi cTpaHuLE Bel MOXETe HACTROWTE NApaMeTpel MHTepdieica WAN ONA OocTyna B ceTe IHTepHeT. ANA HacTpodky Bawero Wi-Fi poyTepa
Heo0xogMME 3HATE NPOTOKCN NOQKNKYEHWA W 3ETOPUIALUWMKM B CETH NPCBaAQEpa. 3TOT NPOTOKON 33YaCTyk YKA2aH B QOMOBOPE HA YK33aHWe yonyT
UMW HA CaATe TEXHWYECKDR NOOQAE P#KEN NONE30EATENENA ONepaTopa B HACTROMKAX CoRQUHEHNA. Bel mMoxeTe BEIOpaTe 0OWH M2 NPOTCOKONCE, B
JAENCHMOCTH OT TOTD, KaKOW MCnoneayeT Baw MHTepHeT-npoBafoep:; BEeCTH BOYYHYID CTaTHYecKui IP-agpec, Macky, WWnwa 1 agpeca

DME, Monywute IP-agpec aeTomatnyeckn (DHCP-knuenT), Dual link PPPoE(Dual Access), Dual link PPTP(Dual Access), wnw Dual link L2TP(Dual
Access). BHuMaHne! Kpome NpoToKona NogknioyeHna U aeTopM3auny e ceTi Mpoeangepa Bam MoxeT NoHagoGnTeCA NOMH W Napons gna
OocTyna e cete MIHTepHeT. JIorMH 1 napone MoxeT OblTe YKA3aH B QOTCBOPE MNK B NWYHOM KaluHeTe nonbk3ceatend. BHumanwne! Ecnn Brl korga-
MU0 MEHANK NOMMH U NARCnk, TO NPW HacTpolke yEeauTeck, YTo Bel BEOOMTE AKTYaNbHLIE OAHHLIE B COOTEETCTEYIOWE NONA.

MpoTOKON NoQKMKYEHA W
AETOPW3AUMKY B CETU NpOBalgepa:
Monyunte IP-agpec anA padoTel B

TOPOOCKON CeT NpoEandeRa * MNonyynte IP-agpec aeToMatiyeckn (DHCP-KNWeHT)
ABTOMATHYECKK:

Cual link LZTP(Dual Access) v

BeecTi BpYYHYIO CTaTWyeckui IP-agpec, Macky, LUNw3 v agpeca DMNS
JomeHHoe umA unu IP-agpec VPM-

cepeepa:
Norux:
Maponk:
Knonnpoeate MAC-agpec 000000000000 Crannposaqne MAC-agpecos Boex NogrNYEHHEX KTHEHTOE
802.1 x MeTog NpoBEpEN NOQNMWHHOCTI: Bhikn v

OTMeHa <=Haszag Oaneegs>
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4.3.4.6 PyHkuuma ‘KnoHnposatb MAC-agpec’

[aHHasa yHKuMa gocTynHa Ans noboro NpoTokona NoagKMOYeHNs 1 aBTopM3aumm B CETU Npo-
Bangepa. Ecnu Baw VIHTepHeT-npoBanaep Mcnonb3yeT ounbTp U aBTOpMU3aLNIO CBOUX KINEH-
ToB no MAC-agpecam, un agpec KoMmnboTepa, Ha KOToOpoM Bbln HacTpoeH aocTyn B IHTEpHET oo
npunobpetenusa Wi-Fi poyTtepa nssecTteH onepaTopy, ToO HaxxmuTe kHonky ‘CkaHunpoaHme MAC-
agpecoB Bcex nogkntoveHHbIX KNMEHTOB', a cam komnbtoTep ¢ MAC-aapecom noaknoYeH K UH-
Tepcency LAN, Bam Heobxoammo:

4 .HACTPOWKA WHTEP®EACA WAN{OOCTYMN B CETb MHTEPHET W TOPOACKYIO CETh MPOBANOEPA]

Ha gaHHoi cTpadnue Bel MOXEeTE HACTPOWTE NapamMeTpel MHTepdeica WAN ONA OocTyna B ceTe IHTepHeT. NA HacTpoikk Bawero Wi-Fi poyTepa
Heodx0dMMO 3HATE NPOTOKSN NOOKNKYEHWA W 3ETOPM3ALMK B CETH NPoBAR4epa. STOT NROTOKON 33YacTyi YKA3aH B OOT0BCPE HA YKI3aHWe YCmyr
WM HA CanTe TEXHWYECKON NOAO0E KN NoNb30EATENEA ONepaTopa B HACTPORKAX COBOMHEHUA. Bbl MOXETE BEIBpaTe OOWH N3 NPOTOKONOE, B
3ABMCMMOCTH OT TOTD, KAKOH WCNonbayeT Baw MHTEpHET-NpoEaAnep: BESCTH BPYYHYIO CTATHYSCKUA IP-agpec, Macky, LUNK3 v agpeca

DMS NMonyuate IP-agpec aeTomartnueckn (DHCP-knuent), Dual link PPPoE(Dual Access), Dual link PPTP(Dual Access), unn Dual link L2TP(Dual
Access). BHUMaHne! Kpome NpoToKona NogknioyeHuA W 3ETopnaaunn B cetk Mpoeaigepa Bam moxeT noHagoSuTeCA NoMMH W Napons gnA
O0CTyNa B ceTe KIHTepHET. [TarMH n napone MoxeT ObITe ¥KA3aH B A0TOBOPE MMW B MWYHOM KadwHeTe nonsaoceatend. BHWManue! Ecnv Brl Korga-
nUGs MeHANK NoMMH W Naponk, T0 NpKY HAcTpoike yEeOuTech, 4To Bl BEOOWTE AKTYaNkbHEIE OAHHBIE B COOTEETCTEYKILLE NONA.

MpoToKoN NoQENIRYEHNA 1

ABTOPU3ALINA B CETH NPOBANNEPE: MonyynTe [P-agpec agToMaTHYECKH (DHCP-knHeHT) r
KnoHupoeate MAC-agpec 000000000000 Crannposatne MAC-agpecos Boex NOgKNHYEHHBE KTHEHT OB
8021 x MeTon NpoRepKY NOOANUHHOCTI: Bhikn v
OTmena <=Hazag Oanee=»

OTKpoeTCsa HOBOE OKHO, rae Bbl MOXETe BblOpaTb 13 CNUCKa BCEX NOAKITHOYEHHbIX KITMEHTOB MMEH-
Ho To ycTponcTBo, MAC-agpec KoTOporo u3BeCTeH Ballemy onepartopy, 4To n3basut Bac OT 3BOH-
KOB B CNyX0y TexHu4eckon noaaepxku MIHTepHeT-nposBanaepa c uensto nponucate MAC-agpec
nHtepdenca WAN Bawero Wi-Fi poyTepa.

MR xocTa IP-anpec MAC-anpec Bribpats
TOTOLINK 102.168.1.2 14daetdhid21

4.3.4.7 802.1 x MeToa npoBepKnN NOANNHHOCTH

[aHHbIn MeTOon AOCTyneH Anda noboro nNpoTokona NOAKMKYEHUs U aBTopu3aumm B CeTu
nposaungepa.

4. HACTPOWKA MHTEPDENCA WAN(OOCTYMN B CETh MHTEPHET M FOPOOCKYI0 CETh NPOBAROEPA)

Ha maHHoi cTpaduue Bel MOXEeTe HACTpOWTE NapameTpel MHTepdeica WAN ona goctyna e cetk MIHTepHeT. AnA HacTpoikn Bawero Wi-Fi poytepa
HeoBXoguMo 3HaTe NPOTOKON NOOKMKKYEHA U AETOPU3aUNI B CETM NpoBaRdepa. 31T NPOTOKCN 3aYacTyi YKa3aH B A0TCEOPE HA YKa3aHue yonyr
UMK Ha CanTe TEXHWYECKO NoQOep* K1 NoNb30BATENEN ONEpaTopa B HACTPONKAX COeOMHEHNA. Bul MOMeTe BplGpaTe 0OWH W3 NPOTOKONGCE, B
3ABMCMIMOCTI OT TOTO, KaKoi ncnoneayeT Baw MHTepHeT-npoeangep: BEecTW BpyYHYI0 cTaTuyecklil IP-agpec, Macky, LUno3 v agpeca

DMS, MNonyunTts IP-agpec aeToMaTtiyeckl (DHCP-knnedT), Dual link PPPoE(Dual Access), Dual link PPTR{Dual Access), unu Dual link L2TR{Dual
Access). BHUMaHKUe! Kpome NpoToKona NOOKNKYEHWA W AETOPU3aUMY B caTH Mpoealigepa Bam MoxeT NoHAnoGUTECA NOMMH W Napons Ana
O0CTyNa B CeTk VIHTapHET. NOrWH W Naponk MOoXeT GbITe YKA3aH B QOMOBCPE WNKW B NWYHOM KaGWHeTe NoNEL30RATENA. BHUMAaHWe! Ecni Brl Korga-
NUE0 MEHANW NOrMH W Napons, To NEW HACTROAKE yEeanTeck, YT Bel BEOOMTE AKTYaNbHLIE OaHHLIE B COOTEETCTEYKILLE NOMA.

[MpoToKDN NOQKNIYEHUA W

. Neny4iTe P-agpec agToMaTHyeckt (DHCP-knueHT) A
AETOPW3ALMK B CETH NPOBANdERa: Y Ap ! :

KnoHuporate MAC-agpec 100000000000 CraHuposatine MAC-agpecos Boex NOQKNOYEHHBIX FNHEHTOE

802.1 x MeTog NpoBEpKM MOGNMHHOCTI

Brikn

EAP-MDS
E:F‘I—LQ-MB‘ OTmeHa <<Hazag Oaneex=
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Mocne Bbl60pa OQHOIo N3 MeETOA0B NOABATCA MNMOoNn4d AnAa BBOAa MUMEHU MOJ1b30BaTES1A U NMNapon4:

4 .HACTPOWKA MHTEP®ERCA WAN({IOCTYN B CETh UHTEPHET U TOPOACKYIO CETh NPOBARIEPA)

Ha gaHHoA cTpaHuue Bl MO#ETe HACTROWTE NapaMeTpel MHTepdedca WAN ANA AOCTYNa B CeTh VIHTepHET. ANA HAcTpolikn Bawero Wi-Fi poyTepa
HeoGX0aMMO 3HATE NPOTOKON NOOKNIDYEHUA 1 AETOPUIALWK B CETH NPOBaAAepa. 3TOT NPOTOKON 33YaCTy VKA3aH B AOTOBOPE HA YKAZaHWE yonyr
UMK Ha CaATE TeXHUYECKON NOAASE®KY NONL3CEATENEA ONEPATORE B HACTPOAKAY COEANHEHNA. Bl MOXETE BbIBpAaTL 0OWH W3 NPOTOKONOE, B
JABMCUMOCTI OT TOTO, KaKoH HENons3ayeT Baw VIHTepHeT-Nporaigep: BEECTM BRYYHYKD CTaTUYackWi IP-agpec, Macky, lUNwa 1 agpeca

DMS NonyunTe IP-agpec aeTomatnueckl (DHCP-knuenT), Dual link PPPoE(Dual Access), Dual link PPTP(Dual Accass), wnu Dual link L2TR{Dual
Access) BHUMAaHKWE! Kpome NpoToKona NogKNKYEHUA W 3BTOPU3AUMKY B ceTH Mpoeaigepa Bam moxeT NoHanoGUTECA NOMMH W Napons AnA
OoCTyNa B ceTh MIHTEpHET. NoriH ¥ Napone MoXeT OkiTe YKA3aH B OOMOBOPE WAW B NWYHCM EadWHeTe None3oeaTenA. BHumanue! Ecnu Brl Korga-
nUGo MEHANK NOMMH M NAPonk, To NPK HACTpOAKE yGeauTeck, YTo Bel BEGOMTE AKTYaNbHBIE OAHHLIE B COOTEETCTEYKILLE NOMA.

MpoToKon NoOgKNKDYeHUA 1

SETOPVAALIMN B CETH NPoBaAnepa; MonyuuTe IP-agpec aeTomarudeckn (DHCP-knneHT) v
KnoHwpoeate MAC-agpec 000000000000 CrannpoBatue MAC-agpecos Boex NOgKNHYEHHBIX KITHEHT OB
802.1 x MeTog NnpoeepkK NOANMHHOCTI: EAP-MDS L]
KmA none3ceatens:
Mapone:
OTmena ==Hazag Oanee=>

4.3.5 OcHoBHble napameTpbl Wi-Fi

Ha paHHOM cTpaHuue MOXHO HacTpouTb OCHOBHble napameTpbl Wi-Fi ceTn, Takue kak
SSID (Hassanwue cetn Wi-Fi), ananasoH (nogaepxnBaemble cTaH4apThl) U T.4.

5. OCHOBHEIE MAPAMETPBI WI-FI

Ha QaHHoi cTpaHnue Bel MOMEeTe HACTPOUTE OCHOBHLIE NapameTpel Bawei Wi-Fi ceth, Takne kak: S3I10 (Haaeanne ceti Wi-Fi), IuanaaoH
(MoOnep#neasmele CTAHOAPTE) M T0. .

HanaaoH (nogoepxueasMele
= bl 24Ty (B+G+N) ¥

CTAHOAPTRI):
Pexum padoTel: Wi-Fi poyTepiTouka gocTyna+Wi-Fiknmwente ¥
331D: TOTOLINK N300RT Nowck Wi-Fi ceTeil
LWnpuHa KaHana: A0 MMy ¥
KaHan paciwmpeHns: BblWwe BCHOBHOMD Mo YacToTe ¥
Homep kaHana: ABTC ¥

BEMOYNTE pexnM NoETopUTENA!
pEnWTEpa/pACUIMPUTENA CETH W 330aTh TOTOLINK N30ORT_RPTO omnck Wi
S5ID (HazeaHne ceti Wi-Fi)

OTmeHa <=Hazag Odanees==

Owana3oH (nogaepxuBaemble cTtaHgapTbl): CenekTopomM MOXHO BblOpaTb YacTOTHbIN AMa-
nasoH 1 nogaep>xmBaemMble cTaHaapTbl paboThl cetn poytepa. CtaHgapTel cetn Wi-Fi 802.11b n
802.11g 6bonee paHHME U UMEIOT MEHbLLYHO MPOMYCKHYH CMNOCOBHOCTL, Hexxenn ctaHgapT 802.11n,
KOTOpPbIA UCNONb3yeT Boniee CoBepLUEHHbIM Tun moaynsumm curHana (OFDM-meTtopn). Peko-
meHayem Bblbpatb 2,4 Ty (B+G+N), Tak kak aTa HacTporika n3basuT OoT NPobremM BO3MOXHOM
HEeCOBMECTMMOCTU YCTPOMCTBa ¢ obopyaoBaHmem 6onee paHHux ctaHgaptToB Wi-Fi.

Pexxum paboTbi: CenektopomMm MOXHO BbiIOpaTb pexmm paboTbl TOYKM JOCTYNa, BCTPOEHHbIN
B poyTep. **

Bbibepute pexum paboTbl TOYKM AOCTYNa, BCTPOEHHOW B pOyTeEp, UCX0As8 N3 CoobpaxkeHnn Tpe-
Oyemon cetesou Tonosnorum Bawewn cetn Wi-Fi.
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MopnepxmBaemble pexnmbl paboTbl cetn Wi-Fi, Toukon goctyna, BCTPOEHHON B poyTep:

» Wi-Fi poytep/Touka goctyna+Wi-Fi-knueHTbl: Pexxnm paboTbl NO3BONSET NOfb30BaTENSAM
obrnagarwmMm MoburnbHbIMU YCTPONCTBaMM (CMapTOHbI, NaHWeTbl, HOYTOYKM) U He MOBUb-
HbIM KnneHTaMm, ocHaweHHbIMK Wi-Fi agantepamu, nogkniountees kK cetn Wi-Fi u BbInTr B ceTb
NHTepHeT. [laHHbIN pexum ngeansHo noaxoaut ana opraHunsauunm Wi-Fi cetu ¢ goctynom B UH-
TEpPHeT, a caMO YCTPOMCTBO ABNAEeTCH TexHonorndHeiM pewweHnem ana Wi-Fi, IPTV, P2P ons
aoma unum odgmca.

» KnueHT: B gaHHOM pexmme ycTponcTso paboTaeT kak obbivHbIn Wi-Fi aganTtep, HO ocHaleH-
HbI Heckonbkumun Ethernet-noptamu. YcTponcTBO B JAHHOM pexXume no3BondeT NoAKNYmnTb K
cetn Wi-Fi obopygoBaHue, ocHalwleHHoe Ethernet-noptamu, Ho He nmetowee BctpoeHHoro Wi-
Fi aganTtepa. Hanpumep, TeneBn3opsbl, UrPOBbIE NMPUCTaBKKU, TENEBU3NOHHbIE NPUCTaBKK, Meana
nneepsbl 1 T.4. B gaHHoM pexume pabotbl cetn Wi-Fi Henb3a nameHnTb napameTpbl HOMepa Ka-
Hana n ero LWMPWHY, Tak Kak OHW ByayT B3ATbl U3 TOM CETU, NOAKMOYEHNE K KOTOPOW BbINIo Npo-
M3BEOEHO B KAYECTBE KIIMeHTa.

» WDS: Wireless Distribution System no3sonsiet 06begmMHUTL MHOXECTBO YCTPOMUCTB OAHOMN U
TOW € MOAENW, NOAAEPKMBAKLLNX AAHHbLIN pexuMm, B ogHy 6onbluyto Wi-Fi ceTb, HO npn aTOM
He paboTaTb B peXxnme TOYKU JoCcTyna. YcTponcTsa, obbeanHeHHble B oaHy Wi-Fi ceTb B pexu-
me WDS, ncnonb3yroT OOWH 1 TOT e YaCTOTHbIM KaHarsl, YTo No3BONSAEeT YBENNYUTbL ee OXBaT, HO
npw aTtom ByaeTt HabnogaTbCca gerpagaums MakcMumarnbHON nponyckHon cnocobHoctu Wi-Fi npu
AobaBneHnm KaXx4oro HoBOro YCTPONCTBa BBMAY OrpaHUYeHHOCTU pa3faensaemMoro pagnodacTtoT-
Horo pecypca. [laHHbI pexxum paboTbl HaCTo UCMONb3YeTCA ANA OpraHn3auumn KpyrnHo- U cpeaHe
pa3mMmepHbix ceten Wi-Fi, 06begunHsas ycTponctea “no Bo3ayxy” Anst Hy»XX4 KOpnopaTMBHOIO cCer-
MEHTa, LLKOS, YHUBEPCUTETOB, a3pONOpPTOB U T.A.

» AP+WDS: Pexnm no3sonsieT 06beAnHNTbL MHOXECTBO YCTPONCTB OAHOW M TOW e Moaenu,
nogAaepXuBaroLLmMx gaHHbln pexnm, B ogHy 6onbliyto Wi-Fi ceTb n npmn aTom pabotaTtb B pexu-
Me TOYKM JOCTyna, NpeaocTaBnsasa nonb3oBarensamM obnagarwmm ModunbHbIMKM yCTPONCTBaAMM
(cmapTdOHbI, NNaHLWeTbl, HOYTOYKK) U HE MOOUNBbHBIM KNneHTaMm, ocHawleHHbiMn Wi-Fi aganTte-
pamun, nogkntountbes k cetn Wi-Fi n Bbixoantb B ceTb VIHTEpHeT.

BaxkHoe npumeyaHue: Ecnu ebi 8bibpanu pexum pabomsl WDS, usmeHumes SSID
(HassaHue cemu Wi-Fi) He803MOXHO.

** - KonnyecTBO pexnmMoB paboTbl TOYKM AOCTYyNa, BCTPOEHHOW B poyTep, U uUx cTa-
BGUNBbHOCTb 3aBUCUT OT BEPCUN MUKPONPOrpaMMHOro obecneyvyeHms (NpoLUNBKN).

SSID (Ha3BaHue cetu Wi-Fi) unu Service Set Identifier ucnonbayetcsa 4tobbl M AEHTUPULMPOBATL
cetb Wi-Fi gpyrummn comectumbimu ¢ 802.11-ycTtporicteamu, paboTatowwmnmm B pexume Wi-Fi po-
yTep/Touka goctyna+Wi-Fi-knueHTtbl unu B pexxume AP+WDS.

MosicHeHue: Bce knuentckme Wi-Fi ycTponcTBa, Haxoasawmecs B 30He NOKpbITUA poyTtepa, by-
AyT nonyyartb WMpoKoBeLlaTenbHble COO0LEHNS OT TOYKU A0CTYNa, BCTPOEHHOW B pOyTep C UH-
dopmaumen o Tekywem SSID (HasBaHum cetn Wi-Fi).

LWWvpuHa kaHana — wupuHa YactoTHoro kaHana Wi-Fi. YcTponcTso noggepxusaeT cnegywouime
3HAYeHUs LWMPUHBbI YaCTOTHOro kaHana TexHonorun Wi-Fi:

20 MINy — ctaHgapTHaga wupuHa YactotHoro kaHana Wi-Fi gna 802.11b n 802.11g.

40 MI'y — wupwuHa YacTtoTHoro kaHana Wi-Fi, nogaepxusaemas 802.11n, 3Ha4nTenbHO yBenu-
YmBaroLLasa NPONyCcKHY CNOCOBHOCTL (3Ha4YeHME BbIGPaHO NO YMOSTHYaHUIO).
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KaHnan pacwupeHus — oyHKUNA oTBeYaeT 3a gobaBneHne AoNoNHUTENbHOMO YaCTOTHOrO KaHa-
na wupuHon 20 MI'y, K OCHOBHOMY.

Bbiwe ocHOBHOro no yacrore: 3HavyeHne No yMosiyaHuo — “Bblle OCHOBHOrO no 4YacToTe’,
Konn4yecTBo KaHanoB paboTtbl TexHonormn Wi-Fi coctasnsieT 11.

Hwxxe ocHoBHOro no 4acrorte: Ecnu Boibepute “Huxke 0OCHOBHOro no 4acTtoTe”, KONNM4YecTBO
kaHanoB paboTbl TexHonorun Wi-Fi nsmenntca Ha 3HadeHune Auto, a napameTtp “Kanan pacwm-
peHusi” CTaHeT He aKkTUBHbIM. MIaMeHnB napameTp Ha 3HayeHue “Huke OCHOBHOro no yacTtoTe’,
KonunyecTBo kaHanos paboTtbl TexHonorun Wi-Fi 6yget goctynHo Ans Belbopa cenektopom ot 1
00 9. Jlvwb nocne Toro Kak Bbl BbIbepuTe 0gMH U3 AOCTYMHbIX KAaHanoB, NapaMeTp KaHana pac-
LUMpeHns byaeT cHoBa akTMBHbBIM ANst daMeHeHus. Ecnu Boibepute “Bbilie OCHOBHOMO Mo YacTo-
T€”, KONN4YeCcTBO kaHanoB paboTkl TexHonornn Wi-Fi 6yaeT goctynHo anga Bbibopa cenekTopom
ot 5 go 13.

Homep kaHana — Cenexktop No3BonsieT BPy4HYyH BbiOpaTb HOMEP YacTOTHOro KaHana paboThbl
cetn Wi-Fi.

BaxxHoe npumeyaHue: PekomeHOyem 8bibupamb HauUMEHEE 3a2pyXEHHbIe 4a-
CmMomHble KaHarsbl 0511 00CMUXXeHUs HausbicweU rpoussodumeribHocmu cemu
Wi- Fi. Ha npakmuke caMbiMu 3a2pyXeHHbIMU OKa3bl8atOMCs YacmomHble KaHarslbl
¢ Homepamu 1, 6 u 11. Ecnu bl pewurnu ebicmagumbe YacmomHbIU KaHasl ¢ HoMe-
pamu 12, 13 unu 14, He pekomeHOyem amoz2o deslame, 3HadyumersibHas 4yacmb Wi- Fi
obopydoeaHusi Ha meppumopuu P® u CHI ux He noddepxusaem. [Npudepxusau-
mecb OaHHOU peKkomeHOauyuu u rpu ebibope napamempa KaHasna pacuwupeHUs.

4.3.6 3awuTta cetn Wi-Fi

6. HACTPOWUKU BE3OMNACHOCTU WI-FI

Ha gaHHoi cTpadnue Bel MOoXeTe M3MEeHUTE HAcTpoRKN GedonacHocTi Bawen cetn Wi-Fi. PekomeHOyem UCNonb3oeate ayTeHTMEMKaUmn WRPAZ-
PSK c wiugpoeadnam AES, yTolel NpegoTERATUTE HECAHKLWMOHMPOEAHHEIA QoCTyN K pecypcam Bawen cetn Wi-Fi.

ANrocpUTIM 3aWKTel ceTr Wi-Fi: CeTe Wi-FiHe sawnwesa ¥

Cetb Wi-Fi He zawpueHal
WEP

WBA (THIE OTmena <<Hazag loToBo
WPAZ[AES)
YWPAZ Mixed

Anroputm 3awutbl cetn Wi-Fi: Cenektopom MOXHO BbIGpaTb OANH U3 NOAAEPKMBAEMbIX an-
roputmoB 3awuTel cetn Wi-Fi, nogaepxumsaemblx yctponcteom: cetb Wi-Fi He 3awmweHa, WEP,
WPA (TKIP), WPA2 (AES), WPA-Mixed. Bbibepute oauH ns anroputmoB 3awutsl cetn Wi-Fi nc-
X045 U3 onNncaHnsa NPUBELAEHHOrO HUXE N Balmnx noTpebHocTen:

6. HACTPOWKW BE3OMNACHOCTU WI-FI

Ha gaHHoi cTpannue Bl MOeTe HaMeHNTL HacTpoAkn GeaonacHocTi Bawen cetn Wi-Fi. PekoMergyem MCNonk308aTh ayTeHTHEMKaUMID WPAZ-
PSK c wndposanren AES, yTobkl NpedoTEPATHTE HECAHKLUWOHWPOBAHHLIA O0CTYN K pecypcam Bawen cet Wi-Fi.
ANTOPWTI 3aWATEl CaTH Wi-Fi: WPAZ(AES) v

DopMart BB0LA KMoYa §e30nacHoCT

ceTi Wi-Fir Ha aHrnuickoi packnagke KNaBnaTypsl, BKNDYAA GYKELl W UWgpa ¥

Knwoy GezonacHocTk ceth Wi-Fi:

OTmena <<Hazag FoToso
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1. WEP

WEP (Wired Equivalent Privacy) — ctaHgapTHbi anroputm 3awmtel cetv Wi-Fi gnsa rpynnel cTaH-
paptoB IEEE 802.11, ncnoneaytowmn anroputm wundposaHna RC4. Beibnpasa anropntm 3awmThbl
cetn Wi-Fi WEP ctont umeTb BBUAY, YTO BCe faHHble, nepeaasaemMble B ceTn Wi-Fi 6yayT 3awm-
WweHbl wundgposaHmem. WEP — cambin cTapbin anropntm 3awmntbl cetn Wi-Fi 3 Bcex nogaepxu-
BaeMblx ycTponcTBoM. BHMMaHue! CylecTByeT HECKOSBKO NporpamMm, KOTopble MOryT pacLundg-
poBaTb W, Kak crneacTeue, NonyyYnTb AOCTYN K BalMM AaHHbIM, nepegasaembim no Wi-Fi, meHee
yeMm 3a 10 MMHYT. Mbl HEe pekoMeHayeM NCNOSb30BaTh AaHHbIA anropuTM.

6. HACTPOWKWN BEE30OMACHOCTHW WI-FI

Ha gaHHoR cTpaduLe Bel MOXETE HAMEHWTE HACTPOAKKM GeaonacHocTn Bawen ceti Wi-Fi. PekoMeHOyem HCNonbkaoBaTe ayTEHTMRMKALND WRAZ-
PSK ¢ wibpoeaHnen AES, yTolbl NPEA0TERETHTE HECAHKLMOHWPORAHHLIA AOCTYN K pecypcam Bawen cath Wi-Fi.
AMropUTM 33WKUTE CeTH Wi-Fi: WEP v
AnuHa Knwya: B4BUT ¥

©opMart BECOA KMioya Ge3onacHocT

s = f r Tor
ceTn Wi-Fi: LWecTHaguarepuytbi(10 cumecnoe)

Knoy GaaonacHocTi caTh Wi-Fi: (seessesn

OTMeHa <<Hazag FoToEo

OnuvHa knro4ya: CenekTopom MOXHO BbIOpaTh ANMHY Kntova wudgposaHua anroputma WEP 64
nnun 128 6ut. 3HayeHne No ymonyaHuio — 64 buta.

64 6uTta — [Jna anvHbl kno4va wundgposaHna anroputma WEP B 64 6uta nogaepxmBaeTtcsa aga
dopmaTa BBOoAa kntova 6esonacHocTtn cetn Wi-Fi:

» ASCII (Ha aHrnninckon packnagke knasmaTypsbl, Bknroyas 6yksbl 1 LMdpbl) ANTMHON 5 CUMBOOB.

» Ecnu Bbl BeIbpanu “lLecTtHaguatepnyHbin (10 cnmBonoB)” hopmar, Koy 6e3onacHoCTu ceTu
Wi-Fi Heobxogmmo BBOANTL, Ha4MHaa ¢ obs3atenbHbix cumBonos 0x, Hanpumep: 0x414234445.

128 6muT — [Ina anuHbl knoya wndgposanus anroputma WEP B 128 6ut nogaepxusaeTca asa
dopmaTta BBoAa kntova 6e3onacHoctn cetn Wi-Fi:

» ASCII (Ha aHrnuircKkon packnagke KnaBmaTtypbl, Bknodasa 6ykBbl U LmMdpbl) 4NnHON B 13 CuM-
BOJIOB.

* Ecnu Bbl Bbibpanu “llecTtHaguatepuyHbin (26 cumBonoB)” dopmart, knwd 6e3onacHo-
ctn cetn Wi-Fi Heobxoaonmo BBOAUTL, HauMHas ¢ obasartenbHbiXx cMmBorioB 0x, Hanpumep:
0x4142434445464748494A4B4C4D

dopmaTt BBoaa knryva 6esonacHoctu cetu Wi-Fi + Knroy 6esonacHocTtu cetn Wi-Fi:

[aHHble napameTpbl 0OTBEYAlOT 3a ANVHY 1 dopmat BBoAa kitoda 6esonacHocTtu cetn Wi-Fi, ko-
TOpbI HeoBxoanmo ByaeT BBoAUTb kaxkaoMy HoBoMy Wi-Fi KnneHTy Ansg NOAKMYEHNs K yCTPOK-
CTBY U nocrieaytolero obmMeHa 3almdpoBaHHbIMU AAHHBIMU.

Bawwum yctponcteom noggepxusaetcs Asa bopmarta BBoaa kntoya 6esonacHoctu cetn Wi-Fi (Ha
aHIMNNCKOW packnagke KrnaBuaTtypbl, BKNtoYas OykBbl U LMAGPbI) U WeCTHaALATEPUYHbIN KITtou.

Ecnu Bbl Bbibpanu napameTp “OnuHa knto4va” B 64 6uta, npu Beibope bopmaTa BBOAA Kntoya
6esonacHocTtun cetn Wi-Fi “Ha aHrnmunuckon packnagke KnaBmaTypbl, BKovas 6ykBbl U -
pbl”, anvHa kntodya 6esonacHocTtn cetn Wi-Fi 6ygeT coctaBnaTtb 5 cumBonoB. Ecnn npu Ton xe
AnvHe knioya — 64 6uta Bbl Bolbpanu “LecTHaguaTepuyHbii KNoYy’, onvHa kntoyva 6e3onacHo-
ctn cetn Wi-Fi 6yget coctaenatbe 10 cMmBosoB.
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Ecnu Bbl BbIOpanu napameTp “AnuHa kntoya” 128 6uT, npu BuiGope hopmaTta BBoAa krtova 6es-
onacHocTu cetn Wi-Fi “Ha aHrnuinckon packnagke knasmnaTypsbl, BKtoYas 6ykebl 1 umdpbl”, 4nuv-
Ha kntoya 6esonacHocTn cetn Wi-Fi 6ygeT coctaensaTte 13 cumBonoB. Ecnn npu Ton xe AnvHe
kntova 128 6uT BbI BbiOpanu “llecTHaguaTepuyHblin Kno4’, AnvHa knova 6e3onacHoOCTU ceTn
Wi-Fi BygeTt coctaBnatb 26 CMMBOSIOB.

Kntou 6e3onacHocTtun cetn Wi-Fi: Moxanyncta, obpatutech K nyHKTYy “[lnvHa knoya” ana seoga
KItoya npaBunbHOro popmaTa v OMNuHBbI.

2. WPA/WPA2

WPA (Wi-Fi Protected Access) — pekomeHngyembin Wi-Fi Alliance anroputm 3awmtbl cetn Wi-
Fi. CywecTtByeT aBa nogtuna gaHHoro anroputma 3awmtsl cetn Wi-Fi: WPA-personal, nHorga
nmeHyembin kak WPA Pre-Share Key (WPA/PSK), n WPA-Enterprise, nHorga umeHyembin Kak
WPA/802.1x. WPA2 (Wi-Fi Protected Access 2) — 6onee kpuntorpadmnyeckm cTomkas Ko B3fo-
My 1 6onee cosepLueHHas Bepcua anroputma 3awmtbel cetn Wi-Fi, Hexxenun WPA. TepBbivi anro-
putMm pekomeHgoBaH Wi-Fi Alliance kak Haunyywunn BapuaHT 3awmtel cetn Wi-Fi, He npuBoas-
LLIMIA K CHMXKEHUIO CKOPOCTU U3-3a LWNpoBaHUS 1 Kak Hanbonee HagexHbl NPOTOKOM ANs ceTen
ctaHgapta IEEE 802.11n.

TKIP — npoTtokon wudpoBaHus gaHHblx B ceTsax Wi-Fi, oTBevatowmin 3a LENOCTHOCTb KitoYa
LWNPPOBAHUS, KOTOPbIN N3MEHSIETCS BO BPEMEHU U NpUCBaMBaETCA KaxaoMmy nakety. [JaHHbIn
KpunTtorpadunyeckuin anroputm saensetca obasaTenbHbIM ANS anroputMoB 3awuTbl cetn Wi-Fi
WPA n WPA2.

AES — npoTtokon wudgpoBaHusa aaHHbIX B ceTsax Wi-Fi, pekomeHayembin Ans 3almTbl ceTen cTaH-
napta IEEE 802.11n coBmecTHO ¢ ayTeHTUdMkaunen WPA2. [laHHbIM KpunTorpadomuyeckun anro-
puUTM aBnsieTca obszaTenbHbIM Anga anroputMoB 3awmnTbl cetn Wi-Fi WPA n WPA2.

6. HACTPOWKWN BE3OMNACHOCTU WI-FI

Ha maHHoi cTpadnue Bl Mo#eTe HAMeHWTh HAcTpoikl GeaonacHocT Bawei cetr Wi-Fi. PekomeHOyem WCnonb3oeats ayTeHTHdukaumnin WRAZ-
PSK ¢ WHppoBaHHem AES, yToSsl NpeAoTEPATHTE HECAHKUMOHUPOBAHHLIR AOCTYN K pecypcan Bawen caTi Wi-Fi.
ANropuTi 3aWKUTel ceTi Wi-Fi: WRAZ(AES) v

Dopmat BBcOA KNya Ge3onacHoCTi

cetn Wi-Fi: Ha aurnuiickoi packnagre KNasHaTypbl, BKNlyas Sykesl 0 undipsl ¥

Knwu Be3zonacHocTh ceTtn Wi-Fi:

OTmena =<Hazag FoToB0

dopmart BBOAA Kntoya 6esonacHocTu cetn Wi-Fi + Kntou 6e3onacHocTtu cetn Wi-Fi: [laHHble na-
pamMeTpbl OTBeYalT 3a ANKHY U hopmat BBoAa Kntova 6e3onacHoctn cetn Wi-Fi, koTopbIn He-
obxogmmo BBoanTb kaxkaomMy HoBomy Wi-Fi KNMeHTy ona noaknoyeHnsa K yCTPOMCTBY M nocne-
ayowemy obmeHy 3awmgpoBaHHbIMU AaHHbIMU. Bawnm ycTponcTBOM nogaepXkusaercsa nBa
dopmarta BBoga kntoya 6esonacHocTtn cetn Wi-Fi: (Ha aHrmMnckon packnagke KnaesmaTypbl,
BKItouasa OykBbl U LMAPbI) M LWeCTHagUATEPUYHbIN Kntod (64 cumBona). 3atem Heobxoanmo BBe-
cTu ko4 6e3onacHocTn cetn Wi-Fi B none HanpoTtme. Ecnu Bbl BbiOpanu dopmat BBOAA Kitova
6e3onacHocTn cetn Wi-Fi “Ha aHrmmnckom packnagke knasuatypbl, Bknoyas 6ykBbl U undpbl”,
AnvHa kntoya 6e3onacHocTtn cetn Wi-Fi gomkHa coctaBnath oT 8 o 63 cumsosnoBs. B Tom cniyyae,
ecnu Bbl Bblbpanu “llecTHaguaTtepuyHbiv Ko (64 cumBona)’, kntod 6e3onacHocTn cetn Wi-Fi
Heobxoaumo BBOAUTL, HAYMHas ¢ obsa3aTenbHbIX cumBonoB 0x, Hanpumep: “0x321253abcde...”.

3. WPA-Mixed

Onuwna no3BonseT ncnonb3oBatb anroputmbl 3awmtel cetn Wi-Fi WPA n WPA2 coBmecTHO, co-
yeTada npenmyLiecTBa Kaxgoro. Vicnonb3oBaHue gaHHoro anropmtma 3awmtbl cetn Wi-Fi obe-
cnevmBaeT Haunyywyto 3awmuty cetn Wi-Fi poyTepa u xopolumin ypoBeHb COBMECTUMOCTM 060-
pyLoOBaHUS.
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6. HACTPOWUKN EE3OMNACHOCTU WI-FI

Ha gaHHoA CTPaHWULE Bl MOMETE MIMEHWTE HACTPONKW Ge30nacHocT Bawei caT Wi-Fi. PeKoMEHayeM UCNONb30BaTL AYTEHTUENKALMKD WPAS-
PSK c wndporaHnam AES, yToGel NpenoTERATHTE HECAHKUMOHUPOBAHHEIA O0CTYN K pecypcan Bawel ceti Wi-Fi.

ANTOpUTM 3aWmnTel ceti Wi-Fi; WPAZ Mixed v

DopmMat BECOA KNYa Ge3aonacHocTy

. Ha anrnuiickoi packnagre KNaBnaTyphl, BENIO4EA GyKebl M LHGpEl ¥
cetn Wi-Fi: p A ve Y undp

Knwu GeaonacHocTy cetk Wi-Fi:

OTmena <zHazag loToBo

[Mocne Toro Kak Bbl 3aBEPLUMIN BbILLEONUCAHHbIE LLarn, HaxxmMuTe KHonky “fotoBo”, 4TobbI 3aBep-
LWnTb paboTy MmacTtepa “bBbICTPO HACTPOMKK”, NOCIIE YEro yCTPOMUCTBO BbINOSTHUT Nepe3arpyaky
N NPUMEHUTb HOBbIE HACTPOWKMW:

roToBo!

Buumanue! B npouecce nepezarpy:ky, He OTKNOYaRTE YCTPOMCTED OT 3NEKTPOCETH M HE NepeknioyaiiTe KHOMKY Ha 3afHEH NaHeNMW, eCNW 0Ha WMeeTCA ¥ Bawed Mogenm, He
HaXMMaWTe kHonky RST(Copoc). Hecof 3THX P NALWA MOXET CTaTk NPHYMHON BLIX0AA YCTPOWCTEA M2 CTPOR C NOCNeAYIOWMM OTKA30M B rapaHTHHHOM
oDCNyXHBAHHK.

MoxanyWcTa, nogoxamTe...30 cex.

4.4 CocTtosiHUe

TOTDO K]]8

CocToAHKe -

* (COCTOAHWE

* CTaTUCTHEA

* CUCTEMHBIR ¥ypHaN
BricTpan HacTpodka +
HacTpodka OnA onbITHLIX +
Pexmm paboTsl 4
OcHoBHBIE HacTpodkn +
Wi-Fi cetk +
MapwpyTH3aUHA *
MesCeTeEOH JKpaH *
TexHH4yeckoe obCNy*HEAHHE +

4.41 CocTtosiHue

CtpaHnuya otobpaxaeT Tekyuee coctosiHne Bcex nHrepgencos poytepa: WAN, LAN u ceTb
Wi-Fi. lloMmnmo cocTosiHus MHTepdencoB yCTPONCTBA Bbl MOXETe YBUAETb UX TEKYLLME HACTPON-
KW 1 BaXKHYH CUCTEMHYO MHGPOpPMaLM0 00 yCTPOMCTBE: NPOAOSIKUTENBHOCTL PaboTbl, BEPCUIO
NPOLUMBKM U T.A.
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COCTOAHWE

Coctossre weTepdeicas WAN{OooTyn £ ceTe METEDHST ¥ ropodcEyin CETe npoEafgens) Bawsro Wi-Fi poyTeps
MpoToRon NOJEMOUSHKR W SETOPKEIURK E CETH CHOE
NpoEaRLEpa: =

|P-agpec/Maceailimos:
WMAC-3npec wHTEpDERcE:

DNS 1 ropoaceod CETH ONSpETOpRE:
DNS 2 ropogceol CETH ONSpETopE:
NS 2 roponceod CETH ONSpETOPS:

Hactpodze Wi-F

Pexww pafoms ceme Wi-Fi:

Orsnzzos (MOLISpEKESSVEIE CTISHIADTE):
SSID:

Howep £akana:

LindpoEsHne:

W
[
et

172.18.1.99 / 255 285.0.0 / 172.1
T8 44 T6 355583

1721617

172.16.1.232

172.16.1

i

Wi-Fi poyTep/Touea pocTyna+Wi-Fiemserma
2.4 Ty (B+G+M})
TOTOLINK M30XDRT

5

Omen.{Touwea pocmyna), Omen. (WDS)

BSSID:  T8:44:78:25:55.52
Cocrorsme Texsononaw WPS:  Bukn,
[ooemouskEsie ENRERTEE 2
CocToRrers weTepdeins noksnssol ceTr (LANY Bawsro Wi-Fi poyTeps

|P-agpec Wi-Fi poyTepa:

Cramwescend [P

IP-agpec/Maceallimos:  152.188.1.1 / 255255 2560 / 1592.168.1.1
DHCP-cepesp: Bn.
MAC-zgpsc wemepdefics:  TH44:78:3480:02
Mogemousrsse LAN-tnpssTel: 3

Cucrews
MpogomerTensRocTE paboTs:
Bepowa NpowKERR:
Bpewr cozgasna:
Jarpy=E3 NPOYSCCopa;

ONepsSTHEHAR NEWATE (OCTANOCE):

00k 0Mac: 39wk 48
TOTOLINK-M300RT-1.0.0-B20140410.14320
Thu Apr 10 14:31:16 C5T 2014

3%

%

Procead W

4.4.2 CtatucTmka

Ha cTpaHuue MOXHO yBUAETb CTaTUCTUKY NAKETOB, NOMYyYEHHbIX 1 OTMPaBEHHbIX Yepes3 UHTep-
doencebl ycTponcTaa.

CTATUCTHUKA

Ha gaHHoM cTpanuue Bel MoxeTe YBWOETE CTATMCTMEY NAKETOE, NONYYEHHEIX M OTNPEENEHHEN Y8pe3 MHTepdeAce yCTpORCTES.
QOTNpAENeHO NAKETOE 92281
MpUHATO NAKeToR 374634

e e e

Ethernet MHTepdeic WAN(MHTEDHET) ﬁm&iﬂi“;}{gf;:ma 2;:332;

O6HoBHT b
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4.4.3 CNCTEMHbIN XXypHan

Ha cTpaHuue MOXHO HacTpoUTb OYHKLIMM CUCTEMHOTO XXypHana, KOTopbI MOXeT ObITb 3anncaH
Kak Ha BHYTPEHHEW namsTh YCTPOMCTBA, Tak U Ha yaaneHHoM Syslog-cepsepe.

TOTO (M 1< Model no N30ORT

CocTofHune -

¢ Coctosmie CUCTEMHEIN XYPHARN
* CTaTUCTUKA
®  CHCTEMHBIR ¥ypHan HE [aHHOM CTPAHULLE Bl MOKETE HACTPOMTS (BYHKLI CHCTEMHOTO XyPHANA, KOTOROI MOXET BECTUCK KAK HA BHYTPEHHEN NAMATH Camaro
YCTPOMCTEE, TAK M HA yAANEHHoM Syslog-cepeepe
BhicTpan HacTpoiika +
N < i
HacTpOiiKa A ONLITHEIX . AKTMBNPOBATE CCTEMHBIA XypHaN
#| BeCTi %pHEN ONA BCEX CHCTEMHBIX

1 n Wi-Fi
PesxHM padoTe! . cofem Bectu #ypHan ana netepgenca Wi-Fi Cos

BECTH #YPHEN HA YOANEHHOM

|IP-agpec:
Syslog-cepeepe

OcHoEHEIe HacTpoiikn +

Wi-Fi cetb + CoxpauuTe O6HoBENTE OunCTHTE

21 kleod started: BusyBox v1.13.4 (2014-04-10 11:17:44 CST)
:21 Realtek WLAN driver - version 1.8 (2013-02-21)

2
21 SKB_BUF_SIZE=2408 MAX_SKB_NUM=400

MapwpyTusauna + Apr1014:3

Apr10 14
Mexceresoi akpaH - {*FHU 14
Apr10 14
Apr10 14
Apr10 14
Apr10 14
Apr10 14
Apr10 14
Apr10 14
Apr10 14
Apr10 14:31:

TexHuyeckoe obCNyKUBaHHE + -
¥ :21 Probing RTLE186 104100 NIC-kenel stack size order[3]..

chip name: 8196C, chip revid: 0

NOT VET

th0 added. vid=8 Member port 0x10
:21 eth1 added. vid=8 Member port 0x1..
21 eth2 added. vid=9 Member port 0x8..
eth3 added. vid=9 Member port 0x4..

AKTMBMpPOBaTb CUCTEMHbIN XypHan: [locTaBbTe ranoyky B okHe, 4Tobbl BKMOUYNTL (PYHKLMIO
“‘CucteMHbIn XypHan'. PyHKUMS BeOeHUS CUCTEMHOrO XypHana rno yMOosiyaHuIo OTKI4YeHa.
HwxXe MOXHO BbIbpaTb M KOHKPETM3MPOBaTb TUN BEAEHUS CUCTEMHOIO XypHana: Ans BCceX Cu-
CTEMHbIX cObbITUN, BECTU XypHan ansa uitepdenca Wi-Fi, DoS.

BecTtu xXypHan Ha yaaneHHoMm Syslog-cepBepe: [locTaBbTe ranoyky B OKHe, YTOObl BKNHOUYNTD
YHKLNIO OTCbINKK coobLueHnin pyHKumnn “CucTteMHbln XXypHan” Ha yaaneHHbin Syslog-cepsep.

IP-apgpec: Beeaute IP-agpec Syslog-cepBepa, Ha KOTopbI ByayT OTCbIIaTbCs COOBLLEHNSA (DYHK-
unm “CUCTEMHbIN XypHan”.

Haxmute kHonky “CoxpaHuTb’ AN COXPaHEHUs! BbINOSIHEHHbLIX U3MEHEHWW B HaCTpoMKax
yCTpoMnCTBa.

5. TIPOOABUHYTbIE HACTPOUKMU

[MmaBa onuncbiBaeT NOMHbIM PyHKLMOHAS, AOCTYNHLIN 4SS NPOABUHYThIX NOMb30oBaTenen, cnocob-
HbIX CaMOCTOATESNIbHO HAaCTPOUTb poyTep. [aHHbI pa3fen BkrtoyaeT B cebs onucaHne pasgenos:
“OcHoBHble HacTpownkn”, “Wi-Fi ceTy’, “MappyTmsaums”’, “MexceteBon akpaH” n “TexHnyeckoe
obcnyxuBaHue”. I3aMeHsATb AaHHble HAaCTPONKU peKOMeHOYeTCss TEXHUYECKM NOATrOTOBIIEHHbBIM

nonb3oBaTenAaMm.

5.1 HacTpouka ans onbITHbIX

Ha gaHHoW cTpaHuue onbITHble nonb3oBaTenu moryT HacTtpouTb Wi-Fi poytep nonHocTtelo. Ha
OAHOWN CTpaHULEe cpasdy MOXHO HacTpouTb napameTpbl MHTepdenca LAN (nokanbHOM ceTuH), UH-
Tepcenca WAN (goctyn B ceTb VIHTEPHET M rOPOACKYI0 CETb NpoBanaepa), 3ape3epBmpoBaTh
oTaenbHbIA NopT Aans pabotsl IPTV-npuctaBkmn nnmn Heckonbko, Hactpoutb cetb Wi-Fi 1 3awum-
TUTb €e, CUHXPOHU3NpoBaTb cucTeMHoe Bpemsa ¢ NTP-cepsepom B ceTn NHTepHeET.
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HACTPOMWKA ONA ONbLITHBLIX
Hactponka whrepdeica LAN [nokanesod cetu)
IP-agpec Wi-Fi poyTapa: 15218811 ey ool coem
Macks noOOoETH:  [2552552550
Hacrpowka werepdenca WAN{oocTyn B ceTe WHTEDHET W rOpOOCKYH) CETE NpeE3HOERa)
MpoToRDN MOGEMIISEHER B SETORHIRLHN MMM Te B-20080 SETOMETAIETE |0 = CE-ErgaT v
E CETH NpoE3RLEpa: :
KnosmpoesTe MAG-sopec 1000000000000 CEaHmpOEaEne MAAC-IMRecs Som NOEMOUCEHLE ENRSHTOR
8021 x MeTon NpoESpER NOSMMHKBOETH SN A
IPTV
ASpEISpENPOESTE OTAENERIR NopT ANR IFTV-nproTasay
IPTV1 Wian ID [z Tag
Mopr ans IFTV-nprcTasew LANT LANZ LAN3 LAN4
Hactponka wetepdrenca Wi-Fi
CmemioanTe wETEpdeRc Wi-F
Orsnszos (NOLOSpENESENRE e o w
CTaHgapm); — ——
Pesvim pafored: WIHF| POy TeDTouEs LoeTma+WHF HenwesTs: W
551D {Hazearwe cemw Wi-FI):  ToTOUNS N300RT
Lpprss gs=3ns: WMy ¥
Karan pscumpsHes: BuMle OCHOEH0N N0 W3cToTe. W
Howsp zsxans: AzTa ¥
MponycEHSR CROCOTHOCTE: Ao v
AmopMTE Za0ETs ceTe WiFFi: CETe WRFlBE 3ElLE-E! T
[ara u Bpews
CureporrEnpoEaTe Epewr o NTP-cepespow
YscoEol noRG SATHI3 DAGH-T0u, MacEaT T
NTP-cepesp 192 54141 - CosepHan AMEpnEs T
COopEHTs

[nsa nonyyeHus cnpaBoYHOM MHGOPMaLMK No NyHKTY «HacTtponka nHtepdgernica LAN» — obpa-
TUTECb K NYHKTY 4.3.3 AaHHON UHCTPYKLNWN.

B oaHHOM MEHI0 MOMUMO HaCTPOEK, ONUCAHHbLIX B NyHKTE 4.3.3 AaHHOW UHCTPYKLUMW, Bbl MOXe-
T€ CMEHUTb AOMEHHOE UMA NpucBoeHHoe BaweMy Wi-Fi poyTepy B 3aBOACKMX HAcTponkax (my.
totolink.com).

[nsa nonyyeHus cnpaBoYHON MHopMaumm no NyHKTy «HacTtporika nHtepdpenca WAN (gocTtyn B
ceTb IHTEpHET 1 ropoAcKyto CceTb NpoBangepa)» obpatnuTechb K NyHKTY 4.3.4 faHHON MHCTPYKLUUN.

[nsa nonyyeHus cnpaBo4vHom nHdopmaumm no pyHkummn ‘Knonmposate MAC-agpec’ obpatutech
K NYHKTY 4.3.4.6 4aHHOW MHCTPYKLNK.

[nsa nonyyeHus cnpaBoYHON MHopmMaumm no pyHkummn «802.1 x MeToa npoBepKU NOASIMHHO-
CTU» obpaTtnTechb K NyHKTY 4.3.4.7 faHHOW UHCTPYKLNN.

IPTV: lNocTaBbTe ranoyky 3apesepBupoBaTb OTAeNbHbIV nopT ans IPTV-npucTtaBku gnsa aktu-
BaUUN AaHHOW PYHKUMW 1 BbIBOpa nopTa UM HECKONbKMUX MOPTOB ANS NOAKIYEHNS Tenesu-
3MOHHbIX IPTV-npuctaBok K COOTBETCTBYHOLLMM UHTEepdencaM. Ecnuv Baw NHTepHeT-npoBanaep
npegocTaBnseT JONONHUTENbHbIE cepBuckl No TexHonorum Triple Play unn VLAN, To npeaga-
putenbHo yToyHmB napameTpbl VLAN ID, BBeanTe nx B COOTBETCTBYHOLLME NOMNA ONA KaXA0ro
KOHKpEeTHOro Tuna cepsuca.
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[ns nonyyeHus cnpaBoYHon nHopmauum no nyHKTy «HacTtponka nHtepdgenca Wi-Fi» obpatu-

TeCb K NyHKTam 4.3.5 n 4.3.6 JaHHON NHCTPYKLUUMW.

[ns nonyyeHus cnpaBoYHOM MHGOPMaUMKM No NYHKTY «[ata n Bpems» obpaTuTechb K NyHKTY

4.3.2 0AaHHOW UHCTPYKLUMN.

5.2 OCHOBHbIe HAaCTPOMKMU

5.2.1 HacTpouku LAN

CocToRHHE +
BricTpan HacTpoika +
HacTpoilka ONA ONbITHBIX +
Pexum paboTe +

IOCHOEIHI:IE HacTpoHkK -

Hactpoiks LAN

Hactpoikn WAN (MHTepHET)
Hactpoitkn VLAN

For IP Routing

DYHEUKMA P Alias

EyHELMA MAT Mapping
CrWcok KNUeHTos

Wi-Fi cet +
MapwpyThaauus +
MesxceTeBol 3KpaH +

TexHw4yeckoe oDCNyHUBAHHE +

Ha gaHHoOWM cTpaHuue Bbl MOXeTe HacTpouTb NnapameTpbl nHTepdgenca LAN.

HACTPOWKA UHTEP®EWNCA LAN (NOKANBHOW CETH)

IP-agpec Wi-Fi poyTepa:
Macka noaceT:

DME:

DHCP:

Myn IP-agpecoe DHCP-cepeepa:

Cpok apeHgel KnnedTamin Wi-Fi poytepa
|P-agpecoe:

Mpueaaka IP K MAC:

[oMEHHOE MMA POYTEPE B NOKANLHONA

Ha 0aHHOA CTpaHKULE Bkl MOXETE HACTROWTE NapaMeTprl MHTepdeica LAN

18216811 my.totelink.com
255.255.255.

0.0.0.0 v

Cepeep ¥

182.168.1.2 = 192.188.1.2%4
430 {01180 10080 MuH.)

| HacTpouTe NnpuBRsKY IP Kk MAC

T TOTOLINK
STP 8021 d: Buikn. ¥
CoxpaHuTe
DHCP-knueHTH Tabnuua
KImA xocTa IP-agpec MAC-agpec
android-982311b3edef3b2a 192.168.1.3 79:34:25 79:34:25
iPhone 192.168.1.4 02:cB:8f 02:cB:Bf
TOTOLIMNK 192.168.1.5 14:dae9:ds1d:21

CcTaeweecA Bpema apeHasl IP-

27970
13605
24786

agpeca (cek.)
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IP-appec Wi-Fi poyTtepa: 310 IP-agpec no kotopomy goctyneH WEB-nHTepdgenc yctponctea
Ans knueHtoB nokansHon cetn LAN (Bkntovasa cetb Wi-Fi). [omumo aton pyHKLMM gaHHbIn [P-
agpec bygeT ucnonb3oBaTbCA YCTPONCTBOM AN NpaBui MapLipyTmnsaumm (Mcrnonb3oBaTbCs B
kavyecTtBe |IP-agpeca OCHOBHOrO LMHO3a).

B AaHHOM MeHI0 NOMMMO HacCTpPOeK, ONMUCAaHHbLIX B NYHKTE 4.3.3 aHHOW UHCTPYKLUWUU, Bbl MO-
XeTe CMeHUTb JOMeHHOoe ums npucBoeHHoe Bawemy Wi-Fi poyTepy B 3aBOACKMX HACTpOMKax
(my.totolink.com).

BaxHoe npumeyaHue: Ecnu ebl usmeHseme OaHHbIU IP-adpec, nocre e2o cme-
Hbl, 019 docmyna Kk WEB-uHmepgelcy poymepa, Heob6xo0umo 88o0ums 8 adpec-
Hyr0 cmpoKy bpay3epa Hoebll IP-adpec, a He adpec no ymondaHuro. [lomumo amo-
20, ecnu 8bl usmeHsseme nodcems pabomsl ycmpolicmea, usMmeHsisi e2o IP-adpec
coomeemcmasyruwum obpa3om, 8ce npasusna kacarujuecs IP-adpecos poymepa u
KITUeHMCKUX ycmpolicme, makux KakK nepeHarpasneHue nopmos, DMZ u m.d. pa-
6omamsb He 6ydym! Heobxodumo 3aHO80 CKOHGbu2ypuposame 8ce rpasusna.

Macka noacetu: [NapameTp ncnonb3yeTca AN onpeaeneHus knaccudukaumm IP-ceten ans Bbl-
OpaHHoro ananasoHa IP-agpecoB. Hanpumep, 255.255.255.0 — TunoBoe 3Ha4yeHne Macku noace-
TV ans ceten knacca C, kotopbin nogaepxunsaeT IP-agpecauyuto ot 192.0.0.x go 223.255.255.x.
IP-ceTn knacca C ncnonb3yoT Macku nogceTy AnvHon B 24 6uta ansa onpeaeneHnst agpeca cetu
n 8 OuUT onNga onpeaeneHns agpeca KOHKPETHOIrO KOHEYHOro KIIMEHTCKOro YCTPOMCTBa (XocTa).

Actual Imternet DNS
Actual Intranet DS
0.0.0.0o

DNS: Cenektopom MOXHO BblibpaTtb anroputm paboTbl ycTporctBa ¢ DNS-cepsepamum.

LAN-side router IP (DNS-cepsepom nokansHon cetn LAN BoicTynaet IP-agpec Wi-Fi poyTtepa u
paboTaeT mexaHnam DNS-proxy)

Actual Internet DNS (DNS-cepBepom nokanbHon cetu LAN BbICTynatoT Tonbko IP-agpeca nony-
YeHHble Ha nHtepdence WAN ans pabotbl B ceT VIHTEpHET)

Actual Intranet DNS (DNS-cepsepom nokansHon cetn LAN Tonbko IP-agpeca nony4yeHHble Ha
nutepderice WAN agna pabotbl B opoackon cetn nposangepa) agpec 0.0.0.0 (round robin-
anroputm paboTbl).

DHCP: Cenektopom MoxHO BblbpaTb Cepep — Bkn. unu Beikn. DHCP-cepBep ycTponcTea, aB-
TOMaTUYECKM Ha3Ha4aloLWNN NOAKIIYEHHbIM KNineHTam IP-agpeca, BKIOYast KNMEHTOB CeTH
Wi-Fi.

Myn IP-appecoB DHCP-cepBepa: B gaHHbIX ABYX NONSIX MOXHO 3adaTh AMana3oH IP-agpecos,
AOCTYMHbIX K aBTOMAaTU4E€CKOMY NPUCBOEHUIO KITMEHTCKUM YCTPOMUCTBAM, MNOAKMOYEHHbIX K POY-
Tepy, Kak yepes nHtepencol LAN, tak Wi-Fi.

Cpok apeHabl knueHtamu Wi-Fi poytepa IP-agpecosB: IP-agpeca, HazHa4yeHHble KITMEHTCKUM
yctponcteam DHCP-cepBepom poyTepa, byayT AENCTBUTENbHBIMU B T€YEHME YCTAHOBIIEHHOIO
BpeMeHW. YBenuyeHne spemeHn apeHabl IP-agpeca knmeHTammn yCTponcTBa YpeBaTo NOTEHUM-
anbHbIMU KOHNMKTamu IP-agpecoB. YMeHbLeHNe BpeMEeHU NPUBOANT K MOHMKEHUIO BEPOAT-
HOCTW BO3HMKHOBEHUSA KOHMNMKTOB IP-agpecoB, HO MOXeT cTaTb NPUYMHON NEPUOANYHOrO Kpa-
TKOBPEMEHHOIO OTCYTCTBUS COEQMHEHNSA BO BPEMs NonyyYeHus HoBoro IP-agpeca KnneHTCKnm
yctponcteom oT DHCP-cepBepa poyTepa. OctaBLueecs BpeMda apeHabl IP-agpeca KNMeHTCKUM
YCTPOMCTBOM OTODOpa)kaeTcs B CEKyHAaAX.
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JomeHHOe UMsA poyTepa B NnokanbHOW ceTU: BeeauTte B none xenaemoe AOMEHHOe UMS
poyTepa.

STP 802.1 d: MpoTokon IEEE 802.1d Spanning Tree Protocol (STP) paspaboTtaH ans noucka ca-
MO0 KOPOTKOro NyTu B ceTU, 4TobbI n3bexatb netnen B Tononorun cetu. MNpu BknNtoveHUn npo-
Tokona STP poyTep 6yget nocbinaTb U NnepegasaTth cnyxebHble nakeTbl No Bridge Protocol Data
Units (BPDU) Ha gpyrue ceTeBble ycTponcTBa. Ecnv npotokon STP BbIkI0YeH (N0 ymMonyaHuio
BbIKITIOYEH), poyTep ByaeTt paboTtaTh kak 06bIYHbIN LINK03 U B CETEBOM TONOMNOrMn He ByaeT neTnw.

HACTPOWKA UHTEP®EWNCA LAN (NOKANBHOW CETW)

Ha gaHHoi cTpaHiUe Bel MOXETE HACTPOWTE NapaMeTpel MHTepdeica LAN

|P-agpecoe:

IP-agpec Wi-Fi poyTepa: 182 168.1.1 my totelink.com
Macka nogceTw: 255.255.255.
DME: 0.0.0.0 v
DHCP: Cepeep ¥
Myn IP-agpeco DHCP-cepeepa: 152 188.1.2 - |182.188.1.254
CpoK apeHgel knuenTann Wi-Fi poytepa 250 (o7 1 10 10080 Mitk.)

MpueAzka IP K MAC: HacTpouTe npueasky IP K MAC

OoMeEHHOE MMA POYTEPE B NOKANLHON

T TOTOLINK
STP 802.1 d: Buikn. ¥
CoxpatuTe
DHCP-knWeHTH TaOnuua
. ~ QCTaBWERCA BPeMA apeHdsl IP-
KImA xocTa IP-agpec MAC-agpec anpeca (cek.)
android-282311b3edefib2a 192.168.1.3 FO:34:2579:34:25 27970
iPhone 19216814 02:c8:8f 02:c8.8f 13605
TOTOLINK 19216815 14:daedd5:1d:29 24786

Mpussaska IP k MAC: HaxxmuTe Ha kHonky “HactpouTb npueasky IP k MAC”, 4Tobbl ocyLecTBuTb
cTaTudeckyto npueasky MAC-agpeca KNMEeHTCKOro YyCTpoMcTBa K ctatndeckomy IP-agpecy ms
TOM e noaceTu, uyto n ero DHCP-cepBep, 6rnarogapst KOTOpow yCTPOMCTBO Bcerga dyaet uMeTb
OIVH U TOT e, 3apaHee U3BECTHbIN ycTponcTay IP.

HACTPOWKA NMPUBA3KW IP K MAC

Ha gaHHoA cTparuue Bel MoX¥eTe OCyILEeCTENTE NPUEAIEY onpedeneHHone IP-agpeca ua ceTn, co3ganHoi Bawwm Wi-Fi poyTepom, K MAC-agpecy
Kakoro-nudo KNWeHTCKOro yCTpoAcTea. TTpK NOABNEHMK YCTRORCTEA B CETH (NPW NOOKNYeHnd £ Wi-Fi poyTepy) KMWEHTCKOE YCTRORCTRO, 4ei MAC-
A0pec 3aHeCeH B TaBnuuy GyOeT rapaHTUPOBAHHO NONYYaTe OOMH W ToT ¥e IP-3apec, YKazaHHeIA BamK B HACTROAKEY. JaHHAA QiyHKUWA ocoGeHHo
yacTo BoCTpeGoBaHa COBMECTHO C hyHKUMEN yNpaeneHnA OocTynom ceT Wi-Fi.c gyHKUNAMKY MEXCETEEOID IKPEHA TaKMMK, Kak: Clos, DyHKLMER
nepeHanpaeneHns nopTos DMZ.

AKTMEWMPOEATE NPHEAZKY IP K MAC
|P-agpec
MAC-agpec

Onucanme:

CoxpaHntb

CnWCoK 3ape3epBUpCEaHHLIX IP-agpecoe

IP-agpec MAC-agpec COnucaHwe: BriGpats

¥oanuTe BuifipatHbie YOanuTL BCe

5.2.2 Hactpoukn WAN (UHTepHeT)

Ha gaHHon cTpaHuue MOXHO HacTpouTb napameTpbl HTepdenca WAN gnsa goctyna B ceTb K-
TepHeT. [1na HacTporkK poyTepa HeOOXOANMO 3HaTb NPOTOKOM MNOAKITIOYEHUA U aBTOpmU3auumn B
ceTu npoBangepa. ATOT NPOTOKON 0ObIYHO yKa3aH B 4OrOBOPE Ha yKa3aHue ycryr Ui Ha can-
Te TEXHMYECKOWN NoALEPXKKN Nonb3oBaTenen onepaTopa B HAaCTpomnkax coegmHeHns. Bol moxe-
Te BbI6paTh OOMH U3 NPOTOKOOB B 3aBUCUMOCTM OT TOrO, Kakon ucnonbayeT MIHTepHeT-nposan-
aep: 802.1 x, BBECTM BpYy4Hyto cTaTudeckun IP-agpec, macky, wnio3 n agpeca DNS, nony4ntb
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IP-appec aBTomaTtunyecku (DHCP-knueHT), Dual Link PPPoE (Dual Access), Dual Link PPTP (Dual
Access) unu Dual Link L2TP (Dual Access). BHumaHue! Kpome npoTokosna nogknoyeHnss n aB-
TOpM3aumn B ceTu NpoBangepa MOXeT NOHaAobUTbCA NOrMH U Naporb Anga Aoctyna B ceTb WH-
TepHeT. JIornMH 1 naponb MOryT BbIThb yKa3aHbl B JOrOBOPE UNun B NMIMYHOM KabunHeTe nonb3oBarte-
ns. BHumaHue! Ecnu Bbl korga-nnbo MeHsNu fIorvH 1 Naponb, Npy HacTporke ybeamrech, Y4To
BBOAWUTE aKTyarnbHble JaHHblE B COOTBETCTBYIOLLE MONS.

HACTPOWKA MHTEP®EWCA WAN(OOCTYN B CETb MHTEPHET M TOPOACKYHK CEThk MPOBAWOEPA)

Ha gaxHol cTpasnye Bol MOMETE HACTPOUTE NapaMeTpbl HTEpdeica WAN ans gocTyna 8 ceTh MHTepHeT. [Ang HacTpoiikn Bawero Wi-Fi
poyTepa HeoOxoguMe SHATE NPOTOKON NOAKNYEHHA W ABTOPHZALMH B CETH NPOBAfgepa. 3TOT NPOTOKDN 3AYACTYH VKA3EH B JOTDECPE HA
YKAZaHWE YCNYT WK HA CailTe TEXHU4ECKOR NoAAEM KN NoNLS0EATENEN CNEpaTOpa B HACTROKAX COEAMHEHNA. Bl MoXeTe BulOpaTh 0ANH UE
NPOTGKONOB, B 3aBMCHMOCTH 0T TOM0, KAKoH HCNONE3YET Baw MHTepHeT-NpoBailgep: BBECTH BRYYHYID CTATHYECKWA [P-agpec, Macky, LUnws W
agpeca DNS Nony4ute IP-agpec asTomaTuyeck (DHCP-knuent), Dual link PPPoE(Dual Access), Dual link PPTP(Dual Access), unw Dual link
LZTP(Dual Access). BHumanne! Kpome npoToKona Nogrnyesis i aBTopuzauun 8 ceTu Mpeeaiigepa Bau MoxeT nosagodnTeCR NOTHH W Naponke
AnA AoCTYNa B CeThk MIHTEpHET. JIOrHH U Napone MOXeT ObiTh YKasaH B JOr0B0QE UMW B NMYHOM KaOWHETE nonksoBaTens. Brnmanne! Ecnn Bl
korga-nuGo Medanu JIorMH W Naponk, To NpW HACTpoiKE yGeguTeck, YTo Bol BEOQWTE AKTYANbHbIE GaHHBIE B COOTBET CTEYIIWE NoNA.

DHCP-onuuu: 133 #1121 #1249

TETE L TR s L EETUDH.SEU'““_ Momyuute IP-sgpec seTomaTeeckl [DHCP-knnewT) v

B CETH Nposafgepa:

XocT:
MTU 1432 (1400-1452)
L ap,pec:ﬂihﬁ‘ac:[:s:g);: = Na Beectu agpeca DNS-cepBepoE BRYYHY R
Knonuposate MAC-agpec 000000000000 Crsruposssne MAC-aapecos Bosx NOOKNIOUSHH N KNINSHTOE

8021 x MeTog npoBEPKH NOZNMHHOCTH: Beakn v
MopT Web-uHTepdiedica: g0 (MopT no ymonyaduio: &0}
MNopT 55H-cepeepa: 22 (MopT no ymonyanuwo: 22)

# uPNP
3anpeTuTh TTL-1 Ha unTepgeiice WAN (saqacTyw ynyvwaet kasecteo paboTol [PTV)
# TNoggepska IPTV (IGMP-proxy)
# TNoggepswxa IPTV (IGMP-snooping)
OTEEYaTE HA KOMAaHZY ping W3 ceTH MIHTEPHET W ropogckoi CETH NpoBaligepa
Hocryn va seb-uiTepdieic Wi-Fi poyTepa us ceTu MIHTEpHET W ropogcked CETH NnpoBangepa
#| TpansuT IPsec yepes VPN-coegHHEHHE
# TpaHzuT PPTP yepes VPN-coeguHerne

#| Tpanzut LZTP yepes VPN-coeguHeHne

CoxpaHuTE

[ns nonyyeHunsa cnpaBoYHON MHGOpMaumn no nyHKTy «HacTponka nHtepdenca WAN (goctyn
B ceTb IHTepHeT U ropoAcCKyto ceTb NnpoBanaepa)» odbpatnutecb K NyHKTY 4.3.4 JAaHHOW WH-
CTPyKUUM.

[ns nonyveHns cnpaBoYHON MHopmaumm no dpyHkumm «Knonnposatb MAC-agpec» obpatu-
TEeCb K MYHKTY 4.3.4.6 JAHHOWN UHCTPYKLUMN.

[na nonyyeHna cnpaBoyHon nHpopmMauum no pyHkumnmn «802.1x MeToa npoBepKu NOANIMHHO-
CTU» obpaTuTechb K NyHKTY 4.3.4.7 AAHHOW UHCTPYKLNN.

MTU: 310 MmakcMmanbHbIn pasmep nons payload naketa aaHHbIx B 6antax (Maximum Transmission
Unit). UaMeHATb AaHHbIN NapamMeTp He peKoMeHOyeTCs, KpOMe Cryyaes, Korga eCTb pekoMeHaa-
umn MIHTepHeT-npoBanaepa.

DNS: Cepsep B cetn NHTepHeT-npoBanaepa DNS (Domain Name System), koTtopbii paboTa-
€T No NpuHUMNY TenedOHHON KHUMM ANna ceTu MIHTepHeT, CONOCTaBNALWNA TO, YTO Bbl BUAUTE
B agpecHoun ctpoke MHTepHeT-Opay3epa B kayecTBe Ha3dBaHus VIHTepHeT-canTa ¢ |IP-agpecom
cepBepa, rge aToT CauT HenocpeacTBEeHHO HaxoauTcea (napamMeTp ObbIMHO yKasaH B JOroBope
Ha OKasaHue yCryr CBs3w).

KnonupoBatbe MAC-agpec: MAC-agpec — yHUKanbHbI agpec UHTenNneKkTyanbHOro ceTeBoro
nHTepdenca, Takoro kak nHtepenc WAN, LAN, Wi-Fi. Nommumo nHtepgencos camoro poyTtepa,
MAC-agpeca ecTb y ceTeBoro agantepa komnbetotepa, Wi-Fi agantepa v 1.4. Hekotopble npo-
Banaepbl UCNONb3yT unbTpaumto knneHtoB Nno MAC-agpecam, xpaHs Ux B cneumnansHomn 6ase,
3aKpblBasi HEU3BECTHbLIM KITMEHTCKUM YCTPONCTBAM HECaAHKLNMOHNPOBaHHbIN focTyn K ceTn. MAC-
agpec nHtepdenca WAN (nopT, kyaa nogkntoyaetca kabenb VIHTepHeT-npoBangepa) He coaep-

31



Xutca B 6ase Bawero VIHTepHeT-npoBangepa, emy nssecteH nuwb MAC-agpec ceteBon nna-
Tbl Ballero KOMnboTepPa, KOTOPbIN A0SMKeH bbITb nogkntoyeH k nopty LAN ycTponcTea. [JaHHas
dyHKUMA no3sonsieT BBeCTn BpyyHyto MAC-agpec ycTponcTea, M3BECTHOro Baliemy NHTepHeT-
nposangepy u sameHnTb Um Tekywmn MAC-agpec nitepgenca WAN poyTtepa. Takum obpasom
onepartop He 3aMeTUT uaMeHeHun. [laHHaa pyHKUnA n3basnset oT HeO6Xo4MMOCTU 3BOHUTL B
cnyxby TEXHNYECKOM NogOEPXKKN onepaTtopa u nNpocuTb nHxeHepoB BBecT MAC-agpec HOBO-
ro yctponcrtea B 6aay.

MopT Web-uHTepdcenca: B gaHHOM none MOXHO N3MEHUTb HOMeEpP nopTa 4nsa goctyna Ha Web-
UHTepdenc yCTpomncTaa.

MopT SSH-cepBepa: B gaHHOM Nofie MOXHO M3MEHUTb HOMEpP nopTa Ans goctyna Ha SSH-
cepBep yCTponcTaa.

3anpetutb TTL-1 Ha uHTepcdence WAN (3avacTtyto ynydwaeT Ka4yecTBo pabotbl IPTV): On-
LMS OTMEHSIET BbluMTaHMe 3Ha4YyeHne eanHuubl ot napameTpa TTL (Time To Live) onsa Bcex na-
KeToB, npuxoasawmx Ha nutepgenc WAN.

uPNP: npotokon Universal Plug and Play (UPnP). ®yHkuna aBTomatnyecku onpegensiet Homep
nopTta poyTepa, KOTOpbii HEOBXOAMMO OTKPbIThb 419 YCTPONCTBA UK NPUNOXKEHUS, YTOObI 0601-
TUCb 6e3 ero HacTpPoKrKKM B NpoLecce aKcnnyaTaumm.

NMoppepxka IPTV (IGMP-proxy)/ Noanepxka IPTV (IGMP-snooping): ceTeBon MpoOTOKON
(Internet Group Management Protocol), ucnonbdyembii Ansa ynpasneHust NOANMCKOM K multicast-
rpynnam. [poTokon 3a4acTtyto ucnonbadyetca VHTepHeT-npoBangepamun Ans npegocraBneHns
AONONHUTESNbHbIX Ycnyr, Hanpumep, IPTV. Ecnu Bbl nocTaBuTe ranoyky B okHe, multicast-notoku
oyayT npoxoautb Yepe3 WAN nopt yctponctsa. PyHKUMS AOCTYMNHA TOMNbKO NPWU BKIFOYEHHON
onumnn NAT.

OTBeyvaTb Ha KOMaHAy ping U3 cetn UHTepHeT U ropoacKon ceTu npoBanaepa: Ecnu Bbl no-
CTaBuUTe ranioyvky B OKHe, Nonb3oBaTenn BHELLHEN ceTn ByayT nony4vatb OTBET Ha KoMaHay Ping
oT uHtepenca WAN Baluero poyTepa.

HocTtyn Ha Beb6-nHtepdenc Wi-Fi poytepa us cetn UHTepHeT 1 ropoackon ceTu npoBam-
aepa: JaHHbii napamMeTp paspellaeT 4OCTyn Ha BEO-UHTepdENC N3BHE.

TpaH3uT IPsec yepe3 VPN-coeauHeHue: napameTp paspellaeT yCTaHOBUTbL COeAUHEHNE U3
noKanbHOM CeTn Ballero poytepa BHyTpu cywiectBytowero VPN-coegnHeHUs Ha nHtepgence
WAN.

TpaH3ut PPTP 4yepe3 VPN-coeauHeHue: napameTp paspeLlaeT yCTaHOBUTbL COeAUHEHNE U3
nokanbHOM ceTu Ballero poytepa BHyTpu cyulecTsytowlero VPN-coeanHeHus Ha nHtepdgence
WAN.

TpaH3nt L2TP 4yepe3 VPN-coeauHeHue: napameTp paspeluaeT YyCTaHOBUTbL COeAUHEHNE U3

nokanbHOM ceTu Ballero poytepa BHyTpu cyuwecTsytowlero VPN-coeanHeHus Ha nHtepdgenice
WAN.
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5.2.2.1 Dual Link PPPoE (Dual Access)

PPPoE (Point-to-Point Protocol over Ethernet) — yacTo ncnonb3yembii MPOTOKOS MHKANCYNALUK
AaHHbIX AN goctyna B ceTb VIHTepHeT, MCNoMNb3yLWnUN 3amueHHoe coegMHeHne Mexay ABy-
Msi ceTeBbIMU MHTepdencammu (Hanpumep, nHutepdgerc WAN poyTtepa n cepsep aBTopusaumm
WHTepHeT-npoBanaepa). Ecnn nHxeHep npoBangepa npy HAaCTPOMKE COEANHEHUSA Ha KOMMbHO-
Tepe co3gaBars B narnke CeTeBbIX NOAKNIYEHNN “BbICOKOCKOPOCTHOE NoaKMoYeHne”, Bblbepute
WMEHHO 3TOT MPOTOKOS NOAKMYEHUSA N aBTOpMU3aLnn B CETU NpoBangepa, npeasaputensHo yaa-
nunB “BbICOKOCKOPOCTHOE MOAKMI0OYEeHME” U3 Narnku ceTeBbIX MOOKMIOYEHUI BaLlero KoMrnboTepa.

HACTPOWKA UHTEP®EWNCA WAN(QOCTYN B CETb MHTEPHET U TOPOACKYIO CETk MPOBAWAEPA)

Ha gaHHoi cTpadnue Bel MOoXeTe HACTPOWTE NapaMeTpel MHTepdeica WAN gna gocTyna e ceTe MIHTepHeT. nA HacTpoikk Bawero Wi-Fi poyTepa
HeofxoguMo 3HATE NPOTOKEN NOGKMIDYEHUA 1 3ETOPWIALMK B CETH NpoBaRgepa. 3TOT NPOTOKON 33Y3CTyK YKA3aH B Or0BOPE HA YKa3aHWe yomyr
WM HA CaliTe TEXHWYECKOR NOOASPHKN NONE30EATENEN CNEPATOPA B HACTPONKAX COBOWHEHNA. Bl MOXeTe BEIBPATE OOMH M3 NPOTOKONDE, B
33BNCMIMOCTH OT TOTC, KaKOW MCNonk3ayeT Baw LHTepHeT-npoBaigep: BESCTH BRYYHYID CTaTUYECKW IP-agpec, Macky, LUNwa w agpeca

DMSE, NonyynTe IP-agpec aeTomatnyeckn (DHCP-knuenT), Dual link PPPoE(Dual Access), Dual link PPTP{Dual Access), unw Dual link LZTP{Dual
Access). BHUMaHue! Kpome NpoToKona NogKNioYeHnA W 3ETopn3aunn e ceth MNpoeaigepa Bam MoxeT NoHagoGuTECA NOMMH W Napons ana
A0CTyNa B CeTh MIHTEpHEeT. MOMMH W Naponk MoMeT GhiTe YKa3aH B Q0r0ECpe UMK B NMYHOM KaduHeTe nonk3cearend. Buumadne! Ecnn Bel korga-
nKEo MeHANK NarMH W Naponk, To NpW HAcTpolike yEeanTeck, yTo Bel BEOOWTE 3KTYaNbHEIE OaHHEIE B COOTEETCTEYIILE NONA.

DHCP-onuun: #33 #1219 ¥ 240
MpoTokon NogENYeHna v

= ink ( A } A
3BTOpW3aLMKM B CETH NpoEaRdepa: Dual link PPPE(Dual Access)

MapameTpel PPPOE-coegMHEHNA:
Normx:

Maponk:
KImA cepenca:

KimaA cnysiel:

MonyuwTe IP-agpec anA padoTel B

TOPOACKON CETH NpoBalaepa * Monyynte IP-agpec aeTomatyeckn (DHCP-knueHT)
SETOMATHYECKM:

Be&cTH BpyYHYI0 cTaTMdeckni IP-agpec, Macky, Wnwa u agpeca DMNE
FFPFoE @ea Dual link

INornH: Beeante B 4aHHOE None fNoruH, NPUCBOEHHLIN MHTepHET-NpoBanaepoM (AaHHbIN napa-
MeTp O0B6bIYHO yKa3aH B OrOBOPE Ha OKasaHue ycnyr CBA3N).

Maponb: BBeguTte B none naposnb, NPUCBOEHHbIN VIHTEpHET-NpOBanaepoM (AaHHbIM NapamMeTp
00bI4YHO yKa3aH B AOrOBOPE Ha OKa3aHue ycrnyr CBA3Mn).

MonyuuTtb IP-agpec ana paboTbl B ropoACKOM CeTU NpoBanaepa aBTomMaTtu4vecku: lNapa-
MEeTp XapakTepeH TOSbKO AN NPOTOKOMOB NOAKMIYEHNA 1 aBToOpu3aLmmM B CeTM nposangepa
c nopaepxkon texHonoruu Dual Link: Dual Link PPPoE (Dual Access), Dual Link PPTP (Dual
Access) unu Dual Link L2TP (Dual Access). Ecnn VIHTepHeT-npoBangep NoOMMMO yCryru JocCTy-
na B ceTb VIHTepHeT npegocTaBnsaeT JononHuTenbHble cepBucel (Hanpumep, IPTV, urpossble no-
KanbHble CEPBEPDI, NTIOKarbHbIE TOPPEHT-TPEKEPbI, PACMONOXEHHbIE B JTOKaNbHOM CeTU MacwiTaba
ropoga unu pamoHa NpucyTCcTBUSA oneparopa), Heobxoammo BbibpaTb 0AMH M3 cnocoboB nony-
yeHuna IP-agpeca gna pabotel B ceTn Bawero VHTepHeT-npoBanaepa: nonyunts IP-agpec aB-
TomaTuyeckn (DHCP-knneHT) / BBECTM BpYyUHYlO cTaTudeckmin IP-agpec, macky, W3 1 agpeca
DNS / PPPoE 6e3 Dual Link.

An ropuTm pa6OTbI noAKMKYeHUA: poyTep nogaepXxmeaeT TpuarnropyutMma pa6OTbI NOAOKITHOYEeHNA.

* Bcerga nogknto4veHo K cetn MHTepHeT: [pu Boibope gaHHOro anropMtma paboTbl NoaKo-
4YeHus, B Criydae notepu coeanHeHus ¢ ceTbto IHTepHeT, oHO ByaeT BOCCTaHOBIEHO aBTOMa-
TUYECKM.

* MopknioyaTbes kK cetu UHTepHeT no 3anpocy: Npu BbiGope AaHHOro anroputma paboThbl
NOAKIIYEHMS, coeanHeHne ¢ ceTblo VIHTepHeT OyaeT pa3opBaHO aBTOMaTUYECKM Yepes 3afaH-
HbI MHTEpPBan BPEMEHM N aBTOMaTUYECKN BOCCTAHOBIEHO B Cly4yae, koraa noHagobutcs no-
cTyn B ceTb VHTepHeT.
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* MNMopgkntoyatbea K UHTepHeT Bpy4HYHO: BbiGpaB AaHHbI anropuTM paboTbl NOAKIHYEHUS,
MOXHO HaxkaTb KHONKY “Moaknounts” nnu “OTKNYMTL’, YTOObI YCTAaHOBUTL UM NpepBaTb coe-
AVHEHWe ¢ ceTblo VIHTepHeT.

Umsa cnyx6bl (AC name): HeobaszaTtenbHbI napameTp. BBoauTe 3HadyeHre B JaHHOE nose Tosb-
KO B cryyae, ecnv napameTp yKasaH B JOrOBOpPE Ha okasaHue ycnyr cBasn ¢ Bawmnm VIHTepHeT-
npoBanaepom.

MUma cepBuca (Service name): HeobasatenbHbii napameTp. BBoguTe 3Ha4YeHne B JaHHOE norne
TONbKO B Crly4ae, ecnun napaMeTp yka3aH B JOrOBOpe Ha OKa3aHue ycnyr cBasu ¢ Bawnm VHTep-
HeT-npoBangepoM.

MTU: 310 MmakcMmanbHbI pasmep nons payload naketa gaHHbIx B 6antax (Maximum Transmission
Unit). I3ameHaTb JaHHbIM NnapaMeTp He peKOMeHOYeTCs KpoMe CriyyaeB, Korga ecTb pekoMeHaa-
umn MIHTepHeT-npoBanaepa.

DNS: Cepsep B cetn NHTepHeT-npoBanaepa DNS (Domain Name System), koTopbii paboTa-
eT No npuHumny TenedOoHHOM KHUMM Ana ceTu MIHTepHeT, conocTaBnAwLWniA To, YTO Bbl BUANUTE
B agpecHoun ctpoke MHTepHeT-Opay3epa B kayecTBe Ha3BaHusa VIHTepHeT-canTa ¢ IP-agpecom
cepBepa, rge 3T0T CanuT HENOCPEACTBEHHO HAXoAUTCs (NapameTp obbI4HO yKasaH B 4OroBope
Ha oKasaHue ycnyr cBs3mu).

KnonupoBate MAC-agpec: MAC-agpec — yHUKanbHbI agpec UHTEeNnNeKTyanbHOro ceTeBoro
nHTepdenca, Takoro kak uHteppenc WAN, LAN, Wi-Fi. Nommumo nHtepgencos camoro poyTtepa,
MAC-agpeca ecTb y ceTeBoro agantepa komnototepa, Wi-Fi agantepa v 1.4. Hekotopble npo-
Bangepbl UCNOnb3yT unbTpaumto knneHtoB no MAC-agpecam, xpaHs nx B cneumansHomn 6ase,
3aKpblBasi HEN3BECTHbIM KITMEHTCKUM YCTPONCTBAM HECaAHKLMOHMPOBaHHbIN JocTyn k cetn. MAC-
agpec nHtepdenca WAN (nopT, kyaa nogkntovaetca kabenb HTepHeT-npoBangepa) He coaep-
Xutca B 6ase Bawero VIHTepHeT-npoBangepa, emy nssecteH nuwb MAC-agpec ceteBon nna-
Tbl Ballero KOMnNboTepPa, KOTOPbIN A0SMKeH bbiTb nogkntoyeH k nopTy LAN ycTponcTtea. [JaHHas
dyHKLUMNA No3sonsieT BBeCTU BpyyHyto MAC-agpec ycTponcTea, M3BECTHOro Ballemy NHTepHeT-
npoangepy v 3aameHntb nm Tekywmnn MAC-agpec nHtepcerica WAN poyTtepa. Takum ob6pasom,
onepartop He 3aMeTUT uaMmeHeHun. laHHaa yHKUnA n3basnseTt oT HeO6Xo4MMOCTU 3BOHUTL B
cnyxby TeXHUYECKOM NogOEPXKKN onepaTtopa u NpocuTb nHxeHepoB BBecT MAC-agpec HOBO-
ro yctponcrtea B 6aay.

O6paTtutech K NYHKTY 5.2.2 4aHHOW MHCTPYKLMK AN NONyYeHUa cnpaBoOYHON MHopMaumm no
PYHKLMAM 1 3fIEMEHTAM HE NPOUSIOCTPMPOBAHHbIX Ha n3o0bpaxeHun Beb-nHTepdenca.

5.2.2.2 Dual Link PPTP (Dual Access)

Dual Link PPTP (Dual Access) — npotokon TexHonorun VPN (Point to Point Tunneling Protocol).
[nsa HacTpoKrKM NpOoTOKOMNa NOAKIIIOYEHNSA 1 aBTOpPU3aLnKn B CETU NpoBangepa HeobxogmMmo Bee-
CTW NOMWH U Naposib ANs AocTyna B ceTb HTepHET B COOTBETCTBYHOLLME NOSIS, a TakKe JOMEH-
Hoe umst VPN-cepBepa unu ero IP-agpec. JlornH 1 naponb MoryT 6biTb yKasaHbl B 4OroBOpe
unn B NM4YHOM kabuHeTe nonb3oBaTens. Ecnn nHxeHep npoBangepa npu HacTponke coeguHe-
HUSA Ha KOMMbIOTEPE co34aBan B Nanke ceTeBblX NOAKNIYeHUN “IogknioyeHne yaaneHHoro go-
cTyna’ nnu apsibik, UMELLINA TaKoe e Ha3BaHue Kak 1 Baw MIHTepHeT-npoBangep, yaganute ero
N3 Nankun ceTeBblX NOAKMYEHUN KOMMbIOTEPA, YTOOLI n3bexaTb ceTeBbIX OLUMOOK U BONHOM
aBTopu3auunun. BHumanue! Ecnu Bbl kKorga-nmbo MeHsNN NOrMH U Naporib, NPU HacTponke yoeau-
TeCb, YTO BBOAUTE aKkTyarbHble AaHHbIE B COOTBETCTBYIOLLE NMYHKTLI:
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HACTPOWMKA MHTEP®ENCA WAN(QOCTYN B CET MHTEPHET U FOPOACKYIO CETbh MPOBAWAEPA)

Ha gaHHoi cTpaHuue Bel MOXETE HACTROWTE NapaMeTpel MHTepdeica WAN ONA QocTyna B ceTe MIHTepHeT. ANA HacTpoikn Bawero Wi-Fi poyTepa
HeofxogMMao 3HaTE NPATOKCN NOKMNKYEHNA W AETOPW3ALMKY B CETH NPOE3AZEpa. 3T0T NPOTOKON 33YaCcTy YKA3aH B AOTOEOPE HA YKA3aHNe yomyr
MMM Ha CaiATe TEXHWYECKON NOAAEpHKN NONE30EATENEA ONEPATOPA B HACTPORKAX COBAMHEHNA, Bl MoxeTe BEIGPaTE OANH W3 NPOTOKONOE, B
33BUCMMOCTH OT TOTO, KAKON MCNonkayeT Baw MHTepHeT-NpoEaigep: BeecTH BOVYHYI0 CTaTMYeCkUi IP-agpec, Macky, LWNwa v agpeca

DMSE Monyunte IP-agpec aeToMatnyeckn (DHCP-knuenT), Dual link PPPoE(Dual Access), Dual link PPTP{Dual Access), unw Dual link LZTP(Dual
Access). BHUMaHWe! KpoMe NpoToKona NogknioyeHiA W aeTopuaaunn 8 ceTi Mpoeaigepa Bam MoxeT noHagoGTECA NOTMH M Napents ana
AocTyna e ceTk VIHTepHeT. NorMH W naponk MoxeT ObITh YK33aH B OOTOBOQE UMW B MMYHOM KaduHeTe nonsacearens. BHumanne! Ecnu Bel Korga-
NKEo MEHANW NOTMH M Napoene, To NpW HACTpoKe yGeguTeck, uTo Bel BEOAMTE AKTYANEHLIE A3HHEIE B COOTEETCTEVKIWE NONA.

DHCP-onuun: # 33 #1219 #2490
MpoTokon NogknoYerna u

z ik PPTR(Dual A . .
aETOpWaaUNN B CeT NpoRafigepa; L oualink PRTP(Dual Access)

NoruH:

Maponk:
LomMeHHoe uma unu IP-agpec VPN-
CEpEEpPE:

WMPPE: LWntpoeaHne MPPE Catie MPPC

MonyuwTe IP-agpec anA padoTel B
TOPOACKON CETH NpoBanaepa * Monyynte IP-agpec aeTomatyeckn (DHCP-knueHT)
SETOMATHYECKI:
BEECTW BpYYHYID CTAaTUYeCKWi IP-agpec, Macky, lWNwa n agpeca DNS

Monyunte agpeca DMNS cepeepoe % -
ABTOMATHUYECKN: Oa Beectn agpeca DMNS-cepeepoB BRYYHYID

Monyuutsb IP-agpec ana paboTbl B ropoAcKon ceTu nposanaepa aBTomartuyecku: lNapa-
MEeTp XapakTepeH TOSIbKO ANS NPOTOKOMOB MNOAKNIYEHNA N aBTopu3almm B CeTu nposangepa
c nopaepxkon texHonoruu Dual Link: Dual Link PPPoE (Dual Access), Dual Link PPTP (Dual
Access) unm Dual Link L2TP (Dual Access). Ecnu IHTepHeT-npoBangep noMMmo ycnyru goctyna
B ceTb IHTEpHET NpeaocTaBnsaeT 4ONONHUTENbHbIE cepBUChl (Hanpumep, IPTV, urposblie nokarnb-
Hble cepBepbl, NokarbHble TOPPEHT-TPEKEPDI), KOTOPbIE PACNOSIOXeHbl B JTOKarnbHOW CETU Mac-
wraba ropoga unv pamoHa nNnpucyTCTBUA onepaTtopa, Heobxoanmo BblIbpaTb OANH U3 cnocoboB
nonydenus IP-agpeca gnsa pabotsl B ceTn VIHTepHeT-npoBangepa: nonyunts IP-agpec aBToma-
Tnyecku (DHCP-knueHT) / BBECTY BpYyUHYto cTaTtndeckun IP-agpec, macky, w3 n agpeca DNS.

MPPE: NocTaBuMB ranoyku B AaHHbIX OKHax Bbl MOXeTe BKNOYMTb WwWndposaHne MPPE vunu cxa-
Tme MPPC.

Monyuutb appeca DNS-cepBepoB aBTOoMaTu4yecku: Ecnn Boibepute “Beectn agpeca DNS-
CepBepOB BPYYHYH0®, ByaeTt Heobxoanmo BeecTn agpeca DNS-cepBepoB B nonsi, CTaBLIMMK ak-
TMBHbIMW. 3Ha4YeHWe JaHHOro napameTpa no ymondanuwo “Monyunte IP-agpec aBTomatnyecku
(DHCP-knuneHT)”, ecnun nutepdenc WAN poyTtepa HacTpoeH Ha pexnm pabotel DHCP-knueHT,
Dual Link PPPoE (Dual Access), Dual Link PPTP (Dual Access) nnun Dual Link L2TP (Dual Access).
Ecnu no kaknm-nndo npnumHam Heobxoammo BeecTn agpeca DNS-cepBepoB, oTnmMyaowmnxcs ot
Ha3Ha4YyaeMbIX yCTPONCTBY aBTOMaTmnyecku no npotokony DHCP, moxHo BbibGpaTh “BBECTu Bpyu-
Hyto cTatndeckun IP-agpec, macky, wnto3 n agpeca DNS”.

O6paTtutech K NYHKTY 5.2.2 4aHHOW MHCTPYKLMU AN NONyYeHUa cnpaBoYHON MHopMaumm no
PYHKLUNAM 1 31eMEHTAM HE NPOUNNIOCTPUPOBAaHHbBIX HAa M306pakeHnn Beb-nHTepdenca.
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5.2.2.3 Dual Link L2TP (Dual Access)

Dual Link L2TP (Dual Access) — npoTokon TexHonorun VPN (Layer 2 Tunneling Protocol). [1ns
HaCTPOWKM NPOTOKONA NOAKIYEHNA 1 aBTopM3auumn B ceTu npoBanaepa Heobxoanmo BBECTH
NOMMH 1 Naponb Ans goctyna B ceTb VIHTEpHET B COOTBETCTBYIOLLME MONS, a Takke JOMEHHOe
nmsa VPN-cepBepa vnu ero IP-agpec. JIormH un naponb moryT ObiTb Yka3aHbl B JOrOBOpPE Unu B
nn4yHoM KabuHeTe nonb3oBaTtens. Ecnv nHxeHep npoBangepa npu HacTponke cCoeauHEHN Ha
KOMMNbIOTEPE co3[aBan B nanke ceTeBbIX nogknoveHunn “lNogknoyeHve yaganeHHoro gocryna’
NN ApnbIK, UMEKLLINMIN TaKoe e Ha3BaHue Kak Balw MHTepHeT-npoBanaep, yaanute ero n3 nar-
KW ceTeBbIX NOAKITOYEHNN KOMMNbloTEpPa, YTOObI n3bexaTb BO3MOXHOCTU CETEBbIX OLUMOOK uUnm
ABOWHOW aBTOpM3aunn. BHnmaHmne! Ecnu Bbl korga-nnbo MeEHANM NOrMH U Naporb, NPpY HAaCTPOW-
Ke ybeanTech, YTO BBOAUTE aKTyarlbHble JaHHble B COOTBETCTBYHOLLE NYHKThI:

HACTPOWNKA MHTEP®ENCA WAN(OQOCTYN B CETb MHTEPHET U FOPOACKYIO CETb NMPOBANAEPA)

Ha gaHHoi cTpaHiue Bel MOXETE HACTPOWTE NapaMeTpel MHTepgeica WAN ONA QOCTYNA B CeTh VIHTEpHET. ANA HacTpoikn Bawero Wi-Fi poyTepa
HeofxoguMo 3HATE NPOTOKCN NOGKMIYEHNA W AETOPW3ALWN B CETH NPOE3AAEpa. 3T0T NPOTOKDN 33YaCTY YKA3aH B AOrOBOPE HA YKA3aHue yonyr
MM HA CaiTe TEXHWYECKON NOAAEPHKN NONE30EATENEN ONEPATOPA B HACTPOMKAX COBANHEHNA. BEl MOXKETE BEIGPATE OOWH W3 NPOTOKONOE, B
33BWCHMIMOCTH OT TOTO, KAKON MCNoNk3yeT Baw MHTepHeT-NpoEaligep: BEECTH BRYYHYI0 CTAaTHYeCcKWi IP-agpec, Macky, W3 v agpeca

DMSE, NonyynTe IP-agpec aeToMatnyeckn (DHCP-knueHT), Dual link PPPoE(Dual Access), Dual link PPTP{Dual Access), unw Dual link LZTP{Dual
Access). BHUMaHue! KpoMe npoToKona NogknioyeHnA W aeTopuaaumn e ceTi Mpoeaigepa Bam MoxeT noHagoGuTECA NOTWH W Napons ana
A0CTyNa B ceTe MIHTepHeT. NomMH W naponk MoxeT ObITh YKa3aH B JOr0BOQE UMW B MUYHOM KaduHeTe nons3oearend. BHumanue! Ecnn Bel korga-
nKEo MeHANK NarMH M Napoene, To NpW HacTpoike yGeguTeck, 4To Bel BECAMTE AKTYANEHEIE QaHHEIE B COOTEETCTEYIOWE NONA.

DHCP-onumn: 33 #1219 ¥ o4g
MpoToKon NOgKNKYEHNA W

= Cual link LETP(Dual Access) v
AETOPW3AUNN B CETU NpoEaigepa: k - !

Nornx:
Maponk:

OomeHHoe umA unwn IP-agpec VPM-
CEpEEpa:

MonyunTe IP-agpec anA padoTel B
TOpOACKON CETH NpoEaNaERa * NonyyuTe IP-aopec aeTomatyeckn (DHCP-knneHT)
SETOMATHYECKK:
BEECTW BYYHYID CTaTHYeCKWi IP-agpec, Macky, W3 n agpeca DNS

Monyunte agpeca DNS cepeepoe % -
ABTOMATHYECKN: fa Beectn agpeca DNS-cepeepos BRYYHYID

MonyunTtb IP-agpec ans paboTbl B ropOACKOM CETU NpoBanaepa aBTomatmnyecku: lNapameTp xa-
pakTepeH TONbKO AfA NPOTOKOSIOB MNOAKMOYEHNA N aBTOpM3auun B CeTU npoeangepa ¢ noa-
aepxkon TexHonorum Dual Link, Takmx kak: Dual Link PPPoE (Dual Access), Dual Link PPTP (Dual
Access) unm Dual Link L2TP (Dual Access) L2TP coeanHenune. Ecnn NHTepHeT-npoBanaep no-
MUMO YCNnyrn gocTtyna B ceTb VIHTEpHET NnpeaocTaBnsieT 4ONOSTHUTENbHbIE CEPBUCHI (Hanpumep,
IPTV, urpoBble nokanbHble cepBepbl, JIOKarbHble TOPPEHT-TPEKEPbI, PACMNONOXEHHbIE B NOKaslb-
HOM ceTn macwTaba ropoga unm panoHa NpUCyTCTBUS oneparopa), Heobxoanmo BbIGpaTb OANH
n3 cnocobos nonyyeHus IP-agpeca ansa pabotel B cetn VIHTepHeT-npoBanaepa: nonyyntb IP-
agpec asTomatnyeckn (DHCP-knueHT) / BBECTU BpYyYHYIO cTaTuyeckun IP-agpec, macky, w3
n agpeca DNS.

O6paTtutech K NYHKTY 5.2.2 4aHHOW MHCTPYKLMU ONS NONyYeHUa cnpaBoOYHON MHopMaumm no
PYHKLNAM 1 3IeMEHTAM HE NPOUNNIOCTPUPOBAHHbBIX HAa M306pakeHnn Beb-nHTepderca.

Haxmunte kHonky “CoxpaHuTb’ AN COXPaHEHUs! BbINOSIHEHHbLIX M3MEHEHWN B HACTpOMKax
yCTpOMCTBA.
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5.2.3 Hactpownku VLAN

Ha gaHHOW cTpaHuue MOXHO HacTpouTb TexHonormo VLAN (BupTyanbHblie NOKanbHble CETW).
Mooaepxka TexHonormm VLAN Heobxoguma ans npocmotpa IPTV 1 peanusaumm 4oNONHUTENb-
HbIX yCIyr, npefocTaBnsgemMblx MHTepHeT-npoBangepoM. YCTPONCTBO NoanepKMBaeT 2 BapuaH-
Ta peanusauuu nHtepgenca VLAN:

HACTPOWKWN TEXHONOT MK VLAN

Ha ganHoi cTpanuue Bol MoseTe HacTpouTe Texdonormo WVLAN (BUpTyansHele nokaneHuie cetu). Noggepska Textonornn WLAN Heofixoguma
ana npocMoTpa IFTW W peanusauni oNONHUTENEHEIX YCNYT, NPEA0CTAENAEMbIX MIHTEPHET-NpOEANLEPOM.

WLAN: OTKNHYNTE ® AKTHEHpOBATE VLAN Triple Play

Anu{fﬁ:woaam WHTEphEc HasHaveHue Fc-r:rj:’dlng Tar  VIDi{1~4090) Mpuoputer  CFI

Ethernet Port1 LAN HAT v 1 i

Ethernet Port2 LAN MAT v 1 or

Ld Ethernet Fort3 LAM Bridge ¥ 2 oD v

Ethernet Portd LAN MNAT v 1 0D v

Wireless 1 Primary AP LAN NAT v 1 o

Wireless 1 Virtual AP1 LAM MAT v 1 o

Wireless 1 Virtual AP2 LAM HAT v 1 o

Wireless 1 Virtual AP 3 LAM HAT v 1 i

Wireless 1 Virtual AP4 LAM HAT v 1 o

Ethernet Port5 WWAN HAT v 1 o

CoxpaHuTe

HACTPOWKW TEXHONOMMK VLAN

Ha ganHoil cTpaHuye Bol MOXETE HACTPOWTE TEXHONOMMID VLAN (BUPTYankHbIE NOKANEHBIE CETH). Nogaepska TexHonornn VLAN Heolxoguma
gnsa npocMoTpa IPTV W peanuzauni AenonHUTENEHBIX YCIYT, NPEA0CTAENAEMbIX IHTEpHET-NpoEANGEROM.

WVLAN: OTkNYNTE ArTueupeeats WLAN & Triple Play
Tan cepenca Forwarding Rule Tar WID{1-4090) MpuopaTet LANT LAN2 LAN3 LAN4 WIiFi1 WiFi2 WiFi3
Internet NAT v 1 o
IPTV 1 Bridge r 2 ar td
IPTV 2 Bridge ¥ 1 ar
L CoXpaHWTE |

VLAN (Virtual Local Area Network) — dpyHKUMSA OaeT BO3MOXHOCTb ynpaBrisaTb rpynnamu
KITMEHTCKNX YCTPONCTB Ha OCHOBaHUM (OU3NYECKNX U BUPTYarbHbIX MHTEP(ENCOB poyTepa.

AktnBupoBatb VLAN: [NocTtaBbTe ranoyky B okHe, 4ToObl BKNtounTb pyHkumio VLAN gnsa Bcex
MHTepdencoB, BKNOYas Msnyeckne n BUpTyasnbHble Uv Ans Kakoro-nnmbo otaenbHoro omsmn-
4YeCKOoro unu BUpTyasnbHOro nHTepgenca.

UHTepdenc: JaHHbin cTonbel Tabnuubl TexHonorum VLAN onvceiBaeT HasHavyeHne nHtepden-
ca, Hanpumep: Ethernet Port2, Wireless 1 Primary AP, Wireless 1 Virtual AP3 n T.4.

HasHa4yeHue: [aHHbin cTonbeu Tabnuubl TexHonorum VLAN onucbiBaeT nNpuHaAneXxXHoCTb
TOro UNKN MHOro MHTepdenca u ero NPUrogHoCTL B ncnonb3osaHuu B kayectese WAN mnm LAN-
nHTEepdenca yctponcraa.
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Forwarding Rule: [JanHbin ctonbey Tabnuubl TexHonorum VLAN nmeeT cenektop HanpoTuB
KaXKJoro akTMBHOro oM3n4eckoro n BUpPTyaribHOro MHTepderica yCcTponcTaa 1 No3BonseT Bbl-
Opatb npasuno kommyHukauum mexagy WAN un LAN-nHTepdencamm, Kotopble OH 00 beanHNAET:
Disabled, Bridge nnun NAT.

Tar: lNocTaBbTe ranoyky B JaHHOM OKHe, YTOoObl BKMOUNTb yHKUMIo TermpoBaHna VLAN. MNpu
BKINtoYeHUN dpyHKUnn poyTep byaet nobasnsatb VLAN-mapkep (Tar) K kaxgomMy npuvwegliemy ¢
LAN-unHTepenca naketa (Bkntoyas cetb Wi-Fi) nepeq nepecbinkon nx Ha nntepgenc WAN. Mo-
XanymncTa, He 3abyabTe BbICTaBUTb NPUOPUTETHOCTL Nepechinikmn nakeToB ¢ LAN-nHTepdenca Ha
nHtepdpenc WAN ans TermpoBaHHbIX UHTEPEENCOB.

VID(1~4090): napameTp HocuT Ha3BaHue VLAN ID. [lnana3oH JonyCTMMbIX 3Ha4YE€HUIA 3TOro na-
pameTpa —oT 1 00 4090. O6bI4HO VIHTEPHET-NPOBaKAEepbl, NPe4OCTaBMNSAOLWME OOMNONHUTENbHbIE
CepBMCbl NOMMMO AoCTyna B ceTb VIHTepHeT, ncnonbaytoT pasnuyHble VID gnsa pasHbix cepBu-
coB. 3apaHee yTouHuUTe y npoBangepa, ncnonobadyetca nu texHonorna VLAN (Triple play). Y3nan-
Te, kakoun VID 3a kakon Tvn ycryr oTBeYaeT, Hy>eH nu Tar n napametp CFl.

MpuopwuTteT: BoicTaBute npuoputet ans kaxagoro VLAN. [InanasoH onyCTUMbIX 3HAYEHUN 3TO-
ro napameTpa ot 0 go 7.

CFI: MapameTp oTBevaeT 3a cocyuiecTBoBaHne TexHonormm Ethernet n Token Ring, ykasbiBagd ka-
Kon doopmat (KaHOHMYECKUIM UK He kaHoHu4Yecknin) MAC-agpecoB CTOMT UCNONb30BaTb YCTPOW-
CTBY B NepegaBaeMblx ppenmax (kagpax).

Haxmunte kHonky “CoxpaHuTb’ ONs COXPaHEHUs! BbINOSIHEHHbLIX M3MEHEHWN B HACTPOMKaX
YCTPOWUCTBA.

5.2.4 For IP Routing

Ha gaHHoWM cTpaHuue Bbl MOXeTe HacTpouTb doyHKkumto For IP Routing. ®yHKUMA npuMeHnT npa-
BUIla MapLipyTusaumm ona BHewHero |IP-agpeca BBegeHHOro B JaHHOE norsie.

FOR IP ROUTING

DyHEUrA For IP Routing: * Brikn Bkn
IP-agpec ana gyHEWMK For [P
Routing:

Macka gnAa dyHEWMN Far IP
Routing:

0.0.0.0

0.0.0.0

CoxpalnTe

Haxmnte kHonky “CoxpaHuTb’ ASf19 COXPaHEHWUS BbIMOSIHEHHbIX M3MEHEHWW B HaACTPOW-
Kax ycTponcTsa.
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5.2.5 ®dyHkuusa IP Alias

Ha paHHom cTpaHuue Bbl MoxeTe HacTpouTtb doyHkumto IP Alias. OHa no3BonsieT HasHaynTb Oo-

NOSTHUTENbHbIN BUPTYarnbHbIN IP-agpec nHtepdgency LAN.

HACTPOWKA IP ALIAS

Ha gaHHOR CTpaHMUE Bl MOMETE HACTROWTL BVHELMID 1P Alias.
AKTWBMpOBATE QyHEUMID P Alias.
IP-agpec Wi-Fi poyTepa:
lMacka nogceTH:

CoxpaHuTe

Tadnuua dyHKUWK IP Alias
|P-agpec MAC-agpec VHTepdec Brifpate

¥panuTe enlipantbie ¥panwte sce

Haxmunte kHonky “CoxpaHuTb’ AN COXPaHEHUs! BbINOSIHEHHbLIX U3MEHEHWN B HACTPOMKax

yCTpoMnCTBa.

5.2.6 dyHkuua NAT Mapping

Ha paHHom cTpaHuue Bbl MoxeTe HacTpouTb yHKuuio NAT Mapping. JaHHas yHKUmMs no3Bo-

nAeT TpaHcNMpoBaTh oAnH BHeLLHWU IP-aapec Ha oguH BHYTpeHHuI IP-agpec.

HACTPOMKA ®YHKLUMUMN NAT MAPPING

AKTMEMPOEATE ByHEUMK NAT Mapping

BHewWHWA IP:
BHyTREHHNI IP;
KOMMEHTApKIA:

Coxpannte

oTobpamedne MNAT mapwpyTos
BHeWHWI IP BHyTpEHHKI IP KommeHTapui BrIGpaTh

¥OanuTE BblGpaHHbIe YpanuTb Bee

Haxmunte kHonky “CoxpaHuTb’ ONs COXPaHEHUS! BbINOSIHEHHbLIX M3MEHEHWN B HACTPOMKax

yCTpOMnCTBA.

5.2.7 CnnNcokK KNneHToB

DHCP-KNMMEHTHEI & ARP TABINMUWLUA:

JaHHaA Tadnuua oTodpaxaeT IP-agpeca KNWMeHTOE, NONyYeHHEIE AETOMaTHYeCKK oT DHCP-cepeepa, ECTROBHHOMD B povTep, MAC-agpeca
KMWEHTOE W OCTAEWEECA EPEMA apeHasl UMK KX IP-agpecos.

ARP tadnuua
|IP-agpec MAC-agpec IHTephaic
1721617 56:21:84:56:21:84 eth1
192.168.1.5 d5:1d:21:d5:1d:21 br0
1721619 8229 ed 82 e el eth1
172.16.1.130 76:6f.ba :76:6f.ba eth1
172.16.1.110 5fb2-7d -6f b2 7d eth1
192.168.1.3 79:34:25:79:34:25 br0
172161232 17:7fa9 -17:7Fa% eth1

DHCP-KNUeHTR TAGNNUA

QcTaBweecd EpemAa apeHgsl IP-

KmA xocTa IP-agpec MAC-agpec
agpeca (cek.)
android-982311b3edefib2a 192.168.1.3 TO:34:25 79:34:25 273094
iPhone 19216814 02:c8:8f :02:cB:8f 13029
TOTOLIMNK 19216815 14:daed:.d51d:21 24210

OGHOBHTE
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5.3 Wi-Fi ceTtb

Ha paHHOM cTpaHuLe MOXHO HAaCTPOUTb OCHOBHbIE napameTpbl ceTn Wi-Fi Toukm gocTtyna, BCTpo-
€HHOW B poyTep, 3aWwmnTuTb OCHOBHYI ceTb Wi-Fi, rocteBble ceTn unm BolbpaTb pexum paboTsbl
penuTtepa. bonbWNHCTBO OCHOBHLIX NapameTpoB Wi-Fi 6binn onucaHbl B rnaee “boicTpas Ha-
CTOMKA”, 30eCb Mbl paCCMOTPUM OCTarbHble PyHKUMN Bonee aetanbHO.

CocToRHHE *
BricTpan HacTpoidka +
HacTpoika OnA onbITHBIX *
Pexum paboTtel +
OCHOBHEIE HACTpORKK +
fwiFi cets - I

® 3awmuTa ceth Wi-Fi

® Jawmura cetk Wi-Fi 1 (rocteean)

® Jawmra cetn Wi-Fi 2 (rocTeean)

* PafoTa B pexume penuTepa

& [ONoNHWTENEHEIE HACTROAKK

* WDS

* YNpaeneHwe QOCTYNOM

® TexHonormAa WPS

® Pacnucanne paboTel cet Wi-Fi
MapuwpyTHaauua +
MexCceTeson 3Kpax +
TexHuyeckoe oDCNYHHEAHHE +

5.3.1 3awumTa cetn Wi-Fi / 3awunTa cetn Wi-Fi 1 (rocteBas) /
3awumTa cetn Wi-Fi 2 (rocteBasn)

Anroputm 3awutbl cetn Wi-Fi: Cenektopom MOXHO BbIbpaTb 04MH U3 NoALEPKMBAEMbIX an-
roputmoB 3awmnTbl cetn Wi-Fi, nogaepxusaembix yctponctsoM: ceTb Wi-Fi He 3awuwena, WEP,
WPA (TKIP), WPA2 (AES), WPA-Mixed. BbibepuTte oanH n3 anroputmos 3awmtbl cetn Wi-Fi nc-
X04s1 U3 onncaHnsa NPUBEAEHHOro HUXE U BalumnxX NoTpebHocTen:

HACTPOWKW BE3OMACHOCTU WI-FI

Ha gaHHoR cTpaHuLe Bel MO¥ETE WAMEHWTE HACTRORKY Ge30nacHocTi Bawei ceTn Wi-Fi. PekoMaHayeM WCNoNbe30BaTe AyTEHTUHNEALMI WRAZ-
PSK ¢ wnposaHnem AES, yToGel NpenoTERATHTE HECAHKUMOHWPOBAHHLIA OCTYN K pecypcan Bawen cetu Wi-Fi.

CeTk Wi-Fi He 2aumueHal

3510 (Ha3eaHwne cetn Wi-Fi): TOTOLINK N300RT
ANTOpWUTM 33IWNTEN CETH Wi-
P . Fir CeTb Wi-Fi He zawmuena’ ¥
IR Cero WiFive saumuenal |

AyTeHTHMKALKMA 802 1x WEP
WRA
WPAZ

| WPA-Mixed
NpPHMEHHT B
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1. WEP

WEP (Wired Equivalent Privacy) — ctaHaapTHbI anroputm 3awuTel cetn Wi-Fi ans rpynnbl cTaH-
aaptos IEEE 802.11, ncnonssytowmin anropmutm wncgpposaHua RC4. Beibupasi anroputm 3awmThbl
cetn Wi-Fi WEP, ctouT nmeTtb BBMAY, YTO BCE AaHHble, nepenasaemble B cetn Wi-Fi byayT 3a-
wnweHs! wndgposaHnem. WEP — cambiv ctapbii anroputm 3awmTel cetn Wi-Fi s Bcex nogaep-
XuBaeMblX yCTpONCTBOM. BHMMaHue! CyLlecTBO HECKOMNBKO NPOrpaMm, KOTopble MOryT pacLumd-
poBaTb 1, KaK crie4CcTBue, NoNyYnTb OCTYN K BallMM JaHHbIM, nepegasaembiMm no Wi-Fi, meHee
yeMm 3a 10 MUHYT. Mbl HE pekoMeHyeM UCMNOSb30BaTh AaHHbIN anropuUTM.

HACTPOWKW BE3OMACHOCTU WI-FI

Ha gaHHoi cTpaduue Bel MOMKETE M3MEHWTE HACTROMKK Ge3onacHocTy Baweil cetn Wi-Fi. PeKoMeHayeM HCNoNb30EATE 3yTEHTHRMKAUMD WRPAS-
PSK c wndpoeaduen AES, utoGel NpedoTERATHTE HECAHKLMOHMPOEAHHEIR OOCTYN K pecypcan Bawen cetn Wi-Fi.

CeTe Wi-Fi He aawmeHal

531D (HaaeaHue ceti Wi-Fi): TOTOLINK N300RT
ANTOPWTM 33WNTE CcaTk Wi-
L m Fi- WEP T
AyTeHTUdMEILNA S02. 13
AYTEHTURNKALNA: OTEPBITEIA O6WenocTyNHEIl ® ABTOMATHYECKARA
AnuHa Knoua: gagur ¥
DopMar Becga KNoya Ge3onacHocTn ; N
VR EL LWecTHagUATEpHYHLIX(10 cHMBONOE) ¥

Kniou GesonacHocTn cetn Wi-Fip  |seeeeeeee

MpuMeHHTE

OnuvHa knro4a: CenekTopom MOXHO BbIbpaTb ANMHY Kntoda wudgposaHua anroputma WEP 64
nnn 128 éut. 3HayeHne No ymonyaHuo — 64 éura.

64 6uTta — [Jna anvHbl kno4va wudgposaHna anroputma WEP B 64 6uta nogaepxvBaeTtcsa asa
dopmaTta BBoAa kntova 6esonacHocTtn cetn Wi-Fi:

» ASCII (Ha aHrnunckom packnagke knasmaTtypbl, Bkntovas 6yksbl v Lndpbl) ANMHON 5 CUMBONOB.

» Ecnu Bbl Bbibpanu “lectHaguaTtepuyHbin (10 cumBonos)” hopmar, kntov 6e3onacHoOCTN ceTn
Wi-Fi Heobxoanmo BBOANTb, HauMHas ¢ ob6a3aTtenbHbix cumBonoB 0x, Hanpumep: 0x414234445).

128 6muT — [Ina onuHbl knoya wudgposaHusa anroputma WEP B 128 6uT nogaepxusaeTcs Ba
dopmaTa BBoAa knto4va 6esonacHocTtn cetn Wi-Fi:

» ASCII (Ha aHrnMnckon packnagke knaBnaTypbl, BKodas Oyksbl 1 Lmudpbl) onnHon B 13 cum-
BOJIOB.

 Ecnun Bbl BbiOpanu “llectHaguaTtepuydHbin (26 cumBornoB)” dopmart, Knd 6esonacHo-
ctn cetn Wi-Fi HeobxogMmo BBOAUTL, HaunMHaa ¢ obsasaTenbHbiX cumBonoB 0Xx, Hanpumep:
0x4142434445464748494A4B4C4D).

dopmaT BBoAa Kkntoya 6esonacHoctu cetu Wi-Fi + Kntoy 6esonacHocTn cetn Wi-Fi:

[aHHble napameTpbl 0OTBEYaloT 3a ANVHY 1 oopmaTt BBoa Kntoda 6esonacHocTu cetn Wi-Fi, ko-
TopbI Heobxoammo byaeT BBOAUTb Kaxxgomy HoBomy Wi-Fi KnneHTy Anst noaknto4YeHns K yCTpon-
CTBY ¥ nocrneaytowero obMmeHa 3aimdpoBaHHbIMU JaHHbBIMM.

Bawwum yctponcTBOoM noggepxmsaetca Aea oopmaTta BBoAa kntoda 6esonacHoctn cetn Wi-Fi (Ha
aHIMUNCKOW packnagke KnaBmaTtypbl, BKNoYas OykBbl M LMAGPbI) U WECTHaAALATEPUYHbIN KITHOu.
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Ecnu Bbl BbiGpanu napametp “AnuHa knro4ya” B 64 6uta, npn Bbibope hopmarta BBOAA KIto4ya
6esonacHocTu cetn Wi-Fi “Ha aHrnunckon packnagke KnaBmaTypbl, BKIo4vas OykBbl U -
pbl”, AnvHa knodva 6esonacHocTtn cetn Wi-Fi 6yget coctaBnatb 5 cumeonos. Ecnv npu Ton xe
AnnHe Kntoya — 64 6uta — Bbl BbiOpanu “llecTHaguaTtepuydHbin knoy”, AnvHa knoya 6esonacHo-
ctn cetn Wi-Fi 6yget coctaenaTte 10 cMmBoOnoB.

Ecnu Bbl BbiOpanu napameTp “AnuHa kno4va” 128 out, npu Beibope hopmaTa BBOAA Kntova 6e3-
onacHoctn cetn Wi-Fi “Ha aHrnmMnckomn packnagke knaBumaTtypbl, BKnroyasa 6ykBbl U uucpbl”,
AnvHa kntoya 6esonacHocTn cetn Wi-Fi 6yaeTt coctaBnaTtb 13 cumBonos. Ecnv npu Ton xe anu-
He kntoya 128 6uT Bbl Bbibpanu “LLecTHaguaTepuyiHbIA KNKOY”, ANVHa Knoda 6e30nacHOCTU
cetn Wi-Fi 6yget coctaBnste 26 CUMBONOB.

Kntouy 6e3onacHocTtu cetu Wi-Fi: [NoxanyicTa, obpatutecs Kk nyHKTY “OnnHa kntova” ans Beo-
Aa Knto4va npasurbHOro oopmMara n AsiHsbl.

2. Aytentucpukauma 802.1x

MpoTtokon WPA (Wi-Fi Protected Access) nogpasgensietca Ha ase peanusauyun: WPA/PSK un
WPA/802.1x. Ecnu BbibpaTtb AyTeHTudukaums 802.1x, byaet Heobxoaumo BeecTu IP-agpec
RADIUS-cepBepa, Homep nopta RADIUS-cepsepa n naponb. MNpun ncnonb3oBaHnm AyTeHTH-
dukaumm 802.1x kntoY LWndpoBaHUs ceTn BygeT nonyvyeH aBToMaTUYECKN OT OTAENBHOIO YyCTPOR-
ctea (RADIUS-cepsepa).

HACTPOWKW EE3OMNACHOCTU WI-FI

Ha ganHoi cTpaHnug Bl MOMETe M3MEHWTE HAcTpokn GeaonacHocT Bawen cetn Wi-Fi. PekomeHayem HCNONB30BATE ayTeHTUEMKALMID WPAZ-
PSK cwudpoeadnem AES, yToGel NpegoTEPATUTE HECAHKLWOHMPOBaHHLIA 0OCTYN K pecypcam Bawen cetn Wi-Fi.

Cete Wi-Fi He aawmnweHa!
551D (HazgaHwe cetn Wi-Fi): TOTOLINK N30ORT

ANropuTM 33WKTEl CeTH Wi-
Fi:
AyTeHTU D WKaUUA 802 1 '

CeTo Wi-Fi He sawmwena’ v

IP-agpec RADIUS-cepeepa

Homep nopta RADIUS-cepeepa: 1812
Mapone RADIUS-cepeepa:

MpHMEHNT B

IP-agpec RADIUS-cepBepa: Beeante IP-agpec RADIUS-cepBepa B gaHHoe none.

Homep nopta RADIUS-cepBepa: Beegnte Homep nopta npotokona UDP, koTopbi NCNonb3y-
etca RADIUS-cepepom ans ayTeHTMdMKaLnmM KNneHToB.

Maponb RADIUS-cepBepa: Beegute naponb B JaHHOE Mnose.

RADIUS: cokpaweHune ot Remote Authentication Dial-In User’s Service (cepep yaaneHHomn
ayTeHTupmkaumm nonbsosatenen). RADIUS — 3awmuieHHbIN anroputM ayTeHTUUKaUNN Knn-
eHT-CepBEPHOM apXUTEKTYPbI OTBEYaIOLLNIA 3a ay TEHTUMKALMNIO, aBTOPU3ALIMIO N aKKAYHTUHT,
nHorga ucnosnb3yemMbln IHTepHeT-npoBangepamMmu.
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3. WPA/WPA2

WPA (Wi-Fi Protected Access) — pekomeHayembin Wi-Fi Alliance anroputm 3awmtel cetn Wi-Fi. Cy-
LecTBYyeT ABa noaTuna gaHHoro anroputma 3awmutbl cetn Wi-Fi: WPA-personal, nHorga umeHye-
mbIn kak WPA Pre-Share Key (WPA/PSK), n WPA-Enterprise, nHorga umeHyembii kak WPA/802.1x.
WPAZ2 (Wi-Fi Protected Access 2) — 6onee kpuntorpaguyeckn CTONKnMin Ko B3riomy u 6ornee cosep-
LeHHaqa Bepcua anroputma 3awutbel cetn Wi-Fi, Hexxenn WPA. NepBbii anropyT™ pekoMeHa0BaH
Wi-Fi Alliance kak Hanny4wmin sapuaHT 3awmnTbl cetn Wi-Fi, He npnBoaawmm K CHIXKEHUIO CKOPO-
CTV n3-3a WnpOoBaHUA 1 Kak Hanbonee HageXHbIN NPOTOKON ANnsa ceten ctaHgapTa IEEE 802.11n.

TKIP — npoTtokon wugpoBaHus faHHbIX B ceTsax Wi-Fi, oTBevaroLmmn 3a LLeNOCTHOCTb Krtoya LWnd-
POBaHMs1, KOTOPbIN N3MEHSAETCS BO BPEMEHN N NPUCBAMBAETCA KaxaoMy nakeTy. [JaHHbIA Kpun-
Torpacpuyeckmin anroputm aBnseTca obasaTenbHbIM Ans anroputmoB 3awmTel cetn Wi-Fi WPA
n WPA2.

AES - npoTtokon wudpoBaHusa gaHHbix B cetax Wi-Fi, pekomeHayembl Ans 3amTbl CETEN CTaH-
napta IEEE 802.11n coBmecTHO ¢ ayTeHTudukaumen WPA2. [laHHbI KpunTorpadmuyeckum anro-
puUTM aBnsieTca obszaTenbHbIM Anga anroputMmoB 3awmnTbl cetn Wi-Fi WPA n WPA2.

HACTPOWKWU BE3OMACHOCTH WI-FI

Ha gaHHoi cTpadiue Bel MOM¥ETE M3MEHUTE HACTPONKKM GedonacHocTk Bawen cetn Wi-Fi. PEKOMEHOYEM MCNONB30EATE AVTEHTMRMKAUMID WPAZ-
PSK cwndporaHnem AES, 4yToGk NpenoTEPATHTE HECAHKLMOHMPOBAHHBIA O0CTYN K pecypcan Bawen cetn Wi-Fi.

CeTb Wi-Fi He 3awmiweHa!
3310 (HaagaHue ceti Wi-Fix TOTOLINK N300RT

AMropUTM 33Tl CeTi Wi- o
Fi: WRA v

P ayTeHTugKaLMI KopnopaTHeHeld (RADIUS-cepeep) "® OGbldHBIA Naponk (KNoY GeaonacHocT ceTa Wi-Fi)

Moagep#ueactble anropuThisl

WidpoeaHuA WERA:

DOopMaT BECAA KNKoUa G230NacHoCTH
ceTh Wi-Fi:

TKIP ¥ AES

Ha aHrnuicroi packnagke KNaBnaTypbl, BENDYaR GVKEL W Undp ¥

Kntoy GeaonacHoctk cetn Wi-Fi:

dopmaT BBOAa knto4va 6esonacHoctu cetn Wi-Fi + Knitoy 6esonacHoctu cetu Wi-Fi: [JaH-
Hble NapameTpbl OTBEYaloT 3a ASINMHY 1 hopmaT BBoAa kntoya 6esonacHoctn cetn Wi-Fi, koTo-
pbI Heobxoanmo BBOAUTL KaxxaoMy HoBomy Wi-Fi KnueHTy Ans nogknioyeHust K yCTPOMUCTBY U
nocnegyrouiemy obmeHy 3alimdpoBaHHbIMU aHHbIMW. Baluvm ycTponcTBOM NoaLepXMBaeTCs
ABa chopmata BBoAa kntova 6esonacHoctu cetn Wi-Fi: (Ha aHrnunckon packnagke knasnaTtypebl,
BKItouada OykBbl U LMApbI) M WeCTHagUaTepUYdHbIn Kntod (64 cumeona). 3atem Heobxoanmo Bee-
cTu kntod 6e3onacHocTn cetn Wi-Fi B none HanpoTtme. Ecnu Bbl Beibpanu doopmat BBOAA Kitova
6e3onacHoctn cetn Wi-Fi “Ha aHrnmuinckon packnagke knasuaTypsbl, BKktovasa 6yksbl U Lmudpbl”,
AnviHa kntoya 6e3onacHocTn cetn Wi-Fi gormkHa coctaBnate oT 8 4o 63 cumBosios. B Tom crniyyae,
ecnu Bbl Bbibpanu “lLlecTHaguatepuyHbin kntod (64 cumeona)”, kntod 6esonacHocTtn cetn Wi-Fi
HeobxoaQMmo BBOAMTL, HAaUMHas ¢ obs3atenbHbix cumeonos 0x, Hanpumep: “0x321253abcde...”.

4. WPA-Mixed

Onuus no3BongaeT ucnonb3oBaTtb anroputMel 3awmTtbl cetn Wi-Fi WPA n WPA2 coBmecTHO, co-
yeTasa NpemmyllecTBa Kaxaoro. Vicnonb3oBaHme gaHHoro anroputma sawmtbl cetn Wi-Fi obe-
cneymBaeT Hannyuwyo 3awmnTy cetn Wi-Fi poyTtepa n xopowmii ypoBeHb COBMECTUMOCTU 060-
pyLoBaHMA.
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HACTPOWKW BE3OMACHOCTU WI-FI

Ha gaHHoR cTpaHuue Bel ModeTe N3MeHUTe HacTpoikn GeaonacHocTi Bawen cetn Wi-Fi. PekoMeHOyem WCNone30BaTe ayTeHTHEEaUMD WRAZ-
PSK cwiudposaduem AES, yToGbl NpeoTERATUTE HECAHELMOHMPOBAHHLIA OOCTyN K pecypcan Bawen cetn Wi-Fi.

CeTe Wi-Fi He 3awmweHal

S8I0 (Hazeanue cetn Wi-Fi): TOTOLINK N300RT
ANropUTI 33WKMTEl CETH ‘."'._iii—l WPAMied -
PesuM ayTEHTURMKALLN: KopnopaTweHelil (RADIUS-cepeep) "® OGLIYHLIA Naponk (KoY GeaonacHocTy ceTk Wi-Fi)
e e TP €
Mogaep#MEaeMEIe ANropUTMEl TKP @ AES

WrfpoeaHna WRAZ:

dopMar BE00A KNova §e3onacHoCT

- Ha anrnuickoi packnagre knaBnaTyphl, BEN0Yas OyEssl v undipsl ¥
cetn Wi-Fi; P a ¥e ¥ undip

Knioy BeaonacHocTn cetn Wi-Fi:

MpPHMEHHT b

lNMpumeyaHue: Vicrionb3yime WEP e mex cny4dasix, Koea0a Hem aflbmepHamusebl 3a-
wumel boriee cogepuieHHbIM ar2opummom unu Kkoeda y eac cmoum 3adaya rnooksio-
yeHus k cemu Wi-Fi ycmapeswezo obopydoesaHusi 802.11b unu 802.11 b/g. JaHHas
pekomeHOayusi cesizaHa ¢ HeOocmamoyYHOU Kpurmozapaghu4decKkoli CmoUKOCmMbH
K 83/10My ajfleopumma wugposaHusi, ucrosib3ogaHHo20 8 ocHoee WEP. B ocmarib-
HbIX crly4dasax pekomeHoyem aneopumm WPA2 ¢ wugpposaHuem AES.

5.3.2 PaboTa B pexume penurtepa

[ns akTuBauum pexmma penutepa Heobxoammo cHATb ranoydky «Cetb Wi-Fi He 3awuweHnal»

ToTO [T Model no N300RT
CoCTOAHME +
BhicTpas HacTpoiika + HACTPOWUKW EESOMNACHOCTH WI-FI
HacTpoitka ANA ONBITHEIX + . o .
Ha [0aHHo# CTPEHULE Bbl LIOKETE H3MEHUTE HACTPOIKK Ge30nacHoCTH Bawen cetn Wi-Fi. PEKOMEHIYEM HCNONb30EATE AyTEHTUGUKALMK WPAZ-
Peum pagoTs! + PSK ¢ wngpoeaHnem AES, yTofkl NpegoTERaTHTE HECAHKUMOHWPOBAHHSIN JOCTYN K pecypcan Bawei cetn Wi-Fi.
OcHOBHEIE HacTpoikn +
¥ Cetb Wi-Fi He sawmuenal
Wi-Fi cets = i

® 3awwra cetn Wi-Fi
* 3awwrta cet Wi-Fi 1 (rocTesan)
* 33WuTa cet Wi-Fi 2 (rocTeBan)

* [0NOMHUTENLHEIE HACTROMKN

* WDS
* YNpaeneHue 4oCTynom

* Texdonoma WPS

* PacnucaHie paoTel ceth Wi-Fi

MapupyTH3aUHA +
MeKceTeBOR 3KpaH +

MpHMEHHTE
Texuuyeckoe oDCNyXHBAHHE *
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TOTO NS Model no. N300RT

CoctoAnue *
BhicTpas Hactpoiika B HACTPOWKW EESONACHOCTU WI-FI
HacTpoitka ANA ONBITHEIX * . T . I o
Ha gaHHon cTpanuue Bel MOXETE N3MEHNTE HACTPONKKN GeaonacHocT Bawen cetn Wi-Fi. PekomeHgye NCNonNe30EaTe ayTeHTHdMEaLMID WRAZ-
Peskum paboTbi + PSK c wndposanien AES, yTofibl NpenoTBpaTHTE HECAHKLMOHUPOBAHHEIR AGCTYN K pecypcan Bawei cetn Wi-Fi
OCHOBHb1e HacTpoilku +
CeTe Wi-Fi He 3awmeHal
Wi-Fi ceTh -
— SSID (Hazeanwe cetn Wi-Fi)  |[TOTOLINK N30O0RT_RFTO
* 3awwTa ceth Wi-Fi
( ANTORWTM 33WHNTEI CETH Wi-

* 3awua cew Wi-Fi 1 (rocTeean) P w - CeTh WiFi He sawmuenal ¥

* 3awuta ceTw Wi-Fi 2 (rocTeBan) :

* PaboTa B pesUMe penuTepa

* [10NONHUTENEHBIE HACTPOIKI

+ WDS

* YNpaeEneHne goctynom

* TexHonorua WPS

» Pacnucanue padoTtel cetn Wi-Fi
MapwpyTHaauua +
MesxceTeBol aKpaH +

MpHMEHUTE

TexHu4eckoe 00CNyHHBAHHE +

Beegute B none SSID (Ha3sBaHue cetn Wi-Fi) Heob6xoommo BBECTU MMSA CETU, HAXOASALLENCS B
30HE MOKPbITUSA YCTPONCTBA, CUrHAN KOTOpPOn Heobxoanumo yeunute. Cenektopom AnNropuTtm 3a-
wutbl cetn Wi-Fi BbiOnpeTe Heobxoanmbii anroputm u BBeaute kntod 6esonacHoctn cetn Wi-
Fi B cooTBeTCTBYIOWEM NOSE.

5.3.3 WDS

Ha gaHHoOM cTpaHuLe MOXHO HacTpouTb pexum paboTel cetn Wi-Fi, HasbiBaembii WDS (Wireless
Distribution System). 3T1oT pexum nossonset ycraHoButb Wi-Fi coeguHenve ¢ gpyrummn Wi-Fi
yCTPONCTBaMM TaKOW Xe& MOAENW, YTO M Balle yCcTpoucTBo. [Ans obbeamHeHns asyx n 6onee
YCTPOWUCTB, a TaK xe ux ceten yepe3 WDS-coeanHeHune, ToUKM JOCTYMNa criedyeT HacTPoOUTb Ha
OAWH KaHan, BHeCTM B cooTBeTcTBYyowWyo Tabnmuy MAC-agpeca Toyek 4OCTyna, C KOTOPbIMK
HeobxoaMMo yCTaHOBUTb coeauHeHne n Bknountb pexxum WDS, a Takxe HacTpouTb 6e3onac-
HocTb nx WDS-coeuHeHus.

OO6bI4HO, y TexHonorum WDS crneaytowme cepbl NPUMEHEHNS:

1. Co3gaHune coeanHeHmns Tuna «MocT» no texHonorun Wi-Fi mexay aAByMmsa npoBOgHbLIMU cer-
meHTamu Ethernet-ceten.

2. YBenun4yeHue nokpbiTua yxe cywectaytowen cetn Wi-Fi.

HACTPOWKW PEXWUMA WDS

Ha gaHHoi cTpaduue Bel MO¥eTe HACTPOWTE pexin paboTel ceTh Wi-Fi, KoTopeli HazelieaeTeA WDS (Wireless Distribution System). 3ToT pesum
paboTel NO3B0NAET YCTaHOBEUTE Wi-Fi-coeguHernne c gpyrmn Wi-Fi-ycTpoRCTEAMK TAKOR ¥e MOQENW, yTo ¥ Bawe yetpoActeo. AnA ofbedMHEHHA
OBy W Gonee yoTpONRCTE, @ TaK e WX ceTel, yepea WD S-coeOWHEHME, TOYKK OCTYNA CNemyeT HACTRONTE Ha OOWMH KaHan, BHeCTH B
COOTEETCTEYHWYH Tadnuuy MAC-agpeca ToYeK QocTyna, © KeTopeIMKM HEODXOOWMO YCTEHOENTE COROMHEHHE, M BKNIOYKMTE pexmm WDE, a Take
HacTpoWTE De30nacHocTe Mx WDS-coeQMHEHNA.

BrnwunTe pexum WDS
MAC-agpec

MponyckHan cnocoBHOCTE: Aute ¥
OnncaHne:
CoxpaHnth Copoc HacTtpouka GesonacHocTi WDS-coeguHesna MokazaTe CTATHCTHEY

Talnuua akTUEHLIX COSOMHEHWA B pexume WDS:
MAC-agpec MponyckHaA cnoceGHocTe (MEKTIC) COnwucaHue Brifpate

YOanWTE BhidpaHHbie ¥OanuTe BCE
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Bkntountb pexxum WDS: [NocTaBbTe ranoyky B okHe, 4Tobbl BKountb pexum WDS.

MAC-appec: Beegute MAC-agpec Toukm goctyna ¢ kotopoun bbl xotenu yctaHoButb WDS-
coenHeHMe.

MponyckHas cnocoBbHOCTbL: Buibepnte cenekTopom HeEOBXOAUMYHO MPOMNYCKHY CMNOCOBHOCTL
Mexay coefuHsowmMmMncsa yctponctesamm B pexxume WDS.

OnucaHue: Beegute B none npuymHy, no KOTOPOM XOTUTE NPUMEHNTb AAHHOE NPaBuIio Ans ycTa-
HoBneHns WDS-coeanHeHnus ¢ gpyrum nogobHeim yctponctBoM. KHomnka HacTpownka 6e3onac-
HocTn WDS-coeaunHeHus no3sonsieT ckoHpurypuposaTb 3awmuty WDS-coeanHeHus. B gaHHOM
pexume nogaepxmBaeTca aea anroputma 3awmtel cetm Wi-Fi: WEP 64 6ut n WEP 128 6ut. O6-
paTuTech k rnaee 4.3.6 “Sawuta cetn Wi-Fi” gaHHOM MHCTPYKUMM ANs NOnyvYeHnsa geTtanbHOm
nHopmaumn. Haxxmute KHornky “CoxpaHuTb’ AN COXPaHEHUS BbINOSTHEHHbIX U3MEHEHUN B Ha-
CTpOMKax yCcTpoucTsa.

5.3.4 [lononHuTenbHble HACTPOMKMU

[aHHble HAaCTPONKM NpegyCMOTPEHbI A9 NPOABUHYThIX NONb30BaTENEN, MOHNMAaLLNX NPUHLM-
nbl paboTbl cetn Wi-Fi. 3T HacTponkun He cnenyeT U3MEHATb, €CINU Bbl HE 3HaeTe, Kak 3To OT-
pasntca Ha pabote cetn Wi-Fi.

OONONHUTENEHBIE HACTPOWKKW WI-FI

OranazoH (NoLIspEEISuEE
CTIHAEPTE]:
UlnpkKs E3HaNS:

FaKan pacumperim: Upmer W

Howep zakans:

Tpakcnayws 5510 (kazearws cami Wi
Fij:

Wik BEn v

Mpomycexas cnocobRocTE:

Mopor dipaneesTaymN:

Mopor RTS: 2347

Cwrsansrsil RHTEpEEN:

Maxz. won-s0 Wi-Fleneesmos Touwse
nocTyna (3-54):

Makc. von-g0 Wi-Fienkermos Toukn =
gocmynal (3-54):

Makc. von-g0 Wi-FinkerTos Toukn — .
oocTynal (3-54): ;

T mpeasty sl .

KopoTesr npeswiyns

IAPP:

auwTa dipeiwos{ksgpos) CTS:
ArperayeR:

KopoTomil 2augumrell WHTSpESN:
3snpeT odwexs asks wemay Wi-Fi-
EMVERTIM R

CocywecTeEcEaswe kakance 20w 40
MMy

POPMMDPDESFIE DRETDEM WS
HINDSENERHOCTH NEDSLETINES
{Beamfoming):

HMamyusewan MOWHOCTE NEPELATURES:

Compa-Is

5 5 5 6

-
:IH :III m m m
b

-
a
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Onana3oH (nogaepxuBaemble ctaHaapTbl): CenekTopom MOXHO BbiOpaTb YaCTOTHbIN AMa-
nasoH 1 nogaepxuneaemMble cTaHgapTbl paboTel ceTn poytepa. CtaHgaptel cetn Wi-Fi 802.11b n
802.11g 6onee paHHME U UMEIOT MEHbLLYHO MPOMYCKHYHK CMNOCOBHOCTL, Hexxenn ctangapT 802.11n,
KOTOpbIV ncnonb3yeT 6onee coBeplleHHbIN TN moaynaunm curHana (OFDM-meTtoa). Pekomen-
ayem BblbpaTh 2,4 [Ty (B+G+N), Tak Kak aTa HacTporka n3basut oT Nnpobriem BO3MOXXHOM HECO-
BMECTMMOCTU yCTpoKrCcTBa ¢ obopyaoBaHnem 6onee paHHux ctaHgaptoB Wi-Fi.

LnpuHa kaHana — wupuHa yactoTHoro kaHana Wi-Fi. YCTponcTBo nogaepxusaeT cregyroLine
3HAYEeHUS LWMPUHBI YaCTOTHOro kaHana TexHonorum Wi-Fi:

20 Ml'y — ctangapTHaga wupuHa YactoTHoro kaHana Wi-Fi gna 802.11b n 802.11g.

40 MI'y — wupwuHa YacTtoTHoro kaHana Wi-Fi, nogaepxusaemas 802.11n, 3Ha4nTenNbHO yBENU-
YymBaroLLasa NPOMyCKHY CNOCOBHOCTL (3HA4YeHME BbIGPaAHO NO YMOSYaHUIO).

Kanan pacwmpeHus — dyHKLMA oTBeYaeT 3a gobasrieHne AoMNOoMHUTENbHOro YacTOTHOMO KaHa-
na wupuHon 20 Ml K oCHOBHOMY.

Bbilwwe OCHOBHOro no yacrore: 3Ha4yeHne No yMosiyaHuo — “Bbllle OCHOBHOrO No 4YacToTe”,
KonmyecTBo KaHanoB paboTsl TexHonorum Wi-Fi coctasnser 11.

Hwxxe ocHoBHOro no 4acrtorte: Ecnu Boibepute “Huxke 0OCHOBHOro No 4YacToTe”, KONN4YeCcTBO
kaHanos pabotbl TexHonornn Wi-Fi namenuntcs Ha sHadyeHme Auto, a napameTtp “Kanan pacwu-
peHusi” CTaHeT He aKkTUBHbIM. MIaMeHnB napameTp Ha 3HayeHue “Huke OCHOBHOro No YyacTtoTe’,
KonmyecTBo KaHanoB paboTbl TexHonorum Wi-Fi 6yaeT goctynHo gns Bblibopa cenektopom ot 1
00 9. Jlwb nocne ToOro kak Bbl BbibepuTe o4MH U3 4OCTYMNHbIX KaHanoB, NnapaMeTp KaHana pac-
LWnpeHus bygeT cHoBa akTUBHbBIM 45151 ndaMeHeHus. Ecnu Boibepute “Bbille OCHOBHOIMO MO YacTo-
T€”, KONM4YeCcTBO KaHanoB paboTbl TexHonorun Wi-Fi 6yageT goctynHo onga Bbibopa cenektopom
ot 5 go 13.

Homep kaHana — Cenektop No3BonsdeT BPy4YHYO BbIOpaTb HOMEP YacTOTHOro KaHana paboTbl
cetn Wi-Fi.

Ba)xHoe npume4vaHue: PekomeHOyeMm 8blbupamb HaUMeHee 3a2pyXeHHble 4a-
CmMOmMHbIe KaHarbl 0511 00CMUXEHUsI Hausbicwel rnpouzsodumerisHocmu cemu
Wi- Fi. Ha npakmuke caMbiMu 3a2pyXeHHbIMU OKa3bl8aromcsi HaCmomHble KaHarslbl
¢ Homepamu 1, 6 u 11. Ecnu ebl pewurnu 8bicmagume 4YaCmomHbIl KaHas ¢ HOMe-
pamu 12, 13 unu 14, He pekomeHOyem amozao denlame, 3Ha4yumersnsHas Yacmb Wi- Fi
obopydoeaHusi Ha meppumopuu P® u CHI ux He noddepxusaem. [Npudepxusau-
mecb OaHHOU pekomeHOauuu u rpu ebibope napamempa KaHarna pacuupeHus.

Tpancnsauua SSID (HazBaHue cetn Wi-Fi): Cenektopom MOXHO BblGpaTb BKNHOUYNTL/OTKIIO-
4nTb NapameTp. Service Set Identifier ucnonesyetcs 4Tobbl naeHTUMUMposaTtb cetb Wi-Fi apy-
rmMn coemectumbimm ¢ 802.11-ycTponcteamu, pabotatowmmm B pexume Wi-Fi poyTep/Touka
poctyna+Wi-Fi-knueHTtbl unn B pexxume AP+WDS.

MosicHeHune: Bce knnenTckne Wi-Fi ycTponicTea, Haxoasawmecsa B 30HE NOKpbITUSA poyTepa, by-
AyT nony4artb WMpoKoBeLlaTenbHble COO0LEHNS OT TOYKU A0CTYMNa, BCTPOEHHOW B pOyTep C UH-
dopmaumen o Tekywem SSID (HasBaHum cetn Wi-Fi).

WMM - cokpawieHue ot Wireless Multimedia. lNMpoTokon onpegenseT ypoBeHb nNpuoputesaumnm
Tpadvka ons YeTbipex KaTeropun AocTtyna cornacHo Tabnuuam npuoputesauumn ctaHgapta IEEE
802.1d. Kateropumn gocTtyna cneuuanbHo pa3paboTtaHbl Ang obecneyeHns Hanny4llero kayecTsa
06Cny>XMBaHUSA KNMEHTOB B 3aBMCUMOCTW OT TUNa nepegaBaemoro Tpaduka: rornoc, Buaeo, Tpa-
oMK HerapaHTUpoBaHHOM JocTaBku Tuna «best efforty n HU3KONPMOPUTETHLIE AAHHbIE.

lpumeyvaHue: [lapamemp 8KJ/OYEH M0 yMOJYaHUO U He Moxem 6bimb
U3MEHEH I10/1b308amersiem.
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MponyckHaa cnocoGHOCTb

MapameTp onpegensieT NponyckHyt cnocobHocTb (MBUT/C) Ha KOTOPOWN YCTPOMUCTBO LOSMKHO
nepepasaTb AaHHble no Wi-Fi. NMomumo Bblbopa oMKCMpOBaHHOW MNPOMYCKHOM CNOCOBHOCTU B
M6uT/c MOXHO BbIOpaTh Nboe 3HavyeHne gaHHoro napametpa ot MCS 0 go MCS 7. Pekomen-
AyeTCs He UBMEHATb 3Ha4YeHe napameTpa 1 UCNOMb30BaTb 3HAYEHUEe No yMondaHunio «Autox!

MCS - cokpaweHune ot Modulation Coding Scheme (Cxema ncnonb3yemon Mogynsaumm n Ko-
AanpoBaHusa curHana). o noseneHunsa ctaHgapta IEEE 802.11n 6onblMHCTBO TOYEK gocTyna,
BCTpamBaeMbIX B poyTepbl, cooTBeTCTBOBanu ctaHgaptam IEEE 802.11a/b/g v nogaepxmsanu
NPOMNYCKHY cnocobHocTb oT 1 M6ut/c Ao 54 Méut/c (nogaepxmeas 12 BO3MOXHbIX Bapuauun
nponyckHbiX cnocobHocTen no Wi-Fi). C nossneHnem ctaHgapta IEEE 802.11n nponyckHas
cnocobHocTb Wi-Fi Hawana 3aBuceTb 0T MHOXeCTBa hakTOPOB, TaKMUX KaK TUM UCNONb3yeMOou
MOAYNAUNK, CKOPOCTb CBEPXTOYHOIO KOAMPOBAHUS, LUMPUHA KaHana un T.4. YTobbl He nepevunc-
NSATb BCE BO3MOXHbIE COMETaHUs, MHXXeHepbl NpeacTaBunm eauHyto Tabnuuy n BBeENU NOHATHE
MSC, nogpobHee 0 KOTOPOM MOXHO y3HaTb B ceTu VIHTepHeT.

lMpumeyaHue: lNpumedyaHue: Ecnu ebibpamb napamemp “lLLlupuHa kaHana” 20 Mly,
MaKcuMarsibHO 803MOXHO€E 3HadyeHue napamempa “[lponyckHas crnocobHocme” co-
cmasum 65 Méum/. Ecniu ebibpamb napamemp “LLlupuHa kaHana” 40 Mly, makcu-
MarsibHO 803MOXHOE 3HavyeHue napamempa “[lponyckHas cnocobHocme” cocma-
sum 150 Méum/c

Mopor hparmeHTauum: NapameTp 3agaeT MakcuMarnbHbIn pasmep dpperma (kagpa) 4o npouec-
ca ero goparmeHTaunm BO MHOXeCTBO doperMoB (kagpoB). [lnanasoH 4onyCTUMbIX 3HAYEHUN — OT
256 po 2346 banTt. Ecnn yctaHOBUTL CINLLKOM Masnoe 3HadeHue nopora oparMeHTauum, 310 He-
raTUBHO CKaxkeTcd Ha npoussogutensHocTn cetn Wi-Fi. icnonb3oBaHue pparmeHTaumm yBenu-
YnmBaeT HaOeXHOCTb AOCTaBKM PperiMOoB (KagpoB) B npouecce nepegayv gaHHolx. PparmeHTa-
umnsa 6onblMx penmMoB Ha Bonee Marsble 3Ha4YEeHUS CHXKAEeT BEPOSTHOCTb MNOSABNIEHUS KONSTU3NI
B npouecce nepegayn AaHHblx. CNMWKOM Marnoe 3HayeHne napameTpa yMEHbLUUT NPOMNyCKHYHO
cnocobHocTb Wi-Fi ceTu, Tak Kak gaHHble OyayT nepefaBaTbCs MEHbLUMMU «nopumsiMuy. Peko-
MEHOYEM HE U3MEHATb 3HAYEHnEe No ymon4vaHuio (2346), oHo onTuMarnbHO nNogobpaHo NPon3Bo-
antenem yunceta Wi-Fi pagnomoayns (Toukm 4OCTyna BCTPOEHHON B poyTep).

Mopor RTS: MNapameTp 3agaet makcumanbHbi pasmep dpenma (kagpa) RTS (Request to Send),
KOTOPbIN BbICbINTAeTCS YCTPOMCTBOM-UHULNATOPOM Nepeaaym AaHHbIX BCEM YCTPONCTBaM B 30HE
NoKpbITUS ceTu poyTepa. [nana3oH AonyCcTUMbIX 3Ha4YeHun — ot 0 go 2347 bant. 3HayeHne no
yMosnyaHuio — 2347.

RTS/CTS (Request to Send/Clear to Send) — mexaHn3M, UCNOSb3yeMbI B CETAX rpynnbl
ctangaptoB 802.11 onsa CHMXKEHUs1 BEPOATHOCTU BO3HUKHOBEHUS KOMNSTU3UIA, MONYTHO peLua-
oW Npobnemy «CKpbIToro TepmmHana». Pasmep dppenma (kagpa) RTS/CTS moxeT npu-
HUMaTb 3HadeHna ot 0 go 2347 bant. Ecnn pasmep dpenma (kagpa) 6onbLie noporoBoro
3HadyeHus RTS/CTS, cetb Wi-Fi BocnpnHuMaeT ero He Kak cny>ebHbl 3anpoc Ha nepe-
Aady/npuemM gaHHbIX K 3anyckaeT mexaHu3m handshake, nocne yero HaunHaeTcs nepena-
Yya cnyxebHbIx ppenmoB (kagpos). B Tex cnyyasix, koraa pasmep gppenma (kagpa) MeHbLue
nnu paeseH noporosoMy 3HadveHuto RTS/CTS, ceTb Wi-Fi BocnpuHMMaeT ero He Kak crny»xeb-
HbI 3anpocC Ha nepefavy/npuem AaHHbiX, HadbiBaeMbli RTS/CTS-dperimom, a kak MHGop-
MaunoHHbIX kagp. Wi-Fi ceTb ncnonbayet Request to Send/Clear to Send dpermbl (kagpbi)
ANS1 CHXKEHUSI BEPOATHOCTU BO3HUKHOBEHUS KOMSU3MIA, 3anpalumBasi u MHALUMUPYS NpoLecc
handshake mexagy nepegatrowmm 1 NnpMHUMaKLWMM YCTPOMCTBOM O MnpoLecca nepegadu
AaHHbIX. Takum obpasom, cnyxebHbin ppenim RTS, B KOTOpOM coaepKuTcst HopMauns
O BPEMEHMU, Ha KOTOpoe ByaeT 3ape3epBMpOBaH KaHan Ansa nepegadn gaHHbIX nepegaeTcd
He TOSIbKO Ha «HY>XHOe YCTPOMCTBOY, HO U Ha Bce ycTponctea cetn Wi-Fi, pewsas npobnemy
«CKpbITOro TepmuHana». Ycrpounctea cetu Wi-Fi, nHnyumpyowme nepegayvy AaHHbIX, OTCbI-
natoT B nepsyto ovepeab RTS dpenmbl (kagpbl), Aoxgaswmnck handshake HaunHatoT oTpas-
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naTtb camu AaHHble. Yctponcteo cetn Wi-Fi, otBeTuBliee CTS-dpperMoM Ha NonyyYeHHbIn
RTS cperim, cBMaeTenscTByeT O TOM, YTO cpefia cBoboaHa Ans nepefadn AaHHbIX U 3anpa-
LUMBaET UX nepefadvy y ycTponcTBa-nHuynaTopa. ANroputMm nsberaHmsi Konnuaum nocpea-
ctBoMm CTS-ppenmoB coobuaeT Bcem yctponctesam cetn Wi-Fi nHpopmaumo o JocTynHo-
CTV cpefbl Nepefadn AaHHbIX, NMO3TOMY BCe YCTPOMCTBA CETU He NpeanpUHUMaloT NONbITKA
nepegadv oo Tex nop, nNoka Bce AaHHble He ByayT nepefaHbl.

CurHanbHbIN MHTepBan: 3HayeHne no ymonyanuto coctasnset 100 mc. bonblwee 3HayeHne
ONWHbI CUTHANbHOIO MHTEpBana ynyydwnT ganbHocTb cBA3n no Wi-Fi 1 noBbICUT ypOBEHbL SHEP-
rocbepexeHnsa Ha CTOPOHEe KNMEHTOB ceTu. Ecnu yctaHoBUTb 3HadeHne meHblie Yyem 100 mc,
3TO YBENNYNUT CKOPOCTb NOAKITIOYEHNSA K YCTPONCTBY.

Makc. kon-Bo Wi-Fi knueHToB Toukn goctyna: Onuusa 3agaet makcumarbHoe konnyectso Wi-
Fi knnenToB ana ocHoBHown cetn Wi-Fi.

Makc. kon-Bo Wi-Fi knneHTtoB Toukn goctyna 1: Onunsa 3agaet MakCuMarnbHOE KONMMYecTBO
Wi-Fi knnentos ansa cetn Wi-Fi 1 (roctesas).

Makc. kon-Bo Wi-Fi knueHToB Touku gocTtyna 2: Onuusa 3agaet MakCuMarbHOE KONMMYecTBO
Wi-Fi knnentoB ansa cetn Wi-Fi 2 (roctesas).

Tun npeamb6ynbl: Onuna 3agaeTt ANVMHY NONS CUMHXPOHM3auuMK, naywero nepeq kaxabim IEEE
802.11 dpperimom (kagpom). BornbwMHCTBO coBpemMeHHbIx ceTten Wi-Fi ncnonb3yoT KOpOTKyH
npeambyny ¢ NofiemM CUHXPOHU3aLMN B 56-6UT BMECTO OfIMHHOM npeambynbl C NONIEM CUHXPO-
Hu3aummn B 128-6uTt. HekoTopble ycTapeBwne yCTpoOMUCTBa, Hanpumep, ctaHgapta 802.11b noa-
AEePXNBaIOT TONbKO paboTy ¢ ANNHHON Npeambynon. [AnvHHas npeambyna BbibpaHa B HAacTpown-
Kax Mo yMOJS4aHuIo.

IAPP: NpoTokon pa3spaboTtaH ons 3awmieHHoro obmeHa cnyxebHon nHpopmaumen Yyepes ESS
(Extended Service Set) mexay BallMM yCTPOMCTBOM M APYron TOYKOM SOCTyna npu ocyllecTene-
HUK nepexoa knnenTa ua ogHoro Wi-Fi nokpbiTvs B gpyroe (Bo Bpemsi handoff) B poyMUHroBbix
cetax Wi-Fi. [laHHbIN NPOTOKOS BKIKOYEH MO YMOMYaHUIO.

3awmTa hbpenmoB (kagpoB) CTS: OyHKUMS OTKNHOYEHA MO YMONYaHUIO.

Arperauumsa: Yactb ctaHgapta 802.11n. [laHHada onumnsa No3BOSsieT 3a OAMH LMK nepegadun oTo-
crnaTtb MHOXeCTBO hpenmMoB (kagpoB) 3a oauH pas. TexHonorns obvegnHaeT bonee mernkue
dperimbl B 0ANH BONbLUOK. Y BCEX (PPENMOB, KOTOPbIE «NEpPEynakoBbIBAOTCA» B HOBble 60sb-
wne dppenmbl JormkHbl coBnagate MAC-3aronoBku, knacc Tpaduka (QoS) u T.4.

Ppenmbl (Kagpbl) — MapameTp onpenenseT KONMYECTBO Marnbix PenMoB (KagpoB), KOTopble
Heobxo4MMO «nepeynakoBbIBaTby B HOBbIN GonbLion perim (kagp).

BawuT — NapameTp onpeaensieT pasmep (B bantax) B HOBbIX OonbLUMX doperimax (Kagpax).

KopoTkun 3awmntHbIn nHTepBan: lMapameTp obecneymBaeT Haunyyllee Ka4ecTBO coeanHe-
HUS, pacnpocTpaHeHusi U ormbaHns cUrHanoB Ans nepegadn gaHHbIX, YyBCTBUTENbHbIX K MOMe-
XaMm 1 3agepxKKam.

3anpet oomeHa gaHHbiMu mexay Wi-Fi-knueHtamu: ®yHkumnsa 3anpewjaet obMeH gaHHbIMU
mexay Wi-Fi knmeHTamn Ballero poytepa, NoAKNIYEHHbIX K €ro Touke 4ocTyna.

CocyuwectBoBaHue kaHanoB 20 un 40 MI'y: ®yHKUMA aBTOMaTUYECKN BbIOMPAET Hauny4Llyro
LUMPUHY KaHana UCXOAS U3 CreKTparibHbIX YCNOBUI 3KCnyaTtauumn yctponctea. PyHKUUA OTKIHO-
YeHa o yMOmn4aHuio.

dopmupoBaHue aMarpamMmmbl HanpaBrneHHOCTU nepeaaTynka (Beamforming): dyHkuymsa no-
3BONSET ynyywmnTb 30HY nokpblTna Wi-Fi Toukm goctyna BCTPOEHHOW B poyTep.
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N3nyyaemas mowHOCTb nepeaaTymka: Cenektopom MOXHO BblOpaTh U3fyYyaemMyt MOLLHOCTb
nepegaryuka yctpomctaa. 3HadeHune no ymondanumio — 100%.

Haxmnte kHonky “CoxpaHuTb’ ONs COXpPaHEHUsI BbIMNOJSIHEHHbIX WU3MEHEHUW B HacTpown-
Kax ycTpoucTea.

lMpumeyvaHue: Hekomopbie pyHKyuU daHHO20 pasdesia Mo2ym bbimb OOMONIHEHbI/
ydasieHbl 8 3a8UCUMOCMU OM 8ePCUU MUKPOIMpPOoepaMMHO20 obecriedeHust (Mpouwus-
Ku)ycmpoticmea.

5.3.5 YnpaBneHue noctynom

DyHKUMS BNOKUPYET, ecnn BbiOpaH YepHbI CIUCOK UK paspeLlaeT, ecnv BbibpaH 6enbin cnu-
Cok gocTtyn B ceTb MIHTepHeT Tonbko TeM Wi-Fi knueHtam ceTtu, s MAC-agpeca BHECEHbI B Ta-
6nvuy unsTpaumn.

YMNPABNEHUE OOCTYNOM K CETH WI-FI

[daxHan yHELMA GNokMpYeT, eCni BoIDPEH YePHBIW CNMCOK, MNW PasPEeLEEeT, eCnNK BuGpaH GenbM CNMCOE, AOCTYN B CeTh MHTEpHET ToNbKO Tem Wi-
Fi-knueHTam Bawen ceT, ysl MAC-agpeca EHECEHB B TAGNULY UNETPALMK.

|,£l,n|::1'yn pazpeweH sceM Wi-Fi-knmesTam Bawed ceTi. W |

MAC-anpec:
OnucaHme:
Tekywana Tabnuua EDHTPONA JoCTyna:
| MAC-agpec | ONKCaHWE | BuibpaTh |

¥oanute exbpanHLe Yaanute ece

BHumanwue, goctyn paspeweH sceM Wi-Fi knueHTam ceTn no yMOn4aHuio.
YnpaBneHue gOCTyNnomMm MOXeT OblTb HACTPOEHO ABYMsI cnocobamu:

1. Ecnn BbIGpaTh “benbin cnncok” n BBectn B AaHHoe none MAC-agpec knneHnTa cetn Wi-Fi
poyTepa, 4ocTyn Ans knuenTa ¢ gaHHbiM MAC-agpecom k cetn Wi-Fi 6yget nonHoCTLO pas-
peLLeH, B TO BPEMS Kak 4OCTYyN ANsi BCeX OCcTanbHbIX KnneHTtoB cetn Wi-Fi BygeT 3anpeLueH.

2. Ecnn BbiBpaTb “YepHbii cnucok” n BBecTu B gaHHoe none MAC-agpec knveHta cetn Wi-Fi
poyTepa, AOCTyn Ansa knueHta ¢ gaHHbiM MAC-agpecom k cetn Wi-Fi 6yget nonHOCTbIO
3anpeLleH, B TO BpeMS Kak OCTYN ANs BCeX ocTanbHbIX knneHToB ceTn Wi-Fi ByaeT paspeLueH.

MAC-aapec: Beeante B none MAC-agpec KNMMEeHTCKOro yCTPOMCTBa AN KOTOPOro Heobxoanmo
NPUMEHUTbL NPaBUIIO yNpaBreHns JOCTYNOM.

OnuncaHue: Beegure B none npuymHy, No KOTOPOW Bbl XOTUTE 3aHECTU B YEPHbIN Unu 6enbin cnn-
cok MAC-agpec 4aHHOrO KSIMEHTCKOro yCTPONCTBA.

Haxxmute Ha kHonKy “CoxpaHnTb’ Ansi COXpaHEeHUsi BHECEHHbIX UBMEHEHUI B HACTPOMKaX yCTPOn-
cTBa.

Tekywasa Tabnuua KoHTpona goctyna: Tabnuua getanbHO oTtobpa)kaeT nHgopmauno od
ynpasneHun goctynom. Icnonb3ys KHOMKW, Bbl MOXETE yaanuTb BblbpaHHbIE Unu yaanuTb BCe
3anucu B Tabnuue.
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5.3.6 TexHonorua WPS

Ha paHHOM cTpaHuue MOXHO n3MeHUTb HacTporku TexHonorun WPS (Wireless Protected Setup).
OHa noseonset yctaHoBUTb Be3onacHoe Wi-Fi coegnHeHne mexay poyTepom 1 nobum apyrum
knnentcknum Wi-Fi ycTponcTBoMm, ocHalleHHbIM KHonkor WPS (annapaTtHon unm nporpamMmmMHORn).

TEXHONONMNA WPS

Ha gaHHoN CTpaHuUe Bel MOKETe M2MEHNTE HACTROHKN TexHOnomK WPS (Wireless Protected Setup). OHa N03BONAST YCTAHOEMTE GeacnacHoe Wi-
Fi-coegrHenre mexay Bawam Wi-Fi poyTepom 1 MoGum gpyram KNAeHToku Wi-Fi-ycTpoAcTEOM, 0CHAWEHHBLIM KHOMESR WPS (annapaTHoi unn
nporpaMmMHoi).

OTENKYNTE TexHonormi WPS
PIM Bawero ycTpoictea: 99956042
KoHGUIypawna no Ha%aTi KHoMEW
WPS (annapaTtHol MK NporpaMMHon)

Ha KNWEHTCKMX YCTROACTESX B TRYEHHE 2
MIH.

3anyck MeToga nogrniyesua knuexTos PBC

Mpepeate WSC Npepsats

Beecti PIN KNMeHTa BpYYHYHD: CoxpaHuTk PIN

PIN Bawero yctpounctBa: None otobpaxaet Tekywmn PIN Bawero Wi-Fi poytepa.

KoHdurypauma no HaxaTtuo kHonkum WPS (annapaTtHOW unuv nporpaMmMHOM) Ha KIUEHT-
CKUX YCTPOUCTBaAX B T€YEHUEe 2 MMUH.: HAXMUTE KHONKY “3anyck MeTtoda NOAKMYEHUS Kin-
eHToB PBC” (Push-Button-To-Connect). Nocne ee HaxaTtua poytep OyaeTt oxuaaTb 3anpoc Ha
nogkntoyeHme no texHonorum WPS ot Wi-Fi knueHTOB B TedeHne aByx MUHYT. CBETOANOLHbIV
nHamnkatop WPS Ha nepegHen naHenu poytepa 6yaet 4acto MuraTb. OTO O3HAYAET, YTO TEXHO-
norna WPS poyTtepa paboTtaet. CBeTOAMOAHbBIV MHANKATOP BEPHETCA B CBOE HOpMarbHOE CO-
CTOSIHME Yepes ABE MUHYThI.

BHumaHue! Heobxoammo ycneTb BbINOMHUTDE BCE ONMCaHHbIE ENCTBUS 3@ MHTEPBas BPEMEHU
B AB€ MUHYTHI.

MpepBatb WSC: Haxxmute kHonky “INpepBaTth’, 4TOObI OTKNOUNTL TexHonoruo WPS.

BeecTtu PIN knueHTa BpyuHyto: Beeaute PIN knueHTCKoOro yctponctea B Nose 1 HaXxXMuTe Ha
kHonky “CoxpanuTb PIN”. CBeTtoanonHbin niankatop WPS Ha nepefHen naHenu Bawlero poyre-
pa 6yaeTt YyacTto muratb, 3TO 03Ha4aeT, YTto TexHonorna WPS Bawero poyTtepa pabotaet. CeTo-
ANOOHbIV MHOMKATOP BEPHETCS B CBOE HOPMarsibHOE COCTOSIHUE Yyepes iBe MUHYThI (TOMHUTE, YTO
Heo6XxoaMMO ycrneTb BbINOSTHUTL BCE ONUCaHHbIE AEWCTBUS 3a UHTEPBan BPEMEHW B 1BE MUHYTbI).

Tekywasn nHdopmauma o cetn Wi-Fi: Tabnuua getansHo oTobpaxkaeT nHgpopmauyuto ob anro-
putme 3awnTbl cetn Wi-Fi, ayTeHTudmkaunm, wmngposaHum u knrode 6esonacHoctn cetn Wi-Fi.
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5.3.7 PacnucaHnue pabotbl cetn Wi-Fi

Ha paHHown cTpaHuue Bbl moxeTe cdhopmupoBaTth pacnucanue pabotsl cetn Wi-Fi yctponcrea.
BHumaHue! HacTtponTte cooTBeTCTBYOLWME NapameTpbl B pasgene ‘arta n Bpems’, npexae 4yem
aKTMBMPOBATb 3Ty PYHKLMNIO.

PACMACAHUWE PAEBOTEI CETHU WI-FI
Ha aaHHoi cTpaduue Bel moxeTe chiopMUpOBaTE pacnucaHne padoTtel ceti Wi-Fi yoTpoicTea. BHUMaHWe! HACTpoORTe CcoOTEETCTEYHILME
napaMeTpel B pa3gene’JaTa u epema’, Npexae Yen aKTHBMROEATE 3Ty GYHKLWMKD.
AKTHMEWROEATE padoTy ceTi Wi-Fi no pacnucaHuw
PadoTaTk B BEbIGpaHHBIR
Bkn. OHW M3 CrKcKa B etIfpaHHEIe OHM HeOEenW, HAYMHAA C B ekIfpaHHEIe OHM HEAENK, 33KAHYKESA B
OTMEYEHHBIX:
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
BC. v 00 ¥ | (dac) | o0 w | (Mun) 00 v | (Mac)| oo w | (MuH)
| CoxpaHnThk |

CkoHpurypupymnte pacnucaHme padotbl cetn Wi-Fi cornacHo Bawum notpebHocTam. Haxmu-
Te KHOMKy “CoxpaHnTb’ A5t COXPaHEeHUS BbINOJSTHEHHbIX U3MEHEHNN B HACTPOMKaxX yCTPOUCTBA.

5.4 MapwpyTusaums

Ha paHHoMn CTpaHuue MOXHO HAaCcTpOUTb OCHOBHbIE NMapaMeTpPbl MapLUpyT3aLlnn.

TOTO

CocToRHKe +
BricTpan HacTpodka +
HacTpodKa ANA ONbITHBIX +
Pexun paboTe +
CcHoBHBIE HAacTpolkn +
Wi-Fi ceTk +
MapupyTHaauna -

* HacTpoRKW MapwpyTHaaumm

* Tafnuua MmapwpyThaagnm
MemceTeBOR IKpaH +
TexHu4eckoe oDCNYHHBEAHKE +
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5.4.1 HacTpouku mapuipyTtmsaumm

Ha paHHOM cTpaHuLEe MOXHO BKI1./BbIKI. NPOTOKOSbI ANHAMUYECKOW MapLupyTu3aunmn nnbo ao-
6aBUTb UM OTpeaakTUpoBaTb CTaTUYECKME MapLLPYTbl, MONyYEHHbIE YCTPONCTBOM aBTOMaTU-
yecku bnarogapsa nogaepxke onumn npotokona DHCP Ha nHtepderice WAN.

HACTPOWKWU MAPLUPYTU3ALWN

Ha QaHHOMA CTREHWUE Bl MOXETE BKN/BEIKN. NPOTOKCONE AMHAMUYECKOA MAPLWPYTH3ALMY, M0 A0G3ENTE MMM OTREOAKTMPOBATE CTATHYECKUE
MAPWRYTEl, NONYYeHHBIE VCTROACTECM 3ETOMATUYECKK, GNarogapA NogoepxKke onuni npotokona DHCP Ha uHTepdence WAN.

AKTHEMPOEATE OMHAMUYECKIH MAPLWPYTHIALII0

MAT: BEn. BRIk,
Mepenada BuIkn. RIP1  RIPZ
Mpuém Bhikn. RIP1  RIPZ

Coxpanute

AETWEWDOBATE CTATHYECKYID MAPLWRYTHIALAK
|P-agpec:
Macka nogceti:
Wnwoz:
MeTpuka:
IHTeptedc: AN v

CoxpaHuTe MokazaTe TAGNMLY MapWPYTHEALMK

Talnuua cTAaTHYeCKON MapWpyTH3aLnm;
IP-agpec HaaHayeHA Macka Lnoa MeTpuka MHTepdenc BrifpaTe

¥OANWTL EblGpaHHLie ¥OanWTh BCe

AKTUBMpPOBATbL AMHAMUYECKYIO MapLIpyTU3aLuio

B oaHHOM MeHI MOXHO 3afaTb WM HacTpOUTb NpaBuna mapLipytusauumn poytepa. Ecnm po-
yTepbl B ceTu VIHTepHeT-npoBaiiaepa noaaepKuBatoT, HACTPOEHbI U paboTatoT No NPOTOKONy
AVHAMUYECKOW MapLUpyTU3aLmn, NO3BONSAIOLLIEN BalleMy poyTepy OTCbiNaTtb U NPpUHMMaTh UH-
cdopmaumio o ceTu 1 ee Tonosorumn (0 TOM, Kak OHa NOCTPoeHa) k/oT poyTepa B ceTu IHTepHeT-
npoBalriiepa aBTOMaTUYECKU, TO HEOBXOANMO BbICTaBUTb KOPPEKTHbIE HACTPOWKM B JaHHOM
MEHI0, NpeaBapuTenbHO YOOCTOBEPUBLUUXCS B HUX. [TocTaBbTe ranoyky B OkHe, YTOObl BKIHO-
YUTb PYHKUMIO AMHAMUYECKON MapLUpyTU3aLuu.

BHumaHue! lNpexde yem Hacmpaugsams rapamemps! 8 daHHOM pasdesie ybedu-
mecb 8 mom, Ymo obradaeme docmamoYHbIM YPOBHEM 3HaHUU 8 cchepe Mapupy-
mu3ayuu u cemesbix mexHosioaul IP-cemed.

NAT: Onuwna BknoveHa no ymonvaHuto. bonee getanbHyo MHoOpmaLmo 0 napameTpe Bbl MO-
XeTe NpoYnTaTh Bblle B AaHHOW NHCTPYKLUMW.

Mepenayva — No3BonsieT poyTepy oTCbiIaTh MHGPOPMALMIO O CETU U €e ToNonorMm (0 ToOM Kak
OHa MOCTPOeHa) Kk poyTepy B ceTn MIHTepHeT-npoBangepa Takum obpas3om, 4TO cam poyTep aB-
TOMaTUYeCKN NpoknaabiBaeT MapLipyThl.

* BbIkn. — OTKNoYEHNE BO3MOXHOCTU NOMyYeHUst MHOpMaLUnn o CETU 1 ee Tononorum (0 Tom
Kak OHa NocTpoeHa) oT poyTepa B ceTn IHTepHeT-npoBangepa.

* RIP1 - Tl1poTokon no3BonseT poyTepy otocnate MHGOOpMaLMo 0 MapLupyTax 4pyrmm ceTeBbiM
ycTtponcteam NHTepHeT-npoBangepa no RIP sBepcum 1.

* RIP2 —lpoTokon no3BosisieT poyTepy otocnatb MHopMaL Mo 0 MapLipyTax apyrmm ceTeBbiM
ycTtponctBam MHTepHeT-npoBangepa no RIP Bepcum 2.
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Mpuem — MNo3BonsieT poyTepy nonyyaTtb MHOPMALIMIO O CETU U ee TOMornorumn (0 ToM, Kak oHa
nocTpoeHa) oT poyTepa B ceTn VHTepHeT-npoBaiaepa Takum o6pas3om, YTo cam poyTep aBTo-
MaTU4YeCcKy NpoknaabiBaeT MapLUpyThl.

e Bbikn. — OTKN0YEHME BO3MOXHOCTM MOMyYeHUss UHopMaLMv O CeTU 1 ee TOMornorum (o Tom,
Kak oHa MoCTpoeHa) OT poyTepa B ceTu MIHTepHeT-npoBanaepa.

* RIP1 - lMpoTokon no3sonseT aBToMaTn4eCcku nony4mTb MHOOPMaLMIO OT BbILLECTOSLLENO PO-
yTepa B ceTun HTepHeT-npoBanaepa no npotokony RIP sepcun 1.

* RIP2 — MpoTokosn no3sonsieT aBToMaTn4ecku nonyvmTb MHOOPMaLMIO OT BbILLECTOSLLENO PoO-
yTepa B ceTn HTepHeT-npoBanaepa no npotokony RIP sepcun 2.

AKTMBMpOBaTb CTaTU4ECKYH MapLupyTusaumio: lNoctaBbTe ranoyky B OKHE, YUTOObI BKIOYUTb
OYHKLMIO cTaTuyeckon MapupyTmsaunn. yHKUUA NO3BONSET BPYYHYHO 3a4aTb MapLIpyT npo-
OBWXEeHUs NakeToB Yepes onpeneneHHyto IP-ceTb 1 ee Wwntoa.

IP-agpec: Beeaute B none IP-agpec ona cetu HasHayeHna mapuupyTa IP-ceTu.
Macka noaceTtu: Beeaute B none macky nogceTty mapLipyTa.
LWnro3: Beegute B nosne winio3 gnsa cetu HasHavyeHna mapupyTa IP-ceTu.

MeTpuka: Beegute B none 3HadeHne MeTpukn mapipyTa IP-cetu. [lnanasoH 4ONyCTUMbIX 3Ha-
yeHun — oT 1 go 15. NomMHUTE, YTO HaUMeHbLLEee 3HaYeHne MeTpuKkn MmappyTa 1 o6o3HavaeT
HauBbICLLMIA NPUOPUTET.

UHTepdenc: Cenektopom MOXHO BblOpaTh nHTepdenc ans IP-mapwpyTa: Intranet WAN, Internet
WAN wnnu LAN.

Tabnuua ctatMyeckon mapwpyTusauumu: Tabnvua getanbHo oTobpaxaeT nHgopmaumo ob
IP-agpecax ceT HasHa4YeHUs MapLUpPyTOB.

Haxxmunte kHonky “CoxpaHnTb’ A51si COXpaHEHWUS BbINONTHEHHbIX U3MEHEHUIN B HACTPONKaX yCTPOn-
cTBa.

5.4.2 Tabnuua maplpyTusaumm

B Tabnunue otobpaxeHbl BCe TeEKyLLME MapLlpyThl.

TABNMUUA MAPWPYTUSALUWN

B D,EIHHDIH Tadnuue oTobpameHsl BCe TEEYILME MARLWPYTEL.

IP-agpec HaaHayeHnA Lnoa Macka MeTpuka KHTephenc T™n
192.168.1.0 0.0.0.0 255.255.255.0 0 LAMN Cynamic
172.16.0.0 0.0.0.0 25525500 0 Intranet WA Dynamic

0.0.0.0 172.16.1.232 0.0.00 0 Intranat WAN Dynamic

OBHOBUTE
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5.5 MexceTeBoM aKpaH

C poCcTOM KOnMYecTBa KIMEHTCKUX YCTPOMCTB, NOAKINIOYEHHbIX K poyTepy, TpebyeTcs Bce 601b-
e CKOPOCTU N NPOM3BOAUTENBHOCTU ANa obecneyeHns XopoLwero n ctabunbHOro NOKPbITUS
cetn Wi-Fi, nepegaun IPTV, pabotbl P2P-npunoxeHuin. NMoMmmmo aTtoro poytep nognepxusaer
YHKLNIO MEXCETEBOrO 3KpaHa, KOTOpbI 06ecnevnT BbICOKMIA YPOBEHb 6€30MacHOCTM CeTU U
3alNTUT ee OT HECAHKLMOHNPOBAHHOIO 4OCTYyNa B ciydae npaBuiibHON HAaCTPOWMKN, KOPPEKTHON
W BHAMATESIbHOW 3KCnnyartaumm yCTponcTaa.

TOTO

CoCToRHHE +
BricTpan HacTpoika +
HacTpofka ANA ONbITHBIX +
Pewnm padoTel +
OcHoBHbIe HacTpoRkW *
Wi-Fi cetk *
MapwpyTHaauma +
Ir‘.'lemcemaoﬁ IKpaH - I

& DWUNLTp No IP-agpecam

* QUNLTP N0 HOMEPAEM NOPTOR
* DuneTp Nno MAC-agpecam
* DuneTp No URL
® [lepeHanpaeneHWe NOpPTOR
« DMZ
e Q0OS

TexHuyeckoe oDCNYy#HBAHKE +

5.5.1 dunbTp no IP-agpecam

Ha paHHoM cTpaHuue MoxHO 6riokmpoBaTbh goctyn no |IP-agpecam knneHToB poyTepa. KnueH-
Tbl poyTepa, Ybn IP-agpeca BHeceHbl B Tabnuuy, byayT 3abnokuposaHbl. icnonb3oBaTb aHHYHO
YHKLUNIO pekomeHayeTca coBMecTHO ¢ doyHkumen “MNpuesasku IP k MAC”, Bnarogapsa KoTopown
KITMEHTCKMe yCTPOMCTBA rapaHTMpoBaHHO ByayT nonyyaTb ogvH u 10T xe IP-agpec ot DHCP-
cepBepa BaLlero poytepa v HaCTPOWKKU, NPUMEHEHHbIE Ha aHHOW CTpaHuue OyayT 4eCTBOBaTb
Ha OHO 1 TO Xe KNneHTckoe ycTponcteo. NMpumevaHue: B criydyae CMeHb! KIMEHTCKUM YCTPOU-
ctBom MAC-agpeca npasuno pabotatb He Oyaer.

PUNBTP MO IP-AOPECAM

Ha panHoi cTpaduue Bel moxeTe GNOKMPOBATe O0CTyN No IP-agpecam KNWEHTOE poyTepa. KNWeHTel poyTepa, YbM IP-agpeca BHeceHsl B TaGnuuy,
GyayT 3aBnokKpoBaHsl. VICNonbk3aoceaTe AAHHYID GYHKLMKO PEKOMEHOYVETCA COBMECTHO C ivHKUMen Opueaskn IP k MAC' Bnarogaps KoTopoi
KMNIMEHTCKWE YCTPOACTEA rapaHTMpOBaHHG BYOyT NONYYaTh OOMH W ToT #e IP-agpec oT DHCP-cepeepa Bawers Wi-Fi poyTepa U HACTROAKK,
NPHMEHEHHBIE H3 OaHHOA CTPAHWUE, TARaHTUROBAHHO ByOyT ASACTEORATL Ha GOHO W TO e KNHEHTCKOE YCTROACTEO. TpUMeyaHne: B cnydas
CMEHB! KNMUEHTCKUM YCTpOACTEOM MAC-aapeca npaeuna padoTaTe He GyaeT.

BrnwuuTe Gunetp no [P

IP:
OnucaHwe:
CoxXpaHnTb
Tabnuua npaewn UNeTPauUMK;
MmA xocTa P MpoTokon OnucaHue BriGpatk

¥OANWTE BbllpaHHbie
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Bknrountb hunbtp no IP: [NocTtaBbTe ranoyky B OkKHe, YTOObl BKNHOYNTL PYHKLMIO (MnibTpa no
IP-agpecam.

IP: BBegute B none IP-agpec KNMeHTCKOro yCTpoMCTBa, AOCTYIN KOTOPOMY XOTUTE 3arnpeTuTsb.

MpoTokon: YTouHUTE 3apaHee NpoToKoN paboTbl 4NS NPUMEHAEMOro npasuna. [JJaHHbIM cenekx-
TOpOM MOXHO BbibpaTb: O6a/UDP/TCP.

Onucaxue: BBegute B none npuynHy no KOTOPON XOTUTE NPUMEHUTb AAaHHOE NPaBuIio AN KOH-
kpeTHoro IP-agpeca. O6bl4HO XBaTaeT napbl CNoB AN onucaHus. Hanpumep: ToppeHT nnm ce-
TeBas ataka.

Tabnuuya npaBun counbTpauun: Tabnuua getanbHo otobpaxaeT nHpopmauuio o6 IP-agpecax
KITMEHTCKNX YCTPONCTB, Ha KOTOpble AEACTBYIOT Npasuna punstpaumm.

Haxxmute kHonky “CoxpaHnTb’ Ansi COXpaHEHUS BbINMONTHEHHbIX MU3MEHEHUIN B HACTPONKaX yCTPOR-
cTBa.

5.5.2 dunbTp NO HOMEpam NOPTOB

dyHKUMS BnokmMpyeT nepegadvy 13 Ballen nokanbHom cet B IHTEpHET TOMbKO TeX NakeToB., 3a-
rOfI0OBOK KOTOPbIX COAEPKUT HOMEpP NMOpTa, YKasaHHbIN B Tabnuue dpunstpaumm. BHumaHue! Ha-
CTPOWIKW, NPUMEHEHHbIE Ha CTpaHuue OyayT 4enCTBOBaTb Ha BCE KNMEHTCKME YCTPONCTBA, Noa-
KMOYEHHbIE K poyTepy!

PUNBTP MO HOMEPAM NMOPTORB

[aHHan dyHKUMA BnoknpyeT nepenayy M3 Bawen NokansHOR CceTH B VIHTEPHET TONBKO TEX NAKETOE, 3aroN0oB0K KOTOPLIX COOep#UT HoMep NopTa,
YKAIAHHBIN B TABNMUE GUNLTRALUNK. BHUMAaHWE! HACTPORKY, NPUMEHEHHBIE HA AAHHOA cTpaHuue, 6yayT AeACTEOBATE HA BCE KMUEHTCKUE
YCTROACTEE, NOQKNKYEHHEIE K Baweny Wi-Fi poyTepy Ge3 uoknoyeHWil

BKNOYATE $UNLTR N0 HOMEPEM NORTOE
[OnanaacH nopToE: -

MpoTokon: DGa ¥
OnucaHne:

Coxpanute

Tabnuua npaeun puneTpauuu:
Mopt (QwanaaoH noproB) [NpoTtokon Onucanne Bribpate

¥oanuTe BulpaHHbie YpanuTe BCe

Bknountb hmunbTp Nno HoMepam NOPTOB: [1ocTaBbTe ranoyvky B OKHe, YTOObI BKITHOUYUTL Py HK-
LM PUnbTp Mo HOMepam NopToB.

Hwnana3oH nopToB: BBeauTe 3HayeHne Homepa nopta B ob6a nonsa unu guanasoH Ans JaHHOro
npasuna unetpa.

MpoTokon: YTouHMTE 3apaHee NPOTOKON paboTbl A4St NPUMEHAEMOro npasuna punsTpa no Ho-
mMepam noptoB. CenekTopom MOXHO BbibpaTh: O6a/UDP/TCP.

OnucaHue: BeeauTte B none npuyrHy, No KOTOPOKN XOTUTE NPUMEHUTL AAaHHOE NPaBUO A5 KOH-
KpeTHoro Homepa nopta. ObbI4HO XBaTaeT napbl CroOB A8 onvcaHus. Hanpumep: ToppeHT unu
ceTeBas aTaka.

Ta6nuua npasun counbTpaumm: Tabnuua getanbHo oTobpaxkaeT nHopmaLumo o0 Homepax nop-
TOB, Ha KOTOpble AEUCTBYIOT npasuna unstpaumm. Haxmure kHonky “CoxpaHnte’ Ans coxpa-
HEeHWUS BbINOSTHEHHbLIX UBMEHEHUIN B HACTpOMKax yCTPOMCTBA.
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5.5.3 dunbTp no MAC-agpecam

Ha cTtpaHuue moxHo 6nokuposatb goctyn no MAC-agpecam knueHToB poyTepa. BHumaHme!
KnneHTtbl poyTepa, 4sn MAC-agpeca BHeceHbl B Tabnuuy, byayT 3abnokuposasl! lNprmevaHue:
B cny4ae cmeHbl knneHTcknm yctponctsom MAC-agpeca npasuno pabortatb He Byaer.

PUNBTP NC MAC-AAQPECAM

Ha gaHHoi cTpaHuue Bel MOXeTe BNOKMPOoBaTE AOCTYN N0 MAC-a0pecan KNUMEHTOR poyTepa. BHUMAHKWE! KNUeHTEl poyTepa, Ysk MAC-agpeca
EHECEHEl B TaGnuuy, GyoyT 2adnokupoBanel! MpuMevadie; B cnyyae cMersl KNWeHTCKMM yCTpoAcTEoM MAC-agpeca npaeuno paboTate He GyoeT.

Brnwunte duneTp no MAC-agpecam
MAC-agpec:
OnucaHne:

CoxpatuTe

Talnuua Npagun QU ETPaLKK:
maA xocTa MAC-agpec OnucaHne BrifpaTb

YOannTh BblipaHHblie YoanuTe BCe

Bknountb punbtp no MAC-appecam: [loctaBbTe ranoyky B OKHe, YTOObI BKNHOUYUTL (PYHKLMIO
dunetpa no MAC-agpecam.

MAC-aapec: Beeante B none MAC-agpec KIMeHTCKOro yCTPONCTBa, A4OCTYN KOTOPOMY Bbl Obl
XOTENN 3anpeTnTsb.

OnucaHue: BeeanTte B none npuymHy, No KOTOPON XOTUTE NPUMEHUTL AaHHOE NPaBUO A1 KOH-
KPETHOro KNMEHTCKOro YyCTPOMCTBA, ¢ AaHHbIM MAC-agpecomM. O6bI4HO XBaTaeT napbl CroB Ans
onucaHus. Hanpumep: ToppeHT unu ceteBas aTaka, HemcnpaBHoe 06opyaoBaHue 1 T.4.

Ta6bnuua npaBun dunbTpaummn: Tabnuua getanbHo oTobpaxaeT uHgdopmaunto o MAC-agpecax
KINMMEHTCKMX YCTPOMCTB, Ha KOTOpble OENCTBYIOT Npasuna ounsTpaumn.

Haxxmute kHonky “CoxpaHnTb’ A451si COXpaHEHWUS BbINONTHEHHbIX U3MEHEHUIA B HACTPONKaX yCTPOn-
cTBa.

5.5.4 ®unbtp no URL

Ha naHHouM cTpaHuue MOXHO 3anpeTutb JocTyn Kk onpegenerHHsiMm URL. BHumaHue! MNprumeHeH-
Hble HaCTPOWKM ByayT 0eNCTBOBaTbL Ha BCe KITMEHTCKUE YCTPOMCTBA, NOAKII0YEHHbIE K poyTepy!

OUNBLTP NO URL

Ha naHHoR cTpaHWuye Bol MOETE SANPETHTE AOCTYN K ONpeQenéHHuiM URL. BHumarne! Hac TpoRKW, NpUMEHEHHEE HA LAHHOA CTpaHWUE, GyayT
AEWCTEOBATL HA BLE KNMWEHTCKME YCTPOWCTEA, NOAKMIOYEHHEE K Bawemy Wi-Fi poyTepy G235 WckMHOYEHNA!

[ BraounTs puneTpaumn no URL

CoxpaHuTh

Tabnuuya npaEgMn UNbBTPALMK:
| URL-anpec | Bribpats |

URL-appec:

¥anuTs ExGpaHHbe ¥Yaanums ece
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Bknouuntb cpunbtpaumio no URL: MocTaBbTe ranoyky B OKHe, YTOObI BKITHOUNTE OYHKLUIO (OUIb-
Tpauuun no URL.

URL-apgpec: BeeanTte B none knioyesble CroBa, KOTOPbIE MOTYT COAepXaTbCs B HA3BaHUAX can-
ToB (URL), AOoCTYN K KOTOPbLIM 3anpeLleH BCEM KIMEHTCKUM YCTPONCTBAM, NOAKITHOYEHHbIX K PO-

yTePY.

Tabnuua npasun dunbTpaumn: Tabnuua getanbHo oTobpa)kaetT MHpopmaLUnIo O TEX KntoYe-
BbIX CNOBaXx, KOTOpble MOryT cofepXaTbCsl B Ha3BaHusax cantoB (URL), gocTyn K KOTOpbIM 3a-
npeLleH, HanpmumMmep, No BONpocam 3TUKMW.

Haxxmute kHonky “CoxpaHnTb’ Ansi COXpaHEHWUS BbINONTHEHHbIX MU3MEHEHUIN B HACTPONKaX yCTPOR-
cTBa.

5.5.5 lepeHanpaBneHne NopToB

NMEPEHANMPABNEHUWE NOPTORB

[aHHaA ByHELMA BTOMATHYECKK NMEPEHANPEENAET TOAHWE oNpedeneHHEX CepENCOE U3 CeTH FIHTepHET (HanpuMep, TOPREHTOER) HA
COOTEETCTEVWES KNMEHTCKOE YCTPOICTED B NOKankHoM ceTi Bawero Wi-Fi poyTepa. Mcnonk3aoeate OaHHYI0 yHKLMID CNedyeT B TOM CRyYae, ecnu
Bl Nnone3yeTeck NROrPaMmMoi p2p-KNUeHT, YCTAHOBNEHHOA HA KOMNEKTEPE ANA 2arpy3KN TOPPEHTOE MMM ANA CO303HWA B NOKANEHOA CETK
Kakoro-nu@o cepeepa (Hanpumep, FTP web, NoyTOBOro-Cepeepa Unu ONA Nogknioyerna IP-kamep). KNMeHTCoKoe YCTRONCTED GYOeT OocTyNHOM 1a
CETH FIHTEpHET, HECMOTRA HA 8r0 PACNONOXEHWE 33 MeXCeTeBrIM 3KpaHom Bawero Wi-Fi poyTepa, Ne HOMEPY NepTalgMana3cHy NopToE,
YKa3aHHOTO HA OaHHOR cTpadnue. nA HAcTpoKM NepeHanpaeneHna NopToe HeoGXoaumMo NpedgapuTensHo YTOYHUTE HOMED NOPTa Ui
AMaNa20H NOPTCE PafoTel KNMEHTCKOID YCTPOACTEA (YK333H B HACTROAKEX NROMPaMMEl P2R-KNWEHTE, MNK B HACTPoRKax FTP web,noyToeoro-
CepBEEpa, UMK B HacTpoikax IP-kamepel). KpomMe HomMepa/AnanasoHa NopToe NPW HACTPOIKe, HeoBX0OMMO YKa3aTe IP-agpec KNUeHTCKoro
yoTpofcTea. MIcnonb308aTe OaHHYK GYHELUMK DEKOMEHOVETCA COEMECTHO C BVHELMeR ‘Npneaskn P k MAC', GnarogapA KoTopod KNHeHTCKHE
YCTPONCTEA rapaHTMpoBaHHO ByayT NonyyaTk oOMH W T0T #e IP-agpec o DHCP-cepeepa Bawero Wi-Fi poyTepa M HACTPOMKW, NPUMEHEHHEIE Ha
O3HHOM CTpaHnue, GyoyT OeACTECEATE HA OOHO W TO e KNWEHTCKD e YCTROACTED. MpHUMeYaHie: B cnyyae CMeHs! KNMeHTCKMM YCTRoRCTEDM MAC-
agpeca Npaeqno padoTate He GygeT.

BKNYNTL NepeHanpaeneHne NopTos
IP-anpec:
MpoTokon: ha ¥
OnanazoH nopToe: -

OnucaHue:

CoxpaHuTe

Tadnuua nepeHanpaeneHna NopToe:

Mopr (OAnanazoH

Onucanue Bribpate
noptoe)

MmA xocTa IP MNpoTokon

PyHKUMA aBTOMATMYECKM nepeHanpasnseT Tpaduk onpeaeneHHbiXx cepBucoB M3 cetn NHTep-
HeT (Hanpumep, TpaduK TOPPEHT-TPEKEPOB ) HA COOTBETCTBYIOLLEE KIMEHTCKOE YCTPOMUCTBO B
nokanbHOM ceTu poyTepa. Vicnonb3oBaTb (PyHKLUMIO criegyeT B crnyvae, ecnv Bbl NONb3yeTech
P2P-knnueHToM, yCTaHOBMEHHBIM Ha KOMMbIOTEPE ANA 3arpy3kn TOPPEHTOB UNU ANS CO34aHuUS
B NOKanbHOW ceTn Kakoro-nnbo cepeepa (Hanpumep, FTP, WEB, noytoBoro cepsepa unu gns
nogkntoyeHus IP-kamep). KnueHTtckoe ycTponcTBo ByaeTt 4OCTYNHO 13 ceTn IHTepHET HeCMOTpS
Ha ero pacnoroXeHve 3a MexceTeBbIM 3KPaHOM poyTepa, No HOMepy nopTa/gmManasoHy NopToB.,
yKaszaHHOro/ykasaHHbIX Ha cTpaHuue. [1na HacTPONKn nepeHanpaBreHnsa nopToB HeobXxoaMmo
npeaBapuTesibHO YTOYHUTL HOMEP NopTa UM gnanas3oH NopToB paboTbl KIIMEHTCKOro yCTpOun-
cTBa (yKasaH B HacTpoukax nporpammbl P2P-knnenTa nnn B Hactponkax FTP, WEB, no4toBoro
cepBepa nnu IP-kamepsbl). Kpome Homepa/gmuanasoHa nopToB Npu HacTponke HeobxoamMmo yka-
3atb IP-agpec knueHTcKkoro yctponcTsa. cnonb3oBatb PYHKUNIO PEKOMEHOYETCS COBMECTHO
¢ dyHkumen npmeaskm IP k MAC, 6narogaps KOTOPOW KITMEHTCKME YCTPOMCTBA rapaHTUpOBaH-
HO ByayT nonyyaTb oguH u ToT Xe IP-agpec ot DHCP-cepBepa Bawlero poytepa n HaCTPOWKMY,
NPUMEHEHHbIE Ha JaHHOW CTpaHuue, ByayT 4enCcTBOBaTb Ha OOHO U TO e KIIMEHTCKOE YCTPOWn-
ctBo. NMpumeyaHue: B cnyyae cmeHbl KnneHTckum yctponcteom MAC-agpeca npasuno pabo-
TaTb He Byaer.
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Bknouuntb nepeHanpaBiieHune NOpPTOB. MocTaBbTe ranio4yky B OKHE, 4YTOObI BKMOYNTL beHK-
UM nepeHarnpaBieHnd nopTos.

IP-appec: Beegute B none IP-agpec yctponcTea Asisi KOTOPOro XoTuTe NPUMEHUTb NpaBuno ne-
peHanpaBfeHunsi NopToB.

MpoTokon: YTo4HMTE 3apaHee NpoTOKON paboThl ANst NPMMEHAEMOro nNpaBuna nepeHanpaene-
HUs nopToB. CenekTopom MoXxHO BblibpaTh: O6a/UDP/TCP.

[nana3oH nopToB: BBeguTe 3HayeHne Homepa nopta B 06a nons unu gvanasoH.

Onucanue: Beegure B none npuymHy no KOTOPOW XOTUTE MPUMEHUTb JaHHOE MPaBuso A4 KOH-
KpeTHoro Homepa nopta. ObbIYHO XBaTaET napbl COB ANsa onucaHus. Hanpumep: TOppeHT munm
IP-kamepa.

Tabnuua nepeHanpaBneHnsa NnopToB: Tabnuua getanbHO oTobpaXkaeT MHGOpPMaLMO O HOMe-
pax NoOpPTOB, Ha KOTOPbIX AEUCTBYET NpaBuia nepeHanpaBneHns.

Haxxmute kHonky “CoxpaHnTb’ A5si COXpaHEHUS BbINONTHEHHbLIX NU3MEHEHUIN B HACTPONKaX yCTPOn-
cTBa.

5.5.6 DMZ
DMZ

DMZ (QeMWNUTapN20E3HHAA 30H3) NO2BCNART OTKPEITE HECTP3HWYEHHEIR DOCTYN W3 CETH VIHTEPHET K KNMEHTCKOMY YCTROACTEY B NOKANEHON CETH
Bawero Wi-Fi poyTepa (0TKMOYATE ANA AOCTYNEA W3 CeTW VIHTepHET BCE NPABNNEa MEXCETEEOMD JKPAHA), W OTPaHWYNTE 3TOMY YCTROACTEY AOCTYN KO
BCEM OCTaNbHBIM KNWEHTCKMM YCTROACTEAM NoKaNsHOR ceTi Bawero poyTepa. Kak Npaenno, KNMeHTCKOe YCTPOACTES B NOKaNkHOA CaTH,
CoanaHHOR Bawwm Wi-Fi poyTepom, NOMEWEHHOE B 30HY DMZ, Mo¥eT NpencTaBnATe codoi yCTRoACTED, NPUHWMARKILLEE TpadUK N3 ceTH LIHTEpHET,
TAKDE K3K KOMMNBKTED C YCTAHOBNEHHOA NporpamMioRi p2p-EnueHT OnA 3arpyaKn ToppedToe, Web-cepeep (HTTP), FTP-cepeep, SMTP-cepeep
[3NeKTpoHHAaA noyTa) unu ONS-cepeep. MCNoNbaoBaTe AaHHY GYHELWD pEKOMEHOYETCA COBMECTHO C dyHKEUMEen ‘Tpueaskn IP ¥ MAC' Gnarogapa
KOTOPON KNHEHTCKWE YCTPORCTES TApaHTUROBAHHG BYOYT NONYYaTe OOMH W TOT #e IP-agpec oT DHCP-cepeepa Bawero Wi-Fi poyTepa W HACTROAKK,
NPUMEHEHHBIE HA JAHHOA CTRAHWUE, TAPAHTUROBAHHG By0yT AeACTEOBATE HA OOHO M TO e KNMEHTCKGE yCTROACTES. Mpuieyadue: B cnyyae
CMEHbBI KMUEHTCKMM yCTpoACTEOM MAC-agpeca npaenno padoTaTe He GyOeT.

Brnwouynte DMZ

IP-agpec ycTpoAcTEa B 30He DMZ:

CoxpatuTe

DMZ (memunutapmsoBaHHasi 30Ha) NO3BOMSET OTKPbITb HEOrPaHUYEHHbIA A0CTYN U3 ceTu UH-
TEPHET K KITMEHTCKOMY YCTPOWNCTBY B NOKanbHOM CETU poyTepa (OTKMYMTb Ansa goctyna ua
ceTn VIHTepHEeT BCe npaBuiia MexXceTeBoro akpaHa) 1 orpaHMyYnTb 3TOMY YCTPONUCTBY LOCTYN KO
BCEM OCTarsbHbIM KITMEHTCKUM YCTPOMCTBaM foKasibHOW ceTu poyTepa. Kak npaBuno KnmMeHTcKoe
YCTPOMCTBO B fIOKafnbHOM CETU, CO34aHHbLIM POyTEePOM, NOMeLLEeHHOe B 30HY DMZ, moxeT npea-
CTaBnsATb COBOM YCTPOMCTBO, NPUHUMatoLee Tpaduk n3 cetn MIHTepHEeT, HanpuMmep, KOMNbIOTEP C
yCTaHOBIEHHOW nporpammon P2P-knneHnTa ans 3arpyskun toppeHtos, WEB-cepsep (HTTP), FTP-
cepep, SMTP-cepBep (anekTpoHHasa noyta) unm DNS-cepBep. Micnonb3oBaTtb AaHHYHO YHK-
LiMI0 pekoMeHayeTcst COBMECTHO ¢ doyHkumen npmesaskm IP k MAC, 6narogaps KOTOPOW KITMEHT-
CKuMe yCTpPOWCTBaA rapaHTUpoBaHHO ByayT nonyyatb oauH u ToT xe IP-agpec ot DHCP-cepsepa
BaLLIEro poyTepa 1 HaCTPONKU, MPUMEHEHHbIE HA aHHOW CTPaHWULE, rapaHTUPOBaHHO byayT Aen-
CTBOBATb Ha OLHO 1 TO Xe KIIMEHTCKoe YCTPOMCTBO. [pumeyaHmne: B cnyyae cMeHbl KITMEHTCKUM
yctponcteom MAC-agpeca npasuno pabortatb He byger.

Bknrountb DMZ: [NocTaBbTe ranoyky B OKHe, YTOObI BKAOYMTL pyHKUno DMZ.
IP-appec ycTtpouctBa B 30He DMZ: Beegute B none IP-agpec xocta DMZ.

Haxxmute kHonky “CoxpaHnTb’ A5t COXPaHEHWUS BbINONTHEHHbLIX U3MEHEHUIN B HACTPONKaX yCTPOn-
cTBa.
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5.5.7 Q0OS

Ha paHHOM cTpaHuue HacTpavBaloTcs napameTpbl npokona QoS. [JaHHbIN NpoTOKOS NO3BONA-
eT 3ape3epBUpoBaTb/NPUOPUTE3NPOBATE NOMOCY NPONYCKaHUS ANS KaX40ro u3 KNMeHToB, Nog-
KITIOYEHHbIX K poyTepy.

QOSs

Ha 0aHHoA CcTpaHiUe HacTpauBalTcA NapaMeTpel Npokona QoS. JaHHeId NpoToKoN No2BCNAET 3ape3epENROBATE/ MPUORHTEIMPOEATE NoNOCY
NPCNYCKAHWA ANA Ka¥Ooro 13 KNeHTos, NoOKNoYeHHbI K poyTepy.

AKTMEMPOBaTE NPOTOKON QoS
AKTWEMPCEATE AETOMATHMYECKYK PEryNIMPOEKY CKOROCTH OT pOyTepa K FIHTepHeT-NpoEaRdepy
BpyuHyio 330aTk NOpor cCKOpoCcTW OT poyTepa K HTepHeT-npoeangepy (BHMmanne! 3agaetcA B KGUT/cek): 4096
AKTWEWPOBATE AETOMATUYECKYH PEMVIIMPOEKY CKOPOCTH OT MIHTEPHET-NROBAAQERE K pOYTERY
BpyyHylo 3a0aTh NOPOr CKOPOCTW oT VIHTepHeT-Npoeainepa K poyTepy (BHUManne! 3agaetcA B KOUT/cek): 4098
HacTpofku npaedna npoTokona Qos:

MpueA3ate npasuno QoS K I= MAC Port

IP/Onana3oH IP-agpecor: -
MAC:
[nanaacH nopToe:
Pexm: TapaHTUPOBAHHbIA MUHUMYM ¥

CHOpPOCTE OT KMWEHTA K poyTepy
(BHumaHwe! 3agaeTcA B KouT/cek):

CKOpOCTE OT POYTERE K KNWEHTY
(BHUMaHwe! 3agaetcA e KGuTicek):

Onucanne:

CoxpaHuTs

TabGnuua npaeun npoTokona QoS, QeACTEVIOWWY HA KNUMEHTOE, NOOKMIOYEHHLIX K pOyTERY
IP MAC MopT (dnanaszoH NopToe) Pexam CKOpOCTE OT KNWEHTa CKOpPOCTE K KMHEHTY COnucaHue BrifpaTe

YoanuTh BblipaHHbe YoanuTe BCe

AkTMBMpoBaTb NpoTokon QoS: MNocTaBbTe ranoyky B okHe, YTOObI BKNOUNTL hyHKUM0 QOS.

AKTUBMPOBaATbL aBTOMaTU4YECKYO PeryfiupoBKY CKOPOCTU OT poyTepa K UHTepHeT-npoBan-
aepy: MNocTtaBbTe ranoyky B OkHe, YTobObl BKITHOUYNTL aBTOMaTUYECKYH0 perynmpoBky QoS.

Bpyu4Hyto 3agatb nopor ckopocTtu ot poytepa K UHTepHeT-npoBangepy (BHumaHue! 3a-
naetca B Kbut/cek): BBeguTte 4yncrnoBoe 3Ha4YeHne B norse.

AKTUBUpPOBaTb aBTOMaTUYECKYIO pPeryrimpoBKY CKOpocTu oT MHTepHeT-NnpoBangepa K po-
yTepy: lMocTaBbTe ranoyky B OKHe, YTOObI BKMIOYMTL aBTOMATMYECKYO perynmpoBky QoS.

BpyuHyto 3apgaTb nopor ckopoctu ot UHTepHeT-npoBanaepa k poytepy (BHumaHue! 3a-
paetca B Kbut/cek): BBeguTte 4ncrnoBoe 3Ha4YeHne B norse.

MpuBasaTb npaBuno QoS k: BbibepuTe No kakoMy NpuaHaky dygeT paboTtaTtb npasuno. Bel mo-
xeTe BblbpaTtk: IP,MAC nnu Port. HaxxaB Ha camy Hagnucbk Bbl NepengeTte B pasgen npuBssku
IP k MAC.

Pexxnm: cenektopom MoXHO BblbpaTb BO3MOXHbI MAaKCUMYyM UITM rapaHTUPOBaHHBIA MUHUMYM
Ans npaeuna paboTtbl npotokona QoS.

CkopocTb OT KnueHTa k poytepy (BHumaHue! 3apaetca B Kout/cek): Besegute 3HadeHne B
AaHHoe none.

CkopocTb OT poyTepa Kk knueHTy (BHumaHue! 3apaerca B Kout/cek): Beegute 3HadeHne B
AaHHoe none.
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Onucanue: Beegurte B none npuymHy no KOTOPOW XOTUTE MPUMEHUTb JaHHOE MPaBuso A4 KOH-
KpeTHoro npasurna npotokona QoS. ObbIMHO XxBaTaeT napbl CNoB Ans onvcanunda. Hanpumep: Top-
peHT unn IP-kamepa.

Ta6bnuua npaBun npotokona QoS, AeMCTBYOLWMX Ha KITMEHTOB, NOAKNIOYEHHbIX K poyTe-
py: Tabnuua getanbHO oTobOpa)kaeT nHopmMaumto o npasunax. Haxmurte kHonky “CoxpaHuTs’
AN COXpaHEeHUs! BbINOMHEHHbIX U3MEHEHNN B HACTPONKaX yCTPOUCTBA.

lpumeyaHue: BHumaHue! Ycmpolicmeo cKoHguaypupogaHoO 8 Hacmpoukax 1o
yMosi4aHu0 makum obpa3om, 4mo Kosiu4ecmeo akmueHbIX COeOUHEeHUU He npeabi-
waem 2048! []ns komgopmHou pabomebl p2p-KnueHma ¢ 00HO8PEMEHHbIM MPOCMO-
mpom IP-TV u Web-cepgpuHaom, pekomeHOayus rnpouseodumerisi — UCrosib308amb
8 Hacmpolikax p2p-KrueHmos He bonee 500 akmueHbIX 0OHO8PEMEHHbIX COedu-
HeHul Hapsidy ¢ oepaHuUYeHUEeM ros10ChkI NpPorycKkaHus Ha yposHe 7 - 7,6 Mbaum/c.

5.6 TexHn4yeckoe obcnyxnBaHue

TOTO

CocroRHue +
BricTpan HacTpoika +
HacTpolka OnA oNbITHBIX +
Pexun paboTel +
OcHOBHBIE HACTPORKR +
Wi-Fi cetw +
MapwpyTHaauua +
MesceTeB0l JKpaH +
ITEXHH‘-IECKOE oDCnyHHBaHHe = l

* DDME

* 3awwta ot DoS-aTak

» (OOHOENEHWE NPOLWWBKN

& Telnet-cepeep

* CoxpaHeHWe/3arpyaka HacTpoek

* [lorwH u napone Wi-Fi poytepa

® [13Ta 1 BpemA

* [lepesarpyaka

*» PacnucaHue aBTONepe3arpyakn

5.6.1 DDNS

Cepsuc Dynamic DNS (Domain Name Service) no3sonsieT npuMcBOUTbL AOMEHHOE UMS K AUHAMW-
yeckoMy peanbHoMy |IP-agpecy B ceTn VIHTEpPHET, YTO OYeHb yOO0OHO ANsi KOHEYHbIX NOSib30Ba-
Tenen. bnarogaps nogaepXxke n HaCTpPoKrke AaHHOM YHKLUKMK Ha ycTponcTee, Baw Wi-Fi poyTtep
Bcerga OyaeT gocTyneH yganeHHo na cetn MHTepHeT, HO He no IP-agpecy, KOTOpbIN MOXET 13-
MEHUTbLCSA CO BPpEMEHeM, a N0 JOMEHHOMY MMeHU, KoTopble Bam npuceoun oavH n3 nogaepxm-
BaeMbIx nocTtaBLwmkoB cepsuca Dynamic DNS. [1na HacTponkn gaHHOM OYHKLUKU HEOBXOOUMO
npegsapuTenbHO 3aperncTpMpoBaThbCs Ha canTe OAHOro U3 NoALepPXKMBaeMblX YCTPOMCTBOM MO-
ctaBwmkoB cepBmnca Dynamic DNS, BBECTM NOrMH 1 Naporb, a TakXke AOMEHHOE NMS MPUCBOEH-
Hoe Bam. BHumaHue! HekoTtopble IHTepHeT-npoBangepbl MOryT HEKOPPEKTHO paboTaTth C AaH-
HbIM TUMOM CepBuca BBUAY TOMNOMOMMN NX CETU U HAaCTpPOMKamM CepBUCHOM moaenu!

61



HACTPOWKA CEPEBWCA DYNAMIC DNS

Cepenc Dynamic DNS (Domain Mame Service) No380NAET NPUCECUTE DOMEHHTE MMA K QUHAMWUECKOMY peansHomy IP-agpecy B ceTh MIHTepHET,
yTo o¥eHb ¥O00HD ONA KOHEeYHLIX NONb30EaTENER. BNarodapA NoQOep#Ke M HACTPORKE OaHHOA BYHELMKA Ha yeTpoAcTee, Baw Wi-Fi poyTep Bceroa
GyOeT QocTyneH yaaneHHo n3 ceT LIHTepHET, Ho He No IP-agpecy, KOToPLIA MOXET MAMEHUTLCA CO EPEMEHEN, A N0 AOMEHHOMY MMEHN, KOTOPLIE
Bam NpUCEOWN OOMH M3 NOOASP#HEAEMED NOCTARMKGE Ceperca Dynamic OMS. ANA HACTPOAKM OEHHOR dyHKUMW HEoBX0aMMo NPEaBapHTENEHD
FAPETMCTPUPOBATEECA HA CANTE GOHOIG M3 NOQOEP¥MEARMBIX YCTROACTEOM NOCTABWMKOE cepBrca Dynamic DNS BEECTV NOTWH W NAPONL, 3 TAKHE
OOMEHHOE WIMA NPUCECEHHOE Bam. BHUMaHNe! HekoTopele FIHTEpHET-NPOE3ARE Ll MOMYT HEKOPREKTHO padoTaTe C A3HHEIM THNOM CEPEMCE BEMAY
TOMONOMAN MX CETH W HACTROAKAM CEPEWCHOR Mogenn!

AKTUENMpOEATE DDMNSE
Cepeuc: DynDNS ¥
Auto-Update interval 2 WMuH(s)(1~14400)
LoMEHHOE WMA: host.dyndns.org
NorH/Email:

Maponk:

Coxpatuts

AktuBupoBaTb DDNS: [NocTaBbTe ranoyky B OkHe, YToObl BKNHOUYNTL pyHKUMO DDNS.

CepBuc: cenektopom MoxHo Bbibpate DynDNS, TZO nnu NOIP. Beibepute ogHOro n3 nocras-
wmkoB cepsmca DDNS gnsa koToporo y Bac eCTb 3aperncTpupoBaHHbIN U paboTatoLnm akKayHT.

Auto-Update interval: BBegute s3HayeHne B gaHHOe none.

HomeHHOe nmsa: Beeante B none JOMEHHOE MMS, KOTOPblE BaM NPUCBOUST NOCTaBLLMK cepBuca
DDNS B npouecce peructpaumm n co3gaHna akkayHTa.

NorunH/Email: Beegnte B none norvH unn Email, kotopble BaMm NpMcBoui NOCTaBLUK cepBuca
DDNS B npouecce peructpawumm n co3gaHna akkayHTa.

Maponb: BBeauTe B none naposnb unu kntod ansa sawero DDNS akkayHTa. Haxmunte kHonky “Co-
XpaHUTL’ ONA COXPaHEHNS BbINONTHEHHbIX U3MEHEHWNIA B HACTPONKaX YCTPONCTBA.

5.6.2 3awumTta ot DoS-aTak

3awmta ot DoS-artak no3sonseT NoBbICUTb 6€30MacHOCTb M HAOEXHOCTb A0CTyNa B ceTb NHTep-
HeT. DoS-ataku (Denial of Service, oTkas cuctembl B 06Cny>xMBaHnn) HanpaefieHbl Ha 3aTpyaHe-
Hue unu noknposaHne goctyna B ceTb MIHTepHeT.
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SALWLWNTA OT DOS-ATAK
JawuTa o1 DoS-aTak No2B0NAST NOEEICHTE $e30NACHOCTE M HAAEXHOCTE A0CTYNA B CeTk FIHTepHeT. DoS-ataku (Denial of Service, 0TKa3 CUCTEMEI B
ofCNyMEAHWW) HANPEENEHE! HA 33TPYAHEHWE UNK GNOKWPOBaHNE OOCTYNA B CETh MIHTEPHET.
AKTWEMPOBATE 3awnTy 0T DoS-atak | BoifpaTk Bcé || QYHCTHTE BCE |
Whole System Flood: SYM 1000 MakeToE B CEKYHOY
Whole System Fload: FIN 1000 MakKeToE B CREYHOY
‘Whole System Flood: UDP 1000 MakeToE B CEKYHOY
Whole System Fload: ICMP 250 MakeToe B CRKYHOY
Per-Source IP Flood: SYN 500 MAKETOR B CRKYHAY
Per-Source IF Fload: FIN 500 MakeToE B CEKYHOY
Per-Source IP Fload: LDP 500 MakKeToE B CREYHOY
Per-Source IP Flood: ICMP 100 MakeTor B CEKYHAY
TCPIUDP PortScan Huzkas ¥ | YYBCTEMTENBHOCTE
ICMP Smurf
IP Land
IP Spoof
IP TearDrop
PingOfDeath
TCP 3can
TCP Syn\WithData
UDP Bomb
UDP EchoChargen
BrnwunTe Gnokupoeky IP-agpecos ETOUHMKSE DoS-atak 10 MpoOom#HTENEHOCTE BNOKMPOBKK (CEK.)
| CoxpaHnTe |

AkTnBupoBaThb 3awmuTty ot DoS-atak: [locTaBbTe ranoyky B okHe, YTOObl BKITHOUUTL (DYHKLINIO
3awmTbl oT DoS-aTak.

CTpaHuua otobpakaeT Tvnbl 3awmThl 0T DoS-aTak, KoTopble poyTep cnocobeH pacnosHarhb:

Whole System Flood: SYN ICMP Smurf
Whole System Flood: FIN IP Land

Whole System Flood: UDP IP Spoof

Whole System Flood: ICMP IP TearDrop
Per-Source IP Flood: SYN Ping of Death
Per-Source IP Flood: FIN TCP Scan
Per-Source IP Flood: UDP TCP SynWithData
Per-Source IP Flood: ICMP UDP Bomb
TCP/UDP PortScan UDP EchoChargen

YyBcTBUTENBbHOCTbL: CenekropoM MOXHO BbiOpaTb HMU3KYIO UIM BbICOKYH YYBCTBUTENBHOCTD.
Haxxmute kHonky “Bbibpath Bce” unm “Ounctutb BCce” Ans BbIOOpa anroputMa 3almnTbl CETH.
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5.6.3 O6HOBNEHMEe NPOLUNUBKMU

Ha cTpaHuue MoxxHO 06HOBUTE MUKpONporpaMmHoe obecnedeHne (NpoLwnBKy) poytepa. BHuma-
Hue! He oTkno4anTe yCTPOMCTBO OT ANIEKTPOCETU B Nnpouecce 06HOBMNEHUS 1 He nepeknovan-
Te KHOMKY Ha 3aJHeun nNaHenu, ecnivm oHa UMeEeTCs Yy Ballen MoLenn, He HaxkumanTe KHonky RST
(C6poc) B npouecce obHoBNEHUs. HecobnogeHne aTnx pekoMmeHaaunumn MOXeT cTaTb NPUYMHON
BbIXO4a YCTPOWCTBA M3 CTPOS C NOCMEeaYOLWMM OTKa3oM B rapaHTUAHOM 06CnyKmBaHUK!

OBEHOBNEHWME MUKPOMPOrPAMMHOIC OBEECNEYEHUA

Ha gaHHoA cTpaHnUe Bel MOXEeTe 00HOBMTE MUKPONpOrpaMmHoe oGecnedenne (Npowneky) Bawero poyTepa. BHUMaHne! He oTknwyante
YCTPOACTED OT SNEKTRPOCETH B NPOLECCe OOHOENEHNA M He NEPEKNYAATE KHOMNKY HA 2a0HeR NaHenw, ecni oHa MMeeTcA ¥y Bawen mogeny, He
HaxnmanTe kHonky RST(COpoc) B npouecce ofHOBNEHNA. HecofnngeHNe 3THX PEKOMEHAALUNA MOXET CTaTe NPMYMHON BEIXOLE YCTROACTES M3
CTROA C NOCNeayHWM 0TKA30M B rapaHTHAHOM oGCny#uEaHNI!

BepcnA npownekn: TOTOLINK-M300RT-V1.0.0-B20140410.1430

BriGpate gain: BriGepuTe daiin | @ain He Buifpan

OGHOBHT b

Bepcus npowmBku: None otobpaxaeT TeKyLLy BEPCUI0 MUKPONPOrpaMMHoro obecnevyeHus
(NpoLMBKM), yCTAHOBMEHHOIO Ha YCTPOWUCTBE.

Bbi6paTb ¢hann: B none 6yget ykasaH nyTb K HOBOMY dhalny MUKponporpaMmmHoro obecneve-
HUA (NPOLUMBKM), KOTOPbIN LOMKEH OblTb 3apaHee 3arpy>KeH ¢ canta Npon3BoanTENs yCTPoOMCTBa
Unn Kakum-nmbo apyrum obpasom coxpaHeH 1 4OCTYNEH Ha BalleM KOMMbOTEpPE.

HaxmuTe kHonky “BbibepuTe dhann”, 4Tobbl BeibpaTb HOBbIV (harin MUKpONporpaMMHoro obecne-
YeHus (MPOLLMBKK) AN €ro yCTaHOBKU Ha poyTep.

5.6.4 Telnet-cepBep

TELNET-CEPBEP

¥ Bkniouuts Telnet
Norud root

Mapone

CoxpaHuTh

Bknrountb Telnet: dyHKUMA akTMBUpPYET npoTokon Telnet Ansa yaaneHHoOro ynpasneHns ycTpom-
CTBOM.

JNoruH: BeeauTte B none noruH ansa goctyna no npotokony Telnet.
Maponb: Beeante B none napons Ang goctyna no npotokony Telnet.
INTornH n naponb ana npotokona Telnet no ymonyaHuio: root.

Haxmnte kHonky “CoxpaHuTb’ AN COXPaHEHWUS BbIMOSIHEHHbIX M3MEHEHWW B HaACTPOW-
Kax ycTpoucTea.

5.6.5 CoxpaHeHue/3arpy3Kka HacTpoek

Ha cTpaHuue MOXHO COXpaHUTb TEKYLLME HACTPOKMKM B “dpain KoHGUrypaummn” unm sarpysmtb co-
XpaHEeHHble paHee HacTPOMKM 13 carna KoHpurypaummn. Takke MOXHO COpOCUTb TeKyLne Ha-
CTPOMKM A0 3aBOACKUX YCTAHOBOK (HACTPOMKM MO YMOJSTHaHMIO).
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COXPAHEHUE/3ATPY3KA HACTPOEK

Ha faHHoN cTpaduue Bel MOXeTe COXPaHUTE TEKYWNE HACTROAKN B ‘Gain KeHGUrypawmi’ Unn 3arpyanTs coxpaHéddule Bamu paHes HacTROAKM Ha
thaiina koHGurypauun. Bel Takke MoweTe cOpOCHTE BCE TEKYILME HACTROMRKN 00 32B0ACKIY YCTAHOBOK (HACTDOMKN N0 YMONYAHUK).

COXpaHUTL HACTRORKW B ain: CoXpatiTh
3arpyanTe HacTpoikn U3 panna: BrifepuTe hain | ©ain He EbidpaH 3arpysnThb

YCTAHOBWTE HEICTDDﬁKl-1 no yMOoNYaHWK: ¥CTAHOBWTE

CoxpaHuTb HacTpouku B chann: Haxmute kHonky “CoxpaHuTb’, YTObObI 3arpy3nTb Ha KOMMbHO-
Tep Tekywmn dann koHgurypaumm poytepa, rae 6yayT coxpaHeHbl BCe TeKyLLMe HaCTPONKMN.

3arpy3unTb HacTpouku u3 damna: Ecnv xoTute 3arpy3nTb HAaCTPONKKN 13 dpanna KoHgurypa-
LK, KOTOPbIV BblN COXpaHeH Ha KOMMbOTEPE paHee 1 NPUMEHUTb UX, HAXMUTe Ha “Bbibepute
dann” n Boibepute HeobxoanmbIn bann KOHUrypauum, COXpaHeHHbIN paHee, 3aTeM HaXXMnUTe
KHONKY “3arpysunTy’.

YcTaHOBUTbL HAaCTPOUKM MO yMonyaHuro: locne HaxaTus KHOMku “YCTaHOBUTL  YCTPOMUCTBO
yNnaeT B nepesarpysky, nocrne KoTopor obpeTeT HACTPOMKM MO YMOSTHaHUIO.

5.6.6 JloruH n naponb Wi-Fi poyTtepa

Ha gaHHOM cTpaHuue MOXHO U3MEeHUTb JTIOrMH 1 naponb goctyna kK WEB-uHTepdency poyTtepa.
BHumaHue! Ecniv xoTuTe oTKNMOYMTbL 3awnty goctyna kK WEB-uHTepdeincy yctponctea, octaBb-
Te Nons NormHa 1 Naponsa NycTbiMU U HAXMUTE KHOMKY “CoxpaHuTb’.

CMEHA NMAPONA

Ha gaHHon cTpadnue Bel MOMETE H3MEHNTE JIOMMH M Nap0nk OCTYNa K Eed-nHTepdency poyTepa. BHumanne! ECNK Bl XOTHTE OTKMKYHTE 3aWNTY
A0CTyNa Ha Bed-WHTepdieic yCTpOACTEa, 0CTABLTE NONA NOTMHA U NAPONA NYCTRIMKM M HAXMUTE KHOMKY 'CoxpaniTs’.

NaruH: admin
HOBLIA Napone;  sesss
BEESAWTE HOBLIN NAPONL EWE pas:

CoxpaHnTb

Noruu: Beegute B none xenaemoe nm4a nonb3oBartens (NoruH) gnsa astopusaumm B WEB-
nHTEepdence yctponcTaa.

HoBbin naponb: Beeaute B none HOBbIVM Naposib AnS yrnpasneHus yCTPONCTBOM Mo, y4eTHOM
3anncbio agMUHUCTpaTopa.

BBeauTe HOBbLIN Naponb ewe pa3: Beeante B none HoBbI Naponb, 4ToObl y6eanTcs B TOM,
YTO He AonylleHa ownbka unu onevaTka nNpu BBOAE.

Haxxmute kHonkKy “CoxpaHuTb’ Ansi COXpaHEeHUS BbINOSTHEHHbIX UIBMEHEHMWI B HACTPOMKax yCTPOWn-
cTBa.
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5.6.7 [laTta n Bpems

[ns nonyyeHnsa cnpaBovHOM MHAOpMaumn No NyHKTY ‘faTta n Bpems’ o6patuTech K NyHKTYy 4.3.2
AaHHOW NHCTPYKLUMW.

OATA U BPEMA

Ha gaHHoi cTpaHuLe Bl MOXETE CHHXPOHW3WPOBATE CHCTEMHOE EPEMA YCTPORCTEA ¢ NTP-CEpEEpOM (CEPEER TOUHOTO EPEMEHIN) B CETH MIHTEPHET MMM CHHXPOHU3NPOEATE CUCTEMHOE
EPEMA ¢ BaWWM KOMMBKTEROM

Tekylulee BpEMA [op 2014 Mec. 4 Yucno 10 Yac1g IuH. 20 Cek. |38
CHHXPOHUSMPOBATE ¢ BAWMM KOMNLITEROM

Yacoeoil NoAC (GMT+03:00)A0y-Tatn, Mackar v

CHHXPOHW3NPOBATE BpemA © NTP-cepeepom

AETOMATWYECKH NepexodnTs HA NETHEE BpemMA W 00paTHo
MNTP-cepeep ® | 192541 41 - CemepHan AMepura v

Beectu IP-agpec NTP-cepeepa EpyUHYH

CoXpaHuTk

5.6.8 Nepe3arpy3ka

Haxmute KHOMKy “INepesarpyska’ COOTBETCTBYHOLLEINO MEHIO AN nepe3arpyskn yCTPONCTBa.

NMEPE3ATPY3KA

Mepe3arpyanTh Mepezarpyska

5.6.9 PacnucaHue aBTonepe3arpysku

Ha gaHHon cTpaHuue Bbl MOXeTe cdhopMupoBaTh pacnmcaHme yHKLUN aBToOMaTUYeCcKon nepe-
3arpysku yctponcrsa. BHnmaHne! HactponTte cooTBeTCTBYOWME NapaMeTpbl B pasgene fata u
BpeMs’, Npexae 4eM akTmsupoBaTb 3Ty pyHKUMo. BHMMaHue! B npouecce aBTonepesarpysku,
He OTKMYanTe YyCTPOMCTBO OT NUTAKOLWEN CETU U HE NepekNYanTe KHOMKY Ha 3aAHen naHenwu,
ecnv oHa nmeetcs y Bawen mogenu, He HaxnmanTte kHonky RST(C6poc). HecobntogeHne atux
peKkoMeHOaunm MOXeT CTaTb MPUYNHON BbIXO4a YCTPONCTBA M3 CTPOS C NOCNEAYOLLNM OTKa3oM
B rapaHTUMHOM OBCNYyXXUBaHWUN.

PACMUCAHWE ABTOMNEPE3AIPY3KHN

Ha paHHoi cTpasule Bl MoxeTe chOpMUpoBRaTE PACNMCAHNE BYHKLMKY ABTOMATUYECKOR Nepeaarpyaku yeTpoicTea. BHUMaHWe! HacTpoiiTe
COOTBETCTEVIOWNE NapaMeTphl B pasnens Jata 1 Bpema’, Npexae yen akTHEMpOoBRaTE 3Ty diyHKUMin. BHimanne! B npouecce aETonepesansyakn, He
OTKMIYAATE YCTPORCTED OT NUTAIOWEA CETH W He NepeknuYaliTe KHONKY HA 3aAHel NaHeNW, ecN oHa MMeaTCA v Balw el MOASMH, He HawuMaiiTe
KHoNKy RET(Capoc). HecoBnooeHne aTHX pEKoMEHOALMIA MO¥ET CTaTh NPUYMHORA BbIX0OA YCTPONCTEE W3 CTPOA C NOCMEQyHWNI 0TKA30M B
TApaHTHIAHOM 0GCMyKMBAHNN.

AKTWEWPORATE PAcNUCaHWe aBTONepe3arpyaKu

EC. MH. BT. cp. uT. nr. ch.
3 (0-23Yac)y o (0-58 KuH.)

CoxpannTe

AKTMBMpOBaTb pacnucaHue aBTonepesarpy3ku: octaBbTe ranoyky B OKHE, YTOObl BKIHO-
4nTb PYHKUMI0. HaxkmuTe KHOMKy “CoxXpaHuTb’ ANsi COXpaHEHUS BbINOSTHEHHbIX U3BMEHEHUI B Ha-
CTpOMKax yCTponcTaa.
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