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NMABA 1. BBEOEHUE

Aydumopusi u codepixkaHue

B 1aHHOM pyKOBOJICTBE NMPUBOANTCS onrcanue Mapupytusaropa DIR-806A, nopsiok HACTPONKH U
PEKOMEHIALNH IO €T0 UCIIOIb30BaHMIO.

Hacrosmee pykoBOACTBO IMpenHAa3HAYeHO JJs IOJb30BaTelei, 3HAKOMBIX C OCHOBHBIMHU
NPUHLIUIIAMUA OpPTaHM3allMKM CeTed, KOTOpble CO3JAI0T JOMAILHIOI JIOKAIBHYIO CETh, a TaK¥kKe
CHUCTEMHBIX aJIMUHHCTPATOPOB, KOTOPHIE YCTAHABIMBAIOT M HACTPAUBAIOT CETH B 0()HCaX KOMITAHHM.

YcrnoeHbie 0603HayYeHUs

Mpumep OnucaHue

TEKCT OCHOBHO# TEKCT TOKYMEHTA.

Ilpeosapumenvnan
Cchplka Ha T71aBy WIM pa3Jiell JAHHOTO PYKOBOJICTBA MOJIb30BATEIs.
noozomoeka

«Kpamkoe pykosoocmeo
Py Ccblka Ha JOKYMEHT.

no ycmanogkey

PR Ha3Banme paszzgena MeHIO, MyHKTa MEHIO, KaKOro-JmOo 3JIeMeHTa
web-unTepdetiica (mosne, Gpraxxok, NepeKIr0YaTeh, KHOIKA U TIp. ).

192.168.0.1 Tekct, KOTOpBI HEOOXOIUMO BBECTH B YKa3aHHOE MOJIE.

Baxnas wuHpOpmanus, Ha KOTOPYIO HEOOXOIUMO OOpaTUTh

' Nudopmarms
|

BHUMAHUC.

Cmpykmypa oKyMmeHma

TI'nasa 1 COACPKUT CBCACHHUA O HASHAYCHHUU U OpraHU3allui JOKYMCHTA.

I'nasa 2 conepXuT onucaHHe TEXHUYECKHUX XapakTepucTUk Mapuipyrtuzatopa DIR-806A u ero
BHEIIHETO BH/JIA, a TAK)KE NIEPEUUCIICHUE CONEPKUMOT0 KOMIUIEKTA TOCTABKH.

I'naea 3 onuceiBaeT npouecc yctaHoBku Mapuipytuzartopa DIR-806A u HacTpoiiku KommbroTepa
JUTSI TIOIKITIOYECHUS K Web-uHTepdeiicy ycTpoiicTBa.

I'naea 4 conepxut moIpoOHOE OMHICAHKE BCEX pasesioB MeHI0 web-unTepdeiica.

I'nasa 5 conepXuT peKOMEH AU 10 0€30IMacCHOMY MCIOJIb30BaHui0 MapiipyTtu3aTtopa DIR-806A u
COBETHI 10 MOCTPOEHUIO OECIIPOBOJHOM CETH.

I'naea 6 COACPIKHUT CITMCOK COKpaHIeHHfI, HCIOJIB3YEMBIX B HACTOAIICM PYKOBOJCTBE MOJIB30BATCIIA.
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MABA 2. OB30OP MAPLUPYTU3ATOPA

O6uwee onucaHue

VYerpoiictBo DIR-806A mipenctaBisieT co0oit 6€CipoOBOHON IBYXIUANIA30HHBIN MapIIpyTU3aTOP CO
BCTPOCHHBIM 4-TIOPTOBBIM KOMMYTAaTOPOM, KOTOPBIN MO3BOJSET OBICTPO W MPOCTO OPraHHU30BaTh
OeCTIpOBOAHYIO M MPOBOJIHYIO CETh IoMa U B ouce.

Bbl Takxke MokeTe MOAKIIOUMTH OecripoBogHOM Mapmpytu3atop DIR-806A k kabenpHOMY WIH
DSL-monemy wnu BbiaeneHHoi Ethernet-nmuuumn, 4YToOBI HMCHONB30BaTh  BBHICOKOCKOPOCTHOE
COEJMHEHUE C CeTbl0 VIHTepHeT A pelleHus LIMPOKOro Kpyra npodeccHoHaIbHBIX 3ajad.
BceTpoeHHBIN 4-TOPTOBBI KOMMYTaTOp MaplIpyTH3aTOpa MO3BOJIAET IOAKIIOYATH KOMIIBIOTEPHI,
ocHauleHHble Ethernet-ananrepamu, UrpoBbele KOHCOJIM U Ipyrue ycTpoiicTa k Bareii cetu.

Hcnone3yst  OecripoBognoit mapmipyTtu3atop DIR-806A, Bbel cMoxxeTe OBICTPO OpraHH30BaTh
BBICOKOCKOPOCTHYIO O€CIpOBOAHYIO CeTh JJoMa U B oduce, MpeAocTaBUB JOCTyN K ceTu MHTepHer
KOMIbIOTEpAM M MOOWMJIBHBIM YCTPOMCTBaM MPAKTHUUECKH B JIO00N TOYKe (B 30HE JACUCTBUS
O0ecnipoBogHOr cetr). OmHOoBpemMeHHas pabora B guamnazoHax 2,4 ITu m 5 I'Tm mos3Bomser
WCIIOJIB30BaTh OECIPOBOJHYIO CETh JUISI IIUPOKOTO Kpyra 3amad. MapuipyTuzatop MOXKET
BBIMIONHATh (YHKIMHU 0a30BOM CTaHIMM AJS TMOJAKIIOYEHUS K OECTpOBOJHON CETH YCTPOMCTB,
pabortarommx mo cranmaptam 802.11a, 802.11b, 802.11g, 802.11n u 802.11ac (co CKOPOCTHIO
OECIIPOBOIHOTO COEAMHEHHUS 110 733 Mbwut/c)'.

B wmapuipyTtuzarope peann3oBaHO MHOXKECTBO (QYHKIMHM s OecnpoBOIHOro HHTepdeiica.
YcTpolicTBO  MOZIEP)KMBAET HECKONbKO —craHmapToB  OesomacHoctn  (WEP, WPA/WPA2),
bunbpTpanMio MoAKIOYaeMbIX ycTpoiicTB mo MAC-aapecy, a TakKe MO3BOJSET HCIOJIb30BaTh
texHonoruu WPS 1 WMM.

becnpoBognoit  mapupytuzatop DIR-806A ocHamieH BCTPOEHHBIM MEKCETEBBIM SKPAHOM.
Pacmupennsle (QyHKIMHM 0€30MacHOCTH MO3BOJSIOT MUHUMM3HPOBATH MOCIEACTBHS JAECHCTBHUM
XaKepoB U NIPEJOTBpAIllaloT BTOPKEHUS B Bally ceTh M JOCTYIl K HEXKeNaTelbHbIM cailTam s
noJip3oBaresiell Baiel nokanbHOM CETH.

Kpome Toro, mapuipytuszatop nomaep:kuBaeT MNpoTokod I[Psec u 1O3BOJIIET OpPraHU30BBIBAThH
6e3omnacHeie VPN-TyHHEH.

Berpoennsiit cepBuc Annexc.DNS oOecrniedrBaer 3amuTy OT BPEIOHOCHBIX M MOIIEHHUYECKUX
CalTOB, a TAKXe MMO3BOJIIET OTPAHUUYUTH JOCTYII JETEH K «B3POCIIBIM» MaTepUaIaM.

st HacTpoiiku OecripoBogHOTO MapmpyTtu3atopa DIR-806A wucmonbs3yercst mpocToil U yI0OHBIN
BCTPOCHHBIN web-uHTepdeiic (ToCTyneH Ha PyCCKOM U aHTIIMHCKOM SI3BIKaX).

Macrep Hactpoiiku mo3Boiser ObicTpo mepeBect DIR-806A B pexum mapmipyTtuzaropa (ams
HOJIKJIFOYEHUS K IPOBOAHOMY MJIM OECIPOBOAHOMY NMPOBAKEPY), TOUKHU TOCTYINA, HOBTOPUTENS UIH
KJIMEHTA M 33JaTh BCE HEOOXOIUMBIC HACTPOMKH Ui pabOTHl B BHIOPAHHOM PEKUME 332 HECKOJIBKO
IIPOCTHIX I1aroB.

1 o 300 Mowut/c B nuamazone 2,4 I'Tu u 1o 433 Mowut/c B auana3one 5 ['T.
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Taxxxe DIR-806A momnep:xuBaeT HACTPOUKY M YIPABJICHHUE C MTOMOIIBIO MOOMIIBHOTO MPUIIOKEHUS
D-Link Click'n'Connect ans yctpoiicts noj ynpasinenuem OC Android.

Bel merxko moxere oOHOBHUTH BcTpoeHHOe [10 — MapmpyTu3aTtop caM HaXOAWUT MPOBEPEHHYIO
Bepcuto [0 Ha cepBepe obOHOoBneHuit D-Link u yBemommsier mosib3oBarensi O TOTOBHOCTH
YCTaHOBUTbH €TO.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
PykoBogcTtBo nonb3oBaterns 0630p MapLipyTU3saTopa

TexHu4Yeckue xapakmepucmuKku

AnnapaTtHoe obecneyeHue

Mpoueccop : MT7620A (580 MI'w)
OnepaTvMBHas NamMATb : 64 Mb, DDR2
Flash-namsatb : 8 MB, SPI

WHTepdenchl : Mopt WAN 10/100BASE-TX

4 nopta LAN 10/100BASE-TX

UHpukaTopbl . MNutanne

BecnposogHas cetb 2.4G
BecnposogHas ceTb 5G
WNHTepHeT

WPS

KHonku . KHonka ON/OFF gns BKkNoYeHUS/BbIKMIOYEHUS NMUTaHUSA
KHonka WPS/RESET gns yctaHoBku 6eCnpoBOAHOIO COeAMHEHUsI U Bo3BpaTa
K 3aBOACKUM HacTpoukam

AHTeHHa : Tpy BHELIHNE HECHEMHbIE aHTEHHbI C KO3(PPULMEHTOM ycunerus 5 abu
Cxema MIMO : 2x2(@na2,4r0Ty)
Pasbem nutanus : Pa3bem Ana nogkntoveHns nuTaHns (MOCTOSIHHBIN TOK)

MporpammHoe obecnevyeHue

Tunbl nogkntovyeHust WAN . PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Cratnyeckuii IPv4 / QuHamndeckuii IPv4
Cratnyeckuii IPv6 / QuHamudeckuii IPv6
PPPoE + Cratuueckun IP / QuHamunyeckun |P
PPTP/L2TP + Ctatnyeckun IP

PPTP/L2TP + OnHamunyeckun IP

CeTeBble thyHKUUMU . Moppepxka ctaHgapTta IEEE 802.1X ana nogkntoveHus k cetm NHTepHeT
DHCP-cepBep/relay

DHCPv6-cepep (Stateful/Stateless), genernpoanue npedukca IPv6

DNS relay

Mopaepxka 3anvcen DNSv6 knacca AAAA

Dynamic DNS

CraTtnyeckas |IP-mapLupytmsaums

CrtaTnyeckas |IPv6-mapLupytusaums

IGMP Proxy

RIP

Mopaepxka UPNP IGD

Mopaepxka VLAN

Mopaepxka dyHKUMK ping co cTopoHbl BHelwHern cetn (WAN ping respond)
Mopaepxka mexaHuama SIP ALG

Mopaepxka RTSP

Hactpoiika ckopocTu, pexuma pynnekca v yHKUMU YNpaBneHns NOTOKOM
(flow control) B pexvme aBTOMaTMyeckoro corrnacoBaHus/PyyHasi HacTpovika
CKOPOCTK 1 pexvma gynnekca ans kaxgoro Ethernet-nopta

BcTtpoeHHoe npunoxernne UDPXY

*  XapakTepHCTHKH YCTPOMCTBA MOTYT M3MEHSThCS Oe3 yBemomiieHus. CM. akTyalibHble Bepcuu BHyTpeHHero 110 u
COOTBETCTBYIOIIYIO TOKYMEHTALNIO Ha caiite www.dlink.ru.
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0630p MapLipyTU3saTopa

MporpammHoe obecneyeHune

¢yHKLlMVI MeXceTeBOro aKkpaHa

MpeobpazoBaHue ceteBbix agpeco (NAT)

KoHTponb coctosiHusi coeguHeHun (SPI)

IP-cpunbTp

MAC-cunbTp

URL-duneTp

DMZ-30Ha

PDyHKumaA 3awmTel oT ARP- 1 DDoS-atak

BupTyanbHble cepsepel

BcTpoeHHbIV cepBUC KOHTEHTHOW chunnbTpauun Avgekc.DNS

VPN IPSec/PPTP/L2TP/PPPoE pass-through
IPSec-TyHHenn
YnpaBneHue JlokanbHbIi 1 ydaneHHbIn gocTtyn K HacTpokam no TELNET/WEB

(HTTP/HTTPS)

Web-uHTepdgeic HacTponku 1 ynpaBneHnsi Ha PyCCKOM U aHTTIMNCKOM Ai3blKax
YBegomneHne o0 npobrnemMax C MOAK/OYEHMEM U aBTOMaTUYeckoe
nepeHanpaBsreHne K HacTpowkam

O6HosneHue MO mapLpyTnsatopa Yepes web-uHTepdeic

ABTOMaTM4ECKOE yBeJOMIIEHNE O Hanuuumn Hosow Bepcun MO

CoxpaHeHue 1 3arpyska KoHurypaumm

Mopaepxka yaaneHHoro XypHanmpoBaHus

ABTOMaTM4eCKasi CUHXPOHMU3auMs cuctemHoro BpemeHun ¢ NTP-cepsepom u
py4Has HacTpoika AaTbl U BpeMeHU

DyHKUMA ping

YTtunuta traceroute

KnueHT TR-069

MapameTpbl 6ecnpoBogHOro Moayns

CraHpapTbl

IEEE 802.11a/n/ac
IEEE 802.11b/g/n

[nana3oH yactoTt

2400 ~ 2483,5 MI'y
5150 ~ 5350 MI'y,
5650 ~ 5725 MI'y,

BesonacHocTb GeCHPOBOﬂHOI'O
coeanHeHusA

WEP

WPA/WPA2 (Personal/Enterprise)
MAC-unbTp

WPS (PBC/PIN)

[ononHutenbHble PyHKLNK

Pexum «knneHT»

WMM (Wi-Fi QoS)

MHdopmaumsa o nogkntoveHHbIx Wi-Fi-knmeHTax
PaclwmpeHHble HacTporkun

Mopaepxka MBSSID

CkopocTb 6ecnpOBo.quro coeguHeHus

IEEE 802.11a: 6, 9, 12, 18, 24, 36, 48 n 54 MéuTt/c

IEEE 802.11b: 1, 2, 5,5 n 11 Méut/c

IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 n 54 MéuT/c

IEEE 802.11n (2,4 'Tw/5 'Tu): ot 6,5 go 300 M6uT/c (o1 MCSO go MCS15)
IEEE 802.11ac (5 'Tu): ot 6,5 go 433 M6ut/c (ot MCSO go MCS9)
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750

PykoBoacTBo nonb3oBarerns

0630p MapLipyTU3saTopa

MapameTpbl 6ecnpoBogHOro Moayns

BbixogHas MOLWHOCTL NepeaaTyuka

MakcumarbHoe 3Ha4yeHue MowHocmu

nepedamyuka bydem u3MeHSMbCS 8
coomeemcmeuu c npasunamu
paduoyacmomHo20  peeaynuposaHusi 8

Baweti cmpaHe

802.11a (Tyinu4yHas nNpu kKoMHaTHoM Temnepatype 25 °C)
15 obm npu 6, 9, 12, 18, 24, 36, 48, 54 M6uT/c

802.11b (TMNM4Has npu komHaTHoN Temnepatype 25 °C)
15 gbm npu 1, 2, 5,5, 11 M6ut/c

802.11g (TMNM4Has npu komHaTHon Temnepatype 25 °C)
15 obm npu 6, 9, 12, 18, 24, 36, 48, 54 MouTt/c

802.11n (TMNM4Has npu komHaTHon Temnepatype 25 °C)
2,4 TTy, HT20/HT40

15 pbm npn MCS0~15

5Ty, HT20/HT40

15 pbm npn MCS0~15

802.11ac (Tvnu4Has npu KoMHaTHOM Temnepatype 25 °C)
VHT20

15 pbm npu MCS0~7

14,5 pbm npn MCS8

VHT40

15 pbm npu MCS0~7

14,5 pbm npn MCS8~9

VHT80

15 obm npu MCS0~7

14,5 pbm npn MCS8~9

quCTBMTeHbHOCTb npunemMHUKa

802.11a (TunuyHas npu PER < 10% ansa naketa pasmepom 1000 6ant npwu
KOMHaTHol Temnepatype 25 °C)

-82 nbm npu 6 Méut/c

-81 obm npu 9 Méut/c

-79 abwm npn 12 Méut/c

-77 pbm npu 18 MéuT/c

-74 pbwm npn 24 Méut/c

-70 abwm npn 36 Méut/c

-66 obm npu 48 Méut/c

-65 abm npn 54 Méut/c

802.11b (TunuyHas npun PER = 8% ana naketa pasmepom 1000 6anT npwu
KOMHaTHou Temnepatype 25 °C)
-79 npbm npu 1, 2, 5,5, 11 M6urt/c

802.11g (TunuuyHas npu PER = 10% ans naketa pasmepom 1000 Gant npwu
KOMHaTHou TemnepaTtype 25 °C)

-82 pbm npun 6 Méut/c

-81 obm npu 9 Méut/c

-79 obwm npu 12 Méut/c

-77 pbm npu 18 Méut/c

-74 pbwm npu 24 M6ut/c

-70 abm npu 36 M6éut/c

-66 obm npu 48 M6ut/c

-65 obm npu 54 MéuT/c
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MapameTpbl 6ecnpoBogHOro Moayns

802.11n (TunuyHas npu PER = 10% ansa naketa pasavepom 1000 6aiiT)
HT20

-82 gbm npn MCS0
-79 pbm npu MCS1
-77 pbm npn MCS2
-74 pbm npn MCS3
-70 pbm npn MCS4
-66 obm npn MCS5
-65 abm npn MCS6
-64 pbm npn MCS7
HT40

-79 abm npn MCS0
-76 pbm npu MCS1
-74 pbm npn MCS2
-71 abm npn MCS3
-67 pbm npn MCS4
-63 obm npn MCS5
-62 gbm npn MCS6
-61 nbm npn MCS7

802.11ac (tvnuyHas npu PER = 10% ansa naketa pa3mepom 1000 6awr)
VHT20

-82 pbm npn MCSO
-79 pbm npu MCS1
-77 pbm npn MCS2
-74 pbm npn MCS3
-70 pbm npn MCS4
-66 nbm npn MCS5
-65 nbm npn MCS6
-64 pbm npn MCS7
-59 pbm npn MCS8
VHT40

-79 obm npn MCS0
-76 pbm npu MCS1
-74 pbm npn MCS2
-71 obm npn MCS3
-67 abm npn MCS4
-63 nbm npn MCS5
-62 apbm npn MCS6
-61 abm npn MCS7
-56 obm npn MCS8
-54 npbm npn MCS9
VHT80

-76 abm npn MCSO
-73 pbm npu MCS1
-71 obm npn MCS2
-68 nbm npn MCS3
-64 nbm npn MCS4
-60 gbm npn MCS5
-59 obm npn MCS6
-58 pbm npn MCS7
-53 pbm npn MCS8
-51 pbm npn MCS9

CxeMbl Moy nsaumMmn

802.11a: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11b: DQPSK, DBPSK, DSSS, CCK

802.11g: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11n: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11ac: BPSK, QPSK, 16QAM, 64QAM, go 256QAM ¢ OFDM
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dusnyeckue napameTpbl

Pasmepsi (O x LU x B) . 192 x 108 x 30 Mm

Bec - 240t

YcnoBusa akcnnyatauum

MutaHne . Bobixoa: 12 B noctosiHHOro TOKa, 0,5 A

Temnepatypa : Pabouyas: ot 0 go 40 °C
XpaHreHnus: ot -20 go 65 °C

BnaxHocTb : Mpu akcnnyatauun: ot 10% #o 90% (6e3 koHaeHcara)
Mpn xpaHenun: ot 5% #o 95% (6e3 KoHaeHcaTa)
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
PykoBoacTBo nonb3oBarens 0O630p MapLupyTU3aTopa

BHewHul eud ycmpoticmea

BepxHsasa naHeNnb

PucyHok 1. Bud sepxHel naHenu DIR-806A.

CBeTOAMOOHBLIN

3Ha4yeHue
nHOuKaTop
Fopum nocmosiHHO (3enenbiti) | [luTaHue BKIIIOUEHO.
MutaHwne
He eopum IIuTaHue OTKIIOYEHO.
. becnipoBogHast ce€Th COOTBETCTB ero
lopum nocmosiHHO (3eneHbil) POBOI yiot
JHalta30Ha BKIIFOYCHA.
Becnpozac"‘%Han cete WLAN-untepdeiic COOTBETCTBYIONIETO
’ Mueaem (3eneHbili
BecnpoBogHas ceTb ( ) AanasoHa aKTMBEH (Tpaduk B omHOM U3
5G HaIpaBJICHUI).
becripoBogHast ceTh COOTBETCTB ero
He eopum POBOIL yiom
JHaIia30Ha BBIKIIIOUCHA.
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CBeTOAMOOHBLIN

MHOUKaTop

3HauyeHue

Fopum nocmosiHHO (3eneHbit)

Coenunenue yCTaHOBIICHO.

UHTepHeT
He 2opum Kabenn He moakiaroueH.
. [TomeiTka yctanoBku Wi-Fi-coenunenusi ¢
Muzaem (3eneHbiti)
WPS? nomortibio pyHkmuu WPS.

He eopum

®yukuust WPS He ucnonb3yercs.

2 Pabora mHankaropa OymeT peann3zoBaHa B crnexyromux Bepeusx [10.

CtpaHuua 14 n3 185




DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
PykoBoacTBo nonb3oBarens 0O630p MapLupyTU3aTopa

3aaHAA NaHeNb

PucyHok 2. Bud 3adHeli naHenu DIR-806A.

Knomnka mist ycranoBku 6ecnipoBoanoro coeaunenust (pynaxmust WPS) u mist
cOpoca HacTpOeK K 3aBOACKHM YCTaHOBKaM.

Hns  ucnons3oBanus ¢yHkuuu WPS: mpu  BKIIIOYEHHOM  yCTPOWCTBE

WPS/RESET .
Ha)KMHUTE KHOIIKY, YACP)KUBAHTE 2 CEKYH/IBI U OTITYCTHTE.
Jlns cOpoca HACTPOGK K 3aBOJCKHMM YCTAaHOBKAM: TPH BKJIFOUYCHHOM
YCTPOUCTBE HAXXMHUTE KHOIIKY, yaepskuBaiTe 10 CeKyH U OTIIYyCTHTE.
ON/OFF KHorka 11 BKITFOUCHWSI/BBIKITFOUCHHS] MAPIIPYTH3ATOPA.

12V DC IN PasbeMm nuranus.

[TopT mnst monkiroueHust K BoiAeneHHOW Ethernet-nmuanm wim moaKIIFOYeHUS
INTERNET kabenpHOrOo Wim DSL-mMonmema (pekoMeHIyeTcss WCIOJIb30BaTh KalOeb,
BXOJISAIIUI B KOMIUICKT ITOCTABKH).

LAN 1-4 4 Ethernet-nopTa A5 MOAKIIOUYEHUS] KOMITBIOTEPOB MJIM CETEBBIX YCTPOUCTB.

Takoxe MapuIpyTH3aTop 000pyI0BaH TpeMsl BHEIIHUMHU HeCcheMHbIMH Wi-Fi-aHTeHHaMu.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
PykoBoacTBo nonb3oBarens 0O630p MapLupyTU3aTopa

Komnnekm nocmaseku

[lepen ncnonp30BaHUEM yCTPOHUCTBA yOEIUTECH, YTO B KOMIUIEKT IIOCTABKH BKITIOUEHO CIICAYIOIIEE:
*  Mapumpytuzarop DIR-806A,
* ajanTep MUTAaHM MOCTOSHHOTO Toka 12B/0,5A,
* Ethernet-kabensb,
* nokyMmeHT «Kpamkoe pykoeoocmeo no ycmanoeke» (OyKIeT).

JokyMeHTsl «Pykosoocmeo nonvzoeamensn» N «Kpamkoe pyKoeoOcmeo no ycCmaHo6ke»
JOCTYTIHBI Ha caiTe komnanuu D-Link (cm. www.dlink.ru).

Hcnonb30BaHWe HMCTOYHUKA MUTAHUS C HANPSHKCHUEM, OTIMYHBIM OT MOCTAaBISIEMOTO C
B  YCTPOWCTBOM, MOXKET MPUBECTH K MOBPEKACHUIO YCTPONCTBA U TIOTEPE TAPAHTHH HA HETO.

CtpaHuua 16 n3 185


http://www.dlink.ru/

DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogknto4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

MABA 3. YCTAHOBKA U NOAKITKOYEHUE
MAPLUPYTU3ATOPA

lMpedesapumenbHasi no02omoekKa

[Tepen noaxito4eHUEM yCTPOHCTBA NPOUYTUTE JTAHHOE PYKOBOJCTBO MOJIb30BaTENsl. YOEAUTECH, UTO
y Bac umeercs Bce HeoOXxoauMoe 00OpylOBaHHUE, a TakKe MHPOPMAIUSA MO BCEM HCHOIb3YEMbIM
YCTPOUCTBAM.

OnepaunoHHasi cucremMa

Hactpoiika u ynpasieHre OecTipOBOJHBIM JABYXIHAITA30HHBIM MapIIPYTH3aTOPOM CO BCTPOCHHBIM
4-IOPTOBBIM KOMMYTaTOpoM (J1ajee — «MapuipyTH3aTOpOM») BBIMIOJIHIETCS C  ITOMOIIBIO
BcTpoeHHOTO web-unTepdeiica. Web-untepdeiic moctyneH B 000 ONEparmoHHOM CHUCTEME,
KOTOpas mojaepKuBaeT web-opaysep.
Web-6paysep
Jns noctyna k web-unTepdeiicy HaCTpOWKH M YIPaBICHUS MapUIpyTH3aTOpa PEKOMEHIYETCS
UCTIONIB30BaTh Web-0pay3ephl:

* Apple Safari Bepcuu 8 u BbILIE,

*  Google Chrome Bepcuu 48 u BhIIIE,

*  Microsoft Internet Explorer Bepcuu 10 u BbI1IIE,

* Microsoft Edge Bepcun 20.10240 u BbIie,

* Mozilla Firefox Bepcun 44 u Bbime,

* Opera Bepcuu 35 U BBIIIIE.

st yenemmHoi paboThl ¢ web-unTepdeiicom HACTpoWKU W ympaBieHus B web-Opaysepe JDomKHA
ObITh BKJIIOUEHa mojaepxkka JavaScript. YOemutech, 4To JaHHAs OMIMS HE ObLIa OTKIIIOYEHA
JpYyT'UM MPOrpaMMHBIM OOecliedeHHeM (HanpuMep, aHTUBUPYCHOM nporpammoint uinu apyrum [10,
obecrneynBarInM 0e30MacHy0 padoTy B r100aIbHON CETH), 3aMlylIeHHBIM Ha Bamem kommnbroTepe.

IIpoBognas niau OecnipoBoaHas cereBast kapra (Ethernet- nim Wi-Fi-aganrep)

JIro0oit KOMMBIOTEP, UCTIOIB3YIOMUNA MapIIPYyTHU3AaTOpP, NOJDKEeH ObITh ocHarieH Ethernet- mmu Wi-
Fi-agantepom (ceteBoii kaptoit). Ecnum Bamr mopTaTuBHBIN WM HACTOJMBHBIA KOMIIBIOTED HE
OCHaIleH ToJ00HBIM ycTpoicTBoM, yctaHoBuTe Ethernet- mmm Wi-Fi-amanrep mepen tem, kak
IIPUCTYIUTH K UCIIOJI30BAHUIO MapIIPyTU3aTOpa.

BbecnpoBogHasi cBS3b

UtoOs1 ycTpoiicTBa, 00pa3yromre O0eCpoOBOAHYIO CETh, MOTJIM HCITOJIb30BaTh MapIIpyTH3aTop, B
HUX JIOJDKHA OBITh yCTaHOBJICHA OecripoBojHas cereBas kapra (Wi-Fi-amanrep) cranmapra 802.11a,
b, g, n mwnm ac. Kpome Toro, st TaHHBIX yCTPOUCTB HEOOXOAMMO 3a/1aTh 3HAYCHHSI HICHTU(UKATOpA
SSID, nHomMepa kaHama W TapamMeTpoOB OE30MaCHOCTH, KOTOPBIE OMpeneieHbl B web-uHTepdeiice
MapuIpyTU3aTopa.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750

PyKOBO,D,CTBO nonb3oBartens

YcTaHOBKa M NOAKIOYEeHNe
MapLupyTMU3aTopa

lModknroyeHUe K KOMbLIOMepPy U e20 HacmpoukKa

MoakniwuyeHue K Komnbiotepy ¢ Ethernet-apantepom

4.
3.

Breikimrounte nutanue Bamero kommeroTepa.

[Momkmounte Ethernet-kabens k omaomy n3 LAN-mOpTOB, pacroyiOKEHHBIX Ha 3aHCH
naHeJIu MapupyTusatopa, u k Ethernet-aganrepy Bamero kommnbrotepa.

[TonkmrounTe ajzanTep NUTaHMS K COOTBETCTBYIOLIEMY pa3beMy Ha 3aJHEN IaHenu
MapILIpyTHU3aTOpa, a 3aTEM — K JJIEKTPUUECKON pPO3ETKE.

BxnrounTe mapmipytusarop, Haxkas kHonKy ON/OFF Ha 3anHel naHenu ycTpoicTsa.

BxurounTe KOMIbIOTEp U TOKIUTECH 3aTPy3KU ONEPAIIMOHHON CHUCTEMBI.

HacTtpoka aBTOMaTu4Yeckoro nony4dyenHusa IP-appeca

1.

B OC Windows XP

Haxwmure kaonky FMyck u mepeiimure B pasmen laHenb ynpaBneHuss > CeTb U
noakno4veHns K UHTepHeTy > CeTeBble NOAKIIOYEHUS.

B okue CeTeBble nNOAKMIOYEHUA MICIKHATE MPAaBOMl  KHOMKOM MBIIIA 10
coorBercTByroniemy [MOAKMIOYEHUIO NO NOKaNbHOW CEeTU U BBIOEPUTE CTPOKY
CBOWMCTBA B IIOSBUBLIEMCS. KOHTEKCTHOM MEHIO.

% CeTepble NOJKIHYEHHA

Mavn  Mpaeka Bua  MzBpaHHoe  CepeWc  fJonofHWTENeHO  CRpagka

N P il [ ]
Hazan ~ I3 ' MNoKck MankH e
@ A h #' | j‘_; | | =

Aapec: (& CeTeBbie NoAKHOHEHHA

8

.A. NBC vnY BBICOKOCKOPOCTHOA MHTEPHET

"1 C0343HHE HOBOMO l Mo AKNHYEHHE Mo NOKanEHOH
- CETH
Mo AENHHEHHA f
i
f'.'|\ Y¥CTAHOEMTE AOMAWHHIHD OTKAHHHTE
CETE MMM CETE Manoro ofca CocToAHHE
{? MZHEHHMTE NapaMeTpEl = MENpaeuTE
BpaHAMay3apa Windows
t? OITKNHYEHHE CETEEDMD MoAKNHYEHHA THNE MOCT
WCTRORCTES
Coz0aTe ApnEIE
[® BoccTaHosneHHe
Mo AENHHEHHA
IE]j MepeHMEHOEIHHE A MepeHMEHOEATE
Mo 4K NHIHEHHA
CEOHCTES
:J- MpocHo TR COCTOAHKA
Mo AKNHHEHHA

PucyHok 3. OkHo Cemeebie MoOK/THOYeHUs].
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3. B oxue lNopaknioyeHue nNo nokanbHOM cCeTU — cCBOMCTBa Ha Bxianke OOWwwMe
Beiienute ctpoky NMpoTtokon UHTepHeTta (TCP/IP). Haxxmure kHonky CBOUCTBA.

" 5]
- NoagKMOYeHWE N0 NOKanNbHOA CETH - CBO... |M

Oéwme | MNpoBepr.a NoGAHHHOCTH | HonoaHKTensHo |

Mogk noyeHKe Hepes:

B NYIDIA rForce Metworking Contraller

EDMI‘IDHEHTI:I_, HMCNONE3YEMBIE 3THN NOGEAKDYNEHHERN!

- [palfisep ceTeEOro MOHKTOPA -
<& OTBETYME OOHAPY#EHWA TONOAOM MK YPOBHA CEASH
e | 1poTokcn MHTepreTa [TCRAR) (A

1| i

[ HeTaHoeuTe. CEOHCTES ]

[ nucanue

Mporokon TCPAP - cTaHoapTHRI NpoToron raogansHex
CETEH, 0ECNEYHEARILME CEASE MENKLY DasAHYHBINM
EZAUMOLEHCTEYHILL MMM CETARM,

[V] Npv NORKEAOYEHM BEIBECTH SHAY0K. B OGNACTH YEELOMIEHME

[V] Yeenomnare npu orpaHHyeHHOM MW OTCUTCTEYIOW e
MO AKHEHAI

k. ] [ OTreHa

PucyHok 4. OkHo ceolicme rnoOKIYeHUs 1o f1oKabHoU cemu.
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4. YcranoBuTe mnepekitouatenu B nonoxkenue Monyuyuts IP-agpec aBTOMaTUyecKu u
Monyuntb apgpec DNS-cepBepa aBTomatnyeckun. Haxxmure kaonky OK.

Ceoicrea: MNpoTokon WaTepHeta (TCP/IP) | -

O Bwme |ﬂanepHamaHan EOHPUrYpaLmHa |

Maparaerpel [P MOryT H33HSYATECA SETOMATHYSCKM, BCNH CETE
NoAAEpKMESET 3TY BO3Mo%HOCTE. B NpOTHMEHOM cnyyas NapameT okl
IP roskHD OOIYYMTE Y CETEEOMD AAMWHMCTPETODA.

@ [Nonyaure |P-agpec SETOMATHYECKM

1 Mcnonesoeare cnegyowi [P-agpec:

@ [Tonygwre agpec DMS-cepeepa SETOMATHYECK1E

1 Micnonesoeare cnegynowke aopeca DM S-cepeepoE;

HononHHTEnsHD.. .

[ Ok, H OTrena ]

PucyHok 5. OkHo ceolticme npomokona TCP/IP.
5. Haxwute kHonky OK B 0OKHE CBOMCTB MOKIIFOUYCHUSI.

TenepL Bam KOMITIBIOTCP HACTPOCH HA aBTOMATHYCCKOC IOJIYUCHUC IP-aI[peca.
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HacTtpouka

aBTOMaTu4Yeckoro

B OC Windows 7

Haxxmure xkaonky Myck n neperinute B pazaen NaHenb ynpaBneHus.

nojay4vyeHwus

IP-appeca

Beibepure nynkt LleHTp ynpaBneHusa cetssMm n obwmm aoctynom. (Eciu manens
YHOpaBJICHUA HUMCECT BUI «IIO KaTCTOPUAM (B BCpXHCM IpaBOM YIJTIy OKHa B CIIMCKC
MpocmoTp BoiOpan nyunkt Kateropwus), Beibepute ctpoky MpPOCMOTpP COCTOSIHUA
ceTu n 3aaad noxa nyukrom CeTb U UHTepHeT.)

=

_f 1
@Uv@ ¢ [Manene ynpaenesuA b Boe 3nemeHTB NaHenn ynpasneHuA »

HacTpolika napameTpos KomnsioTepa

-

A

=

MapameTphl
MHAEKCMPOBaHNA

MoAKAHOUEHWA K
yAaneHHsIM paboumm

Mporpammel no

" YMONUEHWIO

CeoiicTea obospesatens

TenedoH n Mogem

4 YcTpoiAcTBa M NpUHTEpSI

LleHTp noaaepxkm

¥ 2
LleHTp YNpaBNeHWa CETAMM

¥ oflivMm nocTynom

SKpaH

o=
] MapameTpel Nanok

Mpwucrynas k pabote
PacnoszHaBaHwe peumn
Cucrema

YI'IpaBJ'IE‘HHE‘ LBETOM

YUETHRIE 3aNNCK
nonb3oBaTensi

LleHTp cvHXpOHM3aLMK

% LindposaHre aAncKa

BitLocker

JneKTponuTaHue

R

MpocmoTp:

11ycK
MepcoHanmsauma

MporpaMmel 1
KOMMOHEHTHI

PoauTtennckmid KOHTpOAL

CUeTurKn 1 CpencTBa
MPOW3SBOANTENBHOCTH

yCTpaHE‘HHE‘ HEMOMa 0K

LleHTp 0BHOBAEHNA
Windows

LleHTp cneumnansHblx
BO3MOXHOCTEN

WpndTe

Azpik m PETHMOHaNbHBIE
CTaHAapThl

KpynHele sHaukm =

o

m

PucyHok 6. OkHo lMaHenb ynpaeneHusi.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750

PyKOBO,D,CTBO nonb3oBarens

YcTaHOBKa M NOAKIOYEeHNe
MapLupyTMU3aTopa

3. B MeHwo, pacmojo)XeHHOM B JICBOM 4YacTH OKHA, BbIOepuTe NyHKT WM3MeHeHue
napameTpoB aganTtepa.

GO~

MaHenk ynpasnesus -
ACMALLHAA CTPAHWLLE

¥npaeneHne BecnpoBCogHEIMN
CETAMM

WzreHeHue napamMeTpoE
a4anTepa

MzmeHnTE 4oneaHUTENBHEIE
NapaMeTpel 0OLLEND A0CTYNa

Cra. TakcKe
Bpanamayap Windows
JemawHan rpynna

CeoiicTea oBospegaTtena

T =
s« Cete u MHTepHer b LleHTp ynpaeneHua ceTAmMM M cBLUMM J0CTyTIOM - |¢f| | Mouck & naxseau ynpasneHu

MNpocMoTp OCHOBHBIX CBEAEHWA O CETU M HACTPOMKA MOAKAKUEHWA

e i
1 MHTEpHET
(3ToT KemMneroTeR)

MpockoTp NonHoR KapTsl

ﬂpDCI‘.IDTp BKTHEHEIX CETER HC,EI,F_"II'C‘-IEHHE K CETH
B ,.'J,EHHbII}'I FOMEHT Ebl HE NOJKARIYEHEI HH K K3KCA CETH.

zrEHEHWE CETERRIX NapareTpos

{i. HacTpoika HOBOre NOAKAKYEHHUA WK CETH

Hactpoiika BecnpoEcAHOMo, LUMPOKONOAOCHOTS, MEAEMHOTS, MPAMOrD WAK
YPM-negentoYerns K e HECTPOAKE MapLUIPyTHIATORE MAK TCYKKM 40CTyNa.

ﬁ. MoaknioynTecs K CETH
MogkntoueHne MK NoETORPHOE NOAKHHEHHE K BECNPOECAHOMY, MPCECAHCMY, MOGEMHORMY
CETEBCMY COEAMHEHNID MKW Nogiarzderme K VPN,

*% BeiBop AomMaluHed rpynnel v NapaMeTpos cBLLErs 40CTyna
Jectyn k dafinam v NPUHTERENM, PECNCACKEHHBINM Ha APYTWX CETEEBIX KCMMBIOTEREX, MAN
MSMEHEHWE NAPAMETRCE CELLErD AocTyna,

@ ¥cTpaHeHne Henonaaok
[JMarHECTHKE W MENPABAEHME CETEERX NPCEAEM WAN NOAYHEHUE CBEAEHNA o6 MCMpaENEHN,

PucyHok 7.

OkHo Jenmp ynpaeneHuss cemsimu u obwjum docmyrnom.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogknto4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

4. B OTKpBIBIIEMCS OKHE [IEIKHATE MPABOW KHOMKON MBIIIK II0 COOTBETCTBYIOLIEMY
MNMopakntoyeHMIo NO NOKanbHOW CeTU u BeibepuTe cTpoky CBOMCTBA B MOSBUBIICMCSI
KOHTEKCTHOM MEHIO.

[E=8EoE =<5
@Uv| &/ » Mawens ynpaenenna » Cete u MntepHer » CeTeBble NOAKNHOUEHNA b - | +3 | | Mouck: Cemessie nodkmoueHus ol |
¥nopagounte ¥ §|‘:: bt E;l ':E:'

:. MogknoHEHUE N NOKANEHOR CETH
s
=L B Onovounte
=
Cocroanme

JwarHocTnia
(] =
¥ Hacrpoiika mocta

Co3gate ApAbIK
¥panute

[=¥]
% Nepenmencsarts

(%] =
% Ceoiictea

PucyHok 8. OkHo Cemeebie MOOKI/TIOYeHUs].
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogknto4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

5. B okue NoakntoyeHune no nokanbHOM CeTU — CBOUCTBA Ha Bkiaake CeTb BhicanTe
ctpoky lNMpoTokon UHTepHeTa Bepcum 4 (TCP/IPv4). Haxxmure kHonky CBOUCTBA.

ra *

2 TMogknioyeHWe No NoKaneHOW CETW - CBOACTEA @

Cete

Mok AoyeHKe Hepes:

[
&

QTME'-IEHHI:IE EQOrANOHEHTEl MCNOAESYHTCA 3THE NOGE AHDYEHKHER!

W K ueHT nna ceTei Microsaft

.@ MnaHupoBwWME, NakeTos QoS

.@ Cnystia oocTyna K $alinam M NpWHTEpard ceTel Micro...
i [porokon MHTepHeTa eepoid B [TCP/IPYE]
B Mporokon MHTepHeTa eepoid 4 [TCRAPwd]
<t palieep B/ TONOAGrE KaHaNEHOMD YROBHA

i (TBETHME 0BHAPYKEHMA TONONOMMM KaHaNEHOrD YpoBHA

HoTaHoOBMTE. .. YHoanre CeoHCTES

OnucaHqe

Mporokon TCPYIP - cTaHoapTHEIN NpoTokon rnodansHe:s
CETEN, DOECNEYMEANIWME CEBASE MEMIY PASNMYHEIRM
EZAMMOAEHCTEYRILL MR SET Abdld,

] ] [ CTraeHa

PucyHok 9. OkHo ceolicme rnoOK/IYeHUs 1o flIoKaibHoU cemu.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogknto4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

6. YcranoBure mnepekirouarenu B mojoxenue onyumtb IP-agpec aBTOMaTtu4yecku u
Monyuntb agpec DNS-cepBepa aBTomatnyeckun. Haxxmure kaonky OK.

I

Ceoiictea: MNpotoken MHTtepHera seponn 4 (TCP/IPW) @

OfwHe | ANETEPHATHEHSA KOHDKHIY palKa |

MNapareTpel IP MOrYT Ha3HAYaTECA ABETOMATHYECKH, ECIH CETh
NoAAEP#HMESET 3TY BOSMONHOCTE. B NPOTHEHOM CNy4Yae NapaMeTpel
IP MOMHO NONYYMTE ¥ CETEEOMD 3AMMHMCTRATOPRA,

@ TlonyunThe IP-aApec SETOMATHYECKH:

1 McnonezoeaTe CneyrowMei IP-aapec:

@) MonyunTe agpec DMS-cepeepa ABTOMATHHECKH

_ MEnonezoEaTe cReAvHiWKe aapeca DN3-cepeepos:

MoATEEpAMTE NAPAMETORI OPKH BEIXOAE [ AONONHHTENBHD ]

[ O ][ OTHEHA ]

PucyHok 10. OkHo ceoticme npomokona TCP/IPvA4.
7. Haxwute kHonky OK B 0OKHE CBOCTB MOIKITIOUYCHUS.

Teneps Bam komnbroTep HacTpoeH Ha aBTOMaTH4YeCcKoe nosydyenue [P-agpeca.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogknto4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

MoakniwuyeHue K Komnblotepy ¢ Wi-Fi-apantepom

1. Tlomkmrounte amantep MNHTAHUS K COOTBETCTBYIOIIEMY pa3beMy Ha 3aJHEH MaHEIn
MapIIpyTHU3aTOpa, a 3aTeM — K JIEKTPUUECKOI pO3eTKe.

2. Bxurounte mapupyTtuzatop, HaxxaB kHonky ON/OFF Ha 3aaHeli nanenu yctpoiicTaa.
3. BximrounTe KOMIBIOTED, AOKIAUTECH 3arPy3KH ONEPALMOHHON CUCTEMBI.

4. Bxmounte Wi-Fi-anantep. Ha mopTaTHBHBIX KOMIBIOTEPAX, OCHAIIEHHBIX BCTPOCHHBIM
OecCIpOBOJHBIM CETEBBIM AJANTEPOM, KaK MPaBWIO, €CTh KHONKA WIM IEpPEeKII0YaTelb,
aKTUBHPYIOIINI OecnpoBOJHOM ceTeBoil amanrep (cM. mAokyMmeHTauuio rno Bamemy IIK).
Ecnu Bam KoMIploTep OCHAIIEH MOJKIIOYaeMbIM OECHPOBOAHBIM CETEBBIM aAJANTEPOM,
YCTaHOBHTE IIPOrPAMMHOE 00ECIIEUCHHE, IOCTABIIIEMOE BMECTE € a1alITEPOM.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogkno4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

HacTtpouka Wi-Fi-apantepa B OC Windows XP

1. Haxwmure kuonky FMyck u mepeiimure B pasmen lMaHenb ynpaBneHuss > CeTb U
noakntoyeHns K UHTepHeTy > CeTeBble NOAKITHOYEHUS.

Brigenure 3Ha40Kk O6eCPOBOAHOTO CETEBOrO MOAKIIOUEHHS U yoeautech, uto Bam Wi-Fi-

anarnTep BKIOYCH.

-
% CeTe Bbie MOAKAHUYE HHA

dafin  MNpaeka BEwa  MzbpaHHoe — CepeMc

eHa3aﬂ. < \_/J

lﬁ /-._\J Mok i Mankn v E:j CHHXPOHHZALHA NankH

A=JE3
| '!'r

AononHuTeneHo  Cnpagka

H e._‘_ CeTeEbIE NOAKNHYEHHA

s | Mepexon

3

CeTeBble 3a8a41

C0343HHE HOBOrO
NoA4ENHHEHHA

) YCTEHOBMTE AOMALHHOK
CETE MK CETh Manoro ofHca

& VsmennTE napameTpel
BpaHaMayapa Windows

() MpocMoTR A0CTYNHEL
AECNpOB0AHEL CETeR

& CTeniovenve ceTesoro
YCTPOACTES

% BoCCTaHOENEHHE
NoA4ENHHEHHA

Iim MepeHMEHOEaHNE
N0 AKAKHEHHA

MEMEHEHHE HACTPOEK

| BxogAmee

NBC 1Ny BLICOKOCKOPOCTHON WMHTEPHET

__ BrogAwHe nogknroHeHHa
( F.AHEHTEI HE NOAEIHHEHE]

Mo AKAKIHEHME MO NOKANEHOA

ECNPOE0AHOE CETEE0E
CETH 3 SRR
O

I CeTeEoi Kabenk He NOAKMHYEH | THAHHHTE

(-

A

MpocHoTPp AOCTYNHBIX BECNPOBOAHBIX CETEH

MoAK AHIYEHHE N0 NOKANEHOR
CETH

. lcnpaemTe
m_ Moaknso<eHo
=]

MoAKAHHEHHA THRA MOCT

Co3AaTE APNEIK

N0 AR NHOHEHHA

MeperMeHOEaTE

»

Apyrve mecta .
CEOHCTES

% MaHens yNnasneHMa

PucyHok 11. OkHo Cemeebie MOOK/THOYeHUs].
3. BBbINONIHUTE MOUCK TOCTYMHBIX CETEH.

4. B otkpeiBoieMcs okHe becnpoBogHoe ceTeBoe NOAKIIOYEHMEe
6ecripoBoiHyI0 ceTb DIR-806A (ju1s pabotel B auanasone 2,4 I'T'n) niu DIR-806A-5G

BBIACIINUTC

(st pabotel B iuanazone 5 I'T') u Haxxmute kHoKy MOAKNIOUNTD.

B otkpsiBiiemcst okHe BBequTe Kitou cetu (cm. WPS PIN nHa Hakielike co IITPUX-KOJIOM Ha
HIDKHEH maHenu yctpoiictBa) B moiisi Knwod cetm u loarBepxaeHue Knwya u
HaxMuTe KHOTIKY [OAKNI0UYMTD.

IMocne naxartust Ha kHOMKY MOAKMKOYUTL otobpasutcs okHo COCTOAHME GecnpoBOAHOro
ceTeBOro coeamMHeHwus.

Ecnu nepBuyHas HacTpoika MapiipyTuiaropa BeinonHseTcs yepe3 Wi-Fi-coenunenue, To
cpa3y Iociie U3MEHEHHS HACTPOEK OECIpPOBOMHOW CETH MapIIpyTH3aTOpa, 3aJaHHBIX IO
YMOJYaHWIO, He0o0XomumMo OydeT 3aHOBO YCTAHOBUTH _OECIPOBOIHOE COCNHHEHUE,
HCMOJIb3Ys TONbKO YTO 33/IAHHBIC NapaMeETPBL.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogkno4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

HacTtpouka Wi-Fi-apantepa B OC Windows 7

1. Haxwmure kaonky ycK u nepeiinute B paznen MNaHenb ynpasneHus.

2. Beibepure nynkt LleHTp ynpaBneHusa cetsimm n obwmm aoctynom. (Eciu manens
yYOpaBJICHUA HUMCECT BUI «IIO KaTCTOPUAM (B BCPXHCM IpaBOM YIJTIy OKHa B CIIMCKC
MpocmoTp BoiOpan nyukt Kateropwus), Beibepute ctpoky NpPOCMOTpP COCTOSIHUA
ceTu u 3aaad noa nynkrom CeTb M UHTepHeT.)

3
@U'@ ¢ MaHenb ynpaeneqna » BCe 3NEMEHTBI NAHENW YNPABAEHWA - | +3 | | Mouck & naHeAu ynpasncHua R |
HaCTpOﬁKa napameTpoe KOMNBHTERA Mpocmotp: KpynHele sHaukn ™
~ . 11YCK -
~ [lapameTphbi T [
el P P l MapameTpsbl Nanok E MepcoHannsauma
VMHAEKCMPOBaHWA .
MogknHueHWsa K = n 5 =7 [Nporpammel u
yAaneHHsIM paboumm _If puctynas k pabore P'J KOMMOHEHTRI

Mporpammel no ﬁ

] PacnosHasaHwe peun
© YMOJIYaHWKO i

PoanTenbCKMIA KOHTPOAb

&

. 1 CUeTUnKn N cpeacTea
4 CeoiicTea obozpesaTens LL,.!ﬁ Cucrema - P T
= o ' MpOW3BOAWNTENLHOCTM
f'; TenedoH n mogem E YnpasaeHWe LEETOM YcTpaHeHWe HeENoAaao0K
57 ~ YueTHble 3anncK &=y LleHTp obHoBneHwa
e YcTporcTBa W NpUHTEPEI Y - | .
2 nons3oeatensi =i Windows

m

LLEHTp CneuranbHblx

-~
k. ¥ 4

iw LLeHTp noasepxku

LIeHTp CHHXPOHM3aLMK

= EO3MOXHOCTER
KA LleHTp yNpasneHus CETAMM | e LndpoeaHWe AWCKa
LA P - . PP h WpudTh
a2 W obwwum aocTynom BitLocker
2 A3blK W permoHanbHble
SKpad INEKTPONUTaHne £ | 4
o T CTaHAapTel -

Pucyrok 12. OkHo lNaHenb ynpaeneHus.

3. B MeHwo, pacmojO)KeHHOM B JIEBOM 4YacTH OKHA, BbIOepuTe NyHKT WM3MeHeHue
napamMeTpoB apanTepa.

4. B OTKpBIBIIEMCSI OKHE BBIACIUTE 3HAYOK OCCIPOBOJHOIO CETEBOTO MOIKIIOYCHUS U
yoeaurech, uro Bam Wi-Fi-aganrep BriroueH.

5. YroOBl OTKpPBHITH CIHUCOK JOCTYIHBIX OECHpOBOIHBIX CETEH, BBIACTUTE 3HAYOK
0ecrpoBOTHOTO CETEBOTO MOAKIIOUCHUS M HakMHTe KHONKy [logknioveHue K wim B
00J1aCTH YBEIOMJICHHH, PACIIONIOKEHHOW B MPABOW YacTH TAaHENH 3a7ad, HAOKMHUTE JIEBOU
KHOIIKOM MBIIIY HA 3HAYOK CETH.

Her NCAKNHYYEHNA - EcTe AOCTYNHEBIE NOAKNHYEHWA

PucyHok 13. Obnacme ysedomrieHul naHesnu 3adau.

CtpaHuua 28 n3 185



DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogknto4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

6. B orkpeiBiieMcs okHe BecnpoBogHoe ceTeBoe MOAKMIOYEHUE  BhLIEIHTE
OecripoBoJHyI0 ceTb DIR-806A (11 pabotsl B nquanas3oHe 2,4 ['Tn) win DIR-806A-5G
(st pabotel B muanaszone 5 I'T), a 3arem Haxxmute kHonky [oakntoyeHune.

Het noaknrdequna 3
EE l | EcTe g0cTynHEIE NOgKAYEHNA
BecnpoECcgHoE CETEECQE COEAMHEHME A
wireless router 1.1_“_
:;:l MogknrouaTteca { | Degenmuenune I
{ EETOMATMYECKM :
LleHTp ynpaenedna ceTArMM 1 oBLLIMM JocTynom

PucyHok 14. Criucok docmyrHbIx cemed.

7. B otkpsiBIieMcs okHe BBeauTe Kitod cetd (cM. WPS PIN Ha Hakneiike co mTpUX-KOAOM Ha
HIDKHEH naHenu ycrpoiictsa) B noje Knroy 6esonacHocTy u Haxxmute kHorky OK.

8. Tlomoxxmute 20-30 cexynu. ITocie Toro kak coeauHeHHE OYIET YCTAaHOBIICHO, 3HAYOK CETH
MPUMET BUJI IIKAJbI, 0TOOpaXkarolield ypOBEHb CUTHAIIA.

Ecnu nmepBuyHas HacTpoiika MapuipytuzaTopa BeinonsseTcs yepe3 Wi-Fi-coennnenue, 1o
cpa3y Iociie U3MEHEHHS HACTPOEK OEeCIpPOBOMHOW CETH MapIIpyTH3aTopa, 3aJaHHBIX IO
YMOJIYAHUIO, HEOOXOIMMO Oy/IeT 3aHOBO _YCTAHOBHTH _OECHPOBOIHOE COCIHUHEHHE,
I/ICHOJ'H)?;ySI TOJIBKO YTO 3aJIAaHHBIC napaMe I [QI)I.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750

PyKOBO,D,CTBO nonb3oBartens

YcTaHOBKa M NOAKIOYEeHNe
MapLupyTMU3aTopa

lModknro4yeHue k web-uHmepgbelicy

[Tocne HacTpOWKK COEMUHEHHUs C MapHIpyTH3aTopoM Bbl MoxkeTe oOpaTHThCs K web-uHTepdeiicy

HACTPOWKHU W YMpaBJICHUS AJS 3aJlaHUs HEOOXOAMMBIX mapameTpoB (co3manus WAN-coeqTuHEeHHs

JJI1 IIOAKJIIFOUCHHA K CETH I/IHTCpHCT, HN3MCHCHHA IapaMETPOB 6CCHpOBO,Z[HOFO COCAMHECHNA,

HaCTpOﬁKH MECKCCTCBOI'O DKpaHa U )lp)

Mapuipytuzarop DIR-806A ¢ HacTpoWKaMy 0 YMOJYAHWIO HE MOYKET MOAKII0YaThCA K
cetn MutepHert. JIng Hayana paOoThl 3a/1aiiTe cOOCTBEHHBIN Maposb g J0CcTyna K web-

uarepdeiicy M W3MEHWTE Ha3BaHue OecmpoBomHoi ceru (SSID), a Takke, eciau
Heo0X0nMMo, 3a1aiiTe Ipyrue HaCTPONKH, PEKOMEHIOBaHHbIE BalM npoBaiaepom.

3amyctute web-Opayzep (cMm. pazmen Ilpedsapumensnas nodzomoexa, ctp. 17). B ampecHoit
cTpoke web-Opaysepa BBeaure IP-anpec mapuipyTtuzaropa (1o ymonuaHuio ycraHosieH [P-aapec
192.168.0.1). Haxmure knasumy Enter.

thafin  Mpaeka Bua  3aknagkk  BuaweTel  MHCTpYMEHTEI  Cnpabka
« « S B |9 Gy o B 19216801 v

PucyHok 15. Beod IP-adpeca DIR-806A e adpecHoli cmpoke web-bpay3epa.

Eciiy npu mombITKE DOAKIIOYEHUs K web-unTepdeicy mMapiipyru3aTopa Opay3ep BbLIIAET
oIMOKyY THna «Hesosmoosicho omobpazumes cmpanuyyy, YVOEIUTech, YTO YCTPOWCTBO

OPaBHUJILHO MOJAKIIOYCHO K KOMIILIOTCPY.

Ecnu yctpoiicTBo eme He ObUIO HACTPOEHO WM paHee ObUIM BOCCTAHOBJIIEHBI HACTPOIMKH 110
YMOITYaHHUIO, TIPU 0OpalieHun K web-untepdeiicy oTkpbiBaeTcss Mactep HauaabHONW HACTPOHKHU (CM.

paznen Macmep nauanvhoii Hacmpouku, ctp. 36).

YeamaeMbl aGoHeHT! Bbl B NepBbIi pa3 BKNIOYUIIK YCTPOWCTBO W ANA TOro, HToObl Bbl MOrMK HaYaTk NONL30BATLCS
ycrnyramu gocTtyna k cetu MHTepHeT, Bam HeobxoaumMo ero HacTpouTs.
[ns sanycka MacTepa HaxmuTe KHonky "HaqaTb"

HAHATb

PucyHok 16. CmpaHuua 3anycka Macmepa HadarbHOU HacmpouUKu.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTtaHoBKa 1 nopknioyeHme

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

Ecnu panee Bbl HacTpomiu ycTpoHCTBO, TP 0OparieHnd K web-uHTepeiicy OTKpOeTCs CTpaHuIa
BXOJIa B cucTeMy. BBenqure mmMs nonb3oBarens (admin) B moie UM nonb3oBaTens u 3aaHHbIMH
Bawmu napons B none Maponb, 3arem Haxmurte kaorky BXOL,.

Bxopa

lima nonbzoBaTens

Mapone [< 3]

BXo[O O4YUCTUTb

PucyHok 17. CmpaHuuya exoda e cucmemy.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTtaHoBKa 1 nopknioyeHme

PykoBoACTBO nonb3oBaTens
MaplpyTusaTopa

Cmpykmypa web-uHimepghetica

CtpaHuua uHdpopMauum o cucteme

Ha crpannne WHdopmauma o cucteme mpejacrapiieHa moapoOHas WHOOPMAIMS O COCTOSHUU
YCTpPOMCTBA.

WHdopmayua o cucteme
WHdpopmaums o cucteme INokanbHasna ceTb
Mogens: DIR-B06A LAN TPwd: 192.168.0.1
ANNapatHaA peBnana: B1 LAN IPwé: fd01:1/64
Bepcwa NMO: 3.00 BecnposoAHble NOAKAHYEHNA! 0
Bpewma chopru: Tue Jan 31 13:54:24 M5K 2017 NpoBOAHbIE NOAKNKYEHWA?
MpowsBoguTeNs: D-Link Russia
Tex. nogaepxxa: support@dlink.ru
Onucadwe: Root filesystem image for nGprl LAN

DIR-B06A LAN1: _ °
Bpema paboTe: 0d 00:06:52 LANZ: Orerrauens
Pexum paore: Router LAN3: OTkneouero

LAN4: OTrAK4eHD

Touka goctyna Wi-Fi 2.4 [Ty

Cratyc: Brnwuexo S:l AHgekc.DNS
Wma cerw (SSID): DIR-B0GA-1314 HAEKC 1% BrnmounTe
be3onacHocTs: WPAZ-PSK &
BesonacHel i 2 ycrpoiictea
HeTcknid 0 yorpoRcTe &
Touka goctyna Wi-Fi 5 Ty __
Be3 3awmTe Oycrpoicre &
Cratyc: Brnwuexo
Wma cemw (551D): DIR-B06A-5G-1314
bBe3onacHocTs: WPAZ-PSK & HDOHGCCOD
arpyzka: 18%
MNamATL
WAN no IPv4 Mcnonb3yerca: 69% (41.16 MGaiT)
Tun cosguHEeHWA: JuHamuueckuin IPvd
o - CeobogHo: 18.68 Mbant
Cratyc Kabent oTkntougH
BydepusosatHo: 4.26 MbaitT
Beero: 59.83 MbaiT

PucyHok 18. CmpaHuua uHgopmayuu o cucmeme.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa U nogknioyeHue

PykoBoacTBo nonb3oBarerns
MapuipyTtusaTtopa

B paznene UHbopmaLma o cucteme ykaszana MoZENb U armaparHasi BEpCHUsl yCTPOHCTBA, BEpPCUs
POTPaMMHOTO OOECTICYCHHUS U IpyTHe TaHHbIE.

Jns Toro 4toOBl OOpaTUTHCS B TEXHUYECKYHO MOmIepkky D-Link (ormpaButh cooOrieHHe o
AIIGKTPOHHOM TOYTE), ILICIKHUTE JIEBOM KHOMKOW MBIIIM Ha agpece TEXHUYECKOH MOICPKKH.
[Tocne HakaTHsT OTKPOETCS OKHO IIOYTOBOM TMPOTPaMMBI JIJIsl OTHPAaBKH HOBOTO IHChMa Ha
yKa3aHHBIN ajpec.

Jnst Toro 4toOBhl M3MEHHUTH PEKUM PAOOTHI YCTPOWCTBA, MICIKHUTE JICBOM KHOIMKOW MBIIIA Ha
Ha3BaHUHU pPeXMMa B cTpoke PEXUM paboTbl. B oTkpbIBIIEMCs OKHE Ha)XMHUTE CCHUIKY MacTep
HayanbHOW HACTPOMKM (moapobHOe ommcaHue Mactepa cM. B paszeine Macmep HauanbHoul
Hacmpouku, ctp. 36).

B pasmenax Touka pgoctyna Wi-Fi 2.4 I'Ty u Touka poctyna Wi-Fi 5 I'Ty npencraBnens
JAaHHbIE O COCTOSIHUM OECTpOBOIHOW CETHM YCTPOMCTBAa, €€ Ha3BaHHE M TUI CETEBOM
ayTeHTU(DUKALIIH.

B pasznere WAN nipencraBiieHbl JaHHBIC O THIIE M CTaTyce cyiiecTByomero WAN-coenHeH s,

B pasnene JlokanbHasa ceTb oroOpaxkaercs IPv4- u IPv6-aapec mapripytu3atopa, a Takke
KOJIMYECTBO IPOBOJIHBIX U OECIIPOBO/IHBIX KJIMEHTOB yCTPOMCTBA.

B pasnene MopTbl LAN otoOpaxaercs cocrossaue LAN-opToB ycTpoiicTBa U pexXHUM Tepeaadn
JaHHBIX aKTUBHBIX ITOPTOB.

B pasnene AHpekc.DNS mnpencraBnens! maHHbie 0 coctosHum cepBuca Suaexc.DNS u pexnme
ero pabotel. UToOBl BKIOUMTH cepBHC SHaekc.DNS, caBuHbTe mnepekiovatesis BKAOUYUTL
BIpaBo. Eciii He0OXoMMo, U3MEHUTE PEKUM PabOThI CepBHCa.
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PykoBoacTBo nonb3oBarerns
MapuipyTtusaTtopa

Paspenbl MeHI0

st HacTpOMKK MapLIPyTU3ATOpa UCIIOJIB3YINTE MEHIO B JIEBOM YaCTH CTPAHHULIBI.
B pasnene BbicTpasa HacTponka Ber MokeTe 3anyCTHTh HYXHBII Bam Mactep HacTpOMKH.

YroObl HACTPOUTH MAPIIPYTU3ATOP AJIs pabOTHI B HY>)KHOM Bam pexumMe u 3a7ath Bce mapameTphl,
HeoOXoauMbIe UIsi Havdayia paboThl, HCMONB3yTe Mactep HadaiabHOM HACTpoWkH (moapoOHOe
onucanue Mactepa cMm. B paznene Macmep nauanvhoii Hacmpouxu, ctp. 36).

UToOBbl HACTPOUTH MApLIPYTHU3AaTOpP JJI HCHOJIb30BaHUS JIONOJIHUTEIBLHOTO 000pYIOBaHMUSA,
Hanpumep, IPTV-npucraBku wnmm IP-tenedona, wucnonb3yiite Mactep BBIIEIECHUS IOPTOB
(mogpobHoe onucanne Mactepa cM. B pazznene Macmep evloenenus nopmoes, ctp. 55).

Ha crpanunax pasnena CTaTUCTUKA MpeacTaBieHbl JaHHBIC, 0TOOPAKAIOIINE TEKYIIEe COCTOSHHIE
MapLIpyTH3aTopa (ONMCAHUE CTPAHULL CM. B paznene Cmamucmuka, ctp. 58).

Ha crtpanunax pasaena HacTpoMka coegMHEHUMM MOXXKHO HACTPOMTH OCHOBHBIC MapaMeTphbl
LAN-unTepdeiica MapipyTuzaTopa u co3aTh MOAKIIOYCHHE K ceTH VIHTEepHET (OnMcaHue CTpaHuIl
cM. B pazzaene Hacmpoiika coeounenuit, ctp. 64).

Ha crpanunax paznmena Wi-Fi MmoxxHO 3amaTh Bce HEOOXOIMMBIE HACTPOUKH OSCIPOBOIHOM CETH
MapuipyTu3aTopa (ornucaHue cTpanuil cM. B pasnene Wi-Fi, ctp. 97).

Ha crpanumax pasgena [JOMONMHUTENbHO MOXHO 331aTh JOIOJHHUTEIBHBIC IapaMeTphl
MapuIpyTu3aTopa (OnMcaHue CTpaHull cM. B pasneine Jonoanumensho, ctp. 123).

Ha crpanunax paszgena MexceTeBOM 3KpaH MOXKHO HACTPOMTh MEKCETEBOW 9JKpaH
MapIIpyTH3aTopa (ONMCAaHUE CTPAHULL CM. B pasaeie Meswccemesoil IKpau, ctp. 152).

Ha crpanunax pasaena CucTemMa npeacraBieHbl GYHKIUH sl pabOThl ¢ BHYTPEHHEH CHCTEMOit
MapuIpyTu3aTopa (OnMcaHue CTpaHull cM. B pazaene Cucmema, ctp. 164).

Ha crpanunax paszgena AHAeKC.DNS MoxHO HAacTpoWTh CEpBUC KOHTEHTHOW (uiIbTpaiuu
Sunexc.DNS (onucanue crpanun cM. B pazaene Auodexc.DNS, ctp. 177).

YroObl 3aBepIUTh paboTy ¢ web-uHTEepdeiicoM MaplIpyTH3aTopa, HaXKMUTE Ha CTPOKY MEHIO
Beintu.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
YcTaHOBKa 1 nogkno4yeHue

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

YBepomneHus

Web-unatepdeiic mapuipytrnzaropa oToOpakaeT YBEIOMICHUS B IIPABOM BEPXHEM YTIIy CTPAHHUIIBI.

o

PucyHok 19. YeedomneHusi web-uHmepgelica.

Haxxmure Ha 3Ha4o0K, OTO6p3.)K3.IOH.IHI>i KOJIHNYCCTBO YBCHOMHCHHﬁ, YTOOBI IpOCMOTPCTh MOJIHBIN
CITUCOK, 1 HAXKKMHUTE COOTBETCTBYIOIYIO KHOIIKY.
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PykoBOACTBO Monb3oBaTens HacTtpoiika mapwpyTusaTopa

IMABA 4. HACTPOUKA MAPLLUPYTU3ATOPA

Macmep HavyanbHOU HacmMpouKu

Yt00BbI 3amycTUTh MacTep Ha4yalbHON HACTPOIKH, Ha cTpaHuie BblCTpas HacTpowka B Oinoke
HavanbHasa HacTpouka naxmvure kaonky HAYATDb. Ha orkpsiBiieiics cTpaHHIle HaXMHTE
kHonKy OK 1 moxmurech BocCTaHOBIICHHS 3aBOJICKHX HACTPOEK YCTPOICTBA.

[ns 3anycka mactepa HauansHoI HAacTPOIKK HeoBXOOMMO BOCCTAHOBWTL 3aBOACKME HACTPOIKM YCTPOMCTBA.

PucyHok 20. BoccmaHosrieHue 3a800cKux Hacmpoek 8 Macmepe.

Haxwmure kaonky HAYATD.

YeaxaeMuii aboHeHT! Bbl B NepBbIA pa3 BKOYMINM YCTPOICTBO M AnA Toro, 4tobbl Bl Mornu HayaTb Nonb3oBaThcs
ycnyramum goctyna k cetu MHTepHet, Bam HeoBxoammo ero HacTpouTs.
[nsA 3anycka macTepa HaxMUTe KHonky "Hauate"

HAYATb

PucyHok 21. 3anyck Macmepa.

Ha otkpeBiueiics crpanune Haxmutre KHONKY [A, 4ToOBI OCTaBUTh TEKYIIWH S3BIK web-
unrepdeiica, win HaxxkauTe KHONKY HET, uToOBI BEIOpaTh ApYroii sS3bIK.

- Bo3MOKHO, Ball A3bIK PyccKWid?

- N

PucyHok 22. Bbibop si3bika web-uHmepdgbelica.
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BbI MOXeTe JOCPOUHO 3aBEPIIUTh PabOTy MacTepa U MepeiT B MeHio web-untepdeiica. J{ist aToro
naxvute kHonky PACLUMPEHHBIE HACTPOWMKW. Ha orkpsiBmieiics CTpaHHMIE H3MEHHTE
HACTPOMKH IO yMOJYaHHWIO: HW3MEHHTE TMapoib aaMuHUcTpatopa B mnone [laponb
agMMHUCTpaToOpa u Ha3BaHUe OecTipoBOIHOM ceTH B amanazoHe 2,4 [T u 5 I'To B momsix Umsa
cetn 2.4GHz (SSID) u Uma cetn 5GHz (SSID) coorBercTBeHHO. 3aTeM Ha)XMHTE KHOIKY
NMPUMEHUTD.

Hactpo#ku no ymonyanuio

Mna Hadana paﬁomhr HeoOX00UMO USMEHLIME HEKOMOPLIE h'E]Cm_UOI:lKU Mo yMonyaHumR.

Wms cetn 2 4GHz (SSID)*

DIR-806A-2022

Wms ceTn SGHz (SSID )

DIR-806A-5G-2022

T

PucyHok 23. UameHeHuUe Hacmpoek o yMoIsi4aHuio.

UToOBl TPOJOHKUTH HACTPOMKY MapIIpyTHU3aTopa C TOMOIIbI0 MacTepa, HaKMHUTE KHOIKY
NMPOOOITKUTD.
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Bbibop pexuma paboTbl yCTPOUCTBA

Uto6sl moakIIOUMTh Barre ycTpoicTBO K TPOBOJAHOMY WHTEpPHET-TIPOBAMIEpYy, Ha CTpPAHMUIIC
Pexum paboTtbl yctpouctBa B crnucke Cnoco6 NOAKMOYEHUS BbIOEpUTE 3HAUCHHE
NMpoBogHoe noakntoyeHue. 3atem B croucke PexXum paboTbl BoiOepute 3HAUYCHHE
MapuwpyTtusartop. B stom pexume Boi cmoxere Hactpouth WAN-coenMHEHHE, 3a/aTh CBOH
HACTPOUKH JiJIs1 OECIIPOBOIHOM ceTu ycTpoiicTBa B quanazoHax 2,4 I'Tm u 5 [T, nactpouts LAN-
nopthl U1t onakitoueHust [PTV-npucraBku nnm [P-tenedona u 3anaTh cOOCTBEHHBIN Mapoib IS

JIOCTyTIa K web-uHTepdeicy ycTpoicTaa.

D-Link

Building Networks for People

Pexum paboTbl ycTpoWcTBa

Cnocof nogrnoueHna

MpoeogHoe NogxknloyeHve h Q

Pexiam paboTel

MapLpyTtuzatop M ngmrq Da

< Ha3an

PucyHok 24. Beibop pexuma pabomsi ycmpotcmsa. Pexum Mapwpymu3samop.

YroOpl moakmounTh Bame ycrpoiicTBo k OecnpoBopHOMy uHTepHeT-poBaiepy (WISP), Ha
crpanuiie Pexum paboTbl yctponctBa B crnucke Cnoco6 nOAKMHOYEHUst BhiOepHTe
snauenne Wi-Fi. 3arem B criucke Pexum paboTbl BeiGepure 3nauenne MoBTtoputens WISP. B
3TOM pekrMe Bbl cMokeTe MOAKIIOYUTh Baiie ycTpoHCTBO K Apyroil TOUKE JOCTyIa, HaCTPOUTh
WAN-coenunenue, 3aaTb CBOM HACTPOUKH JJis1 OECIPOBOJHOM CETHU YCTPOMCTBA B Auana3zoHax 2,4
ITo u 5 TTn, vactpouts LAN-moptel ast noakimtoueHust IPTV-ipucraBku wim [P-tenedona u
3a/1aTh COOCTBEHHBIN MApOJIh JIIS JOCTYIAa K Web-HHTepeicy ycTpoicTBa.

D-Li

Building Networks for People

Pexum paboTel ycTporcTBa

Cnocof noagknoueHns

: =

Penum paboT:

SSID
Noetoputens WISP u e Da

{ HA3AR

PucyHok 25. Bbibop pexuma pabomsl ycmpotcmea. Pexum lNoemopumens WISP.
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UroObl MOAKIIOYMTH Baiie ycTpOHCTBO K NPOBOJHOMY MapIIPyTHU3aTOpy MAJis J00aBlIeHUs
OeCIpOBOMHON CETH K CyHIECTBYIOLICH JIOKATbHON ceTH, Ha cTpaHuie PeXum pabotbl
ycTtpouctBa B crucke Cnocob6 noaknwo4veHUA BeiOepure 3HaueHune [lpoBoaHoe
noakno4veHume. 3arem B criircke PeXXnm paboTbl BeibepuTe 3HaueHre TOYKa AocTyna. B stom
pexxume Bbl cMokeTe 3a1aTh CBOM HACTPOMKH Ul O€CIIPOBOJHOM CETH YCTpOMCTBa B JMana3oHax
2,41Tuu 5 I'Tu u 3axath COOCTBEHHBIN MapoIIb IS JOCTyIa K web-uHTepdeiicy ycTpoicTa.

D-Link

Building Networks for People

Pexum paboTsl ycTpoicTBa

Cnocob noarnioyeHna

MNpoBoaHOe NoAKNKYeHNe v Q

Pexum paboTsl

:Touka aoctyna i — u
: : oD M-

{ HA3ALL DANEE >

PucyHok 26. Bbibop pexuma pabomsi ycmpoticmea. Pexxum Toyka docmyna.

YrtoObI noaKII0UUTh Bare ycTpoicTBO K 0eCIIpOBOAHOMY MapLIpyTH3aTOPY AJIs PacIIupeHHs 30HbI
JICWCTBHS CYIIECTBYIOIICH OECIpPOBOIHOM ceTH, Ha cTpaHuile PeXXum paboTbl ycTpoucTBa B
ciiucke Cnoco6 nogkntoveHus soidepute 3naucune Wi-Fi. 3arem B crincke Pexxum paboTbl
BbIOepuTe 3HaYeHue MoBTOpUTEnb. B 3ToM pexnme Bl cMoskeTe noakmounTh Bariie ycTtpoitcTBo
K Jpyrod TOYKE IOCTyIa, 3aaTh CBOM HACTPOWKH JUIsi OECIPOBOJHOM CETH YCTpPOMCTBA B
muana3onax 2,4 I'Tuo u 5 [T m 3agark cOOCTBEHHBIM Mapoib IS JIOCTyNa K web-HHTepdeicy
YCTPOWCTBA.

D-L

Building Networks for People

Pexxum paboTel ycTpoWcTBa

Cnocob nogrnioueHna

Pemum paGoTo:

7L
MosTopuTens v m— DE

A
[E=m=)
o

PucyHok 27. Bbibop pexuma pabomsi ycmpoticmea. Pexxum lToemopumerns.
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Yrobel mpoBoxHble IIK, momxitoueHHble Kk Bamiemy ycTpoicTBY, MOIy4YMIM JOCTYH K CETH
OeCIpOBOAHOrO MapuUIpyTH3aTopa, Ha crpaHuie PeXWM paboTbl YCTPOMCTBA B CIHCKe
Cnoco6 nopgknio4veHua Bsoibepute 3Hadenne WIi-Fi. 3arem B crnmcke Pexum paboTbl
BbIOepuTe 3HaucHne KnMeHT. B stom pexxume Bbl cMoXkeTe MOAKIIOUYNTH Barire ycTpoHCTBO K
Jpyrod TOYKe JOCTyHna M 3aJaTh COOCTBEHHBIM Mapoib s JAoCTyna K web-uHTepdeiicy
YCTpPOMCTBA.

D-Link

Building Networks for People

Pexm paboTbl ycTpoicTBa

Cnocof noaknioueHns

Wi-Fi T
C
Pexum paboTel a{ 5MN @E
[KneHT T
{ Hazap DANEE >

PucyHok 28. Bbibop pexuma pabomsl ycmpoticmea. Pexxum KnueHm.

[Tocne BeIOOpa pexrma padotel HaskmuTe kHOonKy JAAJIEE.
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Wi-Fi-knueHT
Oror mar gocrymned s pexkumos MoBTroputens WISP, NMoBToputensb u KnueHT.

1. Ha crpanune Wi-Fi-knuneHT B pa3ienc becnpoBoaHble CETU BhIJEINTE CETh, K KOTOPOM
HeoOXomuMo moAaKIrounThes. Ilpu Beimenenun cetu moas Uma cetm (SSID) u BSSID
3aI0HATCS aBTOMATUYECKH.

Ecnu Brl HEe MOXXeTe HaUTH HYXHYI CCThb B CIIMCKEC, HA)KMHUTC KHOIIKY OGHOBUTL CNUCOK.

2. Ecnmm ana mopxmrodeHwsl K BhIIEICHHOWM Bamm OecrpoBomHON ceTd TpeOyeTcs Mmapolib,
BBEJUTE €0 B COOTBETCTBYIOIIIEE TMOJIE.

Wi-Fi-knneHT

MoOKNICYEHHE K CETH

BrifpaTk ceTb W3 cnucka

Becn poBOAHLIE CETH OBHOBMTE CNMCOK
Wma cetn (SSID) BSSID Kanan Hactpoikm BeaonacHocTH YpoeeHb curHana +  Yactora
DIR-825-3%a2 ;‘ff;fé’: 9 [WPA2-PSK] [AES] atl 71% 2.4GHz
DIR-300-1147 ﬁj}f‘:ézs:f 9 [WPA2-PSK] [AES] all 71% 2.4GHz
DIR-620G 332? 1 [WPA2-PSK] [AES] il sae 2.4GHz
DRCIZONRU_foot - 1AeAE 3 [WPA-PSK] [TKIP] all sa% 2.4GHz
DIR-613A-1ae0 g:é?g;g?: 1 [WPA2-PSK] [AES] all 61% 2.4GHz
DIR-825-0899 ::‘ég‘;;cam 9 [WPA2-PSK] [AES] il 510 2.4GHz
RD DLINK BHBLIID 4 WPA2-PSKI [AESI al 57 2.4GHz
( HA3AL

PucyHok 29. Cmparuuya Hacmpouku Wi-Fi-knueHma.
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Ecnu Bel mozkimodaeTech K CKpbITOi ceTd, B criucke MNoaKnoYeHne K CeTU BoiOepuTe 3HaUCHHE
MoakNUYMTBLCA K CKPbITOM ceTU. Beeaute HasBanue cetu B mojae Mmsa cetn (SSID). 3atem
BbIOEpUTE HeoOXoauMoe 3HadYeHue B crucke CeTeBas ayTeHTUMMKALMA |, eciiin HEOOXOIUMO,
BBEJIUTE MMAPOJIh B COOTBETCTBYIOIIIEE TTOJIE.

Wi-Fi-knueHT

MopknioueHne kK ceTh

MoAKNHUUTLCA K CKPLITOR CETU v

CeTeean ayTeHTUdWKauMa

< HA3AR

PucyHok 30. CmpaHuya HacmpoUku rnodKYeHUs K CKpbimol 6ecripog8odHol cemu.

3. Haxwmure kronky JAJIEE, uto6sr npomomkuts, win kHonky HA3AL, uToObl BEpHYTHCS
Ha MPEABIIYIIYI0 CTPAHUILY.
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HacTtpouka nposogHoro WAN-coeouHeHuUA

Oror mar gocrymneH s peskumos MapwpyTtusatop u Nostoputens WISP.

Hactpoitka  WAN-coenMHEHM  TIPOW3BOJIMTCA B COOTBETCTBUU _ C _ JIAHHBLIMH,
OPEOOCTABICHHBIMUA IIPOBalaepoM agoctyia K ceth MarepHer. [Ipexae yeM HacTpauBaTh

COCIMHEHHE, YOSIUTeCh, YT0 Bbl monyunnu Bcro HeoOxonnMyto nHopMmanunio. Ecnu y Bac
HET TaKUX JaHHbBIX, 00paTUTECh K CBOEMY MPOBANIEDY.

Ha ctpanune Tun coeanHeHns ¢ UHTepHETOM B cricke TUN COeAUHEHUS BrIOepUTE
THUIIL COCIUHCHHUA, I/ICHOJ'IL3yeMBII7I Bamum HpOBaﬁﬂepOM, u 3aI10JIHUTEC I10JI41,
0T06paSI/IBI_HI/IeC}I Ha CTpaHUIIC.

3amaiiTe HACTPONKH, HEOOXOAMMBIE TSl pa0OTHl COSTMHEHHS BRLIOPAHHOTO THIIA.

Ecnu Bam mposaiinep noctyna xk cetu MHtepHeT ucnonbdyer npuBsizky k MAC-aapecy,
ycranosute ¢uaxox KnoHnposatb MAC-agpec Bawwero yctpomcraa.

Ecmm noctyn k cetn MnTepret npenocrapnsercs yepe3 VLAN-kaHai, ycTraHOBUTE (IasKOK
Ucnonb3oBaTtb VLAN u 3anonuute nmose VLAN ID.

[Tocne wactpoiiku coeaunenus Haxmutre kHonky HOAJIEE, 4toOb mpomomkuth, wimm
kHoriky HA3A[, uToObl BepHYThCS Ha MPEABIIYLIYIO CTPAHUILY.
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CoeduHeHue muna Cmamuyeckul IPv4

Tun coequHeHus ¢ VIHTepHETOM

Twn coeguHeHWA

CTaTuyeckunii IPv4 v

CoeduHeHue daHHo20 muna nossongem Bam ucnons3osams ukcupoeaHHelll IP-adpec, npedocmasnaemelll Baium
nposaldepom.

IP-agpec*

CerteBan Macka®
IP-appec wnwsza*
IP-appec DNS-cepeepa*

D Knouuposate MAC-aapec Balero ycTpoicTea

B cemax Hekomopsix nposalidepos mpebyemcsa pesucmpauus onpedeneHHozo MAC-adpeca dna npedocmasneHus
S03MONHOCITIU NOOKIMMYNEHUA K CemU MHmepHem,

D Wcnoneaosate VLAN

YemaHosume chnaxox, ecnu nposgatidep opaaHusyem docmyn 8 MHmeprem, ucnons3ys VLAN-kaHan.

< HA3AD DAMNEE >

PucyHok 31. Cmparuuya Hacmpolku WAN-coeduHeHus muna Cmamudeckul IPv4.

3anonnaute nons IP-agpec, CeTeBasa macka, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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CoeduHeHue muna Cmamudyeckuti IPv6

Twun coegnHerna ¢ MiHTepHeToM

Tun coeuHeHua

Cratndeckuin IPvG -

Coeduxerue daHHo20 muna no3sonAem Bam ucnons3oeams gukcuposarHell [P-adpec, npedocmasnAemsild Bawitim
rposaddepom.

D Knonuposate MAC-agpec sawero ycTpodcTea

B cemax Hekomopeix npoeaddepos mpebyemca peaucmpatus onpedenedHo2o MAC-adpeca ana npedocmaenenus
S03IMOKHOCIIU NOOKITIONEHURA K Cemu MHmepHem.

D Wenonszosats VLAN

Vemarxoeume ghnaxok, ecnu npoealdep op2aHusyem docmyn & MHmepHem, ucrons3aysa VLAN-kaKan.

< HA3AD DATNEE >

PucyHok 32. Cmparuua Hacmpotlku WAN-coeduHeHust muna Cmamudeckul IPv6.

3anonuute nojs IP-apgpec, Mpeduke u IPv6-apgpec wnio3a.
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CoeduHeHuss muna PPPoE, IPv6é PPPoE, PPPoE Dual Stack, PPPoE +
HAurnamuyveckuu IP (PPPoE Dual Access)

Tun coegnHeHua ¢ MHTepHeTOM

Twn coeguHeHna

PPPOE M

Lna coedurerus danHozo muna mpebyemcs UMSA MoNs308amMens U naposs.

D EBes aBTopW3aLIMK

MmA nonk3oBaTtena*

Mapone* @

D Knoxuposate MAC-agpec Bawwero ycTponcTea

B cemsax Hexomopsix nposatidepos mpebyemen pesucmpayus onpedenedrozo MAC-adpeca dns npedocmasneHus
S03MONKHOCTIU MOdKMoYeHUS K cemu MamepHem.

D Wcnonbaosate VLAN

Yemarosume chnaxok, ecnu nposaldep opearusyem docmyn & Mimeprem, ucnonssys VLAN-kanan.

< HA3AD DAMNEE >

PucyHok 33. Cmparuuya Hacmpolku WAN-coeduHeHust muna PPPoE.

B mnone Wma nonb3oBaTtens Beeaure Bam sormH, a B mnone [laponb — maposb,
MpEeNOCTaBICHHBI Bammm mnposainepoM goctyna k cetd MHrepHer. Haxmure Ha 3HA4YOK
MokasaTb ( @ ), 4yTOoOBI OTOOPa3UTh BBEICHHBIM Maposib. Ecim aBTOpH3amus He Tpedyercs,
yctaHoBuTe (iaxok Bbe3s aBTopusauun.
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CoeduHeHue muna PPPoE + Cmamud4eckul IP (PPPoE Dual Access)

Tun coegnHeHus ¢ MHTepHeTOM

Twn coeguHeHna

PPPoE + CtaTnueckwid IP (PPPoE Dual Access) ™

[ns coedurerus daHrozo muna mpebyemecs UM NoMb308amens u Napons, a max xe npedocmasneHHsil Bawum
nposalidepom ghukcuposarHeill IP-adpec.

D Be3 asTopu3aluu

CeTeean macka®

255.255.255.0

PucyHok 34. Cmparuuya Hacmpolku WAN-coeduHeHust muna PPPoE+Cmamuyeckuti IP (PPPoE Dual
Access).

B mnone Wma nonb3oBatens Beeaute Bam soruH, a B mnone [laponb — mapossb,
MpeaoCTaBlIeHHbIM Bammm mnposaiinepoM npoctyna k ceru MHrepHer. Haxmure Ha 3Ha4YoK
MokasaTb ( @ ), 4yToOBl OTOOPa3UTH BBEICHHBIM Mapoiib. Ecim aBTOpH3amus He TpeOyercs,
yctaHoBuTe (iaxkok bes aBTopusauun.

3anonuaute nons IP-agpec, CeteBas macka, IP-agpec wnio3a u IP-agpec DNS-cepBepa.
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CoeduHeHue muna PPTP + [Juhnamu4eckul IP unu L2TP + JuHamu4eckul IP

Tun coeguHeHns ¢ MHTepHeTOM

Tun coeguHeHna

PPTP + luHamudecknia IP v

PPTP u L2TP — myHHe/bHble MPOMOoKos! MUMa moYKa-moyKa, ro3sonsaouue KoMNsI0mepy yemanasnusames
3awuéHHoe coeduHeHUe ¢ cepaepomM 3a c4ém coddaHus cneyuansHozo myHHens 8 emaxHdapmHod, He3awuwéHHo cemu.

D EBes aBTopU3aLun

lAimA nons3oeatens*

. -
Mapons @
Anpec VVPN-cepsBepa*

D Knonuposate MAC-anpec salwero ycTpoAcTea

B cemsax Hexomopsix npoeatdepos mpebyemes peaucmpauus onpedenenHozo MAC-adpeca dna npedocmasneHus
803MOMHOCTIU NOOKMIYEHUA K cemu MHmepHem.

D Wecnoneaosate VLAN

Yemanoeume chnaxox, ecnu nposatdep opzaHusyem docmyn & Mumeprem, ucnons3ys VLAN-kaHan.

< HA3AR DANEE >

PucyHok 35. Cmpanuua Hacmpoutku WAN-coeduHeHust muna PPTP+/[JuHamudyeckuli IP.

B mone WUmA nonb3oBatensa Beemure Bam normH, a B mnone [Maponb — maposb,
MpeaocTaBlIeHHbI Bammm mnposaiinepom goctyna k cetd MHrepHer. Haxmure Ha 3HA4YOK
MokasaTb ( @ ), 4ToOBl OTOOpa3uTh BBEACHHBIM Maposib. Eciu aBTOpm3amusi He Tpelyercs,
ycraHoBuTe ¢uaxkok be3 aBropusaumm.

B mone Appec VPN-cepBepa 3anpaiite IP- wnu URL-agpec PPTP- wim L2TP-cepBepa
ayTeHTU(HUKAIHH.
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CoeduHeHue muna PPTP + Cmamuyeckul IP unu L2TP + Cmamuyeckut IP

Tun coeanHeHuss ¢ MHTepHETOM

Tun coeguHeHWnA

PPTP + Ctatuueckwid IP M

PPTP u L2TP — myHHenbHbIe NPOMOKOIsl Muna mosKa-moyka, Mo3sonsouwue KOMILIomepy yemaHasnusames
3awuénHoe coedluHeHue ¢ cepsepoM 3a cyém co30aHus creyuansHo20 MyHHeNs 8 cmaHOapmHol, He3alwUWEHHOLU cemu.

D Bes aBTOpU3aLIMK

1MA Nnonk3oeaTtena*

CeTtepan macka®

255.255.255.0

PucyHok 36. Cmparuuya Hacmpotiku WAN-coeduHeHusi munia PPTP+Cmamudeckuli IP.

B mnone WUma nonb3oBatens Beeaute Bam soruH, a B mnone [laponb — mapossb,
MpEeNOCTaBICHHBI Bammm mnposainepoM goctyna k cetd MHrepHer. Haxmure Ha 3HA4YOK
MokasaTb ( @ ), 4yTOoOBI OTOOPa3UTh BBEICHHBIM Maposib. Ecim aBTOpH3amus He Tpedyercs,
yctaHoBuTe (iaxxok bes aBTopusauun.

B mone Appec VPN-cepBepa 3anmaiite IP- wmmu URL-aapec PPTP- wmmm L2TP-cepepa
ayTeHTU(DHUKAIIIH.

3anonuute nosst IP-appec, CeteBasi Mmacka, IP-agpec wnto3a u IP-agpec DNS-cepBepa.
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HacTtponka becnpoBooHOM ceTH

DtoT mar goctymneH st pexkumos MapwpyTtusartop, Touka goctyna, Nosroputens WISP,
MoBTOpUTEND.

1.

Ha crpanune BecnpoBogHaa cetb 2.4GHz B moire Uma ocHoBHon Wi-Fi-cetn
3a/1aiiTe cBOe Ha3BaHWE JJisi OECTPOBOIHON CETHU B auanasone 2,4 WM OCTaBbTE 3HAUYCHHUE,
MIPEIOKEHHOE MaPIIPyTH3aTOPOM.

B mone Maponb 3anaiite cBOi maposib i AOCTyIa K OECIIPOBOIHON CETH MIIM OCTaBbTE
3HaueHue, npemiokeHHoe mapuipytuzaropoMm (WPS PIN ycrpoiicTBa, ¢M. HaKJIEHKYy cO
HITPUX-KOZIOM).

Bbl MOXeTe BOCCTAaHOBUTDH MapaMeTphbl OECITPOBOTHON CETH, 3a/IaHHbBIE /0 COpOCca HACTPOCK
K 3aBOJICKUM ycTaHoBKaM. [ storo Haxkmute knonky BOCCTAHOBUTD.

BecnpoeogHas cetb 2.4GHz

BrNIOUNTE

Belwate BecnposogHye cete 2.4 Ty

BrikmoveHue selyaHus He srusem Ha s03MOXHOCMs Maplupymusamopa nodkmoyamscs k dpyzod cemu Wi-Fi 8 kayecmese
KUeHMa.

ma ocHoBHOA Wi-Fi-ceTu™

my wi-fi

D OTKpbITaA CeTh

MNapone®

12345670

Bbi MoXeme 80cCMaHosumMs UMS Cemu u muqbpoeaﬁue, ycmadoaneHHble do npuMeHeHus 3a800CKUX

BOCCTAHOBWUTL .. mpoex.

PucyHok 37. CmpaHuya Hacmpolku 6ecripogodHol cemu.

Haxxmure kuonky JAJIEE, utobbr mpomomkuts, win kaonky HA3AL, d4roObl 3amath
JpyTrHe HACTPOUKH.

Ha crpannne BecnpoBoaHas ceTb 5GHz 3anaiite HeoOXomumble mapamerpbl JUis
OecripoBoHO# ceTr B auanaszone 5 [T u Haxkmute kaonky JAJIEE.
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HacTtpouka LAN-nopTtoB gnsa IPTV/VolP

Oror mar gocrtymnel st pexxkumos MapwpyTtusatop u NMostoputens WISP.
1. Ha crpanuue IP-TteneBunaeHue ycranosute duaxox K ycrponctBy nogkntoyeHa TB-
npucraBka.

|P-TtenesuaeHue

K ycTporcTBy noAknkuena TB-npucTaska?

Ecnu Baw nposatidep npedocmasnsem ycnyay IPTV, Bei moxeme nodknoqums TB-npucmasky HenocpedcimeeHHo K
poymepy, He UCromns3ya GononHUMensHoe 06opydosaHUE.

Wcnone3oeate VLAN ID

FLAN

Urgpopmauuro o VLAN ID moxHo Halimu & dozoeope.

< HA3AD DATEE >

PucyHok 38. CmpaHuua ebibopa LAN-nnopma dns nodkmroveHusi IPTV-npucmasku.
2. Beigenure ceodomnbiii LAN-niopt miis noakimrouenust [IPTV-npucraBku.

Ecmn  ycmyra IPTV  mpemocraBmsercss depe3 VLAN-kaHan, ycTaHOBHTE —(DIaKOK
Ucnonb3oBatb VLAN ID u 3anonauTe oToOpa3uBiieecs mosie.

4. Haxwmure xuonky HAAJIEE, uro6sr mpomomkuth, win kaonky HA3AM, 4tobwl 3amaTh

JIpyTHe HaCTPOMKH.
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5. Ha crpanune IP-renedoHus ycranosute ¢duaxox K yctpomcTBy noakntoyeH IP-
TenecgoH.

|P-TenedoHna

K ycTpoitcTay noaknioueH IP-Tenedon?

Ecnu Baw nposaiidep npedocmasnsgem ycnyay IP-meneghoruu, Bel Moxeme nodkmodums menegoH HenocpedcmseHHo K
poymepy, He ucronb3ya dononHumensHoe obopydosaHue.

Wenoneaoeate VLAN ID

VLAN ID*

Wrepopmauuo o VLAN ID moxHo Halimu & dozosope.

DANEE >

< HA3AL

PucyHok 39. CmpaHuua ebibopa LAN-rnopma 051 nodknrodyeHusi VolP-merneghoHa.
Breinenure cBobomabiii LAN-iopt i nonkimodenus VolP-tenedona.

Eciu  ycnyra VoIP mpemocraBmsiercss depe3 VLAN-kananm, ycTaHoBHTE —(UIaX oK
Ucnonb3oBaTtb VLAN ID u 3anonauTte oroOpasuBmieecs mosie.

8. Haxwmute xuonky OAJIEE, uroOsr mpomomxuts, win kHonky HA3AJ[, 4roObl 3amaTh
JIPyrue HaCTPOMKH.
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N3meHeHue naponsa web-uHtepcgenca

Ha nanHoli cTpaHuiie He0OOXOAUMO U3MEHUTH MApOJIb aJMUHUCTPATOPA, 3aJaHHbII 110 YMOITYaHUIO.
Bb1 MoxeTe ycTaHOBUTH JI00OH mapoiib, kpome admin. Vcnone3yiite nnudpsl, TaTHHCKHAE OyKBBI
BEPXHETO M HIKHErO pPErucTpa W JIpPYrue CHUMBOJIBI, JOCTYIHBIE B aMEPUKAHCKOM pacKIIaJKe
KJIaBUATYPHL.

MameHeHWe napons web-nHTepdeica

[ns noebllweHus 6830MacHOCTH, MOXaNyAcTa, U3MeHUTE Naposb ANA A0CTYNa K HAacTPoMKam yCTpoRCTBA.

<{ HA3AD

PucyHok 40. CmpaHuya usmeHeHus naposs web-uHmepgbeldica.

3anOMHHTE WM 3alUIINTE Maposib _aJIMHUHHMCTparopa. B ciywyae yTepu mapois
aAMUHUCTpaTopa Bbl cMOXeTe NOJYyYNUTh JIOCTYH K HACTPOMKaM MapIIpyTH3aTopa TOJIbKO
' IIOCJIE BOCCTAHOBJICHUSI 3aBOJCKMX HACTPOEK MO YMOJYAHWUIO MPU MOMOIIM annapaTHON
- kHonku WPS/RESET. Takas mpolienypa YHUYTOXKHT BCe 3ajaHHble Bamu HacTpoWku

MapaipyTu3aTtopa.

Haxmute xaonky JAJIEE, uroOsr npomomkuts, wiu kHonky HA3A[, 4toObl BepHyTbCS Ha
NPEIBIIYIIYIO CTPAHHILY.

Ha cnenyroiieit ctpanulie npoBepbTe BCE 3a/laHHble Bamu HacTpoKH.

BBl MOkeTe COXpaHUTH TEKCTOBBIN (haill C HACTPOWKAaMH, 3aJaHHBIMH BO BpPEMs IPOXOXKICHUS
Macrepa, Ha cBoii ITK. Jlns storo maxmure kaonky COXPAHUTb ®ANNT C HACTPOUNKAMU
U cJIeIyiTe HHCTPYKINSAM JHaJIOrOBOTO OKHA.

YroObI 3aBepiiuTh paboty Macrepa, Haxxmute kHonky MPUMEHWUTD. I1pu atom mapripyruszarop
NPUMEHUT HacTpoiiku u nepesarpysurcsa. Haxmure kuonky HA3AQL, dutoObl 3amath apyrue

HaCTPOMKHU.

3 0-9, A-Z, a-z, npoGen, !"#$%&'()*+,-./;<=>2@[\]* "{

b~
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Ecnmu Macrep nactpauBan WAN-coenunenue, nocie Haxarus Ha kHonky [MPUMEHUTb
OTKPOETCsI CTPaHUIIA MPOBEPKH JOCTYIMHOCTH CeTH MHTEpHET.

MogknioyeHve K cetn MHTBDHET HAaCTPOEHO WU rOTOBO K MCMONL30BAaHWKD

HaxmuTe kHonky "lMNotoBo", uytoBebl HauaTs paboTy B ceTn MIHTepHET

PACLUMPEHHBIE HACTPOMKM roToBo

PucyHok 41. lNposepka docmyrnHocmu cemu UIHmepHem.
Ecnu mapuipyrusatop ycrneurHo noaxiitounics k cetu Mareprer, Haxxmure kHonky FTOTOBO.

Ecnu BO3HUKIM TPOOIEMbl C MOAKIIOUEHHEM K ceTH VHTepHeT, Ui MOBTOPHOW MPOBEPKU
cocrosinus coenuaenns Haxmute knonky MPOBEPUTb MOBTOPHO.

Ecnu He ynmanoch pemuTts npoOrieMy MOAKIIOUEHHsS K CeTH, Bbl MokeTe oOpaTuThCst B CIykKOy
TEXHHYECKOW MOJIepKKH Bamiero nposaiinepa (kak mpaBuio, TeaeGOoH TEXHUYECKOH MOIIEPKKU
NPEJOCTABIAETCS BMECTE C JOTOBOPOM) WM ChyxOy TexHudeckoil mozuepxkku D-Link (Homep
TesiehoHa 0TOOPA3UTCA Ha CTPAHUIIE 110CIIE HECKOJIBKUX MOMBITOK MIPOBEPKU MOAKIIOUECHUS).

Uto6bI 3aaTh Apyrue HacTpoiiky, Haxmure kHonky PACLUMPEHHBIE HACTPOMKMW. Iocne
Ha)KaTUsl Ha KHOIKY OTKpoeTcs crpanuinia MHdopmauma o cucrteme (cum. pasnen Cmpanuya
uHgopmayuu o cucmeme, ctp. 32).
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Macmep ebiOesIeHus rnopmoe

Mactep Bbli€NCHUS MOPTOB MoMoraer HacTpouTh LAN-mopThl MM JOCTyNHBIE OECIPOBOIHBIE
UHTEpQEchl ycTpOHCTBA sl MOAKIIOYEHUS JIOMOJHUTENBHOTO 000pynoBaHus, Hanpumep, IPTV-
npuctaBku i [P-tenedona. Ytounure y cBoero nposaiaepa, Tpedyercs iau HacTpoiika DIR-806A
JUISL ACTIOJIb30BaHUS TAKUX YCTPOMCTB.

Yrtobbl 3amycTuTh MacTep BbIACIEHHs TOPTOB, Ha cTpaHuile BblCTpasa HacTpomka B Oioke
BbiaeneHue noprtoB naxmute kHonky HAYATbD.

Ecnmu 1y ucnonbs30BaHUS JIOMOTHUTEIHHOTO YCTPOMCTBA HEOOXOIUMO BBIACTUTH TOPT WIIH
oecripoBogHoi mHTepdeiic, B paszaene MopTbl LAN 1ienkHuTE JeBOH KHOIKON MBIIIA T10
COOTBETCTBYIOIIEMY JJIEMEHTY (BBIICIICHHBIN AJIEMEHT OyJeT OTMEUYEH paMKOH). 3aTeM HaXMHUTE
kHorky MPUMEHUTb.

£ BeICTpad HacTpoika BoigeneHue nopToe

Bbl MOXETE NOAKNKOUKMTL TB-NpUcTaBky uam IP-TENepOoH HENOCPEACTEEHHO K MApLIPYTU3aTopy. [lng 3TOro Beigenure

ceobogHbili NnopT unu GecnpoBogHoii UHTepgeiic MapILpyTU3aTopa, a 3aTem NOAKNHYNTE K HeMy Balle ycTpoiicTeo.

B HEKOTOPBIX Cy4Yanax yonyru IPTV 1 (unu) VoIP NpejocTaBnATCA Yepes TerMpoBaHHYH VLAN-ceTh. B Takux cany4vaax

MCNONb3YATE "PaClUMPeHHBIA pexumM”

MopTel LAN

“ port1 w port2 W port3

“ port4 ,: wifi1 f;\ wifi2
- -

PACLIWPEHHBIA PEXWM

PucyHok 42. Macmep ebidenieHusi mopmos. [pocmol pexxum.
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Ecnu nyis  Wcrnonb30BaHUS  JIOTOJMHHUTEIBHOTO YCTPOWCTBA TaKKe HEOOXOIUMO
noaxiroueHne yepe3 VLAN-kanan, Haxmure kHonky PACLLUMPEHHbBIW PEXUM.

Moptel LAN

port1
CrpynnupoBaH ¢

wan

port4
CrpynnuposaH c

Het

MopTel WAN

* -

port2 port3
CrpynnnpogaH c CrpynnnpoBaH ¢

Het - Her
~, Wifi1 ~—, wifi2
— .. — .,
™ pynnuposaH c - pPynnnpoBaH c
Het - Het -

NPOCTON PEXWM

®

PucyHok 43. Macmep ebideneHusi nopmos. PacuiupeHHbIU pexum.

B pazznesne MopTtbl WAN menkuute no 3Hauky [lo6aBUTb (@ ).

HoBoe nogkioyeHune X

Wms*

VLAN ID*

@ Paspeweno

COXPAHWUTb

PucyHok 44. [JobasneHue nooKOHEHUS.

HaCTPOUTH

B otkpeiBmiemcs oxkne B mnone WMMSA 3amaiite HasBaHue JUIS TOAKIIIOUCHUS sl yOOOHOM
uaeHTuukanuu (MoxeT ObITh Mpow3BONBHBIM). 3amaiite VLAN ID, mnpemocTtaBieHHBII
nposaiiiepom, 1 Haxxmute kHoky COXPAHUTD.

3arem B pazuene MopTbl LAN B cricke CrpynnmMpoBaH € s 3JIeMEHTa, COOTBETCTBYIOIIETO
LAN-mopty unu OecnipoBOAHOMY HHTEp(dEicy, K KOTOPOMY TMOJKIIOUAETCS JOMOJHHUTEIBHOE
YCTPOUCTRBO, BBIICIUTE co3nanHoe noakiatouenue. Haxxmure knonky MPUMEHUTD.
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BrulneaeHHblil mopT Wik O0ecnpoBOAHON HHTEPDEC HE CMOXKET HMCIIOIB30BATh COEIUHEHNE
[ 10 YMOJIYaHHIO JUls gocTyna K UHTepHeTy.

YroObl CHATH BBIACICHHE C MOpTAa MM HHTEpdeiica B MPOCTOM pEKUME, IIETKHUTE MpaBOn
KHOIIKOM MBI TI0 BBIIECJICHHOMY 3JEMEHTY (paMKa BOKPYT JIEMEHTA HCYE3HET) U HaXMHUTE

kaonky MPUMEHUTD.

YToObl CHSTH BBIJCICHHE C MOpPTa WIM HHTepdelica B pPACHIUPEHHOM pPEXKHME, B CIHCKE
CrpynnupoBaH C s 25eMenTa, cootBeTcTByroiiero LAN-niopty win uHTepdeiicy, Boioepure
snayenne HeT. 3arem B pasnene MopTbl WAN BreiOepute noakiroueHue uyepe3 VLAN-kaHa,

KoTOopoe Oosbllie HEe Oyner ucmoiib3oBathes, U Haxmure kHonky YOAJIUTb. 3arem nHaxwmwure
kaonky MPUMEHUTDb.
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Cmamucmuka

Ha crpanumax maHHOTO paszzeiia MpeACTaBiICHBI JaHHBIC, OTOOPAKAIOIIME TEKYIIEe COCTOSHUE
MapIIpyTH3aTopa:

* ceTeBas CTaTUCTHKA,
* anpeca, Beiganasie DHCP-cepBepowm;

* Tabnuua MapuIpyTU3aluHy;

* JaHHBIE 00 yCTPONCTBAX, MOJKITIOUSHHBIX K CETH MapIIpyTH3aTOpa U ero web-untepdeiicy;
* ajJpeca aKTUBHBIX I'PYII MHOTOAPECHOMN PAaCCHUIKH;

¢ AaKTHUBHBIC CECCHHU.

CeTeBasa cTaTUCTUKA

Ha ctpanunne Ctatuctuka / CeteBasi ctaTucTUKa Bl MokeTe MPOCMOTPETh CTATUCTUYECKUE
JIaHHBIC TI0 BCEM COCIMHEHUAM, cyliecTByommM B cucteMe (WAN-coeuHeH s, JOKaJbHas CCTh,
OecrnpoBoHAs JOKaIbHAs ceTh). s KaXKI0ro COeqUHEHHsI 0TOOpakaeTcs UMsI U COCTOSIHUE (eciu
COCJIMHEHUE YCTAHOBJICHO, MMsI COCTUHECHUS BBIJICIICHO 3€JICHBIM I[BETOM, €CJIM HE YCTAHOBIICHO —
KpacHbIM), [P-anpec u macka mojceTu, nUT03 (€CiHM COeAMHEHHE ycTaHoBIeHO), MAC-ampec, a
TaKKe O0bEM TEpPEIaHHBIX M TOJYYCHHBIX JaHHBIX (C YBEIMYCHHEM 00ObeMa MAHHBIX C€IUHUIIBI
M3MEPEHMsI aBTOMAaTHYECKN MEHSFOTCSI — Oaiit, KOaiiT, MOaiit, ['6aiir).

< Bblgenexne nopros CeTeBas cTaTUCTNKA

CeteBad cTaTUCTUKA
mna IP - lWnko3 MAC R/ Tx AnnTensHOCTE

LAN Pudl 192.168.0.1/24 - 192.168.0.1 00:80:18:12:20:23 356.66 K6aitT / 667.97 KbaiiT
P fd01:1/64 - -

dynamic_Internet - 02:80:18:11:20:24 -
WIFI_2.4GHZ - 00:80:18:12:20:24 -/~

WIFI_5GHZ - 00:80:18:12:20:26 -/-

PucyHok 45. CmpaHuuya Cmamucmuka / Cemegasi cmamucmuka.

UroObl TpPOCMOTPETh JaHHbIE 1O KOHKPETHOMY COCIMHEHHUIO, HAXXKMUTE Ha CTpPOKY,
COOTBETCTBYIOIIYIO 3TOMY COEIUHEHHUIO.
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PyKO BOACTBO Nonb3oBaTtens

DHCP

Ha crpanune Ctatuctmka [/ DHCP  gocrymma  wHbopMmamms 0 — KOMIBIOTEpaXx,
UICHTUQUIMPOBAaHHBIX MO MMeHH y31a U MAC-agapecy u mnomyuumBmmx IP-agpeca or DHCP-
cepBepa yCTpoicTBa ¢ yKazaHHEM BpeMeHH, Ha KoTopoe noiydeH [P-anpec (BpeMs apeHibl).

< Ceresas cramcivika

DHCP

VMA ycTpoiicTBa IP-agpec MAC WcTekaeT

PucyHok 46. Cmpa+Huya Cmamucmuka / DHCP.
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Tabnumua MapwpyTmMsauum

Crpanunia CtaTuctuka / Tabnuuya mapupyTmsaumm otodpakaet HHOOPMAIMIO O MapIIpyTax.
B Ta6J'II/II_IC IpeACTaBJICHBI IP-a,upeca Ha3HA4YCHU:, IJIFO3bl, MACKHU ITOACETHU U APYTI'UC JaHHBIC.

{ DHcP Ta6auua MapLIpyTUsaLmm &

Tabnuua MapLupyTU3aLmm

WMHTepeeiic HasHaueHue LLinto3 Macka NoAceTu ®naru MeTpuKa
LAN 192.168.0.0 0.0.0.0 255.255.255.0 u 1]

LAN fd01::/64 i u 256
LAN fd00::/8 i u 256

PucyHok 47. CmpaHuua Cmamucmuka / Tabnuya mapwpymusayuu.
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PyKO BOACTBO Nonb3oBaTtens

KnueHTthl

Ha crpanunie Ctatuctuka / KnmeHTbl otoOpakaeTcsi CIHMCOK yCTPOWCTB, MOAKIIOUCHHBIX K

JIOKAJIbHOM CETH MapHaipyTusaTtopa.

KnneHThl

¢ Tabauua mapLipytisauum

KnueHTbl

IP-agpec ®narw MAC WHTepdeic

182.168.0.2 reachable 90:2B:34:A5.A8:FB LAN

PucyHok 48. CmpaHuya Cmamucmuka / KnueHmei.
JIist KaKJI0TO0 YCTpOHCTBA 0TOOpaXkaeTcs cereBoi mHTepdelic, K KOTOPOMY OHO TOJKITFOYEHO, €ro

IP- u MAC-anpec.
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PyKO BOACTBO Nonb3oBaTtens

Multicast-rpynnbi

Ha crtpanurnie Ctatuctuka / Multicast-rpynnbl otoOpakarorcss agpeca aKTHBHBIX TPYIIT
MHoroazipecHoit pacceliku (IPTV-kananoB u rpynn s nepegauu ciry>keOHoM uHpopmanun), Ha
KOTOpBIE MOJAMUCAHO YCTPOICTBO, M MHTEpdEIic, yepe3 KOTOPbIA YCTPOWCTBO MOAMKUCAHO.

< Cratnctuka nopros Mu Iticast-rpyn Mbl
IPv4 IPv6
IP-appec WHTepdeiic IP-agpec WHTepdeiic
239.255.255.250 LAN

PucyHok 49. Cmpa+Huya Cmamucmuka / Multicast-epynnbi.
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KnueHTbl U ceccum

Crpanunia CTatucTuka / KnueHTbl U ceccumn orobpakaet HHOOPMAIIMIO O TEKYIIUX CECCUAX B
ceTH Mapuipytuzaropa. J{is Kaxaoi ceccuu oToOpaXkaeTcsi MPOTOKOI 0OMEHa CEeTEBBIMU MaKeTaMH,
[P-anpec u mopT ucrouyHuka, a Takxe [P-agpec v nopT Ha3HAUYCHHUS.

( Multicast-rpynne KnneHTbl 1 ceccnn

KnuneHTbl 1 ceccum 06HOBUTL
MpoTtokon IP-aapec NCTOYHMKE MopT MCTOYHKEKE IP-appec HasHa4YeHWA MopT HasHaYeHWA

TCP 192.168.0.1 80 192.168.0.2 37299 H
TCP 192.168.0.1 80 192.168.0.2 37321

TCP 192.168.0.1 80 192.168.0.2 37349

TCP 192.168.0.1 80 192.168.0.2 37346

TCP 192.168.0.1 80 192.168.0.2 37328

TCP 192.168.0.1 80 192.168.0.2 37312

TCP 192.168.0.1 80 192.168.0.2 37347

TCP 192.168.0.1 80 192.168.0.2 37356

PucyHok 50. CmpaHuya Cmamucmuka / Knuenmsi u ceccuu.

Yrobbl HA CTpaHHIIE OTOOpa3sHWiIach camasl akTyajdbHas MH(OPMAIMS O TEKYIIUX CECCHSX B CETH
MapIIpyTH3aTopa, HaxxmMuTe KHonky OOHOBUTD.
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Hacmpotka coeQuHeHul

B nanHoMm pasngene MeHro Bbl MoxkeTe HAacTpOUTh OCHOBHbBIE MapamMeTpbl JIOKAJIbHOM CETH
MapIIpyTH3aTopa U co3aath noakitoueHue k cetu Uutepuer (WAN-coeaunenue).

WAN

Ha crpanunie Hactponka coeamHeHun /| WAN Bei mMoxere pemakTHpoBaTh W CO3/1aBaTh
COCIIMHEHHSI, UCTIOIb3YEMbIE MAPIIPYTH3aTOPOM.

[To ymonmuaHMiO B CHCTEME HACTPOEHO coeauHeHne ¢ turnom [duHamuyveckun IPv4. Omno
npussizaHo kK WAN-nopty ycTtpoicTBa. Bel MokeTe M3MEHHUTh MapaMeTpbl JaHHOTO COETUHEHHS
WIN YJAIHTH €To.

< WH$opmayma o cucreme

LLnto3 no ymon4yaHutio |IPv4 IGMP
® wanN O BbKnOUATE
® wan
Cnuncok coegnHeHNA Ao6asuTe
D ma Tun coeanHeHnA WHTepdeiic Cratyc

|:| WAN AVHaMWyeckuii IPv4 Ports:s CoegnHeHue

PucyHok 51. Cmparuya Hacmpolika coeduHeHuti / WAN.

Yrobsl CO37aTh HOBOE COCIWHEHHWE, HaXMuUTe KHOMKY Jlo6aBUTb B pasgene CRUCOK
coeAuHeHUN. Ha OTKpBIBIIEHCS CTpaHHUIIE 3a/IaiiTe COOTBETCTBYIOIINE MTAPaMETPHI.

Yrtobbl 3amaTh [Opyrue mMapameTphbl I CYMIECTBYIOIIETO COeAWHeHHs, B paszaeiec CRMCOoK
COeAMNHEeHUN BEIOEPHUTE COOTBETCTBYIOILYIO CTPOKY B TAOJIHIE ¥ HAKMHUTE JICBYIO KHOIIKY MBIIIIH.

Ha otkpbiBIelics cTpaHHIle M3MEHHTE HEOOXOIUMBbIE MapaMeTpbl M HaXMUTE KHOIKY
NMPUMEHUTD.

YToObI OTKITIOUUTE KaKOe-TH00 COSIMHEHNE U CHOBA YCTAHOBUTH €T0, YCTAHOBHUTE (PIIAKOK ClieBa OT
COOTBETCTBYIOIICH CTPOKH TaOIHUIIBI M HAKMHUTE KHONIKY [epenoaKniounTb.

Ha Bxinanke OCHOBHbI€ MpeacTaBicHbl o0s3arenbubie HacTpoiiku WAN-coeaunenus. UtoOsl Ha
CTpaHUIE OTOOPA3WINCH BCE JIOCTYMHBIC HACTPOHKH 1jisi Hy)kHOTo WAN-coenuHeHMsI, IepeninTe
Ha BKIanKy Bce HacTpouku.

YT0o0Bl ymanuTh coeAuHeHue, B paszaene CNMCOK COeAMHEHUM ycTaHoBUTE (IIAXKOK cieBa OT
COOTBETCTBYIOIICH CTPOKH TAaOJUIIBI U HAXMHUTE KHONKY YAANWUTb. Bbl Takke MOXere yaaauTh
COEIMHEHHUE HA CTPAHMIIE U3MEHEHUS [IapaMeTPOB.

YroOsl pazpemnts multicast-tpaduk (Hanpumep, TOTOKOBOE BUIEO) I KAKOTro-I100 COeTMHEHNS,
B paznene IGMP ycranoBuTe nepekitodaresb B MOJ0KEHUE, COOTBETCTBYIOIICE ITOMY COCTUHEHHIO
(Tonmpko st coenuHenuit Tuna Junamuueckuit [IPv4 unu Cratuyeckuit [Pv4).
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Yrobel 3anpetuth multicast-tpaduk mast Bcex WAN-coeMHEHHI, YCTAHOBUTE IEPEKIOUaTesh B
noJjioxxenve BbIKMIOYUTD.

YroOsl 0HO U3 cymecTByonmx WAN-coennHeHUH UCToNIb30Basioch B kadecTBe [Pv4- mnn [Pv6-
COeIMHEHHsI IO yMOJT4aHHIo, B pasnene LLIMO3 no ymMonuyaHUIo yctaHOBHTE IepeKkiIiodaTelb B
CTPOKE, COOTBETCTBYIOIIEH 3TOMY COEAMHEHUIO.
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PykoBOACTBO Monb3oBaTens HacTtpoiika mapwpyTusaTopa

WAN-coeduHeHue muna JuHamu4eckuli IPv4 unu Cmamuyeckul IPv4

Hns coznanusa coenunenuss tuna Junamumyeckuit IPv4 wnm Cratuueckuit IPv4 Ha ctpanuie
Hactpouka coeauHeHun /| WAN B pasgene CNMCOK COEAMHEHWUM HAXMHUTE KHOIKY
[No6aButb. Ha otkpsiBiIeiics cTpaHuie nepeiaure Ha Bkianky Bce HacTpowmku. 3arem
BBIOCPUTE COOTBETCTBYIOICE 3HAYCHHWE B CIUCKE TWUM COEAUHEHUS U 3ajaiiTe HeoOXOIUMbIC

apaMeTpBhl.

TWn coeguHenns

‘Cratnueckuii IPv4

@ BounTL coeMHenne

WMA coeauHeHns™

PucyHok 52. CmpaHuuya 0obasrneHusi coeduHeHusi muna Cmamuyeckul IPv4. Bbibop muna coeduHeHus.

MapameTp OnucaHue

CI[BI/IHBTG MNEPCKI0YATC]Ib BIPABO, YTOOBI BKJIIOYUTH JaHHOC

COCOIMHCHUC.

Bknrountb coeguHeHue
CI[BI/IHI:TG HepeKJIIO‘-IaTeJIB BJICBO, 11T06LI OTKJIOUYUTHh JAaHHOC

COCOIMHCHUC.

Uma coeauHeHusn Ha3zBanue coequHeHus ajs yioOHOH HIeHTU(DUKAITUH.
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Ethernet
MAC-appec
9c:5¢:8e:83:86:d9

KnoHupoeaTte MAC-aapec Bawero ceTeBoro
apanTtepa (F4:8B:32:22:F9:DD)

MTU
1500

PucyHok 53. CmpaHuua 0obasneHusi coeQuHeHuUs1 muria Cmamudeckut IPv4. Pasden Ethernet.

MapameTp OnucaHwue

Ethernet

MAC-anpec, npucBamBaeMblii uHTepdeiicy. [laHHbIi mapameTp
HEOOXOMMMO 3aJaTh, €cJiM Bamr mpoBaiiiep 1O0CTyma K CeTH
WNurtepuer ucnons3yer npussasky k MAC-anpecy. Beequre B mosne
MAC-anpec, 3aperucTpyupOoBaHHbIN Y TpoBaiepa Npy 3aKJIFOUCHUN
JIOTOBOPA.

UtoOw1 moacTaBuTh B AaHHOe mojie MAC-aapec ceTeBoro amanrtepa
KOMIIBIOTEPA, c KOTOPOTO HIPOM3BOIUTCS HaCTpoiKa
MAC-appec MapIipyTu3aTopa, CABUHbTE nepekitouaresis KnoHnposats MAC-
agpec Bawero ceteBoro apanTtepa Bmpaso. Ecmu
MEPCKIOYATCIIb CABHUHYT BIIpaBo, I10JIE HCAOCTYITHO JJIS
pEIaKTUPOBAHUSL.

YroObl moacTaBuTh B AaHHoe noie MAC-ampec mapmipyTu3aropa,
naxmure kHonky BOCCTAHOBUTb MAC-AOPEC 110
YMOJYAHMUIO (kHomka qoCTyHA, €Cii MepeKIroYaTelb CABUHYT
BIIPaBO).

MTU MaxkcuMaibHBIH pa3Mep MakeTa, mepeaBaeMoro HHTepheicom.
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ABTOpM3auUNsA No NPOTOKOJY
802.1x:

J° BrnounTk aBTOpM3aluio no npotokony 802.1x

MeTog NpoBepki NogINHHOCTIA

EAP-MD5

PucyHok 54. CmpaHuua 0obasneHusi coeduHeHuss murna Cmamuyeckul IPv4. Pasden Aemopu3auyusi no
npomokoJsy 802.11X.

MapameTp Onucanue

ABTOopu3sauumsa no npotokony 802.1x

BknrounTtb
aBTOpMU3aLMIO NO
npotokony 802.1x

CaBuHBTE TIEpEKIIIOYaTeNlb BIIPaBO, YTOOBI Pa3pelIuTh aBTOPU3AIIUIO
B CETH MpoBaiiaepa mno nporokory 802.1x.

MeToa npoBepku B packpsiBaromeMcsi Crucke BbIOEpHTE HEOOXOMUMBIA METOJ
NoANIMHHOCTU MIPOBEPKH TOTUHHOCTH.
Mloruu Beaure wums mnonb3oBaTens, IMPEJOCTABICHHOE IPOBAWIEPOM
J0CTyIa K cetn MHTEepHeT.
Beenure nmaposib, NperoCTaBICHHbBIA MPOBANAEPOM JIOCTYIA K CETH
Maponb

HNurtepner.
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PyKOBO,D,CTBO nonb3oBartens

HacTtpoika mapwpyTtusaTopa

IPv4

PucyHok 55. Cmparuua dobasrneHusi coeOuHeHus murna Cmamud4eckull IPv4. Pasden IPv4.

MapameTp OnucaHwue

IPv4

Jlna muna Cmamuueckuit 1Pv4

IP-appec

Brenure B nosie IP-anpec 1aHHOTO COETMHEHUS.

CeTeBast macka

BreauTte B mosie Macky mojiceTH.

IP-apgpec wnro3a

Beenure IP-anpec numo3a, HCnob3yeMoro JaHHbIM COEAMHEHNUEM.

MepBuYHbLIN DNS-
cepBep/BTOpUYHbIN
DNS-cepBep

BBenure angpeca mnepBuyHoro u BTOpuuHOro DNS-cepBepoB B
COOTBETCTBYIOLIHE MOJIS.

Jlna muna {unamuueckuii IPv4

Monyuntb agpec DNS-
cepBepa
aBTOMaTU4eCKM

CnBuHbTE mMepekirouaTeNib BIpaBo, uToObl agpec DNS-cepsepa
HasHavayics aBroMatnyecku. [Ipu stom mosst MepBUYHbIM DNS-
cepBep u BrtopuuHbin DNS-cepBep HemocTymHbl IS
peIaKTUPOBAHUSL.

MNepBuUYHLIN DNS-
cepBep/BTOpUYHbIN

BBenure anpeca nepBuuHOoro u BTOopu4yHOro DNS-cepsepoB B
COOTBETCTBYIOIINE TIOJIA.

DNS-cepBep
Uneutundukaro apoBanepa octyma K cetu HHTEpHET.
Vendor ID A ¢ pv p Acpa - Aocty P
Heobsazamenvuuiii napamemp.
Nmsa MapLIpyTH3aTOpa, OnpeAeIsieMoe MIPOBaKIEPOM.

Uma ycTponcrtBa

HeobsizamenvHuiti napamemp.
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Pa3Hoe
® nar

@ Ceresoii 3kpan
RIP
Ping

WM3onmpoBaTk coenHeHe

PucyHok 56. CmpaHuua 0obasrneHusi coeduHeHusi muria Cmamudyeckut IPv4. Pasden Pa3Hoe.

MapameTp OnucaHue

Pa3Hoe

Ecnu mepeximoyarens CIBUHYT BIpaBo, (pyHKIHS mpeoOpa3oBaHUs
NAT CETEeBBIX aJpecoB BKiIoueHa. He oTkimroualite (GyHKITUIO, €CJIH 3TOTO
He TpeOyeT Bam nposaiinep.

Ecnn mepexstouatens CABUHYT BIPABO, aKTUBUPYETCS MEXAHH3M
3alIUThl YCTPOMCTB JIOKAJIBbHOMW CETH OT BHEIIHMX MOAKIIOYEHUN
CeTeBoM 3KpaH (HampuMep, MpH MOMBITKE MOJyYeHUsT HHQOpMaIuKl 00 yCTporcTBax
CEeTH WU «B3JIOMA» OJHOTO W3 YCTPOWUCTB). [l moOBBIIICHHS
0€30MacHOCTH HE PEKOMEHIYETCS OTKITI0YATh JaHHYIO (QYHKIIHIO.

RIP CnBuHbTE MIEPEKII0YATEh BIIPAaBO, YTOOBl  pa3peluTh

HCIIOJIB30BAHUC IIPOTOKOJIA RIP I JaHHOT'O COCANHCHUA.

Ecnmu mepekiovaTens CABHHYT BIPaBO, MapIIPyTH3aTOp OTBEYAET
Ping Ha ping-3ampockl U3 BHEIIHEH CETH Yepe3 JaHHOe coequHeHue. J{is

MOBBINICHUST 0E30MAaCHOCTH PEKOMEHAYETCS OTKJI0YaTh JTaHHYIO
GhyHKIHIO.

Ecnu nepexiroyaTens CABUHYT BIPAaBO, MApUIPyTU3aTOP UCIIOJIB3YET
M3onupoBaTtb QIBTEPHATUBHYIO  TaONMIly  MapuipyTU3allid Ui JIAaHHOTO
coefiMHeHue coeauHeHus. Bxmounrte (QyHKIUIO, TOJIBKO €CiH 3Toro Tpedyer Barn
IpoBaizep.

[Mocne 3amanmst Bcex HeoOXoauMbIx 3HaYeHuit Haxxmure kHonky MPUMEHUTD.
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PykoBOACTBO Monb3oBaTens HacTtpoiika mapwpyTusaTopa

WAN-coeduHeHue muna JuHamu4eckull IPv6 unu Cmamuyeckut IPv6

Hdns coznanusa coenunenuss tuna Junamumyeckuit IPv6 winm Cratmueckuit IPv6 Ha ctpanuie
Hactpouka coeauHeHun /| WAN B pasgene CNMCOK COEAMHEHWUM HAXKMHUTE KHOIIKY
[No6aButb. Ha otkpsiBiIeiics cTpaHuie nepeiaure Ha Bkianky Bce HacTpowmku. 3arem
BBIOCPUTE COOTBETCTBYIOICE 3HAYCHHWE B CIUCKE TWUM COEAUHEHUS U 3ajaiiTe HeoOXOIUMbIC

apaMeTpBhl.

TUN COBZMHEHIA

CraTwdeckwii IPv6

® BwiounTL coegrHeHne

WmaA coeguHeHus™

PucyHok 57. CmpaHuua 0obasrneHusi coeduHeHuUs1 muria Cmamudyeckul IPv6. Bbibop muna coeduHeHus.

MapameTp OnucaHue

CI[BI/IHI:TG MEPCKIIOYATC/Ib  BIIPABO, yTOOBI BKJIIOYHUTH JaHHOC

COCOIMHCHHUC.

Bknrountb coeguHeHue
CI[BI/IHBTC MEPCKIIO4YaTeyib  BJICBO, I{TO6LI OTKJIFOYUTH JAaHHOC

COCANHCHUC.

Uma coeanmHeHus Ha3zBanue coequHeHus a1 yIoOHOH HIeHTU(DUKAIIUH.
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Ethernet
MAC-anpec
f4:8b:32:22:79:dd

@ Vicnonesyercs MAC-agpec Bawero ceTeBoro
ajantepa

BOCCTAHOBWTb MAC-AQIPEC NO YMON4YAHUIO

MTU
1500

PucyHok 58. CmpaHruua 0obasneHusi coeduHeHusi muria Cmamudeckut IPv6. Pasden Ethernet.

MapameTp OnucaHwue

Ethernet

MAC-anpec, npucBanBaeMblii uHTepdeiicy. [laHHpli mnapameTp
HeoOXoouMO 3ajxaTh, eciu Bam npopaiizep AocTynma K CeTH
WuTepHer ucnons3yer npusssky k MAC-anpecy. Beenute B nose
MAC-anpec, 3aperucTpUpOBaHHbIN y MpOBaliiepa Npy 3aKIOYEHUN
Z0roBOpa.

UroOsl moacTaBuTh B qaHHoe moie MAC-anpec ceTeBoro amantepa
KOMITBIOTEPA, c KOTOpPOTO TIPOU3BOIAUTCS HACTpOKKa
MAC-agpec MapIIpyTHU3aTopa, CABUHBLTE nepekiatouarens KnoHnposatb MAC-
agpec Bawero certeBoro apanTtepa Bnpaso. Eciu
NEepeKIoYaTeb  CABUHYT  BIPABO, TOJ€  HENOCTYIIHO  JUIS
pelaKTHPOBAHUSI.

Urobsl moactaButh B AanHoe noine MAC-aapec mapuipyTtuszaropa,
naxvute kHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJTYAHMUIO (xHomKka mocTyIHa, €Ciu MepeKIToYaTellb CBHHYT
BIIPABO).

MTU MaxkcuMaibHBIH pa3Mep MakeTa, mepeaBaeMoro HHTepQeicom.
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PyKOBO,D,CTBO nonb3oBartens

HacTtpoika mapwpyTtusaTopa

PucyHok 59. CmpaHuua 0obasneHusi coeduHeHuUs1 muria Cmamuyeckut IPv6. Pasden IPv6.

MapameTp OnucaHune

IPv6

Jlna muna Cmamuueckuit IPv6

IPv6-agpec

Breaute B none [Pv6-aapec naHHOTO COCTMHEHMUS.

Mpedukc

Jnuna npedukca noacetu. OOBIYHO HCTIONB3YETCS 3HAaUeHUE 64.

IPv6-apgpec wnro3a

Bseaute azpec IPv6-mmro3a, HCTOJIb3yEeMOTro JTAHHBIM
COEIUHEHHUEM.

MepBnYHbIN IPVv6 DNS-
cepBep/BTOpUYHbIN
IPv6 DNS-cepBep

Breaute aapeca nepsuyHoro u BropuyHoro DNS-cepsepoB [Pv6 B
COOTBETCTBYIOLIHE MOJIS.

Jna muna Junamuueckuit IPv6

Monyuutsb IPV6

B packpeiBaromemMcs CIucKe BBIOEpHUTE MeETO[ Ha3HadeHUs [Pvo-
agpeca Uil  JAQHHOTO COCAMHEHUS WM OCTAaBbTE 3HAYCHUE
ABTOMaTUYECKM.

Lnwo3 yepe3 SLAAC

CnBuHBTE TIEpEKIIOYaTeIh BMpPaBo, 4ToObI aapec [Pv6-mimosa
Ha3HAYalICS  ABTOMATHYECKA C  IOMOINBIO  OSCKOHTEKCTHOU
aBTOKOH(uTyparmu (Stateless Address Autoconfiguration, SLAAC).

IPv6-agpec wnro3a

Anpec IPv6-uumo3a. Ilome moctynmHO Uit pedakTUPOBAHMS, €CIIU
nepexouatens LLINo3 yepes SLAAC ciBuHyT BieBO.
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MapameTp OnucaHwme

CnBHUHBTE TIEpEKITIOYATeNb BIPaBo, 4To0kI aapec DNS-cepsepa IPv6
HasHavayucs aBromatndecku. [Ipu stom mons MepBUYHBLIM IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HeaocTymHb
JUTSL PeTAKTUPOBAHUSL.

Monyuntb agpec DNS-
cepBepa
aBTOMaTU4eCKM

MepBuYHbLIN IPV6 DNS-
cepBep/ BTopuyHbIN
IPv6 DNS-cepBep

Beenute aapeca nepsuyHoro u BropuyHoro DNS-cepsepos IPv6 B
COOTBETCTBYIOLIHE IOJIS.

Pa3Hoe

@ Ceresoii axpan
) RIP
I Ping

A MSOﬂHpOBaTb coejiHeHWe

PucyHok 60. CmpaHuua 0obasneHusi coeduHeHuUss murnia Cmamudyeckul IPv6. Pasden Pa3Hoe.

MapameTp OnucaHue

Pa3Hoe

Ecnu mepekiioyarenb CABUHYT BIPABO, aKTUBUPYETCS MEXaHU3M
3alUTHl YCTPOWCTB JIOKAJIBHOW CETH OT BHELIHUX MOJKIIOUEHUMN
CeTeBOWM 3KpaH (Hampumep, MpH MOMBITKE NOTy4YeHUs nHPOopMaIK 00 yCTpoiicTBax
CEeTHM WIIM «B3JIOMa» OIHOTO U3 YCTPOHCTB). [lnsi mMOBBIMIEHUS
0€30MacCHOCTH HE PEKOMEHIYETCs OTKII0UaTh JaHHYIO (PYHKIIUIO.

RIP C,I[BI/IHBTC MEPCKIOYATCIIb BIIpaBo, YTOOBI Pa3spClInTb

HCHOJIb30BaHue nmpoTokona RIP 1 naHHOrO coennHeHus.

Ecnu nmepexitoyarens CABUHYT BIPAaBO, MapLIPyTHU3aTOp OTBEYAET
Ping Ha ping-3ampockl U3 BHEIIHEH CeTH 4epe3 JaHHOoe coequHeHue. s

MOBBIIIEHUST 0E30MaCHOCTH PEKOMEHAYETCS OTKII0YaTh JaHHYIO
GbyHKIHIO.

Ecnu nepexirouarens CIBUHYT BIIPABO, MApIIPYTH3aTOP UCIIONIB3YET
U3onupoBaTtb QIBTEPHATUBHYIO  TaONMIly  MapUIpyTH3allMk Uil JIaHHOTO
coeauHeHue coeanHeHus. Brimounte (yHKINIO, TOIBKO eciH 3Toro Tpedyer Barn
MpoBaiep.

[Tocie 3amanus Bcex HeoOXoMUMBIX 3HaueHUH HaxxmuTe kHonky MPUMEHUTD.
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WAN-coeduHeHue muna PPPoE

Jns cosmanus coenunenust tuna PPPoE ma crpanune Hactpownka coeguHeHun /| WAN B
pasnene CnMCoOK coeAuHeHUW nHaxmure kHonKy Jlo6aBuTb. Ha orkpeiBHIciics cTpaHwmile
nepeiiaure Ha BKiIaaKy Bce HaCTPOMKKU. 3atem BRIOEPUTE COOTBETCTBYIOIIEE 3HAUYCHUE B CITHCKE

Tun coeguHeHUs u 3a1aliTe HEOOXOAUMBIC TAPAMETPBHI.

Tun CoegUHEHIA

‘PPPOE

@ BounTs coeavHeHNe

VIMA COBLUHEHRA™

PucyHok 61. CmpaHuya 0obaeneHusi coeduHeHuss murna PPPoE. Bbibop murna coeOuUHEHUS.

MapameTp OnucaHwue

C,Z[BI/IHI)TC MNEPCKI0YaTe/ib  BIIPaBoO, IITO6I>I BKJIOYUTH JAHHOC
COCANHCHUC.

Bknrountb coeguHeHue
C)IBI/IHI)TC nepeKmoanenL BJIEBO, qTO6BI OTKJIOYUTh JaHHOC

COCAMHCHHC.

Uma coeanHeHus Ha3zBanue coenuHeHus s ynoOHON UIeHTU(DUKALIUY.
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Ethernet
MAC-agpec
f4:8b:32:22:f9:dd

@ Vicnonesyetcs MAC-agpec Bawero ceTeBoro
ajantepa

BOCCTAHOBWTb MAC-AQPEC NO YMOITYAHHIO

MTU
1500

PucyHok 62. CmpaHuuya dobasneHus coeduHeHust muna PPPoE. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [laHHblii mnapameTp
HEoOXoIuMO 3ajath, eciu Bam mnpoaiinep apocTyma K ceTu
WNHureprner ucnons3yer npussasky k MAC-anpecy. Beenute B nosne
MAC-anpec, 3aperuCTpUpOBaHHBII y IIPOBalifiepa NpHU 3aKIUYECHUN
ZI0T0BOPA.

UYrto0Os! moicTaBUTh B JaHHOE nosie MAC-aipec ceTeBoro ajantepa
KOMITBIOTEPA, c KOTOpOTO MIPOU3BOIAUTCS HACTpOHKa
MAC-agpec MapIIpyTU3aTopa, CIBUHbTE Nepekitoyaress KnoHnposats MAC-
agpec Bawero ceTeBOro aganTtepa BIIPaBO. Ecmm
NepeKIoYaresb  CIABUHYT  BIPaBO, IOJE€  HEJAOCTYIHO  JUIsS
pPEeTaKTHPOBAHHS.

Uro6sl moacTaBuTh B AanHoe moine MAC-aapec mapiipyTu3aTopa,
naxmure kHonky BOCCTAHOBUTb MAC-AOPEC 110
YMOJTYAHUIKO (kHOmKa 10CTYyIMHA, €CIM TMePEKITI0YaTesib CABUHYT
BIIPaBO).

MTU MakcuManbHBIN pa3Mep MaKeTa, nepeaaBaeMoro nHTepdercom.
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PPP

| Bes dBTOpKM3al MK

mA nonb3oBatens *

Mapons* @

Mms cepeuca

MTU*

1492

MpoToKOA 3YTEHTUHUKALIAN

AUTO v
@ «Keep Alive

LCP uHTepean®

30

LCP npoBanei*

3

| CoegnHeHwe no TpeGoBaHWO

MaKCumaneHoe BpemMa HeakTUBHOCTH (Cek)

0

CraTuueckuid IP-agpec

J©  PPPIP paclumpeHue

) Otnagka PPP

PucyHok 63. Cmparuya dobasrneHusi coeOuHeHus murnia PPPoE. Pa3sden PPP.

MapameTp OnucaHue

PPP

C,[[BI/IHBTG IIEPCKIOYAaTC/]Ib BIIPAaBO, €CIIN OJId OOCTYIIa B I/IHTG HCT
Be3 aBTOpM3auun p paso, Y p
Bawm ue HY>XHO BBOAWTH UM I10JIB30BATEIIA U I1apOJib.

Uma nonb3oBaTens Wms monp3oBaTens (JIOTWH) A7 nocTyna B HTepHeT.

Nabonk [Tapons s nocryma B MaTtepHeT. Haxkmute Ha 3Havok MNMokasaTb
P ( @ ), yTOoOBI 0TOOPA3UThH BBEACHHBII MAPOITb.

Uma cepBuca Nms PPPoE-cepBepa, BHIIOIHAIOLIETO ayTeHTU(UKALHIO.
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PykoBOACTBO Monb3oBaTens HacTtpoiika maplupyTusaTopa
MapameTp OnucaHue
MTU MaxkcuManbHBIH pa3Mep MmakeTa, mepeaaBaeMoro HHTepQecoMm.
MpoTtokon Bribepure u3 crnmcka HEOOXOAWMBIA METOJ| ayTeHTH(HKAIUU WIIH
ayTeHTUdMKaumm octasbte 3Hauenne AUTO.

(Iloooepatcusamov nooknouenue) CIBUHBTE TEPEKITIOUYATENb BIPABO,
9TOOBI MapIIPyTU3ATOP TOICPKUBATT COSIMHEHUE C TIPOBANICPOM,
. JaKe KOorja COCJMHEHUE HEAaKTHBHO B TEUCHHE OINPEACIICHHOTO
Keep Alive
neproia BpeMeHW. Ecnu  mepekiroyarenh  CABHHYT — BIIPABO,
JNOCTYIHBIMHA JUISl  pelakTHpoBaHus cTaHoBstcs monsi LCP

mHTepBan u LCP npoBanbl. 3agaiite HEOOXOIMMbIE 3HAYCHHUSL.

CIOBUHBTE TEpEKIrOYaTelb  BIPAaBO, €CIU  XOTUTE,  YTOOBI
MapLIPYyTU3aTOp yCTaHaBIMBaJl coeauHeHue ¢ HHTepHeT 10
TpeboBanuio. B mone MakcumanbHoe BpemMsi HeaKTUBHOCTMU
3a7aiTe BpeMs MpocTos (B CEKyH/aX), MOCIe KOTOPOrO COCAMHEHUE

CoeauHeHue no
TpeboBaHUIO

ABTOMATUYECKH Pa3phIBACTCA.

o 3anoaHUTE MOoJe, €ClI XOTHTE MCIIONb30BaTh cTatnyeckuil [P-agpec
Cratnueckun IP-agpec
JUISL COEIMHEHUS C ceThto IHTEpHET.

JUis IOAKITIOYEHUST K CETSIM HEKOTOPHIX IMPOBAiIEpOB HEOOXOIMMO
PPP IP pacwumpeHune | BrimounTh JaHHBIA mapameTp. Ecmu Bamr nposaiinep TtpeOyer
HUCITIOJIB30BAaTh Z[aHHI)II\/'I mapamMeTp, CABUHBTC NNEPCKIIIOYATCIIb BIIPABO.

C)IBI/IHBTG IISPCKIIIOYATC/]Ib BIIPABO, €CJIIN XOTUTC T-IT06I)I B XK HaJl
Otnagka PPP p paso, , yp

3aHOCHJIACh BCs oTinanovHas nadopmarus 1o PPP-coenqunenuto.
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Pa3Hoe
® nar

@ Ceresoii sxpan
RIP
) Ping

A I/Iaonmpoaarb coejNHeHne

PucyHok 64. CmpaHuuya 0obasneHusi coeduHeHusi murna PPPoE. Pa3den PasHoe.

MapameTp OnucaHue

Pa3Hoe

Ecnu nepexnrouatens CABUHYT BIpaBo, (PyHKIUS MpeoOpa3oBaHUs
NAT CEeTEBBIX aapecoB BKIOUeHa. He oTkimoyaiite (hyHKINIO, €CITH 3TOTO
He TpeOyeT Bai nmposaiinep.

Ecnu mepekimtoyarenb CABUHYT BIPABO, AKTUBHPYETCS MEXaHU3M
3alIUThl YCTPOMCTB JIOKAJBHOW CETH OT BHEIIHUX MNOAKIIOYCHUN
CeTeBoM 3KpaH (HampuMep, MpH TMOMBITKE MOTyYeHus HHopMaruu 00 yCTpoHcTBax
CeTHM WIH «B3JIOMa» OJIHOTO U3 YCTpPOWCTB). [l MOBBILLIEHUS
0€30I1aCHOCTH HE PEKOMEHIYETCs OTKII0YATh TaHHYI0 (PYHKIIHIO.

RIP CnBuHbTE NepeKIIIoYaTeb BIIPaBo, 9TOOBl  pa3pelInTh

Hcnoap30BaHue npotokosna RIP mis maHHOrO coeMHEHUSI.

Ecnu mepexiroyarens CABUHYT BIIPaBO, MApIIPYTH3aTOP OTBEYAET HA
ping-3anpockl M3 BHEIIHEW CETH 4Yepe3 JaHHOe coeanHeHue. s
MOBBIIICHUST 0E30IaCHOCTH PEKOMEHIYeTCs OTKIIIoYaTh JaHHYIO
GbyHKIHIO.

Ping

Ecnu mepexmtoyarens CIBUHYT BIIPaBO, MApIIPYTU3ATOP UCIOIB3YET
UsonupoBaTtb IbTEPHATUBHYIO  TaOdMIly  MapuIpyTH3aluud g JaHHOTO
coeAuHeHue coenuHeHMs. Brimounte QpyHKIUIO, TOIBKO eciiu 3Toro Tpedyer Baim
npoBaiiep.

[Mocne 3apanust Bcex HeoOXoauMbIxX 3HaYeHuit Haxxmute kHonky MPUMEHUTD.

[Tocne naxarus vHa xkHonky NMPUMEHWUTbL otkpoercs okHO 1St CO3MaHUS TOMOJHUTEIHLHOTO
COEIMHEHHS.

Ecnu Bam nposaiinep npenocrasisier Bam nocTyn K JI0KajabHBIM cepBUCaM (HAIpUMeEp, ayauo- U
Busieopecypcam), Haxkmure kHonky CO3OATb. Ha oroOpasuBiieiics crpanune 3amaiite
napameTpsl g coeauHenus tuna Junamudeckuit [Pv4 wnm Cratuueckuit 1Pv4 u naxkmute
kaonky NMPUMEHWUTb. Haxwmure xunonky HA3AJ[, 4t0o0bI 3amaTh apyrue HACTPOUKH IS
coequuenus tuna PPPoE.
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Ecnu Bam He HyXHO co3laBath JIONOIHUTENBHOE coenHenue, Haxxmute knonky MPOMYCTUTD.
[Tpu 3tom otkpoetcs ctpanuiia Hactponka coeauHeHnn / WAN.
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WAN-coeduHeHue muna PPTP unu L2TP

s coznanus coequnenus tuna PPTP win L2TP na crpanuiie Hactponka coeguHeHun /| WAN
B pazmeine CNUCOK coeaMHEHUN HaxmuTe KHONKY Jlo6aBWUTb. Ha oTkpeiBIIEiics crpaHmiie
nepeiiaure Ha BKiIaaKy Bce HaCTPOMKKU. 3atem BRIOEPUTE COOTBETCTBYIOIIEE 3HAUYCHUE B CITHCKE

Tun coeguHeHUs u 3a1aliTe HEOOXOAUMBIC TAPAMETPBHI.

Tun coegUHEHWA

PPTP

@ BounTE coepnHenve

WMA coeguHEHNA™

PucyHok 65. CmpaHuua dobaesneHusi coeOuHeHuUsi muria PPTP. Bbibop muna coeduHeHUs.

MapameTp OnucaHue

CI[BI/IHI:TG HGpGKJIIO‘-IaTeHL BHpaBO, IIT06I:I BKJIFOUUTHE HJAaHHOC
COCINHCHUC.

Bknrountb coeguHeHue
CI[BI/IHBTC MEPCKI0YaTeyib  BJICBO, I{TO6I>I OTKJIFOUUTH JAaHHOC

COCINHCHUC.

Uma coeanmHeHus HazBanue coenuHeHus s yioOHON HIeHTU()UKAIIUH.
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PPP

J©  Bes aBTopusauun

—_—

Ma @

Appec VPN-cepeepa®

MTU*

1456

MpoTokon ayTeHTUgMKILWK

AUTO T

MpoTokon WndpoBaHUA

‘Bes WnppoBaHua i
@ «keepAlive

LCP uHTepEan®

30

LCP npoeans*

3

J°  CoepwHeHue no TpeGoBaHui

MakcMManbHOE BPEMA HEAKTUBHOCTK (cex)

0 a

NononHuTEenEHEIE onUUn

Cratuyeckuid |P-agpec
J°  Otnagka PPP

PucyHok 66. Cmparuua dobasneHusi coeduHeHus muna PPTP. Pa3den PPP.

MapameTp OnucaHue

PPP

CI[BI/IHBTe NEPpCKIIOYAaTCIIb BIIPpABO, €CJIW I JOCTYyIla B I/IHTCpHeT

be3 aBTOpU3aLumn
Bam ne HYXXHO BBOAUTDb UM IMOJIB30BATCIIA U I1apPOJIb.

Uma nonb3oBaTens Wwms nonp3oBaTens (JIOruH) 11 foctyna B IHTepHeT.

Nabonb [Mapone mia nocryna B Matepret. Haxkmure Ha 3Hadok MokasaTb
P ( @ ), 9T0OBI 0TOOPA3UTH BBEICHHBIN MAPOJIb.

Appec VPN-cepBepa | IP- wiu URL-agpec PPTP- wnu L2TP-cepBepa ayreHTU(DUKAITUH.

MTU MakcuManbHBIN pa3Mep MakeTa, epeaaBaeMoro nHTepdecom.
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PykoBOACTBO Monb3oBaTens HacTpoiika mappyTusaropa
MapameTp OnucaHue
MpoTokon Bribepure U3 cnucka HEOOXOOUMBIM METOJ| ayTeHTH(PHUKALUU WIN
ayteHTUpmKaumumn ocraBbte 3Hauenne AUTO.

Hacrpoiika mmdpoBanus mo npotokory MPPE.
* bBbe3 wudpoaHua — MPPE-mmppoBanre He MpUMEHSIETCS.

« MPPE 40/128 6uTt — npumensiercs MPPE-mmdpoBanue ¢
JuinHOH Kiroya 40 win 128 6ur.

* MPPE 40 out - npumensercs MPPE-mudposanue c

MpoTokon wudposaxms JuHOM Kiroua 40 OuT.

* MPPE 128 out - npumensercs MPPE-mudposanue c
JUTHHOM KJrroua 128 Our.

MPPE-mdpoBanue npumeHsieTcsl TOJIBKO B Cllydasx, Korga B
packpeiBatomemMcss  crucke  [lpoTtokon — ayTeHTudmKaumum
BeiaesieHo 3nauenue MS-CHAP, MS-CHAPV2 i AUTO.

(I1oooepoicueams nookntouenue) CIBUHBTE MEPEKITIOYATENH BIPABO,
9TOOBI MApPIIPYTU3ATOP MOAICPKUBAT COSAMHECHUE C TIPOBaiiIepoM,
. Ja)ke KOTJa COEAMHEHHWE HEaKTHBHO B TEUYCHHE OIPEIEICHHOTO
Keep Alive

neproga BpeMeHHW. Ecnim mepexiouarenh CIBHHYT — BIPAaBo,
noctynueiMd  cranoBsitcs moass LCP  wHtepBan u LCP

npoBanbl. 3a/1aiiTe HEOOXOAMMbIC 3HAUCHUS.

CnBuHbTe  TepeKoyaTelnb  BIPaBO, €CIU  XOTHTE, UTOOBI
MapIIpyTHU3aTOp YCTaHaBIMBAJl coeluHeHHWe C VIHTepHeT 1o

CoeauHeHue no
tpeboBanuo. B mojse MakcMmManbHoe BpeMsi HEaKTUBHOCTM

TpeboBaHUIO .
3a/1aiiTe BpeMs IpocTos (B CEKYHJaX), OCJI€ KOTOPOrO COEIMHEHUE
ABTOMATUYCCKHU PA3PLIBACTCA.
JononHutenbHble JlomonHUTENbHBIE ONIMU  JIeMOHa pppd, KOTOpble HEOOXOAUMO
onuumnumn 3a1aTh JJ1d JAHHOI'O COCANHCHUA. Heobsizamenvnwiii napawemp.

3anoJHuUTE 1MOoJe, €CIU XOTUTE UCTIONb30BaTh cratnyeckuil [P-aapec

Cratnueckum IP-agpec
HJ11 COCAUMHECHUSA C CETHIO I/IHTepHeT.

CaBuHbTE NepeKyroyaTelb BIPABO, €CIU XOTUTE, YTOOBI B JKypHAal
OTnapka PPP p paso, ; yp
3aHOCHJIAch BCs omagouHas nHpopmarms nmo PPP-coenunenuto.
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Pa3Hoe
® nar

® cereson 3KpaH
) RIP
J° Ping

A M30J1l‘1POBaTh COeMHEHNE

PucyHok 67. Cmparuua 0obasneHus coeduHeHuss murna PPTP. Pa3zden Pa3sHoe.

MapameTp OnucaHwue

Pa3Hoe

Ecnu nepexnirouatens CABUHYT BIpaBo, (PyHKIUS MpeoOpa3oBaHUs
NAT CETEBBIX apecoB BKIOUeHa. He oTkimovaiite (hyHKINIO, €CITH 3TOTO
He Tpebyet Bamm nposaiinep.

Ecan nmepexirouatenb COBUHYT BIIPaBO, AKTHUBUPYETCS MEXAHU3M
3alIUThl YCTPOMCTB JIOKAJBHOW CETH OT BHEIIHUX MOAKIIOYEHUN
CeTeBoW 3KpaH (Hampumep, MpH MOMbITKE MOTydyeHus: nHpopmanuu 00 ycTpoiicTBax
CeTH WIH «B3JIOMa» OJIHOTO W3 YCTpoWcTB). /Iy MOBBIIEHUS
0€30IM1acCHOCTH HE PEKOMEHIYETCS OTKII0YATh TaHHYI0 (PYHKIIHIO.

CaBuHBLTE MepEeKITI0YaTeTh BIIPaBo, YTOOBI paspennTh
ncnoibp3oBaHue npotokosna RIP nis naHHOrO coeMHeHusI.

RIP

Ecnu nepexmodaTens CABUHYT BIPABO, MAPIIPYTH3AaTOP OTBEYAET HA
ping-3anpockl M3 BHEIIHEW CETH 4Yepe3 JaHHOe coeanHeHue. s
MOBBIIICHUST 0E30IaCHOCTH PEKOMEHIYETCs OTKIIIoYaTh JaHHYIO
GyHKLHIO.

Ping

Ecnn nepexiroyarens CIBUHYT BIIPABO, MapILIPYTU3ATOP UCIOJIB3YET
U3onupoBaTtb QIBTEPHATUBHYIO  TaOiAMIly  MaplIpyTU3allUd Ul JAHHOTO
coeaunHeHue coeanHeHus. Brimounte QyHKIMIO, TOJIBKO €cli 3Toro Tpedyet Bai
IpoBaniep.

[Mocne 3apanmst Bcex HeoOXoauMbIx 3HaYeHuit Haxxmure kHonky MPUMEHWUTD.

[Mocne naxatus Ha kHonky NMPUMEHWUTD otkpoercss okHO Uit AOTONHUTENBHONW HACTPOHKH
COCJTMHEHHSI.

Ecin Bel mianupyere wucnonb3zoBaTh jgaHHoe WAN-coenMHeHHE ISl TOJIKIIOYEHHUS K CeTH
WHTepHeT, ycTaHOBHTE TEpeKiIovaresb B TonokeHne K ceTU WHTepHeT. 3arem BriOepuTe
CYIIECTBYIOIIEE COCMHEHUE, KOTOpoe OyneT ucmoib3oBarhes st noctymna Kk PPTP/L2TP-cepsepy,
WM YCTaHOBHTE MEPEKIII0YaTelb B I0J0XKEHNE CO3AaTb HOBOe COeAUHEeHue.

Ecnu Bbl yxe HacTpowIu MOAKIIOUEHHE K ceTH VHTepHeT M miaHupyeTe UCIOJIb30BaTh JaHHOE
WAN-coennHeHrEe TONBKO I TOAKIIOYEHHMS K BUPTYAIbHOW YAacCTHOM CETH, YCTAHOBUTE
HepeKIoYaTeib B M0J0XKeHHe K BUPTyaribHOW YaCTHOM CeTu.
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Haxwmure xkHotiky OK.
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WAN-coeduHeHue muna PPPoE IPv6 unu PPPoE Dual Stack

Hns coznanust coenuuenusi Tuna PPPoE IPv6 wmu PPPoE Dual Stack na crpanune Hactpowka
coeauHeHun /| WAN B pasgene CnMcok coeauMHeHUW naxmute kHomky Jlo6aBuTb. Ha
OTKpBIBIICIiCS CTpaHMIle mepeianTe Ha BKiaaky Bce HacTpouku. 3arem BbiOepute
COOTBETCTBYIOIIICE 3HAYCHHE B CITUCKE TUM COEANHEHMUA U 3a/1aiiTe HeOOXOAMMBIE MTapaMeTpPhI.

Twn coegnHeEHA

PPPOE IPVG

® BriounTL coeaHeHNE

WIMR coeguHeHNA*

PucyHok 68. CmpaHuua 0obasrnieHusi coeduHeHusi murnia PPPoE IPv6. Boibop murnia coeduHeHuUs.

MapameTp OnucaHwue

C)IBI/IHBTG MEPCKIOYaTCJIb  BIIPABO, YTOOBLI BKJIIOYHUTH JaHHOC

COCAMHCHHC.

Bxnountb coegnHeHue
C,Z[BI/IHI)TC nepeKn}oanenb BJIEBO, IITO61>I OTKJIFOYUTH JAaHHOC

COEIUHEHNE.

Nma coeanHeHunn HasBanue coennnenus ans yio0HON UAeHTU(DUKAIINH.
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Ethernet
MAC-aapec
f4:8b:32:22:f%:dd

@ Vicnonbsyetca MAC-aapec Balero ceTeBoro
apjanTepa

BOCCTAHOBWMTE MAC-APEC NO YMONYAHUIO

MTU
1500

PucyHok 69. CmpaHuuya 0obasneHusi coeduHeHus1 murnia PPPoE IPv6. Pa3den Ethernet.

MapameTp OnucaHwue

Ethernet

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [laHHblii mapameTp
HEOOXOmMMO 3ajaTh, €cilM Bam mpoaiimep mocTyma K CETH
WHurepHer ucnons3yer npussasky k MAC-anpecy. Beequre B mosne
MAC-anpec, 3aperucTpUupOBaHHbIN y MpoBaliepa Npy 3aKIOYEHUN
JIOrOBOpA.

Uto0s!I moacTaBuTh B qaHHOe moae MAC-anpec ceTeBoro agantepa
KOMIIbIOTEPA, c KOTOPOTO TIPOM3BOUTCS HACTpOWKa
MAC-agpec MapIIpyTU3aTopa, CIBUHBTE Nepekitoyarens KnoHnposats MAC-
agpec Bawero ceTteBoro apganrtepa Bnpaso. Ecmu
NepeKioyarTeib  CABHHYT  BIPaBO, TMOJI€  HEIOCTYIHO  JUIS
pEelaKTHPOBAHUSI.

UYtoOsl moacTaBUTh B JaHHOE mosie MAC-anpec MapumpyTu3aTopa,
naxvure kaonky BOCCTAHOBUTb MAC-AOPEC 11O
YMOJMYAHMUIO (kHomka nocTynHa, €ciiy MepeKiIroyarelb CABUHYT
BIIPABO).

MTU MaxkcuManbHBIH pa3Mep Makera, nepeaBaeMoro nHTepgeicom.
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PPP

)" bes asTOpusaLum

eTe 1 Al
Napons ®

MTU*
1492

MpoTokon ayTeHTgMKaLAN

AUTO h

® Keep Alive

LCP uHTepBan®

30

LCP nposanbi*

3

J©  CoegnHenue no TpefoBatnio

MaKCcMManbHoe BPEMA HEGKTUBHOCTH [CEK)

0

J PPPIP pacmpeHue

) Otnapka PPP

PucyHok 70. CmpaHuuya 0obasneHusi coeduHeHusi murna PPPoE IPv6. Pasden PPP.

MapameTp OnucaHwue

PPP

CI[BI/IHLTG MNEPCKIOYATCJIb BIIpaBO, €CJIIKM IJIA JOCTYIIA B I/IHTepHeT
Be3 aBTOpM3auumn ’ 4
Bam ne HYXXHO BBOAWUTH UMA I1OJIB30BATCIIA U ITApPOJIb.

Uma nonb3oBaTens Nms nonws3oBarens (Jorun) uist foctyna B MiaTepHer.

[Mapons mnst nocryna B Mutepuer. Haxkmure Ha 3Hayok [MokasaTb

Maponb .
( @ ), 9T0OBI 0TOOPA3UTH BBEACHHBIN MAPOJIb.
Uma cepBuca Nwms PPPoE-cepBepa, BBITIOMHSIONIETO ayTeHTH(PUKAITUIO.
MTU MakcuManbHbIN pa3Mep Makera, nepeaaBaeMoro HHTephencom.
MpoTtokon Bribepute 13 cnucka HEOOXOIUMMBIM MeTOJ ayTeHTH(DHUKAIMKU WIH
ayTeHTUdmMKaumm ocrasbte 3Hayenue AUTO.
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MapameTp OnucaHwue

(Iloooeporcusamov nooknouenue) CIBUHBTE MEPEKIIIOUATENIb BIPABO,

YTOOBI MapIIPyTH3ATOP MOIEPKUBAT COCTMHEHHUE C TIPOBAMIECPOM,
. JaXe KOrja COeJMHEHUWE HEAaKTUBHO B TEUEHHUE OIPEICICHHOTO
Keep Alive
nepuosa BpeMeHH. Ecnum mepexiioyarenb CABHUHYT — BIIPaBo,
JOCTYIHBIMHA ISl pelakThpoBaHus cTaHoBsrcs mons LCP

uHTepBan u LCP npoBanbl. 3aiaiite HeOOXOAMMBbIC 3HAUYCHHSL.

CnBuHBTE  MEpeKIoYaTeNlb  BIOPAaBO, €CIH  XOTUTE, UYTOOBI
MapIIpyTU3aTOp YCTaHaBIMBaJA COeAMHEHHEe ¢ MHTepHEeT 110
TpeboBanuio. B mone MakcumanbHoe BpemMsi HEaKTUBHOCTMU
3ajaiite BpeMs mpocTost (B CeKyHax), MOCie KOTOPOro COSTUHEHUE

CoepunHeHue no
TpeboBaHuIO

ABTOMATUYCCKU Pa3pbIBACTCH.

Tonvko o muna PPPoE Dual Stack.

CraTtuuyeckun IP-agpec | 3anommure TI0JIe, €CJIM XOTUTE MCIOJIBb30BaTh cratndeckuii IP-anpec
JUISL COEIMHENHNS C CEThIO MIHTEpHET.

JIsis TOAKITIOYEHHUST K CETSIM HEKOTOPBIX IMPOBAMIEpOB HEOOXOIMMO
PPP IP pacwumpeHune | BxirounTh JaHHBI Tapamerp. Ecmm Bamr mposaiizep tpeOyer
UCIIOJIb30BaTh JIAHHBIH MapaMeTp, CIBUHBTE MEPEKITI0YATENb BIPABO.

CaBUHBTE MEpeKIoYaTeNlb BIPABO, €CIU XOTUTE, YTOOBI B KypHal

Otnapka PPP
3aHocUiIach BCsl 0TanouHas nHpopmanus no PPP-coenunenuto.
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IP

MonyunTe IPvé

ABTOMAaTVHECKW v

@ w3 vepes SLAAC

PucyHok 71. CmpaHuuya 0obasrneHusi coeduHeHusi murna PPPoE IPv6. Pasdern IP.

MapameTp OnucaHwue

IP

B packpeiBaromiemcs cnicke BblOepuTe MeToj HazHaueHus I[Pvo-

MonyuuTb IPV6 ajpeca UL JAQHHOTO COCNMHEHMS WJIM OCTaBbTe 3HAYCHHE
ABTOMaTU4eCKMN.

CnBuHBTE MEpeKJIIoYaTeNb BIpaBO, 4YT0OBl anapec [Pv6-mimosa
Linto3 yepe3 SLAAC | na3Hayaiacs  aBTOMAaTHYECKH C  IMOMOINBIO  OCCKOHTEKCTHOM
aBTOKOH(Urypaumu (Stateless Address Autoconfiguration, SLAAC).

Anpec IPv6-mmro3a. [lone gocTtynmHO AJisl pelakTUPOBAHUS, €CIIU

IPv6-appec wnto3a
AP nepekouares LUNo3 yepes SLAAC casunyT BIIEBO.

CaBuHbTE MepeKIoyarTellb BIpaBo, uToosl aapec DNS-cepsepa IPv6
Ha3Havaycs aBTromatndecku. Ilpu stom mnons lMepBu4YHbIN IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HemocTymHb
JUISl pETaKTUPOBAHUSL.

MonyuuTtb agpec DNS-
cepBepa
aBTOMaTUYeCKHM

MepBnYHbLIN IPVv6 DNS-
cepBep/ BTopu4yHbIN
IPv6 DNS-cepBep

Breaute aapeca nepsuunoro u BropuuHoro [Pvé6 DNS-cepsepos B
COOTBETCTBYIOLIUE MOJIS.
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Pa3Hoe

@ Ceresoii 3kpaH
) RIP
I Ping

A M30ﬂHpDBaTh coeMHEHWE

PucyHok 72. CmpaHuya dobasrneHusi coeduHeHuss muria PPPoE IPv6. Pa3den Pa3sHoe.

MapameTp OnucaHue

Pa3Hoe

Tonvko ons muna PPPoE Dual Stack.

NAT Ecnu nepexmrouyarenb CABUHYT BIpaBo, (YHKLUS MpeoOpa3oBaHMs
CEeTEBbIX apecoB BKIoUeHa. He oTkmouaiite (hyHKLHMIO, €CIIHM 3TOrO
He TpeOyeT Bam nposaiinep.

Ecnu nepekitoyarens CABUHYT BIPABO, AKTUBUPYETCS MEXAHU3M
3alIUThl YCTPOMCTB JIOKAJLHOW CETH OT BHEIIHUX MOAKIIOYEHUI
CeTeBOM 3KpaH (HampuMep, MU MONBITKE NOTy4YeHUs: nHpopMaluu 00 ycTpoicTBax
CeTH WIM «B3JIOMa» OJHOIO M3 YCTpoicTB). [l mMOBBILIEHUS
0€30IaCHOCTH HE PEKOMEH IyeTCsl OTKIII0YaTh JaHHYIO (DYHKIIHUIO.

CnBuHbTE MIEPEKIII0YaTeI b BIIPaBO, 4ToOBl  pa3pemuTh
ucnonb3oBanue nporokona RIP nis ganHOoro coequHeHus.

RIP

Ecnu nepexntouatens CABUHYT BIPABO, MApUIPyTU3aTOp OTBEYAET HA
ping-3ampockl U3 BHEIIHEH CETH 4Yepe3 JaHHOe coeanHeHue. s
MOBBIIIEHUST 0E30MaCHOCTH PEKOMEHIYeTCsl OTKIIYaTh JaHHYIO

GbyHKIHIO.

Ping

Ecnun nepeximtouarens CIBUHYT BIIPaBO, MapIIPyTHU3aTOP UCIOJIB3YET
U3onupoBaTtb QIBTEPHATUBHYIO  TaOJMIly  MapuIpyTU3alUUd UL JAHHOTO
coeAuHeHue coeanHeHUs. Brurrounte QyHKIMIO, TOIBKO eciii 3Toro TpedyeT Bam
MpoBaniep.

[Tocne 3amanus Bcex HeoOXOaMMBIX 3HaueHUH HaxxmuTe kHonky MPUMEHUTD.
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PykoBOACTBO Monb3oBaTens HacTtpoiika mapwpyTusaTopa

LAN

YToObI HACTPOUTH JIOKATBHBIA UHTEp(dEiic MapIpyTH3aTopa, nepeiante Ha ctpanuily HacTpownka
coeanHeHun / LAN.

IPv4

[Mepeiinure Ha Bkiaagky IPv4, uroObr u3menuts I[Pv4-anpec wmapuipyTtusatopa, HAacTPOHTH
BcTpoeHHblit DHCP-cepsep win 3anath cBssku [Pv4-anpecoB u MAC-agpecos.

IP
IP-agpec*

192.168.0.1

Macka nogceTn®

255.255.255.0

PucyHok 73. Hacmpolika nokansHo20 uHmepelica. Bknadka IPv4. Pasden IP.

MapameTp OnucaHue

IP

[P-agpec mapmpyTtuzaropa B JiokanbHON mozaceT. [lo ymomuanuto

IP-appec 3a1aH0 3Hauenne 192.168.0.1.

Macka nokanpHOW mnoacetd. [lo yMon4aHuio 3aJaHO 3HA4YECHHUE

Macka noaceTu 255.255.255.0.

[JomeHHOE nms Nmsa ycrporictBa, npuBsizaHHoe K ero [P-azpecy B mnokanbHOU
ycTpoucTBa MOJICETH.

DHCP

Pexum

Cepeep

HauaneHoin IP*

192.168.0.2

KoHeurbia [P*

192.168.0.100

Bpema apeHgbl (MUH*

1440

@ ons relay

PucyHok 74. Hacmpolika nokanbHo20 uHmepgelca. Bknadka IPv4. Pa3den DHCP.
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MapameTp OnucaHwme
DHCP

Pexxum padorer DHCP-cepBepa mapuipytusaropa.

CepBep — mapiipyTu3aTop aBToMaTuuecku HasHaudaeT [P-ampeca
KIIMEHTaM Ha OCHOBAaHMH 33JIaHHBIX TapaMeTpoB. [Ipu BeIOOpE 3TOTO
3HAa4YeHUS Ha BKJIagke oroOpaxarorcs moiss HavanbHbin P,

KoHeuHbin IP, Bpemsa apeHAabl u niepekiiouaress DNS relay.
Pexum
3anpetutb — DHCP-cepsep MapuipyTuszatopa BbIKIOuUeH, IP-

aZipecCa KIIMECHTaM HAa3HAYar0TCAd BPYUHYIO.

Relay — nns nasnadenus IP-anpecoB KJIMEHTaM UCIOJB3YeTCSs
BHemHud DHCP-cepBep. [Ipu BbIOOpEe ATOr0 3HAUEHUS HA BKIIAIKE
orobpaxkaercs nosie IP BHewwHero DHCP-cepBepa.

o Havaneneiii IP-ampec myma agpecoB, koropele DHCP-cepse
HavanbHbIK IP P y P p pBep
BBLIAET KIUCHTAM.

Koneunsiii [P-anpec nmyna agpecos, koropsie DHCP-cepBep Bblaaet
KJIMEHTaM.

KoHeuHbIN IP

Ilepuon Bpemenu, Ha xoropelii DHCP-cepep Mapuipytuzatopa
npenocrtasisger [P-agpec kineHTy (10 MCTEUEHUH 3TOTO MEpUOAA
Bpems apeHabl IP-anpec oT3bIBaeTCs U MOXET OBITH OTHAH JPYTOMY YCTPOMCTBY,
€CJIM HE TIOCTYITUIIO IOATBEPKICHNE O HEOOXOIMMOCTH COXPaHEHUS
storo IP-agpeca).

CnBuHbTE  MEpeKovaTeNlb  BIPaBO,  UYTOOBI  YCTpOICTBa,
NOJKJIIOYEHHBIE K MapuIpyTH3aTopy, B KauecTBe azapeca DNS-
cepBepa MoJIyYallu aJpec MapuIpyTU3aTopa.

DNS relay ChaBuHbTE  TEpeKiIroyYaTeNib  BIEBO,  YTOObI  YCTpOICTBA,
HOJKITIOYCHHBIE K MapLIpyTH3aTopy, B KadecTBe aapeca DNS-
cepBepa MOdydald anpec, MNEPEeAaHHbI MPOBANAEPOM WU
yKa3aHHbIN Ha cTpanuie flononHutenbHo / DNS.

IP BHewHero DHCP- [P-aapec Baemnero DHCP-cepBepa, kotopsiii HazHadaeT [P-anpeca
cepBepa KIIMEHTaM MapIIpyTH3aTopa.

[Tocne 3amanust Bcex HeoOXonuMbIx 3HayeHuit Hakmure kHonky MPUMEHUTD.
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B pasmene Ctatnyeckunm DHCP Bri moxere 3anmate cBszku [P-ampecoB ' MAC-ampecos
(Ha3HauUTH MOCTOSHHBIN [Pv4-anpec B okanbHON ceTH Ui ycTpocTBa ¢ onpenaeneHHsiM MAC-
anpecom). MapmipyTtuzarop Ha3HadaeT [P-agpeca B COOTBETCTBUU C CO3/IaHHBIMU CBSI3KaMH, TOJIBKO
eciiu DHCP-cepsep BioueH (B pasaeiie DHCP B crincke PeXum Brinenero 3naucare CepBep).

Cratnyecknin DHCP

Bl MOETe NpMBA3aTh IP-agpec k MAC-agpecy, MCMoNL3yA COOTBETCTEYHILLYHD $OPMY WK BEIBPAE YCTPONCTEA U3 CIMCKE NOAKAKYEHHBIX
KNWEHTOB

OOBABUTE CMUCOK KNUEHTOB

PucyHok 75. Pa3den 0ns co3daHusi ceszok MAC-IP.

Yt00sI co3nath cBsizky MAC-IP, naxxmute kHonky [JJOBABUTbD. B otkpeiBuiemcs okue B nose IP-
appec Beenute [Pv4-anpec, KoTOpbIii OyneT MPUCBOECH YCTPOMCTBY M3 JIOKAJIBHOW CETH, B MOJE
MAC-agpec — MAC-aapec storo ycrtpoiictBa. B mone MUMA xocTa 3anaiite HaszBaHHe IS
YCTPOMCTBA B CETH /IS yIOOHOH UACHTUDUKAIINY (Heobs3amenvHblll napamemp). HaxxmMuTe KHOTIKY
NMPUMEHUTD.

Br1 Taxke moxere co3nath cBsizky MAC-IP mist ycrpoiicTBa, MOAKIIOYEHHOTO K JIOKAJIBHOM CETH
MapIipyTu3aTopa B aaHHbIi MoMeHT. J[ist aroro Haxmmure kHonky CMUCOK KITMEHTOB. B
OTKPBIBILIEMCSI OKHE BBIOEPHUTE COOTBETCTBYIOIEE YCTpoiicTBO W Hakmute kHOMKYy OK. UToObI B

OKHE OTOOpa3swics akTyaJdbHbIH CHMCOK IOJKIIOYEHHBIX YCTPOMCTB, HAXXMHUTE KHOIKY
OBHOBUTD.

YroObl 3amaTh Jpyrue mapameTpel Juid  cymecTtBytomed cBssku  MAC-IP, BeiObepure
COOTBETCTBYIOIIYIO CTPOKY B TaOJIMIE U HAKMHUTE JIEBYIO KHOIKY MBIIK. B OTKpBIBIIEMCS OKHE
M3MEHHUTE HeOOXoauMBbIe mapameTphl 1 Haxmute kHonky MPUMEHUTD.

YroObl yIamuTh CBSI3KY, YCTaHOBHTE (DIa)KOK CJIeBa OT COOTBETCTBYIOLICH CTPOKHM B TaOJHUIE U
Ha)XMUTE KHOMKY YAanuTb. 3atem Haxmurte kHonky MPUMEHWUTb. Ber takke MokeTe ynanuTh
CBSI3KY B OKHE M3MEHECHHS TapaMeTpPOB.
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IPv6

[Mepeiinure Ha Briaaky IPv6, utoObl m3menuth I[Pv6-ampec MaprupyTu3atopa W HAaCTPOHTH
napaMmeTpsl Ha3HadeHus [Pv6-anpecos.

IP

PekuM ajpecaLnn

[NenervpoBaHwne npedukca -

IP-agpec
fd01::1

Mpedukc
64

PucyHok 76. Hacmpotika nokanbHo20 uHmepaetlica. Bknadka IPv6. Pasden IP.

MapameTp OnucaHwue

IP

BriOepute HEOOX0MUMOE 3HAYCHHUE B PACKPHIBAIOIIEMCS CITUCKE.

CraTtuyeckum — [Pv6-aapec u npedukc 3a1aeTcs BPyIHYIO.

Pexum anpecauum HenernpoBaHne npedukca — MapiipyTH3aTop 3arpaiiuBacT

npebuxc i GopmupoBanusi IPv6-ampeca y  BBIMIECTOSIIETO
MapIIpyTU3aTopa.

[Pv6-anpec  mapmpyTtuszaropa B JokaibHOW moacetu. [lo
ymoiyaHuto 3anaHo 3HadeHue £d01::1. Ilosme pocrymHO s

IP-appec
pEeIaKTHPOBaHMUS, €clii B crcke PeXuUM agpecauuun BhIICICHO
3HaueHne CTaTUYECKUN.
Jnuaa npedukca noxacetu. [lo ymomyanuio 3agaHo 3HaueHHe 64.
Mpedukc [lone mocTymHO Ui pPEAAaKTUPOBaHHS, €CIU B chucke Pexum

aapecauum seizesieHo 3uadenne CTaTuyeckun.
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Pexnm
Cepeep -
Pexinm aBTOKOHD I rypauuu
Stateless -

Bpema apeHabl (MUH)

5

PucyHok 77. Hacmpolika nokanbHo20 uHmepaelica. Bknadka IPv6. Pa3des DHCP.

MapameTp OnucanHune

DHCP

Bribepute pexxum HazHaueHus [Pv6-anpecoB B packpsiBaroniemcs
CITUCKE.

CepBep — MapiuipyTH3aTop aBTOMaTHYECKU HazHaydaeT [Pvo-ampeca
Pexum KJIMEHTaM Ha OCHOBAaHUHU 33/IaHHBIX TTapameTpoB. [Ipu BeIOOpE 3TOTO
3HAYCHHUS HA BKIAJKE OTOOPAX]AIOTCS PACKPBIBAIOIIUKCS CIHCOK
Pexxum aBTOKOH(Urypaumm u noie Bpemsa apeHabl.

3anpetuTtb — IPv6-aapeca KireHTaM Ha3HAYAIOTCS BPYUYHYIO.

Br16epute pexum U3 pacKpbIBarOIIErocs CIUCKA.

Stateless (nezasucumoiit) — xnuentsl popmupyror IPv6-aapeca
Pexum CaMOCTOSITENIbHO HAa OCHOBAHUU MPEQHKCa.

aBTOKOHpUrypauum Stateful  (sasucumwiziy —  BcTpoennsiii  DHCPv6-cepsep
MapIIpyTH3aTopa pasiaeT aapeca U3 JAuara3oHa, 3aJaHHOro IMOISAMH
HavanbHbin IP 1 KoHeuHbIN IP.

. Havaneneii IPv6-anpec myma agpecos, koropele DHCPv6-cepse
HavanbHbin IP P 4 AP P PECP
BBIJIACT KIIMCHTAM.

Koneunsiii [Pv6-anpec nyna anpecos, xoropeie DHCPv6-cepsep
BBIJIACT KIIMCHTAM.

KoHeu4HbIn IP

[Tepuon BpemeHu, Ha KoTopblii IPv6-aapec mpemocraBisieTcs
Bpemsa apeHAabl kiueHTy. [lone mocTynHo A penakTupoBanus, eciu B pasnene IP B
ciucke PeXXum appecaunm soienneno 3naucane CTaTUYeCKUMN.

[Tocne 3amanust Bcex HeoOXonuMbIx 3HayeHuit Hakmure kHonky MPUMEHUTD.
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PykoBOACTBO Monb3oBaTens HacTtpoiika mapwpyTusaTopa

Wi-Fi

B nmannoMm paszgene MeHro Bbl MokeTe 3amaTh Bce HEOOXOAMMBIE HACTPOWKH Il OSCIIPOBOIHOMN

CCTH.

OCHOBHblIe HAaCTPOUKHU

B pasnene Wi-Fi /| OCHOBHbIe HacTpPOMKWU Brl MOXkeTe M3MEHHUTH OCHOBHBIC HACTPONKH IS
OecrpoBOHOTO UHTEPQEIica MapUIPyTU3aTOPa, a TAK)KE HACTPOUTH OCHOBHYIO U JIOTIOJIHUTEIBHYIO
OecripoBoaHbie ceTu. st HacTpoiiku nuamnazona 2,4 I'Tn wnm nuanaszona 5 [T mepelimure Ha

COOTBETCTBYIOIIYIO BKJIAJIKY.

< AN OCHOBHbLIE HacTpoKK ™

2.4GHz

O6LWwme HacTporKK Touku gocTtyna Jo6aBuTs

@ BxounTL GecnposoaHoe coegnHeHe
Wian ceTw (SSID)

Crpana

RUSSIAN FEDERATION hd D DIR-806A-2022

EecnpoBogHOR pexum

802.11 B/G/N mixed -

@ Bui6path kaHan aeToMaTUUECKI

Karan

auto (kaHan 1)

PucyHok 78. OcHogHbie Hacmpoliku 6ecripo8o0HoU nokanbHOU cemu 8 duanasoHe 2,4 Ty,

B pasnene O6LWMe HACTPOWMKMN TOCTYITHBI CIIEAYOINE TapaMeTPh:

MapameTp OnucaHue

Uto0B1 pa3pemuTs ucnonb3oBanue Wi-Fi-coequnenus, caBUHBTE

Bkniounth [IEPEKIII0YATeIb BIIPABO.
6ecnposoaHoe o
coeavHeHue Uto0wr 3amperuth wucnoiab3oBanue Wi-Fi-coenqunenus, caBUHBTE
MepeKIoYaTellb BICBO.
Bame wmectomonoxxenue. Brpibepute HEOOXOAMMOE 3HAUEHUE W3
CtpaHa

PaCKPBIBAIOIIETOCS CITUCKA.

Pexxum pabGoThl GECTIPOBOTHOTO COCIWHEHHsI MapIIpyTH3aTOpa.
JlaHHBIN TapaMeTp OmpenenseT CTaHAApThl YCTPOMCTB, KOTOpPHIE
cMoryT paborath B Bamelr OecnpoBomHoit cetu. BriGepure
HE00X0IMMOE 3HAYCHHE U3 PACKPBIBAIOIIETOCS CIHCKA.

BecnpoBOgHON peXum
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PykoBoacTBo nonb3oBarerns HacTtpoika mapwpyTtusaTopa
MapameTp OnucaHue
BbiGpaTb kaHan CnBuHbTE NEpeKtoyaTeidb BIPABO, YTOOBI MapHIPYTHU3aTOp CaM
aBTOMaTn4yeCKu BI)I6I/IpaJ'[ KaHaJI ¢ HAUMCHBIIINMHA ITIOMCXaMMH.

Homep kananma OecnpoBomuoro coeauHenus. lllenxkaure mneBoit
KHOIIKOW MBIIIHA, YTOOBI OTKPBITH OKHO JUIsl BBIOOpa KaHaja
(meiicTBHe MOCTYIHO, €CliM Tepekioyareir BblOpaTb KaHan
aBTOMAaTU4YECKU CABUHYT BJIEBO).

Kanan

[Mocne uamenenus napametpos Haxxmute kHonky MPUMEHUTD.
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PykoBoacTBo nonb3oBarens HacTpovika maplupyTusaTtopa

YToObl M3MEHNUTh HACTPOMKH OCHOBHOW OECIpOBOJHOHM ceTH, B pasaene TOYKM [OCTyna
BbIOEpUTE CETh W HAXMHUTE JIEBYIO KHONKY MbIIIM. Ha OTKpBIBIIEWCS CTpaHMLE H3MEHUTE
HeoOxoaumble napamerpsl 1 Haxxmute kuonky MPUMEHUTDb.

Brl Taxke Moxere co3laTh JOMOIHUTENBbHYIO OeCIpPOBOAHYIO CeTh. [ 3TOr0 HaXKMUTE KHOIKY
[o6aBuTtb B pasnene Toukn gocTyna. Ha oTkpbIBIneiics CTpaHHUIE 3a1aiiTe COOTBETCTBYIOIINE
apaMmeTphl.

¢ OcHOBHBIE HACTPOTiKK AOGaBHEHME TOYKK AOCTyNa

Cetb Wi-Fi Hactponkn 6esonacHocTn
Wwa cetu (S51D)* CeteBan ayTeHTUdMKALMA
my wi-fi WPA2-PSK -
J CkpbITs 551D Napone PSK*
dtHNr82q

Hazganue becnposogHoii cetu (S51D) He ByAer oToBpaxarscd g

CRMCKe JOCTYNHELX BECAPOBOAHLIX CeTel ¥ KNMeHToB. K CKpeITosi
Tvn Wh$posaHna*

AES -

CETH MOXHO NOAKAKIYNTLEA, BRYUHYH Ykasae SSI0 Toukd JocTyna

MaKcMMansHoe KoAMYECTED KAMEHTORY
0 Nepuos 0BHOBMEHUA TPYNNOBOI0 Kua (Cek)*

3600
@ Bewats 6ecnposoghyto ces
AarHHan gyHKyna NO3BONAET BRAKOYNTE M BEIKIOYNTE BElaHe
AaHHOH BecnpoBOAHOI CeTi, He OTKNOHAA PaAHOMOAYTE
MapuipyTiH3aTopa. Moxer GbiTe WCNONL0BAHE COBMECTHO ©
pexumor "Knuent Wi-Fi"

1 M30naumna K1MeHToB

BAOKUPOBATE TPAGIK MEXAY VETROHCTEAMY, MOAKNOYEHHBIMY K

Touke goctyna

NMPUMEHWTE

PucyHok 79. CozdaHue becrnpogodHoU rokanbHoU cemu.

MapameTp OnucaHne

CeTtb Wi-Fi

Hassauune 6ecrpoBonHoOil cetu. Ha3BaHue MOXKET COCTOSITh U3 LU
Wms ceTy (SSID) P p

Y JIATHHCKUX OYKB.

Ecnu mepexiiodaTens CABUHYT BIIPaBO, IPYTHE IOJB30BATENN HE
cmoryT Buaeth Bamy Wi-Fi-cetb. He pexomenmyercst CKpbIBaTh

CkpbIiTb SSID
CeTh, TaK Kak JaHHas (QyHKOUS  YCIOXKHSAET  Ipolecc
IIEpBOHAYAJIbHON HACTPOUKH CETH.
VuukaneHbelii  uneHtuduxarop Wi-Fi-cetn. J[laHHoe 3HaueHHe
BSSID oTpesieNsieTcsl MapamMeTpaMu MapuipyTtusaropa, Bel He MoxeTe ero

M3MeHUTh. [lone oToOpaxkaeTcsi B HACTPOMKAX YK€ CYHISCTBYIOMICH
CETH.
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MapameTp OnucaHue

MakcuMallbHOE ~ KOJIMYECTBO  YCTPOMCTB,  KOTOpPBIE  MOTYT
MakcnmanbHoe MOIKITFOUMTHCA K OecTIpoBOAHOM ceTH. Eciu ycTaHOBIEHO 3HAYCHHE

KOJIMYECTBO KNMMNEHTOB | 0, yCTPOMCTBO HE OrPAHUYMBAECT KOJIMYECTBO MOIKIFOUECHHBIX
KJINECHTOB.

Ecnu mepexiouaresib CABHHYT BJIEBO, YCTPOWCTBA HE MOTYT
BewaTtb 6ecnpoBOAHYO| noakiI04YaThCs K OecrnpoBoaHOM cet. [Ipu 3TOM MapuipyTusarop

ceTb MOJKET TOJKJIIOYaThCsl K APYrod Touke noctymna B kKadecTtBe Wi-Fi-
KJIMCHTA.

CaBuHbTE  MeEpeKyoYaresb  BIOPaBO, 4YTOOBI  MOJb30BATEIU
N3onsiumsa KNnneHToB o .
0ecIIpOBOHOM CETH HE MOTJIM B3aMMOJICHCTBOBATH JPYT C APYTOM.
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B pazmene HacTtpomkm 6Ge3onacHOCTUM Bbl MokeTe H3MEHHTH IapaMeTphbl OE30MacHOCTH
0OecTIpOBOTHOM CETH.

[To ymomuanuto uisi 6eCIIpOBOHOM CETH B 000HX JHAIla30HaX 3aJaH TUIl CETEBOM ayTeHTU(DHUKAIIMN
WPA2-PSK. B kauectse mapoist PSK ucnosnbzyercs WPS PIN ¢ HakJIeHKH O IITPHX-KOIOM.

HacTponkn besonacHocTun
CeTeBan ayTeHTUdUKaLMA

‘WPA2-PSK e

L ——
WEP-64

WEP-128

WPA-PSK

WPAZ2-PSK

WPA-PSK/WPA2-PSK mixed

WPA

WPA2

WPA/WPAZ mixed

3600

PucyHok 80. Tunbl aymeHmucgukayuu, noddepxusaemMblie Mapuwipymu3amopom.

MapmipyTuzaTop HOAIEPKUBAET CIEAYIOIINE TUITbI Ay TeHTU(UKALIIH:

Tun ayTeHTUpUKauumn OnucaHue

OTkpeiTasgs ayTeHTHQHUKANUsA (C BO3MOXKHOCTBIO HCIIOJIb30BAHHS
Open WEP-mmm¢ppoBanus Ui peKUMOB  OECIIPOBOIHOW — CETH, He
nojzepkuBaronux ycrpoiictsa cragaapra 802.11n umu 802.11ac).

AyrteHTH(UKaMsT ¢ OOmMM  KIIOYOM JuIMHOW 64 OWT C
HCIIOJIb30BaHUEM WEP-mm¢ppoBanmus. JlaHHbI1 THUIL
ayreHTU(GUKANMU HemoctyneH, eciau Ha crpanune Wi-Fi [
OCHOBHble HacTpouku B crnucke BecnpoBOoAHOW peXxum
3allaH peXUM, MOANEpKUBAKOLIMI ycTpoiicTBa crangapra 802.11n
i 802.11ac.

WEP-64

AyTeHTHUKaIMs ¢ OOIKMM KIIoUoM JanuHOM 128 Out ¢
HCIIOJIb30BaHUEM WEP-mu¢ppoBanus. JlaHHbII1 THUIL
ayTeHTU(HUKAIMKA HeaocTyneH, ecau Ha crpanune Wi-Fi /
OCcHOBHble HacTpouku B crnucke BecnpoBOoAHOW peXxum
3aJlaH peXUM, MOAJEpKUBaAIOLIMi ycTpoiicTBa crangapra 802.11n
nm 802.11ac.

WEP-128

Ayrentudukanus 1o TexHoirorun WPA ¢ wucnonb3oBaHHEM

WPA
RADIUS-cepgsepa.

WPA-PSK Ayrentudukanus no texnosnorun WPA ¢ ucnons3oBanuem PSK-

KJIro4ya.
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Tun ayTeHTUdpUKauumn OnucaHue

Ayrentupukamuss 1o TtexHomorun WPA2 ¢ mcmonb3oBaHHEM
WPA2
RADIUS-cepsepa.

WPA2-PSK Aytentudukanus no texnoinoruu WPA2 ¢ ucnonp3oBanmem PSK-

KJIro4a.

KomOuHMpoBaHHbI TN ayTeHTUUKanuu. [Ipu BbIOOpe TaHHOTO
3HAYCHUS K OECIIPOBOJHOM CETH MOTYT MOAKIIOYAaThCS yCTPOMCTBa,
ucnonp3ytormue Ttun ayreHtupukarmu  WPA, wu  ycTpoiicTsa,

WPA/WPA2 mixed

ucronb3ytomue tun ayrentudukanmn WPA2.

KomOuHupoBanubiii Tun ayreHtudukanuu. [Ipu BbIOOpe TaHHOTO
WPA-PSK/WPA2-PSK | 3naueHus k OeCIIpOBOIHOM CETH MOTYT MOJKIIIOYATHCS YCTPOMCTBA,
mixed ucnonp3ytorue Tun ayreHrupukanuu WPA-PSK, u ycrpoiictsa,

ucnonp3yrorue tun ayrentudukaimu WPA2-PSK.

Jlns wucnonb3oBanus tunoB ayreHtudukanmn WPA, WPA2 u WPA/WPA2 mixed
B  HeoOxommMmo Hanmune RADIUS-ceprepa.
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I[pu Be1OOpe 3Hauenuss Open, WEP-64 niu WEP-128 B cniicke CeTeBasi ayTeHTUdMKaumus
Ha CTpaHUIE OTOOpPaXalOTCsA CIEIYIOIME HACTPOWKH (HEAOCTYIHBI JUISI PEXUMOB pabOThI
OecrnpoBOAHOM ceTH, mojaepkuBaronux cranaapt 802.11n wium 802.11ac):

HacTpolikn be3onacHocTy
CETEBaA ayTEHTUPUKALIUA

Open v

@ sBxounTL WMdporaHue WEP

Tun WEP-lwndposaHna

WEP-64 v

HDh'E‘p K43 N0 yMOAYaHWD

3 v

Kntou lunpposaHua WEP kak HEX

PucyHok 81. BHayeHue Open 8 packpbigatoujemcs criucke Cemeeast aymeHmugukayusi.
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MapameTp OnucaHwme

Tonvko Ons muna aymenmuguxayuu Open.

YroOr! aktuBUpoBats WEP-mmmdpoBanne, cIBUHBTE IEPEKITIOYATENb

Bknounte BrpaBo. [lpu 3ToM Ha cTpaHHIle OTOOPA3ATCS PACKPHIBAIOIINECS
wucppoBanne WEP | cryckn Tun WEP-wudgpoBanus u Homep knioya no
yMon4yaHuio, nepekitouarens Krtow wmndpposaHma WEP kak
HEX u yetsipe nons Knroy wndposanma WEP.

Tonvko onss muna aymenmughuxayuu Open.
Tun WEP-mmudpoBanus ¢ ymmHoM kimoda 64 nim 128 6ur.

Bribepute 3nauenne WEP-64, 4ro0bl 3ai1aBath KIFOYH JTHHOH 5
ASCII-cumBosnoB uinu 10 HEX-cumBosos.

Tun WEP-wudpoBaHus

Brioepure 3naueane WEP-128, uro6s1 3anaBare kimtoun mmHO# 13
ASCII-cumBosnoB unu 26 HEX-cumBosios.

Howmep kntoya no Howmep ximoua (ot 1-ro 10 4-10), KOTOPBIA OyAET HMCIIOIB30BATHCS
yMon4yaHuio st WEP-mudpoBanusi.
Knrou wundpoBaHus CaBUHBTE MepeKIIoYaTesh BIIPABO, YTOOBI 3a7aTh
WEP kak HEX MISCTHAIIIATCPUIHOES YHCIIO B KAYeCTBE KJIFOYa JUIsl IH(POBAHUS.

Kniou wuchposanms Kntoun nns WEP-mmdposanus. Ilpu mudpoBanun ucnonb3yercs

(1-4)

KJIFO4, HOMEpP KOTOPOTO YKa3aH B pacKpbiBaromieMcs ciucke Homep
Krntoya no ymon4yaHuio. Heo6xonumo 3amonHUTh BCe MOJIs.
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ITpu Be1oope 3uaucHus WPA-PSK, WPA2-PSK i WPA-PSK/WPA2-PSK mixed Ha cTpanuie
0TOOpaXKAIOTCS CIIEIYIONINE HACTPOMKH:

HacTponkun besonacHocTu
Cerepan ayTeHTUKUKALMA

WPA2-PSK v

Maponk PSK*

Tun wrdposaHua™

TKIP v

Nepios, 0BHOBAEHIA FPYNNOBOrD KNHIUA {Cek)*

3600

PucyHok 82. 3HavyeHue WPA2-PSK 8 packpbigarowemcs criucke Cemeeasi aymeHmudgpukayusi.

MapameTp OnucaHue

[Mapons st WPA-mmgpoBanus. Ilapoas MoXeT cOCTOSATH U3
Maponb PSK udp, JATUHCKUX OYKB BEPXHETO M HM)KHEIO PerucTpa M JApyrux
CHMBOJIOB, JIOCTYITHBIX B @MEPUKAHCKOM PACKIIAIKE KJIaBUATYPhI'.

Tun wndpoBaHua Mexanusm mmdpposanus: TKIP, AES umun TKIP+AES.
[lepuon BpemeHu (B CEKyHAax), IO HWCTEYCHHH KOTOPOTO
Nepuoa o6HOBNEHUA TeHEePUPYETCs] HOBBIM KIIOY JJs MIH(PPOBAHUS MO TEXHOJOTHUH
rpynnoBoro Krnro4va WPA. Ecaiu B nmanHOM monie ykazaHo 3HadeHwe O, K04

OOHOBJIATHCS HE OyJIeT.

4 0-9, A-Z, a-z, npoGern, "#$%&')*+,-./;;<=>7@[\]* "{

b~
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ITpu BeiOope 3nauenuss WPA, WPA2 unu WPA/WPA2 mixed Ha crpanuie oToOpa)karoTcs
CIIEAYIOIINE HACTPOMKHU:

HacTpoliku 6e3onacHocTun

CereBan ayTeHTUKUKALMA

WPA2 v

1 WPA2 MpeaBapuTeNbHan ayTeHTUGUKaLUA

IP-agpec cepBepa RADIUS*
192.168.0.254

MopT RADIUS cepeepa™
1812

RADIUS KU LWKGPOBAHUA®

dlink

Tun widpoBaHuA™

AES M

Mepuog 06HOBNEHWA FPYNNOBOTO KNkYa (cek)*

3600

PucyHok 83. SHayeHue WPA2 s packpbigarouiemcs criucke Cemeesass aymeHmudgbukayusi.

MapameTp OnucaHue

CaBuHBTE TIEpEKIIOYaTeNlb  BIPABO, YTOOBI aKTUBUPOBATH
WPA2 lNpepaBapuTenbHas | npeiBapuTeiIbHYI0  ayTeHTU(QHUKALUIO OPU  UCIOJIb30BAaHHU

ayteHTUpukaums texnosorun WPA2 (otoOpakaercs toabko it tunos WPA2 u
WPA/WPA2 mixed).

IP-appec cepBepa

RADIUS IP-azpec RADIUS-cepaepa.

MopTt RADIUS cepBepa | Homep mopra RADIUS-cepBepa.

[Taposib, UCTIOJIB3yEMBII MAPLIPYTU3ATOPOM IS B3AUMOJCHCTBUS

RADIUS kntoy
¢ RADIUS-cepBepoM (3HaueHHE 3TOTO TapameTpa ONpPEAesieHO B
wudpoBaHus .
Hactpoitkax RADIUS-cepBepa).
Tun wndpoBaHua Mexanusm mmdposanus: TKIP, AES unun TKIP+AES.
Ilepuon BpemeHu (B CceKyHIax), IO MCTEYEHHHU KOTOPOIO
Nepuoa o6HOBNEHUA TeHEepUpYEeTCs HOBBIM KIIOY sl MIM(POBAaHUS MO TEXHOJIOTHU
rpynnoBoOro Krr4ya WPA. Ecau B [jaHHOM 1onie yka3aHO 3HadeHue 0, KIro4

OOHOBIIATHCA HE OyJieT.

[Mocne 3aganust HeoOXoqMMBIX napameTpoB Haxmute knonky MTPUMEHUTD.
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YnpaBJsieHUe KJIMeHTaMm

Ha crpannne Wi-Fi / YnpaBneHne KnueHTamMm Bbl Moxere MPOCMOTPETh CITHCOK
66CHpOBO,[[HI>IX KIIMCHTOB, IMOAKIOYCHHBIX K MapIIPyTHU3aTOPY.

¢ OcHoBHble HacTpoiikn Yn paBneHune KnneHTamm

Cnucok Wi-Fi-knneHToB

MAC-agpec mAa ceTu (S51D)

OTKNHOYUTE OBHOBWTE

PucyHok 84. CmpaHuua 0ns yrpasneHusi NoOKIHeHHbIMU 6ecripo8oOHbIMU ycmpolcmeamu.

Eciu HEoOXomMMO OTKIIIOYHTH Kakoe-THOO YCTPOMCTBO OT OecnpOBOIAHON CETH, yCTaHOBUTE
bnaxxok B cTpoke, comepkameid MAC-aapec 3TOro yCTpONCTBA, W HAXMHUTE KHOIKY

OTKIIOYNTDb.

YroObl Ha cTpaHuIe OTOOpaswiach camasi akTyanbHas uWHpOpMamus o0 YCTpOMCTBaXx,
HOJIKITIOUCHHBIX K OecrpoBoHO# cetu, HaxmuTe kHonky OBHOBUTD.
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WPS

Ha crpanutie Wi-Fi / WPS Bbr MoskeTe akTHBHPOBATh (DYHKIIMIO HACTPOMKH OCCIPOBOIHOM CETH, a
TaKXKe BHIOPATh CIIOCO0 MOAKITIOYEHUS K OECIIPOBOIHON CETH.

Oynkuus WPS mo3BomsieT aBTOMAaTHYECKM HACTPOUTH 3AlUIIEHHYI0 OECIpOBOIHYIO CETh.
YcrporicTBa, OAKITI0OYaeMbIe K OECITPOBOHOM CETH MapIIpyTU3aTopa ¢ nomoiisio GyHkuuun WPS,
JIOJDKHBI TIOJJIEPKUBATH JAaHHYIO (DYHKITHIO.

' Oyukims WPS no3Bonser 100aBIaTh yCTPONCTBA TOJBKO K OCHOBHOM O€CIIPOBOIHOM CeTH
E  MapIIpyTU3aTOpa.

JIi1s vicrionib30BaHus 3TON (QYHKIMKM HEOOXOIMMO 3apaHee 3a/1aTh Ui OCCIPOBOIHON CETH
TUI ceTeBoil ayreHTudukaimn Open ¢ BeikmoveHHbM mmudposanrneM, WPA2-PSK wiu
' WPA-PSK/WPA2-PSK mixed ¢ meronom mudbpoBanus AES. Ecnu 3ananel apyrue
- HACTPOWKK 0e30macHOCTH, 3aeMeHThl crpanuiibl WPS Ha BKjIagke COOTBETCTBYIONIETO
Mara3oHa HeI0CTYIIHBL.

< OcHoBHBbIe HaCTpoiikN WPS |
2.4GHz
YnpaeneHune WPS WNHhopMaunsa

. BrtoumTs WPS Cratyc WPS: CKOHQUIYPUPOBAHD
YCTAHOBWTb COEAMHEHUE PIN-K04 NO YMONYaHWi: 12345670

M8 ceTk (SSID): DIR-XXX-7893

CeTeBan ayTeHTUGUKALMA: WPA2-PSK

WnppoeaHue: AES

Maponk PSK: 12345670

OBHOBWUTb CEPOCHUTb KOHOUIYPALIMIO

PucyHok 85. CmpaHuua 0ns1 Hacmpouku ¢yHkuuu WPS.

UroObl aktuBupoBarth (ynkmmo WPS, Ha BKIajgKe COOTBETCTBYIOIETO JAWAria3oHa CIABHHBTE
nepekirodarens Bknounte WPS Brpaso.
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Ecnu ¢pynknuss WPS aktuBupoBaHna, Ha cTpaHuiie noctynex pasaen MHdopmaums.

MapameTp OnucaHue

Cocrosiane ¢pynkuuu WPS:

* CKoHdurypupoBaHO  (3agaHbl  BCe  HEOOXOAUMBIE
HACTPOWKM, OSTH HACTPOHKH OyAyT WHCIOJIB30BAHBI TPHU
YCTaHOBKE OECTIPOBOHOTO COETUHEHMS),

Cratyc WPS
* He ckoHdurypupoBaHo (rniocie aktuarmu GpyHknua WPS

Ha3BaHWE CeTH W K04 MmudpoBaHus OyayT 3aJaHbI

ABTOMAaTU4YCCKH, THUII ceTeBon aYTeHTI/I(l)I/IKaLII/II/I N3MCHUTCA HA
WPA2-PSK).

PIN-kon mapmpytusatopa. [laHHBIM NapaMeTp HMCHOJIB3YETCS IPH
PIN-KoAa NO yMOSMYaHUIO | TIOIKITIOYEHUN MapIIpyTH3aTopa K YCTPOHCTBY-PETUCTPATOPY IS
3amanus napameTpoB GpyHkmm WPS.

Umsa cetn (SSID) HaszBanue ceTr MapiipyTu3aTopa.
CeTteBas Tum  cereBoil  ayreHTHdUKalUMM, 33JaHHBIN IS CETH
ayTeHTUMKauma MapuIpyTHu3aTopa.
WudcdpoBaHue Texymwmii i mmdpoBaHms, 3aTaHHBIA IS CETH MapIIpyTH3aTOPA.
Tekymuii  mapoiib  mHdpoBaHusd,  3aJaHHBIN IS CeTH
Maponb PSK . P Pp A A
MapIIpyTu3aTopa.
Haxwmute KHOMKY A7t OOHOBJICHMSI JAHHBIX, MPEACTABICHHBIX Ha
OBHOBUTb ’ v A A PeA
JaHHOMW CTpaHUIIE.
CBPOCUTb
Haxxmute kHOTIKY 17151 cOpoca mapaMeTpoB ki WPS.
KOH®UIYPALIMIO y A cOpoca mapameTpos Gyl
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PykoBogcTteo nonb3oBatens HacTtpoika mapwpyTtusaTopa

Ucnonb3oeaHue pyHkyuu WPS u3 web-uHnmepgbpelica

Jlns moAkIrovYeHuss K OCHOBHOM OecnpoBomHOM ceTH ¢ momombio Mertoma PIN dynkmmmu WPS
BBITIOJTHUTE MEPEUNCIICHHBIC HUXKE ICUCTBUA.

1.

2
3.
4

7.

Casunbte nepexioyaress Bknountb WPS srpaso.
B pasnene YnpaBneHune WPS naxmure knonky YCTAHOBUTb COEOQUHEHUE.
B otkpeiBIIeMcs okHe B packpsiBatomiemcs crrcke WPS-meTopn seibepute 3nadenue PIN.

Bribepure Merom PIN B mporpaMMHOM oOOecriedeHHH OECIPOBOJHOTO YCTPOWCTBA,
MOJIKJTF0YaeMOT0 K OeCIPOBOIHOM CETH.

HaxxmMuTe COOTBETCTBYIOIIYI0 KHOIMKY B TMPOTPAMMHOM OOECIEYEHHH OECIPOBOIHOTO
YCTPOMCTBA, MOIKITIOYaEMOTO K OECITPOBOIHOM CETH.

Cpazy BBenute PIN-kon, yka3aHHBIM Ha KOpITyCe MOIKIIOYAEMOTO YCTPOMCTBA WM B €r0
nporpaMMHOM obecriedennH, B ojie PIN-koa,

Haxxmute knonky COEOUHWUTD B web-untepdeiice maprupyrusartopa.

Jis monmkiroueHus K OCHOBHOW OecrnpoBoaHON cetu ¢ momoinbio meroaa PBC ¢ynxkmmu WPS

BBIITOJIHUTE ICPCUYUCIICHHBIC HUKC I[CflCTBPISI.

1.
2.

CasunbTe nepekiodaresis Bknrounts WPS Bripaso.
B pazznene YnpaBneHne WPS naxmure knonky YCTAHOBUTb COEOAUHEHMUE.

B otkpbiBiiemMcs okHe B packpseiBatoiiemcs crnucke WPS-mMeToa BeiOepute 3HaucHHE

PBC.

Bribepute meron PBC B mporpaMMHOM oOecrieueHMH O€CIpOBOAHOIO YCTPOWCTBA,
HOJKJIF0YaeMOro K OeCIIPOBOTHOM CETH.

HaxxmMuTe COOTBETCTBYIOLIYIO KHOIIKY Ha KOpIIyce HJIM B IMPOrPaMMHOM OOECIICYCHUHU
0ecIpOBOJHOTO YCTPOWCTBA, MOJKIII0YaEMOT0 K OECIIPOBOTHOM CETH.

Cpasy naxxmure kHonky COEAUHUTD B web-unrepdeiice mapipyruzaropa.
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PykoBogcTteo nonb3oBatens HacTtpoika mapwpyTtusaTopa

Ucnonb3oeaHue ¢pyHkyuu WPS 6e3 docmyna k web-unmepdgelicy

Bbe1 moxxere ucnons3oBath pyHkiuo WPS, He obpamasce k web-uHTepdeiicy mMapiipyTuzaropa.

JJ1st 3TOr0 HEOOXOMMMO HACTPOUTH MAPIIPYTH3ATOP COOTBETCTBYIOIIUM 00pPa30OM.

1.

3amaiiTe  COOTBETCTBYIOIIME HACTPOWKHM O€30MacHOCTH Il  OECIpOBOAHON  CeTH
MapIIpyTU3aTopa.

CasunbTe niepexiiodaresis Bknrounts WPS Bripaso.

CoxpaHuTe HACTPOWKH | 3aBepmmre padboTy ¢ web-unTepdeiricom MappyTuzaropa
(Ha)XMUTE Ha CTPOKY MeHIO BbINTN).

Bnocnenctsun Bel MoxkeTe 100aBIsATh yCTPOiCTBa B OECTIPOBOJHYIO CETh MPOCTHIM HakKaTueM Ha
kHoniky WPS/RESET mapuipytuszaropa.

1.

Bribepure metonq PBC B mporpaMmmHOM obOecnieueHHH O€CIpOBOJHOTO yCTPOMCTBA,
MOJIKJTI0YaeMOT0 K OeCIPOBOIHOM CETH.

Haxxmute COOTBETCTBYIOIIYIO KHOIIKY Ha KOpITyCe WJIM B IPOTrPaMMHOM 00€CTIe€YeHHU
0ecIpOBOJHOTO YCTPOWCTBA, MOJKIII0YaEMOT0 K OECIIPOBOTHOM CETH.

Haxxmure kaonnky WPS/RESET mapuipyTtuszatopa v OTIIyCTHTE.
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WMM

Ha crpanutie Wi-Fi / WMM Ber moxete aktuBupoBars Gyukuuio Wi-Fi Multimedia (WMM).

Oynknus WMM peanusyer mexanu3m QoS mist GecripoBomHbIX coenuHeHud. OHa IMO3BOJISET
yIy4YlIUTh KauyecTBO Imepenaud JaHHbIX 1o Wi-Fi-cetm 3a cuer Ha3HaueHHs MPUOPHUTETOB
pa3IMYHBIM THIAM Tpaduka.

YroOb1 BKIHOUNTE GyHKIMIO WMM, caBuHbTe Niepekitoyareb BKMOYNTL BipaBo. [Ipu 3ToM Ha
CTpaHuIle 0TOOpakaroTCst pasaeisl Todka goctyna u CtaHuus.

< lr'|H¢|D|:Ih-|aLLI-1!F| O cUcTEME

® swounTs

Touka goctyna CraHumsa

AC AIFSN CWMin CWMax THOP  ACM ACK AC AIFSN CWMin CWhMax THOP  ACM
BK 7 3 1023 0 off off BK 7 15 1023 0 off
BE 3 15 63 0 off off BE 3 15 1023 0 off
VI 1 7 15 94  off off VI 2 7 15 94  off
VO 1 3 7 47  off off VO 2 3 7 47  off

PucyHok 86. CmpaHuuya 0nsi Hacmpouku ¢yHkuuu WMM.
B cumcreme 3ajmaHpl  Bce HEOOXOAWMMBIE HapaMeTphl  JUid ki WMM. He

u PECKOMCHAYCTCA MCHATH HACT [QOﬁKH, OMPEACJICHHBIC MO YMOJYAHUIO.

Oynkuus WMM no3Bosisier Ha3HAa4YaTh MPUOPUTETHI ISl YeThIpeX Karteropui poctyna (Access
Category, AC):
*  BK (Background, ¢honoswiii pescum) — Tpaduk ¢ HU3KUM MIPHOPUTETOM (3a7aHUS HA 11€YaTh,
3arpyska ¢aiisos, np.);

* BE (Best Effort, nyuuee kauecmeo u3z 603m02cH020) — TpahuK OT YCTapEBIIUX YCTPOWCTB

WM YCTPOMCTB U MPHUIIOKEHUH, KOTOPbIE HE MOAACPKUBAIOT PYHKIHIO QOS;
* VI (Video, nepeoaua suoeo);
* VO (Voice, nepeoaua 2onoca).

[TapameTphl KaTeropuii JOCTyNa ONMpPEAEIeHbl KaK JJIsl CaMOro MapuipyTu3aropa (B paszuene ToykKa
[OCTYNa), Tak U Juisi OCCIPOBOIHBIX YCTPOUCTB, TOAKIFOYCHHBIX K HeMY (B paznene CTaHUuMA).
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PyKOBO,ElCTBO nonb3oBarens

HacTtpoika mapwpyTtusaTopa

YTo0OBl HM3MEHHTH napaMeTpsbl KakoM-Tn00 KaTeropnuun JaO0CTylIa, BBI6epI/ITe COOTBCTCTBYIOIIYHO
CTPOKY M HAXMHUTE JICBYIO KHOIIKY MBIIIH. B OTKPBIBHIEMCA OKHE H3MCHHUTC H606XO,I[I/IMBIG

apaMeTpBhl.

PE,an(TM poBaHWe

TOYKWM gocTyna: Best
Effort

ATFSMN*=

CWMin

15 T

CWMax

63 -

TXOP*

I ACM

® Ack

COXPAHMTE 3AKPBITE

PucyHok 87. OkHo Ot usmeHeHus1 napamempos chyHkuyuu WMM.

MapameTp OnucaHwue

AIFSN

Arbitrary  Inter-Frame  Space  Number —  koaghguyuenm
NePeMeHH020 MeNHCKAOPOB020 UHMEPBAIA.

OTOT mapaMmeTp BJMSET Ha BPEMEHHYIO 3aJ€pKKy JUIsl JTaHHOM
KaTeropuu AocTyna. YeMm MeHbIe 3HAUYEHUE JAHHOTO MapameTpa,
TEM BBIILIE IPUOPUTET KATETOPUH TOCTYIIA.

CWMin/CWMax

Contention Window Minimum — MUHUMAIbHLLIL pasmep OKHA
KOHKYPEHMHO020 00Cmyna.

Contention Window Maximum — MmaxcumanivHulll pamep OKHA
KOHKYPEeHMHO020 00Cmynd.

DTH mapaMeTphbl BIHMSAIOT HA BPEMEHHYIO 3aJCPXKKy IS TaHHOM
kateropun jaoctyna. 3Hadenue mnoss CWMax He nomxHO OBITH
menblie 3HaueHus monss CWMin. Uem MeHble pasHUIlA MEXITy
sgavenueM nons CWMax u 3nauenuem noins CWMin, tem Beime
NPUOPHUTET KATETOPUH JOCTYIIA.

TXOP

Transmission Opportunity — 803MONCHOCIMb NEPedaiy OAHHbIX.

Uem OoJbllle 3HaYEHUE AAHHOTO MapameTpa, TEM BbIIIE IPHOPUTET
KaTeropuu JA0CTyna.
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PykoBOACTBO Monb3oBaTens HacTtpoiika mapwpyTusaTopa

MapameTp OnucaHwue

Admission Control Mandatory — obs3amenvhbiii KOHMPOIL OONYCKA.

ACM Ecnmu mepexirouarenb COBUHYT BIIPABO, YCTPOMCTBO HE MOXKET
WCTIOJIb30BaTh JAHHYIO KaTeTOPHIO TOCTYTIA.
Acknowledgment — noomeepoicoenue npuema.
Peakiusi Ha 3ampochl OTKIMKAa BO BpeMs IepeJaddl JaHHBIX.
OTtoOpaskaeTcst TOJBKO B pa3zierniec TOYKa AocTyna.

ACK

Eciu MEPCKI0YATC]Ib CABUHYT BJICBO, MAPIIPYTU3ATOP OTBCYACT HA
3aIIpOCHhI.

Ecmmn MNEpeKIoYaTesib CABHUHYT BIIPpAaBO, MAapmpyTHU3aTop HE
OTBEYACT HA 3aIlIPpOCHI.

Haxxmute kHonnky COXPAHUTD.

Yro0Ob! oTKIII0UNTh ByHKIIMIO WMM, caBrHbBTE nepekiodaresis BKNHOYMTB BieBo.
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KnueHT

Ha crpanutie Wi-Fi / KnneHT Bbl MokeTe HAacTpOWTH YCTPOMCTBO B KadeCTBE KJIMEHTa IS
TIOJIKJTFOYCHHUST K OSCIIPOBOIHOM TOYKE JOCTYIA WU K CETH OSCIPOBOIHOTO MHTEPHET-TpOBaliepa
(WISP). [Jns mwactpoiiku pauanazoHa 2,4 1Tn wmm awanmazona S 1T mepelimure Ha
COOTBETCTBYIOIIYIO BKJIAQJIKY.

( WMHdopmauwma o cucteme

2.4GHz

® sxiowTs
@ Bewars 6ecnpoeogHyto ceTh 2.4 Ty

MoaxnyeHne K CeTh

BuifpaTk ceTk U3 CnMcKa -

becn POBOAHbIE CETK O6HOBMTL CINCOK
mA ceTn (S51D) Kanan Hacrpoitkw DesonacHocTv YpoBeHb cUrHana
GoodLine-1314 13 [WPA-PSK/WPA2-PSK mixed] [AES] atlloo%

DIR-815-4411 1 [WPA2-PSK] [AES] atllioos

PucyHok 88. CmpaHuuya 0nsi HacmpoUKu Mapuwpymu3amopa 8 Ka4ecmee KrueHma.

YTo0BI HAaCTPOUTH YCTPOﬁCTBO B KQUCCTBC KIIMCHTA, CABUHBTC NCPCKIIOYATCIIb Bknouutb BIIpaBoO.
HpI/I 9TOM Ha CTpaHUIIC 0T06pa>1<a}0Tc;1 CJICAYIOMIUC SJICMCHTBI:

MapameTp OnucaHue

Bewatb 6ecnpoBoaHyto| Eciu mepexiouaresib CIBUHYT BIEBO, YCTPOMCTBA HE MOTYT

cetb 2.4 1I1Ty/ nogmodateesi k- Wi-Fi-cetm  mapmpyrtuzatopa. [lpm  stom
BewaTtb 6ecnpoBOAHYIO| MapuIpyTH3aTOP MOXKET MOJKIIYATHCS K JAPYroi TOYKE JOCTYyIa B
cetb 51T/ kauectBe Wi-Fi-kineHra.

MopxkntoyeHue K cetn | Crioco0 NMOAKIIIOYEHUS K IPYTOi TOYKE JOCTYTIA.

B pasnene BecnpoBoAHble CeTU 0TOOpa)kaeTCs CIUCOK JOCTYIHBIX OECIPOBOIHBIX CETEH.
YroObl Ha cTpaHule oToOpa3uiIach camas akTyalibHas MH(GOpMAUs O JTOCTYIHBIX OECIPOBOIHBIX
ceTsix, HaxmuTe KHonky OGHOBUTb CMMUCOK.

YroObl NOAKIIOYUTECS K KaKOM-T1MOO CeTH M3 CHMCKA, BBIAETUTE HEoOXonumyro ceTb. CIBUHBTE
nepexioyarens [JononHUTeNbHbIE NapamMeTpbl BIIpaBo, 4TOOBI B OKHE OTOOpa3miach Ooiee
nojpoOHast HMHpOpPMAIMs O CEeTH, K KOTOpOM MOAKIouYaeTcs MapuipyTtusarop. Ecmm  ans
NOJIKJIIOYEHUSI K ATOM CETH HYKEH Mapojib, BBEAUTE €r0 B COOTBETCTBYMoLlee mose. Haxmwure

knonky MOAKIMIOYUTBCA.
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UYroObl MOAKIIOUMTHCS K CKPBITOH CETH, B packphiBaromiemcs crrcke [NoaknroyeHue K ceTtu
BbIOepuTe 3HaucHe MOAKMIOYUTLCA K CKPbITOM CeTU. Beeaurte HaszBanue cetu B moje Ums
cetn (SSID). Eciu neobxomumo, 3amonuute noine BSSID. 3arem BbiOepuTe HEOOXOIUMBIN THII
ayrentudukanuu B crcke CeTeBas ayTeHTUMKaums.

Jns tunoB cereBoii ayrentudukann Open, WEP-64 u WEP-128 na crpanuiie otro6paxarorcst
CIIE/TyFOIIIHE HACTPOMKH:

MapameTp OnucaHue

Tonvko ons muna aymenmugurayuu Open.

YroOsl aKTUBUPOBATh WEP-mudposanue, C/IBUHbTE
Bxnounte nepeKIoYaTeb BIpaBo. [Ipu 3TOM Ha CTpaHUIE OTOOPaXKAKOTCS
wudposaHne WEP packpeiBaromiecs cruckd Tun WEP-wundpoBaHna u Homep
KJ1lo4a no ymorn4aHuio, nepexiodaresis Knoy wungpposaHus
WEP kak HEX u detsipe mons Krntou wmncposaHusa WEP.

Tonvko onsa muna aymenmugpuxayuu Open.
Tun WEP-mmdposanus ¢ qunoii 64 i 128 Our.

Tun WEP-wudposaHus Bribepure 3nauenne WEP-64, uTo0b! 3amaBath Kitoud JIMHOW 5
ASCII-cumBonos uinu 10 HEX-cumBomnos.

Bribepure 3nauenne WEP-128, uro6s1 3agaBate kimoun anuHOM 13
ASCII-cumBonos unu 26 HEX-cumBosos.

Howmep kntoya no Homep xmtoua (ot 1-ro g0 4-ro), KOTOpbIi OyIEeT MCHOJIB30BATHCS
yMon4yaHuio s WEP-mmmudpoBanus.
Knrou wudcposaHusn CnBuHbTe [IEPEKIIIOUaTEh BIIPaBo, YTOOBI 3a/1aTh
WEP kak HEX MIECTHAIIATCPUIHOE YHCIIO B KAYECTBE KITFOUA JIJIS I (DPOBAHHUS.

Kmoun anss WEP-mmdpoanus. [Ipu mmdpoBaHun HCHONB3YeTCS
KJIF0Y, HOMEp KOTOPOTO yKa3aH B packpeiBatoiieMcs criimcke Homep
Krnto4ya no ymonyaHuio. Heo0xoanmMo 3arogHUTh BCe MOJIS.

Knwou wndcgppoBaHus
(1-4)

Jlnst tunoB cereBoit ayrentudukainn WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHMIIE OTOOPAXKAIOTCS CIACAYOIINE TTOJISL:

MapameTp OnucaHue

Maponb PSK [Mapone nas WPA-mmdposanus.

Tun wudpoBaHus Mexanusm mmdpposanus: TKIP, AES nin TKIP+AES.

[Mocne 3aganus napamerpoB Haxmute knonky MTPUMEHUTD.

[lpu moxakmoueHNH K OecTpOBOAHONW Touke AocTyna kKaHan OecmpoBoanoit cetn DIR-806A
ABTOMATUYCCKHU MCPCKIIOUYUTCA HAa KaHall 9TOM TOYKH AocTyna.

B ciydae ycnemrHoro moJKIIOYEHHUsT CTPOKA CETH, K KOTOPOM MOJKIIOUEH MapIpyTU3aTop, Oyaer
BbIJIeTICHA TOTYOBIM I[BETOM.
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Ecnu Be1 nmogkimtouaeTech k ceTu 6ecnipoBogHOro nHTepHEeT-nipoBaitnepa (WISP), mociie HacTpoiiku
YCTPOICTBa B KauecTBE KJIMEHTa HeoOxomumo co3fgat WAN-coeuHEHHE ¢ COOTBETCTBYIOIIUMU
napametpamu st uatepdeiica WiFiClient24ghz s nuanaszone 2,4 I'T'n unin WiFiClient5ghz s
nuarmazone 5 I'To.
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N ONOJIHUTENIbHO

Ha crpanune paszgena Wi-Fi / [JononHMTeNbHO Bbl MoXeTe ONPEaCTUTh JOMOJHUTEIbHBIC
napameTpsl, BiMsOLIMEe Ha pabory Bamelt OecripoBomHoi cetu. s HAacTpoiKu auanasoHa
2,4 I'T'u mnmn nuanaszona 5 I'T'n nepeitante Ha COOTBETCTBYIONIYIO BKIIAKY.

Uzmenenus napamMeTpoB Ha JaHHOMU CTPAHUIIC MOI'YT OKa3aTb HCTAaTHBHOC BJWAHHWC Ha

B  Bamy 6ecripoOBOJHVIO CETb.

¢ OCHOBHbIE HACTPOMKY JononHutensHo

WwpwHa kaxana Beacon nepuog*®

40MHz - 100
TX MOWHOCTE RTS nopor#
100 - 2347
BG sawmTa Frag nopor®
Auto - 2346
Short GI DTIM nepuog*
Brniounts A 1
S 3anpeTuTb MyNbTWKECT Station Keep Alive*

0

PucyHok 89. CmpaHuya dornosiHumesibHbIX Hacmpoek 011 6ecripogodHoUl cemu.
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Ha CTpaHUIEC MPEACTABIICHBI CICAYIOMIUC SJICMCHTBI:

MapameTp OnucaHue

[lupuna xanana s ycrpoiicts crangapra 802.11n B auamnazone
2,4 I'Tu (Brianka 2.4GHz).

20MHz - xmuenthl crangapra 802.11n pabGoraroT Ha KaHajgax
mpuHoi 20 MI'm.

40MHz - xmentel cranmapra 802.11n paboraroT Ha KaHaJIax
mupuHon 40 MTI'n.

20/40MHz - — wiments! ctangapta 802.11n paboTaroT Ha KaHalax
mupuHOor 20 Ml wmm 40 Ml (kanan oObeguHSETCS C
MPEANMICCTBYIOIUM CMEKHBIM KaHAJIOM).

20/40MHz + — ximents cragaapra 802.11n paboTaroT Ha KaHagax
LLUnpuHa kaHana .
mupunot 20 MIm wimm 40 MI'nm (kaHan oObenuHSETCS €O

CJICOAYIOINM CMCXKHBIM KaHaJIOM).

[[Iupuna kanana mag ycrporctB ctanpapra 802.11n u 802.11ac B
muamnasone 5 I'T (Bknaaka S5GHz).

20MHz — wments crangapra 802.11n u 802.11ac pabGoratoT Ha
KaHanax mupuHoit 20 MI'.

40MHz - xmentsl crangapra 802.11n u 802.11ac pabotaroT Ha
KaHanax mupunon 40 MI .

80MHz — xmments cranmapra 802.1lac paboTaloT Ha KaHajax
mpunon 80 MI'm.

TX MoLWHOCTb MotHOCTb nepeaaTyuka (B MpoLeHTax).

Hocmynno na éxnaoke 2.4GHz.

OyHKIMS 3amUThl  ycTpodcTB cranmapta 802.11b u 802.11g
WCTIONIB3YeTCS JJISI YMEHBIICHHSI KOJMUYECTBAa KOH(MIMKTOB MEXKITY
ycTpoiictBamu Baineit 6ecripoBoaHO# ceTu.

Bo3moxHbIE 3HAYEHUA:

Auto - (QyHKIUS 3amUTBl  BKIFOYACTCS W BBIKIIOYACTCS
BG sawura aBTOMATUYECKU B 3aBUCUMOCTHU OT COCTOSIHUS CETH (pPEKOMEHAYeTCH,
eciu B Bamelt cetm ectb ycrpoiictBa crangapra 802.11b u
ycTpoiicTBa crangapra 802.11g),

Always On — (yHKIusS 3aIIMTHI BCET/ia aKTHBHA (Takasi HaCTpOMKa
MOXET CYIIECTBEHHO CHU3UTh MPOU3BOAUTEILHOCTh OECIIPOBOIHON
CeTH),

Always Off — (yHKIus 3amMThI BCeria HeaKTHBHA.
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MapameTp OnucaHue

3amuTHRIA MHTEpBan (B HaHOCeKyHAax). JlaHHbBI mapamerp

OTpeieNsIeT MHTEPBAI MEXIy CHMBOJIAMH, TEPEIaBACMBIMH TIPU
B3aUMOJICHCTBUU MaplIpyTa3aropa c OeCcTIpOBOAHBIMU
YCTpOHCTBaMHU.

BKROYMTL — MapumipyTHU3aTtop HUCHOIb3yeT KOPOTKHHA 3alldTHBIN
UHTEpPBAJ, MPONOJKUTEIBHOCTh KOoTOporo cocrasisier 400 Hc.
Short GI Tonmpko  mnms pexumoB  paboThl  OeclpoBOAHON  ceTw,
nopaepxuBatomux crangapt 802.11n unm 802.11ac (cMm. 3HaueHue
packpbiBaromerocs criucka becnpoBoAHON PeXUM Ha cTpaHuile
Wi-Fi / OCHOBHbIe HaCTPOMKN).

3anpeTUTb — MapuIpyTH3aTOp  KCIHONB3YeT  CTaHIAPTHBIN
3alUTHBIA MHTEpBaj, MPOJOKUTEIBHOCTE KOTOPOTO COCTABIISET
800 He.

CIOBUHBTE  MEPEKNIIOYaTeNlb  BIIPABO, 9ToObl  3aNpeTUTh
MHOTO3JIPECHYI0 pacchuiKy (multicast) myms OecrpoBOAHON ceTh
Mapuipytuzatopa. CHOBUHBTE MEpPEKIOYaTeNb  BICBO, YTOOBI
3anpeTuTb MyfnbTUKacT :

paspemuth mnpueMm multicast-rpaduka ¢ WAN-coennHeHUS,
BeienienHoro B pasgene IGMP  na crpanmine Hactpowmka

coeanHeHun /| WAN.

WuTepBas (B MMJUIMCEKYHJAaX) MEXIY OTIPABKOW IAKETOB JUIs

Beacon nepuop .
CUHXpPOHHU3allU 6eCHpOBO,I[HOI/I CCTHU.

MuHnumanbHbIil pasmep makera (B OaiTax), Ui KOTOPOro OynmeT

RTS nopor
P nepenaBarbest RTS-kazp.

MaxkcuManbHbIif  pazMep  HepparMeHTHpPyeMoro  (HEIAEITHUMOro)
Frag nopor nakera (B Oaiftax). Ilakersl Gosbliero pasmepa (pparMeHTUPYIOTCS
(pa30uBarOTCs HA YaCTH).

Ilepuon Bpemenu (B cekyHOax) Mexay ornpaBkod DTIM-
cooOuieHust (YBEJJOMIIEHUSI O TOCJEIYIOLIeH IHMPOKOBEIIaTeIbHON
DTIM nepvon wenwst (ysen ‘ /UVTOTIEH THHPOKOBELL :

(broadcast) wim rpynmoBoii (multicast) mepemaue) u mnepenayeit

JaHHBIX.

WutepBan (B CeKyHIax) MEXKAy MPOBEPKAaMH aKTHBHOCTH
Station Keep Alive 0eCIIpOBOHBIX YCTPOMCTB, BXOAAIIMX B JIOKAIbHYIO ceTh. Eciu
3a7aHo 3HaueHue 0, MpoBEpKa HE BHIOIHSIETCS.

[Mocne nzmenenus napamerpos Haxxmute kHonky MPUMEHUTD.
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MAC-cpunbTp

Ha crpanune Wi-Fi / MAC-cpunbTp Ber Mmokete onpenenuts crimcok MAC-aapecoB yCTpOHCTB,
KOTOpbIe OyIyT MMETh OOCTYH K OecmpoBOmHOW ceTd, nub0 3amate MAC-aapeca ycCTpOICTB,
KOTOPBIE HE CMOTYT MOJKIIFOYATHCS K HEH.

¢ OcHoBHble HacTpoiikn MAC-¢umnbTp
2.4TTy, 5TITy,
DIR-XXXX-2022 DIR-XXXX-5G-2022

OTKNHOYEHD OTKNHYEHD

He coszgaHo HW ogHoro npasBuna ans MAC-punsTpos

Bl MOXeTe ,-J,C"jCBl'TI: CEQE Nepeoe NPaenno Yepes COOTEETCTEYHILUYHY QOpMY

OOBABUTE

PucyHok 90. CmpaHuua 0ns Hacmpolku MAC-¢unbmpa 0nisi 6ecripogodHoli cemu.
[To ymomyanuio MAC-puiabTp OTKIIIOUEH.

YToOBI OTKPBITH OECIIPOBOIHYI0 OCHOBHYO HITH JOTOJHUTEIIBHYIO CETh OJTHOTO M3 JUANa30HOB JIJIs
YCTPOMCTB, aapeca KOTOPBIX yKa3aHbl Ha JaHHOW CTpPaHHUIC, W 3aKpPBITh €€ IS BCEX APYTHX
YCTPOWCTB, B paslielie, COOTBETCTBYIOIIEM 3Tomy nuanazony (2.4 Ty wm 5 I'Tw), Beigenure
CTPOKY CETH M Ha)XMHTE JICBYIO KHOIIKY MBIIINA. B OTKpBIBIIEMCS OKHE CIABHHBTE MEPCKIIIOYATEIh
Bknountb MAC-¢unbTp Brpaso. Ilpu 3T0M 0TOOpa3suTCss pacKphIBAIOMIUICS CIUCOK PeXum
orpaHnyeHnn MAC-cunbTpa. Bribepute 3HaueHue Paspewarb W HaXMHTE KHOTKY
COXPAHUTD.

YToObl 3aKpBITh OCCIPOBOAHYIO CETh ISl YCTPOMCTB, ajpeca KOTOPBIX YKa3aHbl Ha JIaHHOMN
CTpaHHWIle, B pacKpbiBamomeMcs crnucke Pexum orpaHnyeHun MAC-cunbTpa BbizenuTe
3HaueHue 3anpeLwartb 1 Haxmure kHonky COXPAHUTD.

Haxwmure kHoniky JJOBABWUTb, uto0b1 106aBuTh npasuio ais MAC-duibrpa.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750

PyKOBO,ElCTBO nonb3oBarens

HacTtpoika mapwpyTtusaTopa

JobaBneHuwe npaBuna X

YaCTOTHLIA AManazoH
24TTy -
5510
DIR-XXXX-2022 -
Ana gannoit cetin MAC-QuasTps! oTKIOYEHS!

1AC-agpec*

I T| CTB

. Braruunts

COXPAHWTE

PucyHok 91. OkHo Onis dobasneHus npasuna MAC-gunbmpa.

Bbl MOkeTe 3a1aTh cieyIonuye napaMmeTphl:

MapameTp OnucaHue

YacToTHbIN AMana3oH

B packpsiBaroiemMcst Criucke BbIOEpHUTE AMANa30H OECTpOBOIHON
CETH.

BecnipoBogHas ceTh, IS KOTOpOW OyleT JeWCTBOBATh JIAaHHOE

SSID npaBuiio. Beibepute HEOOX0qMMOE 3HAYCHHE B PACKPBIBAOILIEMCS
CIIHCKE.
BBemute B moime MAC-aapec ycTpolcTBa, IS KOTOPOIO OymeT
MAC-agpec pee yeTp P Y

JIEMCTBOBATh 3aJJaHHBIN PEKUM OI'PaHUYCHUI.

MUma yctponcrtea

HasBanme yctpoiictBa st ymoOHOU wumeHTHUKAaUU. MoxkeT
OBITH TIPOU3BOJIHHBIM.

Bknountb

Ecnm mepexnrodarens CABUHYT BIIPaBO, NPABWIO AKTHBHO.

CI[BI/IHI)TC MEPCKI0YaTC]Ib  BJICBO, CCJIM XOTHUTC OTKIIOYWUTH

JaHHOC IIpaBHJIO.

[Mocne 3amanust HeOOX0MMBIX apameTpoB HaxkmuTe KHolky COXPAHUTD.

YroObl HM3MEHUTHh TapamMeTpbl CYIIECTBYIOIIETO NpaBwia, B pasaene POURbTPLI BwIOEpHUTE
HEOoOXOMMOE TPABHJIO M HAXKMHUTE JIEBYIO KHOMKY MBIIK. B OTKpBIBIIEMCS OKHE H3MEHHTE

HacTpoiiku u Haxxmute kHoky COXPAHUTD.

UroObl ymanuTh Kakoe-au00 MpaBUIIO C JAHHOW CTPaHUIBl, B paszaeie PUNBTPbl YCTAHOBUTE
(1KoK, pacIioIOKEHHBIH CIIeBa OT COOTBETCTBYIOIIETO MTPAaBHJiIA, U HAKMHUTE KHOTIKY YAAanUTb.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
PykoBoacTBo nonb3oBarens HacTpovika maplupyTusaTtopa

HononHumenbHoO

B nanHoM pasnene MeHI0 mpeacTaBieHa paclIUpeHHasi BEPCUSl HACTPOEK MapIIpyTU3aTtopa. 31eCh
Br1 moxkeTe:

* cosaarb rpynnsl noptoB st VLAN-cerei;
* 1100aBUTH CEpBEPHI UMEH;

* HACTPOWTH ABTOCOIJIACOBAHHME WIIM BPYYHYIO HACTPOHUTH CKOPOCTh M PEXKHUM AyIUIEKCa s
kaxpaoro Ethernet-mopra mapiipytusaropa;

*  HACTPOUTH (PYHKIUIO YBEIOMIICHUS O IPUUMHE OTCYTCTBUSI HHTEPHET-COCTUHEHHUS;
* HactpouTh DDNS-cepBuc;

*  OIpENeIUTh CTATUUECKHE MapIIPYTHI;

* Hactpoutb kiueHTa TR-069;

*  CcOo37aTh NMpaBWiIa yIAJICHHOTO JOCTyIa K web-unrepdericy;

*  pa3pemmuTh ucnoias3oBanue nportokona UPnP IGD;

*  aKTUBHUPOBATh BCTpOoeHHOE npunoxenue UDPXY;

* pa3spemMTh MapLIPyTU3aTopy ucnoib3oBare mnportokonsl IGMP, RTSP, akrtuupoBars
mexanusM SIP ALG u ¢ynxiuu PPPoE/PPTP/L2TP/IPsec pass through;

* Hactpouth VPN-TyHHENH, paboTaromye mo nmpoTtokony IPsec.
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DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750

PykoBOACTBO Monb3oBaTens HacTtpoiika mapwpyTusaTopa

VLAN

Ha crpanune flononHutensbHo / VLAN Bel MmoxeTe co3aaBath U peIaKTHPOBATh IPYIIIBI TOPTOB
Juis BupTyanbHbix cereil (VLAN).

[To ymon4aHuio B cucTeMe MapIIpyTU3aTopa CO3/1aHO 2 TPYIIIBI IOPTOB.
* lan — qis LAN-unrepdeiica, comepkut mopthl 1-4. Bbl He MOXeTe ymaiuTh TaHHYIO
rpymimy.
* wan — mis WAN-unrepdeiica, cogepkut noptr INTERNET. Brl Moxere penakTupoBaTh

JAHHYIO TPYIILy WIH YIAJIHUTH €€.

¢ MAC-¢unbTp

Cnwcok VLAN LoBaBuTh

D WMma  Tun HeTernpoBaHHbIe NOPThI TernpoBaHHeIR nopT VLANID  BrawueHo
D lan HeTervpoBanHelil LAN  port1, port2, port3, port4, wifi_2G-1, wifi_5G-1 - - Na

D wan  HeTervpoBaHHbiil NAT — port5 - - la

PucyHok 92. Cmparuya JononHumenbHo / VLAN.

Ecnim  Bel  xotute co3mate rpymmy ¢ KakuMmu-mu0o LAN-mopramMmm  mapuipyrtuzaropa,
NpeBAPUTEIBHO YAAINTE COOTBETCTBYIOIIME 3aMUCcU W3 rpymmbl lan Ha nanHo# crpanune. s
aTOro BeIOepuTe rpymmy lan. Ha otkpeiBiietics crpanuie B pasaeine HetermpoBaHHble NOPThI
CHUMHUTE (DJIAKOK, PACTHOJIOKEHHBIN CcJeBa OT COOTBETCTBYIOUIETO MOPTa, U HAXKMUTE KHOIKY

NMPUMEHUTD.

Yrto0sl co31aTh HOBYIO Tpyrity mopToB aust VLAN, Haxmure kaonky [1l06aBUTDL.

Jo6aBneHue VLAN

HeTernpoBaHHbIe MopThI

O portn

. BrnroyeHo

MpUMeHATs NapaMeTpst 3ol VIAN

N

Bridge -
O

TervpoBaHHble MopThl

port5

Tpynna JoA%Ha CO4epXaTe XoTa Gbl O4MH TEMMPOBaHHLIT nopT

VLAN ID*

Qo3

PucyHok 93. CmpaHuuya co30aHus epynnbi nopmos onsi VLAN.
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Br1 MoxeTe 3a1aTh CJICAYIOIIUC MapaMETPhI:

MapameTp OnucaHue

Uma Ha3Banue rpynnsl HOpToB U1 yA0OHO! HACHTU(DUKAIIMH.

CI[BI/IHBTC ICPCKIOYATCIIb BITpaBo, YTOOBI pPaspCIinTb

BknroyeHo .
HUCIIOJIB30BaAHHUC CO3JaBAaCMOHN prHl'IBI l'IOpTOB.

Tuno VLAN.

HeternpoBaHHbin NAT. [pynma pgaHHOro THMa  SIBJISETCS
BHCIIHMUM COCJMHCHHEM C TPAHCILIIMEH aapecoB; OOBIYHO
UCTIONB3YeTCsl Ul Tepenayd HeTerupoBaHHoro tpaduka. [lpm
BeIOOpe atoro 3uadenus mojae VLAN ID u pasnen TermpoBaHHbIe
NOPTbI He 0TOOpakaroTCs. B crcTeMe MOXeET CyIecTBOBaTh TOIBKO
OJIHA TPYIIIa JAHHOTO THIIA.

TernpoBaHHbIN NAT. ['pynna maHHOrO THIA SIBISETCS BHEUIHUM
Tun COCJIMHEHUEM C TPAHCIIIUEH aJlpecoB; OOBIYHO HCIIONB3YETCS IS
noaktoueHus K cetn  HMuatepHer. BmnocnenctBum  VLAN,
uaeHtudukarop Koropoir ompeaenres B noiae VLAN 1D,
ucronb3yercss s cozgaHust WAN-coenanHeHus: (Ha CTpaHHMIE
Hactpownka coeauHeHun /| WAN). [Ipu BriOope 3TOro 3Ha4YCHUS

pasnen HeTermpoBaHHbIe NOPTbI He 0TOOPaKAETCA.

Bridge. [Ipymma ganHOTO THHA  SBISETCS — MPO3PAYHBIM
COCIMHCHHEM BHYTPEHHEro IOpTa C OJHMM M3 BHEIIHHUX
MOJKJIFOUEHUH; OOBIYHO HCHOJB3YyeTCs s monakiaroueHus [PTV-
MPUCTABOK.

VLAN ID Unentuduxatop VLAN, k KoTOpO#l OymeT mpuBsizaHa co3iaBaemast

rpymma nopTos..

QoS Mertka npuopuTeTa AJis IepeiaBaeMoro Tumna Tpaduka.

B nmanHOM pasnmene oToOpakaroTCsi TOPTHI  MapIIpyTH3aTopa,
JOCTYIHbIE AJIs1 J00aBJIEHUs B TPYIIILY.

HeTermpoBaHHble Jlnst 1o6aBIeHNs KaKoro-JInO0 MOpTa B IPYIITy YCTAaHOBUTE (PIasKOK,
nopThl PacIoJI0XKEHHBIH clIeBa OT COOTBETCTBYIOIIETO MOPTA.

Jns yraneHusl Kakoro-iubo Mmopra U3 Ipymnbl CHUMHUTE (DIaXKOK,
PAcCIIOJIOKEHHBIN CJIEBA OT COOTBETCTBYIOILETO MOPTA.

Bribepute nocTymHOe 3HaueHHE, YTOOBI HA3HAYUTH €r0 UL
TerupoBaHHbIe NOPTbI | co3maBaeMoi  rpymmbl.  Jlnms  3TOro  ycraHoBuTe  (DIIAXKOK,

paCHOJIO)KCHHHﬁ CJICBA OT COOTBCTCTBYIOLICTO MTOPTA.

Haxxmure knonky MPUMEHUTD.
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YT0OBI pelaKTUPOBATh CO3/IaHHY0 Bamu rpyrminy, BEIOEpHTE COOTBETCTBYIOIILYO IPYIINY B TaOJHIIE.
3aTeM Ha OTKpBIBIIEHCS CTpaHUIIE U3MEHUTE TTapaMeTpbl U Haxkmute kHonky TPUMEHUTD.

YroObl yIaduTh CO3JAHHYIO TPYIILy, YCTAaHOBUTE (DIaXKOK CJIeBa OT COOTBETCTBYIOLIEH CTpOKU
TaONUIBI M HAOKMHUTE KHOTIKY YAANUTb.
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DNS

Ha crpanune flononHutTenbHo / DNS Ber moxkere 106aButh B cucteMmy cepBepbl nMeH (DNS-
CepBeEpHI).

< van DNS &
DNS IPv4 DNS IPv6
BpyuHyto I BpyuHyw
® Wnioz no ymonuauio ® UWnio3 no ymonuaHuio

WHTepdeiic WHTEpdeiic

PucyHok 94. Cmparuua fJononHumenbHo / DNS.

DNS-cepBepbl ucnonb3yrotcst it onpeneneHus [P-agpeca mo uMeHH cepBepa BO BHYTPEHHHX
ceTax wiM cetd VHTepHeT (Kak NpaBUJIO, YKa3bIBaIOTCS IPOBAWIEPOM WM Ha3HAYAIOTCS
aJIMHUHHCTPATOPOM CETH).

Bbl MokeTe BpyuHYI 3aaTh ajpeca TaKUX CEPBEPOB HA JIAaHHOW CTPAaHHUIE WIH HACTPOUTH
aBTOMaTU4ECKOE Moiry4eHue aapecoB DNS-cepBepoB OT mpoBaiijiepa mpu yCTaHOBKE COSANHECHUSI.

[Ipu ucnonb3oBanuu BcrpoeHHOoro DHCP-cepBepa Ha3HAUYe€HHE CETEBBIX MapaMeTpoB (B

B 1oM unciic DNS-cepBepoOB) KIHMEHTAM OCYIIECTBIASIETCS aBTOMATHYECKH.

YT0oOBI HACTPOUTH AaBTOMAaTHYECKOE Moy4eHne aapecoB DNS-cepBepoB, CABHHBTE MEPEKITIOYATENb
BpyuHyto BieBo (s npotokona [Pv4 — B pazaene DNS IPv4, s nporokona IPv6 — B paznene
DNS IPv6). 3arem casunbTe nepexitoyarens LN03 no ymonyaHuio sieso u Beioepute WAN-
COEeIMHEHHE, KOTOpOe OyleT HCIOJIb30BAThCS JUII aBTOMATHUECKOro MONydeHus anpecoB DNS-
cepBepoB, B ciicke MHTepdpenc. Ecnu Ber xotute, yT00b MapuipyTuzaTop ucmnoib3oBai WAN-
COCIMHEHHE 0 YMOIYAHHIO JUIs Moiy4eHHs ajpecoB DNS-cepBepoB, COBHHBTEC MEpPEKIHOYATENb
LLinto3 no ymon4yaHutio Brpaso. 3atem Haxmute knonky TIPUMEHUTD.

Yrober 3amath DNS-cepBep BpyuHyr, CIBHHBTE Mepekiodaresi BpPy4Hyr BrpaBo (s
npotokona [IPv4 — B pa3nene DNS IPv4, s npotokona IPv6 — B pasnene DNS IPv6). B paznene
CepBepbl umeH IPv4 un CepBepbl MeH IPv6 naxmure knonky JJOBABUTb CEPBEP u
B orobOpasuBmieiics crtpoke BBemute I[P-ampec DNS-cepBepa. 3areM HaXMUTE KHOIKY
NMPUMEHUTD.

Yro06s1 ynanmute DNS-cepBep co cTpaHHMIbl, HAKMUTE Ha 3Ha40K YAANWUTb (*) B CTpOKe ajpeca, a
3atem Haxxmute kaonky MIPUMEHUTD.
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HacTtpouku noptos

Ha ctpanure JlononHuTenbHo / HacTponKu NOPTOB Bbl MoXKeTe HACTPOHUTH MIIH OTKITIOYHUTH
ABTOCOIJIACOBAHUE CKOPOCTH M PEXKHMMa IYIUIEKCa, a TAK)KE BPYIHYIO HACTPOUTH CKOPOCTh U PEKUM
AyIuiekca st kaxaoro Ethernet-opra mapmpyTtusaropa.

B pexxumMe aBTocoriacoBanusi Bel Takoke MOXKETe BKIIOUUTH WM BBIKIIOUUTH (PYHKILUIO YIIPaBICHUS
MOTOKOM JIaHHBIX. [laHHast QyHKIUS HCTIONb3yeTCs JJIsl pABHOMEPHOTO pacIipe/ielieHHsl Harpy3Ku B
CeTsX MpoBaifiepoB. YTOYHUTE y CBOEro MpoBaiiiepa, TpeOyercs I BKIOYEHHE (DYHKIIUU
YIPaBJIECHUS TOTOKOM.

£ Kongurypauws HaCTpoﬁKM rnoptoe

HacTtpoikn nopToB

Mopt Cratyc ABTOCOMAC0BAHME CxopocTe KoHTpons notoka

LAN1 @ OTKAYEHD BritoyeHo - -
LANZ @ OTnYeHo BrntoueHo - -
LAN3 ® MogknioyeHo BrnwueHo 100M-Full OTKAOYEHD
LAN4 @ OTKAYEHD BrnroueHo - -
WAN @ OToueHo BrntoueHo - -

PucyHok 95. Cmparuuya JononHumensHo / Hacmpoliku nopmoe.

[To ymomuanuto ans kaxnoro Ethernet-mopra mapuipyTusatopa HacTpOEHO aBTOMAaTHYECKOE
COITIACOBAaHME CKOPOCTH, pEXHMMa JAyIuiekca M (YyHKIMH yIpaBieHuss NOTokoM. Eciam Bawm
HEOOXOMMO BpPYUYHYIO HACTPOUTh CKOPOCTh M PEXHM JAyIUIeKCa WM H3MEHHTh HAaCTPOHKHU
ABTOMATHUYECKOTO COTTIACOBaHMSA (CKOPOCTh, PEXKHUM IYTUIEKCA MM BKIIOUYUTH/OTKIIOUATDH (PYHKITHIO
yIpaBJIEHUS IIOTOKOM) IJIsl KAKOr0-TH00 MOpTa, BEIOEPUTE COOTBETCTBYIOIIUI MOPT B TAOIHIIE.

' ABTOMATUYECKOE _COMIACOBAHME JOJHKHO OBITH BKIIFOYEHO HA 00OMX VCTPOMUCTBAX,
B  OpPraHM3YIONINX COCJIMHEHUE.

[Ipy BBIKIFOYCHHOM aBTOMATHYECKOM COLJIACOBAHMU HACTPOWKHM CKOPOCTH M _PEKHMA
OVIUIEKCA JOJDKHBI _ OBITh  OJIMHAKOBBIMU __JUIA  O0OUX  VCTPOWCTB, OPraHU3VIOIIUX

COCAMHCHUCE.
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LAN1 X

CropocTe

auto -

Pexumbl apTocornacoBaHus
® 1oMm-Half

® om-rul
® 100m-Half

® 1o00m-Full

KoHTpo/1b NOTOKA

@ CvmmMeTpUUHBIR KOHTPONE NOTOKA

COXPAHUTE

PucyHok 96. OKHO usMeHeHuUs1 Hacmpoek riopma mapuwpymusamopa.

B OTKPBIBHIEMCS OKHE 3a/:[a1‘/'ITe HeO6XOI[I/IMLIC nmapamMeTpbl:

MapameTp OnucaHue

CkopocTb Pexxum nepenaun JaHHBIX.

BeiOepure 3HaueHne AUtO, YTOOBI BKIIIOYUTH aBTOMAaTHYECKOE
cornacoBanue. IIpu BBIOOpPE 3TOro 3HA4YEHUS] B OKHE HACTPOEK
otoOpakaroTcsi pasziensl  PeXuMbl aBTOCOrnacoBaHuUs u
KoHTponb noToka.

Brioepute 3nauenne 10M-Half, 10M-Full, 100M-Half iz 100M-
Full, uTo0b1 BpyuHYI0 HACTPOUTH CKOPOCTH M PEKUM JyILICKCA IS
BBIOpPAHHOTO TIOpPTA:

* 10M-Half — mepenaya naHHBIX BEOETCS TOJBKO B OJHOM
HalpaBJICHUM B OJJMH MOMEHT BpeMEHH (JIu0o mpuem, JTudo

mepeaaya) € MaKCHMalIbHO  BO3MOXKHOM — CKOPOCTBIO
10 Mowurt/c;

* 10M-Full — nmepegaya maHHBIX BeleTcs B JIBYX
HAINpaBJICHUSIX OJHOBPEMEHHO (IIPUEM M Iepefiada JaHHbIX B
OJWH MOMEHT BpPEMEHHM) C MAaKCHMMaJIbHO BO3MOXKHOM
ckopocTbio 10 Mout/c;

* 100M-Half — nepenaua maHHBIX BeIETCS TOJIBKO B OIHOM
HampaBJICHUH B OJMH MOMEHT BpeMeHH (Tu00 mpuem, JTudo

nepegada) ¢ MaKCHMaJIbHO  BO3MOXKHOW  CKOPOCTBIO
100 Mowurt/c;

. 100M-Full - nmepemaua naHHBIX BemeTcsl B JBYX

HaIpaBICHUSIX OAHOBPEMEHHO (IIpUEM U Iepefada JTaHHBIX B
OOMH MOMEHT BpPEMEHH) C MaKCHMajlbHO BO3MOKHOM
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MapameTp OnucaHue

ckopoctbio 100 Mbut/c.

Pexumbl aBTocornacoBaHus

YToOBl BKIIOYNTH HGO6XO,I[I/IMI>IC PEXUMBI MEPEaAad MaHHbIX, CABHUHBTEC COOTBETCTBYIOIIHC
MEPCKIIOYATCIIN BIIPABO.

KoHTponb noTtoka

CaBuHBTE MeEpeKiIIoyaTeab BIPAaBO, UYTOOBI BKIIOYUTH (PYHKIHUIO
CUMMeTPUYHBIN yIpaBJIEHUS IOTOKOM JUIs [TOPTA.

KOHTPOJIb NOTOKA CIBUHBTE TMEPEKIIOYATeIb BICBO, YTOOBI OTKIIOUUTH (DYHKIIHIO
yIIpaBJIeHUs IIOTOKOM JUIs TIOPTa.

[Tocne 3amanus HeoOxoauMbIX mapameTpoB HakmuTe kHonky COXPAHUTD.

Ecnu Brocieactsun Bam monagoOuTCs 3aaaTh Apyrue mapamerpsl Ui MOPTa MapipyTH3aropa,
BBIOEpUTE OTOT MOPT B Tabimie. B OTKpBIBIIEMCS OKHE M3MEHUTE HEOOXOIUMBIC MapaMeTphl H
Haxxmurte kHonky COXPAHUTD.
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NMepeappecauusn

Ha crpannne [ononHutenbHo / [epeappecaums Bol Moxere BKIIOYNTH (YHKIIUIO
YBEIIOMJICHHUSI O IPUYMHE OTCYTCTBHS HHTEPHET-COCIMHCHUS. YBSIIOMJICHUSI OTOOPAXKAIOTCS B OKHE
Opay3epa npu MOMBITKE 0OPATUTHCS K KAKOMY-THOO CaiiTy B ceTu VIHTEepHET.

¢ Hactpoiikn nopros MNepeagpecayuns

O6Lne HacTpoKK MpyyKrHBI Nepeagpecaunm

@ BxnounTL Nepeagpecaunio @ owvbka pusnyeckoro coeguHeHua
@ vcrpoiicTso He HacTpoeHo
@ OrcyrcTByeT nogknoyeHe

@ O6hosnenve NO

PucyHok 97. CmpaHuuya JononHumensHo / [epeadpecayusi.
Jns Hactpoiiku yBemomsieHud B paznene OOWME HACTPOMKM CIABHHBTE IEPEKITIOYATEIb
Bknountb nepeagpecauuio BmpaBo. 3areM B pasaene [puyYMHBbI nepeapgpecaumm
CIBUHBTE HEOOXOIMMBIE TIEPEKITI0YaTETN BIIPABO.

MapameTp OnucaHwue

MpuuunHbI Nnepeagpecauumn
VYBeOMJICHUSI B ClTydae HEMoJIaJ0K (DU3MYECKOTO COCIUHECHUs (He
Owunbka hmsnyeckoro Y . ¢ (
J—— MOJIKJTFOYCH Kalelnb MpoBaiiiepa, He MOIKIIOYCHO JOTIONHUTEILHOE
YCTPOWCTBO, HEOOXOMMMOE JIJIsl TOCTyTa K ceTh VIHTepHeT).
YcTpoucTBo He YBenoMIJICHHUs B Cllydyae, KOrjia YCTPOUCTBO PabOTaeT ¢ 3aBOJCKUMH
HacTpoOeHo HacCTpOUKamu.
VBenomienuss B ciydae HenoJagok  WAN-coeguHEHUs 110
OTcyTtcTBYeT
yMoiuaHuio (OmmOKa ayTeHTH(UKALWW, HE OTBEYaeT CepBep
noaksno4veHme .
npoBaiiiepa, Jap.)
O6HoBneHue MO VYBenomienus B cirydae oOHOBIeHUs BHyTpeHHero [10 ycTpoiicTsa.

[Tocne 3amanus HeoOXoAUMBIX mapameTpoB HaxkmuTe kHOoKy MPUMEHUTD.

JIist OTKITIOUCHUs YBEAOMIICHHH CIABHHBTE MEepekirodaTens BKNIOYNTL nepeaapecaumio BicBo
u Haxkmute kHonky MPUMEHUTD.
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DDNS

Ha crpanune [lononHutenbHo / DDNS Brr moxere onpenenuts mapamerpsl DDNS-cepBrca,
KOTOPBIN TO3BOJISIET CO3/1aTh COOTBETCTBUE JJOMEHHOT'O HMCHH C AMHAMHUYeCKHMU [P-anpecamu.

< Nepeagpecayys DDNS &

He go6aBneHo HM ogHoro DDNS-cepBuca

Bl MoxeTe 406aB1Tb cB0ii DDNS-CepBKC Yepes CODTEETCTBYHLLY GopMy

OOBABUTE

PucyHok 98. Cmparuua fJononHumensHo / DDNS.

UroOsl nobaButh HOBBI DDNS-cepBuc, Haxxmurte kHonky JJOBABUTD.

Jo6aBneHne DDNS X

WMwma xocta*

DDNS-cepenc®
DLinkDDNS -

Wma nonssosatensa”

Mapons* ®

Meproa obHoBNeHWA (MKH)*

COXPAHWUTL

Pucyrok 99. OkHo dobasneHust Hosoeo DDNS-cepsuca.
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B OTKPBIBHIEMCS OKHE Br1 MoxeTe 3a1aTh CJICAYIOUC MapaMETPhI:

MapameTp OnucaHue

IlomHoe nOMeHHOEe HMS V3JIa, 3apEerUCTPUPOBAHHOE DDNS-
Mma xocTa . ysna, 3ap Tprp y
npoBaiiepa.

DDNS-cepBuc B packpsiBaromemcs crircke Beioepute DDNS-mpoBaiinepa.

Uma nonb3oBaTens Nwmst monw3oBarens nnst aropusaiuu y DDNS-nipoBaitnepa.

Maponk [Tapons nnst aBropmsammu 'y DDNS-npoaiinepa. Haxmure nHa
P 3nauok Moka3aTtb ( @ ), uroObl 0TOOPA3HUTh BBEACHHBIN MAPOJIb.

HurepBan (B MuUHyTax) MEXAy OTIPABKOM HAaHHBIX O BHemnrHeM IP-
NMepnon o6HOBNEHUA p ( yTax) Y p

ajipece MaplLIpyTHU3aTOpa Ha cooTBeTcTBYIOmMMI DDNS-cepBuc.

[Mocne 3aanust HeOOX0MMBIX TapameTpoB HaxkmuTe kKHolky COXPAHUTD.

YroObl 3amarte Jpyrue nmapamerpbl i cymectByromero DDNS-cepBuca,  BbeIOepuTe
COOTBETCTBYIOIIYIO CTPOKY B TaOuuiie. B OTKpBIBIIIEMCSI OKHE U3MEHUTE HEOOXOIMUMBIC MapaMeTphl
u Haxxmute kHonky COXPAHUTD.

YroOsl ypanuth cymectBytonuii DDNS-cepBuc, ycTaHOBUTE (DI1a)KOK ClieBa OT COOTBETCTBYIOIIEH
CTPOKH TaOJUIIBI U HAXMUTE KHOTIKY YAANUTb.
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MapuwpyTusauuna

Ha crpannne [JononHutenbHo / MapwpyTtusaumsa Bel mMoxere [100aBHTh B CHCTEMY
CTAaTUYCCKUC MAapHIPYyThI (MapI_Hp}ITBI K CCTAM, HC IPUCOCANHCHHBIM HCIOCPCACTBCHHO K
YCTPOICTBY, HO IOCTYIIHBIM Y€pe3 €ro UHTepQeiichl).

< DDNs MapLupyTun3saums 4

He co3aaHo HM 04HOT0 MapLUpyTa

Bbl MOXeTe 406aBUTL CBOI NepBbIi MapLIpPYT Yepes COOTEETCTBYHILLYI GopMy

AOBABUTb

PucyHok 100. Cmparuuya JononHumenbHo / Mapwpymu3ayusi.

YT0OBI ONpENIETUT B CHCTEME HOBBIN MapuipyT, Haxmute kHonky JJOBABUTD.

JobaeneHne

MapLipyTa

MpoTokon*

IPv4 v

WHTepdeiic®

ABTOMaTUYECKN

CeTb HazHaJyeHuA*

Macka ceT HazHaueHWA™

LWno3s*

MeTpuka

COXPAHUTb

Pucyrok 101. OkHo GobasrieHusi HO8020 Mapuwipyma.
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B OTKPBIBHIEMCS OKHE Br1 MoxeTe 3a1aTh CJICAYIOUC MapaMETPhI:

MapameTp OnucaHue

MpoTokon [IpoTtokon, KoTOpbIi OyJIET UCIIOIB30BaTh CO3/JaBaeMblii MapUIPYT.
B packpbiBaromemMcsi CHHMCKe yKaXuUTe HHTepdeic (CoequHeHue),
WHTepdelic yepe3 KOTOpbIN OyeT AJOCTyIHa ceTh Ha3HaueHus. B ciydae BbiOopa
P 3HaueHUss ABTOMATUYECKU wuHTepdeiic OymaeT  BBIYHCICH
MapIIpPyTU3aTOPOM Ha OCHOBE JIaHHBIX O IPUCOEIUHEHHBIX CETAX.
Cerb, K KOTOpPOH NpPOMNMCHIBAETCS NAaHHBIM MapuipyT. Bel Moxere
3anarte [Pv4-anpec wim IPv6-anpec.

CeTb Ha3Hau4eHus [Pv6-anpec MOXET OBbITH B ¢dopmare ajgpeca
(2001:db8:1234::1) W agpeca c npeduKcoM
(2001:db8:1234::/64).

Macka cetu Tonvko ona npomoxona IPv4.
HasHa4eHus Macka ceTu, K KOTOPOii IIPOIKMCHIBAETCS JaHHbIA MapIIPYT.
LLrno3 [P-anpec, yepe3 KOTOpBIN JOCTyIIHA CETh HA3HAYCHUS.
MeTouka Merpuka Mmapupyra. Yem MeHbIIE 3HAUYE€HHUE NAHHOIO IIOJISL, TEM
P BBIIIIE IPUOPUTET MapuipyTa. Heobszamenvubviil napamemp.

[Tocne 3amanus HeoOXxoaUMBIX TapameTpoB HaxkmuTe kHOonKy COXPAHUTD.

Uto0OsI 3a1aTh APyTHE MapaMeTPhl ISl CYIIECTBYIOIIETO MapIIPyTa, BBIACIUTE COOTBETCTBYIONIYIO
CTpOKY TaOiuIbl. B OTKpBIBIIEMCS OKHE H3MEHHUTE HEOOXOIUMBIC TTapaMeTphl U HAXKMHUTE KHOTIKY

COXPAHUTD.

UToOBl ymanuTh CYHIECTBYIOUIMN MapuipyT, YCTAaHOBUTE (IaKOK CJIeBa OT COOTBETCTBYIOIICH
CTPOKH TaOJUIIBl M HAKMHTE KHOTIKY YAANUTb.
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KnueHT TR-069

Ha crpanutie [lononHutenbHo / KnmeHT TR-069 Bl MokeTe HACTPOUTH MapIIpyTH3aTOP IS
B3aMMOJIEHCTBUS C yJaJICHHBIM cepBepoM aBTOKoHpUrypauuu (Auto Configuration Server, ACS).

Kinent TR-069 ucnons3yercs 1uist yialeHHOTO HaOI0JeHN 3a paboTON yCTpOWCTBA U YIIpaBIECHUS

HUM.

< MapLpyTnsauus KnneHT TR-069
KnneHT TR-069 HacTponkun onoseLLleHNA
Wrrepdeiic ® BwioueHo

ABTOMATHUECKNIA
WMuTepean (cex)

120
. Brnounts knmeHt TR-069

HacTpoiku cepeepa HacTtpoiku ConnectionRequest
aBTOKOHUrypauum
Mmsa nonsaoeatens
URL-agpec
Mapons
M8 nonsaoeaTens
MopT 3anpoca
8999
Mapons

MyTk 3anpoca

PucyHok 102. Cmpa+uya Hacmpolku knueHma TR-069.

Br1 Moxete 3a4aTh CJICAYIOIIHEC IMapaMCTPhI:

MapameTp OnucaHue

KnueHT TR-069

Wutepdeiic, kotopslii OydeT HCMOJIB30BaTh MapUIpyTU3aTOp IS
B3aUMOJICHCTBUSL ¢ cepBepoM aBTOKoH¢urypamuu. OcraBbTe
UHTepcenc 3HaueHHe ABTOMATUYECKUMN, 4TOOBI YCTPONCTBO CaMO BBIOMPAJIO
uHTepdeiic Ha OCHOBaHMM TaONMIBI MapUIPyTU3ALUU, WU
BEIOCPUTE Ipyroe 3HAUYCHUE, €CIIi 3TOro Tpedyer Bam nposaiimep.

Bkntountb KnueHT TR- | CaBuHbTe nepekiovaTesb BIPaBO, YTOObI BKIIOYUTH KineHTa TR-
069 069.
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MapameTp OnucaHue

Hactpowku onoBelieHus

CaBuHBTE TEpEKIoYaTelb BIPaBO, YTOOBI  MapUIPyTHU3ATOP
BknroyeHo OTHPAaBJsT  OTYeTHl (MHGOpPMALUMI0O 00 YCTPOHCTBE U CETEBYIO
CTaTUCTHKY) CEPBEPY aBTOKOH(PHUTYpAITHH.

UHTepBan 3amaiiTe mepuoa BpeMeHH (B CEKYH/1aXx) MEXTy OTIIPABKON OTYETOB.

Hactpoiku cepBepa aBTOKOHUrypaumm

URL-anpec cepBepa aBTOKOH(MUTypamuu, IHIPEIOCTaBICHHBIN
URL-agpec vIp pBep (urypan pen
MpoBaiiiepom.

Nwms I10JIb30BaTEIs 1A HOJKITFOYEHUS K cepBepy
Mma nonb3oBaTens
aBTOKOH(UTypaIuu.

Maponb [Tapose 1715 TOAKIIIOUEHHS K CepBEPY aBTOKOH(PHUTYpALHH.

HacTtponku ConnectionRequest

Wms monb30BaTenisi, UCIOJIb3YeMOE CEPBEPOM aBTOKOH(HUTYpAIHH
Uma nonb3oBaTens Ui Tepelayd  MapIlIpyTH3aTopy 3ampoca Ha  COCIUHCHHE
(ConnectionRequest).

Maponb [Taponb, ncnonp3yeMblii cepBEpOM aBTOKOH(DUTypaIliu.

[Topt, wucnome3yemblii  cepBepoM  aBTokoHurypauuu. [lo

Mopt 3anpoca YMOJTYAHHMIO 33/1aH opT 8999.

MNMyTb 3anpoca ITyTh, Hcmonb3yeMsblil cEpBEPOM aBTOKOH(UTYpaLIUH.

[Tocie 3amanus HeOOXOAMMBIX TTapameTpoB Haxxmute kHonky MPUMEHUTDb.
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YnaneHHbIX JocTyn

Ha crpanune JononHutensHo /| YAaneHHbIM [OCTyN Bel MoxkeTe co3maTh NpaBuia Ajis
yIAJIEHHOTO AO0CTYyMa K MapuipyTuzatopy. [lo ymonmuaHuio 1OCTyN K MaplipyTU3aTopy U3 BHEIIHEH
cetu 3akpeIT. Eciiu Bam HEoOX0mMMO OTKPBITH AOCTYN K MapUIpyTH3aTOpy M3 BHEIIHEW CeTu —
co3JaiiTe COOTBETCTBYIOLIME PABUIIA.

< Knvent TR-069 YaanéHHblid goctyn

He co3zaHo HM oaHOro NpaBuna A5 yaanéHHoro goctyna

Bl MoxeTe 406aBNTb CBOE NepBoe NpasvAo Yepes COOTBETCTBYIOLLYH dopmMy

AOBABWUTbE

Pucyrok 103. CmpaHuya JononHumensHo / YOaneHHsbIl docmyrn.

Yro0sI co3aTh HOBOE MpaBuiio, Haxxmute kHonky [JJOBABUTD.

JobaBneHuve npasuna X

Bepcua IP

IPv4 v

J© OTKpbITb JOCTYN € Nto6oro
BHeLLHero xocra

IP-agpec*

Macka nogcern*

BHeluHuit nopt®

80

MpoTokon

HTTP -

COXPAHWUTb

PucyHok 104. OkHo dobaeneHus npasurna ydaneHHo20 docmyna.
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B OTKPBIBHIEMCS OKHE Br1 MoxeTe 3a1aTh CJICAYIOUC MapaMETPhI:

MapameTp OnucaHue

Bepcus IP-mporokona, s KOTOpoW OyneT MpUMEHSThCS JTaHHOE
Bepcus IP IIpaBUIIO. Bribepure COOTBETCTBYIOLIEE 3Ha4YeHUe u3
PaCKpBIBAIOLIETOCS CITUCKA.

OTKpbITbL AOCTYN C CaBuHBTE MEPEKITIOYaTeh BIIPABO, YTOOBI Pa3pelIuTh JOCTYH K
noboro BHeLWHero MapIIpyTu3aTopy s jdroooro y3ma. [Ipu stom mons IP-appec u
xocTa Macka noaceTu He oToOpakaroTcs.

V3en umm IIoACCTh, AJId KOTOpOfI AAaHHOC IIPpaBUJIO pPa3peiIacT

IP-appec
Ap noctyn. Bel Moxerte 3anare [Pv4-anpec unu IPv6-aapec.

Tonvko Onst npomoxona IPv4.
Macka noaceTtu
Macka noaceru.

Tonvko 0nst npomoxona I1Pv4.

BHewwHui nopt BHemrHuii mopt MapuipyTtuzaropa. Bel MokeTe yka3aTh TOJIBKO OIWH
TOPT.
IIportoxom, JOCTYIHBIN st TTaJIESHHOT'O TIpaBJICHUSA
MpoTokon P Y y yrp
MapHIpyTH3aTOPOM.

[Tocrne 3aganus HeoOXoqUMBbIX TTapameTpoB Haxkmute kHonky COXPAHUTD.

YtoObl 3amaTh JApyrue mapameTpbl Ui KakKoro-iuOo IMpaBWiia YAAJICHHOTO JOCTYIa, BBIOCPUTE
HEOOXOIMMOE MPABHJIO W HAKMHUTE JICBYIO KHONKY MBIIIH. B OTKPBIBIIEMCS OKHE H3MCHHUTE
HeoOxomuMble mapameTpsl i Haxmute kHonky COXPAHUTD.

Uto0Bl ymaauTh Kakoe-IMOO TPaBWIO YOAICHHOTO JOCTYIa, yCTaHOBUTE (IIaKOK CjeBa OT
COOTBETCTBYIOIICH CTPOKH TAOIUIIBI M HAKMUTE KHONIKY YAANUTb.
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UPnP IGD

Ha ctpanune flononHutenbHo / UPnP IGD Bl Mokere paspemninth HCIoIb30BaHUE POTOKOIIA
UPnP IGD. Mapmpytusarop ucnons3yer nporokon UPnP IGD nns aBromMatmueckod HACTPOMKH
CBOHMX MapaMeTPOB AJIsl CETEBbIX NPUIIOKEHHUH, paboTa KOTOPBIX TpeOyeT BXOIIEe MOJKIIOUCHHUE K
MapuIpyTU3aTopy.

< YaanéHHsliA goctyn UPNnP IGD ™

® BwiounTs

IPv4 I1GD

Mpotokon P BHYTPEHHWIA nopT BHELHWA nopT OnucaHne

PucyHok 105. CmpaHuya fononHumensHo / UPnP IGD.

Ecnu Bbl xoTuTe BpydHyr0 3ajaBaTh BCE IapaMeTpbl, HEOOXOIuMble [UId paboOThl CETEBBIX
HpHJ’IO)KCHHfI, CABUHBTC TNCPCKIHOYATCIIb BK.HI'O‘-IVITI: BJIEBO. 3aTreM nepeﬁzu/ITe Ha CTpaHHUIy
MexceTeBou 3kpaH / BupTtyanbHble cepBepbl U 3aj1aiiTe He0OXOAUMbIE HACTPOHKH.

Ecnn Bel xotuTe paspemuts ucnonb3osanue nportokona UPnP IGD B mapmpytusarope, ciBUHbTE
nepekiouarer BKNHOUYNTB Bripaso.

[lpn wucnonb30BaHUM MPOTOKOJA HA CTPAHUIE OTOOPAKAIOTCA IapaMeTphl MapIIpyTU3aTopa,
HACTPOCHHBIC aBTOMATHYECKU:

MapameTp OnucaHue

MpoTokon [IpoTokon oOMeHa ceTeBbIMU aKETaMH.

IP IP-aapec kiMeHTa, HAXOIAIIETOCS B JOKAIBHOMN CETH.

ITopt IP-agpeca kinueHTa, Ha KOTOpBIA OyZleT HepeaapecOBHIBATHCS

BHyTpeHHUI nopT
TpaduK ¢ BHEIIHETO MOPTa MapILIPyTU3ATOPA.

Bremnuit mopr Mapuipytusatopa, TpaduK ¢ KOTOporo Oyzaer

BHewHMM nopT
nepeaapeCoOBbIBATLCA HA IP-az[pec KIJIMCHTA.

OnucaHue WNudopmarus, nepenaBaemas KIMEHTCKAM CETEBBIM MPUIIOKEHUEM.
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UDPXY

Ha crpanune [ononHutenbHo / UDPXY Brl Mokere paspemuts MapuipyTH3aTopy
ucnonb3oBark BcrpoeHHoe npuinoxenue UDPXY. Ilpunoxenne UDPXY npeo6pazossiBaer UDP-
tpadux B HTTP-Tpaduk. D10 mpuiiokeHHe MO3BOJIAET MOJIYUYUTH JOCTYN K MOTOKOBOMY BHJIEO
YCTpOMCTBaM, KOTOpbIE HE MOT'YT IPUHUMATH IIHpoKoBemmarenbabie UDP-nnoToku.

dluua o cncreme

UDPXY - cepeeprHoe npuioxerine (daemon) Ana nepejavyn JaHHsix
M3 CETEBOrO 10TOKA MyALTUKACT KaKana (Beljaemoro no UDFP) 8
HTTP coejquHeHmne 3anpalinBatolLero KameHTa.

BHumMaHme! UDPXY HecoBmMecTiM ¢ IGMP-Proxy (IPTV). Mpu
BK/MHOYEHIN JJAHHOTO gyHKIUMOHANa NOANACKE HA kaHabl IPTV
MOXET OCYLYECTBAATLCA TOABKO Yepes UDPXY,

® Bwiounts
C?'paﬁﬂua craryca npunoxXeHuA JOCTynNHa Mo cCblike CTaTyc

Mopt*
4022

Pazmep Bydepa ana BXOAALLWX AaHHBIXT

131071

Pazmep bydepa gaHHEX JNA Nepejaun KIMeHTy™

4096

MaKCUMaNEHOE KOAUYECTED KIWMEHTOR™

3

NPUMEHWUTb

PucyHok 106. CmpaHuuya JononHumensHo / UDPXY.

UroObl aKTHBUPOBATh TPHIOKEHHE, CIBUHBTEC IMeperiodyare]b BKMOUYMTL Brpaso. Ecnu
npuioKeHne akTuBUpoBaHo, pynkimsa IGMP Proxy aBroMaTndeck OTKJIIOYaeTCsl.

[Tpu 3TOM Ha CTpaHUIIE OTOOPAKAIOTCS CIISTYIOLIHE TTOJIS:

MapameTp OnucaHue

[TopT mMapiipyTH3aTtopa, KOTOpbIi OyAeT HCIONb30BaTh MPUIOKEHNE

Mopr UDPXY.

Pa3mep 6ycepa ans | Pasmep npomexyrodsoro oydepa s IPUHIMACMBIX JaHHBIX.

BXOAALLMX AAHHbIX ITo yMOI4aHHIO YCTAHOBICHO MUHUMAILHOE JJOITYCTUMOE 3HAYCHHE.
Pasmep bydepa Pasmep nmpomexyTodHoro Gydepa Juist mepejaBaeMbIX JTaHHBIX.
AaHHbIX ONSA nepegavun

IIo YMOJYaHUIO YCTAHOBJIICHO MUHHUMAJIBHOC JOIMYCTUMOC 3HAUYCHUC.

KITUEeHTY

CtpaHuua 141 n3 185
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MapameTp OnucaHwue

MakcumanbHoe MakcumanbHOE€ KOJIMYECTBO YCTPOMCTB M3 JIOKAIBHOW CETH
KONMUYeCTBO KIMMEHTOB | MaplupyTH3aTopa, AJig KOTOPBIX OyaeT paboTaTh MPHUIIOKEHHE.

[Tocie 3amanus HeOOXOAMMBIX TapameTpoB HaxxmuTe kHonky MPUMEHUTD.

YtoObI 0OpaTUTHCS K CTPAHUIIE CTAaTyca MPUIIOKEHUS, HAKMUTE CChUIKY CTaTyC.

udpxy status:

Server Process ID | Accepting clients on | Multicast address | Active clients
2443 192.168.0.1:4022 202.2541.2 0

Reskart

Available HTTP requests:

Request template Function
hitp://address portiudpimcast_addrmport’ | Relay multicast traffic from mecast_addr:mport
hitp://address:portistatus/ Display udpxy status
hitp://addres s portirestart/ Restart udpxy

udpxy v. 1.0 (Build 23) standard - [Thu Jan 1 00:31:30 1970]
udpxy and udpxrec are Copyright (C) 2008-2013 Pavel V. Cherenkov and licensed under GNU GPLv3

PucyHok 107. CmpaHuya cmamyca npunoxeHust UDPXY.
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IGMP/ALG/Passthrough

Ha crpanune [HdononHutenbHo / IGMP/ALG/Passthrough Ber moxere paspemmuts
MapuIpyTH3aTopy ucnonb3oBath npoTokonsl IGMP u RTSP, a takke aktuBupoBats MexaHuszm SIP
ALG u pynkauu PPPoE/PPTP/L2TP/IPsec pass through.

[Tporoxon IGMP wucmonw3yercst juisi ynpaBlIeHHs IIHPOKOBEIIATEIbLHBIM TpadukoMm (Tiepenadeit
JAHHBIX TPYIIIIE apecaroB). DTOT IPOTOKOJ MO3BoJseT Oosee 3PpPEeKTUBHO UCIIONIB30BAaTh PECYPChI
CEeTH JIJIsl HEKOTOPBIX NMPUIIOKEHUH, HAIIPUMeEp, JIsl TOTOKOBOTO BUJIEO.

[Ipotokon SIP ucnonb3yercs A OpraHU3alvd, MOIU(PHUKAIMNA U OKOHYAHHUS CEaHCOB CBSI3H. JTOT
IIPOTOKOJI TIO3BOJISIET OCYIIECTBIIATH TeIe(hOHHbIE BBI30BHI Uepe3 ceTh HTepHeT.

ITporokon RTSP ucnons3yercs majis nepegaud MOTOKOBOIO MYJBTUMENNA B PEXUME PEATbHOIO
BPEMEHHU. JTOT MPOTOKOJ MO3BOJISIET HEKOTOPHIM MPHIIOKEHHUSM IMOy4YaTh MOTOKOBOE ayH0/BUICO
u3 cetu MHTepHeT.

Oynkuusi PPPoE pass through mozBomsier PPPoE-kireHTaM KOMITBIOTEpOB U3 JIOKAJTbHOW CETH
noaxirouaTees K cetu MutepHer yepes PPPoE-noaxirouenns mapuipyrusaropa.

Oynkuun PPTP pass through, L2TP pass through u IPsec pass through paspemator
mapuipytuzatopy mnponyckate VPN PPTP-, L2TP- u IPSec-tpaduk, mo3Bossisi KIMEHTaM H3
JIOKaJIbHOM CETH MaplIpyTH3aTOpa YCTAaHABIUBATL COOTBETCTBYIOIIME COCIUHEHHUS C yIAJICHHBIMU
CETSMH.

< uDPxY IGMP/ALG/Passthrough

IGMP J° nNpobpoc PPPOE
IGMPv2 -
Mpo6poc IPsec

SIP Mpobpoc L2TP

® s J© Npo6poc PPTP

PucyHok 108. Cmparuuya fJononHumensHo / IGMP/ALG/Passthrough.

Ha CTpaHUIC MPEACTABJICHLI CJICAYIOMIUC 3JICMCHTBI:

MapameTp OnucaHue

B packpriBatomemMcst crimcke BeiOepuTe Bepcuto mnpotokona [GMP.
Takast HacTpoiika MO3BOJISIET pa3pelnTh mpueM multicast-Tpaduxka c
WAN-coenunenus, Boiaenennoro B pasaene IGMP wa crpanure
Hactpownka coeguHennmn /| WAN.

IGMP
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PykoBoacTBo nonb3oBarerns HacTtpoika mapwpyTtusaTopa
MapameTp OnucaHue
CnBuHbTE EPEKITI0YaTeIb BIIPaBo, YTOOBI pa3pemuTh

ucrnonp3oBanue mnporokona SIP. Takas HacTpoiika m03BOJISET
SIP ucnonb3oBate  Mexanusm  SIP ALG. JlaHHBIE =~ MEXaHU3M
obecnieunBaet npoxoxaeHue VolP-tpaduka dyepes mapmpyrtuzatop,
BBITIOJHAIOLIMI peobpasoBanue ceTeBbix aapecoB (NAT) .

CnBuHbTe  mepekiroyaresb  BIpPaBO,  4TOOBl  pa3pelIuTh

ucnoap3oBanue nportokona RTSP. Takas HacTpoiika mnos3Bosser
RTSP YIPaBIATh MOTOKOM JaHHBIX: BBINOJIHATH IEPEMOTKY IOTOKOBOIO

ayJIMo/BUJIEO0, OCTaHaBJIUBATh u BO300HOBJIATH ero

BOCITPOU3BEICHUE.

CnBuHbTe  mepekiaroyaresb  BIOpPaBO,  4TOOBl  pa3pelIuTh

n PPPoE
pobpoc °o ucnonb3oBanue pynkuun PPPoE pass through.

CaBuHbTE  TeEpeKiIoyaresb  BIOPaBO,  YTOOBI  pa3pelIuTh

Mpobpoc IPsec
poop ucnonb3oBanue pynkuuu IPSec pass through.

Mpo6poc L2TP CaBuHBTE  IEpeKirodaTelb  BIOPaBO,  YTOObl  Pa3pelluTh
ucnonb3opanue Gpynkiuu L2TP pass through.

CaBuHBTE  TEpeKIIoyaresib  BIPaBO,  YTOOBI  pa3pelIuTh

n PPTP
po6poc ucnons3oBanue Gpyaxuuu PPTP pass through.

[Toce 3amanus HeOOXOAMMBIX TTapaMmeTpoB HaxkmuTe kHonky MPUMEHUTDb.

5 Cosnmaiite WAN-coennnenne Ha ctpannne HacTtpomka coeamHeHun / WAN, casunbTe mepeximoudarens SIP
BIpaBo Ha crpauuie fJononHutenbHo / IGMP/ALG/Passthrough, nomxmounte Tenedonnsrii kabems k LAN-
mopty Mapmipyrtusaropa u k IP-temedony. Ha camom IP-tenedone 3amaiite mapamerpsr SIP n HacTpoiite ero Ha
aBTOMaTmueckoe nomyueHue [P-anpeca (B kauectse DHCP-kimenTa).
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IPsec
Ha ctpanune flononHutenbHo / IPsec Bel moxere Hactpouts VPN-TyHHENH, paboTaromiye 1mo

nporokoiy [Psec.
[Psec — 3T0 Habop MPOTOKOJIIOB [JIsi OOECIEYEeHMs 3alUThl JAHHBIX, TepeaaBaeMbix 1o [P-

IIPOTOKOJTY.
< Hauano IPsec
® Briounts

Cnvcok TyHHeneid nyct

Bbl MoxeTe 40BaBWTL CBOM NepBbIi TyHHENb Yepe3 COOTBETCTBYIOLLYIO hopmMy

OOBABWUTb

PucyHok 109. CmpaHuya fJononHumenbHo / IPsec.
Uro0s! paszpemuts [Psec-TyHHEH, CABHHBTE TepeKIoyaTesib BKMHOUYMTD BIpaBo. 3aTeM HaKMUTE

kuHorky JIOBABWUTb, 4t0o0b1 cO31aTh HOBBI TYHHEb.

! HaCTpOI‘/JIKI/I JOJIKHBI OBITH OJIMHAKOBBIMU JIJIA 00oux yCT [201\/’ICTB, OPra’Hr3yromux TYHHCIIb.
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OBwwe HacTpoWKK

JmHamuuecknil [Psec

HizeHTRgMEaTOD

Address -
WHTapdelic

ABTOMATUHECKWIA A
NAT Traversa

Disabled -
Paxan ofuena

Main hd

@ razpewwrs DPD

3agepwsa DAD, cen®
]

Marcinansroe yncno Heyaay DPD*

3

TCP M55

3apaHo Bpy4YHYHD -

PazpelumnTb TRAdUK MEXLY TYHHEAMDYEMBIMU
MOACETAMM

PucyHok 110. CmpaHuua dobasneHus IPsec-myHHernsi. Pa3den Obujue HacmpoUuKu.

BEI MmokeTe 3aaaTh CJICAYIOIIHE IapaMCTPhI:

MapameTp OnucaHwue

O6wme HaCTPOUKMU

CaBuHbTE MEpEKITIOYaTeNb BIPABO, YTOOB! Pa3peIUTh MOIKIIOYSHUE
K MaplpyTu3aTtopy o mpoTtokomy IPsec mms ynmameHHoro ysma c
T00bIM  yOnmMuHBIM  («OenbiM») [P-anpecom. Takyio HacTpouky
MOXHO 3a/aTh TOJBKO Uil OJHOTO TyHHeNs. 3ampochl Ha
COCMHEHUE MO0 TaKOMy TYHHEII0 MOXET IOChIIaTh TOJBKO

OvHamuyeckum IPsec

yIaJICHHBIN y3€lL.

[P-ampec VPN-mumro3za ypanenHoit ceru. llome poctynmHO i
YpnaneHHbIN XocT pEIAaKTHPOBAHUs, €CIH Mepekaouateas [JUHamuyeckun IPsec
CIBUHYT BJIEBO.

Bri6epute crmoco6 naeHTHPUKAIINN yIATCHHOTO y371a U3 CIHCKa:
UpeHTudukartop Address — wientndukanus ynaieHHoro ysia mo [P-agpecy.

FQDN — uaentndukanus yaaaeHHOro y3ia Mo JOMCHHOMY HMEHH.
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MapameTp OnucaHwme

JlokanbHOe 3Ha4YeHue
mnaeHTudukaTopa

BBenute 3HaueHue uaeHTUGUKATOPA.

Knrou Kitrou 1t B3auMHON ayTeHTHU(QHUKAIIMH CTOPOH.

Breibepute WAN-coennHeHne, uyepe3 KOTopoe OyaeT MpOXOIuTh
UHTepdenc TyHHenb. [lpu BbeIOOpe 3HadyeHHss ABTOMATUYECKUA Oyrer
ucrnonb3oBaHo WAN-coeTMHEHHE 110 YMOTYAHHIO.

Oynkmus NAT Traversal obGecneunBaer mnpoxoxkaenne VPN-
Tpaduka depe3 MapIIPyTHU3ATOP, BBHIMOIHSIOMNNA MPeoOpa3oBaHue
cereBbix agpecoB (NAT).

Breioepute 3nauenue Disabled (3anpeweno), urobwr 3ampetuth
UCIIOJIb30BaHUE (YHKITUH.

NAT Traversal Bribepute 3uauenne Enabled (Paspeweno), 4arobbr paspenints
MCIIOJIb30BaHKe (DYHKI[MH, €CIM OHA TMOIECPKUBACTCS YIAICHHBIM
Y3II0M.

Beioepute  3Hauenme  Force  (Ilpumyoumenvno),  9TOOBI
UCTIONIB30BaTh (DYHKIIMIO BCETIA, JIaXKe €CIIM OHA HE TIO/IICPKHBACTCS
YIAJICHHBIM Y3JI0M.

Br16epute pexxumM corinacoBaHUs U3 CIIHCKA:

Main (Ocnosnoti) — pexxum oOecriedrBacT HAWBBICIIMNA YPOBEHBb
0€30MacHOCTH MEXIy COOOINAOIIUMHUCS CTOPOHAMH B MPOIECCE
COIJIaCOBaHMS MPOLIEAYP ayTCHTU(DUKAIIUH.

Pexum obmeHa Base (basoéviti) —  DKCHEPUMEHTAIBHLIA  PEXHM €
IpeIBApUTENBHON ayTeHTH(DUKALIMEN y3IIa.

Aggressive (Aepeccusuwiti) — pexuMm oOecreunBaeT OoJiee
BBICOKYIO CKOpPOCTh pabOThI, TaK KaK OH IPOIYCKAeT HEKOTOPbIC
IIark COTJIACOBAHMUSI MPOIEAYP ayTeHTH()HUKALINY.

CaBuHbBTE  MEpEKIIoYaTeNlb  BIPABoO, 9TOOBl  pa3peluTh
ucnoas3oBanue nporokona DPD nmna manHoro tyHHens. Takas
HACTpOMKa I03BOJIAET IPOBEPUTH COCTOSHUE YOAJIEHHOIO Y3Ja B
TyHHENIE: eclii OOMEH 3almu(ppOBaHHBIMU TMAKETAMH MEXIY
Paspewunts DPD MapuIpyTU3aTOpOM W YAQJICHHBIM  Yy3JIOM  IPEKpamaeTcs,
MapuipyTH3aTop HauuHaeT mnocbuiath DPD-3ampockl ynaneHHomy
y3iy. Eciiu mepekiiodatens CIBUHYT BIIeBO, oyt 3aaepxka DPD
n MakcnmanbHoe uucno Heyaady DPD wemoctymuer miis
pEeNaKTUPOBAHMUS.

[Tepuon BpemMeHH (B CEKyHZax) MEXIy IOMBITKAMHA TPOBEPUTH
3apepxka DPD Y Y
COCTOSIHHE YAAJICHHOTO y3i1a. [1o ymMonuanuto 3a1aHo 3HauYeHue 5.

Ctpanuua 147 n3 185



DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
PykoBoacTBo nonb3oBarens HacTpovika maplupyTusaTtopa

MapameTp OnucaHwme

Komnuectso  DPD-3anpocoB, OTHpaBieHHBIX Uil IPOBEPKH

COCTOSIHMSI YNAJE€HHOTO Yy37la W OCTaBIIuxcs Oe3 orera. [lo
MakcumanbHOe YMCNOo | yMondaHHuio 3anaHo 3HadeHne 3. Ecim y3en He oOTBeyaeT Ha

Heyaay DPD YKa3aHHOE KOJMYECTBO 3alpOCOB, MapUIPYTH3aTop OOpbIBacT
COCIMHEHHE M0 TYHHEIIO, CTUPACT KIIOUM IMH(POBAHUS U 3aHOBO
IBITAETCSl BOCCTAHOBHUTH COENHEHHE.

Maximum Segment Size — maxcumanbHblil pasmep cecmenma nakema
TCP. Jlannplii mapametp BiusgeT Ha pazmep nakera TCP, xotopsrit
OyzneT nepenaBaTbCs OT yIAJIEHHOIO y371a K MapILIpyTH3aTopy.

Ecnu BblgeneHo 3HaueHHMEe J3afaHO BPYUYHYK, Bbel Moxere
TCP MSS A A PYHHY

CaMOCTOSITEJILHO OTPEICIIUTD JTaHHBINH MapamMeTp B mojiec 3HaYeHue

TCP MSS.

Ecin Beimeneno 3uauenne Path MTU Discovery, nanHblit
napameTp OyZeT 3a/1aH aBTOMaTHYECKH.

MaxkcuManbHbIif  pazmep  He(pparMeHTUPYeMOoro  (HEeIeIMMOro)
3HayeHue TCP MSS | makera (B Oaiirax). [lome moctymHO Ans penakTUpPOBaHUS, €CIH B
ciucke TCP MSS Boizienieno 3Hauenne 3afjaHO BPYUHYIHO.

Paspewntb Tpadmk
ChaBuHbTE MEpeKtoYyaTeNlb BIPAaBO, 4YTOOBI pPa3pelIuTh OOMEH

Mexay
JAaHHBIMU MEXIy MOJCETSIMH, C KOTOpbIMU Obliu co3faHbl [Psec-
TYHHeNnupyembiMun
TYyHHEJIU.
noacetamMmu

CtpaHuua 148 n3 185



DIR-806A BecnpoBogHon AByxananasoHHbI MapLupyTudatop AC750
PykoBoacTBo nonb3oBarens HacTpovika maplupyTusaTtopa

MNepBan daza
ANTOpATM Wk $po8aHuA Nepeoi paisl

DES -

ARropuUTI XILWPOEIHIR

MDS -

Tun DHgroup nepssl dazu

maodp1024 -

TKE-54 spems i

28800

Bropas caza
Anropuma wiposanuA BTopol asw

DES -

Anropumia ayTeRTHGKaLA

MDS5 -

@ Bxnounts PFS
Tun PFSgroup eTopoi dadel

modp1024 -

IPsec-SA BpeMn KA3HIAY

3800

PucyHok 111. CmpaHuya dobaeneHus IPsec-myHHens. Pa3deskl lMepeas ¢haza / Bmopas ¢pa3sa.

MapameTp OnucaHune

MNMepBas ¢a3za

Anroputm .
. | B packpsiBaromiemMcsi CIUCKE BBIOEPUTE JIOCTYIHBIM alrOpUTM
wncppoBaHMA nepBomn
mudpoBanus.
c¢asbl
Anroputm
B packpeiBaronieMcst CliCKe BHIOEPUTE aITOPUTM XIIIAPOBAHHUSL.
X3WmnpoBaHuaA

I'pynma kimroueit mmdpoBanus o anroputmy Jnddu-Xenmana ms

Tun DHgroup nepBon
group nep ucrnonb3oBanus B xonae Pazpl 1. Beibepure HeoOXoauMoe 3HAYCHHE

¢asbl
U3 paCKpBIBAOIIECTOCA CIIMCKA.

Bpemsi cymectBoBanus kimoueid IKE-SA B cekynmax. Ilo
UCTEUYCHHIO 3aJaHHOTO TEepPHOJa BPEMCHH TpeOyeTCsl MOBTOPHOE
corjlacoBaHMe KIKO4el. 3HAuCHHE, OMPEIEIEHHOE B JAHHOM IIOJIE,
IKE-SA Bpems xu3Hu JIIOJDKHO OBITh Ooublle 3HaueHus, 3aganHoro B mnoie IPsec-SA
BpeMsl XU3HWU. 3anaiite 3HaucHue 0, €CIM XOTHTE, YTOOBI BpeMsl

CyHICCTBOBAaHUSA KIIFOYEH HEe OBLIO OrpaHHU4CHO.

Bropas casa

Anroputm .
. | B packpeiBaromieMcss CHUCKE BBIOGPHTE JOCTYIHBIH alTOPUTM
wndpoBaHUA BTOpPOM
thasbl muGpoBaHUSL.
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PykoBoacTBo nonb3oBarerns HacTtpoika mapwpyTtusaTopa
MapameTp OnucaHwme
Anroputm

B pack bIBAIOIICMCA CITMCKE BBIOEpUTE AJITOPUTM ayTEHTH HUKaIluu.
ayTeHTUpMKauum packp P P vt ¢

CnBuHBTE TNepeKtoyaTeab BIPaBo, 4ToObl BKIOUMTH omuuio PFS
(Perfect Forward Secrecy, Cosepuiennas npsamas ceKpemHOoCmb).
Ecnu nepexitouatens CABUHYT BIPaBO, OyJIET MPOUCXOAUTH HOBBIM
Bkntountb PFS P YT BHPABo, b P
obmen kmouamu mm@poBanus B xome Pazer 2. Mcmonp3zoBanue
JAHHOW OILMU TOBBIIIAET YPOBEHb OE30MAaCHOCTH Mepeaadn

JTAHHBIX.

I'pynna xmoueit mudpoBanus no anroputmy Jduddu-Xenmana mis
Tun PFSgroup BTOpOoM | ucnomnb3oBanus B xoae Pasel 2. Beibepure HeoOX0omMMoe 3HAYCHHE

dasbl U3 PACKPBIBAIOIIETOCS CIHCKA. PacKphIBAIONIHMIACS CITUCOK JOCTYIIEH,
eciu nepexitodateab Bknountb PFS casunyT Bripaso.

Bpems cymectBoBanusa kimoueil  I[Psec-SA B cexynmax. Ilo

UCTEUCHHIO 3aJaHHOTO TIEpHOJa BPEMEHU TpPeOyeTCsl MOBTOPHOE
IPsec-SA BpeMsi XXU3HU N N
COIJIaCOBAHUE KIIHOYCH. 3a,[[aI/ITe 3HAYCHUC 0, CCJIM XOTHTC, YTOOBI

BpeMs CyIIECTBOBAHU KJIIOUeH He OBLIO OTpaHHUYCHO.

Ecnu ans co3manus TyHHens HeoOXoaumo 3aaath [P-ampeca nmokalbHOU M yHaneHHOW MOJICETEi,
Haxxmute kHonky [JJOBABWUTD B paznene TyHHenupyemble noaceTu.

flobaBneHue npasuna X

NokaneHan nogceTe™

*

YnaneHHas noaceTs

COXPAHWUTL

PucyHok 112. Cmparuuya dobasrneHus IPsec-myHHerss. OkHO dobaesneHust myHHenupyemoul rnodcemu.

B otkpeiBIIEMCS OKHE BBl MOKETE 3a1aTh CIEAYIOLIME [TAPAMETPbI:

MapameTp Onucanue

JlokanbHas nogceTb [P-agpec u Macka JIOKaJIbHOM MOJICETH.

YpaneHHasa noacectb | [P-anpec u macka yaaneHHON TTOJCETH.

UroOsI 3a1ath apyrue [P-anpeca nokanpHOU U yIaJeHHOH TojceTe# B pasaene TYHHenMpyemble
NOACEeTU, BbIOCPUTE COOTBETCTBYIOIIYIO CTPOKY B TaOimiie. B OTKpBIBIIEMCS OKHE HM3MEHHUTE
HeoOxoauMble mapamerpsbl U Haxkmute KHOKy COXPAHUTD.
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YTo06BI YAAJIUTh MOACCTb, YCTAHOBUTC (bJ'Ia)KOK CJIEBa OT COOTBCTCTBYIOH_Ieﬁ CTPOKH Ta6J'II/ILIBI u
HAXMUTC KHOIIKY Y,qan UTb. BEI Tak:ke MOXETe YAAJIUTh NOACCTh B OKHC U3MCHCHHSA IIapaMCTPOB.

[Tocne 3amanust Bcex HEOOXOAMMBIX HacTpoek i IPsec-TyHHeNnss HaXMUTE KHOIKY
NMPUMEHUTD.

[Mocne naxarus Ha kHonky MPUMEHWTDb otkpoercst crpanumna c¢ pasgenamu TYHHeNU u
Cratyc. B paznene CTaTyc oToOpaxkaeTcsi TEKylllee COCTOSTHIE CYIIECTBYIONMIETO TYHHEIS.

YroObI 3a7aTh APYTHe MapaMeTpsl Uil CYHIECTBYIONIETO TYHHEIs, B pa3zaeie TYHHerW BriOepuTe
COOTBETCTBYIOIIMN TyHHENb B Tabmuie. Ha oTkpbIBLIEHCS cTpaHMlle HU3MEHUTE HEOOXOIUMBbIE
napameTtpsl 1 Haxxmute kHonky MPUMEHUTD.

UroObl ynanuTh CYLIECTBYIOIIUN TYHHEIb, YCTAHOBHUTE (JIaXKOK CJieBa OT COOTBETCTBYIOIEH
CTPOKH TaOJHUIIBI U HAXMHUTE KHOTIKY YAANUTb. Bbl Takke MOXKeTe yIaluTh TYHHEIb HA CTPAHHUIIE
M3MEHEHUS TapaMeTpPOB.

Uto0Osl 3anpeTuTh Hcmoiab3oBaHue VPN-TyHHenel, paboTaronux mo mpotokony IPsec, ciBuHbTe
nepekitouarebr BKNHOYNTD BiieBo.
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Mexcemeseoli 3kpaH

B nannom pasznene MeHio Bbl MOXeTe HACTPOUTh MEXCETEBOM SKpaH MaplIpyTHU3aTOpa:
*  1006aBUTH NpaBuiIa Uil (PUIBTPALIUU CETEBBIX MAKETOB;
*  CcO37aTh BUPTyaAJIbHBIE CEPBEPHI;
* omnpeneauts DMZ-30mny;
* Hactpouth MAC-duinbtp;

*  3a/1aTh OTPAaHUYCHUS HA TIOCEIICHNE HEKOTOPHIX Web-calToB.

IP-bunstp

Ha crpannne MexceteBon 3kpaH / IP-cbunbTp Bel MokeTe co3mars mpaBuiia st 00pabOTKH
CETEBBIX MMAKETOB, a TAK)KE M3MCHUTD HJIH YIAIUTh PaHEe CO3aHHbIC TIPABUIIA.

£ KnueHTsl 1 ceccum IP-punbTp

He co3gaHo HY ogHoro npasuna Ana IP-¢pnastpos

Bbl MoskeTe 406aBUTb CBOe NepBOE NPaBWUo Yepes COOTBETCTBYHLLYH GopMy

[NOBABUTb

PucyHok 113. CmpaHuya Mexxcemesoli akpaH / IP-chunbmp.

Yro0bl cO31aTh HOBOE TIPABHIIO 00pabOTKK CeTeBbIX MakeToB, Haxxmute kHonky [JJOBABUTD.
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PykoBoacTBo nonb3oBarens HacTtpoika mapwpyTtusaTopa
{ 1P-puneTp IP-¢puneTp/Co3paHne |
O6Lwme HaCTPOWKHN IP-agpec Ha3Ha4yeHns
. BkNHOYMTE Npaeuno Bbl MOXETE yKa3aTk AManazoH IP-agpecos, oguHoyHbIi IP-agpec
wan IP-agpec nogcety (Hanpusep, 10.10.10.10/24 4na aqpecauyim
AeicTene IPv4 mnn 2001:0db8:8533:08d3:1319:8c2e:0370:7532/64 gna
PaspelnTs h¢ aapecaumy IPV6)
3a4aTk KakK
MpoToken -
[lvanasoH nNv oNHO4YHBIA [P-aapec =
TCP/UDP M
Bepeun 17 HauanbHeii IPv4-aapec -
IPv4 v
Koneunbiin IPv4-appec -
IP-agpec UCTOYHUKE
Bel MoXeTe ykazaTs JuanazoH IP-3apecos, 04HHoYHEIT IP-agpec
WK IP-34pec nogceTd (Hanpumep, 10.10.10.10/24 419 3apecaLpn Mo pThl
IPvd wan 2001:0d0b8:85a3:08d3:1319:8c2e:0370:7532/64 gna
agpecayim IPV6) Bbl MOXETE YKa3aTk O4UH MOPT, HECKONLKO TOPTOB UePEe3 3anATyi
(HanpumMep, 80,90) Nk AHaNa3oH MOPTOB Yepes JBOeTouME
3a4aTh Kak (Harmpumep, 80:30)
AnanasoH uAK oAWHOYHLIA IP-agpec i
MopT HazHa4eHUs
HauaneHeli IPv4-agpec -
) 3ajaTtb NOPT UCTOYHUKE BRYYHYIO
Koneunbiit IPv4-agpec -

PucyHok 114. CmpaHuuya dobaeneHus ripasuna 0151 06pabomku cemesbix rnakemos.

Bw1r MokeTe 3a1ath ciemyronue napamMmeTphl:

MapameTp OnucaxHne

O6wme HaCTPOUKMU

Yro0bI AKTUBUPOBATb NIPaBUJIO0, CABUHLTC IICPCKIIOYATCIIb BIIPABO.
BknounTtb npaBuno

YT0OBI OTKIIIOYHTH IMpaBuJI0, CABMHBTE IICPCKIIIOYATEIIb BJIICBO.

JleiicTBHE, KOTOPOE BBIMOJHAET JAHHOE ITPABUIIO.

PaspewmTb — paspemiaer mepenady MakeTOB B COOTBETCTBHH C
OencrtBue KPUTEPHUSIMH, 33/IaHHBIMHU TIPABUIIOM.

3anpeTuUTb — 3ampemniaet mepeaady IMaKeTOB B COOTBETCTBUH C
KPUTEPHUSIMH, 33/IaHHBIMHU TIPABUIIOM.

[TpoTokon m1st mepenaun ceTeBbIX MakeToB. BeiOepure HeoOXoaumoe

MpoTokon
3HAYCHHNE U3 PACKPBIBAIOIICTOCA CITMCKA.
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PyKOBO,D,CTBO nonb3oBartens

HacTtpoika mapwpyTtusaTopa

MapameTp OnucaHwue

Bepcus IP-nporokona, uisi KOTOpOH OyIeT HpUMEHSTHCS JaHHOE

Bepcus IP MIPaBUIIO. Bri6epute COOTBETCTBYIOIIEE 3HAYECHHE u3
PaCKPBIBAIOIIETOCS CITUCKA.
IP-agpec ncroyHuka
3apaTtb Kak Bribepute HE0OX0aMMOE 3HAYCHUE U3 PACKPBIBAIOIIETOCS CITUCKA.

HavanbHbI IPV4-agpec
/| HayanbHbIN IPV6-
agpec

Hauanwneiit [Pv4- wnu [Pv6-anpec nuama3zona aapecoB HCTOYHHUKA.

Ecan HCO6XO,I[I/IMO 3a1aTb O,[[HHO‘IHBIﬁ apeC, OCTaBbTC IIO0JIC
KoHeuHbin IPv4-agpec / KoHeuHbin IPv6-agpec myctoim.

Bsl Mokere BBIOpaTh yCTPOWCTBO, MOAKIIOYCHHOE K JIOKATHHOM
CeTH MapuipyTH3aropa B JaHHbIE MoMmeHT. [lns
PacCKpBIBAIOIIEMCS CITUCKE BBIOGPUTE COOTBETCTBYIOIMKA [Pv4- nimun
[Pv6-anpec (mpu 3TOM M0JIe 3aMOTHUTCS ABTOMATUYECKH ).

9TOr0 B

KoHeuHbinn IPv4-appec /

KoHe4yHbin IPv6-agpec

Koneunsrit [Pv4- nnu IPv6-agpec nuama3zona aapecoB HCTOYHUKA.

IPv4-apgpec noacetu /
IPv6-agpec noacetu

[Pv4- umm IPv6-aapec moacetn ucrounuka. [lone oroOpakaercs,
ecid B criucke 3aA4aTh Kak BeiaeneHo 3Hauenue MoaceTns.

IP-appec Ha3Ha4yeHUsA

3apaTb Kak

BLIGepI/ITe HCO6XOI[I/IMOC SHAQUYCHHUEC U3 PACKPBIBAIOLICTOCS CIIMCKA.

HavanbHbI IPV4-appec
| HayanbHbIN IPV6-

agpec

Hauansnslii [Pv4- nnu [Pv6-anpec nuanasona aapecoB Ha3HAUYEHUS.

Eciu HeoOxomumo 3amaTh OJWUHOYHBIN aJpec, OCTaBbTE IOJIE
KoHeuHbin IPv4-appec /| KoHeuHbin IPv6-agpec nycTbim.

Brel moxere BBI6paTL YCTpOﬁCTBO, MOJKIIOYEHHOE K JIOKAJIbHOM

s

pacKphIBalOLIEMCs CITUCKE BBIOEpHUTE COOTBETCTBYIOIMU [Pv4 mmu

CeTH MapupyTh3aTopa B JaHHBIA MOMEHT. 3TOTO B

[Pv6-anpec (mpu 5TOM 10JI€ 3aTIOTHUTCS ABTOMATUYECKH ).

KoHeuHbin IPv4-agpec /

KoHeuHbin IPv6-agpec

Kouneunstit IPv4- nnu [Pv6-anpec nuana3zona agpecoB Ha3HAYEHUS.

IPv4-apgpec noacetm /
IPv6-agpec noacetu

IPv4- unu IPv6-anpec noaceru HasHadenus. [lome otoOpakaercs,
eclii B cuucke 3aAaTh Kak BoiacicHo 3HayeHue MoaceTnb.

MopTbl

I'IopT Ha3Ha4vYeHusA

ITopr IP-agpeca Ha3HaueHusa. Bbl MoxkeTe ykas3arb OIUH IIOPT,
HECKOJIBKO IIOPTOB Ye€pe3 3aIlTyl0 WIM JUana3oH IIOPTOB 4Yepe3
JBOCTOYHE.
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MapameTp OnucaHwue

ChBuHBTE TIEpeKITIOYaTeNlh BIIPaBO, YTOOBI yka3aTh mopT [P-ampeca

3apartb nopt

UCTOUYHMKA Bpy4Hyro. Ilpm sToM ortoOpaxaercs momne [lopT
MCTOYHMKA BPYUHYIO

UCTOYHUKA.

[Topr IP-ampeca wucrtounumka. Bbl MoXkere yka3aTb OIMH MOPT,
MopT ncrouyHmka HECKOJIBKO TIOPTOB Ye€pe3 3alsATyl0 WIM Juana3oH IMOPTOB 4Yepe3
JIBOETOYHE.

Haxxmure knonky MPUMEHUTD.

YTo0BI 3a4aThb ApYyruc napaMeTphbl IJId KaKoro-oo IpaBujia, BBI6epI/ITC COOTBCTCTBYIOLIYIO CTPOKY

B Tabnuue. Ha oTKpbIBIIElCS CTpaHUIE M3MEHUTE HEOOXOJMMBbIE IMapaMeTpbl U HAKMUTE KHOIKY
NMPUMEHUTD.

YroObl yoamuTh MPaBHIO, YCTAaHOBHUTE (HJIAXKOK CII€BAa OT COOTBETCTBYIOIIEH CTPOKM TAaONUIBI U
HOKMHTE KHONKY YAAnUTb. Bbl Takke MoXeTe yoajduTh MPAaBWIO HAa CTPAHUIC HM3MCEHECHUS
apaMeTpoB.
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HacTtpoika mapwpyTtusaTopa

PyKO BOACTBO Nonb3oBaTtens

BupTtyanbHble cepBepbl

Ha crpanune MexceteBon 3kpaH / BupTtyanbHble cepBepbl Bel Moxkere co3narth
BUPTYyaJbHbIE CEpPBEPbI, KOTOpPHIE IO3BOJAT MEPEHANPABIATh BXOAIIUN HHTEpPHET-TpapUK Ha

onpezaeneHHbIi [P-agpec B TOKaIbHOM CETH.

< BuptyaneHele cepeepbl/Co3gaHue Bu PTyalibHbI€ CEPBEpPLI

He co3gaHo HM 04HOTO BMPTYaNnbHOToO CepBEpPa

Bl MoxeTe 406aBUTL CBoe NepBOe MPaBuIo Yepe3 CoOTBETCTBYIOLLYI0 GopMy

AOBABUTE

PucyHok 115. CmpaHuya Mexxcemeeoli akpaH / BupmyasnbHbie cepgepabil.
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PykoBofcTBo nonb3osatens HacTtpoika maplupyTusatopa

YT00BI CO3/1aTh HOBBIW BUPTYalbHBIN cepBep, Haxxmute kHonky JJOBABUTD.

BupTyanbHble cepBepkl/Co3aHne

06LlKne HacTporKKN HacTpoWKn BHYTPEHHEN CETHU
Nms* BHyTpexHui IP* -
LWabnon

Custom - BHYTPEHHWI NOPT (HauansHbIin)*
WHTEpdERC

<Bce> - BHYTpeHHMIA NOPT (KOHEYHbIA)
Mpotoken

TCP -

] NAT Loopback

HacTponku nybnm4Hon ceTun
YaoaneHHbinA IP

YaaneHHblid IP *

OOBABMTE YOANEHHLIN IP

BHewwHWiA nopt (HayaneHbIR)*

BHeLwHWiA NnopT (KOHEYHBIA)

NPHMEHWUTE

PucyHok 116. Cmpa+uuya dobasrneHusi supmyarsbHO20 cepaepa.
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Br1 MoxeTe 3a1aTh CJICAYIOIIUC MapaMETPhI:

MapameTp OnucaHue

O6wme HaCTPOUKMU

Haspanue BHpTyanbHOrO cepBepa Ui yIOOHON HIACHTH(HUKAIIIH.

Nma
MO)KCT 6BITL HpOI/I3BOHLHBIM.

B packpbiBaromieMcsi CHUCKE BBIOCGPUTE OJWH W3 TPUBEACHHBIX
LIa6r0H 1abJJOHOB  BUPTYAIbHBIX CEPBEPOB WJIM BBIOEpUTE 3HAYCHHE
Custom (nonw3zoeamenvckuii), 9TOOBI CAMOCTOSTEIILHO OMPEICITUTD

napaMeTpsl BUPTYaIbHOTO CEpBEpa.

. CoemquaeHne, K KOTOPOM OymeT TpUBSA3aH  CO31aBAEMBII
UHTepdenc 4 poMy oy P
BHUPTYaJIbHBIN cepBep.

[Ipotokon,  koTOpbId  OygeT  HMCHOJB30BATh  CO3/IaBa€MbIH
MpoTokon BUPTYyallbHBIN cepBep. Bribepute HeoOXomumoe 3HaueHUE W3
PAaCKpBIBAOIIETOCs CIUCKA.

CIBUHBTE TIEPEKITIOYATEINb BIIPABO, YTOOBI MOJIH30BATENHN JIOKAIBHOM
CeTH MapIIpyTH3aTopa MOTIIM 00pamaThCs K JIOKAIBHOMY CEpBEpY,
ucnonb3yst BHemHUM [P-aapec mapmpyrtusaropa mwnu ero DDNS-
NAT Loopback .

uMms (ecnu HactpoeH DDNS-cepsuc). [lonp3oBatenu u3 BHeEUTHEH
CeTH O0paIarTcs K MapUIpyTHU3aToOpy IO ATOMY Xe aapecy (Wiu

DDNS-umenn).

Hactpownka nybnuyHomn cetun

Bsenure [P-agpec cepBepa, HaXOAAIIETOCs BO BHELIHEN CETH.

YroOsl 100aBUTH elie oauH anapec, Haxmure kHonky JJOBABUTb
YaaneHHbin IP YOANEHHBIW IP u BBemuTe agpec B OTOGPA3UBIIEHCS CTPOKE.

YroObl yiauTh agpec, HAKMHUTE HA 3HAY0K YAANUTb (*) B CTPOKE
azapeca.

[TopT MaplLIpyTU3aTopa, Tpadux c KOTOpPOTro Oynet
nepeaapecoBsiBatbcss  Ha  [P-agpec, ompenensemslii B 1oie
BHyTpeHHun IP B pasmene HacTpouku BHyTpeHHeW ceTwu.
3a,[[aﬁTe Ha4YaJIbHOC M KOHCYHOC 3HAYCHUS JUalla30Ha IMOPTOB. Ecmn
HGO6XO,I[I/IMO YKa3aTb TOJIBKO OJWH IIOPT, SaﬂaﬁTe €ro B TIIOJIC
BHewHUn nopt (HavyanbHbIA) U HE 3aMOJHANTE TOINE
BHewHMX NOPT (KOHEYHbLIN).

BHewHun nopTt
(HayanbHbIN)/

BHewHMn nopTt
(KOHEeYHbIN)
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MapameTp OnucaHue

HacTponku BHyTpeHHen ceTun

[P-agpec cepBepa, HaXOMALIErOCsS B JIOKAJIBHOW ceTH. Bbl Moxere
BbIOpAaTh  YCTPOWCTBO, MOAKIIOYEHHOE K  JIOKAJbHOM  CETH
BHyTpeHHun IP MapuIpyTHU3aTopa B JaHHBIM MOMEHT. J[JIst 5TOTO B pacKphIBAIOIIEMCS
cniicke BbIOepuTe cooTBeTcTBYrommii IP-ampec (mpu sToM mone
3aIOJIHUTCS. aBTOMaTUYECKH).

[Mopr IP-agpeca, 3amaBaemoro B moie BHyTpeHHMM IP, nHa
KOTOpBIA ~ OyZmeT  mepeajapecoBbIBaTbesi  Tpaduk ¢ TopTa

BHyTpeHHUN nopT J
MapIIpyTHu3aTopa, 3ajaBaeMoro B rnoje BHeWHMn nopT. 3agaiite

(HavanbHbIN)/
. Ha4YaJIbHOE€ MW KOHCYHOC 3HAYCHHUA [OHara3oHa II0PTOB. Ecan
BHyTpeHHUN nopT

. HCO6XOI[I/IMO YKa3aTb TOJIBKO OJWH IOPT, SaﬂaﬁTC €ro B IIOJIC
(KOHeYHbIN)

BHyTpeHHU nOPT (HayanbHbIA) ¥ HEe 3aNOJNHSANTE TOJIe
BHyTpeHHUI NOPT (KOHEYHbIN).

Haxwmure kaonky MPUMEHUTD.

UroObl 3a7aTh Ipyrue mnapameTpbl AJsl CYLIECTBYIOIIErO CepBepa, BHIOEPUTE COOTBETCTBYIOUIYIO
CTpoKy B Tabnuue. Ha oTKphiBIIEHCS CTpaHUIE M3MEHUTE HEOOXOIUMbIE MapaMeTpbl U HAXKMUTE

kaonky MPUMEHUTD.

UroObl y#anuTh cepBep, YCTAHOBUTE (JIaXKOK CjleBa OT COOTBETCTBYIOIIEH CTPOKU TaOIUIBI U
HOKMUTE KHONKY YAAaNuUTb. Bel Takke MOXeTe YHaluTh CEpPBEp HA CTPAHUIIC H3MCHEHHUS
napameTpoB.
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DMZ

DMZ-30Ha nipeAcTaBisieT co00# y3el WIM CETMEHT CETH, PACIIONIOKCHHBIA «MEXIy» BHYTPEHHEH
(JloxanbHOM) M BHemHed (ro6anbHOM) ceramu. Peanuzanuss DMZ-30HbI B MapuipyTu3aTope
MOJIpa3yMeBaeT BO3MOXKHOCTD MepeAadyn 3ampoca, MPUILEANIEro U3 BHEIIHEH CeTH Ha KaKoi-11ubo
MOPT MapuIpyTU3aTOpa, HA YKa3aHHbBIN y3€Jl BHYyTPEHHEN CETH.

Ha crpanunie MexceteBon akpaH / DMZ Ber moxere 3anats [P-anpec DMZ-y3na B nokanbHON
CeTH.

< WHpopmauusa o cucreme DMZ ™M

@ Braounts
1 Brnounte NAT Loopback

IP-agpec*

NMPUMEHUTb

PucyHok 117. Cmpa+uua Mexxcemeeoli 3kpaH / DMZ.
st onpenenernss DMZ-30Hb1 ¢/IBUHBTE TIepekiouareli> BKNHOUYMTB Bopaso.

Beenute IP-agpec ysna Bameit nokaneHoli cetu B mone IP-appec. Bbl moxere BbIOpaTh
YCTPOMCTBO, NOJKIIOUYEHHOE K JIOKAJIBHOM CETH MapILIpyTU3aTopa B JaHHBIM MOMEHT. Iy 3TOro B
pacKpbIBalOLIEeMCsl CIIUCKe BblOepuTe cooTBeTcTBYrOIMM [P-ampec (mpu 3TOM mosie 3amoJHUTCS
ABTOMATHYECKN).

Cnsunbte nepexiaodatesib Bknounte NAT Loopback srpaBo, 4To0bI oib30BaTesIn JIOKATBHOK
CeTH MapHipyTH3aTopa MOIIM oOpamarbes kK DMZ-y3nmy, wucnonb3ys BHemHud [P-ampec
mapuipytuzatopa win ero DDNS-ums (ecin Hactpoen DDNS-cepBuc). ITons3oBarenu U3 BHEIIHEH
ceTH oOpalarTcs K MapuIpyTu3aTopy mo 3romy xe aapecy (wm DDNS-umenn).

Haxwmure knonky MPUMEHUTDb.

[Ipu akTuBUpoBaHHOM DMZ-30He Bech TpaduK, MOCTYMHAIONIMNA Ha HEKOTOPHIH MOPT WHTEpdeiica
WAN mapurpytuzatopa, OyIeT nepeHanpaBisThCs HAa aHAJTOTMYHBIN MOpPT ykasaHHoro [P-ampeca.
Taioke crneayeT y4uThIBaTh, YTO OOJBIIMN MPHUOPUTET MUMEIOT BUPTYaJbHBIE CEPBEPHI, T.€. €CIH
CO3/71aH BUPTYaJbHBIN cepBep ¢ BHEIIHero mopra 80 Ha KakoW-IuOO0 MOPT CETEBOTO yCTPOWCTBA B
JIOKATbHOM CEeTH MapIIpyTH3aTopa, TO MOJIH30BATENH, HAXOAAIIUECS B TII00ANBHOM CeTH, MPU BBOJIE
anpecahttp://wan_IP MapwpyTmsaTopa B aJpecHOH cTpoke Opaysepa NonaayT HE Ha IOPT
80 IP-anpeca, ykasanHoro Ha crpanune MexceteBon 3kpaH / DMZ, a na nopr u IP-aapec,
3aJJaHHbIE JJI1 COOTBETCTBYIOIIETO BUPTYaIbHOTO CEpBEpa.

Hns ynanenus DMZ-30HbBI cIOBHHBTE MepekmodaTe]s BKMIOYMTL BIeBO M HAKMHUTE KHOMKY
NMPUMEHUTD.
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MAC-cpunbTp
Ha crpanuiie MexceteBon akpaH /| MAC-cbunbTp Bel MokeTe HACTPOWTH (QHIBTPAIHIO 110

MAC-aapecam a1 KOMIIBIOTEPOB B JIOKAJIBHOM CETU MaplIpyTH3aTOpa.

< pmz MAC-$unnbtp %

Pexum no ymon4aHnm

Paspewnts

He co3gaHo HW ogHoro npasuna Ana MAC-punstpoB

Bl MOXeTe J06aBUTE CBOE NEPEOE MPABUAD UEDE3 COOTBETCTBYHILLYH hopmMy

OOBABWUTE

PucyHok 118. CmpaHuya Mexxcemeeoli 3kpaH / MAC-¢hunbmp.

Uro0bl HACTPOWUTH (QUIBTPAIMIO Ui BCEX YCTPOWCTB CETH MapHIpyTH3aTopa, BBIOEpHUTE
HeoOXomuMoe JielicTBre B cincke PeXUM no ymonyaHuio:

* Paspewntb — paspemaer AocTynm K ceTH MapuipyTusaTopa W K cetd MHTEepHET st
YCTPOICTB JIOKAJIIbHOM CeTH (JaHHOE 3HAaY€HUE 337aH0 110 YMOIYAHUIO);

* 3anpeTuUTb — 3ampenact J0CTYI K CETH MapUIPyTH3aTOpa JJIsl yCTPOMCTB JIOKAJIbHOM CETH.

Ecnmu Bam HeoOXoauMo Ha3HAUMTh KaKOMY-JTHOO YCTPOMCTBY OTIENBHBIA PEXHM (DUIBTpALUy,
co3/aiTe COOTBETCTBYIOIIEE paBuiIo. s atoro Haskmure kHonky [JJOBABUTD.

Jo6aBneHune npaBuna X

@ BxnounTs Npasuno

Aenctene

PaspelmTs

MAC-agpec* -

COXPAHHTE

PucyHok 119. OkHo dobaeneHus npasuna onsg MAC-¢unbmpa.
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B OTKPBIBHIEMCS OKHE Br1 MoxeTe 3a1aTh CJICAYIOUC MapaMETPhI:

MapameTp OnucaHue

UT0o0b! aKTUBUPOBATH NIPaBUIIO, CIBUHBTE MEPEKIIIOYATEINb BIIPABO.
BknounTtb npaBuno
Y100BI OTKIIIOYUTH MpaBujI0, CABUHBTE IICPCKIITOYATCIIb BIICBO.

HCﬁCTBHe, KOTOPOC BBITIOJIHACT JaHHOC ITPaBHJIO.

3anpeTuTb — 3ampemniaer JOCTYN K CETH MapIIpyTH3atopa s
ycTpoiicTBa ¢ 3a1anHbiM MAC-aapecom.

Aencteue PaspewnTb — paspemiaer I0CTynm K CETH MaplIpyTH3aTopa U K

cetu IHTEpHET 111 yCTpOUCTBA JIOKANBHOM ceTH ¢ 3aaaHHbiM MAC-
aJipecoM, B Cjyd4ae eciM mpaBWia Ha crpaHuie MeXceTeBow
3KpaH / IP-punbTp 3anpemaroT J0CTYII AJIs 3TOr0 YCTPOMCTBA.

MAC-aapec ycTpoiicTBa U3 JIOKaJbHOW CeTH MapuipyTuzaropa. Bel
MOXETE BBIOpaTh YCTPOMCTBO, MOJAKIFOYEHHOE K JIOKAIBHOH CETH
MAC-agpec MapIIpyTU3aTopa B JaHHBIH MOMEHT. J[JI1 3TOTO B pacKphIBAIOIIIEMCS
CIIHUCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (TPH 3TOM MOJIE
3aI0JIHUTCS ABTOMATHYECKH).

[Mocne 3apanust HeoOXoMMBIX apameTpoB HaxkmuTe kKHolky COXPAHUTD.

YTo06BI 3aaThb ApYTrue€ nmapaMeTphbl I KaKoro-anbo ImpaBujia, BI)I6epI/ITe COOTBCTCTBYIOLIYIO CTPOKY
B Ta6J'II/II_Ie. B OTKPBIBHICMCSI OKHC H3MCHHUTC HCO6XO,[[I/IMBIC napamMeTpbl U HAXKMUTEC KHOIIKY

COXPAHUTD.

YroObl yoamuTh MpaBHIIO, YCTAHOBHUTE ()IIAXKOK CJI€Ba OT COOTBETCTBYIOIIEH CTPOKH TaONUIBI U
HOKMHTE KHOTIKY YAANUTb. Bbl Takke MOXKeTe yIaauTh MPaBHIO B OKHE M3MEHEHHS TapaMeTPOB.
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URL-punbTp

Ha crpanniie MexceteBon 3kpaH / URL-counbTp Brl mMoxere 3amath OrpaHHyYCHHS Ha
HOCEIIEHUE HEKOTOPBIX Web-CalToB.

{ MAC-puneTp URL-¢punbtp
ObLwme HacTponKn dunbTpbl
. BKNHOUUTE 3jeck Bel MOXeTe J0O3BNATL, PeJakTHPOBATE M YanATs aipeca
Hanpumep, urobbl gobasute B url-guaetp cair diink.ru, 8 none
Tun BEOAa MOXHO Hamucats “diink.ru™ wam "“www.dliink.ru”
BNokWpoBaTh yKasaHHbIE ajpeca T

URL-ginsTp NpegHasHayeH 4nA 010kMposky HTTP-Tpaduka. AnA
BAOKHPOBKH TpadMKa, NEPe3BaEMOro M0 JPYriM NpOTOKONaM,
MOXHO HCIT0AB308aTk IP-uibTpk (NepeiignTe Ha CTPaHMLY
Mexceresoii 3kpan/IP-duaeTp)

OOBABWUTE NPABUNO

NPUMEHWUTE

PucyHok 120. Cmparuua Mexcemeeol skpaH / URL-¢bunbmp.

Yrober Brimounts URL-puistp, B pasmene OOWME HACTPOWMKU CIABHHBTE IMEPEKIIIOYATEIb
Bkno4unTb BpaBo, a 3aTeM BBIOCPUTE HEOOXOIUMBIN PEXKUM B CIIUCKE TUM:

* brnokupoBaTb yKasaHHble agpeca — npu BbIOOpE ITOr0 3HAYCHHUS MapIIPyTH3aTOP

6J'IOKI/IpyeT AOCTYII KO BCEM Web—caﬁTaM, aJipe€Ca KOTOPLIX OIPCACIICHBI B Pa3aciic
PuUnbTpLbI;

 bnokupoBaTtb Bce agpeca, KpoMe YyKa3aHHbIX — IpH BBIOOpE 3TOr0 3HAYCHUS
MapuUIpyTU3aTOp pa3peaeT JOCTYI TOJIBKO K web-caliTam, agpeca KOTOpPBIX ONpE/IEICHbI B
paznene PUNBTPbI, 1 OJIOKUPYET TOCTYI KO BCEM OCTAJIbHBIM CaliTaM.

Haxxmure xnonky MPUMEHUTD.

Yrobs! 3amath crimcok URL-aapecoB, 10CcTynm K KOTOPbIM HEOOXOIMMO 3a0JIOKHPOBATh, B paseiie
PunbTpbl Haxxmute kHonky JJOBABUTb MPABWMIIO u BBeaute COOTBETCTBYIOIIHIA aapec B
otobpasuBiieiics ctpoke. 3arem Haxmute kHoriky MTPUMEHUTDb.

YroObl ynanuth Kakoi-mubo aapec u3 crnucka URL-anpecoB, HAXMHUTE Ha 3HAUYOK YAANUTb (*) B
ctpoke URL-anpeca. 3arem naxxmute kHonky MPUMEHUTDb.
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Cucmema

B nannom pasznene MeHio Bbl MOXeTe BBITTOJIHUTE CIAEAYIOIIUE NEHCTBUSA:

M3MEHUTH NapoJb IS JOCTyIa K HaCTpOMKaM MapIipyTH3aTopa;

BEPHYTh MapUIPYTH3aTOP K 3aBOACKAM HACTPOHKaM;

c/ienaTh pe3epBHYIO KOMUIO KOH(PUTYpaIli MapUIpyTH3aTopa;

BOCCTaHOBHTbH HACTPOUKU U3 KOH(PUTypaIlMOHHOTO (aiina;

COXpaHHTH TEKYIIHe HACTPOWKH B DHEPTOHE3aBUCUMON TIAMSATH;

nepe3arpy3uTb MapiIpyTHU3aTop;

M3MEHUTH S3bIK Web-unTepdeiica;

OOHOBUTBH NPOrpaMMHOE 00eCTIeYeHHE MapIIpyTU3aTOPa;

HACTPOUTH aBTOMAaTHYECKOE YBEAOMIICHHE O HATU4YNK HOBOM Bepcuu [10;
POCMOTPETH JKypHAJI COOBITHI M HACTPOUTH Tepeiady KypHaja Ha yIaJIeHHBIN y3ed;

MPOBEPUTHh JOCTYMHOCTh KaKOro-JIMOO y3l1a CeTH HEMOCPEACTBEHHO W3 web-unrtepdeiica

HaCTPOVKH U yNPABIICHNUS;
OTIPENIeNIUTh MAPIIPYT 10 KaKOro-Indo y3ia;
pa3pelmnTh WIK 3aPETUTH TOCTYM K Mapupytuzaropy o npotokoiry TELNET;

HAaCTPOUTH aBTOMATHYCCKYIH0 CHMHXPOHU3AIMIO CUCTEMHOI'O BPEMCHH HWJIM BPYUYHYIO 3a11aTb

JIaTy ¥ BpeMs Ui MaplIpyTU3aTopa.
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KoHcpurypauusa

Ha crpannne Cuctema / KoHdurypauma Brl MokeTe HM3MEHUTH Mapojib YYETHOW 3amucu
aMUHHCTpATOpa AJsl IOCTyMa K web-uHTepdeiicy MapiipyTuzaropa u i JOCTyIa K HaCTpOMKam
no mnpotokomy TELNET, BoCCTaHOBUTH 3aBOJCKHE HACTPOMKHM MaplipyTU3aTopa, CO31aTh
PE3EpPBHYI0 KOMHMIO TEKylIed KOH(QUTYpallii WJIM BOCCTAHOBUTh paHEE COXPAHECHHYIO
KoH(purypanuio u3 ¢ailina, coOXpaHUTh HU3MEHEHHbIE HACTPOMKH B SHEPrOHE3aBUCHUMOW MaMSTH,
nepe3arpy3uTh YCTPOHUCTBO, a TaKKe U3MEHUTH SI3bIK Web-unTepdeiica.

< Muwr KoHurypauus &

3aBoLCcKWe HAacTPORKK

[Nonb3oBaTesib

JNorud

admin PesepBHas Konws

MNapons* BoccTaHoBUTL

— - - - CoxpaHnTb
MNepesarpysuTe

AkIk

Pycckmia h

Pucyrok 121. Cmparuya Cucmema / KoHghuzaypayus.

Jyist Toro 4TOOBI U3MEHHTH MAPOJIb YYSTHOW 3alMCH aJIMUHUCTpATOpa, B pazzaene MNonb3oBatenb
BBEJIMTE HOBBIM maposib B nons Maponb u lNoarBepxaeHune napons. Mcnonesyiite 1udpsi,
JaTUHCKHE OyKBBI BEPXHETO M HIXKHETO PETUCTpa U APYTUe CUMBOJIBL, IOCTYIIHBIE B aMEPUKaHCKON
packiake knasuatypsl’. 3arem naxmure knonky COXPAHUTD.

3aNOMHHTE WJIM 3a0UIINTE HOBBIM Hapodb aaMUHHCTpaTopa. B ciiydae yTepu HOBOro
[apoJisg aAMUHUCTpaTopa Bbl cMOXeTe MOAYYUTh AOCTYI K HACTPOMKAM MapiipyTU3aTopa
TOJIbKO TIOCJIE BOCCTAHOBJICHMS] 3aBOJCKMX HACTPOCK MO YMOJYAHWIO TPH MOMOUIX
annaparaor kHonku WPS/RESET. Takas mporenypa YHHYTOXHT Bce 3anaHHble Bamm
HACTPOWKK MAPLIPYTU3ATOPA.

Jlyist Toro 4yTOOBI U3MEHUTH SI3bIK Web-uHTepdelica, B packpbiBaroieMcs crucke A3bIK BeIOCpHUTE
HEOOX0IMMO€e 3HAUEHHE.

6 0-9, A-Z, a-z, npoGen, !"#$%&'()*+,-./;<=>2@[\]" *{

b~
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Taxxe Ha HaHHOﬁ CTpaHUIEC NOCTYIHBI CJICAYIOUINC KHOIIKU:

dnemMeHT OnucaHue

Knomka mist cOpoca HAcCTpoeK MapHIpyTH3aTopa K 3aBOACKHM
ycraHoBkaMm. JlpyruM BapumaHTOM cOpoca HACTPOEK SIBISIETCS
ucnonb3oBanue kHonku WPS/RESET (cMm. paznen 3aousas nanens,
ctp. 15).

3aBoAcKkue HaCTPOUKU

Knonka panms coxpanenust KoHUryparuu (Bcex TMapameTpoB
MapuIpyTH3aTopa) Ha JIOKaJbHOM IUCKE KoMIbloTepa. PesepBHas
PesepBHas konusa PHPY pa) P pv

KOIMHUS HAcTpOeK OyAeT HAaXOAWUTHCS B MAlKe 3arpyKeHHBIX (ailoB

Bamero 6paysepa.

Knonka myns BeiOOpa paHee CcoxpaHeHHOW KoHpurypamuu (Bcex
napaMeTpoB MapLIPyTHU3aTOpa) Ha JIOKAJIbHOM JIMCKE KOMIIbIOTEpa U
BoccTtaHoBUTH P P PHbY pa) . P
ee 3arpy3ku. HakmuTe KHONKY | CIEIyHTe HWHCTPYKIUAM

JAUaJIOroBOI0 OKHA.

Knomnka JJIA COXpAaHCHUA HACTPOCK B 3Hepr0He3aBI/ICHMOﬁ IIaMsATH.

MapuipyTuzaTtop cCOXpaHsSeT W3MEHEHHUS HAaCTPOEK aBTOMATHYECKHU.
CoxpaHutb Ecmu u3MeHEHHbIE HACTPONMKH HE COXPAHCHBI ABTOMATHUCCKH, B
[PAaBOM BEPXHEM YIIy CTPaHMIBI OTOOPAa3HTCS COOTBETCTBYIOIIEE
YBEIOMIICHHE.

Knonka mns mepesarpysku ycrpoiictBa. [lpu mepesarpyske Bce

MepesarpysnTtb .
HECOXPAaHEHHbIE HACTPOUKH OYy/IyT yTEpPSHBI.
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OobHoBneHue MO

Ha ctpanune Cuctema / O6HoBneHue MO Brr MokeTe 0OHOBUTH BHYTPEHHEE MPOrPAMMHOC
obecrieueHre MapIIpyTH3aTopa, a TaKKe HACTPOUTh aBTOMATHYCCKYIO MPOBEPKY HATHYUS
obnonenuii ;s [10 ycrpoiicTra.

OOHoBnenre BHyTperHero [10 MapuipyTr3aropa peKOMEHAYETCS BBINOIHATh TOJBKO MPH
| IPOBOJHOM MOJAKIIOYCHUN MAPIIPYTHU3dTOPA K KOMIILKOTCPY.

{ TP-dunsTp O6HoBneHue MO

JIokanbHoe YnaneHHoe obHoBJIEHME
OﬁHOBJ’IEH ne Anpec cepeepa obHoBAEHWA

fwupdate.dlink.ru

BbIEPATb OAWN... Daiin He BbibpaH @ Asromatvueckn nposepsTL 06HOBNEHUS

NPOBEPWUTb OEHOBNEHWA NPUMEHWUTb HACTPOWKHW

PucyHok 122. Cmparuua Cucmema / O6HoeneHue [10.

Tekyiyro Bepcuto BHyTpeHHero [10 ycTpolicTBa MOXKHO TOCMOTpeTh Ha ctpanuiie UHdpopmaums
O cucTeme.

[Io ymomuaHui0O B cHUCTEME HAcCTPOEHA aBTOMAaTWYecKas IpOBEpKa HalIWuus OOHOBIECHUN
BHyTperHero I1O wmapmpyrtuzatopa. Ecnu oOHOBIEHHME OCTYIHO, B IPaBOM BEpXHEM YIJIy
CTPaHUIIBI 0TOOPA3UTCS COOTBETCTBYIOILEE YBEAOMIICHHE.

YToObl OTKIIOYUTh ABTOMATHYECKYHO MPOBEPKY OOHOBICHHMH, B paszaene YAareHHoe
OOHOBJI€HUE CIBUHBTE MEpeKToUaTe]r ABTOMAaTUYECKU NPOBEpPATbL OOHOBMNEHUS BIIEBO U
naxvute kaonky MIPUMEHUTb HACTPOUKM.

YToObI BKIIIOYHTH ABTOMATHIECKYIO TPOBEPKY OOHOBIICHHIA, B pa3zeiic YAaneHHoe oGHOBNeHue
CIBUHBTE IEpeKIroyarei> ABTOMaTUY4ECKU NMPOBEPATb OOHOBMEHWUS BIPaBO M HAKMHUTE
kaorky MPUMEHUTb HACTPOMKMW. B none Aapec cepBepa 0GHOBMNEHMWM 110 YMOITIaHHIO
yKasaH afapec cepBepa oOHoBieHuit D-Link — fwupdate.dlink. ru.

Ber moxere oOHOBUTH BHyTpeHHee [IO wmapmipyTuzaTopa JOKalbHO (C JKECTKOrO JUCKa
KOMIIBIOTEPA) MW yIAIEHHO (C CepBeEpa OOHOBIICHHIA).
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JlokanbHoe 06HOBIeHUEe

Buumanue! Bo BpeMs OOHOBIECHMS TNPOTPAMMHOIO OOECNEYEHUS HE OTKIIoYanTe
[ [IMTAaHHE MapIIpyTHU3aTOpa. ITO MOKET HOBIEYb 3a COOOM BBIXOJ YCTPOHCTBA U3 CTPOSL.

Hns nokansHoro oOHOBIeHUs [1O MapiipyTH3aTopa BEIIOJHUTE NIEPEUNCICHHBIE HIKE JEHCTBUS.

1. Ckauaiite ¢aiin ¢ HOBOI Bepcuel mporpaMMHOTro obecriedeHus Ha caiite www.dlink.ru.

2. Ha crpanuiie Cuctema / O6HoBneHue O B pasnene JlokanbHoe oGHOBREHUe
naxmute kHonky BbIBPATb ®AWMI, utoGbl ompenenuTh MecTOmonoxkenue (aiina ¢
HoBoM Bepcueit [10.

Haxxmute knonky OBHOBUTD MNMO.
4. JloxnuTech nepe3arpy3ku MapuipyTu3aropa (IoiaTophl-1B€ MUHYTHI).

Beeaute ums monb3oBatens anMHUHUCTpartopa (admin) ¥ TEKyImMA mMapoiib sl 1OCTyNa K
web-unTepdeiicy.
Ecnu mocne obHoBneHus: BHyTpeHHero 10 MapmpyTtu3atop He paboTaeT KOPPEKTHO, HEOOXOAUMO
BOCCTAHOBUTH 3aBOIACKHUC HaCTpoﬁKH yCTpOﬁCTBa. I[JI}I 9TOIr0 Ha CTpaHUIC CVICTeMa /
KoHdurypauma naxvute kHONKY 3aBOACKWE HACTPOMKW. JloxauTech Mepe3arpys3ku
MapLIpyTU3aTopa.
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YoaneHHoe o6HO8/1€HUE

Buumanue! Bo BpeMs OOHOBIECHMS TNPOTPAMMHOIO OOECNEYEHUS HE OTKIIoYanTe
[ [IMTAaHHE MapIIpyTHU3aTOpa. ITO MOKET HOBIEYb 3a COOOM BBIXOJ YCTPOHCTBA U3 CTPOSL.

Hns ynanennoro oOHoBneHust [10 MapiipyTuzaTtopa BBITIOJHUTE MEPEUMCICHHBIE HIKE IEHCTBHUS.

1. Ha crpanuiie Cuctema / O6HoBneHue MO B pasnene YaaneHHoe oOGHoOBeHUe
Haxxmute kHonky MPOBEPUTb OBHOBJIEHUA, uTo0b! y3HaTh, CylIeCTBYET JIM HOBas
Bepcus [10.

2. Haxwmure kxnonky OBHOBWUTb MO (kHomka oroOpaxkaeTcss Mpy HAJIMYMKA HOBOM BEPCHH
IPOrPaMMHOTO 00ECIICYCHUS).

JloxxmuTech nepe3arpy3ku MapiipyTiu3aropa (MoJTOpbI-IBE MHUHYTHI).
4. BsemuTe uMs MOJIb30BaTeNs aAMHUHHCTpaTopa (admin) u TeKyuuili mapons Ais AOCTYyNa K
web-unTepdeiicy.
Ecnu nociie o6HOBieHUs1 BHyTpeHHero [10 mapmipyTuzarop He paboTaeT KOPPEKTHO, HEOOXOAUMO
BOCCTAaHOBHUTh 3aBOJICKME HACTpOiiku ycrpoictBa. Jlns »toro Ha crpanuine Cuctema /

KoHdurypauma naxvute KHONKY 3aBOACKWE HACTPOMKW. JloxauTech mepe3arpys3ku
MapIIpyTH3aTopa.
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XKypHan cobbiTun

Ha crpanuiie Cuctema / XypHan coObITUM Bbl MoXeTe HACTPOUTH MapaMeTpPhl KypHaia
COOBITHIA, @ TAK)KE HACTPOMTH MIEpeIady KypHaia Ha BHELTHUM y3ell.

¢ DDNS XypHan cobbITWiA ™~

@ >ypHanuposanue

YpaneHHsIi »  WuibopmaunonHsle coobuenus OBHOBWTE JKCMOPT B ®AAN

514

PucyHok 123. Cmparuuya Cucmema / XXypHan cobbimuldi.

YroObl  paszpemmTh  (HOpMUPOBAHHME  JKypHalla  COOBITUM,  CIBHUHBTE  IEPEKIIOYaTelhb
XypHanupoBaHue Brpaso. 3aTeM 3a1aiiTe HeOOXOANMBIE MTapaMETPBI.

MapameTp OnucaHue

B packpeiBaromeMcss CIHMCKEe BBIOCPUTE HEOOXOAMMBINH  THI
KYpHATHPOBAHWSL.

* JlokanbHbIW — XypHal COOBITHH XpaHUTCA B MAMSITH
Mmapiupytusatopa. [Ipu BeiOOpe 3Toro 3HaueHus mois Server

u Port He oTtoOpaxarorcs.

Tun xXypHanupoBaHuA . 5
* YpaneHHbIW — >xypHal COOBITHH TiepenaeTcs Ha y3ell,

3a7aHHbIN B 11ose Server.

* JlokanbHbIX U yAaneHHbIW — XypHaI COOBITHH XPaHHUTCS
B IMaMATH MapIIpyTH3aTopa W IEPEaaeTcs Ha y3ell, 3aJaHHbIi
B moJiec Server.

YpoBeHb Tun cooOlieHuit U NMpeaynpeKICHUN, KOTOphIe OYIyT 3aHOCUTHCS B
XXypHanupoBaHuA JKypHaJ COOBITHIA.
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MapameTp OnucaHue

Server IP- wiim URL-anpec y3ma u3 J0KaTbHOW WM TNIOOATBHON CETH, Ha
KOTOpBIH OyZieT mepenaBarhes )KypHal COOBITHH.
IMopt y3nma, 3agaHHOro B TOie Server, Ha KOTOPbId OyaeT
Port nepefaBaTbes JKypHasl coObITHi. [1o yMom4aHuIo 3a/laHO 3HaYEeHHE
514.

[Moce 3amanust HEOOXOMMBIX 3HaueHui B mossix Server u Port naxxmure knonky COXPAHUTD.

UroObl  3ampetuth  (GOPMUPOBAHUE  KypHAlIa  COOBITHH, CABHUHBTE  IEPEKIIOYATEID
XypHanupoBaHue BJicRO.

Jlist oTOOpaXkeHHs1 caMbIX MocheqHuX coObiThii Haxkmute knonky OBHOBUTD.

JInst 3anmcu KypHajga COOBITHH B (haill Ha JIOKAJBHOM [HCKE KOMITBIOTEpa Ha)XMHUTE KHOIKY
QKCIOPT B ®AUI. Daiin OyneT HaXOAUTHCS B MAIKe 3arpykaeMbix ¢aiioB Bamero 6paysepa.
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Muur
Ha crpanuiie Cuctema / NMUHr Bei Moxkere MpoOBepHUTH AOCTYIMHOCTh Kakoro-iubo ysia B
HOK&HBHOﬁ NJin FJ'IO68.J'IBHOI71 CCTHU C MIOMOIIIBHO YTI/IJ'II/ITBI Pll’lg
YTunuta Ping oTmpaBiseT 3X0-3ampochl YKa3aHHOMY Y31y CEeTH U (PUKCHUPYET MOCTYIAOIINE

OTBECTHI.

< XypHan coumuii MuHr &

YWUC0 NakeTos IPv6

1 v

CTAPT O4YUCTUTb

PucyHok 124. Cmpa+uuya Cucmema / lNuHe.

J11st IpOBEPKHU TOCTYIHOCTH Kakoro-iubo y3ia BBeaute [P-aapec mim ums atoro y3na B mosie XOCT
U BBIOEpUTE KOJIMYECTBO 3aIPOCOB, KOTOpPbIE OYyIyT OTHpAaBIEHBI Ui MPOBEPKU JOCTYIHOCTH, B
packpbiBaronieMcsi criucke Yucno naketoB. Ecnu st mpoBepKH JOCTYMHOCTH HEOOXOIMMO
UCIIOJb30BaTh MpoTokon IPv6, capunbTe nepeximouatens IPV6 Bnpaso. Haxmure knonky CTAPT.

Yepes HEKOTOpOE BpeMs Ha CTPaHUIE OTOOPA3UTCS pe3ysbTaT IPOBEPKHU.

YroOsl yaaauTh pe3yisTat npoBepku, Haxkmute kHonky OHUCTUTDb.
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TpaccupoBKa MapuwipyTa

Ha crpanunie Cuctema / TpaccupoBKa MapupyTta Bbel MoXeTe ONpEeiuTh MapIIpyT
CJIEZIOBAHMSI JAaHHBIX J0 KaKOro-iaubo y3ia CeTH ¢ MOMOIIBIO YTUIIUTHI traceroute.

< Muwr TpaccvpoBKa MapLipyTa

IPv6

CTAPT O4YUCTUTDL

PucyHok 125. CmpaHuya Cucmema / Tpaccupoeka Mmapuwpyma.

Jlist onpeniesienyss MapuipyTa BBeauTe uMs win [P-anpec xakoro-nmu6o y3ia B oie XocT. Eciu s
ompeeNieHUus] MapuipyTa HEOOXOAWMO HCIONb30BaTh MpOTOkon IPv6, caBuHBTE mepexiouaTrenb
IPv6 BrpaBo. Haxmure knomky CTAPT. Uepes Hekoropoe Bpemsi Ha CTpaHHIE OTOOpPa3UTCS
pe3yabTaT MPOBEPKH.

UYroObl ynamuTh pe3ysbTatr npoBepku, Haxxmute kHonky OYUCTUTD.
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Tenuer

Ha crpannne Cuctema / Telnet Bol MokeTe BKIIIOYMTH MIIM BBIKITIOYMTH JOCTYIT K HACTPOMKaM
mapupyTtuzatopa no nporokony TELNET u3 nokansHoi cetu. Ilo ymomvanuio poctyn 1o
TELNET BxitoueH.

< Tpaccuposka mapuipyTa Telnet &

@ BwiounTs Telnet

Mopt*
23

NMPUMEHUTb

PucyHok 126. Cmpa+uya Cucmema / Telnet.

Yroos! 3amperuts noctyn no TELNET, casunbeTe mepekmouarens Bkmountb Telnet Bieo u
Haxxmure kHonky MPUMEHUTD.

UYrobbl cHOBa paspemuth jnoctyn no TELNET, cnBunbTe mepekitouarens Bknrounmtb Telnet
BnpaBo. B nose MopT BBeauTe HOMEp mMopTa MapuIpyTH3aTopa, Yepe3 KOTOPBIA OyaeT pasperieH
noctyi (o ymosuanuio 3a1aH nopt 23). 3atem Haxxmute kHonky MPUMEHUTD.
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CucreMmHoe Bpems

Ha crpannne Cucrtema / CuctemHoe BpeMs Bol MoxeTe BPYyYHYHO YCTAHOBHUTH CHCTEMHOE
BpEMsI MapIpPyTHU3aTOpa MM HACTPOUTH aBTOMATHUYECKYIO CHHXPOHHM3AI[MIO CHCTEMHOTO BPEMEHH C
CepBEpOM BpeMeHH U3 ceTr MHTepHeT.

< KoHgurypauus CuctemMHoe Bpema &
CwvcremHan gata:  28.04.2017 HaCTpOI;"IKI/I NTP
CucremHoe Bpema:  12:26 Uacosoii nosc
@ Brnounts NTP (GMT +3 yac.) Mockea, CankT-TeTepbypr, MuHck ¥

ﬂepexo,u, Ha neTHee BpemA

MonyunTe agpeca cepeepos BpemeHun no DHCP

CepBepbl BpEMEHU

pool.ntp.org *

AOBABWUTb CEPBEP

NPUMEHUTb ONPEJENUTb YACOBOW NOAC

PucyHok 127. CmpaHuuya Cucmema / CucmemHoe epemsi.
JIy1st HaCTPOMKH YacOB MapIIPyTHU3aTOPa BPYUHYIO BBIMOJHUTE NEPEUUCICHHBIC HIKE JICHCTBHS.
1. Casunbte nepexinoyarenb Bkrnountbe NTP Biego.

2. B pasgene HacTponkn BpeMeHu 3ajaiite HeoOxomumble 3HaucHus. UToObI 3a1aTh BpeMs,
YCTaHOBJIEHHOE Ha Baiiem koMmbroTepe WM MOPTaTUBHOM YCTPOMCTBE, HAKMUTE KHOIKY

CKOIMNMUPOBATb JIOKAJIbHOE BPEMA.

3. Haxwmure xHonky MPUMEHWUTb. Ipu stom nmonss CuctemHaa paata u CucrtemMHoe
BPEMSl 3ar0HITCS aBTOMATHYCCKH.

I[J'IH aBTOMAaTHYECKOU CUHXPOHU3AIIUHU YaCOB MapHIpyTu3aTopa C KaKUM-JIHOO CCPBCPOM BpPpCMCHU
BBIITOJIHUTE ICPCUYUCIICHHBIC HUKC I[GflCTBHSI.

1. Cnsunbte nepekioyaresib Bknounts NTP Bmpaso.

2. B pasgenc CepBepbl BpeMeHU 3anaiite apyroii NTP-cepBep wim ocTraBbTe 3HAYEHUE,
3a/laHHOE 110 YMOYaHuio. Eciu HeoOXoauMo 3a1aTh HECKOIBKO CEPBEPOB, HAXKMHUTE KHOTIKY

AOBABUTb CEPBEP.

3. B paznene Hactpouku NTP BeiOepute Bamn yacoBoii mosic u3 pacKpbIBarOIIETOCs CIHCKA.
Uto0BI yKazaTh 4acOBOW MOSIC, COOTBETCTBYIOIIMK HAcCTpoWKam Barero xoMmproTepa Wiu
MOPTATHBHOTO yCTpoiicTBa, Haxkmute kHonky ONMPEOAENIMTb YACOBOW NOSAC.

4. Haxwmure kuonky MPUMEHWUTDb. Tlpu stom mons CucteMHas pata u CucteMHoe
BPEMS 3aII0JHSATCS ABTOMATHICCKH.

YToObl HACTPOUTHh ABTOMATHYCCKHUII MEPEX0/ YaCOB MapIlpyTH3aTopa Ha JETHEEe BPEMs, B pasjieie
Hactponku NTP casunbste nepexmouarens [epexon Ha netHee BPEMS BIPaBO U HAKMHTE
kaonky MPUMEHUTDb.
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B HekoTOphIX Ciiyyasix MpoBaiiiep caM MpeaoCcTaBisieT aapeca CepBepoB BpeMeHH. B aToMm ciydae B
paznene Hactponku NTP casunbte nepexiouarens MonyynTb agpeca cepBepoB BpeMeEHU
no DHCP snpaso u naxwmure kHonky NMPUMEHWUTbL. Ytounute y Bamero mnposaiiiepa,
TpeOyeTcss 1M AaHHas HacTtpoiika. Ecmu mepexnmrouarens [lonyuyuTb agpeca cepBepoB
BpemeHu no DHCP casunyT Bpaso, paznen CepBepbl BPEMEHU He 0TOOpakaeTcs.

[Ipy BBIKIFOYEHWH TUTAHUS WKW Iepe3arpy3ke MapiipyTh3aTropa IMPOUCXOIWT cOpoc
IaThl M BPEMEHHU ycTpoucTBa. EcIM MapIipyTH3aTop HACTPOEH HA aBTOMATHYECKVIO

! CUHXPOHU3ANIO BPEMCHHU, TO HPH YCTAHOBKC COCANHCHUA C CCTHIO I/IHTC[QHGT IIOKa3aHusAg
YacoOB YCTPOWMCTBA aBTOMATHYECKU BOccTaHOBATCd. EciiM 4achkl MapipyTu3aTtopa ObLIu

HACTPOCHLI BPYYHYIO, H€O6XOQI/IMO CHOBA 33/1aTh JaTy ¥ BPEMs (CM. BBIIIIC).
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SHOekc.DNS

B nannom paznene Bol Mokere HacTpouTth paboty cepuca SAnmexc. DNS.

Sunexc.DNS — »3TO cepBHUC KOHTEHTHOW (MIbTpaIuu, KOTOpbIH oOecrmeunBaeT padoty DNS-
cepBepa, 3allMIIAeT KOMITBIOTEp OT BPEJOHOCHBIX CAaWTOB M OJOKHpYET HOCTYIl K pecypcam,
HEXKENaTeIbHBIM JIJISl IPOCMOTpPA JIEThMH.

HacTpoukmu

Ha crpannne AHpaekc.DNS / Hactpoukm Bor moxere Bkarounth cepBuc SHaekc.DNS u
HACTPOMTH PEKUM €ro paboTHI.

{  KoHdurypaumsa Ha CTpOI?'I KW

AHaekc.DNS
5:' HAEKC BuICTpLIA DNS-cepenc oT AHASKCa C AONONHKMTENEHEIMN GYHKLIMAMKW Be3onacHoCTH
Yro Takoe AHgerc. DNS

. Brato4nTh

Pexum no YMOI4YaHuo

Bre HoBbIE yCTRORCTEA GYAYT NOAKMOYATECH B BEIGDAHHOM PEXUME

() bes zawnThl

(® Besonacbiii
O Aetcxwin

B bezonacHom pexime BYayT 3aBA0KMPOBANE] CAHTEI, KOTOPLIE MEITAKTCR YKPACTE BALUM MapoMd, HAMPUMED, OT COUNANbHLIX CETeH, 4 Takwe caliTsi,

KOTOPBIE MOTYT 3apa3nTe Baw koMAboTep BUPYCamu. 3ToT pexiiM PEKOMen]08aH 407 BOAbUIHCTEA NoALI0BaTeNeH.

AR YETPoOIACTE B ABTEKOM PEXUME JONONHUTENLHO BYAVT 3a610KMPOBAHE! CaATLI "4N8 B3POCALIX". PEKOMEHAYETEA BKAKIWATE 3TOT PEXHM 403

VETPORCTE, KOTOPBIMI TOAB3YHITCR JETH.

NPUMEHHUTE

PucyHok 128. Cmparuya 5IHdekc.DNS / Hacmpoliku.

YroObl TOMy4YuTh OoOJiee TOAPOOHYI0 HMH(MOPMAIIMIO O CEPBHCE, HAXMHUTE CChUIKY YTO Takoe
Anpekc.DNS.

YroOs! BKIIIOUUTH cepBuc SAnaexkc.DNS, cnsunbTe niepexiodarens BKNHOYMTBL Bopaso.
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[Mpu BrmoyenHoMm cepBuce Sumaekc.DNS Ha cTpanume mgoctymeH pasgen Pexum no
ymonyaHuto. YrtoObl HacTpouTh (GUIBTPALMIO JUISI BCEX YCTPOWCTB JIOKAIBHOW CETH
MapIIpyTHU3aTOpa, BEIOEPUTE HEOOXOIMMOE 3HAUEHHUE B CIIUCKE:

* bBe3 3awunTbl — npu BEIOOPE 3TOrO 3HAYCHUS CepPBHUC oOecmeunBacT paboty DNS-cepBepa,

HO HC OrpaHU4YuBaACT JOCTYII K OITaCHBIM CaﬁTaM;

* Be3onacHbIN — nipu BEIOOPE 3TOTO 3HAYCHHS CEPBUC OJIIOKUPYET AOCTYIT K BPSIOHOCHBIM H

MOIICHHUYCCKUM Web-CaﬁTaM;

* J[eTCKMM — npu BbIOOpE 3TOr0 3HAYCHHS CEPBHC OJIOKUPYET AOCTYN K BPEIOHOCHBIM H
MOILIIEHHHYEeCKMM web-caiiTam, a Takke OJIOKMpYeT JOCTYINl K pecypcam, HexelaTelbHbIM
JUIS IPOCMOTPA JETHMH.

Br1Opannbiii pexxum GUIbTpaluy Takxke OyaeT 1eHCTBOBATh AJI BCEX BHOBD MOAKIIOYCHHBIX K CETH
MapIIpyTH3aToOpa YCTPOUCTB.

[Tocne 3ananus HeoOXoAUMBIX MapameTpoB HaxkmuTe kHOKy MPUMEHUTD.

Yro06s1 oTkmounTh cepBuc Suaexc.DNS, ciBuHbTe niepekiodaresns BKMIOYUTD Bi1eBO 1 HAKMUTE
kHornky MPUMEHUTD.
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YCcTpoOMUCTBa M npaBuia

Ha crpanunie AAHaekc.DNS / YcrpouctBa n npaBuna Bbel MokeTe HazHAYMTH KAKOMY-JIHOO
YCTPOUCTBY JIOKAJIbHOW CETH OTAEIbHBIN pPeXXUM (UIIBTPALIH.

< Hacrpotiku YcTpoiictea 1 npaBuna

M3BeCTHbIe KNMEeHThI
IP-agpec MAC-agpec Mma Mpaewnno

192.168.0.2 6c:62:6d:7d:26:a1 Mo yMon4aHuto (besonacHhbiii) @

ﬂpaBMﬂa fNobaBnTs

IP-agpec MAC-agpec Mmsa Pexum

PucyHok 129. CmpaHuya SIHOekc.DNS / Ycmpoliicmea u npasuna.

B paznene U3BeCTHbIE KNMMEHTbI 0TOOpaXkaroTCsl yCTPOWCTBA, TIOKITIOYEHHBIE K JIOKAIBHON CETH
MapuIpyTU3aTopa B HACTOALIMHA MOMEHT, U COOTBETCTBYIOIIUN UM PEXKUM (PUIBTpALIUY.

Y100BI CO31aTh’ HOBOE MPABUIO (UILTPALMY U KAKOro-I1ubo ycrpolicTsa, B pasneie MpaBuna
HaKMHUTE KHOTIKY [JOO6aBUTb niu B paszierie NA3BECTHbIE KITMEHTbI MICIKHUTE JICBOH KHOMKON
MBI HA HAa3BaHWUU peXHMa (UIBTPAIIMM B CTPOKE YCTPOMCTBA, A KOTOPOTO HEOOXOIUMO
CO03/1aTh MPaBUJIO.

HoBoe npasuio

MAC-agpec*

IP-appec*

(O be3awmTel

(® BesonacHsiii

O Aetckmii

COXPAHUTb

PucyHok 130. [JobaeneHue npasuna 05 cepsuca 5HOekc.DNS.

7 Tlpu co3manum HOBOro mpaBmwia ¢uistpanun Ha crpanune Hactponka coeauHeHun / LAN oroGpaxaercs
cBsska MAC-anpeca u [P-anpeca. Co3aHHas CBSI3Ka YIAIIIETCS BMECTE C COOTBETCTBYIOIINM ITPABIIIOM.
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B OTKPBIBIIEMCA OKHE BEI moxeTe 3a1aThb CJICAYOUINEC MMapaMCTPHhI:

MapameTp OnucaHue

MAC-agpec MAC-aapec ycTpoicTBa U3 JTOKAILHOM CETH MapIIpyTU3aTopa.

IP-agpec IP-agpec ycTpoicTBa U3 JIOKAIBHOM CETH MapIIpyTH3aTopa.

st 3amaiiTe Ha3BaHWE JUII  YCTPOWCTBA B CETH Ui yIOOHOMH
uaeHTUGUKAIY (Heoba3amenbHblil napamemp).

Beibepute pexxum pabotbl cepuca Snaekc.DNS s nanHOro
yCTpOMCTBA.

Be3 3awWuTbl — npu BEIOOPE ITOr0 3HAUCHUS CEPBUC 00ECIIeUNBACT
paboty DNS-cepBepa, HO HE OrpaHMYMBAET JOCTYH K OIACHBIM
calTaM.

Pexum Be3onacHbIN — npu BEIOOpE ITOTO 3HAYCHUS CEPBUC OJOKHPYET
JOCTYII K BPEJIOHOCHBIM M MOLIEHHHYECKUM Web-caiitam.

HeTcKun — nipu BEIOOPE ITOrO 3HAYCHHUS CEPBUC OJIOKUPYET TOCTYII
K BpPEIOHOCHBIM M MOIICHHUYECKUM Wweb-caiiTaM, a Takxke
OJIOKHMpYEeT AOCTYN K pecypcaM, HEeXKeJIaTeslbHBIM JJs MPOCMOTpa
JNETbMH.

[Mocne 3apanust He0OX0MMBIX TapameTpoB HaxkmuTe kKHOolKy COXPAHUTD.

UYtoObI 3aaTh Apyrye MapaMeTpsl A KaKOro-1u0o0 mpaBuia, BEIOEPUTE COOTBETCTBYIOIIYIO CTPOKY
B Ta0IMIlE, B OTKPBIBIIEMCS OKHE HW3MEHUTE HEOOXOAMMEBIC MapaMeTpbl U HAXMUTE KHOIKY

COXPAHUTD.

Uto0bl yIanuTh Kakoe-1100 MpaBuiIo (GUIIBTPAIIH, YCTAHOBUTE (IIAKOK, PACTIONIOKEHHBIN ClIeBa OT
COOTBCTCTBYIOLICTO IMpaBHJid, 1 HAXKMHUTC KHOIIKY YAan UTb. Brl Taxoke MoxkeTe YAQJIWUTD IIPaBUJIO
B OKHE M3MECHEHUS ITapaMeTPOB.

[Tocie 3aBepreHus padboThl ¢ npaBuiaamu Haxxmute kHonky MPUMEHUTDb.
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PekomeHpaLmm no Mcnonb3oBaHUIO

PykoBoACTBO nonb3oBaTens
MapLipyTusaTopa

MABA 5. PEKOMEHOALWXA 1O WUCIMOJIb3OBAHUIO
MAPLUPYTU3ATOPA

lpaeuna u ycnoeusi 6e3onacHou akcnyamayuu

BauMarenbHO mpouMTalTe MAaHHBIM paszjiesl IMepes] YCTAaHOBKOM M MOJKIIOYEHHEM YCTPOWCTBA.
Ybenurech, 4TO YCTPOWCTBO, aaNTep MUTAHUS U Kabenu HE UMEIOT MEXaHHMUECKHUX MOBPEXKICHUM.
VYCTpoicTBO  TOMKHO OBITH  HCIOJB30BAHO TOJBKO 10 Ha3HAYEHHIO, B COOTBETCTBHHM C
JIOKYMEHTaLUEH.

YCTpoicTBO TIpeHAa3HAYCHO I OKCIUIyaTallud B CyXOM, YHCTOM, HE3albUICHHOM W XOPOIIO
MPOBETPHUBAEMOM TOMEIICHUH C HOPMAaIbHON BIAKHOCTHIO, B CTOPOHE OT MOIIHBIX HCTOUYHUKOB
temia. He ucnonp3yiitTe ero Ha yjiuIle U B MeCTax C MOBBIIIEHHOW BIaXXHOCTHIO. He pa3memaiite Ha
YCTPOICTBE MOCTOPOHHHE MPEAMETHl. BEHTHISLMOHHBIE OTBEPCTHSI YCTPOWCTBA JOJKHBI OBITh
OTKpBITHL. TeMmrepaTrypa OKpy>Karolleil cpelpl B HEMOCPEICTBEHHOW OJIM30CTH OT YCTpOICTBa U
BHYTPH €ro KopItyca AoipkHa 0bITh B ipenenax ot 0 °C no +40 °C.

Ucnonp3yiiTe amantep NUTaHUA TOJBKO W3 KOMIUIEKTa IMOCTABKM YycTpoicTBa. He BKirodaiiTe
ajantep MHUTaHUA, €CIH €ro KOpIyc Wiau Kabenb moBpexaeHbl. [loakmiouaiiTe agantep MUTaHUS
TOJILKO K UCIIPaBHBIM PO3ETKaM C apaMeTpamu, YKa3aHHbIMH Ha ajanTtepe MUTaHus.

He BckpoiBaiiTe kopmyc yctporcta! Ilepen ouumcTkod ycTpoHCTBa OT 3arps3HEHUN W MbUIX
OTKJIFOYUTE THMTAHHE YCTPOWCTBA. YJausdiiTe MNbUIb C TOMOIIBIO BiakHOM canderku. He
UCIIONIB3YUTE JKUIKHE/adPO30JIbHbIE OYMCTUTEIN WJIM MarHUTHBIE/CTaTHUECKHE YCTPOMCTBA IS
ourcTku. M30eraiiTe monagaHus BJaru B yCTPOMCTBO U aJanTep MUTAHUS.

Cpok cy>x0bI ycTpoiicTBa — 2 roja.
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PyKOBO,D,CTBO nonb3oBartens

PekomeHAaLUM NO UCMONbL30BaHUIO
MapLupyTMU3aTopa

PekomeHdayuu no ycmaHoeke 6ecrnpoeodHbIx ycmpolicme

becnipoBognoit mMapuipytuzarop DIR-806A mno3Bonsier mnojdyyuTh AocTyn K Bamei cetn ¢

IIOMOIIIBIO 6eCHpOBO,I[HOFO COCAUHCHHA IMPAKTUYCCKU U3 JI000H TOYKH B paauyce JelicTBUS

6eCHp0BO,Z[HOI>'I CCTH. O,I[HaKO CJICOYECT YUYUTBIBATH, YTO KOJHUYECTBO CTCH U HeperBITI/If/'I, KOTOPbIC

6YJICT npeoaoJICBaTh CUTI'HAJI, UX TOJIIIWHA U PACIIOJOKCHUC MOTI'YT YMCHBIIUTL paanycC JeHCTBUSA

CCTH. Pa,Z[I/ch OXBaTa CETH B OOIBIIONH CTEIEHH 3aBHCUT OT THUIIOB Marcpualla M YpPOBH:A

CONNYTCTBYIOIIUX PAAUOYACTOTHBIX ITYMOB B AOMC HIIN O(I)I/ICG. YToOBl MaKCHUMAJIBHO YBCIUYUTDH

paauyc neMicTBus Barei 6CCHpOBOI[HOI71 CCTH, BBITIOJIHUTC NNEPCUUCIICHHBIC HUKC PCKOMCHIAIINH.

1.

Pacnonoxxure MapuipyTu3aTop Tak, 4TOObI KOJHUECTBO MPENSATCTBHU (CTEH, IEPEKPBITHH U
T.II.) MEXY MapIIpyTU3aTOPOM U JIPYTHM CETEBBIM 00OPYIOBaHHUEM OBLIIO MHHHUMAJIbHBIM.
Kaxmoe mpemsiTcTBHE COKpallaeT paauyc AEUCTBUS OCCHpPOBOIHONW CETH HA HECKOIBKO
MeTpoB (ot 1 10 30 m).

MBICIEHHO TMPOBEAUTE JMHHIO MEXIy MAapIIpyTH3aTOpOM H CETEBBIM YCTPOWCTBOM.
PekoMeHayeTcss  pacmoNOXKHTh  YCTPOMCTBA Tak, YTOOBI 3Ta JIMHHSA POXOJIMIIA
HEPICHIUKYISIPHO CTCHAM WIIH MEPEKPBITHIM, HAXOMSIIMMCS MEXIY MapIIpyTH3aTOPOM U
CETeBBIM YCTPOMCTBOM ([UIsi CUTHANa, MPOXOIAIIErO IMPEISTCTBHE IOJ YIVIOM, TOJIHHA
HPEMATCTBUS ropaso OosblIe).

OOpatuTe BHMMaHHE Ha MarepHall, U3 KOTOPOTO CJIENaHO MpensTcTBUe. MaccuBHas
JKelle3Hasl JIBeph WJIM aTIOMUHHEBBbIE OalikM, OKa3aBIIMECs B 30HE OECTpPOBOJHON CETH,
YMEHbIIAIOT €€ panuyc neictBud. [loctapaiitech pacnonoxkuth Bamnr mapuipyTtusarop,
TOYKH JOCTyNa M KOMITBIOTEPHl TaK, YTOOBI CHUTHANI MPOXOAWJI Yepe3 TOHKUE CTEHbI WIH
JIBepHbIE TMpoeMbl. Ha cHurHanm HEraTuBHO BIUSIIOT CTEKJO, CTallb, METallJI, CTEHBI C
M30JIALIKMEeH, BoJa (aKBapUyMBI), 3epKaja, mKadbl, KHPIMUYHbIEC 1 OETOHHBIE CTEHBI.

Jepxxute MapumipyTuzatop BAaiId (KaKk MHHHMYM, Ha paccTossHMM 1-2 MeTrpa) oOT
ANIEKTPUYECKUX IPUOOPOB WU YCTPOMCTB, CO3AIONIUX PATUOYACTOTHBIE TOMEXH.

Pamuorenedonnt ¢ Hecymei dacroroir 2,4 I'Tm wim oGopynoBanue cranmapra X-10
(OecripoBO/IHbBIE YCTPOICTBA TUMA MOTOJIOYHBIX BEHTHJIATOPOB, OCBETUTENBHBIX MPHOOPOB
WIH JOMAaIlHeH CHCTEMbI OE30IMacHOCTH) MOTYT OKa3aTh HEraTHBHOE BIUSHHE Ha Barre
OecnpoBOHOE coeauHeHue. YoOemutech, uyTo 0Oa3a Bamero pamuorenedona ¢ Hecymiei
yactoToit 2,4 I'T'1 MmakcumanbHO yzaajeHa oT Bammx OecripoBoaHBIX ycTpoiicTB. OOpatuTe
BHHUMaHue, 4yTo 0aza paauotenedoHa mepedaeT CUTHAN Jaxe TOrAa, Korjma TeiedoH He
UCIIOJIb3YETCS.
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AGGpeBMaTypbl U COKpaLLeHuUs

MABA 6. ABBPEBUATYPbI U COKPALLEHUA

AC Access Category Kareropus noctyna
AES Advanced Encryption Standard VYiydmeHHbIH CTaHaapT MUGPOBAHUS
ARP Address Resolution Protocol [TpoTokon pa3penieHus aapecoB
. : . ba3oBblii HIeHTH(DUKATO
BSSID Basic Service Set Identifier a . ¢ P
OecTpoBOHOM CeTH
. [TpoBepka mpu MOMOIIH ITUKITHYECKOTO
CRC Cyclic Redundancy Check poBepra ip i
U30BITOYHOTO KOJIA
. . WHAMHUYECKasi CHCTeMa JIOMEHHBIX
DDNS Dynamic Domain Name System A A
UMCH
o . . Pacnipenenennas araka Tumna oTkas B
DDoS Distributed Denial of Service pe
00CITyKUBaHUH
. . [IpoTOKON AMHAMHUYECKON HACTPONKHU
DHCP Dynamic Host Configuration Protocol P A P
y3i1a
DNS Domain Name System Cucrema JJOMCHHBIX IMEH
. . Coo0b1eHne ¢ yBeZIOMIIEHHEM O
DTIM Delivery Traffic Indication Message B e
nepenave Tpapuka
: . Cpennee Bpemsi o [ puHBHUCKOM
GMT Greenwich Mean Time pedl P P Y
MepUIrany
«MHTEpHET-IILTI03Y», POTOKOJ
IGD Internet Gateway Device YIOPaBJICHUS YCTPOUCTBAMU Yepe3
UHTEPHET-1ILT03
[TpoTokoin yrpaBieHus TPYyIaMH B
IGMP Internet Group Management Protocol P yip Py
cetu MHTEpHET
ITpoTokon MHTEpHETA, MEKCETEBOM
IP Internet Protocol
MPOTOKOIT
[TpoTokoin ajist 0OecTeYeHUs 3aIIUThI
IPSec Internet Protocol Security JIAHHBIX, TIEPEIaBAEMbIX 110
MEXKCETEBOMY IpoTOoKOIy [P
L2TP Layer 2 Tunneling Protocol TYHHEIBHBIH MPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokaybHas ceTh
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AGGpeBMaTypbl U COKpaLLeHuUs

[TpoTokon ynpaBieHus KaHaJIOM

LCP Link Control Protocol
nepeIavn JaHHbIX
) YnpasneHue J0CTYIIOM K cpeze
MAC Media Access Control P AOCTY pe
(mepenaun JaHHBIX)
. . . MakcuMalnbHbIi pazme
MTU Maximum Transmission Unit P P
nepeIaBaeMoro makera
NAT Network Address Translation IIpeoOpazoBaHue CETEBBIX aJPECOB
NTP Network Time Protocol CeteBoil MPOTOKON CITY>KOBI BPEMEHH
. MyJbTUIIIIEKCUPOBAHUE C
Orthogonal Frequency Division Y P
OFDM S OPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pas/ieNieHneM CUTHAJIOB
. Hacrpoiika ¢ TOMOIIbIO HaXKaTHs Ha
PBC Push Button Configuration P B
KHOTIKY
PIN Personal Identification Number JInuHbIi UIeHTH()UKALMOHHBIA HOMED
. . [TpoTOKOI THITA «TOYKA — TOYKA» IO
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHEJIBbHBIN TPOTOKOJI THIIA «TOYKA-
PPTP Point-to-point tunneling protocol - P
TOYKa
PSK Pre-shared key OOmwmii K4
QoS Quality of Service KavectBO ycayr
RADIUS Remote Authentication in Dial-In User |Ciyx0a ynaneHHON ayTeHTH(DHUKAITH
Service M0JIH30BATENISI KOMMYTHPYEMOU CETH
. ) [TpoTokon oOMeHa TaHHBIMH TSI
RIP Routing Information Protocol P A s
MapIIpy TH3AIUH
RTS Request To Send 3anpoc Ha OTHpPaBKY
. . IIpoTokon NOTOKOBOM Iepeaadu B
RTSP Real Time Streaming Protocol P pedl
PEKUME pealbHOTO BPEMEHHU
SIP Session Initiation Protocol [TpoTokomn ycTaHOBIIEHHUS ceaHca
SSID Service Set Identifier Wnentudukarop 6ecripoBOIHON CETH
. IIpoTokon BpEMEHHOM 1IENOCTHOCTH
TKIP Temporal Key Integrity Protocol P P t

KITFOYEN
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[TpoToKOI MOJIB30BATENBCKUX
UDP User Datagram Protocol P
JararpaMmm
. YHHUBEPCAIBHBINA PEKUM «BKIFOUYH U
UPnP Universal Plug and Play pv P
paboTaii»
URL Uniform Resource Locator EnuHbI ykazarenb pecypcos
VLAN Virtual Local Area Network BupryanpHas nokanbHas ceTh
VPN Virtual Private Network BupryanbHas yacTHas ceTh
WAN Wide Area Network ['mobanpHas ceTh
. . . be3onacHOCTh, aHAJIOTUYHAS 3aIUTE
WEP Wired Equivalent Privacy . -
MPOBOJIHBIX CeTer
R . C «becnpoBogHas TOYHOCTEY, CTAHIAPT
Wi-Fi Wireless Fidelity POBOa . Aap
OecrpoOBOHOM CBSI3U
WLAN Wireless Local Area Network becnpoBojHast ToKallbHAS CETh
R . . [Tepenavya MyIbTHMEIMUHBIX TaHHBIX
WMM Wi-Fi Multimedia P H . Y 8 A
no Wi-Fi-cetn
— 3aluIleHHbI JOCTYII TIO
WPA Wi-Fi Protected Access o VH Yy
OecTpoBOIHOM ceTH
R be3onacHas HacTpoiika 6ecTipOBOIHON
WPS Wi-Fi Protected Setup P POBOA
ceTH
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