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1. BBegeHue

OnncaHnsa komaHa, B JaHHOM PYKOBOACTBE OCHOBaHbI Ha NporpaMMHom obecneveHun Bepcum 1.00.
MepeuncneHHbI 34ech CNMCOK KOMaHA sSIBNSETCA NOArPYNMon KoMaHa, NoaaepXMBaeMbIX KOMMyTaTopamu
cepum DGS-3130.

PykosogcTeo none3osatens (CLI) npegHasHayeHo NpeMMyLLeCTBEHHO AN agMUHUCTPATOPOB CEeTU U APYIUX
npodgeccuoHanos I T-nHAYCTpUK, OTBETCTBEHHbIX 3a yNpaBieHne KOMMYTaToOpoOM C NOMOLLbIO MHTepdenca
komaHgHown ctpoku (CLI). IHTepdenc komaHOHOW CTPOKM SABMSETCH OCHOBHbLIM UHTEpdencom ans
ynpasneHus kommyTaTtopoM cepun DGS-3130, B ganbHenwem nMeHyeMbIM NPocTo "KoMMyTaTop" B AaHHOM
pykoBofcTBe. [laHHOe pykoBOACTBO NoapasymMeBaeT y YnTatens Hannyine Heobxoanmoro onbiTa v 3HaHWUi
npuHuunoB paboTel Ethernet, coBpeMeHHbIx ceTert u LAN.

YcnoBHble 0003HaYeHus

YcnoBHoe 0603HavYeHne OnucaHue

MonyXupHbIX WpUdpT KomaHabl, onuumn komaHg 1 KnioveBble cnosa. KnioyeBble criosa B
KOMaHHOW CTpoKe HeobxoamMmMo BBOAUTb MMEHHO TaK, Kak OHW OTODpaXeHb!.

KYPCUB 3ATTIABHbIMU MapameTpbl UK 3Ha4YeHUs1, KOTopble HEOOXOAMMO yKasaTb.
lMapameTpbl B KOMaHOHOM CTPOKE HEOOXOAMMO 3aMEHUTDL XeraeMbiMU.

KBagpaTtHble ckoOku [ ] [ononHuTenbHoe 3Ha4YeHne nnn Hadbop AONOSNTHUTENbHBIX apPryMEHTOB

durypHble ckobku { } AnbTepHaTMBHbIE KIOYEBbIE CMOBA, pa3fAeNeHHble BEPTUKaAIbHbIMM
nMHUAMKU. Kak npaBmnio, OQHO U3 KIOYEBLIX CIOB B pasaenbHbIX Crnckax
MOXeT ObITb BbIOpaHO.

BepTukanbHasa nuHus [ononHuTenbHbIe 3HAaYEHUS UKW apryMeHTbl 3aKNioYaloTca B KBaapaTHble
CKOOKW 1 pasgensawTcsa BepTMKanbHOW nuHnen. Kak npasmno, ogHo unm
6onee 3HayYeHWe UM aprymeHT B pasaernbHbIX CNMCKaX MOXET ObITb
BbIGpaHo.

T'osnybon mpudr Courier | QKpaH KOHCOMW, BKMOYas NpMMepbl BBEOEHHbIX KOMaHg C
COOTBETCTBYIOLLNM BbIBOAOM. Bce npymepbl B JaHHOM pyKOBOACTBE
OCHOBaHbI Ha kommyTaTope DGS-3130-30TS n3 cepum DGS-3130.

MpeaynpexaeHus

Hwxe npenctaBneHbl NpUMepbl Tpex TUMOB NpeaynpeXaeHnii, KOTopble MOryT UCMONb30BaTbCs B
pykoBoacTBe. Npuv ynpaBrneHun KOMMyTaToOpOM C MOMOLLbIO AaHHOMO AOKYMeHTa HeobxoayMo obpallaTtb
BHYMaHMWE Ha 3TV NpeaynpexaeHus.

%
MpumeyvaHune: BaxHas MHopmaLwms, KoTopasi MOXET NOMOYb B UCMOSb30BaHUN
" YyCTpOWCTBA.
ﬂ%ﬁ BHuUMaHue: nidopmaums o noTeHUmansHol yrpose yCTPOMCTBY UMK O NnoTepe

AaHHbIX, @ Takke cnocobbl 3TO NPeaoTBPaTUTh.
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L ! MpeaynpexaeHue: nicgopmMaumsi 0 NOTEHUMAbHOW Yrpo3e YCTPONCTBY UIK
3[10pOBbIO.

OnucaHuna KomaHg

WHopmaLums o kaxgon komaHae B 4aHHOM PYKOBOACTBE NpeAcTaBfieHa ¢ MOMOLLBIO CrieayowmnX nonen:

* OnucaHue — kpaTkoe onncanne oyHKLUMoHana KoMaHabl.

e CuHTaKcuc — To4Hasi hopma KoMaHabl U NpaBuia ee HanucaHus.

* [lapameTtpbl — Tabnuua ¢ KpaTkMM onncaHMem onummn unmn Tpebyembix NnapameTpoB U Ux
Mcnornb3oBaHWeM B kKoMaHae.

* [lo ymon4aHuio — ecnv KomaHaa 3aJaeT HOBOE 3Ha4YeHne KOHpMrypaumm unm coctosiHne
KoMMmyTaTopa (Hanpumep, OTIIMYHOE OT UCMONb3yeMOro), 3To ByaeT Nnokas3aHo B JAHHOM More.

*  Pexum BBOAAa KOMaHAbl — PEXUM, B KOTOPOM BO3MOXXHO UCMONb30BaHME KOMaHAObl. PexuMmbl
onucaHbl B pasgene «Pexunmbl BBoga KOMaHa».

*  YpoBeHb KOMaHAbl MO YMOM4YaHUIO — YPOBEHb NPUBUIErMM MONb30BaTENs, HE0OX0AUMBIN OIS
MCNOSb30BaHNSA KOMaHAbI.

*  WUcnonb3oBaHue KOMaHAbI — feTarlbHOE OnMcaHne KOMaHAbl U pasfnyHbIX CLEHApPUEB ee
MCNOSb30BaHUS.

¢ [Mpumep — Nnpumep MCNONb30BaHMA KOMaHAbl B NOAXOASLLIEM CLEHapUN.

Pexumbl BBoaga KomaHa

[ OCTYyNHO HECKONBbKO PEXUMOB BBOAA KOMaHZ B MHTepdbence komaHaHou cTpokm (CLI). Habop komang,
OOCTYIMHbIX MONb30BATENIO, 3aBUCUT OT peXrnmMa 1 OT YPOBHS Npusunernn. B kaxgom cnyvae nonb3oBaTenb
CMOXeT BUAETb BCE KOMaHAbl, LOCTYMNHbIE B ONPeAEeNieHHOM peXxume, BBeAs BONPOCUTENbHLIN 3HaK (?) B
CUCTEMHYHO MOACKA3KY.

WHTephenc KomaHaHOM CTPOKN NogaepXnBaeT NATb YPOBHEN NPUBUNETUN:

+ Basic User — 1 ypoBeHb npuBuniernn. [JaHHbIA YPOBEHb YY4ETHONM 3anncy Nonb3oBaTens umeeT
HU3LLMI NPUOPUTET Cpean y4eTHbIX 3anucent. Ha gaHHOM ypoBHE BO3MOXHO NONYyYnUTb JOCTYN K
©a3oBon MHpopMaumm 0 CUCTEME.

* Advanced User — 3 ypoBeHb npusunerun. Ha gaHHOM ypoBHe y4eTHOW 3anucu nonb3oBaTens
OOCTYNHO ynpasneHue TepMmunHanom. lNonb3oBaTenb MOXET NONy4YnTb AOCTYN K OrpaHNYeHHOM
WMHopMaLnn, He OTHocSILLIeNCSs K Be3onacHOCTH.

* Power User — 8 yposeHb npusunerui. Ha gaHHOM ypoBHE y4eTHOW 3anncu nonb3oBaTens
OOCTYNHO MeHbLLEee YMCno KoMaHa, Yem B ypoBHe Operator, Bknovas KomaHabl KOHUrypaumm,
OTNUYHbIE OT KOMaHS, ypoBHs Operator u Administrator.

*  Operator — 12 ypoBeHb npvBunerun. Ha gaHHOM ypoBHe y4eTHOWM 3anncu Nosb3oBaTens MOXHO
W3MEHATb JToKarbHble U rmobanbHble HACTPOMKK, He OTHocALWMecs K 6esonacHocTy (Hanpuvep,
HaCTPOWKM YYETHbIX 3anucen nonb3oBartenen, y4eTHblx 3anucen SNMP n 1.4.

* Administrator — 15 ypoBeHb npuBunerun. YyetHas 3anvcb nonb3oBaTens ypoBHs Administrator
MMeeT AO0CTYN KO BCen MHApopMaLUmM O CUCTEME U CUCTEMHBIM HACTPONKaM, AOCTYMHbIM B AAHHOM
PYKOBOACTBE.

B nHTepdence komaHOHON CTPOKN AOCTYMHO HECKOMNBKO PEXUMOB. Tpy 6a3oBbIX pexuma:
* User EXEC Mode (Monb3oBaTenbCKUt pexum)
*  Privileged EXEC Mode (Mp1BunerMpoBaHHbIN PeXXUM)
* Global Configuration Mode (Pexum rno6anbHown KoHcurypaumm)

Pexxumbl cneundunyeckon koHpurypaumm goctynHel Yepe3 Global Configuration Mode.
Mpu Bxoge B ynpasneHue KOMMyTaTopoOM YpOBEHb AOCTYNa Nonb3oBaTens onpeaenseT pexum BBoga

KOoMaHA, KoTopble byaet BBOAUTb Nonb3oBaTenb. MoxXHO ocywecTBuTb BxoA nnbo B pexum User EXEC
Mode, nu6o B Privileged EXEC Mode.
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* lMonb3oBaTenu c 6a3oBbIM YPOBHEM AOCTYyMa basic user 6yayT ocyLuecTBnsATL BXoA B pexum User
EXEC Mode.

* lMonb3oBaTenu c pacwmMpeHHbIM YpoBHEM JocTyna: advanced user, power-user, operator u
administrator 6ygyT ocywectenate Bxoa B pexxum Privileged EXEC Mode.

CooteeTcTBeEHHO, pexxum User EXEC Mode siBnsieTca 6a3oBbiM ang basic user, a Privileged EXEC Mode
npegocTasndeT yHKUMmM ypoBHA advanced user, power user, operator n administrator. Bxog B Global
Configuration Mode gocTtyneH Toneko nonb3oBaTensaM ypoBHA operator unu administrator

Pexumbl cneumnduryeckon KoHUrypaumm GOCTYMNHbI TONMbKO Nonb3oBaTensm, obnagatoLwmm NpuBuNerusamm
CaMOro BbICOKOro YpoBHs 6e3onacHocTv Ha ypoBHe administrator.

B Tabnuue kpaTko npeacTaBrieHbl CIUCKN AOCTYMHbIX PEXUMOB. MNepeuncreHbl ToNbko 6a30Bble PeXUMBbI 1
HeKoTopble U3 cnelnMdmrYecknx, OHM paccMaTpuBaloTcs ganee B credyowmnx rmaeax. OnucaHns octarnbHbIX
cneundUYeckmx pexxMmoB He NpeacTaBieHbl B AaHHOM pa3gene. [N nonyyeHust JONoNHUTENbHO
MHOPMaLMM O AOMNONHUTESbHBIX PEXKMMaX HACTPOMKN HY>KHO 06paTUTLCS K raBamM, OTHOCSALLMMCS K 3TUM

YHKUNAM.

Pexum BBoga komaHpg, / OnucaHue
YpoBeHb goctyna

User EXEC Mode /
YposeHb Basic User

Camblin HA3KUI YPOBEHb NPUOPUTETA U3 YMCMa NONb30BaTENbCKUX
yYeTHbIX 3anuncei. EcTb goctyn K HekoTopor uHdopmaumm oo
YCTPOWCTBE.

Privileged EXEC Mode / Ha naHHOM ypoBHe eCTb A0CTYN K HacTporkam TepMmuHana.

YpoBeHb Advanced User

MNonb3oBaTenb MoXeT nony4ynTb O0CTyN K orpaHquHHon VIH(bOpMaLI,VIVI,
He OTHOCsLLEeNCS K 6e30MacHOCTMW.

Privileged EXEC Mode /
YpoBeHb Power User

MeHbLUee Yncno komaHz, Yem B ypoBHe Operator, BKMoYas KOMaHbl
'config'.

Privileged EXEC Mode /
YpoeHb Operator

M3MeHeHMe nokarnbHbIX 1 rnodarnbHbIX TEpMUHANbHbBIX HACTPOEK,
yrnpaBneHne 1 BbINOMTHEHNE HEKOTOPLIX 3a4ay agMUHUCTpaTopa.
VckntoyeHa nHdopmMaums, oTHocALWascs K 6e3onacHoOCTu.

Privileged EXEC Mode /
YpoBeHb Administrator

Te xe npasa, 4TO 1 B YPOBHE Operator, HO MOJ1b30BaTESIb TAKXe MOXET
npocmMmartpuBaTtb U USMEHATb HaCTpOVIKM ©e3onacHoCTMW.

YpoeHb Operator

Global Configuration Mode /

"moBarnbHble HAaCTPOWMKK, UCKMYasa HAacTPOnKn 6e30nacHOCTH, Ha BECH
KommyTaTop. Takke NnpeaocTaBnseTcs 4OCTYN K APYrMMm
crneumpuYeckuM pexmmam.

YpoBeHb Administrator

Global Configuration Mode /

moBarnbHble HAaCTPOMKM Ha BeCb KOMMyTaTop. Takke
npegocTaBnsaeTcs 4OCTYN K APYrUM Cneumnduyecknm pexxmmam.

Interface Configuration

Mode / YposeHb Administrator

Hactpowiku nHtepdeiica.

VLAN Interface
Configuration Mode

Hactponku nitepgenca VLAN.

User EXEC Mode c 6a3oBbiM ypoBHeM goctyna Basic User

EcTb gocTyn kK HekoTopow 6a30Boi MHpOpMaLUUK O HAaCTPONKax. B 4aHHbBIN peXum MOXHO BOWTU C YYETHON

3anucbio Basic User.

Privileged EXEC Mode ¢ pacwmpeHHbIM ypoBHeM aoctyna Advanced User

Ectb 0O0CTyn K 0a3oBbIM HaCTPOVIKaM CUCTEMbI, MO3BOSIAIOLNI NOSNb30BaTENAM OCyLUEeCTBINATb HaCTpOIZKVI
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ceaHca TepMmHana 1 BbINosHATbL 6a30BYH0 MPOBEPKY CeTeBbIX NOAKMOYEHMN. [lonb3oBaTenb He MOXeT
nony4mTb AOCTYN K MHGOpPMaLMK, OTHOCSLLECS K 6e30nacHOCTU. B AaHHbIN pexvM MOXHO BOWTU Npu
ypoBHe goctyna Advanced User.

Privileged EXEC Mode ¢ ypoBHemMm goctyna Power User

JocTyn K MeHbLueMY Yncny KOMaHA, Yem y nonb3oBatens Operator, Bknoyasa koMaHabl 'config', oTnnYHbIE OT
komaHp ypoBHsi Operator u yposHst Administrator. Bxof B 4aHHbIN peXuUM MOXHO NONyYuTb, UMes 8 ypoBeHb
npvBunermu.

Privileged EXEC Mode ¢ ypoBHemM goctyna Operator

HocTtyn k rmo6anbHbIM 1 ToKanbHbIM TEPMUHANbHBIM HAcTponKam. KOHTpOnb 1 BbINOMHEHWE 3aaay
aAMWHUCTPUPOBaHUS (MCKNoYas MHpopMaLmio 0 HacTporkax 6esonacHocTh). Bxog B AaHHbIN pexnm
MO>HO NOoMy4nTb, UMes 12 ypoBeHb NPUBMIENNN.

Privileged EXEC Mode c ypoBHeM goctyna Administrator

Bxoa B AaHHbIN peXnm MOXHO NoNyyYnTb, nmes 15 ypoBeHb npusunernn. KOHTponb 1 ynpasneHne Bcen
WMHpopMaLmen o cucTeMe N HacTporkax. [onb3oBaTtenb Takke MOXET NpocMaTpmMBaThb U U3MEHATH JHo0bIe
HaCTPOWKM BEe30MacHOCTMW.

Global Configuration Mode

OTOT pexxum No3BoNseT BHOCUTL rnobanbHble U3MeHeHNs B KOHGUrypauuio yctponctea. [loctyn Kk AaHHOMY
pexumy aocTyneH ¢ yyetTHbiMu 3anucamm Advanced User, Power User, Operator u Administrator. Hactpoiku
©e3onacHOCTM HedOCTYNHbI AN y4eTHbIX 3anucen Advanced User, Power User, Operator. Takke B JaHHOM
pexXvMe OOCTYMNHbI cneumndunyeckne pexmel. [ns Bxoga B pexkuM rnobanbHom KoHUrypauum Heobxogmmo
13 NPUBMIIENMPOBAHHOIO peXrMa BbINOMHUTE KoMaHay configure terminal.

B cnepytolwiem npumepe nosnb3oBaTterlb UMEET YPOBEHb AOCTYNa agMMHUCTpaTopa B pexume Privileged
EXEC n ncnoneayet komaHay configure terminal anga goctyna K pexumy rnobansHon KoHdurypauuu:

Switch# configure terminal

Switchi{config)#

KomaHpa exit ncnonbsyercsa ans Bbixoga v3 pexxumMa rnobanbHon KOHUrypaumm 1 BO3BPaLLEHNUS K pEXMMY
Privileged EXEC.

Switch{config)# exit

Switch#

nOpﬂﬂOK OEencTBui ans Bxona B cneumpmqecme pexnmMbl npeacrtaBrieH B JanbHenLWwnx rnaBax
pykoBOACTBa. Pexumbl komaHg MCNnonb3yrTCA AndA KOH(*)I/IpraLI,I/II/I OTAENbHbIX d)yHKLI,I/IIZ.

Interface Configuration Mode (Pexxum kKoHcurypaumm nHrepdenca)

Pexum koHurypauum nHtepdenca ucnonb3yeTcsa Ans HaCTPONKM napaMeTpoB nHTepdenca unm
HeCKOmnbKUX UHTepencos. VIHTepdencom MoxeT bbiTb dunsmndeckmin nopT, VLAN mnnu gpyron BupTyanbHbIN
nHTepdgenc. Pexnm koHdurypauum nHtepgenca MoXeT pasnmyatbCcs B 3aBUCUMOCTM OT Tuna uHTepdenca.
KomaHabl Ans kaxxgoro U3 TUnoB UHTEPencoB HEMHOTO pPasnuyaroTcs.
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VLAN Interface Configuration Mode (Pexum koHdurypaumm nutepcdenca
VLAN)

Pexum koHdurypaumn nHtepderica VLAN aBnsieTca ogHUM 13 JOCTYNHBIX PEXUMOB U UCMONb3yeTcs A1
HacTponku napameTpoB nHTepderica VLAN.

[ns goctyna Kk pexumy koHdurypaumm nHtepdenca VLAN Heobxoarmo Mcnonb3oBath CreayoLwyo
KOMaHZy B pexume rnobanbHoN koHurypaumu:

Switchi{config)# interface wlan 1

Switchi{config-1£)#

Co3aaHue nonb3oBaTeNIbCKOU YY€THOM 3anucu

Mo ymonuyaHuto Ha YCTPOMCTBE HET YYETHOW 3anuncu nosb3oBaTens. M3 coobpaxeHnin 6e3onacHoCTm
pekoMeHOyeTCs co3aaTh YYETHYIO 3anuch ANs ynpasneHns nitepdencom kommyTtaTopa. IToT pasgen
NMOMOXET NoNb30BaTenNto co3aaTb YYETHYIO 3annChb C NOMOLLILIO MHTepdIenca KOMaHOHOW CTPOKM.

PaccmoTpum cnegytoLwmnn npumep.

Switch# enable

Switch# configure terminal

Switchi{config)# username admin password admin
Switchi{config)f username admin privilege 13
Switchi{config)# line consocle
Switchicenfig-line)# login local
Switchi{cenfig-line)#

B naHHOM npuMepe Mbl Nony4dunnum AoCTyn K KoMaHae username.

* B pexume User EXEC Mode BBegeHa komaHaa enable ansa goctyna k Privileged EXEC Mode.

« [anee BBegeHa komaHga configure terminal ons goctyna k Global Configuration Mode. KomaHaa
username MOXeT UCNONb30BaTb B JAHHOM pEXUME.

* KomaHga username admin password admin co3gaeT y4eTHYI0 3anncb Nosib3oBaTtesis ¢ UMeHeM
admin 1 naponem admin

* KomaHga username admin privilege 15 HasHauaeT ypoBeHb npusunernn 15 ons yyeTHom 3anncu
admin.

* KomaHga line console obecneunBaeT JOCTYN K peXmMMy KOHUrypaumm cTpoku nHtepdeiica.

* KomaHga login local o6bsaBnsieT kKoMMyTaTopy, YTO NONb30BaTEN0 HEOOXOAMMO FIOKaNbHO BBECTU
AaHHbIE YYETHOW 3anmcu, YTobbl NOAYy4YnTb JOCTYN K MHTEPEENCY KOHCOMMN.

CoxpaHnuTe running configuration B start-up configuration. 3To 03HauyaeT coxpaHeHne N3MeHeHWI, YTOOLI Npu
nepesarpyske KOMmyTaTtopa OHu He Bbinu yTepsHbl. Cneayownn npymep NokasbiBaeT, kakuM 06pasom
MOXHO COXpaHuTb running configuration B start-up configuration.

Switch# copy running-config startup-config
Destinaticn filename startup-cenfig? [v/n]: ¥
Sawing all configurations to NV-BARM.......... Done.

Switch#
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Mocne nepes3arpy3km KommyTtaTtopa Uinmn Bbixoda nonb3oBarternd n3 yquH0|7| 3anncun 3agaHHble NM4A
nonb3oBaTend 1M Naposib AO0JTKHbI ObITb BBEAEHbI OIS gocrtyna K MHTepcbePlcy KOMaHOHoOMN CTPOKWU, KakK
NoKa3aHO HUXe.

DES-3130-30T5 Gigabit Ethernet Switch
Command Line Interface
Firmware: Build 1.00.001
Copyright {(C) 2017 D-Link Corporaticn. Al]l rights reserwved.

User Access Verification

Username :admin

Password :*****

Switch#

Ha3Ha4yeHue nHTepcenca
Mpun KOHUrypaumm uanyeckmx NopToB KOMMyTaTopa UCMNonb3yeTcsi 0c000e 0603HAYEHME.

B cnegytowwem npumepe Mbl BXOAMM B pexum rinobansHon koHdurypaumm Global Configuration Mode,
aanee B pexum koHdurypaumm nHtepdperica Interface Configuration Mode, ncnonesys o6osHayexve 1/0/1.
Mocne Bxoga B pexuM Interface Configuration Mode ansa nopta 1 Mbl uaMmeHuM ckopocTb Ha 1 [BuT/c,

ucnonb3yst komaHay speed 1000.

Switch# configure terminal
Switech{config)# interface ethernet 17041
Switch{cenfig-if)# speed 1000
Switchi{config-if)#

B npusegeHHoM npumMepe 6bino ncnonb3osaHo obo3HadveHre 1/0/1. TepMyMHONOrMsa KaXkaoro napameTpa:
e Unit ID uHtepdenca / Slot ID nHtepdenca / ID nopta

Unit ID nHTepdpelica ykasbiBaeT Ha HOMeEp KOMMyTaTopa B cTeke. Ecniv cTeknpoBaHue OTKITHYEHO UInn
HacTpauBaeMbIi KOMMYTATOP Ha BKITOYEH B CTEK, TO AaHHbIA NapaMeTp He nMmeeT 3HadeHus. Slot ID
WHTepdenca — 3To naeHTUdrKaTop Moayns, NOAKITKYEHHOTO K CIOTY paclumpeHus. KommyTtaTopbl cepym
DGS-3130 He nogaepXmMBatoT CNOThl pacLUMpeHUst, NMO3TOMY AaHHbIM NapameTp Bcerga 6yget 0. ID nopTta —

3TO HOMEP KOHUrypmupyemoro domandeckoro nopra.

[MpuBeOeHHbIV Bbile NPUMEP HAaCTPOMKM NO3BOMSET CKOHPUIypUpoBaTb CTEKMpyembln kommyTatop ¢ ID 1,
cnotom 0 1 HomepoMm duandeckoro nopta 1.

CoobuweHuna ob owmnbkKe

Ecnun kommyTaTOp HE pacno3HaeT BBEAEHHYIO KOMaHAy, NosABATCA coobLleHns 06 owmbke ¢ OCHOBHON
nHopmaumen o npobneme. CNMCoK BO3MOXHbIX OLLMOOK AOCTYNEH B Tabnuue Huxe.

Coo0LeHne 06 oLnbKe OnucaHue

Ambiguous command BBegeHo HegoCTaToO4HO KNHYEBBIX CMOB 4SS pacno3HaBaHUA KOMaHAObI.
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Incomplete command BBeneHbl He Bce TpebyeMble KroYeBble CrioBa Ans BbIMONHEHUS
KOMaHAbl.

Invalid input detected at “marker | KommaHga BBeaeHa HEKOPPEKTHO.

Hwxecnegyrowmin npumep nokasbiBaeT, KakuMm 00pa3om reHepupyeTca cooblueHme 06 owmnbke Ambiguous

command.
Switchf# show v
Ambiguous command
Switch#

Hwxecnegytolmin npumep NokasbIBaeT, KakuM obpasomM reHepupyeTcs cooblieHne 06 owwmnbke Incomplete

command.
Switch# show
Incomplete command
Switch#

Hwxecnegyrowmin npuMmep nokasbiBaeT, KakuM 00pa3om reHepupyeTcs cooblueHne o6 owmnbke Invalid input

detected.
Switch# show wverbkb
Invalid input detected at "marker
Switch#

PYHKLUMM peaakTUpoBaHUA

l/IHTepcbe|7|c KOMaHOHoOMN CTPOKM KOMMYTaTOpa noaaep>xmeaet criegyruine Knasnin ona peaaktupoBaHUA.

KnaBuwa OnucaHue

Backspace YpanseTt cMMBOn creBa OT Kypcopa M NepeMELLAeT OCTaBLUYHCA YacTb CTPOKM
BMNEBO.

Crpenka BneBso MepemeLaeT Kypcop BneBo.

Crpernka BnpaBo MepemelaeT Kypcop Bnpaeo.

CTRL+R BkritoyaeT n oTkovaeT PyHKUMIO BCTaBKU TeKcTa. [pu BKNOYEHUN TEKCT MOXHO

BCTaBWUTb B CTPOKY, @ OCTaBLUASACS YacTb TeKcTa GyaeT nepemelleHa Bnpaeo. [pu
BbIKIMOYEHUWN TEKCT MOXXHO BCTABUTb B CTPOKY, a CTapblii TEKCT aBTOMATUYECKU
OyQeT 3aMeHEeH HOBbIM. .

Return MpoKpyunBaeT BHM3 Ha CreayHoLLy CTPOKY NN UCMonb3yeTcs Ans BBoaa
KOoMaHabl.

Mpoben MpokpydnBaeT BHN3 Ha CNeayoLLyto CTpaHuy.

ESC Bbixoa 13 otobpaxkaemown cTpaHuLbl.

MoaudukaTopbl oTOOpakeHus pe3ynbTaToB BbiBOAA

OTobpakaemMble pe3yrnbTaTbl MOXHO (PUIbTPOBaTb C MOMOLLLIO kKoMaHabl show no criegyrowmnm
napamMeTpam:

* begin FILTER-STRING — paHHbI napaMeTp Ucnonb3yeTcs Ans oTobpakeHust NepBON CTPOKH,
KOTOpas coBnagaeT co CTPoKow cmnbTpa.
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* include FILTER-STRING — paHHbIi napaMeTp UCNosnb3yeTcs Ans oTodpaXeHus BCeX CTPOK,

coBnagaroLLmMx co CTPOKon punbeTpa.
* exclude FILTER-STRING — gaHHbI napaMeTp UCNOMb3yeTcs AN NUCKMNIoYEeHNs BCEX CTPOK,

coBMajarLmnx co CTPOKoW chmnbTpa.

Ha npumepax Huxe nokasaHo ucnonb3oBaHme napameTtpa begin FILTER-STRING B komaHae show.

Switch#show running-config | begin §# DEVICE
# CEVICE
configure terminal

end

configure terminal
# AnL START

no aaa new-model

# Anh END

end

Switch#

Ha npumepax Huxe nokasaHo ucnonb3oBaHue napametpa include FILTER-STRING B komaHae show.

Switch#show running-config | include § DEVICE
# DEVICE
Switch#

Ha npumepax Hmxe nokasaHo ucnonb3oBaHne napameTtpa exclude FILTER-STRING B komaHae show.
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Switch#show running-config | exclude # DEVICE

Building configuration...

Current configuration : 30889 bytes

d‘ _______________________________________________________________________________
id DES-3130-30TS5 Gigabit Ethernet Switch

id Configuration

#

# Firmwars: Build 1.00.001

# Copyright{C) 2017 D-Link Corporaticn. Rl]l rights reserved.

# STACE

and

coenfigure terminal
# AAAR START
ne aaa new-model

CTRL+C ESC g Quit SPACE n Next FPage ENTEERE Hext Entry a All

2. basoBble KOMaHAbl UHTepdeica KOMaHAHOW CTPOKMU

2-1 help

HaHHas KomaHga ucnonb3yeTcs Anst oTobpaXkeHUs KpaTKow CnpaBoYHOM MHpopMauun. Micnonbayiite
kKomaHay help B nobom pexume.

help
MapameTpbl
Het
Mo ymonuyaHuio
Het
Pexxum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTio6on pexxum koHurypaumm

ypOBeHbKOMaHAbIHOYMOﬂanMw
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YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

KomaHnga help ncnonbayetcs ans otobpaxkeHus KpaTKoW CnpaBoYHON MHOpMaLmMm, BKIKOYAET cregyrowmne
dyHKUMN:

*  Y706bI NEpeuncnnTb BCe AOCTYMNHbIE KOMaHAbl Ans onpeaeneHHoro pexmma, BBegnTe
BOMNPOCUTENbHbLIN 3HaK (?) B CUCTEMHYIO NOACKA3KY.

*  Y7106bI NOMYYNTb CNMCOK KOMaHA, HaYMHaLWMXCS C onpeaerneHHon CTPOKM CMMBOMOB, BBeAuTe
COKpaLLeHHY0 KOMaHay, CreaytoLLyto cpa3sy 3a BonpocutenbHbIM 3HakoM (?). Takas dopma
HasbiBaeTcs word help, NOToMy 4YTO OHa COOEPXKUT TOMbKO KIOYEBbLIE CMOBA WUITM apryMeHTHI,
Ha4YMHaIOLLMECS C BBEAEHHOIO COKpALLEHUS.

*  YT100bI NEpPEUNCnNUTL KoYeBbIE CMOBA U apryMeEHTbI, CBA3aHHbIE C KOMaHAON, BBEOUTE
BOMNPOCUTENBHBIN 3HaK (?) HA MECTO KITHOYEBOrO CrioBa MW aprymMmeHTa B KOMaHAHOW CTpoke. Takas
dopma HasbiBaeTcss command syntax help, noToMy 4TO OHa COAEPXKUT CMNCOK KITHOYEBBLIX COB U
aprymMeHTOB, NPMMEHSIEMbIX HA OCHOBE Y€ BBEOEHHOW KOMaHabl, KIFOYEBOro COBa UIu
aprymMeHTOB.

Mpumep

B gaHHOM npumepe nokasaHo ucnornb3oBaHue koMaHabl help onsa otobpaxkeHus KpaTKoro onucaHus
CUCTEMbI MOMOLLN.

Switch#help

The switch CLI prowvides adwvanced help feature.

1. Help is5 available when you are ready to enter a command
argument {(e.g. 'show ?') and want to know each possible
available options.

2. Help is provided when an abbreviated argument is entered
and you want te know what arguments match the input{e.g. 'show wa?'.).
If nothing mateches, the help list will be empty and you must backup
until entering a '?' shows the available ocptions.

3. For completing a partial command name could enter the abbreviated

command name immediately followed by a <Tab> key.

Note:
Since the character '7?' 15 used for help purpose, to enter
the character '?' in a string argument, press ctrl+v immediately

followed by the character '7'.
Switch#

Cnegyowmin npymep nokasbiBaeT ncnonb3oBaHne word help ana otobpaxeHus koMmaHg pexuma Privileged
EXEC, HaunHatwwwmxcs ¢ «rex». BykBbl, BBeAEeHHbIE MOCME BONPOCUTENBHOIO 3Haka (?) oTnevaTaHbl Ha
cnegywulent KOMaHOHOW CTPOKe, YTOObI MO3BONMUTL MOSb30BATENI0 NPOAOIKUTE BBO KOMAHAbI.

Switchf#re?

reboot renams renaw resat
Switchfre

CﬂeLI,YIOLLI,MVI npumMep nokasbiBaeT Ncnosib3oBaHne KomMmaHabl command syntax help ansa 0T06pa)KeHI/IFI
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crefiyloLero aprymeHTa 4acTU4YHO 3arnofHeHHo komaHTbl stack. 3Haku, BBeleHHble nocre
BOMPOCUTENLHOTO 3HaKa (?), NoSBNATCA Ha crefytoLeil KoMaHOHOW CTpoKe, YTOObl NO3BONMUTL
nonb3oBaTento NPOAOIHKUTL BBOA, KOMaHbI.

Switch#fstack 7
<19 Specifies current box ID
bandwidth Stacking port bandwidth
preempt Freampt the master role play
Lor=
Switch#stack
2-2 enable

JlaHHaa komaHaa UCnonb3yeTcs AN M3MEHEHNs YPOBHSA NMPUBUNETMN aKTUBHOWN Ceccum.
enable [PRIVILEGE-LEVEL]

MapameTpsbl

PRIVILEGE-LEVEL (OnumoHanbHO) YkasbiBaeT ypoBeHb nNpueunerun. [inanasoH ot 1 go 15,
Ecnu He ykasaHo, OyaeT ncnonb3oBaTbCcs ypoBeHb 15.

Mo ymonuyaHuio

Het

Pexxum BBoAa KOoMaHAbl
User/Privileged EXEC Mode
YpoBeHb KOMaHAbI MO YMONM4YaHUo
YpoBeHb 1

Mcnonb3oBaHue KoMaHAbI

Ecnn ﬂpI/IBI/IJ'IeFI/IpOBaHHbIIZ YPOBEHb Tpe6yeT napond, BBeguTe ero B npegocrtaBiieHHOM noJe. Pa3peu.|eHo
TOSNbKO 3 NONbITKN. I'IpM Heyada4YyHOM BBO[eE MNoJib3oBaTtesib 6y/:|,eT BO3BpaLLUeH K TeKyLlemMy YPOBHHO.

Mpumep

B paHHOM npumMepe nokasaHo M3MEHEHNE YPOBHS NpUBUIIErMn aktueHom ceccmum CLI Ha 15 ypoBeHb.
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Switch# show privilege
Current privilege level iz 2
Switch# enakle 15

pasSsSworar* Frr*

Switch# show privilege

Current privilege level 15 13

Switch#

2-3 disable

[aHHas KomaHga ucnonb3yeTcs ans N3MeHeHUs YPOBHS NPUBUIErM akTUBHON ceccunm yveTHowm 3anucu CLI
Ha 6onee HU3KUNA.

disable [PRIVILEGE-LEVEL]

MapameTpsbl

PRIVILEGE-LEVEL (OnumoHanbHO) YKasbiBaeT ypoBeHb Npusunernn. [nanasoH ot 1 go 15,
Ecnu He ykasaHo, OyaeT ncnonb3oBaTbCHa YPOBEHD 1.

Mo ymonuyaHuio

Het

Pexxum BBoAa KOMaHAbl
User/Privileged EXEC Mode
YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 1

Mcnonb3oBaHue KoMaHAbI

[aHHas koMaHaa ucnonb3yeTcs AN USMEHEHMWS YPOBHS NPUBUErMN akTUBHOW ceccum yyeTHol 3anuncu CLI
Ha 6ornee HU3KUMA.

Mpumep

B gaHHOM npumepe nokasaHo M3MeHeHne ypoBHS npuBunerun aktnsHom ceccum CLI Ha 1 ypoBeHs.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Switch# show privilege
Current privilege level is5 15
Switch# disable 1

Switch> show privilege
Current privilege lewvel 15 1
Switch>

2-4 configure terminal

[daHHas komaHaa ucnonb3yeTcs Ans Bxoda B pexum rnobansHon koHpurypaumm (Global Configuration
Mode)

configure terminal
MapameTpbl
Het
Mo ymonyaHuto
Het
Pexxum BBOAA KOMaHAbl
Privileged EXEC Mode
YpoBeHb KOMaHAbl MO YMOMN4YaHuIo
YposeHb 12
Mcnonb3oBaHue KoMaHAbI
[daHHas komaHaa ucnonb3yeTcs Ans BXoAa B PeXUM rnobanbHon KoHpurypaumm.
Mpumep
B naHHOM NpumMepe nokasaH npouecc BxoAa B pexvM rnobanbHon KoHduUrypaumn.

Switch# configure terminal

Switch{config)#

2-5 login (EXEC)
ﬂaHHaﬂ KOMaHOa ncnosnb3yeTca Oond HaCTpOI7IKM MMEHU NnoJyib3oBaTesid.
login

MapameTpbl
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Het

Mo ymonyaHuto

Het

Pexxvm BBOAa KOMaHAbI

User/Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHda ucnonb3yeTcs Ans U3BMEHEHNs] UMEHW Nonb3oBaTtensi y4eTHou 3anmcun. PaspelueHo 3
nonbITKN BXo4a B MHTepdenc kommyTtaTtopa. [Npu ncnonssoeaHumn Telnet, ecnu Bce nonbiTky OyayT
HeydaudHbIMK, 4OCTYN ByaeT BO3BpaLLeH K KOMaHaHOW cTpoke. Ecnn He BBegeHa Hukakasa nHpopmauus B
TeyeHune 60 ceKkyHn, ceccust BepHETCS B COCTOSIHME BbIXO4a U3 yYETHOW 3arucu.

Mpumep

B naHHOM npuMepe nokasaH npouecc exoaa B y4€THYHO 3anncb C MMeEHEM NoJib30oBaTens «useri».

Switch# leogin

Tsername: userl

Password: Huxxx

Switch#

2-6 login (Line)

[aHHasa komaHga ncnonb3yeTcsa AN HAaCTPONKN MeToda BXoda B CTPOKY. Micnonb3ynte hopmMy no ansi
OTKNKO4YEeHNda BO3MOXHOCTU BXoAa.

login [local]
no login
MapameTpsbl
local (OnumoHanbHo) YKkaxunTe, 4Tobbl MeTof Bxoga Obin nokanbHbIM.

Mo ymonuyaHuio

Mo ymonuyaHuio 4ns CTPOKU console He yCTaHOBIEH METOA BXoA4a B CUCTEMY.
Mo ymonuanuio gns ctpoku Telnet HacTpoeH meToa Bxogda (C napornem).

Mo ymonuanuto ans ctpokn SSH HacTpoeH meTof Bxoaa (C naporem).
Pexx1m BBOAa KOMaHAbI

Line Configuration Mode

ypOBeHb KOMaHAbl N0 yMOn4aHUO
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YpoBeHb 15
Mcnonb3oBaHne KOMaHAbI

[ns goctyna k koHconu u telnet, npu BkntoyeHun AAA, CTpoka NCNonb3yeT NpaBua, CKOHOUrypuMpoBaHHbLIE
moayrnem AAA. bes ncnonb3oBaHna AAA, CTpoka UCNONb3YeT criegyolmne npasuna ayteHTuhmkaumm:

*  Be3 BO3MOXHOCTM BXxOAa B YY4ETHYH 3anncb Nosib3oBaTerNb MOXET BONTM TONMbKO Ha YpoBHe 1.

* [lpwu Bbibope onumn by password nocne BBoga TOro e naporns, YTo B koMaHae password,
nonb3oBaTernb BONAET B CTPOKY Ha ypoBHe 1. Ecnn naponb He 6bin ckoHpurypupoBsaH, byaet
oTOOpakeHo coobLeHne 06 ownbke n ceccust ByaeTt 3aBepLueHa.

* [pwn BbIGOpE onummn username and password, BBeaAMTe UMS NOMb3oBaTens 1 Naporb,
CKOHCUIryprpoBaHHbIe KOMaHLOM username.

Onsa noctyna no SSH cyuwlectsyeT 3 TMnNa ayTeHTUdUKaLUK:

*  OTKpbITbIN KMoy SSH
* ayTeHTUgUKaLMs Ha OCHOBe y3na
e ayTeHTUdUKaUMS C NOMOLLIO Naporns

K Tvnam ayTeHTI/Id)MKaLI,I/II/I C NOMOLLUbIO OTKPbLITOrO Krk4a 1M Ha OCHOBE Yy3J5ia yKa3aHHble H/WXe npaBuiia He
NMPUMEHAIOTCA, B OTIINYNE OT ayTeHTI/I(bI/IKaLI,I/IM C nomMmoLlbto napona, gna KOTOpOI7I Heobxoanmo Y4UTbIBaTb
cnegywouime npasuna:

*  [lpwu BkroyeHnn AAA ncnonbayetcs moaynb AAA.

*  [pw BbikItoveHn AAA ncnonb3yoTcs criegytolme npasuna:
- Ecnn BO3MOXHOCTb BXxOAa OTKINOMEHA, MMS NOMb3oBaTens 1 naposb UrHopupytotcs. Beoa aetanen
Ha ypoBHe 1.
- Ecnn BbIGpaHa onunst username and password, BBegnte ums nonb3oBaTens 1 Naporsb,
CKOHOUTYPUPOBAHHbIE KOMaAHOON username.
- Mpwn BLIGOPE onumn password, MMs NONb3oBaTENA UTHOPUPYETCS, HO TpebyeTcs BBOA Napons,
UCMNOMb30BaHHOrO B KOMaHae password, 4N Bxoga B CTPOKY Ha ypOBHe 1

Mpumep

B oaHHOM Npumepe nokasaH npoLecc BxoAa B pexum KoHdurypauum ctpokm Line Configuration Mode gns
€o30aHvsa Napons A CTPOKKU Nonb3oBaTens. OTOT naponb byAeT AeCcTBOBaTb TONBKO Koraa
COOTBETCTBYIOLAdA CTpoka OyaeTt 3agaHa anis Bxoga.

Switch# configure terminal

Switchi{config)# line consocle
Switchi{config-line)# password loginpassword
Switchi{config-line)#

B naHHOM npumMepe nokasaH npouecc KOH(*)I/IpraLI,I/II/I MeTOo[a BXo4a B CTPOKY KOHCOINK B BMAe «Iogin».

Switch# configure terminal
Switch{config)f line conscle
Switch{config-line)# login
Switch{config-line)#

B naHHOM npuMepe nokasaH npouecc BBoaa KomaHabl Iogin. yCTpOVICTBO nposepuT OOCTyN nonb3oBaTtersid C
NMOMOLLIbIO KOMaHAbl password create. I'IpM BEPHOM BBOE, Nnonb3oBaTeslb 6yp,eT MMETb OO0CTynN
onpeneneHHoro ypoBHA.
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Switch#login

r"r'i'i'i'ﬂ;i:-]-':i'*************

Switch#

B gpaHHOM nprMepe nokasaH npouecc co3aHnsa UMeHU nornb3oBaTens «useraccount» ¢ naponem «pass123»
n npusunerven 12.

Switeh# cenfigure terminal
Switeh{config)# username useraccount privilege 12 password 0 passl23

Switeh{config)#

B paHHOM npuMepe nokasaH npouecc KoHgurypaumm metoga sxoga login local.

Switceh# configure terminal
Switch{cenfig)# line consocle
Switchi{cenfig-line)# login local

Switch{cenfig-line)#

2-7 logout

JaHHas koMaH4a MCnonb3yeTcs AN 3aKpbITUSt aKTUBHOW CECCUM AN BbIXO4a U3 KOMMyTaTopa.
logout

MapameTpbl

Het

Mo ymonuyaHuio

Het

Pexxum BBoAa komaHabI

User/Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 1

Ucnonb3oBaHne KoMaHAabl

JaHHasa koMaHaa Mcnonb3yeTcs ANs 3aKpbITUSt aKTUBHOM CECCUM AN BbIXO4a U3 KOMMyTaTopa.

Mpumep

B oaHHOM NpuMepe nokasaH NpoLuecc Bbixoaa.

Switch# disable

Switeh# logout
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2-8 end

[aHHas komaHnga ucnonbdyetcsa ans Beixoga us Current Configuration Mode n Bo3BpalLeHUs K BbICLLEMY
pexumy B nepapxumn pexxmumon CLI, kotopbim 6yaet nubo User EXEC Mode, nn6o Privileged EXEC Mode.

end
MapameTpsbl
Het
Mo ymonyaHuto
Het
Pexx1m BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTrobon pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMOM4YaHUo

YpoBeHb 1

Wcnonb3oBaHne KOMaHAbI

HaHHas KomaHda ucnonb3yeTcs Ansi BO3BPALLEHUS K BbICLLEMY PEXUMY B nepapxum pexmmon CLI.
Mpumep

B paHHOM nprMepe nokasaH Npouecc OKoHYaHus paboThl B pexmme KoHurypaumm nHtepcdperica Interface
Configuration Mode v BosspalueHue B pexum Privileged EXEC Mode.

Switch# configure terminal
Switch{cenfig)# interface ethernet 1/1
Switchi{config-if)#end
Switch#

2-9 exit

HaHHasa komaHga ucnonb3yeTcs A4S BbIX04a M3 pexvma KOHUrypaumm 1 Bo3BpaLleHust K nocnegHemy
pexumy. Ecnn Tekywum pexxumom sensietca User EXEC Mode nnm Privileged EXEC Mode, BbinonHeHne
KoMaHAbl exit MO3BOMUT BbINTUN U3 TEKYLLEN CECCUMN.

exit
MapameTpbl

Het

Mo ymonuyaHuio
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Het
Pexnm BBoga KomaHAbl

User/Privileged EXEC Mode
JTiobon pexxum KoHurypaumm

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

JaHHas komaHga ucnonb3yeTcs A4S BbIX0Aa M3 pexvMma KOHMUrypaumm 1 Bo3BpaLleHusi K nocnegHemy
pexumy. Ecnn Tekywum pexxumom senisietca User EXEC Mode nnm Privileged EXEC Mode, BbinonHeHue
KOMaHb! exit N03BONUT BbINTU N3 TEKYLLEN CECCUN.

Mpumep

B naHHOM nprMepe nokasaH Npouecc BO3BpaLLEeHWst M3 pexnma KoHdurypauumn nHtepdeinca Interface
Configuration Mode B pexwvm rmobansHon koHdurypaumm Global Configuration Mode.

Switch# configure terminal
Switchi{config) interface ethernet 1/50/1
Switch{config-if)fexit
Switchi{config)#
2-10 show history
,D,aHHaﬂ KOMaHOa ncnosnb3yetca ond OTOGpa)KeHI/lFl CNncKa KomaHp, BBeEHHbLIX B TeKyLLI,eVI CeCCunn pexmma
EXEC.
show history
MapameTpbl
Het

Mo ymonyaxuto
Het
Pexum BBOga KOoMaHAbI

User/Privileged EXEC Mode
JToGon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOMYaHUI0
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbI

BBegeHHble KOMaHAblI COXpPaHAOTCA B cucteme. BBeaeHHble KOMaHObl MOXXHO NPOCMOTPEThL, HaxxaB CTRL+P
unu ucnonb3ys knasuwwy Beepx. bBydep orpaHnyeH 20 komaHaamu.

Hasurauma no komaHgam B NCTOPUUM BbIMOJIHAETCA cnefyrwnmm KOMOUHaLMSAMN KNaBuLL:;
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e CTRL+*P unu knaeuwa BBepx — NpocMoTp koMaHg B Oydepe NCTOPUN, HAYMHAsA C cambIX
nocnegHux. NMoBTopuTe HaxaTne Ans NpocMoTpa 6onee paHHMX KOMaHA,.

e CTRL+*N vnu knaBuwa BHu3 — Bo3BpaLLeHne k bonee no3gHnM komaHaam B Oydhepe ncropum nocre
BblBOAA koMaHg. [oBTopuTe HaxaTue A5is BO3BpaLLeHus K boree no3gHMM KOMaHaaMm.

Mpumep

B aaHHOM npumepe nokasaH npouecc BbizoBa Bydepa ncropuu.

Switch# show history
help

history

Switch#

2-11 password-recovery

HaHHas koMaHaa Mcnonb3yeTcs A4S BOCCTAHOBMNEHWA HAacTpoek napons. Mcnonb3yiTe AaHHY0 KOMaHay B
pexume copoca koHdurypaumm (Reset Configuration Mode).

password-recovery
MapameTpsbl
Het
Mo ymonyaHuto
Het
Pexx1m BBOAa KOMaHAbI
Reset Configuration Mode
YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 15
Mcnonb3oBaHne KOMaHAbI
B HeKkoTopbIX CUTyauusix agMMHUCTpaTopy HeobxoaumMo OOHOBUTL YYETHYHO 3anMUChb NMONb3oBaTenNs, NoToMy
YTO Maposb ANnd y4eTHOM 3anucuy 6bin NnoTepsiH. [ng 3Toro agMMHUCTpaTop AOMMKEH BoUTK B pexnm Reset

Configuration Mode. [Ins Bxoga B 4aHHbIA PEXUM CBSXKUTECH C NMPeACcTaBUTENEM TEXHUYECKON NOOOEPKKN.

lMocne Bxoaa B pexum cbpoca koHMrypaumm HeobxoaMmo Ucnonb3oBaTb KOMaHay password-recovery u
crnepoBaTh COOBLLEHNIO O NOATBEPXKAEHNM A1151 BOCCTAHOBINEHMS HACTPOEK Napons.

BocctaHoBneHue naponsa ocyuwlecTBndeT cneagywuimne DEencTBus:

»  OGHOBIEHME CYLLECTBYIOLLEN Y4ETHON 3anMcK Nonb3oBaTens NyTem BBoAa CYyLLECTBYOLLEro NUMEHM
nosib30BaTens U ero HOBOro Naporis, Unu JobaBneHne HOBOW YYETHOM 3anucy ¢ NpUBUIErnen
ypoBHs1 15. HoBas y4yeTHasi 3anvcb He MOXeT ObITb CO3aHa, eCrv NPeBbILLEHO MakcMarbHOe
YMCIMO NOMb30BaTENLCKUX YYETHbIX 3anuncei.
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*  OGHOBMEHME OENCTBYIOLLEIO Napons Ans ypoBHs npusuneruin Administrator.
e OtknoyeHne dyHkuum AAA ona BO3MOXHOCTM NOKanbHOW ayTeHTUUKaLUM CUCTEMBI.

OOGHOBNEHHLIE HACTPOWKKM ByOyT COXpaHeHbI B TeKyLleM danne koHdurypauun. Nepen nepesarpyskomn
KOMMYTaTop NPeanoXnT agMUHUCTPATOPY NOATBEPANTL COXpaHeHUe TekyLen koHdurypauum (Running
Configuration) B kadecTBe KoHturypauum npu 3arpyske (Startup Configuration).

Mpumep
B naHHOM npuMepe nokasaH npouecc nNcnorib3oBaHnaA (byHKLI,I/IM BOCCTaHOBIIEHUNA NAPOn4.
Switchi{reset-config)# password-recovery

This command will guide you to do the password recovery procedure.

Do you want to update the user account? {v/n) [n]y

Please input user account: userl

Flease input user password:

Do you want to update the enable password for privilege lewel 157 (v/n) [o]y
Flease input priwvilege level 15 enable password:

Do you want to disable BAR function to let the system do the lecal authentication? (y/no) [n]

Switch{reset-config)#

2-12 show environment

HaHHas komaHga ucnonb3yeTcs Ans otobpaxeHus nHgopmMauun o6 oxnaxaeHnn, TemnepaType, NUTaHnm 1
COCTOSIHUM.

show environment [fan | power | temperature]

MapameTpbl

fan (OnuuoHanbHo) OToGpaxeHne geTanbHOW MHpOpMaLUM O COCTOSHUN BEHTUNATOPOB.
power (OnuuoHanbHo) OToBpaxeHue aeTanbHOW MHpOpMaLUM O NUTaHNW.

temperature (OnumoHanbHo) OTOGpaXxkeHne aetanbHOW nHGOPMaLMK O TeMnepaType.

Mo ymonyaHuto
Het
Pexxum BBoaa KomaHAabl

User/Privileged EXEC Mode
JTiobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI
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Ecnu He yka3aH onpegeneHHbIn Tvun, otobpaxateca 6yayT Bce Tvnbl MHpopmaumn.
Mpumep

B oaHHOM npumepe nokasaHo oTobpaxeHne NHPOPMaLIMN O COCTOSSHUKN BEHTUINATOPOB, TEMNepaType u
NUTaHUKU YCTPONCTBA.

Switch#show environment

Detail Temperature Status:
Unit Temperature Descr/ID Current/Thresheld Range
1 Central Temperature/1 24C/0~45C
Status code: * temperature is out of threshold range
Detail Fan Status:
nit 1:
Eight Fan 1 ({QK) Right Fan 2 ([QOK)

Detail FPower Status:

Onit Fower Module Fower Status
1 Fowar 1 in-opperation
1 FPowar 2 amp by

Switch#

OToGpaxeHne NnapaMeTpoB

Power Module Power 1: nutaHue nepemeHHbIM TokoM (AC).
Power 2: nutaHue ot pesepBHoro ncrodHuka (RPS).

Power Status in-operation: NCTOYHUK NUTaHUA paboTaeT HOpMarnbHO.
empty: UICTOYHWK MUTaHNSA He NOOKMIOYEH.

2-13 show unit
[daHHas komaHga ucnonb3yeTcs Ans oTobpaxeHus nHgopmMauum o cucteMHbix mogynsx (Units).
show unit [UNIT-ID]

MapameTpbl

UNIT-ID (OnumoHanbHo) Ykaxute UNIT-ID gns otobpaxeHus.

Mo ymonyaHuto
Het

Pexxum BBoaa KomaHAabl
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User/Privileged EXEC Mode
JTo6Gon pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 1
Mcnonb3oBaHWe KOMaHAbI

[daHHas komaHga ucnonb3yeTcs Ans otTobpaxeHus nHgpopmMauumn o cucteMHbix mogynsx (Units). Ecnn
napameTp He ykasaH, oTobpaxaTtbcst 6yaeT uHdopmaums o6o scex Units.

Mpumep
B oaHHOM npumepe nokasaHo oTobpaxeHne MHPopMaLMmn 0 cucTeMHbix Mogynsx (Units).

Switch#show unit

Unit Model Descr Model MName

1 247 10/100/1000 with 4p Combo 4P sEP os-3tz0-30ts
Unit Serial-Humber Status Up Time

1 oesamctozes o ——

Unit Memory Total Used Frea

1 omw  lo4ss76 K 3TIIIK 61263 K

1 FLASH 10349872 K 45812 K 994060 K

Switch#

2-14 show cpu utilization

[daHHas komaHga no3BonseT y3HaTb MHpopmaumo 06 ucnonbsosaHun CPU.
show cpu utilization

MapameTpbl

Het

Mo ymonyaHuio

Het

Pexnm BBOga KomaHabl

User/Privileged EXEC Mode
JTio6Gon pexxum KoHdurypauum

ypOBeHb KOMaHAbl N0 yMOn4aHUo
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YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

[aHHas komaHnga ucnonb3yeTcsa ansg otobpaxkeHnsa nHgopmauumn o6 ncnons3osaHmm CPU 3a nHTepBansl 5
cekyHa, 1 MUHYTY 1 5 MUHYT.

Mpumep

B gaHHOM npumepe nokasaHo oTobpaxeHne nHdopmaumm ob ncnonssosaHum CPU.

Switchfshow cpu utilization

CPU Utilization

Fiwve seccnds - 21 One minute - 22 Five minutes - 22
Switch#

2-15 show version

[aHHas kKomaH4a No3BonsieT y3HaTb MHpOpMaLMo O KOMMyTaTope.
show version

MapameTpbl

Het

Mo ymonyaHuio

Het

Pexnm BBOga KomaHAbl

User/Privileged EXEC Mode
JTto6on pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

[aHHas KomaHga No3BONSAET y3HaTh MHpOPMaLMIO O KOMMyTaTope.
Mpumep

B naHHOM npumepe nokasaHo 0To6pa>|<eHV|e I/IH(bOpMaLI,VIM O KOMMYyTaTope.
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Switch#show wversion
System MAC Address: FO-TD-68-36-30-00
Unit ID Module Name Versions

1 DGS5-3130-30TsS H/ W:al
Bootloader:1.00.001

Funtime:1.00.001

Switch#

2-16 snmp-server enable traps environment

[aHHaa komaHga no3sonseT nony4yartb Tparnbl O COCTOAHUN NUTaHUA, TeMnepaTtype N COCTOAHUN
BEHTUITATOPOB. [lns oTKNoYeHUs gaHHOW KOMaHab! I/ICI'IOJ'Ib3yl7ITe cbopMy no.

snmp-server enable traps environment [fan] [power] [ temperature]
no snmp-server enable traps environment [fan | power | temperature]

MapameTpbl

fan (OnumoHanbHO) YKaxuTe Anst MCNosb30BaHMs TParnoB O COCTOSAHUM BEHTUNSATOPOB,
YyTOObI NONy4YaTh NPeaynpPexXaeHns 0 cobbITMAX (OCTAHOBKa BEHTUNSATOPA MK
BOCCTaHOBIeHVe paboTbl BEHTUNATOpA).

power (OnumoHanbHo) YKaxknte Ansi UCMONb30BaHMsI TPArnoB O COCTOSHUM NMUTaHUS, YTobbI
nony4aTb NpeaynpexaeHus o cobbITUsAX (0TKa3 NMMTaHUst UM BOCCTAHOBIEHUE
nUTaHns). 3Tn Tpanbl MOXHO OTNPaBNATb TONbKO Yepe3 nopTbl 10G.

temperature (OnumoHanbHO) YKaxuTe Anst MCNofb30BaHMs TparnoB O COCTOSIHUM TeMMeparypbl,

yTOObI NONyYaTh NpeaynpexaeHne o cobbITHsX (MpeBbileHne 4oNYCTUMbIX
napameTpoB TeMNepaTypbl UM BOCCTAHOBMEHNE TeMrnepaTypbi).

Mo ymonyaHuto

Mo ymonyaHwmio Bce Tpanbl OTKIHOYEHbI

Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YposeHb 12

Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHOda no3BonseT NosyvaTb Tpanbl O COObLITUAX COCTOAHUS MUTaHUSA, TemnepaTypbl U
BEHTUNATOPOB. Ecnn He ykasaH Kakon-To onpefeneHHbI napamMeTp, BKITOYEHbI UK OTKIoYEeHb! ByayT Bce

Tparnbl.

Mpumep
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B naHHOM npuMepe nokasaH npouecc BKIO4YeHNA Tpanos.

Switch# configure terminal
Switchi{config)# snmp-server enable traps environmant
Switch{config)#

2-17 environment temperature threshold

[aHHasa koMaHZa No3BOJISIET HACTPOMTL NOPOroBble 3HAYEHUs AN TeMnepaTypbl yeTpoicTea. Mpu
MCMONb30BaHNM hOPMbl NO KOMaHAa BEPHETCS B HACTPOWKM MO YMOJSTYaHWIO.

environment temperature threshold unit UN/T-ID thermal THERMAL-ID [high VALUE] [low
VALUE]
no environment temperature threshold unit UNIT-ID thermal THERMAL-ID [high] [low]

MapameTpsbl

unit UNIT-ID Ykaxute UNIT-ID.

thermal THERMAL-ID YxaxuTe ngeHTudukaTtop TepMmoceHcopa.

high (OnumoHanbHO) YKaxknte BEPXHIOK rpaHuLy Temnepartypbl B rpagycax Lienbcus.
[ocTtyneH ananasoH ot -100 go 200.

low (OnumoHanbHO) YKaxuTe HUKHIOK rpaHuLy TemnepaTtypbl B rpagycax Llenbcus.
HoctyneH grnanasoH oT -100 go 200. HmwkHAA rpaHuua He MOXeT ObIiTb BbILLE
BEPXHEW rpaHuLbl.

Mo ymonyaHuto

Mo ymonuyaHuio HopMarnbHbBIM SIBASIETCA TOT XKe AuanasoH, 4YTo yKasaH B paboyer Temneparype.

Pexxum BBOAa KomaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHga No3BONseT HACTPOUTb NMOPOrOBbIE 3HAYEHWS AN TeMnepaTypbl YCTPOWCTBA,
COOTBETCTBYIOLLME HOPMAaNbHOMY AMana3oHy paboyen TemnepaTypbl, onpeaensiemon CeEHCOpoM. HkHAS
rpaHnLia He MOXET ObITb BbilLEe BEPXHEN rpaHuLbl. HAaCTpOeHHbIN Anana3oH JoSKeH ObiTb B Npegenax
MUWHMMYMa U MakCUMyMa paspeLleHHbIX Temneparyp, onpegensieMbix ceHcopom. Mpu npeBbileHNn nopora
OyneT oTnpaBneHo yBegoMIeHue.

Mpumep

B naHHOM npyMepe nokasaH NpoLecc HAacTPOMKX aAManasoHa TeMnepaTypbl Ans TepMoceHcopa ID 1 ans
Unit 1.
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Switch# configure terminal
Switeh{config)# environment temperature thresheld unit 1 thermal 1 high 100 low 20
Switch{config)#

2-18 show privilege

JaHHas komaHga ncnonb3yeTcs AN 0TOOpaXXeHUst TEKYLLEro YpoBHS MPUBUIErNN.
show privilege

MapameTpsbl

Het

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

User/Privileged EXEC Mode
JTto6on pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

[aHHas KomaHnga ucnonb3yeTcsa ansg oTobpaKeHNs TEKYLLEro YPOBHS NPUBUIIETAN.
Mpumep

B naHHOM npuMepe nokasaHa I/IH(bOpMaLI,I/IH ana OTO6pa)KeHI/IF| TeKyLlero ypoBH4A npmeunernn.

Switch#show privilege
Current privilege level 15 13
Switch#

3. Komangbi 802.1X

3-1 clear dot1x counters

[aHHasa komaHaa ucnonbsyetcsa Ansa obHyneHust Bcex cyetdnkoB 802.1X (guarHocTuka, ctatuctvka u
cTaTtucTuka ceccun).

clear dot1x counters {all | interface INTERFACE-ID [, | -]}
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MapameTpsbl

all O6HyneHue cyetunkoB 802.1X (amarHoctuka, CTaTUCTUKA U CTaTUCTUKA
ceccun) Ha Bcex MHTepdencax.

interface INTERFACE-ID O6HyneHue cyetunkoB 802.1X (amarHoctuka, CTaTUCTUKA U CTaTUCTUKA
ceccumn) Ha onpegerneHHoM MHTepderice. [lonyCcTUMbIMU MHTEpdENCcamMm
aBnaTca dusmnyeckue nopTol (Bkoyasa tvn, Unit ID n Homep nopra).

, (OnumnoHanbHO) BeigeneHne cepum nHTepdencos nnu pasgeneHue rpynnbol
nHTepdencos oT npegbiayLen. MNpobensl 4o 1 nocne 3anaTon
HeJonyCTUMBI.

- (OnumoHankeHo) YKkaxnte guanasoH nHtepdencos. Mpobensl 4o 1 nocne
aedmca HegonyCcTMBI.

Mo ymonyaHuto

Het

Pexxvm BBOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHas komaHnga ucnonb3yetcs ans obHyneHusa Bcex cyetynkoB 802.1X (anarHoctuka, cTaTucTvka u
cTaTucTuka ceccun).

Mpumep

B gaHHOM npumepe nokasaH npouecc obHyneHuns Bcex cyetdmnkoB 802.1X (gnarHocTuka, cTaTucTuka u
cTaTuctuka ceccun) Ha Ethernet 1/0/1.

Switch# clear detlx counters interface ethernet 1/0/1

Switch#

3-2 dot1x control-direction

HaHHas KomaHga ucnonb3yeTcs Ans HACTPOMKM HanpaBneHnst Tpaduka Ha NOPTY Kak OQHOHAMpPaBEHHOIO
(in) nn aByHanpasneHHoro (both). Micnonb3oBaHne opmbl NO MO3BONUT BEPHYTLCS K HACTPOMKaM Mo
YMOMYaHMIO.

dot1x control-direction {both | in}
no dot1x control-direction

MapameTpsbl
both BkntoyeHne AByHanpaBneHHOro HarnpaBneH1s NoToka Ans nopra.
in BkntoueHne ogHOHaNpaBneHHOro HanpaeneHus NoToka Ans nopTa.

Mo ymonuyaHuio
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Mo ymonyaHuo Ucnonb3yeTcs ABYHAMNPaBEHHbIN PEXUM.

Pexxum BBOAa KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

[aHHas komaHaa MOXeT UCMOMNb30BaThCs TOMNbKO AN1s HACTPOWMKK MHTepderca dusundeckoro noprta. Ecnu
ynpaBreHne nopTom HacTpoeHo Ha force-authorized, nopT Henb3sa HacTponTb Ha 06a HanpaBneHusi. Ecrin
ynpaBrieHne NopToM HacTPOeHO Ha auto, Anst 4OCTyNa K ynNpaBeHWio HanpasneHemM HeobxoanMo NponTU
ayTeHTudpmkaumo. Ecnv ynpaeneHme noptom HacTpoeHo Ha force-unauthorized, goctyn k ynpasneHuto
HanpaBrieHnem 3abrokMpoBaH.

Mpegnonoxum, ynpasneHne NopToM HaCTpoeHo Ha auto. Ecnu HanpasneHue 3agaHo kak both, nopt moxeTt
npuHMMaTh 1 nepegasatb Tonbko naketTel EAPOL. Beck nonb3oBaTtensckun Tpadumk 3abnokmposaH 4o
ayTeHTUdmKaumn. Ecnv HanpasneHve 3agaHo Kak in, B JOMONHeHWe K npueMy v nepegade naketos EAPOL,
nopT MOXET nepefaBaTtbh NOMb30BaTENbLCKUA TpadUuK, HO HE MOXET MoNyyaTb ero A0 ayTeHTUUKaLMK.

Mpumep

B npaHHOM npuMepe nokasaH NpoLecc HaCcTPOorKn HanpaeneHust Tpadumka Yepes uHtepdenc Ethernet 1/0/1
Kak ogHOHanpaBneHHoro.

Switch# configure terminal

Switchi{config)# interface ethernet 1/0/1
Switch{config-if)# dotlx control-direction in
Switch{coentfig-1f)#

3-3 dot1x default

HaHHasa komaHnaa ucnonb3syeTca Ansa Bo3spalleHns napametpos IEEE 802.1X onpegeneHHoro nopra K
HaCTPOMKaM Mo yMOSYaHuIo.

dot1x default
MapameTpbl
Het
Mo ymonuyaHuio

AyteHTudukaums IEEE 802.1X oTknoyeHa.
[ByHanpaBneHHbIN peXxrvm NoToKa.
YnpaBneHue nopTomMm aBTOMaTU4eCcKoe.
Forward PDU Ha nopTe OTKSIto4EeHO.
MakcrumyMm 3anpocoB — 2 pasa.

Tanmep cepsepa — 30 cekyHA.

Tarnmep 3anpoca — 30 cekyHz,.

WuTepBan nepegaym — 30 cekyHA.
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Pexxum BBoAa komaHAbI

Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMOMYaHu!Io
YpoBeHb 12

Ucnonb3oBaHne KOMaHAabI

HdaHHas komaHga ucnonb3yeTcs Ans Bo3spalleHus napameTpos IEEE 802.1X onpegeneHHoro nopra K
HacTponkam no ymonyaHuto. KomaHga focTynHa Tonbko Ans uHtepdencos dusnyeckoro nopra.

Mpumep

B oaHHOM npumepe nokasaHo kak cbpocuTb napameTpbl IEEE 802.1X Ha nopty 1/0/1.

Switch# configure terminal
Switch{config)# interface ethernet 1/0/1
Switch{config-1f)# dotlx default
Switch{config-1£f)#

3-4 dot1x port-control

[aHHasn komaHaa ncnonb3yeTcd Ana ynpasieHna COCTOAHUEM aBTOpu3aunm nopra. I'IpM ncnonb3oBaHnn
(bOprI no JaHHaa KOMaH4a BepHeT BCe K 3Ha4YeHUAM Mo YMOJIHaHUIO.

dot1x port-control {auto | force-authorized | force-unauthorized}
no dot1x port-control

MapameTpbl
auto BkntoueHune ayteHTudbmkaumm IEEE 802.1X ans nopta.
force-authorized MopT cunTaeTca NPUHYANTENBHO aBTOPN3OBAHHLIM.

force-unauthorized MopT cunTaeTca NpUHYAUTENBHO HEABTOPU3OBAHHbIM.

Mo ymonyaHuto

Mo ymonyaHuio faHHas onuus HacTpoeHa kKak auto.

Pexxum BBOAAa KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMN4YaHuWIo

YposeHb 12

Mcnonb3oBaHue KoMaHAbI

[daHHas komaHga BCTynaeTt B cuny Tonbko ecnn ayteHTudukatop IEEE 802.1X PAE rmobansHo BKNtoYeH

komaHgon dot1x system-auth-control n BknioueH ons onpeaeneHHoro nopTa ¢ NOMOLLbHO
ayTeHTudumkaTopa dot1x PAE.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Swit
Swit
Swit

Swit

Swi
Swi
Swi

Swi

[aHHaa komaHaa JOCTyMHa ToMNbKo Anis KoHdUrypauumn nHtepdenca usmnyeckoro nopra.

Ecnu ynpaeneHune noptom HacTpoeHo kak force-authorized, nopt aBnseTca aBTopu3oBaHHbIM B 060MX
HanpaBneHusIX.

Ecnu ynpaBneHne nopTom HaCTPOEHO Kak auto, MOPTOM MOXHO yNpaBnsiTh NOcne ayTeHTUdMKaL N,
Ecnu ynpaBneHune noptom HacTpoeHo kak force-unauthorized, ynpaBneHue noptom B yka3aHHOM
HanpasreHnn 3abnoKnMpoBaHo.

Mpumep
B gaHHOM npumepe nokasaH npouecc 3anpeTa nboro goctyna vepes Ethernet 1/0/1.

ch# configure terminal
chicenfig)# interface ethernst 17041
chiconfig-if)# dotlx port-control force-unauthorized

chiconfig-1if)#

3-5 dot1x forward-pdu

[aHHasa komaHga ncnonb3yeTcs ANs BKAYEHUS BO3MOXHOCTU nponyckatb dot1x PDU. Mpu ncnons3oBaHmm
¢OopMbl NO JaHHAsi KOMaH4A OTKUUT BO3MOXHOCTb NponyckaTb dot1x PDU.

dot1x forward-pdu
no dot1x forward-pdu

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonuyaHuio gaHHas onuus OTKMAYeHa.

Pexxum BBOAa KomaHAabI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHaa komaHga JoCcTynHa TONbKO 4SS KOHdUrypaumm nHtepdenca gusndeckoro nopta. [laHHas komaHaa
paboTaeT, TonbKo ecnn ayteHTudmkaumsi dot1x oTknoveHa Ha HacTpanBaeMom nopTy. MNpuHsTeie PDU
OyayT nepeHanpasneHbl MMbo ¢ Terom, NMbo 6e3 Tera B 3aBUCUMOCTM OT HacTpoek VLAN.

Mpumep

B naHHOM nprMepe nokasaH Npouecc HaCTPOMKU BO3MOXHOCTM oTnpaBnAaTe dot1x PDU.

ch# configure terminal
chiconfig)d interface sthernet 17071
chi{config-if)# dotlx forward-pdu

chi{contig-1£)#%
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3-6 dot1x initialize

[aHHas KomaHnga ucnonb3yeTcs Ans BKITOYEHMS ayTeHTudmKaTopa COCTOSHUS Ha onpeaeneHHoM nopTy uUnu
accouumnpoBaHHoro ¢ onpegeneHHsiM MAC-agpecom.

dot1x initialize {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

MapameTpsbl

interface INTERFACE-ID MopT, Ha kKoTopoM OyAeT UHMLManNM3oBaHa ayTeHTUUKaLMS.
LocTynHbIMK nHTEpdencamm aBnatoTcs msmyeckme nopThl.

, (OnuunoHanbHO) BeigeneHne cepum nHTepencoB nnu pasgeneHume
rpynnbl MHTEpdERcoB oT NpeabiayLien. MNpobenbl 40 1 Nocne 3ansaTon
HeJonyCTUMBI.

- (OnumoHanbHo) YKaxnTte guanasoH uHtepdericos. Mpobenbl oo u
nocne gedgwuca HegonycTUMBbI.

mac-address MAC-ADDRESS YkasaHne MAC-agpeca ans nHuumanmsaumm.

Mo ymonuyaHuio

Het

Pexxum BBOAa KOMaHAbI

Privileged EXEC Mode

ypOBeHb KOMaHAbl N0 yMon4yaHuUo
YpoBeHb 12

Wcnonb3oBaHue KOMaHAbI

B pexxunme multi-host ykaxute ID uHtepdenca ons nHuuuanusauum onpeaeneHHoro nopra.
B pexxume multi-auth ykaxxute MAC-agpec onsa nHvumanunsauumn onpegenenHoro MAC-agpeca.

Mpumep
B naHHOM nprMepe nokasaH npouecc nHmumanmsauumn ayteHtugukartopa gnst Ethernet 1/0/1.

Switch# detlx initialize interface ethernet 1/0/1

Switch#

3-7 dot1x max-req

[aHHas komaHga ucnonb3yeTcs AN HaCTPOVKU MakCcMMarnbHOro KonnM4ecTBa NonbITOK Nepeaay 3anpoca
Extensive Authentication Protocol (EAP) Ha cepBep ayTeHTUdUKaLUK, Npexae Yem nepesanycTtuTb npouecc
ayTeHTudmkaumn. MNpu ncnonb3oBaHMn popmMbl NO AaHHAsi KOMaH4a BEPHET BCE 3HAYEHUSA MO YMOIHaHMIO.

dot1x max-req TIMES
no dot1x max-req

MapameTpbl
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TIMES KonnyecTBo 3anpocoB, B KOTOPbIX KOMMYTaTop NOBTOPHO nepeaaeT
kagp EAP, sanpawmBatoLLiemMy YCTPOMUCTBY nepes nepesanyckom
npouecca ayteHTudukauun. InanasoH ot 1 go 10.

Mo ymonyaHuro

Mo ymonyaHuio UCnonb3yeTcs 3HaveHme 2.

Pexxum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHas komaHga JoCTyrnHa ToNbKo Ans KoHdurypauumn nHtepdenca pusmnyeckoro nopta. Ecnu Ha 3anpoc
ayTeHTUdMKaumm HeT OTBETa B TeYeHMe nepmnoda oxuaaHus (ykasaHHoro komaHgon dot1x timeout tx-
period SECONDS), kommyTaTop OyaeT NOBTOPHO nepeaaBaTth 3anpoc. [laHHas KomaHga ucnonb3yetca ans
yKa3aHus KOnMyecTBa NOBTOPHbIX NOMbITOK Nepeaayu.

Mpumep

B oaHHOM npuMepe nokasaH NpoLecc KoHUrypauum MakcumarnbsHOro Y1Mcna nonbIToK B Konmyectee 3 Anis
Ethernet 1/0/1.

Switch# configure terminal
Switech{cenfig)# interface ethernet 1/0/1
Switch{cenfig-if)# dotlx max-reqg 3
Switch{config-if)#

3-8 dot1x pae authenticator

[aHHas komaHaa ucnonb3yeTcsa AN KoHUrypauumn onpeaeneHHoro nopta B kayecTae noprta
ayteHTudpumkaumm IEEE 802.1X Access Entity (PAE). Npu ncnons3oBaHum hopmbl no JaHHAa kKoMaHaa
OTKNIOUUT ayTeHTUdUKauuio ¢ nomollbto nopta IEEE 802.1X.

dot1x pae authenticator
no dot1x pae authenticator

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonuyaHuio faHHas onuus OTKMYeHa.
Pexum BBOOa KOMaHAbI

Interface Configuration Mode
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YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 12
Mcnonb3oBaHne KOMaHAbI

[aHHas KomaHnga JoCTynHa ToNbKo Ans KoHdurypauumn nHrepdgenca dmsmnyeckoro nopta. Heobxognmo
rnobanbHO BKMOYMTb ayTeHTudukaumio IEEE 802.1X Ha kommyTaTope ¢ nomoLlbio komaHabl dot1x system-
auth-control. Ecnu ayteHtndukaumsa IEEE 802.1X BkntoveHa, cuctema bygeT ayTeHTMdunumnpoBaTb
none3oBatens 802.1X Ha OCHOBe cnucka MeToAOB, YKa3aHHbIX koMaHaon aaa authentication dot1x
default.

Mpumep

B oaHHOM npumepe nokasaH npouecc koHdurypaumm Ethernet 1/0/1 B kadecTBe ayTeHTUdmkaTopa IEEE
802.1X PAE.

Switch# configure terminal
Switchi{config)# interface ethernet 1/0/1
Switch{config-if)# dotlx pas aunthenticator

Switch{config-i£f)#

B gaHHOM npumepe nokasaH npouecc oTknodeHns ayteHTudmkauum IEEE 802.1X ansa Ethernet 1/0/1.

Switch# configure terminal

Switch{cenfig)# interface ethernet 1/0/1
Switch{coenfig-1£f)# no dotlx pae authenticator
Switch{config-1£)#

3-9 dot1x re-authenticate

[HaHHas komaHaa ucnonb3yeTcs 4ns NOBTOPHON ayTeHTUdUKaunm onpeaeneHHoro nopta unu MAC-agpeca.
dot1x re-authenticate {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

MapameTpbl

interface INTERFACE-ID YkasblBaeT nopT Ans NOBTOPHOM ayTeHTurkaumm. JocTynHbIMu
WUHTepdencammn aBnaTCa puandeckmne nopTol.

) (OnumoHanbHO) BelaeneHne cepun nHTepencoB Unu pasgeneHve
rpynnbl MHTEpdERCoB OT NpeabiayLien. MNMpobenbl 40 U Nocne 3ansaTon
HeZonyCTUMBI.

- (OnumoHanbHo) Beigenernne ananasoHa nHTepderncos. [Npobens! go 1
nocne gegwuca HegonyCcTUMBI.

mac-address MAC-ADDRESS YkasaHnune MAC-agpeca aAnst NOBTOPHOW ayTeHTUdmKaumn.

Mo ymonuyaHuio
Het
Pexxum BBoAa komaHabl

Privileged EXEC Mode
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YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

[aHHas KomaHnga ucnonb3yeTcs Ans NOBTOPHOM ayTeHTudmKauumn onpegeneHHoro nopta unm MAC-agpeca.
B pexxume multi-host ykaxunte ID nHtepderca gns nOBTOPHON ayTeHTUdUKaLMN onpeaeneHHoro nopTa.

B pexunme multi-auth ykaxknte MAC-agpec ans noBTopHon ayteHTudukauum onpegenenHoro MAC-agpeca.
Mpumep

B naHHOM nprMepe nokasaH npoLuecc BKNIOYeHUs NOBTOPHOW ayTeHTudukauumn ana Ethernet 1/0/1.

Switch# dotlx re-authenticate interface ethernet 1/0/1

Switch#

3-10 dot1x system-auth-control

[aHHas komaHnga ucnonb3yeTcs ans rnobdanbHoro BknoveHns ayteHtudmkaumm IEEE 802.1X Ha
kommyTaTope. [Npu ncnonesoBaHnn opMbl NO JaHHAs KOMaHaa oTKouMT ayteHTudmkauuio IEEE 802.1X.

dot1x system-auth-control
no dot1x system-auth-control

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonuyaHuio faHHas onuus OTKIYeHa.

Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

OyHKumA ayteHTudurkaumm IEEE 802.1X He no3BonsieT HeaBTOPM30BaHHbLIM y3fiaM nosnyvaTtb 4OCTYN K CETU.
Mcnonb3ynte komaHay dot1x system-auth-control ansa rmo6anbHoro BknoyeHnsa ayteHTudgpmkaumm IEEE
802.1X. Ecnu ayteHTndpmkaumsa IEEE 802.1X BkntoveHa, cuctema OyaeT ayTeHTMOULMPOBATL Nosnb3oBaTtens
802.1X Ha ocHoBe crncka MeToAOoB, YKka3aHHbIX koMaHAon aaa authentication dot1x default.

Mpumep

B oaHHOM npuMepe nokasaH NpoLecc BKtoYeHus rnobansHon ayteHTudmkauumn IEEE 802.1X.

Switch# configure terminal
Switchi{config)# dotlx system—auth-control

Switch{config)#
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3-11 dot1x timeout

[aHHasa komaHnaa ucnonbsyetca Ang Hactporiku Taimepos IEEE 802.1X. NMpu ncnons3osaHun ¢opMbl ho
AaHHas KomaHAa BEPHET BCE 3HAYEHMS MO YMOSTYaHWIO.

dot1x timeout {server-timeout SECONDS | supp-timeout SECONDS | tx-period SECONDS}
no dot1x timeout {server-timeout | supp-timeout | tx-period}

MapameTpbl

server-timeout SECONDS

Bpewmsi B cekyHOax, B TeH4EHME KOTOPOro kKoMMyTaTop OyaeT xaatb
3anpoc c cepBepa ayTeHTudukaLmn. Mo ncTteveHnn BpeMeHn oXxXnaaHus,
ayTeHTUumkaTop oTNpaBuT KNueHTy nakeT EAP-Request. [locTtyneH
JnanasoH 3HayeHun ot 1 oo 65535.

supp-timeout SECONDS

Bpewms B cekyHOax, B Te4EHME KOTOPOro KoMMyTaTop BydeT xaatb OoTBeT
OT 3anpatlumBaroLLero ycTponcTaa. 1o ncredeHun BpeMeHu oxXmaaHus Bce
CoO00LLEHNA OT 3anpalunBaoLLEro yCTPONCTBa, KpoMme naeHtndukaTopa
3anpoca EAP request ID, 6yaoyT HegencTBuTenbHbl. [JocTyneH avanasoH
3HayeHun ot 1 go 65535.

tx-period SECONDS

Bpems B cekyHaax, B TE4EHNE KOTOPOro KOMMyTaTop byaeTt oxvaaTtb
oTtBeT Ha EAP-Request/Identity ot 3anpalumBatoLLero yctponctea nepeg
NOBTOPHOW OTNpaBKow 3anpoca. [JocTyneH AManasoH 3Ha4yeHun ot 1 oo
65535.

Mo ymonyaHuio

3HadveHue server-timeout no ymonuyaHuio coctaenseTt 30 cekyHA.
3HaueHne supp-timeout no ymonuyanuto coctaenset 30 cekyHA,.
3HauveHue tx-period no ymonuaHuio coctaBnset 30 cekyHA.

Pexxum BBOA4A KOMaHAbI

Interface Configuration Mode

ypOBeHb KOMaHAbl N0 yMON4aHUO

YposeHb 12

Ucnonb3oBaHne KomaHAbI

[aHHas KomaHga [OCTyMNHa ToMNbKo Ans KoHdUrypaumm nitepderica hnsmyeckoro nopra.

Mpumep

B naHHOM NpumMepe nokasaH npouecc KoHurypaumum sHavyeHums BpeMeHu oxungaHusa ans cepseepa (15
CeKkyHf), 3anpalumsatoLlero ycrponctsa (15 cekyH), a Takke Ans NOBTOPHOM oTnpasku — Tx-period (10
cekyHn) anst Ethernet-nopta 1/0/1.
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Switch# configure terminal

Switch{cenfig)# interface ethernet 1/0/1
Switchi{config-if)# dotlx timeocut server-timecut 15
Switch{config-if)# dotlx timecut supp-timeocut 15
Switch{cenfig-if)# deotlx timecut tx-pericd 10
Switch{config-i£f)#

3-12 show dot1x

HaHHas komaHga ucnonb3yeTcs Anst otobpaxeHus rnobansHon koHdurypaumm IEEE 802.1X nnu
KOHcpUrypaLmm nHtepdenca.

show dot1x [interface INTERFACE-ID [, | -]]

MapameTpbl

interface INTERFACE-ID (OnuuoHanbHo) UHTepderc unu rpynna MHTepdencos, AN KOTOPbIX
OyneT oTobpaxaTtbest KoHdurypauus dot1x. Ecnm 3HaveHne He ykasaHo,
oTobpaxaTtbcs OyaeT rnobanbHas KoHurypaums.

, (OnuunoHanbHO) BeigeneHne cepumn nHTepdencos nnu pasgeneHme
rpynnel MHTEepdencoB oT npeabiayLien. MNpobensl 40 1 nocne 3anaTon
HeaonyCTUMbI.

- (OnuuoHanbHO) BeigeneHne ananasoHa nHTepderncos. MNMpobenbl 4o 1
nocne gedguca HeJonyCcTUMbI.

Mo ymonuyaHuio
Het
Pexxum BBoAa komaHabl

User/Privileged EXEC Mode
JTiobon pexxum koHurypaumm

YpoBeHb KOMaHAbl MO YMON4YaHUI0

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHga ucnonb3yeTcs Anst oTobpaxeHus rnobanbHOM KOHUrypaLmm nnm KoHurypawmm
uHTepdelica. Ecnu BBegeHa komaHaa 6e3 napameTpoB, oTobpaxaTtbes byaeT rnobanbHas koHgpurypauus. B
NPOTMBHOM cy4yae oTobpaxaTtbes byaeT KoHbUrypaums onpeaeneHHoro nHTepdeiica.

Mpumep

B paHHOM nprmMepe nokasaHo, Kak BKITH4YMTb 0TobpaykeHne rnobanbHom koHdurypaumm dot1X.
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Switch#show dotlzx

802.1X% : Enabled
Trap State : Enabled
Switch#

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb oTobpaxeHue koHdurypauum dot1X ans Ethernet 1/0/1.

Switch#show dotlx interface ethernet 1/70/1
Interface : ethl/0/1

FAE : Authenticator
Contrel Directicn : Both

FPart Control : Bute

Tx Pericd : 30 sec
Supp Timecut : 30 sec
Server Timecocut : 30 sac
Max-reg : 2 times
Forward FDU : Enabled
Switch#

3-13 show dot1x diagnostics

[daHHas komaHaa ucnonb3yeTcs Ans otobpaxeHus napameTtpos agnarHoctukn IEEE 802.1X.
show dot1x diagnostics [interface INTERFACE-ID [, | -11

MapameTpbl

interface INTERFACE-ID (OnuuoHanbHo) NHTepderc nnu rpynna nHTepdencos, AN KOTOPbIX
OyayT oTobpaxartbca napameTpbl agnarHoctmkun dot1x. Ecnv s3HavyeHune He
yKka3saHo, oTobpaxaTbcs 6yayT napameTpbl AUAarHOCTUKM A4S BCEX
NHTEepencos.

(OnuunoHanbHO) BeigeneHne cepum nHTepencoB nnu pasgeneHme
rpynnel HTEpdENCcoB oT nNpeabiayLen. MNpobensl 4o 1 nocne 3anaTon
HeaonyCTUMbI.

- (OnuunoHanbHO) BeigeneHne ananasoHa nHTepderncos. MNMpobenbl 4o u
nocre geduca HegonyCcTUMbI.

Mo ymonyaHuio
Het
Pexx1m BBOOa KoMaHAbI

User/Privileged EXEC Mode
JTioGon pexxum KoHdurypauum
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YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbI

HaHHas komaHga ucnonb3yeTcs Ans otobpaxeHusa napameTpos anarHoctukn IEEE 802.1X. Ecnu 3HaveHne
He yka3aHo, oTobpaxaTbcs ByayT napameTpbl AUArHOCTUKKM A58 BCeX HTepencos.

Mpumep

B oaHHOM Npumepe nokasaHo, Kak BKIM4YMTb 0ToOpaxeHue napameTpoB guarHoctukm dot1X gnsa Ethernet-
nopta 1/0/1.

Switch# show dotlx diagnostics interface ethernet 1/0/1

ethl/0/1 detlx diagnestic informaticen are fellewing:

EntersConnect ing : 20
EAP-LogoffsWhileConnecting : 0
Entershuthenticating I
SuccessesWhileduthenticating : 0
TimecutsWhileRhuthenticating :
FailsWhilehuthenticating : 0
FeauthsWhileRuthenticating |
EARFP-StartsWhileRuthenticating : 0
EAFP-LogoffsWhilefhuthenticating : 0
ReauthsWhi leRuthenticated : 0
EAF-StartsWhileRuthenticated : 0
EAP-LogoffsWhilefuthenticated : 0
BackendResponses : 0
BackendhccessChallenges : 0
BackendOtherRequestsToSupplicant : 0
BackendNonNakResponsesFromSupplicant |
BackaendhuthSuccesses : 0
BackendhuthFails : 0

Switch#

3-14 show dot1x statistics

[aHHas komaHnga ucnonb3yeTcsa ansa otobpaxkeHnsa gaHHbIx ctatuctukm IEEE 802.1X.
show dot1x statistics [interface INTERFACE-ID [, | -]]

MapameTpsbl

interface INTERFACE-ID (OnumoHanbHo) NHTepdenc nnu rpynna nHTepdencos, ans KOTopbixX
OyneT oTtobpaxaTbest ctaTucTuka dot1x. Ecnun 3HayeHne He ykasaHo,
oTobpaxartbcsa byaeT nHopmaumna ans Bcex MHTepericos.
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, (OnuunoHanbHO) BeigeneHne cepum HTEpencoB nnu pasgeneHme
rpynnbl MHTepdencoB oT npeabigywen. MNpobenbl 4o 1 nocne 3anaTon
HeaonyCTUMbI.

- (OnuuoHanbHo) BeigeneHne gnanasoHa nHtepderncos. MNMpobensl 4o um
nocne aeguca HegonycTUMbI.

Mo ymonuyaHuio
Het
Pexxum BBOAa kKomaHabI

User/Privileged EXEC Mode
JTiobon pexxum koHurypaumm

ypOBeHbKOMaHAbIHOYManaHMw
YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

HaHHas komaHga ucnonbayeTca anst otobpaxenusa cratuctukn IEEE 802.1X. Ecnn 3HaveHne He ykasaHo,
oToOpaxaTtbcs OyaeT cTaTMcTUKa Anst BCEX MHTEPENCOB.

Mpumep
B gaHHOM npumepe nokasaHo, Kak BKMo4MTb oTobpaxeHue ctatuctuku dot1X gnsa Ethernet-nopta 1/0/1.

Switch# show deotlx statistics interface ethernet 1/0/1

ethl/0/1 dotlx statistiecs information:

EAFOL Frames BRX r 1
EAFOL Frameas TX o4
EAFOL-Start Framaes RX : 0
EAFOL-Fegi/ld Frames TX t 6
EAFPOL-Logotff Frames BX : 0
EAFOL-Reqg Frames TX : 0
EAFPOL-Resp/Id Frames RY : 0
EAFOL-Resp Frames BRX : 0
Invalid ERFOL Frames RX : 0
EAF-Length Error Frames RX : 0
Last EAFOL Frame Wersion : 0
Last EAFOL Frame Source : 00-10-28-00-19-78
Switché

3-15 show dot1x session-statistics

[aHHas Komanga ucnonb3yeTcsa ansg otobpakeHns gaHHbIX cTaTucTukm ceccum IEEE 802.1X.

show dot1x session-statistics [interface INTERFACE-ID [, | -]]
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MapameTpbl

interface INTERFACE-ID (OnuuoHanbHo) NHTepdenc nnm rpynna nHTepdencos, AN KOTOPbIX
OyneT oTobpaxkaTbecst cTaTUcTUKa ceccum dot1x. Ecnn 3HadeHne He
yKka3saHo, oTobpaxatbcs byaeTt nHdopmaumsa ansa scex nHTepencos.

(OnumoHanbHo) Brigenenne cepun MHTEPENCOB UK pasgeneHme
rpynnel MHTEpdencoB oT npeapiayLien. MNpobenbl 40 1 Nocne 3ansaTon
HegonyCTUMBI.

- (OnuuoHanbHO) BelgeneHne ananasoHa nHTepdencos. MNpobensl 4o 1
nocne geduca HegonyCTuMbl.

Mo ymonyaHuio
Het
Pexx1m BBOOa KOoMaHAbI

User/Privileged EXEC Mode
JTto6on pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUIo
YpoBeHb 1
Ucnonb3oBaHne KomaHAbIl

[daHHas komaHga ucnonb3yeTcs ans otobpaxeHus ctatnctukm ceccun IEEE 802.1X. Ecnn 3HaveHne He
ykasaHo, oTobpaxaTbcsa byaeT nHdopmMaumsa ans Bcex MHTepdencos.

Mpumep
B npaHHOM npuMepe nokasaHo, Kak BKITHUMTbL 0ToOpaxkeHne ctatuctuku ceccum dot1X ansa Ethernet-nopta
1/0/1.

Switch# show dotlx session-statistics interface ethernet 1/0/1

etha/0/]1 sessien statistic counters are following:

SessionbctetsBY : 0

SessionloctetsTH :

SessionFramaesBY : 0

SessionFramaesTX : 0

Sessionld

SessiconAuthenticationMethod : Bemote huthentication Serwver
SessicnTime : 0

SessionTerminateCause :Supplicant Logof £
SessionlUserName :

Switch#

3-16 snmp-server enable traps dot1x
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[aHHaa komaHaa ucnonb3yeTcd Ang BKYeHUs oTnpasky yeegomneHun SNMP anga ayteHTudmkaumm
802.1X. NMpu ncnonb3oBaHnn bopMbl NO AaHHas KOMaHAa OTKIIOYUT OTnpaBky yBegomneHnin SNMP.

snmp-server enable traps dot1x
no snmp-server enable traps dot1x

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonuyaHuio gaHHas PyHKUMA OTKIIOYEeHa.
Pexxum BBoAa KOoMaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbI MO YMONM4YaHUo
YpoBeHb 12

Mcnonb3oBaHue KoMaHAbI

Het

Mpumep

B naHHOM npumepe nokasaH NpoLecc BKIIYEHUSA OTApaBKku Tpanos Ang ayteHTudgukauyum 802.1X.

Switch# configure terminal
Switchi{contfig)f snmp-server enable traps dotlx
Switchi{contig)#

4. KomaHabl ACL (Cnucok ynpasrieHUsi 4OCTYNOM)

4-1 access-list resequence

[aHHasn komaHaa ncnonb3yeTcd Ana Toro, YTOObI NOBTOPHO 3aaaTb HavanbHbIN FIOpFIﬂ,KOBbIIZ HOMEpP 1 OnA
yBENN4eHnA 4mcna 3anvcen B cnucke gocrtyna. |_|pl/l ncnonb3oBaHn (bOprI NO KOMaHAa BEPHETCA K
3Ha4YeHNAM MO YMOJTHaHUIO.

access-list resequence {NAME} STARTING-SEQUENCE-NUMBER INCREMENT
no access-list resequence

MapameTpsbl

NAME Nmsa koHduryprpyemoro cnvcka goctyna. MoxeT cogepxaTb
Makcumym 32 cumBorna.

STARTING-SEQUENCE-NUMBER  Yka3blBa€eT, 4TO 3anvcu cnvcka Aoctyna 6yayT neperpynnupoBaHbl C
NCNOMb30BaHNEM 3TOro HavarnbHOro 3HaYyeHus. 3HavyeHne no
ymonyanuio 10. JocTyneH gnanasoH 3HaveHun ot 1 o 65535.
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INCREMENT 3agaeT war nopsakoBbIX HOMepoB. 3Ha4YeHne no ymonyanuio 10.
Hanpumep, ecnu 3HadeHue wara 5, 1 HayanbHbI Homep — 20,
nocriegyowmmm uncrnamm oyayt 25, 30, 35, 40 u T. 4. [loctyneH
JuanasoH 3HadeHun oT 1 go 32.

Mo ymonyaHuro

HayvanbHbIn nopagkoBbin HoOMep no ymonyaHuto — 10.
3HaueHue wara no ymonyaxuto — 10.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

HaHHas dyHKLUUSA NO3BONSET NOMNb30BATENO MOBTOPHO YNOPSA0UNTL 3anncu yKkasaHHOro cnucka 4ocTyna ¢
HayarnbHbIM NOPSAKOBbLIM HOMEPOM 3anucu, onpeaensemMblm napametTpom STARTING-SEQUENCE-
NUMBER, a 3Ha4eHuve wara 3agaeTcd ¢ nomoLlbio napametpa INCREMENT. Ecnu Hanbonbluee 3HavYeHne
nopAaAKoBOro HoMepa npesBbillaeT MakCuMalibHO BO3MOXHO€E 3Ha4vyeHue, To CcyllecTByolmne nopsaakoBbie
HOMepa He USMEHATCA.

Ecnu npaBuno cosgaHo 6e3 ykaszaHusi onpeaeneHHoro nopsigkoBoro Homepa, oH 6yaeT npuceoeH
aBTomaTtmdeckun. Ecnm ato nepsas 3anuck, To OyaeT NPUCBOEH HavanbHbIA NOPSAKOBLIA HOMEP.
Mocnepyrowmm 3anMcsiM Npaeua HasHavYaeTcst HoMep, 6ONbLUMIA HA 3HAYeHWE LWara; a cambli GONbLLOMN
nopsiaKOBbLIA HOMEp B CMCKke 4oCTyna OyaeT CTOSITb B KOHLE.

lMocne nameHeHnst Ha4anbHOro NOPSAKOBOro HOMEpPa UMM 3HaYeHUs Lwara, NopsAKOBbIE HOMepa BCEX
npegbiayLwmx npasun (BKMNoYasi npaBuna, Ha3HavyeHHble Nonb3oBaTerniem) OyayT U3MeHEeHbl COrNacHO HOBbIM
HacTponKam.

Mpumep

B gaHHOM npumepe nokasaH npoLecc n3MeHeHns nopsakoBoro Homepa cnucka goctyna IP-agpecos (IP
access-list) ¢ nmeHem R&D.
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Switch# configure terminal

Switchi{config)# show access-list ip R&D

Extended IF access list R&D({ID: 3552)
10 permit tep any 10.20.0.0 0.0,.255, 255
20 permit tep any hest 10.100.1.2

30 permit icmp any any

Switchi{config)#ip access-list extended R&D
Switch{config-ip-ext-acl)# 5 permit tep any 10.30.0.0 0.0,.255.255
Switch{config-ip-ext-acl)# exit

Switch{cenfig)# show access-list ip R&D

Extended IF access list R&D{ID: 3552)
5 permit tep any 10.30.0.0 0.0.255 255
10 permit tep any 10.20.0.0 0.0.255, 255
20 permit tep any hest 10.100.1.2

30 permit lcmp any any

Switchi{config)# access-list resequence R&D 1 2

Switchi{config)# show access-list ip R&D

Extended IF access list RED{ID: 3552)
1 permit tep any 10.30.0.0 0.0.255.255
3 permit tep any 10.20.0.0 0.0.255,.255
5 permit tecp any host 10.100.1.2

7 permit icmp any any

Switchi{config)#

4-2 action

[aHHas KomaHnga ucnonb3yeTcs Ans HaCTPOWKM OEeNCTBUN NPOABMKEHNS, OTOpacbIBaHUS NN
nepeagpecaunn n3 sub-map B pexxume VLAN Access-map Sub-map Configuration Mode. Mpwu
ncnonb3oBaHUn CbOprI Nno JaHHaA KoOMaH4a BepHeTCA K HaCTpOVIKaM no ymMmon4yaHuio.

action {forward | drop | redirect INTERFACE-ID}

no action
MapameTpsbl
forward YKkakuTe Ans NpoaBWKEHWsI NakeTa npy coBnageHnm.
drop YkaxkuTe Ana otbpacbiBaHMsa naketa npu coBnageHuu.
redirect INTERFACE-ID Ykaxute |D nHtepdgenca ons nepeHanpasneHuns. YkasaTb MOXHO TOSbKO

dmamyeckme nopTol.
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Mo ymonuyaHuio

Mo ymonuaHuio nponssoautcs gencreme forward.

Pexxum BBoAa KOMaHAbl

VLAN Access-map Sub-map Configuration Mode

YpoBeHb KOMaHAbl MO YMOMMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[nsa ogHou sub-map AOCTYNHO TOMLKO OAHO AencTeue. [lencteue, 3afaHHoe NO3XKe, 3aMeHUT npeabiayllee.
VLAN access map MOXeT cogepXaTb Heckonbko sub-map. MNakeT, coBnagatowwmi ¢ sub-map (naker,
paspeLLeHHbI COOTBETCTBYHOLLMM CMIMCKOM AOCTYNa) NPUMET OeNCTBue, ykasaHHoe anga sub-map.
[anbHenwas npoBepka crneayoLwmx sub-map nponssogntecs He GyaeT. Ecnn nakeT He coBnagaeT ¢
sub-map, npoBepsiTbCcAa GyaeT cneaytoLas sub-map.

Mpumep

B naHHOM npumMepe nokasaH npouecc KOH(*)I/IpraLI,I/II/I OencTeus Ha sub-map.

Switch# show wvlan access-map
VLAN access-map vlan-map 20
match mac address: ext mac{ID: &854)
action: forward
Switch# configure terminal
Switch{config)# vlan access-map vlan-map 20
Switch {cenfig-access-map) # acticon redirect ethernet 1/0/5
Switch {config-access-map) # end
Switch# show vlan access-map
VILAN access-map vlan-map 20
match mac address: ext mac{ID: &6854)
actien: redirect ethl/0/5
Switch#

4-3 expert access-group

HaHHas KomaHga ucnonb3yeTcd Ans NPMMEHEHWS yKa3aHHbIX CMIMCKOB yrnpaBneHus goctynom expert (expert
ACL) k nHTepdericy. Mpu ncnonb3oBaHnn opMbl NO KOMaHLA OTMEHUT NPUMEHEHUE.

expert access-group {NAME | NUMBER} [in | out]
no expert access-group [NAME | NUMBER] [in | out]

MapameTpsbl

NAME MiMsa HacTpanBaemoro cnucka ynpasneHus octynom expert
(expert access-list). MakcumarnbHOe YMcno AoNyCTUMbIX
CYMBOJIOB B UMEHU — 32.

NUMBER Homep HacTpamBaemoro crnvcka ynpasneHust 4OCTyrnom expert

(expert access-list).
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in (OnumoHanbHO) PuNbTPauus BXOAALMX NAKETOB Ha MHTepdeNnc.
Ecnn HanpaBneHne He yka3aHo, UCMOfb3YeTCs 3Ha4YeHue in.

out (OnuuoHanbHO) OUNbTPaLMa NCXOAALLMX MAKETOB AN nepeaaydv
nHTepdency.

Mo ymonuyaHuio

Het

Pexxum BBoAa komaHabl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Ecnu rpynna goctyna expert (expert access group) yke HacTpoeHa Ha uHTepdelice, komaHaa,
npumeHsieMasl no3xe, nepesanuviueT npegplaylume HacTponku. K kaxaomy nHTepdency MoXXHO NPUMEHNTL
TOMbKO OAMH CMNCOK AOCTyNa onpederneHHoro Tuna, Ho CrMUCKU A4OCTyna pasfnnyHbIX TUNOB MOTyT ObITb
NPUMEHEHbI K OQHOMY 1 TOMY e UHTepdeNncy.

Mpumep

B gaHHOM Mpumepe nokasaH NpoLecc NpUMEHeEHUs cnucka ynpaeneHns 4OCTynoM expert K nHTepgency.
Mpumensietca ACL exp_acl Ha nopTy 1/0/2 gnsa douneTpauun BXogsLWwmnx nakeTos.

Switch# configure terminal

Switch{config)# interface ethernet 17072

Switch nfig-if)# expert access—group exp acl in

Switch{config-if)# end
Switch# show access-group interface ethernet 17072
ethl/0/2:

Inbound expert access-list : exp acl{ID: 893949)

Switch#

4-4 expert access-list

[aHHaa komaHaa ucnonb3yeTca AN co3gaHnst UM U3MeHeHNsa paclUMPEeHHOro cnucka ynpasneHus
poctynom expert (extended expert ACL). Micnonb3oBaHne faHHOW KOMaHAbl OCYLLECTBASET BXO B PEXUM
Extended Expert Access-List Configuration Mode. Npu ucnons3osaHum hopMbl ho KOMaHAa yoanuT
pacLUMpeHHbIV cnucok goctyna Expert.

expert access-list extended NAME [NUMBER]
no expert access-list extended {NAME | NUMBER}

MapameTpbl

NAME MMa koHUrypmpyemoro paclUMpeHHOro cnucka goctyna expert.
MakcrmMarnbHoe 4Y1Mcro goNyCTUMbIX CUMBOSIOB B UMEHM — 32.

NUMBER MaeHTudmrkaumoHHein Homep (ID number) akcnepTHOro cnmcka

JocTyna. [Ins pacluMpeHHbIX CIMCKOB AOCTyna expert 4onycTMo
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3HayeHne ot 8000 go 9999.

Swite
Swite

Swite

Mo ymonuyaHuio

Het

Pexxum BBoaa KoMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 12

Mcnonb3oBaHue KoOMaHAbI

Mms kaxgoro cnmncka goctyna A0MKHO ObiTb YHMKaNbHbIM. Bce cMBO-bI, MICNOMNb3yeMble B UMEHM,
YyBCTBUTENbHbI K pernctpy. Ecnn Homep cnvcka gocTyna He ykasaH, aBToMaTuyecky OyaeT HasHa4vYeH caMbin
OonbLuoi Hencnonb3yembIi HOMEP M3 Anana3oHa HOMEpPOB cnucka goctyna expert (expert access list
numbers).

Mpumep

B naHHOM npumepe nokasaHo, Kak co34aTb pacLUMpEeHHbI CIMCOK yrpaBrneHus 4ocTynom expert.

hfconfigure terminal
hiconfig) #fexpert access-list extended exp acl
hi{config-exp-nacl) #

4-5 ip access-group

[aHHas komaHnga ucnonb3yeTcsa ansa ykasaHusa cnucka goctyna IP (IP access list), koTopbinn 6yget
NPUMEHATLCA K nHTeppency. MNpu ncnonb3oBaHumn opmbl NO KOMaHAa yaanuT CMCOK JAocTyna.

ip access-group {NAME} [in | out]
no ip access-group [NAME] [in | out]

MapameTpbl

NAME Mms ncnonb3dyemoro cnvcka goctyna IP. MakcumarnbHoe 4ncro gonycTumbix
CMMBOJIOB B MMEHN — 32.

in (OnumoHankeHO) YkasbiBaeT, YTo cnucok goctyna IP 6yaeT npumeHeH ons
NpOBEpPKN NakeToB BO BXOASLLEM HanpasneHn. Ecnv HanpasneHne He yka3saHo,
ucnonb3yeTcs in.

out (OnumnoHanbHO) YkasbiBaeT, 4To cnucok goctyna IP Byaet npymeHeH ans

NPOBEPKM NaKeTOB B UCXOoAdALLEM HanpaBleHNN.

Mo ymonyaHuio
Het
Pexnm BBOoga KomaHAbl

Interface Configuration Mode
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YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 12
Mcnonb3oBaHne KOMaHAbI

Ecnu rpynna goctyna IP (IP access group) yXe HacTpoeHa Ha nHtepdence, NpMMeHeHHas no3gHee
KOMaHAa 3aMeHuUT npeabigyLne HacTporiku. K kaxxgomy MHTEpPENCy MOXHO NMPUMEHUTb TOMNBKO OAUH
CMMCOK AOCTYyNa onpefeneHHoro Tuna, Ho ClMCKX JOCTyNa pasfnyyHbIX TUMOB MOrYT ObITb MPUMEHEHBI K
OAHOMY M TOMY e UHTepdency.

MpuBsA3ska rpynnbl 4ocTyna (access group) K nHtepdency bygeT pacxogoBaTb pecypchl U3 3anncemn
dunbTpaumm KommyTatopa. Ecnn pecypcoB HegoCTaTOMHO ANd akTMBaumMmM KOMaHabl NoSABMTCA coobLleHne
006 owmnbke. Yucno nopToB orpaHnyeHo. Ecnun npumeHeHne komaHdbl ucHepnaeT BbIGOp OCTYMNHbLIX NOPTOB
nosBmTCSa coobLieHne 06 owmnbke.

Mpumep

B paHHOM npumMepe nokasaH npouecc HacTponkn cnncka goctyna IP «Strict-Control» B kauecTse rpynnbl
poctyna IP ans Ethernet 1/0/2.

Switch#configure terminal

Switchi{config)#interface ethernet 1/0/2

Switchi{config-1£f)fi1p access-group Strict-Control

The remaining applicable IF related access entries are 1792, remaining range entries are 32,
Switchi{config-1£)#

4-6 ip access-list

[aHHas Komanga ucnonb3yeTcs ansg co3gaHnst unm nameHenns cnmcka goctyna IP (IP access list). Mpun
MCronb30BaHMM KOMaHAbl Npon3onaeT Bxog B pexum IP Access List Configuration Mode. MNpwu
Mcnonb3oBaHUn hopMbl NO KOMaH4a yaanuT cnmcok gocrtyna IP.

ip access-list [extended] NAME
no ip access-list [extended] {NAME}

MapameTpsbl

extended (OnumoHanbHo) YKasbiBaeT, 4To CNMCOoK AgocTyna IP aBnseTcsa paclumpeHHbIM ClMCKOM
poctyna IP (extended IP access list), n eCTb BO3MOXHOCTb NPUMEHUTL BOrMbLLE ONLNIA
duneTpaumm. Ecnu napameTp He ykasaH, CnMCoK gocTtyna bygeT cuntaTbes
CcTaHOapTHbIM.

NAME HasHayaemoe nmsa cnvcka goctyna IP. MakcumarnbHoe Yncno gonycTMbIX CUMBOSIOB B

UMEeHUn — 32.

Mo ymonyaHuto
Het
Pexxum BBoaa KomaHAabl

Global Configuration Mode
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Swit
Swit
Swit
Swit
Swit
Swit

Swit

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

YKasaHHOe MMS JOIMKHO ObITb YHUKaNbHbLIM Cpean BCex CNMCKOB AocTyna. Bce cumBonbl, ucnonb3yemMble B
WUMEHW, YyBCTBUTENbHbI K perncTpy. Ecnvm Homep cnucka goctyna He yka3aH, aBTomatuyecku byaget
HasHayeH caMbli 60MbLLON HENCNonbL3yeMblin HOMEP.

Mpumep

B naHHOM npuMepe nokasaHo, Kak HaCTpOoUTb paclumpeHHblr cnvcok goctyna IP ¢ umeHem «Strict-Control»
n cnucok goctyna IP ¢ umeHem «pim-srcfiltery.

chf configure terminal

chiconfig)# ip access-list extended Strict-Controal
chicenfig-ip-ext-acl)# permit tep any 10.20.0.0 0.0.255.255
chiconfig-ip-ext-acl)# exit

chiconfig)# ip access-list pim-srocfilter

chicenfig-ip-acl) # permit host 172.16.65.193 any
chiconfig-ip-acl) #

4-7 ipv6 access-group

[aHHasa komaHaa ucnonb3yeTca Ang npuMmeHeHus cnmncka goctyna IPv6 (IPv6 access list) Ha nHTepdeiice.
Mpu ncnonb3oBaHuM HOpMbI NO KOMaHAa yaanuT cnucok goctyna IPv6.

ipv6 access-group {NAME} [in | out]
no ipv6 access-group [NAME] [in | out]

MapameTpbl

NAME Ykaxunte uMmsi UICnonb3yemoro cnucka goctyna IPv6.

in (OnumoHanbHO) YkasbIBaeT, YTo CNMCOK AocTyna IPv6 ByaeT npMMeHeH Ansi NpoBepKu
nakeToB BO BXoAsLEeM HanpaeneHun. Ecnu HanpaeneHne He ykasaHo, NCMONb3yeTcs
in.

out (OnumoHanbHO) YkasblBaeT, YTo CNMCOK AocTyna IPv6 ByaoeT npMMeHeH Ansi NpoBepKu

NakeToB B ncxoasdlwlem HanpaslieHUN.

Mo ymonyaHuio

Het

Pexxum BBOAA KOMaHAbI

Interface Configuration Mode
YpoBeHb KOMaHAbl MO YMOMYaH!Io
YposeHb 12

Ucnonb3oBaHue KOMaHAbI
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K kaxxgomy MHTepdeiicy MOXXHO NPUMEHUTb TONMBKO OMH CMUCOK AOCTYNa onpeaeneHHoro Tmna, Ho CrcKu
A0CTyna pasfnnyHbiX TUNOB MOTyT GbiTb NPUMEHEeHbI K ogHOMY UHTepdeiicy. MpuBsiaka rpynnbl 4ocTyna
(access group) k uHTepdelicy byaeT pacxodoBaTb pecypchl U3 3anucein unbTpauumn kommytatopa. Ecnm
pecypcoB HEAOCTATOYHO AN aKTUBaLMMU KOMaHabl NosABUTCS coobLueHne 06 oLmnbke.

Yumcno nopToB orpaHnyeHo. Ecnn npumMmeHeHne koMaHabl McdepnaeT Bbibop A4OCTYNHbLIX NOPTOB NOSIBUTCS
coobLLeHne 06 ownbke.

Mpumep

B naHHOM nprmMepe nokasaHo, Kak MPMMEHUTb Cnncok aoctyna IPv6 «ip6-control» B kavecTBe rpynnbl
poctyna IP ansa Ethernet 1/0/3.

Switechfconfigure terminal
Switch{config)#interface ethernet 17073
Switch{config-if)#ipvh access-group ipb-control in

remaining applicable IPvé related access entries are 448, remaining range entries are

Switeh{config-1L)#

4-8 ipv6 access-list

[aHHas komaHga ucnonb3yeTcd Ans co3gaHns unvm nameHeHuns cnucka gocrtyna IPv6 (IPv6 access list) Mpwu
NCNonb30BaHUM KOMaHAbl Npom3onaeT Bxoa B pexum IPv6 Access List Configuration Mode. Mpu
NCNonb30BaHUKM opmMbl NO KOMaH4a yaanuT cnncok goctyna IPve.

ipv6 access-list [extended] NAME
no ipv6 access-list [extended] {NAME}

MapameTpbl

extended (OnumoHanbHO) YkasbiBaeT, YTo CnMCcok goctyna IPv6 aBnsaeTcs pacluMpeHHbIM
cnuckom goctyna IPv6, n ecTb BO3MOXHOCTb NPUMEHUTL BorbLue onumin unstpaumn.
Ecnu napameTp He ykasaH, cnucok goctyna IPv6 ByaeT cuntatbcst cTaHOapTHbIM.

NAME HasHavaemoe nms cnucka goctyna IPv6. MakcrmansHoe Yncno 4onycTuMbIX

CMMBOJIOB B UMEeHU — 32.

Mo ymonuyaHuio

Het

Pexxum BBoAa komaHabI

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHWIo
YpoBeHb 12

Ucnonb3oBaHne KoMaHAabl

YKasaHHOEe UMS AOIMKHO ObITb YHUKanNbHbIM Cpeaun BCeX CNMCKOB A0CTyna. Bce cumBonbl, ncnonb3yembie B
MMEHN, HyBCTBUTEIIbHbI K PErncTpy. Ecnn HOMeEP CNnUcCKa AO0CTYyna He yKa3aH, aBTOMaTu4eCckun 6y/:|,eT

32,
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Swit
Swit
Swit

Swit

Swit
Swit
Swit

Swit

Ha3Ha4yeH cambiil 6OMbLLON HEMCNOMbL3yeMbI HOMEP U3 AManasoHa HOMEPOB CNMCKOB AocTtyna IPv6.
Mpumep

B paHHOM npuMepe nokasaHo, Kak HaCTPOUTb pacluMpeHHbI cnucok goctyna IPv6 (IPv6 extended access
list), c umeHem «ip6-control».

ch# configure terminal
chi{config)# ipvd access-list extended ipb-control
chiconfig-ipvi-ext-acl)# permit tep any 2002:£03::1/16

chi{config-ipvo-ext-acl)#

B oaHHOM Npumepe nokasaHo, Kak HaCTPOUTb CTaHAapTHLIN cnucok goctyna IPv6 (IPv6 standard access list)
C MeHeM «ip6-std-control».

ch# configure terminal
chiconfig)# ipwé access-list ipé-std-control
chicenfig-ipva-acl)# permit any £fed0::101:1/54

chiconfig-ipve-acl)#

4-9 mac access-group

[aHHas komaHnga ucnonb3yeTcs ans npMMmeHeHus cnuckoB ynpaenenns goctynom MAC (MAC access list) k
nHTepdency. Npu ncnonssosaHMm opMbl ho KOMaHAa yaanuT rpynny AocTyna ¢ uHTepdenca.

mac access-group {NAME} [in | out]
no mac access-group [NAME] [in | out]

MapameTpsbl

NAME YKaK1Te MMsi MCMonb3yemoro cnucka goctyna MAC.

in (OnuunoHanbHO) YkasbiBaeT, 4To cnmcok goctyna MAC Oyaet
NPUMEHEH AN NPOBEPKM NakeToB BO BXOASALLEM HanpaBneHuu.
Ecnu napameTp He ykasaH, UCMOMnb3yeTcsa 3Ha4eHue in.

out (OnumoHanbHo) YkasbiBaeT, 4To cnucok goctyna MAC 6yaet

NPpUMEHEH ONnA NPOBEPKM NAKETOB B UCXogdllem HanpaBneHnn.

Mo ymonyaHuto

Het

Pexxum BBoAa komaHabl

Interface Configuration Mode
YpoBeHb KOMaHAbl MO YMOMN4YaHuWIo
YposeHb 12

Mcnonb3oBaHue KoMaHAbI

Ecnu rpynna goctyna MAC (MAC access group) yXe HacTpoeHa Ha nHtepderice, cregytowias komaHaa
nepesanuLieT npeabiayLime HacTponku. pynnel goctyna MAC He nposepsitoT |IP-nakeTsl.
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K KaXXgomy MHTepd)e|7|cy MOXHO NPUMEHNTb TOJIbKO OAMH CNUCOK AOCTYyna onpeaenieHHoro tmna, Ho CrcKku
40CTyna pasyiMyHbIX TUNOB MOTyT ObITb NPUMEHEHbI K OOHOMY MHTep(be|7|cy.

MpuBsiska rpynnbl gocTyna (access group) kK uHTepdeicy 6yaeT pacxogoBaTtb peCypehl U3 3anucei
unbTpaumm KommyTaTopa. Ecnn pecypcoB HeAOCTaTOUHO ANS akTUBaUMM KOMaHAbl NOSIBUTCS coobLleHne
06 owwunbke.

Mpumep

B gaHHOM npumepe nokasaHo, kak npumeHuTb cnncok goctyna MAC daily-profile k Ethernet 1/0/4.

Switch#coenfigure terminal

Switch{cenfig)f#interface ethernet 17074

Switchi{contfig-1f)fmac access-group dally-profile in

The remaining applicable MAC access entries are 896, remaining range entries are 32,
Switchi{contig-1£)§

4-10 mac access-list

HaHHas KomaHga ucnonb3yeTcs Anst Co34aHns UM U3MEeHeHus1 cnuckoB ynpasneHus goctynom MAC (MAC
access list). KomaHga nossonsieT Bonith B pexkum MAC Access List Configuration Mode. Npu ncnonb3oBaHum
dopMbl no KOMaHaa yganut cnncok goctyna MAC.

mac access-list extended NAME
no mac access-list extended {NAME}

MapameTpsbl

NAME Ykaxute umsi cnvcka ynpaenexust goctynom MAC (MAC access list). MakcumarnbHo
gonyctumas annHa — 32 cumsona.

Mo ymonuyaHuio

Het

Pexx1m BBOga KoMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

Vcnonb3ynte gaHHyto komaHay, 4Toobl Bonth B pexxum MAC Access-List Configuration Mode, n BBegnTe
KomaHay permit unu deny, 4tobbl ykaszaTb 3anmcu. YkazaHHOE UMS AOMMKHO ObiTb YHUKaNbHbIM cpean Bcex
CnMcKoB gocTyna. Mims 4yBCTBUTENBHO K perncTpy. Ecrnv Homep cnuncka goctyna He yka3aH, aBTOMaTu4ecku

OyneT HazHayYeH camblil GOMbLLIOWM HEVCMNONb3YEMbIi HOMEpP 13 AMana3oHa HoMepoB cnvckoB goctyna MAC.

Mpumep
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B paHHOM npumMepe nokasaHo, kak BonTu B pexxum MAC Access List Configuration Mode ans cnucka
poctyna MAC c nmeHem «daily-profile».

Switch# configure terminal
Switch{config)# mac access-list extended daily-profile
Switch{config-mac-ext-acl) #

4-11 match ip address

[aHHaa komaHaa ucnonb3yeTcsa Ang conocTaeneHus cnncka goctyna IP ¢ HacTpanBaemon sub-map. Mpu
ncnonb3oBaHuM opMbl NO KOMaHAa yaanuT CoBnazatoLLyto 3anunch.

match ip address {ACL-NAME}
no match ip address

MapameTpbl

ACL-NAME YkaxuTe umsa cnucka ynpasnerus goctynom (ACL access list). MakcumansHo
gonyctumas anvHa — 32 cuMmBona.

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

VLAN Access-map Sub-map Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

Vcnonb3ynte gaHHyo komaHay, 4ToObl CONOCTaBUTbL CNMCOK gocTyna IP ¢ HacTpoeHHon sub-map. C ogHown
sub-map mMoxeT BbITb CONOCTaBMNEH TONbKO 0AMH cnucok goctyna (IP access list, IPv6 access list unu MAC
access list). IP Sub-map nposepset Tonbko IP-nakeTsl. [pu BBOAE HOBOM KOMaHAbl Oonee cTtapble
HaCTpOWnKM ByayT nepesanncaHbl.

Mpumep

B naHHOM npuMepe nokasaHo, Kak HaCTpouTb conocTaBJieHne Coaep>XMMoro c sub-map.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Switch# configure terminal

Switeh{cenfig)# vlan access-map wlan-map 20
Switchi{config-access-map)# match ip address spl
Switch{config-access-map)# end

Switch# show wlan access-map

VLAN access-map vlian-map 20
mateh ip access list: spl{ID: 1999)
action: forward

Switch#

4-12 match ipv6 address

[aHHasn komaHaa ncnonb3yeTcd Ana conocraBrieHna CnMckoB 0CTyna IPv6 ¢ HacTpanBaeMbiMU sub-maps.
npl/l MCcnonb3oBaHNn (bOprI no KoMaHAa yaanut COOTBETCTBYHOLLYHO 3aMNnCb.

match ipv6 address {ACL-NAME}
no match ipv6 address

MapameTpbl

ACL-NAME YKaxuTe umsa cnmcka ynpaenexus goctynom IPv6 (IPv6 ACL). MakcumansHo
Jonyctumas gnvHa — 32 cumBona.

Mo ymonuyaHuio

Het

Pexxum BBOAAa KOMaHAbI

VLAN Access-map Sub-map Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Vcnonb3ynte gaHHyto komaHay, 4ToObl CONOCTaBUTb CNMCOK gocTtyna IPv6 ¢ HacTpoeHHon sub-map. C
OfHOW sub-map MoxeT ObITb CONnocTaBneH TONbKO oAMH cnucok goctyna (IP access list, IPv6 access list nnm
MAC access list). IPv6 sub-map nposepsieT Tonbko IPv6-nakeThl. [Mpu BBOAE HOBOWM koMaHAbl Gonee
cTapble HacTpOWKku ByayT nepesanuncaHsbi.

Mpumep

B naHHOM npumepe nokasaHo, Kak HacTPOWTL CONOCTaBNEHNE COAePXXUMOro ¢ sub-map.
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Switch# configure terminal

Switch{config)# wlan access-map vlan-map 20
Switchi{config-access-map)# match ipvé address spl
Switch{config-access-map)# end

Switch# show wlan access-map

VLAN access-map vlan-map 20

match ipvé access list: spl{ID: 12493949)

action: forward

Switch#

4-13 match mac address

HaHHas komaHaa ucnonbsyetcsa ansa conoctasneHus cnuckos goctyna MAC (MAC access lists) ¢
HacTpavBaembiMu sub-maps. Mpu ncnonb3oBaHMM PopMbl NO KOMaHAa yaanuT COOTBETCTBYIOLLYIO 3aMuUCh.

match mac address {ACL-NAME}
no match mac address

MapameTpbl

ACL-NAME YkaxuTe umsa cnmcka ynpaenexusa goctynom MAC (ACL MAC). MakcumaneHo
Jonyctumas gnvHa — 32 cumBona.

Mo ymonuyaHuio

Het

Pexxum BBoAa KOMaHAbl

VLAN Access-map Sub-map Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

Vcnonb3ynte gaHHyto komaHay, 4Tobbl conoctaBuTb cnncok goctyna MAC (MAC access list) ¢
HacTpauBaemoin sub-map. C ogHol sub-map MoXeT BbITb CONOCTaBMNEH TOMbLKO OAMH cnucok goctyna (IP
access list, IPv6 access list unn MAC access list). MAC Sub-map He npoBepsieT IP-nakeTbl. NMpu BBOAE
HOBOW kOMaHAbl Gonee cTapble HacTpovku ByayT nepesanncaHsbi.

Mpumep

B naHHOM nprmepe nokasaHo, Kak HacTPOWTL CONOCTaBNEHNE COAepPXXUMOro ¢ sub-map.
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Switch# configure terminal
Switch{cenfig)# wvlan access-map vlan-map 30
Switchi{config-access-map)# match mac address ext mac
Switch{config-access-map)# end
Switch# show wlan access-map
VLAN access-map wvlan-map 20
match ip access list: spl(ID: 3999)
action: forward
VLAN access-map wvlan-map 30
match mac access list: ext mac{ID: 749499)
action: forward
Switch#

4-14 permit | deny (expert access-list)

HaHHas komaHga ucnonb3yetcd ans gobasneHus 3annucu paspeweHuns (permit) unu sanpeta (deny). Mpu
UCMNoMb30BaHUKM (POPMbl NO KOMaH4a yaanuT 3anuchb.

PacwunpeHHbIN cnucok ynpasneHus goctynom Expert (Extended Expert ACL):

[SEQUENCE-NUMBER] {permit | deny} PROTOCOL {SRC-IP-ADDR SRC-IP-WILDCARD | host
SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-IP-
ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host
DST-MAC-ADDR | any} [cos OUTER-COS [inner INNER-COS]] [{vlan OUTER-VLAN } [inner INNER-
VLAN]] [fragments] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-
NAME]

[SEQUENCE-NUMBER] {permit | deny} tcp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-
ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It | gt | neq}
PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any}
{DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | It | gt | neq} PORT | range
MIN-PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner INNER-COS]] [{vlan OUTER-VLAN} [inner
INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-
ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | It | gt | neq}
PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any}
{DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | It | gt | neq} PORT | range
MIN-PORT MAX-PORT] [cos OUTER-COS [inner INNER-COS]] [{vlan OUTER-VLAN} [inner INNER-
VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-IP-
ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-IP-ADDR
DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-
MAC-ADDR | any} [ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [cos OUTER-COS [inner INNER-
COS]] [{vlan OUTER-VLAN} [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp
DSCP] [time-range PROFILE-NAME]

no SEQUENCE-NUMBER

MapameTpbl
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SEQUENCE-NUMBER YkaxuTte nopsagkoBbin Homep. [JocTyneH agnanasoH oT 1 o 65535. Yem
MeHbLLE HOMEpP, TEM BhiLLE NPUOPUTET Npasuna permit/deny.
PROTOCOL (OnuunoHanbHo) YkaxuTe ID IP-npoTokona unv ogHo 13 cnegyowmx

UMeH npoTtokorna. [locTynHbl cnegyowme nMeHa: eigrp, esp, gre, igmp,
ospf, pim, vrrp, pcp u ipinip. Ecnu ID npoTokona ykasaH, napameTp
MASK (0x0-0xff) aBnsietcs onunoHanbHbIM (HeobsizaTenbHbIM). buT,
COOTBETCTBYIOLMI 3Ha4YeHuto 6uTa 0, He ByaeT yunTbiBaTbCA. bur,
COOTBETCTBYHOLLMIA 3Ha4YeHMIo buTa 1, ByaeT npoBepATbCS.

cos OUTER-COS

(OnuunoHanbHO) YkaxuTe 3HaveHue outer priority. [locTyneH guanasoH
3HayeHun ot 0 oo 7.

inner INNER-COS

(OnuunoHanbHO) YKkaxuTe 3HavyeHne BHYTPEHHero npuopuTeTa (inner
priority). [locTyneH agnanasoH 3HayeHun ot 0 go 7.

vlan OUTER-VLAN

(OnumoHaneHo) Ykaxute outer VLAN ID.

inner INNER-VLAN

(OnumoHaneHo) YkaxuTe inner VLAN ID.

any

Ykaxute anga ucnonb3osaHuda noboro MAC-agpeca nctodHumka, noboro
MAC-agpeca Ha3HaueHus, ntoboro IP-agpeca ncrtodHuka unu nobdoro IP-
agpeca HasHayeHus.

host SRC-MAC-ADDR

YkaxunTe onpegeneHHoli MAC-agpec yana ncTovHuka.

SRC-MAC-ADDR SRC-MAC-
WILDCARD

YkaxuTte rpynny MAC-agpecoB NCTOYHUKA, UCNOMb3Ys 3HaYeHne
wildcard. buT, cooTBeTCTBYIOLWMI 3Ha4YeHuUo 6uta 1, He ByaeT
yunTbiBaTbCs. buT, cooTBeTCTBYIOWMI 3HAaYeHuo 6uta 0, Oyget
NpoBepATLCS.

host DST-MAC-ADDR YkaxuTe onpegeneHHoli MAC-agpec yana HasHayeHus.
DST-MAC-ADDR DST-MAC- Ykaxute rpynny MAC-agpecoB HazHauyeHus1, UICNONb3ys 3HaYeHne
WILDCARD wildcard. BuT, cooTBETCTBYOLLMI 3HA4YeHNO buTa 1, He OyaeT

yunTbIBaThCS. BUT, cOOTBETCTBYIOLWMIA 3HaYeHUIo BuTta 0, GyaeT
NpoBepsITLCS.

host SRC-IP-ADDR

Ykaxute onpeaeneHHsin IP-agpec yana NCToyHuKa.

SRC-IP-ADDR SRC-IP-

Ykaxute rpynny IP-agpecoB NCTOYHMKA, UCMOMNb3yAa 3HavYeHue wildcard.

WILDCARD BuT, cooTBeTCTBYIOWMI 3HaYeHU0 BuTa 1, He ByaeT yuuTbiBaTbes. bur,
COOTBETCTBYIOLUMI 3HaYeHuto 6uta 0, ByaeT npoBepsATbLCS.

host DST-IP-ADDR Ykaxute onpeaeneHHbin IP-agpec y3na HazHavyeHus.

DST-IP-ADDR DST-IP- Ykaxute rpynny IP-agpecoB HasHayeHus, Ucnonb3ysa 3HadeHue wildcard.

WILDCARD BuT, cooTBeTCTBYIOLWMIA 3HAYeHUto 6uTa 1, He OyaeT yunThiBaTbCA. burT,

COOTBETCTBYHOLLMIA 3Ha4YeHuto 6uTa 0, 6yaeT npoBepATbCS.

precedence PRECEDENCE

(OnumnoHanbHO) YkaxuTe, 4ToObl MakeTbl MO UNLTPOBATLCS MO
ypoBHI0 npuoputeTa (precedence). [locTynHbl 3Ha4veHus ot 0 go 7.

tos TOS

(OnumoHanbHO) YKaxunTte, YToObl NakeTbl MOrMM UITLTPOBATLCS MO
ypoBHto type of service. [locTynHbl 3Ha4eHus ot 0 go 15.

dscp DSCP

(OnuuoHanbHo) Ykaxute DSCP-kog ons coBnageHun ¢ 3aronoskom IP.
HoctyneHn gmnana3soH ot 0 go 63, nnu Bbibop 13 cnegyrowmx umeH DSCP:
af11-001010, af12 -001100, af13 -001110, af21 - 010010, af22 - 010100,
af23 - 010110, af31 - 011010, af32 - 011100, af33 - 011110, af41 -
100010, af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000, cs3 -
011000, cs4 - 100000, cs5 - 101000, cs6 — 110000, cs7 - 111000, default
(no ymonyanumtio) - 000000, ef — 101110.

It PORT

(OnumoHanbHO) YKaxunTte Ansi CONOCTaBneHnsi, ecnn 3HadeHme
yKa3aHHOro nopTta MeHbLLUe.

gt PORT

(OnuunoHanbHO) YkaxuTe Anst ConocTaBneHns, ecnv 3HadeHune
yKasaHHoro nopta 6onbLue.
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eq PORT (OnumoHanbHO) YKaxknte Ansi CONOCTaBlNEHUs], eCiln 3Ha4YeHne
yKa3aHHOro nopra paBHO.

neq PORT (OnuunoHanbHO) YKaxuTe Ansi CONnocTaBneHusl, eCnv 3HayeHne
yKa3aHHOro noprta He paBHoO.

range MIN-PORT MAX-PORT  (OnuuoHanbHO) YkaxuTe Ons ConocTaBeHUsl, eCnn 3Ha4YeHne nonagaet
B YKa3aHHbIV AMana3oH NopToB.

TCP-FLAG (OnuunoHanbHo) YkaxuTe nonsa TCP flag u ykasaHHble 61TbI 3aronoBka
TCP c umeHem ack (acknowledge), fin (finish), psh (push), rst (reset),
syn (synchronize) nnu urg (urgent).

fragments (OnuunoHanbHO) YkaxuTe ans dunbTpaumm dparMeHToB nakeTa.

time-range PROFILE-NAME

(OnumnoHanbHo) YkaxkuTe nMsi npodouns nepuoaa BpeMeHU, CBA3aHHOTO
CO CMUCKOM AOCTYNa, onpeensiowyM nepros ero akTueauum.

ICMP-TYPE (OnuuoHanbHOo) YkaxuTe Tun coobweHnsa ICMP. JocTynHbl 3HaveHus
Tnna cooduieHnn ot 0 go 255.

ICMP-CODE (OnumoHanbHo) YkaxunTe kog coobueHns ICMP. JocTynHbl 3Ha4YeHWs
koga coobuweHun ot 0 go 255.

ICMP-MESSAGE (OnumoHankbHo) YkaxunTte coobwenne ICMP. [Ins Bbibopa AOCTYNHbI

cnegyolime npenycraHoBneHHbIe NapaMeTpbl: beyond-scope,
destination-unreachable, echo-reply, echo-request, header, hop-limit,
mld-query, mld-reduction, mld-report, nd-na, nd-ns, next-header, no-
admin, no-route, packet-too-big, parameter-option, parameter-problem,
port-unreachable, reassembly-timeout, redirect, renum-command, renum-
result, renum-seq-number, router-advertisement, router-renumbering,
router-solicitation, time-exceeded, unreachable.

Mo ymonuyaHuio
Het

Pexum BBOAa KOMaHAbl

Extended Expert Access-list Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaH!Io

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

Ecnu npaBuno cosgaHo 6e3 ykaszaHusi onpeaeneHHoro nopsigkoBoro Homepa, oH byaeT npucBoeH
aBTomaTtmdeckun. Ecnm ato nepsas 3anuck, To OyaeT NPUCBOEH HavanbHbIV NOpsiaKoBbI Homep 10.
Mocnepytowmm 3anucsiM Nnpaeuna HasHadYaeTcst Homep, 6onbLliniA Ha 3HaveHue wara 10; a cambin 6onbLLON
nopsiaKOBbLINA HOMEp B CMCcKe AoCTyna OyaeT CTOSITb B KOHLE.

Monb3oBaTeslb MOXET UCMONb30BaTh KOMaHAy access-list resequence Ansi cMeHbI Ha4arbHOMO
MopsiAKOBOro HOMepa M 3Ha4YeHWs LWara 3anucel Ans ykasaHHoro cnvcka goctyna. MNocne npymeHeHus
KOMaHAbl HOBbIM 3anucsiM 6e3 ykasaHHOTo NopsiAKoBOro Homepa 6yaeT 3agaH HoMep B COOTBETCTBUM C
HOBbIMW HACTPOMKaMM ykasaHHOrO cri1cka AocTyna.

Mpw Ha3Ha4YeHUV NOPSAKOBOro HOMEpa BPYYHYHO, Nyylle UMETb 3ape3epBNPOBaHHbIA UHTEpPBan ANns
OyayLmx 3anmcen ¢ MeHbLUMM MOPSIAKOBLIM HOMepOoM. IHaye ByaeT CnoXHO BCTaBUTb 3anuch C eLle

MeHbLUMM NopAaKOBbIM HOMEPOM.

nOpﬂﬂKOBblﬂ HOMEDP AO0JTKEH ObITb YHUKarnbHbIM B IOMEHE CrncKka gocrtyna. I'Ipw BBOAE 3aHATOro
nopAgKoOBOro Homepa noABmUTCA coobuieHne o6 owwnbke.
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Ecnu napameTp fragment gna napameTtpoB tcp, udp nnv icmp ybpaH B komaHae permit | deny (expert
access-list), To nonb3oBaTens Bce paBHO MOXET ncnonb3osatb onumio PROTOCOL B komaHae permit |
deny (expert access-list) onsa HacTpoviku napameTtpa fragment.

Mpumep
B paHHOM nprmMepe nokasaHo, Kak UCrnorb3oBaTh pacLUMpPEeHHbIN CNUCOK ynpasneHusa goctynom Expert

(extended expert ACL). Llenb — 3anpetutb (deny) Bce TCP-nakeTsl ¢ IP-agpecom nctoyHnka 192.168.4.12 n
MAC-agpecom nctodHmka 00:13:00:49:82:72.

Switch# configure terminal

Switch{config)# expert access-list extended exp acl

Switchi{config-exp-nacl)# deny tecp host 192 . 168.4.12 host 0013.0049 8272 any any
Switch{config-axp-nacl)#

4-15 permit | deny (ip access-list)

[aHHas komaHnga ucnonbdyetcsa ansa gobaeneHus sanucu permit unu deny. Mpu ncnonb3oBaHnn GopMbl NO
KOMaHAa yganvT 3anmchb.

PacwupeHHbI cnucok ynpasneHus goctynom (Extended Access List):

[SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-ADDR | DST-
IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] [TCP-FLAG]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-ADDR | DST-
IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [ICMP-TYPE [ICMP-CODE] |
ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {gre | esp | eigrp | igmp | ipinip | ospf | pcp | pim | vrrp |
protocol-id PROTOCOL-ID} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} {any | host
DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [[precedence PRECEDENCE] [tos TOS] | dscp
DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

CtaHpapTHbIn cnucok poctyna IP (Standard IP Access List):

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [time-range PROFILE-NAME]

no SEQUENCE-NUMBER

MapameTpbl

SEQUENCE-NUMBER Ykaxute nopsaakoBbii HoMep. [locTyneH ananasoH ot 1 o 65535. Yem
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MEHbLLE HOMep, TEM BbllLe NPUOPUTET NpaBuna permit/deny.

any

Ykaxute |IP-agpec nctodHuka unm IP-agpec HazHayeHus.

host SRC-IP-ADDR

Ykaxute onpeaeneHHbin IP-agpec y3na NCToYHMKa.

SRC-IP-ADDR SRC-IP-

YkaxuTe rpynny IP-agpecoB nctodHuka, ncnonb3ys sHaveHue wildcard.

WILDCARD BuT, cooTBETCTBYIOLWMIA 3HaYeHUO BuTa 1, He ByaeT yuuTbiBaTbCs. bur,
COOTBETCTBYIOLLMIA 3HA4YeHN0 6uTa 0, OByaeT NnpoBepATLCS.

host DST-IP-ADDR YkaxuTte onpeaeneHHbl IP-agpec y3na HasHavyeHus.

DST-IP-ADDR DST-IP- Ykaxute rpynny IP-agpecoB HasHayeHus, ncnomnb3ysa 3HadeHue wildcard.

WILDCARD BuT, cooTBETCTBYIOWMIA 3HaYeHU0 BuTa 1, He ByaeT yuuTbiBaThCs. bur,

COOTBeTCTByIOLLI,l/II7I 3HauveHuo buta 0, 6yp,eT NpOBEPATbLCA.

precedence PRECEDENCE

(OnumoHanbHO) YKaxunTte, YToObl NakeTbl MOrMM UITLTPOBATLCS MO
YPOBHIO npuoputeTa (precedence). JocTynHbl 3HayeHns ot 0 go 7.

dscp DSCP

(OnuuoHanbHo) Ykaxute DSCP-kog ons coBnageHun ¢ 3aronoskom IP.
HoctyneH gmnana3soH ot 0 go 63, nnu Bbibop 13 cnegyrowmx umeH DSCP:
af11-001010, af12 - 001100, af13 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 - 011110, af41
- 100010, af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000,

cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6 - 110000, cs7 - 111000,
default (no ymonuanuto) - 000000, ef — 101110.

tos TOS

(OnumnoHanbHO) YkaxuTe, 4ToObl NakeTbl MO UNLTPOBATLCSA MO
ypoBHio type of service. [locTynHbl 3Ha4eHus ot 0 go 15.

It PORT

(OnuuoHanbHO) YkaxuTe Anst ConocTaBneHns, ecnv 3HadeHne
yKa3aHHOro noprta MeHbLue.

gt PORT

(OnumoHanbHO) YKaxunTte Ansi CONOCTaBneHns, ecnn aHadeHme
yKasaHHoro nopra 6ornbLue.

eq PORT

(OnumoHanbHO) YKaxunte Ansi CONOCTaBNeHns!, eCnn 3HavYeHme
yKasaHHOro nopTa paBHO.

neq PORT

(OnumnoHanbHO) YKaxunTte Ans CONocTaBneHus, ecnn sHadeHme
yKa3aHHOro nopra He paBHO.

range MIN-PORT MAX-PORT

(OnumoHaneHO) YKaxunte Ansi CONOCTaBneHns, ecnn 3HadeHe nonagaet
B yKa3aHHbI Anana3oH NnopToB.

time-range PROFILE-NAME

(OnumnoHanbHo) YkaxkuTe nMst npoduns nepuoaa BpeMeHu, CBA3aHHOTO
CO CMUCKOM AOCTYNa, onpeaensiowyM neproa ero akTueauum.

tcp, udp, igmp, ipinip, gre,
esp, eigrp, ospf, pcp, pim,
vrrp

YKkaxunte npoToKonbl 4 YpOBHS.

PROTOCOL-ID

(OnumoHanbHo) Ykaxute Protocol ID. JocTyneH guanasoH 3Ha4veHuin ot 0
0o 255.

ICMP-TYPE (OnuunoHanbHO) YkaxuTe Tun coodwexmsa ICMP. JocTynHbl HoMepa ansi
Tuna coodLeHunnt ot 0 go 255.

ICMP-CODE (OnumoHanbHo) YkaxunTe kog coobuieHns ICMP. JocTynHbl HOMepa ansi
koga coobuweHun ot 0 go 255.

ICMP-MESSAGE (OnuunoHanbHO) YkaxuTe coobweHne ICMP. [Ins Bbibopa AOCTYMHbI

cnefyolwme npegycraHoBneHHble napaMmeTpbl: administratively-
prohibited, alternate-address, conversion-error, host-prohibited, net-
prohibited, echo, echo-reply, pointer-indicates-error, host-isolated, host-
precedence-violation, host-redirect, host-tos-redirect, host-tos-
unreachable, host-unknown, host-unreachable, information-reply,
information-request, mask-reply, mask-request, mobile-redirect, net-
redirect, net-tos-redirect, net-tos-unreachable, net-unreachable, net-
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Swit
Swit
Swit
Swit
Swit
Swit

Swit

C

C

=

[

[

unknown, bad-length, option-missing, packet-fragment, parameter-
problem, port-unreachable, precedence-cutoff, protocol-unreachable,
reassembly-timeout, redirect-message, router-advertisement, router-
solicitation, source-quench, source-route-failed, time-exceeded,
timestamp-reply, timestamp-request, traceroute, ttl-expired, unreachable.

Mo ymonyaHuto

Het

Pexx1m BBOAa KOMaHAbI

IP Access-list Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUI0

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Ecnu npaBuno co3gaHo 6e3 ykaszaHusi onpeaeneHHoro nopsiakoBoro Homepa, oH 6yaeT npucBoeH
aBTOMaTtu4deckn. Ecnun 310 nepsasi 3anuncb, To ByaeT NPMCBOEH HavanbHbIV NopaakoBbin Homep 10.
Mocnenyrowmm 3anMcam npaBuna HasHadaeTcs Homep, 6onbLlunii Ha 3HaveHue wara 10; a camblii GOMbLLON
nopsiaKOBbIN HOMEp B CMCKe AoCTyna OyaeT CTOSATb B KOHLE.

Monb3oBaTenb MOXET UCMONb30BaTh KOMaHay access-list resequence Ans cMeHbl HaYanbLHOro
NOpsIAKOBOrO HOMEpa 1 3Ha4YeHWs Lara 3anncen Ansa ykasaHHoro cnucka gocryna. lNocne npymeHeHus
KOMaHfbl HOBbIM 3anucsiM 6e3 yka3aHHOro nopsigkoBoro Homepa Oyaet 3agaH Homep B COOTBETCTBUM C
HOBbIMW HaCTPOMKaMU yKa3aHHOro cnucka JocTyna.

Mpun Ha3Ha4YeHMN NOPSAKOBOro HOMEpPA BPYYHYHO, NyYlle MMETb 3ape3epBUPOBaHHbLIN UHTEpBAN AN
OyayLmx 3anncen ¢ MeHbLUUM NOPSAKOBLIM HOMepoM. MiHave ByaeT CroXHO BCTaBUTb 3anuch C elle

MEeHbLUMM NopAAaKOBbIM HOMEPOM.

MopsiaKoBbI HOMEpP OOMKeH ObITh YHMKanbHbIM B JOMEHe cnucka aoctyna. MNpu BBoAe 3aHATOro
nopsiaKOBOro Homepa nosiBuTCA coobueHne o6 owmbke

[nsa co3gaHuna npaBuna conocTaBneHns ansa ctaHgaptHoro cnncka goctyna IP (IP standard access list)
MOryT BbITb Yka3aHbl ToNbKo nons IP-agpeca UCTOYHMKA Y HAa3HaAYeHUS.

Mpumep

B oaHHOM npumepe nokasaHo, Kak co3gatb 4 3anucu ons paclumpeHHoro cnucka goctyna IP ¢ umeHem
Strict-Control. 310 cnegyowme 3anvcu: paspewmnts TCP-nakeTol gnsa cetn 10.20.0.0, paspewunts TCP-
nakeTbl ang yana 10.100.1.2, paspewntb Bce TCP-nakeTbl ons nopta HasHadeHust TCP 80 n paspewmnTts BCce
ICMP-nakeThbl.

h# configure terminal

hiconfig)# ip access-list extended Strict-Control
hiconfig-ip-ext-acl)# permit tecp any 10.20.0.0 0.0.255.255
hiconfig-ip-ext-acl)# permit tep any host 10.100.1.2
hi{config-ip-ext-acl)# permit tcp any any eg 80
hiconfig-ip-ext-acl ) # permit icmp any any
hi{contfig-ip-ext-acl)#

B naHHOM npumepe nokasaHo, Kak co3aath 2 3anvcu AN ctaHgapTHoro cnucka goctyna IP ¢ nmeHem «std-
acl». 910 cnegyoLme 3anucu: paspewnTb IP-naketbl anga cetn 10.20.0.0, paspewnTs IP-nakeTsl Ans yana
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10.100.1.2.
Switch# configure terminal
Switch{config)# ip access-list std-acl
Switch{config-ip-acl) # permit any 10.20.0.0 0.0.255.255
Switch{config-ip- acl)# permit any host 10.100.1.2
Switch{config-ip- acl)#

4-16 permit | deny (ipv6 access-list)

[aHHas komaHnga ucnonbdyetcs ans gobaeneHus 3anucu permit unu deny B cnvcok goctyna IPv6. Mpu
MCcnonb30oBaHUK hopMbl NO KOMaH4a yaanuT 3anuck M3 cnncka goctyna IPv6.

PacwupeHHbIn cnucok poctyna IPv6 (Extended IPv6 Access List):

[SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IPV6-
ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT]
[dscp VALUE] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IPV6-
ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT]
[dscp VALUE] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [ICMP-TYPE
[/ICMP-CODE] | ICMP-MESSAGE] [dscp VALUE] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {protocol-id PROTOCOL-ID} {any | host SRC-IPV6-
ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-
LENGTH} [dscp VALUE] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-
LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [dscp VALUE] [time-range
PROFILE-NAME]

CraHpapTHbIM cnucok gocTtyna IPv6 (Standard IPv6 Access List):

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-
LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [time-range PROFILE-
NAME]

no SEQUENCE-NUMBER

MapameTpbl

SEQUENCE-NUMBER Ykaxunte nopsaakoBbii Homep. [locTyneH anana3oH ot 1 o 65535. Yem
MeHbLLIE HOMEP, TEM BhbILLE NPUOPUTET Npasuna permit/deny.

any YkaxuTte IPv6-agpec nctodHvka unm IPv6-agpec HasHayeHus.

host SRC-IPv6-ADDR

YkaxuTe onpegeneHHoln IPv6-agpec yana nctovHuka.

SRC-IPV6-ADDR/PREFIX-
LENGTH

Ykaxunte cetb |Pv6 nCTOYHMKA.
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host DST-IPV6-ADDR YkaxuTte onpegeneHHbli IPv6-agpec yana HasHayeHus.

DST-IPV6-ADDR/PREFIX- Ykaxute ceTb IPv6 HasHaveHus.

LENGTH

tcp, udp, icmp YKaxuTte TMn npoTokona 4 ypoBHsl.

dscp VALUE (OnumoHanbHO) YKaxuTe coBnaatolLiee 3Ha4yeHne knacca Tpaduka B
IPv6-xenepe. ocTtyneH gruanasoH ot 0 go 63, unu cnegyowme DSCP-
umena: af11 - 001010, af12 -001100, af13 - 001110, af21 - 010010, af22 -
010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 - 011110, af41
- 100010, af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000, cs3
- 011000, cs4 - 100000, cs5 - 101000, cs6 - 110000, cs7 - 111000, default
(mo ymonyanumtio) - 000000, ef — 101110.

It PORT (OnuunoHanbHO) YkaxuTe Anst ConocTaBneHns, ecnv 3HadeHune
yKa3aHHOro noprta MeHbLUe.

gt PORT (OnumoHanbHO) YKaxknte 4nsi CONOCTaBMNEHNs, €CMNN 3Ha4YeHne
ykasaHHoro nopta 6onbLue.

eq PORT (OnuunoHanbHO) YkaxuTe Anst ConocTaBneHus, ecnv 3HadeHune
yKa3aHHOro nopra pasHo.

neq PORT (OnumoHanbHO) YKaxknte 4nsi CONOCTaBMNEHNS, €CMNN 3Ha4YeHne
yKa3aHHOro nopra He paBHo.

range MIN-PORT MAX-PORT  (OnuuoHanbHo) Ykaxute Ansa conocTabneHus, eCnun sHavyeHne nonagaet

B yKa3aHHbII7| Onana3oH MopToB.

PROTOCOL-ID

(OnuunoHanbHO) YkaxuTe Protocol ID. JocTyneH AnanasoH 3HaveHun ot 0
0o 255.

ICMP-TYPE (OnumoHanbHo) YkaxuTe T1n coobuieHns ICMP. JocTynHbl HOMepa Tuna
coobLeHun ot 0 go 255.

ICMP-CODE (OnuunoHanbHO) YkaxuTe kog coobeHus ICMP. JocTynHbl HOMepa koaa
coobLeHuin ot 0 go 255.

ICMP-MESSAGE (OnuunoHanbHo) YkaxuTe coobweHne ICMP. ina Beibopa JOCTYMNHbI

cnepywLlime npeaycTaHoBIEHHbIE NapaMeTpbl: beyond-scope,
destination-unreachable, echo-reply, echo-request, erroneous_header,
hop-limit, multicast-listener-query, multicast-listener-done, multicast-
listener-report, nd-na, nd-ns, next-header, no-admin, no-route, packet-
too-big, parameter-option, parameter-problem, port-unreachable,
reassembly-timeout, redirect, renum-command, renum-result, renum-seq-
number, router-advertisement, router-renumbering, router-solicitation,
time-exceeded, unreachable.

time-range PROFILE-NAME

(OnumoHanbHO) YKaxnte umsa npodounsi nepnoaa BpeMEHU, CBA3aHHOTO
CO CMUCKOM JOCTyna, onpeaensiowmm nepmos ero akTmsauum.

Mo ymonyaHuto
Het

Pexxum BBoaa KomaHAabl

IPv6 Access-list Configuration Mode

ypOBeHb KOMaHAbl N0 yMon4yaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI
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Ecnu npaBuno cosgaHo 6e3 ykaszaHusi onpefeneHHoro nopsakoBoro Homepa, oH 6yaeT NnpuceoeH
aBTomaTtmdeckun. Ecnm ato nepsas 3anuck, To OyaeT NPUCBOEH HavanbHbIV NOPsiAKOBLIA Homep 10.
Mocnepyowmm 3anucsiM NnpaBuna HasHavYaeTcst Homep, 6onbLlunii Ha 3HaveHue wara 10; a cambin 6onbLLON
NopsiAKOBbLIN HOMEp B CMMCKe AoCTyna OyaeT CTOSTb B KOHLE.

lMonb3oBaTenb MOXeET UCNOSb30BaTb KOMaHAy access-list resequence 4ng CMeHbl HaYanbHOMo
NOPSsIAKOBOr0 HOMEepa 1 3Ha4YeHWst Lara 3anncen ansa ykasaHHoro cnmcka gocryna. locne npymeHeHus
KOMaHAbl HOBbIM 3anmMcam 6e3 ykasaHHOro NopsiAkoBOro Homepa byaeTt 3agaH Homep B COOTBETCTBUM C
HOBbIMW HACTPOVKaMK yKasaHHOro crnmcka 4ocTyna.

I'Ipvl Ha3Ha4YeHunn nopAaaKkoBoro HomMepa Bpy4Hyto, ny4yllie MMeTb 38p€3€pBI/IpOBaHHbIIZ MHTEpBan and
6y£l,yLLI,MX 3anMcen ¢ MeHbLUMM nopAgKoBbIM HOMEPOM. WHaue 6y/:|,eT CI10>KHO BCTaBUTb 3arucb C eLle
MeHbLUMM NopAAKOBbIM HOMEPOM.

nOpﬂ,D,KOBbIﬂ HOMEDP AO0JTKEH ObITb YHUKalnbHbIM B IOMEHE CrncKa gocrtyna. I'Ile BBOAE 3aHATOro
nopAagKoBOro Homepa noABUTCA coobueHne o6 ownbke.

Mpumep
B paHHOM npuMepe nokasaHo, Kak co3aatb 4 3anucu Ans pacluMpeHHoro cnucka goctyna IPve ¢ nmeHem

«ipv6-control». 310 cnegytowme 3anucu: paspewntb TCP-nakeTsl ans cetu ff02::0:2/16, paspewnts TCP-
naketbl Ang ysna ff02::1:2, paspewunts Bce TCP-nakeTbl Ans nopta HasHaveHus TCP 80 n paspewwunTb BCE

ICMP-nakeThbl.
Switch# configure terminal
Switch{config)# 1pvé access-list extended ipvé-control
Switch{config-ipvé-ext-acl)$ permit tcp any ££02::0:2/14
Switch{config-ipvé-ext-acl)$ permit tep any host ££02::1:2
Switch{config-ipvé-ext-acl)f permit tep any any eg 20
Switch{config-ipve-ext-acl)# permit 1cmp any any
Switch{config-ipvé-ext-acl)#

B naHHOM npumepe nokasaHo, Kak co3aaTth 2 3anucy Ans ctaHgapTHOro cnucka goctyna IPv6 ¢ nmeHem
«ipv6-std-control». 3710 cnegytowme 3anucu: paspewntb IP-nakeTbl ansa cetu ff02::0:2/16, paspewuts IP-
nakeTbl Ang ysna ff02::1:2.

Switch# configure terminal

Switch{config)# ipwé access-list ipvb-std-control
Switch{config-ipvé-acl)# permit any ££02::0:2/146
Switch{config-ipvé-acl)# permit any hest ££02::1:2
Switchi{config-ipve-acl)#

4-17 permit | deny (mac access-list)

[aHHasn komaHaa ncnonb3yeTcd Ana onpenerneHnd npasuia and naketoBs, KOTOPbIM 6yp,eT pa3peLweHo nnn
OTKa3aHo B AocTyne. an ncnosnb3oBaHUn CbOprI no KoMaHAa yaanut 3anuncb.

[SEQUENCE-NUMBER] {permit | deny} {any | host SRC-MAC-ADDR | SRC-MAC-ADDR SRC-
MAC-WILDCARD} {any | host DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD} [ethernet-type
TYPE MASK [cos VALUE [inner INNER-COS]] [{vlan VLAN-ID} [inner INNER-VLAN]] [time-range
PROFILE-NAME]

no SEQUENCE-NUMBER
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MapameTpbl

SEQUENCE-NUMBER Ykaxute nopsakoBbii Homep. [locTyneH ananasoH ot 1 o 65535. Yem
MeHbLLE HOMEp, TEM BbILLE NPUOPUTET Npasuna permit/deny.

any Ykaxunte MAC-agpec ncroynnka nnm MAC-agpec HasHayeHus.

host SRC-MAC-ADDR

YkaxuTe onpegeneHHbli MAC-agpec y3na UcToyHuka.

SRC-MAC-ADDR SRC-MAC-
WILDCARD

YkaxuTe rpynny MAC-agpecoB NCTOYHUKA, UCMOMb3ysl 3HaYeHne
wildcard. buTt, cooTBeTCTBYIOLWMI 3HAYeHUI0 buTa 1, He Gyaet
yunTbiBaTbCA. BUT, cCOOTBETCTBYIOWMI 3HAa4YeHuo buta 0, Byaget
npoBepATbCA.

host DST-MAC-ADDR YkaxuTe onpegeneHHbli MAC-agpec y3na HasHaveHus.
DST-MAC-ADDR DST-MAC- Ykaxute rpynny MAC-agpecoB HazHadeHus1, UCNOSb3ysi 3HAYEHne
WILDCARD wildcard. BuT, cooTBeTCTBYIOLMI 3HAaYeHU0 BuTa 1, He Gyaet

yuuTbiBaTbCSA. buT, cooTBeTCTBYIOLWMI 3HaYeHuto 6uTta 0, Byaet
NpoBepATLCS.

ethernet-type TYPE MASK

(OnumoHaneHo) Ykaxute Tun Ethernet, asnsatowmica
wecTHaguaTtepuyHbiM Ymucnom ot 0 go FFFF nnu nmeHem tuna Ethernet.
JocTynHel cnegyolime umeHa: aarp, appletalk, decnet-iv, etype-6000,
etype-8042, lat, lavc-sca, mop-console, mop-dump, vines-echo, vines-ip,
xns-idp unu arp.

cos VALUE OnunoHansHO) YkaxuTe 3HadveHue priority (npuoputeta) ot 0 go 7.
inner INNER-COS OnuwuoHanbHo) YkaxuTe inner priority. loctyneH gnanasoH ot 0 go 7.
vlan VLAN-ID

inner INNER-VLAN

OnuwmoHansHo) YkaxuTte Inner VLAN ID.

time-range PROFILE-NAME

(
(
(OnuuoHanbHo) Ykaxute VLAN-ID.
(
(

OnuuoHanbHO) YkaxuTe ums npodmns nepuoga BpEMEHU, CBA3aHHOMO
CO CMUCKOM JOCTYMNa, onpeaensiowmm nepmos ero akTmsauum.

Mo ymonyaHuto
Het

Pexxum BBOAa KOMmaHAabI

MAC Access-list Configuration Mode

ypOBeHb KOMaHAbl N0 yMOon4aHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Ecnu npaBuno co3gaHo 6e3 ykaszaHust onpeaeneHHoro nopsakoBoro Homepa, oH byaeT npucBoeH
aBTOMaTtu4deckn. Ecnmn 310 nepsBasi 3anuncb, To ByaeT NPMCBOEH HavanbHbIN NopsakoBbin Homep 10.
Mocnenyrowmm 3anMcam npaBuna HasHadaeTcs Homep, 6onbLlni Ha 3HaveHue wara 10; a cambli 6OMbLLION
nopsiaKOBbIN HOMEp B CMCKe AoCTyna ByaeT CTOSATb B KOHLE.

lMonb3oBaTenb MOXET UCMOMNb30BaTh KOMaHay access-list sequence a4 CMeHbl Ha4allbHOro NopAaAKoBOro
HOMepa 1 3Ha4YeHund Wwara 3anucen ons YKa3aHHOro cnnucka gocryna. Mocne npUuMeHeHnAa KoMaHabl HOBbIM
3anucsim 6e3 YKa3aHHOro nopAaakoBoro Homepa 6y,qu 3agaH HoOMep B COOTBETCTBUMN C HOBbIMU HaCTpOVIKaMM

YKa3aHHOro crn1cka goctyna.

I'IpM Ha3Ha4YeHuUn nopAaaKkoBoro Homepa Bpy4Hyto, ny4yllie MMeTb 3ap63€pBMpOBaHHbIIZ MHTEpBan and
6yu,yu.|y|x 3anMcen ¢ MeHbLUUM nopAgKoBbIM HOMEPOM. WHaue 6y,u,eT CJ10KHO BCTaBUTb 3arnucb C eLle
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Swit
Swit
Swit
Swit

Swit

MeHbLUMM NopAAKOBbIM HOMEPOM.

nOpﬂ,D,KOBbIﬂ HOMEP AO0JTKEH ObITb YHUKalnbHbIM B IOMEHE CrncKa gocrtyna. I'Ile BBOAE 3aHATOro
nopAgKoOBOro Homepa noABuUTCA coobuieHne 06 owmbke

B cnuncok moxeT ObiTb 406aBNEHO HECKOMbKO 3anucen, n Bbl MOXXETE MCMOMNb30BaTh paspeLleHne (permit)
ansa ogHux, n 3anpert (deny) anga gpyrmx 3anucen. Komangpl permit n deny mMoryT cooTBETCTBOBaTb
pasnuyHbLIM NOMsM, AOCTYNHLIM NPU HACTPOUKE.

Mpumep

B oaHHOM npumepe nokasaHo, kak HacTpouTb 3anucu MAC B npocune daily-profile, 4Tobbl paspelwnts
aoctyn aBym cnuckam MAC-agpecoB UCTOYHUMKA.

ch# configure terminal

chiconfig)# mac access-list extended dailly-profile
chicenfig-mac-ext-acl)# permit O00:80:33:00:00:00 0Q0:00:00 any
chicenfig-mac-ext-acl) # permit 00:£4:57:00:00:00 00:00:00:££:££:££ any
chiconfig-mac-ext-acl) #

4-18 show access-group

[aHHasa komaHaa ncnonb3yeTcd Anda npocMoTpa I/IH(bOpMaLI,VIVI O rpynnax gocryna (access group) and
OHOIo NN HECKOJIbKNX VIHTGDQDGVICOB.

show access-group [interface INTERFACE-ID]

MapameTpbl

interface INTERFACE-ID (OnumnoHanbHO) YkaxuTte HeobXxoaMMble MHTEPdENCHI.

Mo ymonyaHuto
Het
Pexum BBOOga KOoMaHAbI

User/Privileged EXEC Mode
JTtoGon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 1

Ucnonb3oBaHue KoMaHAabI

Ecnu nHtepdeiic He ykasaH, oTobpaxaTbcsa byaeT nHdopmaums 060 Bcex MHTepdericax.
Mpumep

B oaHHOM npumepe nokasaHo, Kak BKM4YMTb 0TOOpaXKeHWe CNNCKOB AOCTYNa, NPUMEHAEMBIX KO BCEM
MHTepgencam.
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Switch# show access-group
athl/0/1:
Inbound mac access-list : simple-mac-acl {ID: 7998)
Inbound ip access-list @ simple-ip-acl{ID: 1998)
Switch#

4-19 show access-list

[aHHasa komaHaa ncnonb3yeTcd Anda npocMoTpa I/IH(bOpMaLI,VIVI o HaCTDOIZKaX Cnncka gocryna.

show access-list [ip [NAME] | mac [NAME] | ipv6 [NAME]]

MapameTpbl

ip (OnuunoHanbHO) YkaxuTe anst otTobpaxeHus Bcex cnuckos gocrtyna IP.

mac (OnuuoHanbHO) YkaxuTe ans otobpaxeHus scex cnuckos goctyna MAC.

ipv6 (OnumoHanbHo) Ykaxute ong otobpakeHust Bcex Cnmckos goctyna IPv6.

NAME (OnumoHanbHo) YkaxuTe ums cnucka goctyna (access list), kotopbin Heo6xoaMMo

0oTObpasunThb.

Mo ymonyaHuio
Het
Pexnm BBOoga KomaHAbl

User/Privileged EXEC Mode
JTio6on pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbl

KomaHnga ucnonb3syetcsa ans otobpaxeHus nHdopmarmm o cnuckax gocrtyna. Ecnu He ykasaHa onuus, Oyaet
oTobpaXkeH CNMCOK BCEX HAaCTPOEHHbIX CMMCKOB JocTyna. Ecnu ykasaH Tun cnucka goctyna, oyget
oTobpaxeHa geTtanbHas UHopmaums o cnucke goctyna. Ecnu nonb3oBaTenb BKAYAT annapaTtHbIn
cuetunk ACL (ACL hardware counter) ans cnucka goctyna (access list) cuetumk 6yget otobpaxeH Ha
OCHOBE KakJow 3anucu cnucka gocryna.

Mpumep

B naHHOM npuMepe nokasaHo, Kak BKIMK4YUTb 0To6pa>+<eHme BCeX CMMCKOB A0CTyna.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Switch#show access-list

Aecess-List-Hame Type
Strict-Contrel(ID: 3939) ip ext-acl
dailv-profile (ID: 794949) mac ext-acl
exp acl{ID: 94993, expart ext-acl
ipé-contrel (ID: 1499%9) ipvé ext-acl

Total Entries: 4

Switch#

B oaHHOM npumepe nokasaHo, Kak BKM4YMTb oToOpaxeHue cnuckos goctyna IP ¢ nmenem Strict-Control.
Switehfshow access-list ip Strict-Centrol
Extended IF access list Strict-Control{ID: 399%9)

10 permit any 10.20.0.0 0.0.255.255

20 permit any host 10.100.1.2

Switch#f

B gaHHOM npumepe nokasaHo, Kak BKI4YMTb OTODpaXeHne CoaepXMMOro cnucka 4OCTyna, eCrin BKIIOYEH
annapaTHbIN CHETYUK.

Switch# show access-list ip simple-ip-acl

Extanded IF access simple-ip-acl{ID:3994)

10 permit tep any 10.20.0.0 0.0.255.255 {Ing: 12410 packets Egr: 85201 packets)
20 permit tep any hest 10.100.1.2 {Ing: %532 packets Egr: 0 packets)

30 permit icmp any any (Ing: 8758 packets Egr: 4214 packets)

Counter enakle cn fellowing portis):
Ingress port (s): ethl/0/5-1/0/8

Egress port{s): ethl/ 073

Switch#

4-20 show vlan access-map

[aHHas komaHaa ucnonbsyeTcd Ang npocmoTpa uHgopmaumm o Hactporkax VLAN access map.
show vlan access-map [MAP-NAME]

MapameTpbl

MAP-NAME (OnuuoHanbHO) YkaxuTe nmsa Hactpansaemon VLAN access map. Vimst He moxeT
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cogepxatb 6onee 32 cMMBOIIOB.

Mo ymonyaHuto
Het
Pexxum BBoga KomaHAabl

User/Privileged EXEC Mode
JTrobon pexxkum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

Ecnu He ykasaHo nms access-map, otobpaxaTbcst 0yaeT Bcst Hopmauma o VLAN access-map. Ecnu
BKIoYeH annapatHbin cyeTdymnk ACL (ACL hardware counter) gnst access-map, otobpaxartbcsa 6yaet cHeTumnk
Ansa Kaxagown sub-map.

Mpumep
B oaHHOM npumepe nokasaHo, Kak BkMo4MTb oTobpaxeHne VLAN access-map.

Switeh# show wlan access-map

VLAN access-map wlan-map 10
match ip access list: stp ipl (ID: 18838)
actien: ferward

VLAN access-map wlan-map 20
match mac access list: ext mac{ID: &9395)

acticn: redirect ethl/ 075

Switch#

B paHHOM nprMepe nokasaHo, Kak BKIH4YMTb oTobpaxkeHue cogepxumoro VLAN access-map, ecrniv BKIOYeH
annapaTHbIA CHETUUK.

Switch# show wlan access-map

VLAN access-map wlan-map 10
match ip access list: stp ipl {(ID: 18838)
acticn: forward
Counter enable on VLEN (s) @ 1-2
match count: 8541 packets
VLAN access-map wlan-map 20
match mac access list: ext mac(ID: &935)
action: redirect ethl/0/5
Counter enable on VLAN{s): 1-2

match count: 5647 packets

Switch#
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4-21 show vlan filter

[aHHas KomaHnga ucnonb3yeTcsa ansg npocmoTpa MHgopmauumn o HacTporikax dounbtpauum VLAN (VLAN
filter) onst HTepdpericos VLAN.

show vlan filter [access-map MAP-NAME | vlan VLAN-ID]

MapameTpsbl

access-map MAP-NAME (OnumoHanbHo) YkaxuTe nmsa VLAN access-map. MiMsi He MOXeT cogepxaTtb
bonee 32 CMMBOIOB.

vlan VLAN-ID (OnumoHanbHo) Ykaxute VLAN ID.

Mo ymonyaHuto
Het
Pexxum BBoga KomaHAabl

User/Privileged EXEC Mode
JTrobon pexum KoHdurypauum

YpoBeHb KOMaHAbI MO YMOMYaHUo

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

KomaHnga show vlan filter access-map vcrnonb3yetcsa ons npocmoTpa nHdopmaumm o punetpaumm VLAN
(VLAN filter) Ha ocHoBe access map. KomaHga show vlan filter vlan ncnonesyetca ansa npocmotpa
nHdopmauun o counestpaumm VLAN Ha ocHoBe VLAN.

Mpumep

B oaHHOM npumepe nokasaHo, Kak BKM4YMTb oTobpaxeHne mHdopmauumn o punstpaumm VLAN.

Switch# show wlan filter
VLAM Map aa

Configured on VLAWNs: 5-127,221-333
VLAMN Map bb

Configured on VLAMs: 1111-1222
Switch#
Switch# show wlan filter wlan 5

VLABEN ID 5

VLAN Access Map: aa

Switch#
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4-22 vlan access-map

[aHHasa komaHga ncnonb3yeTcsa gns cosgaHus sub-map ans VLAN access-map v Bxoga B pexum VLAN
Access-map Sub-map Configure Mode. Npu ncnonb3osaHMm bopmbl NO KOMaH4a yoanuT access map unm
ee sub-map.

vlan access-map MAP-NAME [SEQUENCE-NUM]
no vlan access-map MAP-NAME [SEQUENCE-NUM)]

MapameTpbl

MAP-NAME Ykaxunte umst VLAN access-map. MIms He MoXeT cogepkaTtb 6onee 32
CVIMBOJIOB.

SEQUENCE-NUM (OnumoHanbHO) YKaxnTte nopsiakoBbli HOMep sub-map. [locTyneH guanasoH

3HavyeHun ot 1 oo 65535.

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

VLAN access map MOXET cogepkaTb HECKONbKO sub-maps. [nsa kaxagon sub-map MoxeT OblTb yKasaH OauH
cnmcok goctyna (IP access list, IPv6 access list unn MAC access list) n ogHo gencrteue. Nocne co3paHmsa
VLAN access map nonb3oBarefb MOXET Ucnonb3oBatb komaHay vilan filter ona npyumeHeHns access map k

VLAN.

MopsaKoBbIN HOMEP Ha3Ha4YaeTCs aBTOMATUYECKN, ECININ NOMb30BATENb HE HA3HAYUT €ro BPYYHYHO.
ABTOMATUYECKN HA3HAYEHHbIN HOMepP HadmHaeTcd ¢ 10, n yenuumeaeTtcst Ha 10 ¢ KaXxgon HOBOWM 3anumchblo.

MakeT, coBnaaaloLLmii ¢ sub-map (ecnv nakeT paspeLleH COOTBETCTBYIOLLMM CMIUCKOM JocTyna) 6yaet
[eicTBoBaTh B COOTBETCTBMU C sub-map. [anee nposepku sub-maps npoBoanTbcs He GyayT. Ecnv naket He
COOTBETCTBYET 0fHOI sub-map, NpoBepATLCH OyaeT cneaytoLwas sub-map.

Mpu ncnonb3oBaHny GopMel no 6e3 ykazaHU NOPsIAKOBbIX HOMEPOB KOMaHAa y4anuT BCHO MHGOPMAaLMIO O
sub-map ykaszaHHOW access map.

Mpumep

B npaHHOM npumMepe nokasaHo, kak co3gatb VLAN access map.

Switch# configure terminal
Switchi{cenfig)# vlan access-map vlan-map 20
Switch{config-access-map)#

4-23 vlan filter
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HaHHas komanaa ucnonbsyetcs npumeHeHus VLAN access map k VLAN. INpu ucnons3osaHuu opmMbl no
komanga yoanut VLAN access map ¢ VLAN.

vlan filter MAP-NAME vlan-list VLAN-ID-LIST
no vlan filter MAP-NAME vlan-list VLAN-ID-LIST

MapameTpbl

MAP-NAME Ykaxunte umsa VLAN access map.
vlan-list VLAN-ID-LIST Ykaxute cnncok VLAN ID.

Mo ymonuyaHuio

Het

Pexxum BBoAa KOoMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KoOMaHAbI

C ogHmm VLAN moxeT 6bITb cBsi3aHa Tonbko oaHa VLAN access map.
Mpumep

B naHHOM npumepe nokasaHo, kak npumeHntb VLAN access map «vlan-map» k VLAN 5.

Switch# configure terminal
Switchi{config)# wlan filter wlan-map wlan-list 3
Switch (config-access-map) # end
Switch# show wvlan filter
VLAN Map wlan-map
Contigured on VLANs: 5
Switch#

5. KomaHabl ynpaBnieHUsa AOCTYyNnom

5-1 access class

[daHHas komaHga ucnonb3yeTcd Ans yKkasaHus cnucka, KoTopomy HeobxoaMMO OrpaHUYMTb 4OCTYN K CECCUN.
Wcnonb3ynte chopMy no, 4TOBbLI OTMEHUTL NPOBEPKY YKa3aHHOro crnucka gocTtyna.

access-class IP-ACL
no access-class /IP-ACL
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Swit
Swit
Swit
Swit
Swit
Swit

Swit

MapameTpbl

IP-ACL CtaHpapTHbI cnncok goctyna IP-agpecos. None agpeca NCTOYHMKa €
3anucbto permit unu deny onpeaensieT AOBEPEHHbIN UM HE4OBEPEHHbIN
ysen.

Mo ymonyaHuto

Het

Pexx1m BBOOa KOoMaHAbI

Line Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 15

Ucnonb3oBaHne KOMaHAbI

KomaHaa ykasbiBaeT CnMCOK, KOTOPOMY HEOBXOAMMO OrpaHU4mMTb JOCTYN K ceccun. MakcumarnbsHoe 4mcno
CnMCcKoB gocTyna - 2. Ecnu aBa cnncka gocTyna yxe npuMeHeHbl, NonbiTka NPUMEHUTb HOBbIN CIIMCOK
JocTyna byaeT OTKNOHATLCS 40 TeX NOop, NOKa OaMH U3 MPUMEHEHHbLIX CMMCKOB He ByAeT yaaneH ¢ MoOMOLLbO
dopmbl no.

Mpumep

B oaHHOM Npumepe nokasaH NpoLecc Co34aHnsi CTaHAapTHOro cnucka goctyna IP-agpecoB v ykasaHus Ha
orpaHnyeHune Yyepes Telnet. Tonbko y3ny 226.1.1.1 paspelueH 4OCTyn K cepBepy.

ch# configure terminal

chiconfig)# 1p access-list wty-filter
chicenfig-ip-acl) # permit 226.1.1.1 0.0.0.0
chiconfig-ip-acl)# exit

chiconfig)# line telnet
chiconfig-line)# access-class wvty-filter

chiconfig-line)#

5-2 banner login

[aHHas komaHnga ucnonb3yeTcsa ansg Bxoda B pexum Banner Login Mode 1 HacTporiku oTobpaxeHus
BaHHepa npuseTtcTBUs. [Mpn ncnonb3oBaHUM OpMbl NO KOMaHAAa BEPHETCH B HACTPOWKM MO YMOMYaHUIO.

banner login cMESSAGEc
no banner login

MapameTpsbl

c PasgenuTens Tekcta 6aHHepa NpuBETCTBUS, Hanpumep, 3Hak #. YnotpebneHue
CMMBONa pasgenuTens HegonycTumo B TekcTe 6aHHepa NpMBETCTBUS.

MESSAGE Copaepxnmoe 6aHHepa NpMBETCTBUS, OTODpaXkaemoe A0 NOSsIBNEHNSI OKHa

BBOAa UMEHU MOJ1b30BaTeNA U nNapona.
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Mo ymonuyaHuio

Het

Pexxum BBoAa KOMaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Mcnonb3oBaHue KoMaHAabI

[daHHasa koMaH4a No3BONSAeT HAaCTPOUTb YHUKanNbHbIN 6aHHep, KoTopbln ByaeT oTobpaxaTbecs nocne
ycneLHoro Bxoga nonb3osartens B cuctemy. lNMocne komaHgel banner login noctaeBbTe kak MUHUMYM OAMH
npoben n nobon pasgenuTtens Ha Bbibop. [lanee BBeante oaHy nnm 6onee CTPOKy TeKCTa, 3aKOHYMB
coobLeHne BTOPbIM pasaenvrenem.

Hanpumep, ecnu pasgenuTenem sIBNSIETCA CUMBON «#», TO Nocre ero BBoAa HY)kHO HaxaTb knasuwy Enter un
BBECTU cofepxummoe baHHepa Bxoda. [lanee HeobxoaMmMo CHOBa BBECTW pasaenuTens u HaxaTb Enter ans
3aBepLueHns. YTobbl BEpHYTLCA K cogepXMMoMy BaHHepa Bxoga Mo yMON4YaHuio ucnonb3ynte opmy no B

pexume rnobansHOn KoHdUrypauuun.

@& MPUMEYAHMUE: Bce gononHuTenbHbIE CUMBOIbI, BBEAEHHbIE NOCNe NocrneaHero
& pasgenutens, 6yaoyT HegencTBuTenbHbl 1 ByayT oTbpoLueHsl. CuMBON pasgenuTens
Henb3si UCNOMb30BaTh B TEKCTe BaHHepa NPUBETCTBUS.

Mpumep

B naHHOM nprMepe nokasaH NpoLiecc HAaCcTPOWKM coobLLeHNs GaHHepa npueeTcTBus. CumBoN «#» siBnsieTcs
pasgenutenem. MepBbiit pasgenuTenb cogepXkumoro 6aHHepa 1 nocneaHUi pasaenuTerns Heo6XxoaMmo
BBECTM [0 NepBoro Haxatusa knaeuwwm Enter.

Switch# configure terminal
Switch{config)# banner login #Enter Command Line Interfacesf
Switch{config) #

B paHHOM nprmMepe nokasaH NpoLecc HacTPOkn coobLeHnst 6aHHepa npuBeTcTeusl. CUMBON «#» ABNsieTcs
pasgenutenem. TornbKko NepBbIi pasgenuTens BBOAUTCS 4O NePBOro HaxaTtus knasuwu Enter.

Switch# configure terminal
Switch{config)# banner login #
LINE ¢ banner-text ¢, where 'c' is5 a delimiting character
Enter Command Line Interface

#

Switch{contig)#

5-3 prompt

[aHHasn komaHaa ncnonb3yeTcd and HaCTpOIZKVI OﬂpeﬂeﬂeHHOVI KOMaHAOHoOWN CTPOKMW. I'IpM ncnonb3oBaHn
(bOprI NO KOMaHOa BEPHETCA B HaCTpOVIKM no yMmoI4aHuto.
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prompt STRING
no prompt

MapameTpbl

STRING CTtpoka ons onpegeneHunst HacTpamBaemMoln nogckasku. MNoackaska oyget
OCHOBbIBATLCA Ha OMnpeaeneHHbIX CMMBOSaXx UIu CriegyroLmMx CUMBOax
ynpaeneHus. Mpoben B CTpoke UrHopupyeTcs.

%h — wndposaHne umenn cepsepa SNMP
%s — npoben
%% — wndposaHne cumona %

Mo ymonyaHuto
Mo ymonuyaHuio cTpoka wudpyeT nvs cepeepa SNMP.
Pexx1m BBOAa KOMaHAbI
Global Configuration Mode
YpoBeHb KOMaHAbl MO YMOMYaHUI0
YpoBeHb 12
Mcnonb3oBaHne KOMaHAbI
HaHHas KomaHga No3BONsSET HACTPOUTL NMOACKA3Ky KOMaHAHOW CTpokn. Ecnv nonb3oBatens BbibepeT
wmndpoBaHne nmeHu cepeepa SNMP B kauyecTBe noackasku, 3alwmdpoBaHbl bygyT Tonbko nepeble 15
cvmBonoB. lNogckaska MoXeT oTobpas3nTtb Tonbko 15 cumBonoB. CuMBON ypoBHA npusuniernn dyaet
oTobpaxaTbCs nocnegHMM CMMBOSIOM NOACKa3Ky.
CvmBOnbI oNpeaensaTca No creayoLwmm npaBunam:
> — ypOBeHb Nonb3oBartens
# — ypoBEHb NpMBMNErMn nonb3oBaTens

Mpumep

B paHHOM npumMepe nokasaH npouecc HacTponkn noackaskn «BRANCH Ay, ncnonbesys y4eTHyto 3anmcb
agMUHUCTpaTopa.

Switch# configure terminal
Switch{config)# prompt BEANCH%sA
BRANCH A {config)#

5-4 enable password

[laHHasa koMaHZa No3BONSET BKIHOYUTEL BBOA Naporis A4S BXo4a Ha pasnuyHble YpoBHM npusunervn. Mpu
MCMoMb30BaHNM hOpMbl NO KOMaHAa BEPHET Naposib K NyCTOMY 3HaYEHUIO.

enable password [level PRIVILEGE-LEVEL] [0 | 7 | 15] PASSWORD
no enable password [level PRIVILEGE-LEVEL]

MapameTpsbl

level PRIVILEGE-LEVEL (OnumoHanbHO) YKa3sbiBaeT ypOBEHb NpUBUNErnn ang nonb3oBartens. [JuanasoH
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[OCTYIMHbIX YPOBHeW npusunernii ot 1 go 15. Ecnu 10 3HayeHne He BBEOEHO,
Unm ucnonb3yeTcs popma no, YypoOBHEM MO yMONYaHUIo cuntaetca 15.

0 (OnumoHankeHo) MNaponb B 06bIMHOM TEKCTOBOM BuAe. [AnNnHa napons MoxeT
coctaBnaTb oT 1 o 32 cMMBOMOB U coaepkaTtb npobensl. MNapornb
YyBCTBUTENEH K perncTpy. Ecnu cuHTakcmc napons He ykasaH, um 6yaet
NPOCTOW TEKCT.

7 (OnumoHankeHO) 3alumdpoBaHHbIM Naponb Ha ocHoBe SHA-1. [InuHa napons
orpaHuyeHa 35 Gavitamu. MNaponb YyBCTBUTENEH K PEFMCTPY U 3aLUMdPOBaH.
Ecnu cuHTakcmc napons He ykasaH, um 6yaeT NpoCTOn TEKCT.

15 (OnumoHanbHO) 3almndpoBaHHbI Naponb Ha ocHoBe MD5. [InuHa napons
orpaHuyeHa 31 Gavitom. MNaponb YyBCTBMTENEH K PEMUCTPY U 3aluMdpOBaH.
Ecnu cuHTakcnc napons He ykasaH, um 6yaeT NpoCTOn TEKCT.

PASSWORD Mapornb ansa nonb3oBartens.

Mo ymonyaHuio

Mo ymonyaHuio naporb He 3adaH. [laHHasa cTpoka OCcTaeTcsa MNyCToun.
Pexnm BBOoga KomaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 15

Mcnonb3oBaHne KOMaHAbI

HasHaueHune napons ans BXxoda Ha pasnuyHble YpoBHM npueunernn. Kaxablil ypoBeHb MMEEeT TOSNbKO OAWH

naposb.
Mpumep
B naHHOM npumMepe nokasaH npouecc HasHavyeHuda naponsa «MyEnablePassword» ans yposHs npusunerum
15.
Switch# configure terminal
Switchi{config) #enable password MyEnablePFassword
Switch# disable
Switch# enable
['.-i.":."\:'u'\;::l.'ii! Ll
Switch# show privilege
Current priwvilege lewvel i1s 15
Switch#

5-5 ip http server

[aHHasa komaHga nossonseT BktounTb cepsep HTTP. [Npu ncnons3oBaHun oopMbl No KOMaH4a OTKIOYUT
cepsep HTTP.

ip http server
no ip http server
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MapameTpbl

Het

Mo ymonyaHuio

Mo ymonuyaHuto gaHHasi onuus BKITHOYEHa.
Pexnm BBoaa komaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

[aHHas komanga nossonseT Bktountb cepsep HTTP. MuTepderic agoctyna HTTPS otaensHo ynpaensetcs
KomaHgamm SSL.

Mpumep

B paHHOM npuMepe nokasaH npouecc BkntoveHusa cepsepa HTTP.

Switch# configure terminal
Switch{config)# ip http server
Switch{config) #

5-6 ip http secure-server

[aHHas komaHaa no3eonseT BkounTb cepep HTTPS. Mpu ncnonb3oBanumn hopMbl NO kKOMaHAaa OTKIIOUYNT
cepsep HTTPS.

ip http secure-server
no ip http secure-server

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonyaHuio faHHas onuus OTKIYeHa.
Pexxum BBoga komaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI
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[aHHas komaHaa no3songeT BkMounTb cepsep HTTPS 1 ncnonb3oBaTb BCTPOEHHbIV NOKarnbHbIN
ceptudpmkar ana HTTPS.

Mpumep

B paHHOM npumMepe nokasaH npouecc BknoveHus HTTPS-cepeepa.

Switch# configure terminal
Switch{config)# 1p http secure-server
Switch {config)#
5-7 ip http access-class
HaHHas KomaHga No3BOMsSET yKasaTbk CMMCOK, KOTOPOMY HEOBX0AMMO orpaHnyuTe gocTtyn k HTTP-cepBepy.
Mpn ncnonb3oBaHuM popmbl NO KOMaHAa yAanuT CAMCOK JocTyna U3 ounbsTpa.
ip {http | https} access-class /P-ACL
no ip {http | https} access-class /IP-ACL
MapameTpsbl
IP-ACL CtaHngapTHbI cnncok goctyna IP-agpecos. None agpeca nctoyHuka onpenensiet
[OBEPEHHbIN UM HeAOBEPEHHLIN Y3er.
Mo ymonyaHuto
Het
Pexxum BBOAa KOMmaHAabI
Global Configuration Mode
YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 12
Ucnonb3oBaHne KOMaHAbI
[aHHas KomaHga NOo3BOSSET yKasaTb CNMCOK, KOTOPOMY HeobxoaMmo orpaHnunTb goctyn k HTTP-cepBepy.
Ecnu ykasaHHbIA CMCOK JOCTYNa He CYLLECTBYET, KOMaHaa He 6yaeT BbIMOMHEHa, U HA OAMH U3 CMIUCKOB
pocTtyna He ByaeTt nposepaTbesa npu goctyne kK HTTP.
Mpumep
B naHHOM nprMepe nokasaH npouecc co3aHus CTaH4apTHOro cnmcka AOCTyna U Ha3HadYeHue ero ans
poctyna k HTTP-cepsepy. [locTyn k cepBepy AaeTcs Tonbko y3ny 226.1.1.1.
Switch# configure terminal
Switch{config)# ip access-list http-filter
Switeh{cenfig-ip-acl) # permit 22&6.1.1.1 255.255.255.255
Switchi{config-ip-acl)# exait
Switch{config)# ip http access-class http-filter
Switch{config)#




DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Swit
Swit

Swit

5-8 ip http service-port

[aHHasa komaHga nossonseT ykasaTb nopT HTTP. [Npu ncnons3oBaHun ¢oopMbl no KOMaHA4a BEpHETCS B
HaCTPOWKM NO YMOMYaHUIO.

ip http service-port TCP-PORT
no ip http service-port

MapameTpsbl

TCP-PORT Howmep nopta TCP. [lnanasoH noptoB TCP o1 1 go 65535. Kak npasuno, ans
npotokona HTTP Ha3HauyaeTca TCP-nopt 80.

Mo ymonyaHuio

Mo ymonyanumto ncnonsayetcst nopt 80.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaH!Io

YposeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHaa komanga nossonset ykasatb TCP-nopt ansa cepsepa HTTP.

Mpumep

B naHHOM npumepe nokasaH npouecc HacTtponkn TCP-nopta 8080 onsa HTTP.

ch# configure terminal
chiconfig)# ip http service-port 2080

chiconfig)#

5-9 ip http timeout-policy idle

[aHHas komaHaa no3BongaeT 3aAaTb 3HaYeHWe TanM-ayTa ang noaknodeHus k cepsepy HTTP. Mpu
NCMNOMb30BaHUM (PoOpMbl NO KOMaH4a BEPHETCHA B HACTPOMKM MO YMOITHaHMIO.

ip http timeout-policy idle INT
no ip http timeout-policy idle

MapameTpbl

INT 3HaueHne Tanmepa B cekyHaax. [JonyctMmbin guana3soH ot 60 go 36000.

Mo ymonyaHuto
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Mo ymonuaHuto 3HadeHue coctasnseT 180 cekyHA.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

[aHHas komaHaa No3BongeT 3aAaTh 3HaYeHWe TanM-ayTa Ang noaknodeHus K cepsepy HTTP.
Mpumep

B naHHOM npumepe nokasaH npoLecc HaCTpoMKn Tam-ayTa co 3HadyeHnem 100 cekyHa.

Switch# configure terminal
Switch{cenfig)# ip http timecut-policy idle 1040
Switchi{config)#

5-10 ip telnet server

[aHHasa komaHga ncnonb3yeTcsa Ans BKoYeHUs cepeepa Telnet. [Npu ncnons3oBaHUn hopMbl ho KOMaHaa
oTKnoumnT cepaep Telnet.

ip telnet server
no ip telnet server

MapameTpbl

Het

Mo ymonyaHuio

Mo ymonyaHuto gaHHast onums BKIKOYEHa
Pexnm BBoaa komaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[aHHaa komaHga ucnonb3yeTcsa AN BKIIOYEHUA unu oTknoyeHns cepeepa Telnet. MHTepderic goctyna
SSH otaenbHO ynpaenaeTca komangamu SSH.

Mpumep

B naHHOM npuMepe nokasaH npouecc BKI4YeHnd cepeepa Telnet.
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Switch# configure terminal
Switch{config)f ip telnet server
Switchi{config)#

5-11 ip telnet service port

[aHHan komaHaa No3BonseT 3aaaThb nopT And Telnet. I'Ip|/| ncnonb3oBaHn d)OprI NnOo KOMaHaa BEPHETCA B
HaCTPOIZKVI no ymoJ14aHuUHo.

ip telnet service-port TCP-PORT
no ip telnet service-port

MapameTpbl

TCP-PORT Homep nopta TCP. [lnana3soH noptoB TCP ot 1 go 65535. Kak npasuno, ans
Telnet HazHauaeTca TCP-nopt 23.

Mo ymonyaHuro

Mo ymonuaHmo ncnonbayetcs nopt 23.

Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

HaHHas komaHga nossonseT ykasaTte TCP-nopt gnsa goctyna k Telnet.
Mpumep

B gaHHOM npumepe nokasaH npouecc HacTpoviku cepsucHoro nopta 3000 gnsa Telnet.

Switch# configure terminal
Switch{cenfig)# ip teloet service-port 3000
Switchi{config)#

5-12 ip telnet source-interface

[aHHas komaHaa no3songaeT 3aaath IP-agpec nHtepdeiica, kotopbii ByaeT MCnonb30BaThCHa B Ka4ecTBe
agpeca uctodHuka Telnet-nakeToB npu yctaHoBke Telnet-coeauHeHwms. MNpu ncnonb3oBaHun opmbl ho
KOMaHOa BEpPHETCH B HACTPOWMKM NO YMOMYaHMIO.

ip telnet source-interface INTERFACE-ID
no ip telnet source-interface
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MapameTpbl

INTERFACE-ID IP-agpec nHTepderica, koTopbin ByaeT NCnonb3oBaThCs B KAYecTBe agpeca
NCTOYHMKA MakeToB Npu ycTaHoBke Telnet-coeguHeHus.

Mo ymonyaHuto

Mo ymonuaHuto ncnoneadyetca |IP-agpec Gnvxkanwero nHtepdeinca.
Pexxvum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 12

Mcnonb3oBaHue KoMaHAbI

HaHHas komaHga nossonsieT ykasaTb IP-agpec nHtepdeica, koTopbi ByaeT NcnonbL3oBaThCs B KavyecTBe
agpeca nakeToB npu ycraHoBke Telnet-coeamHeHus.

Mpumep

B naHHoMm npumepe nokasaH npouecc Hactponkn VLAN 100 B kayecTBe UcxogHoro nHtepdenca ansa Telnet-
NnakeToB Ansl UHULMMPOBaHWS NoakmnioyeHns no Telnet.

Switch# configure terminal
Switchi{config)# ip telnet scurce-interface wlanllQ
Switch{config)#

5-13 line

[aHHasa komaHga no3sonseT naeHTMMUMPOBaTb TUM CeCCUKN AN KOHUIypauumn 1 BOMTU B pexum Line
Configuration Mode.

line {console | telnet | ssh}

MapameTpsbl

console JlokanbHaga KoHCoMnbHasA ceccusa TepMuHana.
telnet Ceccus TepmmHana Telnet.

ssh Ceccus TepmuHana SSH.

Mo ymonyaHuio
Het
Pexnm BBOoga KomaHAbl

Global Configuration Mode
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YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

[aHHas komaHnga no3sonsaeT BonMTu B pexum Line Configuration Mode.
Mpumep

B naHHOM npumMepe nokasaH npouecc Bxoda B pexum Line Configuration Mode ans ceccum TepmuHana SSH
W HacTpoWkun knacca goctyna «vty-filter».

Switch# configure terminal

Switchi{config)# line ssh
Switch{config-line)f access-class wty-filter
Switch{config-line)#

5-14 service password-recovery

[aHHas KomaHaa No3BonsieT BKAOYUTL (byHKLI,I/IIO BOCCTaHOBJIIEHUA NaponA. |_|pV| ncnonb3oBaHUn CbOprI no
KOMaHAa OTKITHoO4YnUT (byHKLI,VIPO BOCCTaHOBJI1EHUA NApPOJiA.

service password-recovery
no service password-recovery

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonyaHuio faHHas onuusl BKIOYEHa.
Pexxum BBoga komaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 15

Mcnonb3oBaHue KoMaHAbI

[aHHas KomaHaa No3BonsieT BKAOYUTL (byHKLI,I/IIO BOCCTaHOBJIIEHUNA NaponA. q)yHKLI,VIFI BOCCTaHOBJ1EHUA
napond BKIo4YeHa no ymosi4aHuio.

Mpumep

B gaHHOM npumMepe nokasaH npouecc OTKIMr4YeHnaA qf)yHKLLI/IVI BOCCTaHOBJ1IEHUA Napons.
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Switch# configure terminal
Switch{config)# no service password-recovery
Switch{config)#
5-15 service password-encryption
[aHHasa komaHaa ucnonb3yeTcs Ang BKIYEHUS WUdpOoBaHUS Napons nepes coxpaHeHneMm B daine
KoHcpurypaumu. Mpu ncnonb3oBaHnn GopMbl NO KOMaHAA OTKMYNUT LUMPOBaHKE.
service password-encryption [7 | 15]
no service password-encryption
MapameTpbl
7 (OnumoHaneHo) MNaponk, 3awmdpoBaHHbIN Ha ocHoBe SHA-1.
15 (OnumoHanbHo) MNaponk, 3awndpoBaHHbIN Ha ocHoBe MDS5.
Mo ymonyaHuto
Mo ymonuaHuio gaHHas onuua BKIOYeHa.
Pexx1m BBOAa KOMaHAbI
Global Configuration Mode
YpoBeHb KOMaHAbl MO YMOM4YaHUI0
YpoBeHb 15
Ucnonb3oBaHue KoMaHAbl
MHopmaLms o koHGUrypauum y4eTHON 3annucuy nNonb3oBaTens XpaHUTCs B TeKyLleM dpanne KoHdurypaumm
(running configuration) n moxeT npumeHATbCA No3aHee. Ecnu BkntoveHa komaHaa service password-
encryption, naponb 6ygeTt xpaHuTbCa B 3aluMdpPOBaHHOM BUae.
Ecnun onuusa wndpoBaHusa napons oTKYeHa, a Naporb yka3aH B NPOCTOM TEKCTOBOM hOpMe, OH
coxpaHuTcsa B hopmMe 06bI4HOro TekcTa. Ho ecnv naponb ykasaH B 3aumMdpoBaHHOM BUAE, UNW naporb Obin
npeobpasoBaH B 3alLMdpoBaHHYO (hopMy kKOMaHOoM service password-encryption, napons 6yget
XpaHuTbCA B 3alumdpoBaHHOM Buae. Ero Henb3a 6yaeT nepeBecT 06paTHO B NPOCTYIO TEKCTOBYIO DOPMY.
[aHHas komaHaa NpUMEHSIETCA K Naponto y4eTHOW 3anucuK nonb3oBaTtens, 3afaHHoMY Naporiio U Naposnto
ayTeHTUrKaumm.
Mpumep
B naHHOM npumepe nokasaH NpoLecc BKIYEHUS WnpoBaHMsa napons nepen coxpaHeHuem B channe
KOHpUrypaumm.
Switch# configure terminal
Switchi{config)f service password-sncryption

Swit

chiconfig)#
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5-16 show terminal

[aHHasa komMaHZa ncnonb3yeTcs Ans NonyYeHus MHOPMaLMK 0 HacTpolikax NapaMeTpoB KOHUrypaumm
TepMuHana ans TekyLen ceccum TepMmHana.

show terminal
MapameTpsbl
Het
Mo ymonyaHuio
Het
Pexnm BBoga KomaHAbl

User/Privileged EXEC Mode
JTio6on pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbI

[aHHasa komaHga ncnonb3yeTcsa AN NonydYeHnsa nHpopmaumm 0 HacTporkax TepMuHana ans TekyLen

ceccun.
Mpumep
B oaHHOM Npumepe nokasaH npouecc oTobpaxeHns MHopMaLMM O HacTPoMKax TepMuHana ans TekyLlen
ceccun.
Switch# show terminal

Terminal Settings:

Length: 24 lines

Width: 80 columns
Default Length: 24 lines
Default Width: 80 columns
Baud rate: 9600 bps
Switch#

5-17 show ip http server

[aHHas komaHnga ucnonb3yeTcs ansa otobpaxxeHnsa nHgopmaumm o coctosiHum HTTP-cepsepa.
show ip http server

MapameTpsbl
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Het

Mo ymonyaHuto

Het

Pexxum BBOAa KOmaHAabI

User/Privileged EXEC Mode
JTiobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

[aHHas komaHnga ucnonb3yeTcsa ansa otobpaxxeHnsa nHgopmaumm o coctosiHum HTTP-cepsepa.
Mpumep

B gaHHOM npumepe nokasaH npouecc otobpaxeHuns nHdopmaumm o coctosHun HTTP-cepsepa.

Switch# show ip http server
ip http server state : anablea
Switch#

5-18 show ip http secure-server

HaHHas KomaHga ucnonb3yeTcs Anst oTobpaxeHns nHpopmMauum o coctosiHum SSL.
show ip http secure-server

MapameTpbl

Het

Mo ymonuyaHuto

Het

Pexxum BBOA4A KOMaHAbI

User/Privileged EXEC Mode
JTiobon pexxum KoHurypaumm

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

[aHHasi KomaHga ucnonb3yeTcs Anst oTobpaxeHns nHpopmMauum o coctosiHum SSL.

Mpumep
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B paHHOM npumMepe nokasaH npouecc oTobpa)xeHust Hpopmaummn o cocTosiHMmM SSL.
Switch# show ip http secure-server
ip http secure-server state disable

Switch#

5-19 show users

[aHHas KkomaHga ucnonb3yeTcs ans otobpaxxeHns nHpopmaummn o6 akTUBHBIX CECCUSIX HA KOMMYTaTope.
show users

MapameTpsbl

Het

Mo ymonyaHuro

Het

Pexxum BBOAA KOMaHAbI

User/Privileged EXEC Mode
JTiobon pexum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHga ucnonb3yeTcd Anst oTobpaeHus nHopMauum o6 akTUBHBLIX CECCUSIX HA KOMMYyTaTope.
Mpumep

B paHHOM npumepe nokasaH npouecc oTobpaxeHnst Hopmaumm 060 Bcex ceccusix.

Switch# show users

ID Type User-HName Frivilege Login-Time IF address

4] * console admin 15 12M535

1 telnet monitoruser 2 3DT2HZ0M1 55 172.171.160.100
10 S35SH 123 15 1M4 53 172.171.160.100

Total Entries: 3

Switch#
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5-20 telnet

[aHHasa komaHga No3BonseT NOAKNIYNTBECA K APYroMy YCTPOUCTBY € nogaepxkkon Telnet.

telnet [/P-ADDRESS | IPV6-ADDRESS] [TCP-PORT]

MapameTpsbl

IP-ADDRESS IPv4-agpec yana.

IPV6-ADDRESS IPv6-agpec yana.

TCP-PORT Homep nopta TCP. [lnanasoH noptoB TCP ot 1 go 65535. Kak npasuno,

ana Telnet HazHavaeTca TCP-nopt 23.

Mo ymonyaHuio

Het

Pexxum BBOAa KOMaHAbl
User/Privileged EXEC Mode.
YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 1.

Mcnonb3oBaHue KoMaHAbIl

HanHas cyHkumna Telnet-knmeHTa MoOXeT BbITb MCMONb30BaHa AN CBSA3N C APYTMM YCTPONCTBOM C NMOMOLLbIO
Telnet.

MO Telnet nogaepxuBaeT ocobble koMaHapbl B BUAe Telnet-nocnenoeartensHocTen, kOTopble NpeobpasyoT
CcTaHAapTHble PYHKUMM yNpaBreHus TEPMUHANoM B oyHKUMK, cneumdunyeckne ansa cuctemol. ns
BbINonHeHus Telnet-komaHabl BBeAUTE NocrneaoBaTenbHOCTL escape, a 3aTeM CUMBON KOMaHAbl.
MocnepoBaTenbHOCTL escape no ymonyaHuto CTRL+_ (HaxxmuTe n yaepxumearnte CTRL, Shift n HmxHee
nogyepkmaHue). Cneuundunyeckme komaHabl Telnet OyayT oTobpaxaTtbes crneayowmnm obpasom:

e - oTkntodeHne ot Telnet. [1na oTkntodeHna ceccum Telnet MoXeT MCNoNb30BaTbCA Kak MPOonNMCHas, Tak n
CTpouyHasi bykea "e".

Ecnn HaxxaTb Apyryto knasuLly, TepMUHaN BEpHETCS K M3Ha4YanbHO akTMBHOMN cecun Telnet.

Ha kommyTaTtope MoxeT BbiTb OTKPbITO Heckonbko Telnet-ceccui, 1 kaxxaas oTkpbiTas Telnet-ceccnsa moxet
nogaepxuneatb ceoe knmeHTtckoe MO Telnet-knneHTa ogHOBpEMEHHO.

Mpumep
B paHHOM npuMepe nokasaH npouecc nogknioveHus k IP-agpecy 10.90.90.91 ¢ nomolubto nopta 23. IP-

agpec 10.90.90.91 sensetca untepdencom ynpaenenns DGS-3130-30TS, no3BonsaoLWLMM Nofb3oBaTenNto
BOWTW B YYETHYIO 3anucChb.
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Switch# telnet 10.90.90.91
DES-3130-30T5 Gigabit Ethernet Switch
Command Line Interface
Firmware: Build 1.00.001
Copyright {(C) 2017 D-Link Corporaticn. Rl]l rights reserwved.
Fassword regquired, but none set

Switch#

B naHHOM npumMepe nokasaH npouecc nogkniodeHus no Telnet k IP-agpecy 10.90.90.91 uepes nopt 23, ecnu
noaknoyeHne He yaanoce. [NoneiTaemcs ucnons3oBatb nopt 3500 Ansa Bxoaa B UHTEPdENC ynpaBneHus.

”

Switch#telnet 10.90.90.91
ERROR: Could not open a connection to host on serwver port 23,
Switch# telnet 10.90.90.91 3500

DE5-3130-30TS5 Gigabit Ethernet Switch

Command Line Interface

Firmware: Build 1.00.001

P

Copyright {C) 2017 D-Link Coerperatien. All rights reserved.
Fassword required, but none set

Switch#

5-21 terminal length

HaHHas KomaHga ucnonb3yeTcs Anst HACTPOWKM KOMNMYECTBa CTPOK, OToOpakaeMbix Ha akpaHe. KomaHaa
terminal length BnusieT Tonbko Ha TekyLyto ceccunto. Komanga terminal default length yctaHoBuT
3Ha4yeHue Mo YMOIYaHMIO, HO HE MOBMNSIET Ha TeKyLuyto ceccuto. Co3gaHHbIN 3aHOBO TepMuHan byaet
ncnonb3oBaTth 3Ha4YeHre no ymondaxuio. lNpu ncnons3oBaHun opmbl NO KOMaHAa BEPHET HACTPOWKM MO
YMOJYaHUIO.

terminal length NUMBER

no terminal length

terminal length default NUMBER
no terminal length default

MapameTpbl

NUMBER KonnyecTtBo cTpok, oToBpaykaemMoe Ha aKpaHe. [lonyCcTMMbl 3Ha4YeHus oT
0 po 512. Mpwu 3HaveHnn 0 oToOpakeHne He NpeKkpaTUTCs, Noka He ByaeT
OOCTUTHYT KOHeL, oTobpaxkaemoro matepuana.
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Mo ymonyaHuto
3Ha4eHune no ymonyaHumio — 24,
Pexxum BBOAa KOMaHAbI

User/Privileged EXEC Mode ans komaHgbl terminal length
Global Configuration Mode ansa komarngel terminal length default

ypOBeHb KOMaHAbl N0 yMOon4aHUO

YposeHb 1 (ansa komaHgbl terminal length)
YpoBeHb 12 (ansa komaHabl terminal length default)

Ucnonb3oBaHMe KOMaHAbI

Mpwn 3HaveHun O oToBparkeHne He NpeKkpaTUTCs, Noka He ByaeT AOCTUTHYT KOHeL, OToDpaXxaeMoro
maTtepuana.

Ecnu gnsa terminal length ykasaHo 3HadeHune, otnnyHoe ot 0, Hanpumep 50, To oToGpaxkeHne byaet
OoCTaHaBnuBaTtbcd nocne kaxabix 50 cTpok. [laHHas koMaH4a UCnonb3yeTcs A58 HaCTPOWMKN KonnyecTea
CTPOK, OTOBpakaeMbIX Ha 3KpaHe BO BpeMsi TekyLlen ceccun. [laHHas koMaHaa Takke NnpuMeHsieTca ang
ceccun Telnet u SSH. JocTtynHbl 3HayeHns ot 0 o 512. 3HaveHne no ymonyaxuio — 24. Mpu BeiGope 0
KoMMyTaTop 6yaeT npokpyyMBaTh MHOPMaLMIO aBToMaTnuyecku, 6es nays.

3a BbIBO4OM OT OOHOM KOMaHAbl, BbIXOAALLEN 3a rpaHuuy gucnnes, 6yaeT cnegoBatb noackaska —More—.
Mpu nosiBnennn nogckaskm —More—, Haxxmute CTRL+C, q, Q nnn ESC, 4ytobbl npepBaTh BbIBOA U
BEPHYTLCA K nofdckaske. Haxmute npoben ans otobpaxeHnsa AoNONHUTENbHOIO 3KpaHa BbIBOAA UNn
HaxxmuTe Return ans otobpaxkeHns ewe ogHOM CTPOkKM BbiBoda. [pu HAacTporike AnMHbI 9kpaHa Ha 0
OTKMYaeTcs PyHKUMS NPOKPYYMBaHUS, U3-3a Yero BeCb BblBOA 3KpaHa oTobpaxaetcsa cpaasy. [loka He bygeT
MCnonb30BaHo Knoyesoe crnoso default, nsmeHeHus 3HaveHns terminal length ByayT npMMeHATLCA TONBKO K
Tekywen ceccuun. [Npun ncnone3oBaHun opmbl NO AAaHHOWM KOMaHAbl KONIMYECTBO CTPOK Ha 3KpaHe
TepMuHana cbpacbiBaeTcs Ha 24.

KomaHga terminal length default focTynHa B pexxnme rnobansHomn koHdurypaumm Global Configuration
Mode. MapameTpbl KOMaHAbl HE BNMSIOT HA TEKYLLME CECCUMU TEPMUHANA, HO OyayT BNMATL Ha ceccuw,
aKTMBUPOBaHHble No3gHee. COXpaHUTb MOXKHO TOMbKO 3HaYEHUE AMNVHbI TEPMMUHANA MO YMOIMYaHMIO.
Mpumep

B gaHHOM npumepe nokasaH npouecc M3MeHeHUs KonndecTtaa CTpPok Ha 60.

Switch# terminal length &0

Switch#

5-22 terminal speed

[daHHas KomaHga ucnonb3yeTcs Ans HACTPOMKM CKOPOCTM TepMuHana. [pu ncnons3osaHmn opmel no
KOMaHAa BepPHET HacCTPOWKU MO YMONYaHWIO.

terminal speed BPS
no terminal speed

MapameTpbl
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BPS CKopocTb KoHconu B 6ut/c.

Mo ymonyaHuto

3HaueHne no ymonyanumo — 115200.
Pexxum BBOOa KOMaHAbI

Global Configuration Mode
YpoBeHb KOMaHAbI MO YMONM4YaHUo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHasa koMaHZa ncnonb3yeTcs A HACTPOWMKU CKOPOCTU NOAKITOYEHUst TepMUHana. HekoTopble ckopocTu
nepenayn AaHHbIX, AOCTYMHbIE HA MOAKIIOYEHHbIX YCTPOWCTBAX, HE NOAAEPKMBAKOTCS KOMMYTaTOPOM.

Mpumep

B gaHHOM npumepe nokasaH NpoLecc N3MeHeHUs1 CKOpoCTH nocregoBaTensHoro nopta Ha 9600 6uTt/c.

Switch# configure terminal
Switch{config)# terminal speed 9&00
Switch{config)#

5-23 session-timeout

[JaHHas komaHaa no3BonseT 3a4aTh 3HadYeHue Tarm-ayTa ceccum. Mpu Ucnonb3oBaHMM oopMbl NO KoMaHAa
BEPHET HaCTPOVKM MO YMOJIHaHMIO.

session-timeout MINUTES
no session-timeout

MapameTpbl

MINUTES Taym-ayT B MuHyTax. [pu ucnonb3oBaHun 3HavyeHns 0 Tanm-ayT He UcTekaeT
HuKoraa.

Mo ymonuyaHuio

3HayeHMe No yMonyaHuo — 3 MUHYThI.
Pexxum BBOoAa KomaHAbl

Line Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHu!Io
YpoBeHb 12

Mcnonb3oBaHWe KOMaHAbI
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[aHHas KomaHga no3sonseT 3agaTb 3HaAYEeHWeE Ta|7|M-ayTa ceccun, rnocre KoToporo npom30|7|/:|,eT
aBTOMaTUYeCKMI BbIXoL M3 yquH0|7| 3anncu.

Mpumep

B paHHOM npvMepe 3aaeTcs Takoe 3HavYeHue, Npy KOTOPOM TaliM-ayT He UCTeKaeT HUKOorAa.

Switch# configure terminal
Switchi{config)# line consocle
Switch{cenfig-line)# sessicn-timecut 0
Switch{config-line)#

5-24 terminal width

[daHHas komaHga ucnonb3yeTcs Ans HAaCTPOMKM KonmMyecTBa CTonbLoB CMMBOMOB, OTOBpaXkaeMblX Ha
aKkpaHe ans Tekylen ceccun. KomaHga terminal width Bnusaet Tonbko Ha TekyLyto ceccuto. Komanaa
terminal width default yctaHoBuT 3Ha4eHne No ymMonyaHuio, HO He NOBMNSET HA TEKYLLYIO CECCUIO.
Co3paHHbIV 3aHOBO TepMuHarn GyaeT UCnonb3oBaTh 3HAaYeHWe Mo yMonyaHuto. Mpu ncnonb3oBaHum opmebl
NO KOMaHAa BEPHETCSA B HACTPOMKM MO YMOSHaHMIO.

terminal width NUMBER

no terminal width

terminal width default NUMBER
no terminal width default

MapameTpbl

NUMBER KonunuyectBo cumBonoB, oTobpaxxaemoe Ha akpaHe. [JonyCcTuMbl 3Ha4YeHUs
o1 40 po 255.

Mo ymonyaHuto
3HaueHne no ymonyanumio — 80.
Pexxum BBOAa KOMmaHAabI

User/Privileged EXEC Mode anga komaHael terminal width
Global Configuration Mode onsa komaHgbl terminal width default

ypOBeHb KOMaHAbl N0 yMOon4aHUO

YpoBeHb 1 (ansa komaHabl terminal width)
YpoBeHb 12 (anst komaHabl terminal width default)

Ucnonb3oBaHue KOMaHAbI

Mo ymonuaHuto WnpuHa TepMmmHana coctaenset 80 cumsonos. Komanga terminal width nossonser
N3MEHUTb LUMPUHY TEPMMHANa U NPUMEHAETCS TOMbKO K TeKyLlen ceccuu. [Mpn ncnonb3oBaHum popmMel no
KOMaHOa BEpPHET 3Ha4YeHne No ymonyaHuo, To ectb 80 cMMBONMOB.

KomaHga terminal width default goctynHa B pexume rmobansHoi koHdurypauumn Global Configuration
Mode. MapameTpbl KOMaHAbl HE BMMSIOT Ha TEKYLLME CECCUMN TEPMUHANA, HO OHW ByayT BNMATbL Ha ceccuu,
aKTMBUPOBaHHble No3gHee. COXpaHUTb MOXKHO TOMbKO 3HAYEHUE LUMPVIHBI TEPMMHAINA N0 YMOSYaHUIO.
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Ho npu yganeHnHom goctyne k ceccumn CLI, Hanpumep, Telnet, wnprHa TepmuHana aBTocornacoBaHus oyget
UMETb MPENMYLLIECTBO Hag HACTPOMKaMmM No yMOMYaHUio, eCciv aBTocormnacoBaHme byaeT ycnewHsim. B
NPOTUBHOM CIlydae NPUMEHSATbLCS ByayT HACTPOMKM NO YMOYaHMIO.

Mpumep

B gaHHOM npumepe nokasaH NpoLecc N3MEeHEHUs TeKyLLen WMPUHbI TepMrHana Ha 120.

Switch# show terminal

Langth: 24 lines
Width: 80 columns
Default Length: 24 lines
Default Width: 80 columns

Baud rate: 44600

Switch# terminal width 120
Switch# show terminal
Length: 24 lines

Width: 120 columns
Default Length: 24 lines
Default Width: 80 columns

Baud rate: 9&00

Switch #

5-25 username

[aHHas KomaHga no3sonseT co3gaTtbh YYETHYH0 3anncCb NnoJib3oBaTeNA. I'Ip|/| ncnonb3oBaHUN (bOprI no
KOMaHAa yaanuTt y4eTHYH 3anucb noJib3oBaTtena.

username NAME [privilege LEVEL] [nopassword | password [0 | 7 | 15] PASSWORD]
no username [NAME]

MapameTpbl

NAME Mmsa nonb3oBaTend, Mmakcumym 32 cumsona.

privilege LEVEL (OnumoHanbHO) YpoBeHb NPUBUENMN AnNst KaXQ0ro nonb3oBatens. [JuanasoH
OOCTYnHbIX ypoBHen oT 1 o 15.

nopassword (OnumoHankHO) YKasbiBaeT, YTO K JaHHOW y4eTHOW 3anucy He BygeT
NPUMEHATLCA NApOorb.

password (OnumnoHanbHO) YkasbIBaeT, YTO K JaHHOW y4eTHOWM 3anucu byaeT npuMeHaTbeS
naporb.

0 (OnumoHanbHO) MNMaponb B 06bIMHOM TEKCTOBOM BUAe. [nvHa naponst MoXeT

cocTaBnaTb OT 1 Ao 32 cumBOSOB U cogepxaTb npobensl. Maponb
YyBCTBUTESEH K permcTpy. Ecnv cMHTakcuc napons He MoXeT ObiTb yka3aH, um
OyaeT obbIYHbIN TEKCT.

7 (OnumoHanbHO) Maponb, 3aWwmdpoBaHHbIA Ha ocHoBe SHA-1. [InuHa napons
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orpaHunyeHa 35 6aritamu. [Naponb YyBCTBMTENEH K perncTpy. Mapornb
3awmndposaH. Ecnn cuHTakcmc napons He ykasaH, UM OyaeT oOblYHbIV TEKCT.

15 (OnumoHankeHo) MNaponk, 3awndpoBaHHbIN Ha ocHoBe MD5. [InnHa napons
orpaHunyeHa 31 6antom. MNaponk YyBCTBMTENEH K perncTpy. MNMaponb
3awmndposaH. Ecnn cuHTakcmc napons He ykasaH, UM OyaeT o6blYHbIV TEKCT.

PASSWORD (OnuunoHanbHO) MNapornb Ha OCHOBE OAHOMO U3 YKa3aHHbIX BbilLe NapameTpoB.

Mo ymonuyaHuio

Mo ymonuyaHutio ncnone3dyetca cuctema ayTeHTMudukaumm 6e3 uMeHn y4eTHON 3anucu.
Ecnu He ykasaHo gpyroe, ucnonbayire 1.

Pexxum BBoAa komaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAabI

[aHHasi KomaHga No3BOMSIET CO34aTh YYETHYIO 3anNUCh NOSMbL30BaTENs C Pa3fMYHbIMU YPOBHSIMU JOCTYNA.
Ecnu nonb3oBaTtens BxoauT ¢ ypoBHeM 1, oH ByaeT B pexume User EXEC Mode, n emy 6ygeT Heobxogumo

ucnonb3oBaTtb kOMaHay enable ansa Bxoaa B pexum Privileged EXEC Mode.

Ecnu nonb3oBaTtenb BXOAWT C YPOBHEM 2 UM BhILLE, OH cpa3y byaeT B pexume Privileged EXEC Mode. B
3TOM PEXMME HaXOASATCHA BCe YPOBHU OT 2 Ao 15.

Monb3oBaTenb MOXET yka3aTb Naposib B 3alindpoBaHHOM dhopMe, Unv B Buae 00bIMHOro Tekcta. Ecrnm oH B
Buae obbl4HOro TEKCTA, HO BKIHOYEHA PYHKUMS LUINpOBaHMS Naponsi, To Naponb byaeT M3MEHEH Ha
3aLIMdPOBAHHBIN.

I'Ipvl MCNOSb30BaHUN KOMaHabl ho username 6e3 YKa3aHuAa MMeHUn nonb3oBaTend, yaandaTtca Bce
nonb3oBaTeNu.

Mo ymonyaHuio yueTHas 3anvcb nonb3oBaTtens nycras. Ecnv yyeTHas 3anuce nonb3oBarens nycras, emy
OyneT cpasy HasHadeH pexum User EXEC Mode u ypoBeHb 1. [Nonb3oBaTtens MOXeT AOMONHUTENBHO BOUTK
B pexwum Privileged EXEC Mode ¢ nomoLbto komaHab! enable.

Mpumep

B gaHHOM npumepe nokasaH NpoLecc Co3AaHns YY4eTHOM 3anMcy agMuHUCTpaTopa ¢ umeHeMm admin u
naponem «mypassword».

Switch# configure terminal
Switch{config)# username admin privilege 15 password 0 mypassword
Switchi{config)#

B naHHOM npuMepe nokasaH npouecc yaaneHusa yquH0|7| 3anmcnm agMmMHMUCTpaTopa ¢ UMeHEM admin.

Switch# configure terminal
Switch{config)# no username admin

Switchi{config)#
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5-26 password

[aHHasa komaHga no3sonseT co3fgaTth HOBbIM Naporb. [pu ncnonb3oBaHUK dOpMbl NO KOMaHAa yaanuT
naporne.

password [0 | 7 | 15] PASSWORD
no password

MapameTpsbl

0 (OnumoHankeHo) MNaponk B 06bIMHOM TEKCTOBOM BuAe. [AnNnHa napons Moxet
coctaBnaTe oT 1 o 32 cMMBOMOB U coaepkaTtb npobensl. MNaponb
YyBCTBUTENEH K perncTpy. Ecnu cuHTakcuc napons He ykasaH, um byget
OObIYHbIN TEKCT.

7 (OnumnoHanbHO) Maponb, 3awndpoBaHHbI Ha ocHoBe SHA-1. [inuHa napons
orpaHudeHa 35 Gavitamu. Naponb YyBCTBUTENEH K perncTpy. MNaponb
3awmdgpoBaH. Ecnu cnuHTakeuc napons He ykasaH, UM 6yaeT OOblYHbIN TEKCT.

15 (OnumoHanbHO) Maponb, 3awndpoBaHHbIA Ha ocHoBe MD5. [lnvHa napons
coctaensieT 31 6anT. [Naponb YyBCTBUTENEH K perncTpy. lNaponb 3awmdpoBaH.
Ecnu cuHTakcnc napons He ykasaH, um 6yaeT OOblYHbI TEKCT.

PASSWORD Maponb ans nonb3oBaTerns.

Mo ymonuyaHuio

Het

Pexxum BBoAa KOMaHAbl

Line Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 15

Mcnonb3oBaHue KoMaHAbl

[aHHas KomaHaa No3BONSET co34aTh HOBbIN naposib Anga nonb3oBaTens. [ns kaxxgoro Tmna ceccum Moxet
MCNOoJib30BaTbCA TONIbKO OAMH NMaporib.

Mpumep

B maHHOM npumMepe nokasaH NPoLecc Co3aaHus Napons Ansi CECCUU KOHCOMM.

Switch# configure terminal
Switchi{config)# line conscle
Switechi{config-line)# password 123
Switchi{config-line)#

5-27 clear line

[aHHasa komaHga ncnonb3yeTcs A5 3aBepPLUEHNS CECCUM MOAKMIOYEHMS.

clear line LINE-ID
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MapameTpbl

LINE-ID line ID ceccun coeguHeHNs1, KOTOPbIN HEOOXOAUMO OTKMIOYUTD.

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 15

Ucnonb3oBaHue KoMaHAbl

[aHHaa komaHaa No3BonsaeT OTKMYNTL aKTUBHYIO ceccuio kommyTtaTopa. line ID npuceaveaetcsa npu
co3gaHum ceccum nogknodeHns. Mcnonb3dynte komaHagy show users ons npocmMoTpa akTUBHBIX CECCUN.

[aHHasa komaHaa MOXeT OTKNMoYUTb Tornbko ceccumn SSH n Telnet.
Mpumep
B npaHHOM npumMepe nokasaH npouecc OTKMNoYeHnsa ceccum 1.

Switch# clear line 1

Switch#

6. KomaHabl npegoTBpaweHus atak ARP Spoofing

6-1 ip arp spoofing-prevention

KomaHga ucnonbsyetcsa ansa Hactpoviku 3anncn ARP Spoofing Prevention (ASP), ncnonssyemown ans
npepotepalleHus atak ARP. Vicnonbayiite hopmy no, 4tobel yoganute 3anuck ARP Spoofing Prevention.

ip arp spoofing-prevention GATEWAY-IP GATEWAY-MAC interface INTERFACE-ID [, | -]
no ip arp spoofing-prevention GATEWAY-IP [interface INTERFACE-ID [, | -] ]

MapameTpbl

GATEWAY-IP IP-agpec wnto3sa.

GATEWAY-MAC MAC-agpec wnto3a. Hactporikn MAC-agpeca 3amMeHAT NOCeaHo0
KOHdurypaumio ans toro xe |IP-agpeca wnto3sa.

INTERFACE-ID MHTepdelic, KoTopbii OyaeT akTMBMPOBaH UMK yaarneH 13 Yncna akTUBHbIX

HTepdencoB (nNpu ncnonb3oBaHn gopmbl no). 3annck ARP He Gyget
NpOBEPATLCS, €CNW NPUHMMAIOLLMIA NOPT HE BKITHOYEH B YKa3aHHbIA CNCOK
UHTepdencos.

) (OnumoHankeHO) BelgeneHne cepun nHTEPMENCOB Unu pasgeneHue rpynnbl
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nHTepdencoB oT npeapiayLen. MNMpobenbl 40 1 Nocne 3anaTon
HeaonyCcTumbl.

- (OnumoHankeHo) YKkaxnte guanasoH nHtepdericos. Mpobenbl o n nocne
aeduca HegoMnyCcTUMBI.

Mo ymonyaHuto

Mo ymonyaHuio 3anmcemn Her.

Pexxum BBOOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHas komaHnga ucnonbdyetcsa ans Hactporiku 3anuen ARP Spoofing Prevention (ASP), 4toGbl
npegotepatuTb cnydmHr MAC-agpeca 3awuiweHHoro wino3a. MNpu cosgaHmm 3anncu, ARP-nakeTol, y
koTopbIx IP-agpec nx nuctoyHuka coenagaet ¢ IP-agpecom wnto3a, a MAC-agpec nx UCTOYHUKA He
coBnagaet ¢ MAC-agpecom wnto3a, 6yayT otbpaceiBatecs. ASP Gyaet urHopupoBaTe ARP-nakeThl, ecnv
IP-agpec Ux NCTOYHMKa He coBMadaeT ¢ HaCTpOoeHHbIM IP-agpecom wnio3sa.

Ecnn agpec ARP coBnagaet ¢ HacTpoeHHbIM IP-agpecom wnto3a, MAC-agpecom 1 CniMckom NopToB, TO
npoeepka Dynamic ARP Inspection (DAI) 6ygeT urHopnpoBaTbCsi, HE3aBUCMMO OT TOTO SABMSIETCA N NOpPT
ARP 'trusted', unu 'untrusted'.

YKasaTb MOXHO TOMNbKO hm3nyeckmne noprbl.

Mpumep

B gaHHOM npumepe nokasaH npouecc HacTponkm 3anucn ARP Spoofing Prevention ¢ IP-agpecom
10.254.254.251 n MAC-agpecom 00-00-00-11-11-11 gna Ethernet-nopta 1/0/1.

Switch#oconfigure terminal

Switch{cenfig)# ip arp specfing-preventicn 10.254.254.251 00-00-00-11-11-11 interface Ethernet
1/0710

Switch {contig)#

6-2 show ip arp spoofing-prevention

HaHHas komaHga ucnonb3yeTca anst otobpaxeHusa Hactpoek ARP Spoofing Prevention.
show ip arp spoofing-prevention

MapameTpbl

Het

Mo ymonuyaHuio

Het
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Pexxum BBOA4A KOMaHAbI

User EXEC Mode
JTio6on pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

HaHHas komaHga ucnonb3yeTcs Anst otobpaxeHus Bcex 3anucen ARP Spoofing Prevention.

Mpumep

B oaHHOM Npumepe nokasaHo, Kak BKIM4MTb oTobpaxeHue Bcex 3anucen ARP Spoofing Prevention.
Switch# show ip arp spoofing-prevention

IF MAC Interfaces

10.256.254.251 00-00-00-11-11-11 ethi/of10
Total Entries: 1

Switch#

OTob6paxaemMblie NnapameTpbl

IP IP-agpec wno3a.

MAC MAC-agpec wnto3sa.

Interfaces NHTepderchl, Ha KOTOPbIX akTUBHa OYHKLUMA npedoTepalleHns atak ARP
Spoofing.

7. KomaHgbl Authentication, Authorization n
Accounting (AAA)

7-1 aaa accounting commands

[aHHasn komaHaa ncnonb3yeTcda and HaCTpOI7IKM Cnncka MeTooB BeaeHuA y4yeTa, UCnonb3dyemMoro ansd scex
KOMaH[ Ha yKa3aHHOM ypoOBHe MnpaB AOCTyMna. VlCFIOﬂb3YI7ITe d)opMy no Ansg yganeHuna cnncka MmetoaoB
BeeHNd y4deTa.

aaa accounting commands LEVEL {default | LIST-NAME} start-stop METHOD1 [METHOD?2...]
no aaa accounting commands LEVEL {default | LIST-NAME}

MapameTpbl
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LEVEL YKasblBa€eT BbIMOMHATb YYeT Ansi Bcex KomaHg configure Ha ykazaHHOM
YpOBHE npaB gocTtyna. [lonycTumble YPOBHU NPUBUNENIA NpaB JOCTyna: oT
1 po 15.

default YKasblBaeT Ha HAaCTPOWMKY CMMcKa MeTod0B MO YMOMYaHUIO AN BeAeHUs
yyeTa.

LIST-NAME Wmsa cnncka metogos. [AnuHa nMeHn He AomkHa npeBbilaTth 32 CUMBOOB.

METHOD1 [METHOD?2...] YKaxuTe CnUcoK MeTOAO0B, KOTOPble HEOOXOAMMO BbINOMHUTL anropuTmy

BeJeHMA ydeTa B AaHHOW nocregoBatensHocTU. BBeamTe OT ogHoro oo
YyeTblpex MeTofoB. Huke nprBeaeHbl KNtoYeBble CrioBa, KOTOpble MOryT
ncnonb3oBaThbCs AN yKasaHus metoda.

group tacacs+ — ykasblBaeT Ha UCMOb30BaHNE CEPBEPOB, ONPeAeNEHHbIX
komaHaon TACACS+ server host.

group GROUP-NAME - yka3biBaeT Ha UCMNosib30BaHWe rpynn CepBepOB,
onpefeneHHbIX KOMaHAON aaa group server tacacs+.

none — He BLINOMHATL BeAeHWe y4eTa.

Mo ymonyaHuto

MeToq BegeHns ydeta AAA He HacTpoOeH.

Pexxum BBOOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAbl

Mcnonb3ynTe aaHHyo KOMaHay s HAaCTPOWMKKM CrMcka MeTodoB AN BeAeHUs yyeTa KomaHa.
Mpumep

B paHHOM nprMepe nokasaHo, Kak co3aaTb CNMCOK METOAO0B ANS BeAeHUS yveTa YpOoBHSA npae goctyna 15,
ucnonb3yst TACACS+, koTopbl ByaoeT oTnpaenaTe accounting-coobLLeHUs B Ha4YanbHOE 1 KOHEYHOE BpeMsi

aocTyna.
Switch#configure terminal

Switch(config)# aaa accounting commands 15 list-1 start-stop group tacacs+
Switch (config)#

7-2 aaa accounting exec

[aHHas komaHaa ucnonb3yeTcs ANnd HaCTPOMKU cnucka MeToaoB, UCNonb3yeMoro Ans BeaeHus ydeta EXEC
ONS KOHKpeTHON NuHun. Vcnonb3yinte dopMy no Ans oTKnodeHus BeaeHus yyeta EXEC.

aaa accounting exec {default | LIST-NAME} start-stop METHOD1 [METHOD?2...]
no aaa accounting exec {default | LIST-NAME}

MapameTpbl

default YKkasblBaeT Ha HacTPOKMKY CrMcka MeToA0B No YMOMYaHUIo ANl BeAEeHUS
yyeta EXEC.
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LIST-NAME Mmsa cnvcka metogoBs. [nnHa uMeHu He A0oSMKHa npeBblwaTth 32 CMMBOSIOB.

METHOD1 [METHOD?2...] YKaxknte Crnmcok MeToAoB, KOTOpble HEOOXOAMMO BbIMONTHUTL anropuTmy
BeJeHWs ydeTa B AaHHOW nocregosaTtensHocTu. BBeamTe oT ogHoro oo
yeTbIpex MeTofoB. Himke npuBeaeHbl KMOYEBLIE CMOBA, KOTOPbIE MOryT
NCcnonb3oBaTbCA AN yKasaHus MeToaa.
group radius — yka3biBaeT Ha UCMONb30BaHWE CEPBEPOB, ONpeaeneHHbIX
komaHgon RADIUS server host.
group tacacs+ — ykasblBaeT Ha UCMOMb30BaHNE CePBEPOB, onpeaereHHbIX
komaHgon TACACS+ server host.
group GROUP-NAME - yka3blBaeT Ha 1crnonb3oBaHue rpynmn cepBepos,
onpefeneHHbIx komanaon AAA group server.
none — He BbINOMHATb BEEHME y4eTa.

Mo ymonuyaHuio

MeToa BefeHusi ydyeta AAA He HaCTPOEH.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 15

Ucnonb3oBaHue KoMaHAbl

Mcnonb3ynTe aaHHy0 KOMaHAy Ans HACTPOWMKM CnMcka MeToaoB Ang BeaeHus yyeta EXEC.

Mpumep

B naHHOM npumepe nokasaHo, Kak co3aaTb CIMCOK METOO0B 415 BeAeHUs yyeTa eNCTBUIA Nonb3oBaTenen,
ncrnonb3yst RADIUS, koTopbin 6yaeT oTnpaenaTbk accounting-coobLieHnsi B HaYarnbHOE U KOHEYHOE BpeMS
aocTyna.

Switch#configure terminal
Switchi{config)# aaa accounting exec list-1 start-stop group radius

Switch(config)#

7-3 aaa accounting network

[aHHasn komaHaa ncnonb3yeTcd OAnA BeleHnA y4eta OEencTBui nonb3oBartenemn npu nonyvYeHnn Ooctyna K
ceTun. |/|CI'IOJ'1b3yl7ITe (bopmy no Ana yganexHuna cnncka MetoaoB BeleHNA y4deTa.

aaa accounting network default start-stop METHOD1 [METHOD?2...]
no aaa accounting network default

MapameTpbl

network YKaxuTe Ans BbINOMHEHUS BeOEHMS y4eTa CEPBUCHBIX 3aMpoCcoB, KacatLwmuxcs
ceTn.

start-stop YKasblBaeT Ha oTnpaBky accounting-coobLLeHuIn Kak B Ha4arnbHoOe, Tak 1 B

KOHeYHOe BpemMA OoCTyna. Monb3oBaTensam pas3pelwleH OO0CTyMn K CeTU
He3aBNCUMO OT TOro, ycnewHo nm 6yp,eT BKITHO4YEHO Ha4alibHOe accounting-
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coobLeHne BegeHue y4yeta.

default YKasblBaeT Ha HAaCTPOWKY CrMcKa METO40B MO YMOMYaHuUIo AN BeAeHUs yyeTa
CeTeBbIX PECYpPCOB.

METHOD1 [METHOD2...] YkaxuTe CMCOK METOAO0B, KOTOPble HEOBXOANMO BbIMONHUTL anroputmMy
BeAeHWs ydeTa B JaHHOW nocregosaTensHocTu. BBeamTe oT ogHoro Ao
YyeTbipex MeTodoB. Hmxe npuBeaeHb! KMnoyeBble CroBa, KOTopble MOryT
MCNonb30BaTbCA ANS yKasaHus metoaa.
group radius — yka3blBaeT Ha UCMONb30BaHNe CepBepPOoB, ONpeaeeHHbIX
komaHaon RADIUS server host.
group tacacs+ — ykasbiBaeT Ha UCMOnb30BaHNe CepBepoB, onpeaeneHHbIX
komaHagon TACACS+ server host.
group GROUP-NAME — yka3biBaeT Ha UCMNofb30BaHWe rpynn CepBepoOB,
onpegeneHHbIX komaHgon AAA group server.
none — He BbINOMHATbL BeAeHne y4eTa.

Mo ymonyaHuio

MeTon BegeHns ydeta AAA He HacTpoOeH.

Pexnm BBoaa komaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 15

Mcnonb3oBaHne KOMaHAbI

WMcnonb3ynte gaHHyo komaHay A8 HAaCTPOWKM ClMcka METOA0B BeAeHus yveTa Ansa nnatel 3a obecneyeHve
AocTyna K ceTu. YTtobbl CNMCOK METOAOB MO YMONYaHMIO BCTYNUI B CUIY, CHavana Bkniounte AAA,
ncnonb3yst KomaHay aaa new-model. Cuctema Be4eHNst yyeTa BbIKITHOYEHa, €Cnv CNMCOK METOA0B NO
YMOINYaHWIO HE HACTPOEH.

Mpumep

B oaHHOM NpuMepe nokasaHo, Kak BKMYMTb BEAEHWe yyeTa nnaThl 3a obecneyeHme JoCTyna K cetu,

ncnonb3yst RADIUS, koTopekin 6yaeT oTnpaensaTe accounting-coobLUeHnsi B Ha4anbHOE N KOHEYHOEe BpeMmsl
gocrtyna.

Switchfconfigure terminal

Switch(config)# aaa accounting network default start-stop group radius

Switeh(config)#

7-4 aaa accounting system

[aHHasa komaHaa ncnonb3yeTcd O5A BeleHNA y4eTa COoBbITUIA CUCTEMBI. VlCI'IOJ'Ib3yl7ITe cbopmy no ansa
yaaneHund cnmcka mMeTtogoB BeAEeHNA ydeTa.

aaa accounting system default start-stop METHOD1 [METHOD?2...]
no aaa accounting system default

MapameTpsbl
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system Yka3sblBaeT Ha BbIMOJIHEHNE BEAEHUS yYeTa COObITUIN CUCTEMHOMO YPOBHSI.

start-stop YkasblBaeT Ha OTnpaBKy accounting-cooOLLEHNI Kak B Ha4YanbHoe, Tak 1 B
KOHeYHoe BpeMmsi gocTyna. [onb3oBatensam paspeLleH 4OCTyn K ceTu
He3aBUCKMMO OT TOro, yCreLuHo Ny ByaeT BKMYEHO HavarnbHoe accounting-
coobLeHne BegeHue yyeta.

default YKa3sblBaeT Ha HAaCTPOKKY CMMCKa MeTOO0B MO YMOMYaHuio Ang yvyeTa
CUCTEMHbIX PECYPCOB.

METHOD1 [METHOD2...] YKaxuTe CNMCOK METOAOB, KOTOPblE HEOOXOANMO BbIMOMHUTL anropuTMy
Be[EeHVs ydeTa B JaHHOW nocrefoBaTensHocTU. BBeamTe oT ogHoro go
yeTblpex MeTodoB. Hmke npuBeaeHb! KMoyYeBble COBA, KOTOPbIE MOTYT
NCNONb30BaTbCs A1 yKasaHus metoa.
group radius — yka3biBaeT Ha UCMOMb30BaHNE CEPBEPOB, ONpPeaesiEHHbIX
komaHgon RADIUS server host.
group tacacs+ — yka3sbiBaeT Ha MCMONb30BaHNE CEPBEPOB, onpeaeneHHbIX
komaHgon TACACS+ server host.
group GROUP-NAME — yka3blBaeT Ha UCMONb30BaHWe rpynn cepBepos,
onpegeneHHblx komaHgon AAA group server.
none — He BbINOMHATL BeJeHue yveTa.

Mo ymonyaHuio

MeToa BegeHust yyeta AAA He HaCTpOeH.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 15

Ucnonb3oBaHue KOMaHAbI

Mcnonb3ynTe gaHHyo KOMaHay A51s HACTPOWKKM CMCKa METOA0B BEAEHMS yyeTa Ansi COObITUN CUCTEMBI,
Takux Kak nepesarpyska, BOCCTaHOBIEHNE 3aBOACKMX HACTPOEK MO yMOMYaHUIo 1 T. N. YTo6bl cnncok
METOAOB MO YMOSYaHUIO BCTYNUN B cuny, cHavyana BknoumMte AAA, ncnonb3ys komaHay aaa new-model.
Cuctema BefjeHUs ydeTa BbIKINOYEHA, €CIM CIMCOK METOAOB MO YMOSYaHUI0 HE HACTPOEH.

Mpumep

B oaHHOM npumepe nokasaHo, Kak BKI4YMTb BeAeHNe yyeTa cobbituin cuctemsl, ncnonb3ys RADIUS,
KoTopbIN ByaeT oTnpaBnATb accounting-coobLleHus.

Switchfconfigure terminal

Switch(config)# aaa accounting system default start-stop group radi

Switch (config)#

7-5 aaa authentication enable

HaHHasa koMaHaa ucnonb3yeTcd AN HAaCTPOWMKU CMcKa MeTOA0B NO YMONYaHUo A onpegenexHus goctyna
K npuBunernposaHHomy ypoBHio EXEC. Vcnonb3ynte chopMy no ansi yaganeHus cnmcka MeTogoBs no
YMONYaHuio.

aaa authentication enable default METHOD1 [METHOD?2...]
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no aaa authentication enable default

MapameTpbl

METHOD1 [METHOD2...] YkaxuTe CMCOK METOAO0B, KOTOPble HEOBXOANMO BbIMONHUTL anroputmMy
BeAeHWs ydeTa B JaHHOW nocregosaTensHocTu. BBeamTe oT ogHoro Ao
YyeTbipex MeTodoB. Hmxe npuBeaeHb! KMnoyeBble CroBa, KOTopble MOryT
MCNonb30BaTbCA ANS yKasaHus metoaa.
enable — yka3biBaeT Ha MCMONb30BaHWE NOKanbLHOro Napons Ans
ayTeHTMdmKaumn.
group radius — yka3sbiBaeT Ha UCMONb30BaHNe CepBepoB, ONpeaeeHHbIX
komaHaon RADIUS server host.
group tacacs+ — ykasblBaeT Ha UCMOMnb30BaHNe CepBepoB, onpeaeneHHbIX
komaHgon TACACS+ server host.
group GROUP-NAME — yka3blBaeT Ha UCMONb30BaHWe rpynn cepBepos,
onpegeneHHblx komaHaon AAA group server.
none — 0B6bIYHO MEeTOA 3aHUMAET B CNMcke nocnegHee mecro. MNonb3oBaTens
nponget ayTeHTUdMKaLMIo, eCriv 3TO He 3anpeLleHo eMy npeablayLmm
MeToaoM ayTeHTUdUuKaLmu.

Mo ymonuyaHuio

MeToa BegeHust yyeta AAA He HaCTpOeH.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 15

Ucnonb3oBaHne KOMaHAbl

Vcnonb3ynte gaHHyo komaHay AN HAaCTPOWKM CMcka MeToA0B ayTeHTUdUKaLmMm no yMon4aHuo Ans
onpegeneHnsa Joctyna K npusunernposaHHomy yposHio EXEC, korga nonb3oBarteny BBOOAT KOMaHAy
enable [privilege LEVEL]. AyteHTucpmkaums c ucnonssosaHmem RADIUS-cepBepa 6yaeT ocHoBaHa Ha
ypOBHe npaB gocTtyna u byaet ncnonb3oBatb “enable12” unu “enable15” B kKayecTBe MMEHN NONb30BATENS.
Mpumep

B naHHOM npumMepe nokasaHo, Kak yCTaHOBWUTb CMMCOK METOAO0B MO YMOSYaHUIO A5t ayTeHTUMKaL UK.
MeTopn paboTtaeT ¢ rpynnon cepepoB “group2”.

Switchf#configure terminal
Switch(config)# aaa authentication enable default group group2
Switch(config)#

7-6 aaa authentication dot1x

[daHHas KomaHga ucnonb3yeTcs Ans HAaCTPOMKM CNUcKa METOAOB MO YMOMYaHMWIO, NCNOMNb3yeMoro Ans
ayteHTudmkaumm 802.1X. MicnonbaynTte hopmy no Ans yaaneHns cnucka Metogos no YMONYaHuIo.

aaa authentication dot1x default METHOD1 [METHOD?2...]
no aaa authentication dot1x default
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MapameTpbl

METHOD1 [METHODZ2...] YkaxuTe ClMCOK METOAO0B, KOTOPble HEOBXOANMO BbINONHUTL anroputmMy
Be[eHWs ydyeTa B JaHHOW nocnegosaTensHOCTU. BBeanTe oT ogHoro Ao
yeTblpex MeTofoB. Huke npuBeaeHbl KMoYeBble CoBa, KOTOpbIE MOryT
MCNonb30BaTbCs A8 yKasaHus metoa.
local — ykasbiBaeT Ha UCMNonb3oBaHUe fnokanbHoN 6a3bl 4aHHbLIX A1
ayTeHTudmkaumm.
group radius — yka3biBaeT Ha UCMOMb30BaHNE CEPBEPOB, ONPeAESiEHHbIX
komaHaon RADIUS server host.
group GROUP-NAME — yka3biBaeT Ha UCMNofb30BaHWe rpymnn CepBepoB,
onpeaeneHHbIx komaHgon AAA group server.
none — 00bIYHO METOA 3aHMMAaET B CNMcke nocnegHee mecrto. [Nonb3oBaTens
nponget ayTeHTUdmMKaLumio, ecnv 3To He 3anpeLLeHo emy npeabigyLmm
METOAOM ayTeHTudUKaLmn.

Mo ymonyaHuio

MeToq BegeHns ydeta AAA He HacTpoeH.

Pexnm BBoaa komaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAbl

Vcnonb3ynTte gaHHyo KOMaHay Ang HAacTPOMKU ciMcka MeToAoB ayTeHTMdMKaLMM N0 YMOMYaHUIo aAng
ayteHTudpmkauymm 802.1X. AyteHTudukaumna 3anpocos 802.1X OyaeT BbINOMHATLCA HA OCHOBE JTOKaIbHOM
0a3bl AaHHbIX.

Mpumep

B oaHHOM npumepe nokasaHo, Kak YCTaHOBUTL CMIMCOK METOAOB MO YMOMYaHUo Anst ayTeHTudmkaumm
nonb3oBatenen dot1X.

Switchfconfigure terminal
Switch(config)# aaa authentication dotlx default group radius
Switch(config)#

7-7 aaa authentication igmp-auth

HaHHas KomaHga Ucnonb3yeTcs Anst HACTPOMKM CUCKa METOAOB MO YMOJYaHMWIO, MCMOMNb3YeMOro A
ayTeHTudmkaumm IGMP. Mcnonb3ynTte doopMy no anis yaaneHus cnnucka MeTofoB MO YMOYaHMIo.

aaa authentication igmp-auth default group radius
no aaa authentication igmp-auth default

MapameTpbl

Het
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Mo ymonuyaHuio

MeToa BefeHust yyeta AAA He HaCTPOEeH.
Pexxum BBoga komaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 15

Mcnonb3oBaHue KoMaHAbI

Vcnonb3ynte gaHHyo kKomaHay A48 HACTPOWKM CMcka METOA0B ayTeEHTUGUKALIMMN MO YMOMYaHNIO 4N
ayTeHTudmkauun IGMP.

Mpumep

B gaHHOM npumepe nokasaHo, Kak YCTaHOBUTb CMIMCOK METOA0B MO YMOMYaHuio ans ayteHtudgpukaunm IGMP.

Switchfconfigure terminal

Switch({config)#aaa authentication igmp-auth default group radius
Switch({config)#

7-8 aaa authentication login

[aHHas KomaHga ucnonb3yeTcs Ans HAaCTPONKM CcKa METOAO0B MO YMOSYaHUIo, UCMONb3yeMoro A
ayTeHTUMKaLmm ¢ UMeHeM norb3osaTtens. Micnonb3aynTte hopMy no A5 yaarneHus cnnucka MeTofos C
MMeHeM Nnonb3oBaTtens no yMonyaHuio.

aaa authentication login {default | LIST-NAME} METHOD1 [METHOD?2...]
no aaa authentication login {default | L/IST-NAME}

MapameTpbl

default YKa3blBaeT Ha HaCTPOMKY Crnncka METOA0B N0 YMOMYaHUo Ans
ayTeHTUmKaLmm ¢ UMeHeM Nonb3oBaTens.

LIST-NAME Mma cnncka meTtogos, OTNIMYHOIO OT CMMCKa METOA0B Mo yMonyaHuto. AnvHa

MMEHN He OOJKHA NpeBbIlaTb 32 cumBornos.

METHOD1 [METHODZ2...] Ykaxute CN1COK METOA0B, KOTOpble HEOOXOAMMO BbINOMHUTL anropuTMmy
BELEHNs y4eTa B JaHHOW nocrnefoBaTenbHocTU. BBeanTe oT ogHoro go
yeTblpex MeTodoB. Hipke NpmBeaeHb! KroyeBble COBA, KOTOPbIE MOTYT
NCMNOMb30BaTbCA AN yKasdaHust MeToga.
local — yka3biBaeT Ha ucnonb3oBaHWe NokanbHOWM 6a3bl JaHHbIX AN
ayTeHTUuKaumm.
group radius — yka3biBaeT Ha UCMOMb30BaHMe CEPBEPOB, ONpeaerieHHbIX
komangon RADIUS server host.
group tacacs+ — ykasblBaeT Ha UCMOMNb30BaHNE CEPBEPOB, onpeaeneHHbIX
komaHgon TACACS+ server host.
group GROUP-NAME - yka3blBaeT Ha 1CMNonb30BaHWe rpymnn cepBepos,
onpefeneHHbIX komaHaon AAA group server.
none — 00bIYHO METOZA 3aHMMAaET B CNUCKe nocnegHee mecTto. [Nonb3oBaTenb
nponaeTt ayTeHTUMKaLMo, eCriv 3TO He 3anpeLLeHo eMy NpeabigyLmnm
MEeToOO0M ayTeHTuduKaumm.
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Mo ymonyaHuto

MeToa BefeHusi yyeta AAA He HaCTpPOEH.
Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YposeHb 15

Mcnonb3oBaHne KOMaHAbI

MCHOﬂb3yVITe OaHHYI0 KOMaHA4y Ond HaCTpOVIKM CnncKka metoaos ayTEHTVI(bVIKaU,I/IVI, ncnonb3yemMoro and

ayTeHTVICbVIKaLI,VII/I C umeHeM nosnb3osatend. MoxHo HaCTpPOUTb HECKOJIbKO CMUCKOB MeTOA0B. KnoueBoe
CNnoBO Mo yMOJT4aHUIO Ucnonb3yeTca And onpeaeneHna cnmcka metoaoB No yMmon4aHuio.

Ecnn ayTeHTMd)I/IKaLI,I/IFl ncnonb3yeT CNMCOK MeToA40B No yMOJ14aHUKO, HO CMUCOK MeTOoA40B MO yMONn4YaHuo
OTCYTCTBYET, TO ayTeHTI/I(*)VIKaLI,I/Iﬂ 6yp,eT BbIMNOJTHATLCA Yepe3 JTOKallbHYy0 6a3y OaHHbIX.

Tun aYTeHTI/I(bVIKaLI,VIVI No UMEHM MNoJb3oBaTeslAaA NCNOJb3YET UMA NoNb3oBaTesnd 1 Naposib And BXo4a B
CUCTEMY, a TaKXKe Ha3Ha4YaeT ypOBEHb NnpaB AO0CTYyMna Ayid norfb3oBaTtesida Ha OCHOBe 0a3bl AaHHbIX.

Cnuncok MeTogoB ABNSIETCS NOCNeAoBaTeNbHbIM CNIMCKOM, OMNMCHIBAIOLLMM MeToAbl ayTeHTudukaumu,
KOTOpble AOMKHbI 3anpalunBaTbCsi ANs Toro, YTobbl ayTeHTUuLMpoBaTth nonb3osaTtens. CnMcku MeToaoB
NO3BOMSAIOT HA3HAYMTb OAUH MUIN HECKOJSBKO NMPOTOKOOB 6e30NacHOCTH, KOTOPbIE AOMKHbI MCMONb30BaTLCH
Ans ayTeHTudukauum, 4to obecneymBaeT Hanmume CUCTEMbl PE3EPBHOIO KOMUPOBaHNS AN
ayTeHTMdMKaumm B cnyvae cbos ncxogHoro metoaa. KoMMyTaumMoHHas cucteMa UCnosb3yeT NepBbli MeTos
B Cnu1cke Anst ayTeHTudurkauum nonb3oBartenen. Ecnu atot MeToa He OTBEYaET, KOMMYTaLMOHHAsA cnuctema
BblOMpaeT cneayowuii MeTo ayTeHTUdMKaLmMmn B cnvcke. OTOT NpoLecc NPoaomkaeTcs A0 Tex Nnop, noka He
OyaeT yCTaHOBIEHO YCMELHOe COEAMHEHME C NMOMOLLbI0 METoAa ayTEHTUdMKALMM U3 CrIMCKa, UMK NoKa BCe
MeToAbl, NepeYMCIIEHHbIE B CNUCKE, HE ByayT ncyepnaHsbi.

Ba)XHO MOMHUTb, YTO KOMMYTaLMOHHAsA CUCTEMA MbITAETCS BbIMONTHUTL ayTEHTUMKALMIO C MOMOLLbIO
crnegyroLlero MeToaa ayTeHTudmkaumm no Cnncky, TonbKo Korga ot npeaplayLlero Metoga He noctynaer
oTtBeTa. Ecnun nponcxognt cbon ayteHTMdmnKaumm B 000 MOMEHT AaHHOMO LMKMIA, YTO 03HA4aeT, YTo
cepep 6e3onacHOCTU unu nokanbHasi 6a3a AaHHbIX MIMEH NONb30oBaTeNeN OTBEYAET OTKa3oM B JOCTYMNe
nonb30BaTento, To NPOLECC ayTeHTUMKaALMN OCTaHaBNMBAETCA U Apyrne MeToabl ayTeHTMdukaumm 6onblue
He ByayT UCnonb3oBaTbCA.

Mpumep

B naHHOM npumMepe nokasaHo, Kak yCTaHOBUTb CMCOK MeTOoA40B MO yMOJ4YaHuo AnA ayTeHTVI(bI/IKaLIMVI
NnonbITOK BXO4a B CUCTEMY.

Switchf#configure terminal
Switch({config)# aaa authentication login default group group?2 local
Switch({config)#

7-9 aaa authentication mac-auth

HaHHas KomaHga ucnonb3yeTcs Ans HAaCTPOMKM CNUcKa METOAOB MO YMOMYaHMWIO, NCNONb3yeMoro Ans
ayteHTudpmkaunm MAC. Vicnonb3ayinTte hopmy no Ans yaaneHusa cnmcka MetTogos No YMOSYaHuIo.
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aaa authentication mac-auth default METHOD1 [METHOD?2...]
no aaa authentication mac-auth default

MapameTpbl

METHOD1 [METHODZ2...] Ykaxute Cn1cok MeTofoB, KOTOpble HEOOXOAMMO BhINOMHUTL anropuTMmy
BeJleH1s yyeTa B AaHHOW nocrefoBaTtensHoCTU. Beeante ot ogHoro oo
YyeTblpex MeTodoB. Hike NpmBeaeHb! KroyYeBble COBA, KOTOPbIE MOTYT
NCNoMb30BaTbCs ANA yKasdaHust MeTofa.
local — ykasbiBaeT Ha NCNonb3oBaHUE fnokanbHOW 6a3bl AaHHbIX AN
ayTeHTUUKaLmm.
group radius — yka3sblBaeT Ha UCMOSIb30BaHNE CEPBEPOB, OnpeaeneHHbIX
komaHgon RADIUS server host.
group GROUP-NAME — yka3blBaeT Ha NCMONb30BaHme rpynn CepBepos,
onpegeneHHbIx komaHgon AAA group server.
none — 00bI4HO METO 3aHMMAaET B cnucke nocrnegHee mecto. Nonb3oBartenb
nponaeT ayTeHTUMKaLMIO, eCrv 3TO He 3anpeLleHo eMy npeablayLimm
METOAOM ayTeHTUdUKaumn.

Mo ymonuyaHuio

MeTopn BeaeHus ydeta AAA He HacTPOEH.

Pexxum BBOAa KomMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUI0

YpoBeHb 15

Ucnonb3oBaHue KoMaHAbI

[aHHaa komaHaa ucnonb3yeTcsa Ansg HaCTPOMKU cnucka METOAOB MO YMONMYaHUIO, UCNOMNb3yeMoro Ans
ayteHTudpumkaumm MAC. M3HavyanbHO CNMCOK METOAO0B MO YMOMYaHWMo He HacTpoeH. AyTeHTudukauus
3anpocoB MAC 6yaeT BbINOMHATLCS HA OCHOBE JTOKarbHOW 6a3bl AaHHbIX.

Mpumep

B paHHOM nprMepe nokasaHo, Kak yCTaHOBUTb CMMCOK METOA0B MO YMOSHaHUIO ANS ayTeHTUuKaumm
nonb3oBarenen mac-auth.

Switch#configure terminal
Switch(config)# aaa authentication mac-auth default group radius
Switch(config) #

7-10 aaa authentication web-auth

[daHHas komaHga ucnonb3yeTcs Ans HAaCTPOMKM CNUcKa METOAOB MO YMOMYaHMWIO, NCMONb3yeMoro Ans
ayteHTudukaumm Web. Mcnonbayiite bopmy no Ans yaaneHns cnucka Metogos Mo YMOMYaHuIo.

aaa authentication web-auth default METHOD1 [METHOD?2...]
no aaa authentication web-auth default

MapameTpbl
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METHOD1 [METHODZ2...] Ykaxute Cn1CoK MeTogoB, KOTopble HEOBXOAMMO BbINOMHUTL anroputMy

BeAEHMS yyYeTa B AaHHOM nocrnegoBaTtensHoCTU. Beeante ot ogHoro oo
yeTblpex MeTOA0B. Huxe npuBeaeHsb! KMoYeBble COBa, KOTOPbIE MOTYT
NCnonb30BaTbCs A8 YKa3aHus MeToaa.

local — yka3biBaeT Ha Ucnonb3oBaHUe flokanbHON 6a3bl AaHHbIX 4N
ayTeHTUUKaLmm.

group radius — yka3biBaeT Ha UCMOSb30BaHME CEPBEPOB, ONPeAENEHHbIX
komaHagon RADIUS server host.

group GROUP-NAME — yxa3blBaeT Ha UCMONb30BaHMe rpynn CEPBEPOB,
onpeaeneHHbIx komaHgon AAA group server.

none — 00bIYHO METO 3aHMMAaET B CMMCKe nocrneaHee MecTo. [Nonb3oBaTenb

nponaet ayTeHTUdmrKaLumio, ecriv aTo He 3anpeLleHo eMy npeablayLmm
MEeTOAOM ayTeHTuduKauun.

Mo ymonyaHuto

MeToq BegeHns ydeta AAA He HacTpoOeH.

Pexxum BBOOAa KOMaHAbI

Global Configuration Mode

ypOBeHb KOMaHAbl N0 yMOon4aHUo

YpoBeHb 15

Ucnonb3oBaHMe KOMaHAbI

HaHHas KomaHga ucnonb3yeTcs Ans HACTPOMKM CCcKa METOAOB MO YMOYaHMWIO, NCMONb3yeMOoro Ans
ayTteHTupmkaunmn Web. N3HavyanbHO CNMCOK METOAOB NO YMOSTHaHMIO HE HAacTpoeH. AyTeHTUmnKauus
3anpocoB web-auth OyaeT BbINOMHATLCA Ha OCHOBE NoKanbHOM 6a3bl AaHHbIX.

Mpumep

B paHHOM nprMepe nokasaHo, Kak yCTaHOBUTb CMMCOK METOA0B MO YMOMYaHUIo AN ayTeHTUgukaumm
nonb3oBarenen web-auth.

Switch#configure terminal

Switch(config)# aaa authentication web-auth default group radius

Switch(config)sg

7-11 aaa group server radius

[daHHas komaHga ucnonb3yeTcs Ans BXo4a B pexunm HacTpoviku rpynnel cepsepoB RADIUS (RADIUS group

server configuration mode) Ans cBs3bIBaHMSA y3MnoB cepsepa ¢ rpynnon. Mcnonbaynte dpopmMy no ans
yaaneHus rpynnel cepsepos RADIUS.

aaa group server radius GROUP-NAME
no aaa group server radius GROUP-NAME

MapameTpbl

GROUP-NAME

Nms rpynnbl cepBepoB. [nvHa nmeHn He OomKHa npeBbIlLAaTb 32 cumBonos.
CuHTakcmucom siBnsieTcs obbluHas CTpOKa, B KOTOpOVI npo6enb| HegonyCTuMbl.
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Mo ymonyaHuto

MeTopn BegeHus ydeta AAA He HacTpoeH.

Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YposeHb 15

Mcnonb3oBaHne KOMaHAbI

VMcnonb3ynte gaHHyto komaHay ansa onpegenexus rpynnesl cepeepoB RADIUS. Co3gaHHasd rpynna cepBepoB
UCMOMb3yeTCH B onpedeneHny CnMckoB METOA0B, UCMONb3yeMbIX AN ayTeHTUMUKALUN U BEAEHNS yyYeTa
C nomoubio KomaHa aaa authentication 1 aaa accounting. Takke ucnonb3ymnTte gaHHy KoMaHay Ans
BXOAa B pexum HacTponku rpynnbl cepeepoB RADIUS (RADIUS group server configuration mode).
WMcnonb3ynte komaHay server ans ceasbiBaHus y3nos cepepa RADIUS c rpynnon cepsepos RADIUS.

Mpumep

B paHHOM npumMepe nokasaHo, Kak co3aatb rpynny cepsepoB RADIUS ¢ aBymsa 3anucsamu. Bropas 3anuce
y3na BbICTyNaeT B Ka4yecTBe pe3epBHON A5l NepBON 3anncu.

Switchf#configure terminal

Switch(config)#aaa group server radius groupl
Switch(config-=sg-radius)# server 172.19.10.100
Switch(config-sg-radius)#

7-12 aaa group server tacacs+

[aHHas komaHaa ucnonb3yeTcs AN BXxoaa B pexunm HacTpowiku rpynnbl cepeepoB TACACS+ (TACACS+
group server configuration mode) ansa cBa3biBaHMS y3r0B cepBepa ¢ rpynnoi. cnonb3yinte dopmy no Ans
yaaneHus rpynnbl cepeepoB TACACS+.

aaa group server tacacs+ GROUP-NAME
no aaa group server tacacs+ GROUP-NAME

MapameTpbl

GROUP-NAME Wma rpynnel cepBepoB. [AnnHa MeHn He JOImKHa NpeBbIWaTh 32 CUMBOMOB.
CwuHTakcrcom siBnsieTcst 0bblYHasa CTpoka, B KOTOPOKW Npobenbl HeAoNyCTUMBI.

Mo ymonuyaHuio

MeTopn BefeHus yyeta AAA He HAaCTPOEH.
Pexxum BBOoAa KOMaHAbI

Global Configuration Mode

ypOBeHb KOMaHAbl N0 yMon4aHuwo
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YpoBeHb 15

Mcnonb3oBaHne KOMaHAbI

VMcnonb3ynTe gaHHyo KOMaHay Anis BXoda B peXXum HacTponku rpynnbl cepeepoB TACACS+. Mcnonbaynte
KOMaHay server, 4ToObl cBA3aTh y3nbl cepBepa TACACS+ c rpynnon cepepoB TACACS+. OnpegeneHHas
rpynna cepBepoB MOXeT ObITb YKka3aHa B Ka4eCcTBe Cn1cka MeTodoB Ans ayTeHTudmkaumm unu segeHms
y4yeTa C noMoLLbo kKomaHg aaa authentication 1 aaa accounting.

Mpumep

B gaHHOM npumepe nokasaHo, kak cosgatb rpynny cepsepoB TACACS+ ¢ aByms 3anucamu.

Switchf#configure terminal

Switchi{config)#aaa group =server tacacs+
Switch(config-sg-tacacs+) # server 172.]
Switch(config-sg-tacacs+) §# server 172.

Switch({config-sg-tacacs+) #

7-13 aaa new-model

[aHHas komaHnaa ucnonbsyetca Ang skrtodeHns AAA ansa ayteHTMdukaumm n BeaeHns yveta. Micnonbsyrite
dopMy no Ans oTKNoYeHUs pyHKLUMKM AAA.

aaa new-model
no aaa new-model

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonuaHuto AaHHast PYHKLNS OTKNIOYeHa.

Pexxum BBoAa komaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAabI

lMonb3oBaTenb JOMKEH NCNOMb30BaTh koMaHay aaa hew-model onsa BknoyeHns AAA 0o BCTYNneHUs B cuny
ayTeHTUMKaL MM 1 BeAeHus yyeTa vyepes cnnckn metogos AAA. Ecnu dyHkums AAA oTkrnodeHa,
nonb3oBatenb byaeT ayTeHTMULMPOBAH Yepes3 NoKanbHy Tabnuuy nonb3oBaTeslbCKMX yYETHbLIX 3anucen,
CO30aHHyl KOMaH4on username. BkntoyeHne Bxoga ¢ naponem Oyaet ayTeHTUULMPOBAHO Yepes
nokanbHyo Tabnuuy, KoTopas onpegensieTcsa Yepe3 komaHay enable password.

Mpumep

B naHHOM nprmMepe nokasaHo, Kak BKNMIoYUTb pyHKLMIo AAA.
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Switch#fconfigure terminal
Switch(config)# aaa new-model
Switch(config)#

7-14 accounting commands

[daHHaa komaHga ucnonb3yeTcsa Ans HaCTPOMKU Cnucka MeToAoB, UCNONb3yeMOoro Ars BeAeHUs ydeTa
KOMaH[ 4yepes KOHKpeTHYH ceccuto. Micnonbaynte oopMy NO Af1s OTKIIYEHUA BeAeHNs ydeTa KoMaHg,.

accounting commands LEVEL {default | METHOD-LIST}
no accounting commands LEVEL

MapameTpsbl

LEVEL YKasblBa€eT Ha BbINOMHEHME BEAEHUS ydeTa Ans BCeX koMmaHa configure Ha
yKaszaHHOM YpPOBHe npaB gocTyna. KoppekTHble 3anMcy ypoBHeN npae JocTtyna: oT
1 0o 15.

default YKa3bIBa€eT Ha BbINOMHEHNE BEAEHWS y4eTa HA OCHOBE CMMCKa METOAOB MO
YMOMYaHUIo.

METHOD-LIST Mmsa cnucka MeTogoB A1 UCMOMNb30BaHUS.

Mo ymonuyaHuio

Mo ymonuaHuio AaHHas onums OTKNoYeHa.

Pexunm BBoga komaHAabl

Line Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

YTtobbl BEAEHME yYeTa MO CNNCKY METOAOB BCTYNUIIO B CUITy, CHavana Bkntounte AAA, ncnonb3ys komaHay
aaa new-model. CHa4ana co3ganTe CNMCOK MeTOA0B, NCMOMb3ys KOMaHay aaa accounting commands.
Ecnu cnvcok meTogoB OTCYTCTBYET, TO KOMaHAa He BCTynaeT B cuny. MNonb3oBaTtenb MOXET yKasaTb pasHble
CMUCKN METOAOB Afsi KOMaHA BedeHus yyeTa (account) Ha pa3HbIX YPOBHSX.

Y YPOBHSA MOXET ObITb YKa3aH TONbKO OAMH CMMCOK METOAOB.

Mpumep

B paHHOM nprMepe nokasaHo, Kak BKITHUYMTb YPOBEHb BeAEHUS ydeTa koMaHg 15 onst HaCTPOMKM KOMaHAbl,
BBOOVMOM Yepes KOHCOSb, UCMOMb3ys CMMCOK METOO0B BeAeHWs yyeTa ¢ umeHeMm “cmd-15" Ha KoHconu.

Switch# configure terminal

Switch(config)# aaa accounting commands 13 cmd-13 start-stop group tacacs+
Switch(config)# line console

Switch(config-line) # accounting commands 15 cmd-15

Switch(config-line) #
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7-15 accounting exec

[aHHas KomaHnga ucnonb3yeTcs AN HaCTPOMKKU Crnucka MEeTOAOB, UCMONb3yeMoro Ans BeaeHus ydeta EXEC
ONs KOHKpeTHon ceccun. Mcnonb3ynte oopMy no A5 OTKYeHMs onumn Begenns yveta EXEC.

accounting exec {default | METHOD-LIST}
no accounting exec

MapameTpsbl
default YKasblBaeT Ha UCMOMb30BaHMe CNMCKka MEeTOA0B MO YMOMYaHUIo.
METHOD-LIST Mms cnucka MeTogoB Anst UCNoSib30BaHuUA.

Mo ymonyaHuto

Mo ymonuyaHuio gaHHas onums OTKNoYeHa.

Pexxum BBOOAa KOMaHAbI

Line Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 15

Ucnonb3oBaHue KoMaHAbl

YTtobbl BegeHWE yyeTa Mo CNNCKY METOAOB BCTYNUIIO B CUITy, CHavana Bknounte AAA, nCnonb3ys kKomaHay
aaa new-model. CHa4ana cosganTe CnnMCcoK MEeTOAOB, UCMONb3ys KOMaHdy aaa accounting exec. Ecnn
CMMCOK METOA0B OTCYTCTBYET, TO KOMaHAa He BCTynaeT B CUIy.

Mpumep

B paHHOM nprMepe nokasaHo, Kak HaCTpouTb cnncok metoaos BeaeHuns ydyeta EXEC ¢ nmeHem “list-1”. OH

ucnonb3ayeT cepep RADIUS. Ecnu cepeep 6e30MacHOCTU HE OTBEYAET, OH HE BbINOSHSAET BeAEHME yYeTa.
Mocne HacTporiku BeaeHue yyeta EXEC npumeHsieTca K KOHCOnNu.

Switchf#configure terminal

Switch(config)# aaa accou list-1 start-stop group radius

Switch(config)# line console
Switch(config-line) # accounting exec list-1
Switch(config-line) #

7-16 clear aaa counters servers

[aHHas komaHnga ucnonb3yeTcs ansg copoca CHETUNKOB CTAaTUCTUKM cepBepoB AAA.

clear aaa counters servers {all | radius {/P-ADDRESS]| IPV6-ADDRESS | all} | tacacs {/P-
ADDRESS | all} | sg NAME}

MapameTpsbl
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all YkasblBaeT Ha yaaneHue nHopMauumn cHeTYMKOB cepBepa, CBA3aHHOM CO
BCEMU y3namu cepsepa.

radius /P-ADDRESS YkasblBaeT Ha yaaneHne nHopMaumnmn cCHeTYMKOB cepBepa, CBA3aHHOM C
yanom RADIUS IPv4.

radius /IPV6-ADDRESS YKa3sblBaeT Ha yaaneHne nHopmaumm cHeTYNKOB cepBepa, CBA3aHHOM C
yanom RADIUS IPv6.

radius all YkasblBaeT Ha yaaneHne nHopmaLmm cHeTYNKOB cepBepa, CBA3aHHOM CO
Bcemu ys3namun RADIUS.

tacacs IP-ADDRESS YKkasblBaeT Ha yaaneHne nHgopmMauum cHeTYMKOB cepBepa, CBA3aHHOM C
yanom TACACS IPv4.
tacacs all YkasblBaeT Ha yaaneHue nHgopmMauunmn cHeTYMKOB cepBepa, CBSA3aHHOM CO

Bcemu y3namm TACACS.

sg NAME YkasblBaeT Ha yaaneHne nHgopmMaummn cHeTYNKOB cepBepa, CBA3aHHOMN CO
BCEMU y3MamMu B rpynne CepBepoB.

Mo ymonyaHuio

Het

Pexxum BBOOa KoMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 15

Mcnonb3oBaHue KoMaHAbI

Mcnonb3ynTe aaHHyto kKOMaHay ns cobpoca CHETYMKOB CTaTUCTUKM, OTHOCALLMXCA K cepBepam AAA.
Mpumep

B oaHHOM npumepe nokasaHo, Kak cOpocuTb cHeTYMKM cepBepoB AAA.

Switch# clear aaa counters servers all

Switch#

B naHHOM npumepe nokasaHo, Kak yaanuTb MHgpopmaumio cHeTynkoB cepepoB AAA st BCex y3roB B
rpynne cepeepos “server-farm”.

Switch# clear aaa counters servers =g server—farm

Switch#

7-17 ip radius source-interface

HaHHas KomaHga ucnonb3yeTca Ans ykasaHus uHtepderica, Yen IP-agpec byaget ncnone3oBatbcs B
kayecTBe IP-agpeca ncrtouHmka gnsi otnpaeku naketoB RADIUS. Mcnonb3ynTe hopMy no, YTOObI BEPHYTLCS
K HacTpoKrKam no yMO4aHuio.

ip radius source-interface INTERFACE-ID
no ip radius source-interface
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MapameTpsbl

INTERFACE-ID YkasblBaeT uHtepgenc, ven |IP-agpec 6yget ncnonb3oBatbcs B kadecTse |IP-
agpeca UCTovHUKa ansa otnpasku naketos RADIUS.

Mo ymonyaHuio
Bynet ncnone3oBaTtbces IP-agpec bnnxkaniwero nHrepdenca.
Pexnm BBoaa komaHAabl

Global Configuration Mode
Server Group Configuration Mode

YpoBeHb KOMaHAbI MO YMOJTYaHUIO
YposeHb 15
Ucnonb3oBaHue KOMaHAbI

[daHHas komaHga MOXeT NPUMEHATLCA ANng yka3aHusa nHtepdenca, Yyen IP-agpec 6yget ncnonb3oBaTbes B
kayectBe IP-agpeca nctoyHvka ansa otnpasku naketoB RADIUS. Ecnv HTEpdenc MCToYHMKa yKasaH Kak B
pexume rnobansHon HacTpowkmn (Global Configuration mode), Tak 1 B pexnme HaCcTpOiku rpynnbl cepBepoB
(Group Server Configuration mode), To HTEpENC NCTOYHMKE, YKa3aHHbIA B peXNME HAaCTPOMKU rpynnbl
cepBepoB, obnagaet NpMOpUTETOM.

Korga cepeep Haxoautcs Ha nopty ynpasneHus Out-Of-Band Management port, nonb3oBaTtens JomkeH
ykasaTb naeHTudukaTop nHtepdeinca (Interface ID) nopta ynpaenexusa Out-Of-Band B kayecTBe
WHTepdenca NCToYHMKa ANs OTNPaBKU MaKeTa C 3anpoCcoM Ha NOpPT yNpaBneHusl.

Mpumep

B gaHHOM npumepe nokasaHo, kak yctaHoButb VLAN100, 4yen IP-agpec 6ygeT ncnonb3oBatbCs B Ka4ecTBe
IP-agpeca uctoyHuka ansa otnpasku naketos RADIUS.

Switchfconfigure terminal
Switech {config)# ip radius source-interface wlan 100
Switch{config)#

7-18 ip tacacs source-interface

HaHHasi kKomaHga ucnonb3yeTcs Ans ykasaHus uHtepdelica, vYen IP-agpec byaet ncnons3oBaTtbcsl B
kayectBe IP-agpeca nctodyHuka ans otnpasku naketoB TACACS. cnonb3yite hopmy no, 4ToObI
BEPHYTLCA K HACTpOKKam MO YMOSYaHWIO.

ip tacacs source-interface INTERFACE-ID
no ip tacacs source-interface

MapameTpbl

INTERFACE-ID YkasblBaeT nHtepdeiic, yen IP-agpec OyaeTt ucnonb3oBatbes B kadecTtse IP-agpeca
McTovHMKa ans otnpasky naketoB TACACS.

Mo ymonuyaHuio
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Bynet ncnone3oBaTtbces IP-agpec 6nnxkariwero nHtepdeiica.
Pexxum BBOAa KOMaHAbI

Global Configuration Mode
Server Group Configuration Mode

YPOBeHbKOMaHAbInOyMOﬂHaHMm
YpoBeHb 15
Mcnonb3oBaHne KoOMaHAbI

HaHHasi kKomaHga MOXET NPUMEHATLCA Anst ykasaHusa nHTepdelica, ven IP-agpec 6yaeT ncnonb3oBatbes B
kayecTtBe IP-agpeca nctoyHmka ans otnpasku naketoB TACACS. Ecnu nHTepdeiic MCTOYHMKA yKa3aH Kak B
pexvme rnobanbHON HACTPOMKKM, TaK U B PEXMME HACTPOWMKM rpynrbl CEPBEPOB, TO MHTEPGENC NCTOYHUKA,
yKa3saHHbIV B peXMME HaCTPOWMKM rpynnbl CEpBEPOB, 0bNagaeT NpUopUTETOM.

Korga cepBep HaxoguTtcs Ha nopTy ynpaeneHus Out-Of-Band, nonb3oBaTtenb JOMmMKEH yKasaTb
naoeHTudmkaTop nHTepderica nopta ynpaeneHusa Out-Of-Band B kauecTBe nHTEpdenca NCTovHuKa ans
OTMpaBku NakeTa ¢ 3anPoOCoOM Ha NOpT YNpaBneHus.

Mpumep

B naHHoOM npumepe nokasaHo, kak yctaHoBute VLAN 100, yel IP-agpec 6ygeT ncnonb3oBatbCcs B KAYeCTBE
IP-agpeca nctovHuka ans otnpasku naketoB TACACS.

Switch#configure terminal
Switch {config)# ip tacacs scurce-interface wvlan 100
Switch{config)#

7-19 ipv6 radius source-interface

HaHHas KomaHga ucnonb3yeTcs Ans ykasaHus nHtepderica, yen IPv6-agpec byaet ncnonb3oBatbcs B
kavecTtBe IPv6-agpeca ncrouHunka ans otnpasku naketoB RADIUS. VcnonbaynTte doopMmy no, 4ToObl
BEPHYTLCS K HACTPOMKaM Mo yMOSYaHMI.

ipv6 radius source-interface INTERFACE-ID
no ipv6 radius source-interface

MapameTpsbl

INTERFACE-ID YkasblBaeT uHtepgenc, Yen IPv6-agpec Oyaet ncnonb3oBartbca B kavectse |IPv6-
aZpeca UCTodHMKa gnst otnpaeku naketoB RADIUS.

Mo ymonyaHuto
ByneT ucnonb3oBartbes IPv6-agpec Gnvkaniwero nHtepdgenica.
Pexxum BBOOAa KOMaHAbI

Global Configuration Mode
Server Group Configuration Mode

ypOBeHb KOMaHAbl N0 yMon4yaHuo

YpoBeHb 15
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Ucnonb3oBaHMe KOMaHAbI

HaHHas KomaHga MOXET NPUMEHATLCA Ans yka3aHusa nHTepderica, JYen IPv6-agpec 6ygeT ncnonb3oBatbes
B kauecTBe |IPv6-agpeca nctovHuka gns otnpaeky naketoB RADIUS. Ecnu nHtepgenc ncTovHuka ykasaH
KakK B pexume rnobanbHON HAaCTPOWKK, Tak U B PEXMME HACTPOWKU rpynnbl CEPBEPOB, TO MHTepdelic
WCTOYHMKA, YKa3aHHbIN B PeXMMe HaCTPOWMKM rpynnbl CepBepoB, 0bnagaet npruopuTeToMm.

Korga cepBep HaxoguTtcs Ha nopty ynpaeneHusa Out-Of-Band, nonb3oBatenb JomKeH ykasaTb
naeHTudmkaTop nHtepdenica (Interface ID) nopta ynpaeneHumsa Out-Of-Band B kauecTBe nHTepdpelica
WCTOYHMKA AN1S OTMPaBKM NakeTa C 3anpoCoOM Ha MOpPT ynpasneHus.

Mpumep

B oaHHoM npumepe nokasaHo, kak yctaHoBute VLAN 100, yen IPv6-agpec byaeT ncnonb3oBaTtbcs B
kadecTBe IP-agpeca nctouHmka gnst otnpaeku naketoe RADIUS.

itech#configure terminal
itch {config)# ipvé radius scurce-interface wlan 100
iteh {config) #

7-20 ipv6 tacacs source-interface

[aHHas kKomaHnga ucnonb3yeTcsa ans ykasaHus uHrepdgenca, ven IPv6-agpec byaeT ncnonb3oBaTbecs B
kavecTtBe IPv6-agpeca ncroyHunka gnst otnpaeku naketoB TACACS. Vicnonb3ynte popmy no, 4Tobbl
BEPHYTbCS K HACTpOMKaM No yMOMYaHuIo.

ipv6 tacacs source-interface INTERFACE-ID
no ipv6 tacacs source-interface

MapameTpbl

INTERFACE-ID YkasbiBaeT nHtepdeiic, yen IPv6-agpec Byaet ucnonb3oBatbes B kadectse |Pv6-
azpeca uctodHuka gns otnpasku naketoB TACACS.

Mo ymonyaHuio
ByneT ucnonb3oBatbes IPv6-agpec bnvxkaniuero nHtepdgenica.
Pexxvum BBOAa KOMaHAbI

Global Configuration Mode
Server Group Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15
Mcnonb3oBaHWe KOMaHAbI

[daHHas komaHga MOXeT NPUMEHATLCA Ans yKkasaHusa uHTepderica, Yen IPv6-agpec 6ygeT ncnons3oBatbes
B kayecTBe |IPv6-agpeca nctovHuka ansa ornpasku naketoB TACACS. Ecnu uHtepdenc nctodHmka ykasa
Kak B pexumMe rnobanbHON HaCTPOMKK, TaK U B PEXMME HAaCTPOVKM rpynnbl CEPBEPOB, TO MHTEPdENC
WCTOYHMKA, YKa3aHHbIN B PeXMME HAaCTPOWMKM rpynnbl CeEpBepoB, 0bnagaeT NpUopuTeETOM.

Korga cepBep HaxoguTcsa Ha nopTy ynpasneHust Out-Of-Band, nonb3oBaTenb A0OMMKEH yka3aTb
naeHTudmkaTop nHtepdenca nopta ynpasnexus Out-Of-Band B kayecTBe nHTepgenca NCTOYHNKA A1
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OTMNpaBku NakeTa ¢ 3aNPOCOM Ha NopT yrNpaBneHus.
Mpumep

B paHHOM npumepe nokasaHo, kak yctaHoBuTb VLAN 100, yen IPv6-agpec 6yaeTt ncnonb3oBaTbCs B
kadecTBe IP-agpeca ncrtouHmka gnst otnpaeku naketoB TACACS.

Switchfconfigure terminal
Switch (config)# ipwd tacacs scurce-interface wvlan 100
Switch{cenfig)#

7-21 login authentication

[aHHasn komaHaa ncnonb3yeTca and HaCTp0I7IKM cnncka mMeTtonos, ncnofb3dyemMoro ansa ayTeHTI/I(i)I/lKaLI,I/II/I C
MMeEeHeM nonb3oBaTtena Ana KOHerTHOI7I ceccun. VICI'IOJ'Ib3yI7ITe q)opmy no, 4YToOkI BEPHYTbCA K CMUCKY
MEeTOA0B NO YMOJTHaHUIO.

login authentication {default | METHOD-LIST}
no login authentication

MapameTpbl
default YKasblBaeT Ha ayTeHTUdUKALIMIO HA OCHOBE CMCKa METOA0B MO YMOMYaHUIO.
METHOD-LIST VMg cnucka MeTogoB Ans UCNofb30BaHUA.

Mo ymonyaHuto

Mo ymonuyaHunio Ncnomnb3yeTcsa CNMCOK METOA0B MO YMOMYaHUIO.

Pexxum BBOAA KOMaHAbI

Line Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 15

Ucnonb3oBaHne KOMaHAbI

YTtobbl ayTeHT1MKaLMa Yepes CNMCOK METOAOB BCTyNuia B cuny, CHavyana Bkntoumte AAA, UCNonb3ys
KomaHgy aaa new-model. CHayana co3gaiTe CnMCok MeTOA0B, MCMNOSb3ys KoMaHdy aaa authentication
login. Ecnn cnncok MeTogoB OTCYTCTBYET, TO KOMaHAa He BCTynaeT B CUrly, U ayTeHTudunkaums oyoet
BbIMOMHATBECA Yepes CMMCOK METOA0B C MMEHEM MOSb30BaTESNS N0 YMOSYaHUIO.

Korga BkntodeHa onuma aaa new-model, ons ayteHTUMKaumm ncnonb3yeTcs CAMCOK MeToa0B Mo
YMOJYaHUIO.

Mpumep

B naHHOM npuMepe nokasaHo, Kak yCTaHOBUTb FNOKarnbHYK CECCUI0 KOHCONW AN MCNOMNb30BaHUs cnmncka
MeToaoB “CONSOLE-LINE-METHOD” ansa ayteHTUdUKauumn ¢ uMeHeM nonb3oBaTtens.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Switchfconfigure terminal
Switchiconfig)# aaa authentication login CONSOLE-LINE-METHOD group groupZ local
Switch(config)# line console
Switch(config-line) # login authentication CONSOLE-LINE-METHOD
Switchi{config-line) #
7-22 radius-server deadtime
[aHHaa komaHga ucnonb3yeTca AN ykasaHus BpeMeHU No YMOMYaHuIo, No MCTEYEHNN KOTOPOro cepBeep,
KOTOPbIN HE MOXET OTBETUTb, ByaeT nponyLieH. Vicnone3ynte popMy no, 4ToObl BEPHYTLCS K HACTpoKam
Nno yMOJSTHaHMIO.
radius-server deadtime MINUTES
no radius-server deadtime
MapameTpsbl
MINUTES Bpems npocTtosi. KoppekTHbin gnanasoH: ot 0 go 1440 (24 yaca). Ecnn
YyCTaHOBIEHO 3HayeHne 0, cepBep, KOTOPbIN HE MOXET OTBETUTbL, He ByaeT
NMOMeYeH Kak He4eNCTBYIOLLNNA.
Mo ymonyaHuio
Mo ymonuyaHuio gaHHbIM 3HadYeHuem sensetcs 0.
Pexnm BBoga komaHAabl
Global Configuration Mode
YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 15
Ucnonb3oBaHue KoMaHAbl
HaHHas KomaHga MOXeT UCMOoNb30BaThCH AN yNy4LlleHWs BpeMeHW npouecca ayTeHTudmkaumm ¢ NoMoLLbo
yCTaHOBKM BpeMeHu npocTtosi (dead time) gns nponycka 3anucen y3noB cepeepa, KOTOpbI He MOXET
OTBETUTb.
Korga cuctema BbINOMHAET ayTeHTUMMKALMIO C MOMOLLLIO cepBepa ayTeHTUduKaLmmn, oHa npobyet
ncnonb3oBaTh OJMH CepBep 3a pas. Ecnn cepeep He oTBevaeT, cuctema 6yaeT npoboBaTtb crneayoLuii
cepBep. Korga cuctema obHapyXMBaeT, YTO CepBep He OTBeYaeT, OHa NOMETUT CepBep Kak HedeNCTBYIOLLMNA,
3anycTuT TaiMep BpeMeHU NPOCTOs U NPOMNYCTUT UX NPU ayTeHTUMUKaLMM NocneayoLLmx 3anpocoB 40
UCTeYeHNsa BpeMeHU NpoCTos.
Mpumep
B gaHHOM npumepe nokasaHo, Kak yCTaHOBUTb Bpems MpocTost 10 MUHYT.
Switch#configure terminal
Switch(config)# radius-server deadtime 10

Switchiconfig)#
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7-23 radius-server host

[aHHas komaHnga ucnonb3yeTcs ansa co3gaHus ysna cepsepa RADIUS. Mcnonb3ynte doopMy no gnsi

yZdaneHus yana cepsepa.

radius-server host {/{P-ADDRESS | IPV6-ADDRESS} [auth-port PORT] [acct-port PORT]
[timeout SECONDS] [retransmit COUNT] key [0 | 7] KEY-STRING
no radius-server host {IP-ADDRESS | IPV6-ADDRESS}

MapameTpbl

IP-ADDRESS

IP-agpec cepepa RADIUS.

IPV6-ADDRESS

IPv6-agpec cepsepa RADIUS.

auth-port PORT-NUMBER

(OnumoHanbHo) Homep UDP-nopTa HazHavyeHus Ans OTNpaBKy NakeToB
ayTeHTUuKaLmun. JuanasoH: ot 0 go 65535. YcraHoBUTe HOMep NopTa B
HOMb, ECNY Y3eN cepBepa He NpeAHa3HadeH aAns ayTeHTuduKauum.
3HaveHne no ymonyaxuio: 1812.

acct-port PORT-NUMBER

(OnuuoHanbHo) Homep UDP-nopTa Ha3HavyeHUs 4ns oTnpaBKy NakeToB
BefeHus yyeTa. [lnanasoH: ot 0 go 65535. YcTraHoBuTE HOMeEp nopTa B

HOJlb, €Clnkh y3eJ cepBepa He npegHa3HadveH and BeaeHnd yydyeTa. 3HaueHne

no ymonyanuto: 1813.

timeout SECONDS

3HayeHve Tanm-ayTa cepBepa. [luanasoH: ot 1 go 255 cekyHa. Ecnn
3Ha4YeHne He ykasaHo, TO 3HaYEHMEM MO YMOMYaHUIO SIBMSIETCS 5 CEKyHA.

retransmit COUNT

(OnumoHanbHO) KonmyecTBO NOBTOPHbLIX Nepefady 3anpocoB Ha cepsep,
korga oTBeT He nony4deH. 3HadeHue: ot 0 go 20. Ucnonbsynte 0 ans
OTKITIOYEHNsI NOBTOPHOW nepepayun. Ecnn 3HaveHne He ykasaHo, TO
3HayYeHeM No YMONYaHuo ABnseTcs 2.

0 (OnumoHanbHo) MNaponb B hopMe 00bIYHOro He3aLMgPOBAHHOIO TEKCTA.
OT0 sABNAETCS Onuuert No yMosyaHuto.

7 (OnumoHanbHo) MNaponb B 3awmndgpoBaHHOM dopMe.

key KEY-STRING Kntou, ncnonb3yembint 4ns CBs3W ¢ cepBepom. [1nmMHa kntova MoxXeT

cocTaBnATb oT 1 4o 32 CMMBOMOB He3alwngpoBaHHOIo TekcTa.

Mo ymonyaHuio

Mo yMonyaHuio cepeBep He HacTPOEH.

Pexnm BBoaa komaHAabl

Global Configuration Mode

ypOBeHb KOMaHAbl N0 yMOn4aHUO

YpoBeHb 15

Ucnonb3oBaHue KOMaHAbI

Mcnonb3ynTe aaHHas komaHngy anst co3gaHms yanos cepeepa RADIUS nepen tem, kak oHM MOTyT 6bITb
cBsA3aHbl ¢ rpynnon cepsepoB RADIUS ¢ nomoLLbo KoMaHabl Server.

Mpumep

B paHHOM nprMepe nokasaHo, Kak co3aaTtbh ABa y3na cepepa RADIUS ¢ pasHbimu IP-agpecamu.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Switch#configure terminal
Switch {cenfig)# radius-server host 172.19.10.100 auth-port 1500 acct-port 1501 timecut 8
retransmit 3 key RBCDE
Switch {config)$# radius-server host 172.19.10.101 auth-port 1600 acct-port 1601 timecut 3
retransmit 1 key ABCDE
Switch {config)#

7-24 server (RADIUS)

[aHHas komaHnaa ucnonb3syeTca Ans cesasbiBaHus yana cepsepa RADIUS (RADIUS server host) ¢ rpynnon
cepsepoB RADIUS (RADIUS server group). Vicnonb3yiite oopmy no Ans yaaneHus yana cepesepa 13
rpynnbl CepBepoB.

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS | IPV6-ADDRESS}

MapameTpbl
IP-ADDRESS IPv4-agpec cepsepa ayTeHTUdMKaunn.
IPV6-ADDRESS IPv6-agpec cepBepa ayTeHTUdUKaumm.

Mo ymonyaHuio

Mo ymonuyaHuio cepBep He HaCTPOEH.

Pexnm BBoaa komaHAabl

RADIUS Group Server Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 15

Mcnonb3oBaHne KOMaHAbI

VMcnonb3ynTe aaHHy0 KOMaHAy 4515 BXoda B peXxuM HacTponkm rpynnbl cepeepoB RADIUS (RADIUS group
server configuration mode). cnonb3ynte komaHay server ans cBasbiBaHus y3nos cepeepa RADIUS ¢
rpynnon cepeepoB RADIUS. OnpegeneHHas rpynna cepBepoB MOXET ObITb Yka3aHa B kadeCcTBe cnucka
MEeTOAOB ANsi ayTeHTudmkaumm unm BeaeHns ydeta Yepes komaHabl aaa authentication n aaa accounting.
Ucnonb3ynte komaHay radius-server host onsa cosgaHus 3anucu yana cepsepa. 3anvck ysna
naeHTudpmumpyetcs IP-agpecom.

Mpumep

B oaHHOM npumepe nokasaHo, Kak co3gath Aea y3na cepeepa RADIUS ¢ pasHbimu IP-agpecamu. pynna
CepBEpPOB 3aTeM CO34aeTcs C ABYMS y3naMu CEPBEPOB.
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Switch#cenfigure terminal
Switch{config)# radius-server host 172.19.10.100 auth-port 1500 timecut 8 retransmit 3 key
ABCDE
Switch{config)# radius-server host 172.19.10.101 auth-port 1600 timeocut 3 retransmit 1 key
ABCDE
Switch {cenfig)f#aaa group server radius groupl
Switch{c ig-sg-radius)$ server 172.19.10.100
Switch{c ig-sg-radius)f server 172.19.10.101
Switch{config-sg-radius)#
7-25 server (TACACS+)

[aHHaa komaHaa ucnonbdyetca Ang cesasbiBaHusa cepsepa TACACS+ ¢ rpynnon cepsepoB. Vicnonb3ynte
dopmMy no Ansa yoaneHus cepeepa U3 rpynnbl CEpBEPOB.

server {IP-ADDRESS | IPV6-ADDRESS}
no server {IP-ADDRESS | IPV6-ADDRESS}

MapameTpbl
IP-ADDRESS IPv4-appec cepBepa ayTeHTUdUKALUN.
IPV6-ADDRESS IPv6-appec cepsepa ayTeHTUdUKaLUN.

Mo ymonyaHuto

Mo ymonuyaHuto cepBep He HACTPOEH.

Pexxum BBOAA KOMaHAbI

TACACS+ Group Server Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 15

Mcnonb3oBaHue KoMaHAbI

WMcnonb3synte komaHay aaa group server tacacs+ ans Bxoga B peXXMM HacTPOMKK rpynnbl CEpBEPOB
TACACS+ (TACACS+ group server configuration mode). Vicnonb3yiite KomaHay server Ans CBsi3biBaHUSA
y3nos cepepa TACACS+ ¢ rpynnoii cepepoB TACACS+. OnpeaerneHHas rpynna cepBepoB MOXeT ObITb
yKkasaHa B Ka4yecTBe Cnuncka MeTOAOoB AnNs ayTeHTUdUKaLMmM unu BeeHns yveta Yepes KomaHabl aaa
authentication n aaa accounting. Vicnonb3yiite komaHay tacacs-server host anga cosgaHus sanucu yana
cepBepa. 3anucb y3na ngeHtugpuumpyertcs IP-agpecom.

Mpumep

B paHHOM nprmMepe nokasaHo, Kak co3aatb ABa y3na cepBepa TACACS+ ¢ pasHbimu IP-agpecamu. 'pynna
CepBepoB 3aTeM CO34aeTcs C ABYMsI y3naMu CEpPBEPOB.
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Switchf#configure terminal

Switch({config)# tacacs-server host 172.15.10.100 port 1500 timeout 8 key AB
Switch(config)# tacacs-server host 172.15.122.3 port 1600 timecut 3 key ABC
Switch({config)#faaa group server tacacs+ groupd

Switch({config-sg-tacacs+) # server 172.15.10.100

Switch({config-sg-tacacs+) # server 172.15.122.3

Switch({config-sg-tacacs+) #

7-26 show aaa

[aHHas komaHnga ucnonb3yeTcs ans otobpaxkeHns rnodanbHoro coctosiHusa AAA.
show aaa

MapameTpbl

Het

Mo ymonyaHuto

Het

Pexxum BBOAA KOMaHAbI

Privileged EXEC Mode
JTiobon pexkum KoHdurypauum

YpoBeHb KOMaHAbl N0 YMON4YaHWIo

YpoBeHb 1

Mcnonb3oBaHue KomaHAbl

Wcnonb3ynte a1y komaHgy ansa otobpakeHns rnobanbHoro coctosHua AAA.

Mpumep

B gaHHOM npumepe nokasaHo, kak 0TobpasnTb rnobansHoe coctosiHne AAA.
Switch# =how aaa

AAE i= enabled.

Switchs#

7-27 tacacs-server host

HaHHas kKomaHga ucnonb3yeTcsa Ans co3gaHus yana cepeepa TACACS+. Vicnone3ynte chopMmy no ans
yaaneHusi yana cepsepa.
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tacacs-server host {IP-ADDRESS | IPV6-ADDRESS} [port PORT] [timeout SECONDS] key [0 |
7] KEY-STRING
no tacacs-server host {{P-ADDRESS | IPV6-ADDRESS}

MapameTpbl

IP-ADDRESS IPv4-appec cepeepa TACACS+.

IPV6-ADDRESS IPv6-agpec cepsepa TACACS+.

port PORT-NUMBER (OnuuoHanbHo) Homep UDP-nopTa HasHavyeHust 4is OTNpaBKy NakeToB C
3anpocamu. Homep nopta no ymonyanuto: 49. [lnanasoH: ot 1 go 65535.

timeout SECONDS 3HauveHne Tanm-ayTa cepBepa. [nanasoH: ot 1 go 255 cekyHa. 3HayeHnem
Mo YMOM4aHuIo SBMsieTCs 5 CekyHA.

0 (OnumoHankbHo) Maponk B hopme 0ObIMHOro He3aLWMGPOBAHHOIO TEKCTA.
OT0 ABnAeTCA onumen No yMonyaHuio.

7 (OnuuoHanbHO) MNMaponb B 3awmndgpoBaHHOK hopMe.

key KEY-STRING Knto4, ncnonbsyemblin Ansi CBA3n ¢ cepsepoM. [nvHa knoya MoxeT

cocTtaBnATb oT 1 4o 254 cMMBONOB He3aLWMGPOBAHHOIO TEKCTA.

Mo ymonuyaHuio

Mo ymonuanuto y3en cepeep TACACS+ He HacTpoOeH.
Pexum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHu!Io

YpoBeHb 15

Ucnonb3oBaHne KOMaHAbI

Wcnonb3ynte komaHay tacacs-server host ans cosgaHus yanos cepsepa TACACS+ nepepn TeM, Kak OHU
MOryT BbITb CBSA3aHbI ¢ rpynnon cepeepoB TACACS+ ¢ NOMOLLbIO KOMaHabl server.

Mpumep

B paHHOM npuMepe nokasaHo, Kak co3aatb ABa yana cepBepa TACACS+ ¢ pasHbivu IP-agpecamu.

Switch#configure terminal

Switch(config)# tacacs-server host 172.19.10.100 port 1500 timeout 8 key ABCDE
Switch(config)# tacacs-server host 172.1%.122.3 port 1600 timeocut 3 key ABCDE
Switch(config)#

7-28 show radius statistics

HaHHas komaHga ucnonb3yeTcs anst otobpaxeHus cratnctmkn RADIUS ansa nakeToB BegeHMs yveTa u
ayTeHTucmkaumn.

show radius statistics

MapameTpbl
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Het

Mo ymonyaHuto

Het

Pexxum BBOAa KOmaHAabI

User/Privileged EXEC Mode
JTiobon pexum KoHdurypauum

YpoBeHb KOMaHAbI MO YMOM4YaHUo

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

Mcnonb3ynte gaHHyo komaHay Ansg 0TobpaKeH sl CHETYNKOB CTaTUCTUKN, OTHOCSALLMXCS K CepBeEpPaM.
Mpumep

B gaHHOM npumepe nokasaHo, Kak 0TOBpasnTb CHETUMKN CTaTUCTUKN, OTHOCSLLIMECS K CepBepaM.

Switchf#show radius statistics
RADIUS Server: 172.19,.192.80: Ruth-Port 1645, Acct-Fort ladé

State iz TP

Buth. Aeot.,
Round Trip Time: 10 10
hecess Regquests: 4 HA
Beocess Accapts: i HA
Aeocess Rejacts: 4 HA
Ahecess Chal lenges: 0 HA
keect Bequest: NE 3
BAeot Besponse: HA 3
Retransmissicns: 0 ]
Malformed Responses: 0 ]
Bad Authenticators: ] ]
Fending Regquests: 0 ]
Timeouts: ] ]
Unknown Types: 0 ]
Packets Dropped: 0 ]
OTo6paxaemMble NnapameTpbl
Auth. Ctartuctvka onsi NnakeToB ayTeHTUgUKaLmm.
Acct. CrtatucTtuka 054 NakeToB BeOeHNA y4eTa.
Round Trip Time MHTepBan BpemeHu (B COTbIX JONAX CEKYHAbI) MEXOY CaMblM NOCEAHUM

OTBETOM W 3aMpoCcoM, KOTOPbI COOTBETCTBYET EMY, C 3TOMO cepBepa
RADIUS.
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Access Requests

Konunyecteo naketoB RADIUS Access-Request, oTnpaBneHHbIX Ha JaHHbIN
cepBep. He BkntoyaeT NOBTOPHbIE Nepeaayn.

Access Accepts

KonunyectBo naketoB RADIUS Access-Accept (OeNCTBUTENBHbLIX UK
HedencTBUTENbHbIX), MONYYEHHbIX C AaHHOIO cepBepa.

Access Rejects

Konnyectso naketoB RADIUS Access-Reject (aencTButensHbIX Unm
HedeNCcTBUTENbHBIX), MONYYEHHbIX C AaHHOro cepaepa.

Access Challenges

Konnyectso naketoB RADIUS Access-Challenge (aenctBuTENbHBLIX UNn
HedeNCcTBUTENbHBIX), MONYYEHHbIX C AaHHOro cepaepa.

Acct Request

KonunyectBo oTnpaBneHHbix naketoB RADIUS Accounting-Request. He
BKITHOYAET NMOBTOPHbIE Nepeaayu.

Acct Response

KonunyectBo naketoB RADIUS, nonydeHHbIX Ha accounting-nopTy oT
JaHHOro cepBeepa.

Retransmissions

Konnyectso naketoB RADIUS Request, NOBTOPHO nepegaHHbIX JaHHOMY
cepBepy RADIUS. lNMoBTopHbIE Nepefayn BKNOYAKOT 3anucu, rae
naeHtudmkartop u Acct-Delay 6binm 0GHOBMEHBI, TaK >Xe Kak U Te, B KOTOPbIX
OHW OCTaloTCA OAMHAKOBLIMU.

Malformed Responses

KonnyectBo owmnbouyHbix naketoB RADIUS Response, nony4eHHbIX oT
OaHHoro cepeepa. OWwWnboYHbIE NAKeTLI BKIOYAOT NAKETbl C HEKOPPEKTHOM
anvHon. HesepHble ayTeHTUdUuKaTopsl, unu atpmubyTel Signature, nnm
HEN3BECTHbIE TUMbI HE BKIOYAOTCS B OLUMOOYHbIE OTBETbI.

Bad Authenticators

KonunyectBo naketoB RADIUS Response, cogepxalux HEKOPPEKTHbIE
ayTeHTUmKaTopbl Unu aTpmnbyThl Signature, NonyyYeHHbIX OT JAHHOMO
cepsepa.

Pending Requests

Konuyecteo naketoB RADIUS Request, npegHasHayeHHbIX Ansg 4aHHOro
cepBepa, BpeMs KOTOPbIX eLLe HEe UCTEKIO, NN HE MOSTy4YMBLUMX OTBET. JTa
nepemMeHHasi yBenmuymBaeTcs, Koraa 3anpoc oTnpaBnsaeTcs, U YMeHbLIaeTcs
n3-3a npvema OTBETA, TaiM-ayTa Unu NnoBTOPHOW nepeaayu.

Timeouts

Konu4yectBo TaiM-ayToB Ans JaHHOro cepsepa. [ocne TanM-ayTa KnMeHT
MOXET MOBTOPUTL MOMbLITKY C TEM € CEepBEPOM, OTNPaBUTbL APYromy
cepBepy unu otkasartbces. [oBTopHas NonbiTka ¢ TEM Xe CepBepPOM
CUMTaeTCsa Kak NOBTOPHas nepegaya, a Takke kak TanmM-ayT. OTnpaeka
OPpYromy cepBepy CHATaAETCH Kak 3anpoc, a Takke Kak Tanm-ayT.

Unknown Types

KonunyectBo naketoB RADIUS Hen3BeCTHOro Tuna, Nosly4eHHbIX OT JaHHOro
cepsepa.

Packets Dropped

KonuyectBo naketoB RADIUS Hen3BeCcTHOro T1na, NonyyeHHbIX OT JaHHOro
cepBepa 1 OTOPOLLEHHbIX MO KaKoN-nNnbo npuymHe.

7-29 show tacacs statistics

[laHHaa komMaHZa vncnonb3yeTcs AN 0TOBPaXXeHUs! YCIIOBUI B3aUMOAENCTBIUS C KaxKablM CepBepOM

TACACS+.

show tacacs statistics

MapameTpsbl
Het

Mo ymonyaHuto
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Het
Pexnm BBoga KomaHAbI

User/Privileged EXEC Mode
JTiobon pexxum koHurypaumm

YpoBeHb KOMaHAbl MO YMOMMYaHUI0

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

VMcnonb3ynte gaHHyo komaHay 4N 0ToOpaXKeHUs CHETYMKOB CTaTUCTUKN, OTHOCSLLMXCS K CEpBEpPaM.
Mpumep

B paHHOM npvMepe nokasaHo, kak 0TOOpa3nTb CYETUMKM CTAaTUCTUKKU, OTHOCSILLMECS K CepBepaMm.

Switch# show tacacs statistics

TACARCS+ Serwver: 172.19.192.80/49, State is UF
Sccket Opens: 0O

Socket Closes: 0

Total Packets Sent: 0

Total Packets Recw: 0

Reference

Count: 0

OTob6paxaemMblie NnapameTpbl

TACACS+ Server IP-agpec cepBepa TACACSH+.

Socket Opens KonuyectBo ycnewHbix nogkntodeHmn TCP socket k cepsepy TACACS+.
Socket Closes KonunyectBo ycneLHo 3akpbITbix nonbiTok TCP socket.

Total Packets Sent KonnyectBo nakeToB, oTrnpaBneHHbix cepeepy TACACS+.

Total Packets Recv Konu4yectBo nakeToB, nonyyeHHbIx oT cepeepa TACACS+.

Reference Count KonunyecTtBo 3anpocoB ayTeHTudmkaumm ot cepeepa TACACS+.

8. ba3oBble KOMaHAbl HacTpouku IPv4

8-1 arp

HaHHas komaHga ucnonb3yeTca anst fobaeneHus ctatnyeckon 3anmcu B kaw ARP (Address Resolution
Protocol). Vicnonbayiite bopmy no, 4ToObl yaanuTb cTtaTnyeckyto 3annck us kawa ARP (Address Resolution
Protocol).

arp IP-ADDRESS HARDWARE-ADDRESS
no arp IP-ADDRESS HARDWARE-ADDRESS
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MapameTpbl

IP-ADDRESS YxaxuTte |IP-agpec.

HARDWARE-ADDRESS Ykaxute MAC-agpec (48-6UTHbIN).

Mo ymonuyaHuio

B kawe ARP HET HM 04HOW CTaTUYECKOW 3anucu.

Pexxum BBOga KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Tabnuua ARP obecneunBaeT conocTtaeneHue IP-agpecos ¢ MAC-agpecamu. [laHHOe COOTBETCTBUE
XpaHUTCS B NaMATU U He 3anpalunBaeTcs NOCTOSIHHO. Yka3aHHas KomaH4a ucnonb3yeTcs anst fobaeneHus
ctatnyeckmnx ARP-3anncen.

Mpumep

B npumepe nokasaH npouecc aobaenenunsa cratudeckon ARP-3anvcn ansa tpagmumoHHoro Ethernet-yana.

Switch# configure terminal
Switch{config)# arp 10.31.7.19 0800.03900.15834

Switch (config)#

8-2 arp timeout

HaHHas KomaHga ucnonb3yeTcs Anst HACTPOWKM BpeMeHu cTapeHus (aging time) ARP-3anucen B Tabnmue
ARP. Ucnonb3yiite bopmy no, 4Tobbl BEPHYTHCSA K HACTPOMKaM MO YMOSTYAHWIO.

arp timeout MINUTES
no arp timeout

MapameTpbl

MINUTES YKkaxute TamayT, N0 UCTEeYEHNU KOTOPOro AMHaMmMyeckas 3anucb yctapeet
npv YCNoBUKN OTCYTCTBUS CETEBOW aKTMBHOCTUW. [JonycTuMble 3HadeHus — ot 0
0o 65535. Ecnu ykasaTb 0, To 3an1cn ARP Hukorga He ycTapeBatoT.

Mo ymonyaxuto
Mo ymonuyaHuto yctaHoBREeHO 240 MUHYT.
Pexum BBOga KOoMaHAbI

Interface Configuration Mode
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Swit
Swit
Swit

Swit

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12
Ucnonb3oBaHue KOMaHAbI

[aHHas KomaHga ucnonb3yeTcs ans HacTporiku BpemeHu ctapeHusa ARP-3anncen B Tabnuue ARP.
WNcnonb3ynte chopmy no, 4ToObl BEPHYTLCHA K HACTPOMKaM NO yMOSYaHMIO.

Mpumep

B naHHOM npuMepe nokasaHo, Kak 3aaatb TaI7IM-ayT NpoAOoIKNTENTbHOCTbLIO 60 MUWHYT, 4yTOObI 3anncK
yCtapeBanu 6bICTpee, 4YeM 3TO NO3BONAKOT HaCTpOIZKVI no ymoJ14aHuio.

ch# configure terminal
chi{config)# interface wlan 1
ch{cenfig-if)# arp timecut &0
ch{config-1i£)#

8-3 clear arp-cache

[aHHas komaHga ucnonb3yetcs s yaaneHus auHamuyeckmx ARP-3anvcein n3 tabnuupi.

clear arp-cache {all | interface INTERFACE-ID | IP-ADDRESS}

MapameTpbl

all YKaxuTe, 4ToObl MONTHOCTBIO OYUCTUTL KoL AnHamMudecknx ARP-3anucen,
CBS13aHHbLIX CO BCEMW MHTepdercamu.

INTERFACE-ID Ykaxute ngeHtudmkatop nHrepdgenca (Interface ID).

IP-ADDRESS YkaxuTe IP-agpec guHamunyeckon ARP-3anucu, kKoTopyto Heobxoanmo

yaoanutb.

Mo ymonuyaHuio

Het

Pexxum BBOga KoMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

HaHHas KomaHga ucnonb3yeTcs Anst yaaneHus gnHaMmmdeckux anucen n3 tabnuusl ARP. MNonb3oBatenb
MOXET yaanuTb cpasy Bce AUHaMUYecKue 3anncu, TorbKo BbiOpaHHbIe AMHaMUYECKNe 3anncu unm Bce

OnHaMmn4yeckmne 3anmcum ana KOHKpeETHOro MHTepd)eIan.

Mpumep
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B naHHOM npumMepe nokasaHo, Kak yaarntb BCe AMHaMmn4eckme 3anmncu n3 Kkalla ARP.

Switch# clear arp-cache all

Switch#

8-4 ip address

[aHHasa komaHga ncnonb3yeTcsa Ans HasHayYeHnsa NHTepency NnepBMYHOIo UM BTOpUYHOro agpeca IPv4
unu aBToMaTtu4veckoro nony4venus IP-agpeca ot DHCP-cepBepa. Vicnonb3ynte oopMy no, 4ToObl yaanuTb
HacTpowku IP-agpeca unu otkntounte DHCP Ha nHTepdeiice.

ip address {/P-ADDRESS SUBNET-MASK [secondary] | dhcp}
no ip address [/P-ADDRESS SUBNET-MASK | dhcp]

MapameTpsbl

IP-ADDRESS Ykaxwute IP-agpec.

SUBNET-MASK Ykaxute macky nogcetu ons coorsetcTytowero IP-agpeca.

secondary (OnumoHanbHO) YKaxuTe, ecrnv HaCTPOEHHbIN agpec ABASAETCS BTOPUYHbLIM
IP-agpecom. Ecnu gaHHoOe Knto4eBoe COBO HEe YKa3aHOo, HaCTPOEHHbIN
agpec byget saBnsaTbCcA nepBuYHbIM IP-agpecom.

dhcp Ykaxute, 4tobbl nonyunte IP-agpec ot DHCP-cepBepa.

Mo ymonyaHuto

IP-agpec no ymonuanuto ana VLAN 1: 10.90.90.90/8.

Pexxvm BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUI0

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

IPv4-agpec nHTepderica MoXeT ObiTb 3a[aH MONb30BaTENIEM BPYYHYIO UM OUHAMUYECKM (aBTOMATUYECKM)
Ha3HaueH cepBepom DHCP. Npu HacTpolke BpyYHYIO Nosfib3oBaTeNb MOXET HadHaunTb B ogHy VLAN cpa3sy
Heckonbko ceTen ¢ IP-agpecom ansa kaxgon. OgunH ns atux IP-agpecoB fomkeH ObiTb OCHOBHBLIM |P-
afpecomMm, a ocTanbHble — BTOopocTeneHHbiMU. OCHOBHOM agpec ucnonb3yeTcs B kavecTBe |IP-agpeca
WCTOYHMKA AN OTnpaBneHHbIX ¢ MHTepderca coobuweHnn SNMP trap unn SYSLOG. Vicnonb3ywnte komaHgy
no ip address ans yganeHus 3agaHHoro IP-agpeca.

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpoutb 10.108.1.27 B kayecTBe OCHOBHOro agpeca, a 192.31.7.17 n
192.31.8.17 B kayecTBe BTOpOoCcTeneHHbIX agpecos and VLAN 100.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Switch# configure terminal

Switch{config)# interface wlan 100

Switchi{config-if)# ip address 10.108.1.27 255.255.255.0
Switch{config-i£f)§ ip address 192.31.7.17 255.255.255.0 secondary

Switch{config-if)# ip address 192.31.8.17 255.255.255.0 secondary

Switch{config-i£f)4#

8-5 ip proxy-arp

[aHHasa komaHaa ucnonbayeTcsa Ang BrkAoveHus onumm proxy ARP ans nHtepdenca. Vicnonbayinte
dopMy no, 4TOObI BEPHYTLCHA K HACTPOMKaM Mo yMOMYaHMIo.

ip proxy-arp
no ip proxy-arp
MapameTpbl
Het

Mo ymonyaHuio

[aHHas onuusa No yMomnyaHuio OTKIKYEHa.

Pexnm BBOoga KomaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

Vcnonb3ynTte gaHHyto KOMaHay Ang HacTporku Ha nHtepdernce onuumn proxy ARP. IMNpu BKNOYEHUN proxy
ARP cuctema 6yget otBevaTb Ha 3anpockl ARP ans IP-agpecoB nokanbHbix nogceten. MexaHuam proxy
ARP MOXeT ncnonb3oBaTbCAa B CETU, FAe AMs Y3MNOB HE HACTPOEH LUMH03 MO YMOYaHUIO.

Mpumep

B paHHOM npuMepe nokasaHo, Kak BKkrounTb proxy ARP ansa nHtepgeinca VLAN 100.

Switch# configure terminal
Switch{config)# interface wlan 100
Switch{cenfig-if)# ip proxy-arp

Switeh{config-i£)#

8-6 ip local-proxy-arp

[aHHas komaHaa ucnonb3yeTcs Ans BKYeHUs Ha uHTepdgence onuum local proxy ARP. Ucnonb3ynte
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Swit
Swit
Swit

Swit

dopMy no, YToGbl BEPHYTLCS K HACTPOKaM Mo YMOSYaHuIo.

ip local-proxy-arp
no ip local-proxy-arp

MapameTpbl

Het

Mo ymonuyaHuio

[daHHas onumsa nNo yMon4aHuio OTKIYeHa.

Pexxum BBoAa komaHabl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 12

Ucnonb3oBaHne KoMaHAbI

Wcnonb3ynte gaHHyo komaHady Ans sknodeHus onuum local proxy ARP Ha uHtepdpence. KomaHaa
ucnonb3yetcsa B ocHoBHOM VLAN, oTHOCcsILLeNCs K AoMeHy n3onupoBaHHown cetu VLAN, Ansa BknoYeHUs
MapLUpyTU3aumm nakeToB Mexay BTopocTeneHHbiMu cetamu VLAN nnm nsonMpoBaHHbIMU NOpTaMu B
npegenax gomeHa. KomaHga cpaboTaeT TONbKO Nocne BKIOYEHUS ONUuK ip arp proxy.

Mpumep

B paHHOM nprmepe nokasaHo, Kak BkItounTb local proxy ARP Ha nHTepderice VLAN 100.

ch# configure terminal
chiconfig)#4 interface wvlan 100
ch{config-i1£)# ip local-proxy-arp
chi{contig-1£)#

8-7 ip arp elevation

[aHHasa komaHaa ncnonb3yeTcd And Ha3sHa4YeHuA ©onee BbICOKOro npmnopuTteTa BCeEM ARP-naketam aToro
KOMMYTaTOpa no cpaBHEHUO C OCTalibHbIMUN ARP-nakeTamu.

ip arp elevation
no ip arp elevation

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonuaHuto Bce ARP-nakeTbl UMEKT 0QNHAKOBbIA NPUOPUTET.

Pexxum BBoaa KomaHAabl
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Global Configuration Mode
YpoBeHb KOMaHAbI MO YMON4YaHUIo
YposeHb 12

Mcnonb3oBaHue KoMaHAbI

WMcnonb3ynte gaHHyto komaHay Ansd HasHadeHus Bcem ARP-naketam a1oro kommyTtatopa 6ornee BbICOKOro
npuopuTeTa No cpaBHEHUO ¢ ocTanbHbIMn ARP-nakeTamu.

Mpumep

B naHHOM npumepe nokasaHo, Kak BKNHYNTL noBbiweHne npuoputeTa IP ARP.

Switch# configure terminal
Switch {config)# ip arp elevation
Switchi{contig)#

8-8 ip mtu

[aHHas komanga ucnonb3yeTcsa ans HacTporku 3HadveHnss MTU. Mcnonbayiite popmy no, 4Tobbl BEPHYTHCS
K HacTpoKrKaMm no yMOm4yaHuio.

ip mtu BYTES
no ip mtu

MapameTpsbl

BYTES YkaxuTte 3HadyeHune IP MTU. [Inana3oH JonyCTMMbIX 3Ha4eHun: ot 512 go
16383 GanT.

Mo ymonuyaHuio

Mo ymonuaHuio yctaHoBneHo 3HadeHne MTU 1500 6anT.

Pexxum BBOAa KOmaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

HekoTopble NpoToKoMbl MapLupyTm3aumnn, Takme kak OSPF, 6yayT aHOHCMpoBaThb 3TOT napameTp B
OBHOBMEHMAX MapLLPYTOB.

Mpumep

B gaHHOM npumepe nokasaHo, kak 3agatb 3HavyeHne MTU pasmepom 6000 6ant gns VLAN 4.
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Switch# configure terminal
Switch{contig)f# interface wlan 4
Switch{config-if) ip mtu &000
Switch{config-1i£)#

8-9 show arp

[aHHasa komaHaa ncnonb3yeTca and OT06pa)KeHI/IFI OaHHbIX kawa ARP.

show arp [ARP-TYPE] [ip-address [MASK]] [INTERFACE-ID] [HARDWARE-ADDRESS]

MapameTpbl

ARP-TYPE (OnumnoHanbHO) Ykaxute Tun ARP.
dynamic — gnsa otobpaxeHns Tonbko AnHamunyeckux ARP-3anucen.
static — ona oTobpaxkeHus Tonbko ctatudecknx ARP-3anucei.

IP-ADDRESS [MASK] (OnumoHanbHO) YkaxuTe, ecnv Heobxoanmo 0ToOpasnTb ONpeaereHHy
3anucb Unu 3anucy onpeaeneHHon ceTu.

INTERFACE-ID (OnumoHanbHo) YkaxuTe, ecnu Heobxoaumo otobpasnTte ARP-3anucuy,

CBA3aHHbIE C onpe,u,eneHHO|7| CeTblo.

HARDWARE-ADDRESS (OnumoHanbHO) YkaxuTe, ecnv Heobxogumo otobpasntb ARP-3anncu, yen
annapaTtHbI agpec paseH gaHHomy MAC-agpecy.

Mo ymonuyaHuio
Het
Pexxum BBOAa KOmaHAbI

User/Privileged EXEC Mode
JTiobon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

[aHHas KomaHga No3BoNsAeT 0TOOpa3anTb MHpopMaumo ans onpeaeneHHon ARP-3anvcuy, Bcex ARP-
3anuncen, JUHAMUYECKUX NN CTaTUYECKMX 3anncen, a Takke Ang 3anucen, CBA3aHHbIX ¢ onpegeneHHbIM |P-
MHTEpPdENCOM.

Mpumep

B paHHOM npumMepe nokasaHo, Kak 0TobpasnTb AaHHbIe kawwa ARP.
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Switeh$ show arp

S - Statiec Entry

IF Address Hardware Addr

S 10.108.42.112 00-00-a7-10-4b-af
10,108 .42,.114

10.108 .42,.121

00-00-a7-10-85-9B

00-00-a7-10-68-cd

Total Entries: 3

Switch#

IF Interface Aoge (min)
vlan 100 forever
vlan 200 forever
v1lan 300 125

8-10 show arp timeout

[aHHasn komaHaa ncnonb3yeTcd and 0T06pa)KeHl/Iﬂ BpeMeHN CTapeHunsa 3anucen B kawe ARP.

show arp timeout [interface INTERFACE-ID]

MapameTpbl

interface INTERFACE-ID

(OnumnoHanbHO) Ykaxute nageHtndukatop nHtepdetrica (ID).

Mo ymonyaHuio
Het
Pexnm BBOoga KomaHAbl

User/Privileged EXEC Mode
JTto6on pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 1

Ucnonb3oBaHue KOMaHAbI

[aHHas komaHnga ucnonb3yeTcsa Ansa otobpaxkeHnsa 3agaHHoro BpeMeHun ctapenns ARP-3anucen.

Mpumep

B npaHHOM npumepe nokasaHo, kak oTobpa3nTb BpeMs ctapeHuss ARP-3anucei.
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Switch# show arp timecut

Interface Timeout {(minutes)
vlan 100 30

vilan 200 40

Tetal Entries: 2

Switch#

8-11 show ip interface

[aHHas komaHnga ucnonb3yeTcs ansa otobpaxxeHnsa nHgopmaumm no IP-uHTepdericy.

show ip interface [INTERFACE-ID] [brief]

MapameTpsbl

INTERFACE-ID (OnumoHanbHo) Ykaxute, 4Tobbl 0TOOpa3uTb nHdopMaLmio No onpegeneHHomy IP-
UHTepgency.

brief (OnuunoHanbHO) YkaxuTe, 4Tobbl 0TOBpa3nTbL nHdopmaumio no IP-nHTepdericy.

Mo ymonyaHuio
Het
Pexnm BBOoga KomaHAbl

User/Privileged EXEC Mode
JTio6on pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbI

Ecnun napameTp He ykasaH, bygeT otobpaxatbcsa nHdopmMauus ans Bcex MHTepdencos.

Mpumep

B oaHHOM Npumepe nokasaHo, kak 0Tobpa3nTb KpaTKyto MHdopMauuio no IP-uHtepdeiicy.
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Switch#show ip interface brief

Interface IF Address Link Status
vlan 1 10.90.903.4940 up
mogmt ipdif 192 .168.0.1 down

Total Entries: 2

Switch#

B npaHHOM npuMepe nokasaHo, kak 0TobpasuTb MHdopmaumto ans nHrepgenca VLAN 1.

Switchfshow ip interface wlan 1

Interface wlan 1 is enabled, Link status is up
IF address is 10.390.90.90/8 {Manual)
ARP timesut iz 240 minutes.
IF MTU is 1500 bBytes
Helper Rddress is not set
Froxy ARF is disabled
IF Local Proxy ARP is disabled
IF Directed Broadcast is disabled

gratuitous-send is disabled, interval is 0 seconds
Total Entries: 1

Switch#

B oaHHOM Npumepe nokasaHo, Kak 0To6pa3nTb MHpopMauuo aAnst uHtepdenca loopback 1.

Switchfshow ip interface loopback 1

Interface loopbackl is enabled

IFP address is 192.168.1.1/24 {Manual)
Total Entries: 1

Switch#

8-12 ip directed-broadcast

laHHaa koMaHaa ncnonb3yeTcs Ans BKIOYeHMs Npeobpa3oBaHns HanpaseHHbIX LNMPOKoBeLLaTeNbHbIX
pacchbINoK, Nofy4aeMbIX MHTEPEENCOM, B pacChISKU KaHanNbHOMo YPOBHS, KOrda CeTb HasHaYeHus
noAKmnoyYeHa HenocpeAcTBEHHO K KOMMYyTaTopy. Micnonbayiite opMy no, YToGbl OTKMHOYUTD
npeoGpasoBaHue.

ip directed-broadcast



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Swit
Swit
Swit

Swit

no ip directed-broadcast
MapameTpbl
Het
Mo ymonyaHuio
[daHHas onumsa No yMon4aHuio OTKMYeHa.
Pexx1m BBOOa KOoMaHAbI
Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMON4YaHUo
YposeHb 12
Mcnonb3oBaHue KoMaHAbI
HMcnonb3ynte gaHHyo komaHay A1 HAaCTPOWKN Ha uHTepdence HanpasneHHOW LWNPOKOBeLLaTeNbHON
paccbinku. [laHHaa komaHaa He BNuAeT Ha MapLUpyTU3auuio 0OA4HOaapPECHbIX NakeToB, nepegady naketos
HanpaBsfeHHON LUMPOKOBEeLLaTENbHOW PaCChINKK 3a Npeaernbl fnokansHON ceTu.
[daHHas kKomaHaa BNuseT TOMbKO Ha nepeaadvy NakeToB HanpaBfeHHON LWNMPOKOBELLLATENBLHON PaCcChInku, Ans
KOTOpPbIX CETU Ha3HaYeHUs SABMSATCA NOKaNbHbIMU MOACETAMU KOMMyTaTopa. [Mpu BKNHOYEHUM ONUmm
HarnpaBreHHON LIMPOKOBELLATENBHOW pacchifiki nakeTbl byay npeobpa3oBaHbl B LUMPOKOBELLATENBHBIE U
HanpaBreHbl BCEM y3raM CETU Ha3HaveHus. B kayecTBe nHTepderica OTIpaBku MOXET UCMONb30BaTbLCSA
MHTepdenc NonyyYeHnsa nnu gpyrme nHTepdencol KommyTatopa.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKIYMTb HanpaBneHHyo LWMPOKOBELLATENbHYIO PacChIKy Ang
uHtepdenca VLAN 100.

ch# configure terminal
chiconfig)# interface wlan 100
ch{config-1f)# 1p directed-broadcast

chi{config-1£)#

9. basoBble KOMaHAbl HACTPOWKKN IPv6

9-1 clear ipv6 neighbors

HaHHas komaHnaa ucnonb3syeTcd AN yaaneHnsa anHaMmmnyeckux sanuncein ns IPv6 neighbor cache.
clear ipv6 neighbors {all | interface INTERFACE-ID}

MapameTpbl

all Ykaxute, 4tTobbl yoanuTb AuHamudeckume 3anuncu ns IPv6 neighbor cache ans
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BCEX MHTepdencos.

interface INTERFACE-ID YKaxuTe, 4ToObl yaanuTe guHammnyeckme 3anucu ns IPv6 neighbor cache ans
KOHKpeTHOro nHtepdenca.

Mo ymonuyaHuio

Het

Pexum BBOga KOoMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAabl

[aHHaa komaHaa ucnonb3yeTcs TONbKO ANg yaaneHus aMHamumyecknx 3anmcen n3 IPv6é neighbor cache.
Mpumep

B npumepe nokasaHo, kak ounctutb IPv6 neighbor cache anga nHtepderica VLAN 1.

Switch# clear ipwvid neighbors vlan 1

Switch#

9-2 ipv6 address

[aHHasa komaHga ucnonb3yeTcsa Ans pydYHon HacTpouku IPv6-agpeca Ha nHtepderice. Vicnonb3ynTte goopmy
no, 4TobObl yaanuTb 3agaHHbIA Bpy4Hyto IPv6-agpec.

ipv6 address {/IPV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-BITS/PREFIX-LENGTH |
IPV6-ADDRESS link-local}

no ipv6 address {/IPV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-BITS/PREFIX-
LENGTH | IPV6-ADDRESS link-local}

MapameTpsbl

IPV6-ADDRESS Ykaxute IPv6-agpec 1 gnvHy npedukca s noaceTu.

PREFIX-LENGTH Ykaxute anvHy npecukca. [pedumkc IPv6-agpeca Takke sBnsetcd
NoKanbHOW NoAceTbi0 Ha MHTepdence.

PREFIX-NAME Ykaxute umsi npedumkca, ncnonb3ys He donee 12 cumeonos 6e3 npoberos.

SUB-BITS Ykaxute ceTeByto 1 y3noByto yacTu IPv6-agpeca.

link-local YkaxuTte agpec Link-local.

Mo ymonuyaHuio
Het

Pexum BBOAa KOMaHAbl
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Swit
Swit

Swit

Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMON4YaHUo
YposeHb 12

Mcnonb3oBaHue KoMaHAbl

IPv6-agpec moxeT OblTb 3aaH Nonb3oBaTenieM BPYyYHYH UM Ha3Ha4YeH C UCMoSb30BaHMEM OCHOBHOTO
npedwukca, nonyyaemoro knmeHtom DHCPV6. Ecnn ncnons3osaHne komaHapl ipv6 address He
nnaHupyeTcs, To NpegBapuTernsHoe Nony4YeHne OCHOBHOMO npedmkca He Tpebyetca. [ns HacTponku IPv6-
agpeca OCHOBHOW npedmkc Heobxoaumo nony4nTb 3apaHee. 3agaHHbli IPv6-agpec 6yaet yaaneH, ecnu
TanM-ayT Nnony4yeHns OCHOBHOIo npedmkca uctek, unm npedukc yaaneH. IPv6-agpec popmunpyetcs ¢
MCMNOMb30BaHMEM OCHOBHOTIO npechrKca B rMaBHOM YacTu OUT, UCKITHoYas YacTb OCHOBHOIO npedmkca B
OCTaBLUelcs YacTu our.

WHTepdency MOXHO HasHaunTb Heckonbko |IPv6-agpecoB, MCNONb3ysa Afs 3TOr0 pasfvMyHble MeXaHu3mbl,

BKMOYas pPy4vHYO HaACTPOWKY, HacCTpouKy agpecoB 6e3 coxpaHeHusi cocTosiHus (Stateless address
configuration) n HacTpoliky agpecoB ¢ coxpaHeHneM cocTosaHus (Stateful address configuration).

Mocne 3aBepuleHus HacTponkn IPv6-agpeca wuHTepdenc nonyyaet paspelueHne Ha obpaboTtky IPv6.
Mpedukc 3apaHHoro IPv6-agpeca aBTOMaTUYECKM aHOHCUMPYETCH B KayecTBe npedukca B nepegaBaeMblx
uHTepdencom coobuueHunsax RA.

Mpumep

B naHHOM npumepe nokasaHa HacTponka IPv6-agpeca.

ch# configure terminal
ch{cenfig)# interface wlan 2
chi{config-if)# ipvé address 3ffe:22:33:44::55/64

B naHHOM npumepe nokasaHo, kak yaanuTb IPv6-agpec.

ch# configure terminal
chi{config)# interface wvlan 2
chi{config-if)# no ipvé address 3ffe:22:3:44::55/64

B paHHOM npmmMepe nokasaHo, Kak HacTpouTb IPv6-agpec Ha 6a3e 0OCHOBHOrO npedmkca, Nony4YeHHOro
knueHtom DHCPV6. MobanbHbii agpec OyaeT ckoHUrypmMpoBaH nocrne nosny4yeHusi knmeHtom DHCPv6
OCHOBHOro npedwukca. Npegnonoxum, 4to obwmi npedmkc — 2001:2:3/48, a ntorosbin IPv6-agpec —
2001:2:3:4:5::3/64.

ch# configure terminal
ch {config)# interface wvlan 2
ch{config-i£f)# ipvé address dhep-prefix 1:2:3:4:5::3/a4

B paHHOM npumMepe nokasaHo, Kak 0TMeHUTb popmupoBaHmue IPv6-agpeca Ha ocHoBe npecdukcea,
nonyyeHHoro DHCPV6-knueHToMm.

Switch# configure terminal
Switeh{cenfig)4 interface wlan 2
Switech{cenfig-if)# ne ipwé address dhep-prefix 0:0:0:2::3/64
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9-3 ipv6 address eui-64

[aHHaa komaHga ncnonb3yeTcs Ansa HacTporkn Ha uHTepdence IPv6-agpeca ¢ ncnonb3oBaHMeEM
naoeHTudpmkatopa nHtepderica EUI-64 (Interface ID). Ucnonb3aynte doopmy no, 4tobbl yaanute IPv6-agpec
uHTepdenca c ngeHtugukatopom EUI-64.

ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64
no ipv6 address /IPV6-PREFIX/PREFIX-LENGTH eui-64

MapameTpbl

IPV6-PREFIX YkaxuTe IPv6-npedmkc ansa koHdurypupyemoro IPv6-agpeca.

PREFIX-LENGTH Ykaxute anuny npedwmkca. MNpedukc IPv6-agpeca Takke asnserca
nokanbHOW NoACeThIO HAa MHTepdence. MakcumanbHasa anvHa npedukca —
64.

Mo ymonuyaHuio

Het

Pexxum BBoAa KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

Ecnu gaHHas komaHaa ckoHgurypupoBaHa B TyHHene ISATAP (IPv6), To nocnegHue 32 6uta
naeHTudmkatopa nHtepdeca (Interface ID) dopmupytoTcst ¢ ucnonb3oBaHnem IPv4-agpeca nctodHmka
TYHHEnNs.

Mpumep

B paHHOM npumepe nokasaHo, kak aobaeutb IPv6-agpec.

Switch# configure terminal

Switch{config)# interface wlan 1

Switch{config-if)# ipvé address 3£ffe:501:££££:0::/64 eui-a4
Switch{config-1i£)#

9-4 ipv6 address dhcp

[aHHas KomaHga ucnonb3yeTcs A5 HAaCTPOWMKK MHTepdberica Ha nonydeHne IPv6-agpeca ¢ noMoLbto
DHCPV6. VicnonbayinTte dopmy no, 4Tobbl OTKNOUNTL ncnons3oBaHne DHCPV6 ans nonyyvenuns IPv6-
appeca.

ipv6 address dhcp [rapid-commit]
no ipv6 address dhcp
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MapameTpbl

rapid-commit Ykaxute, 4ToObl Nony4vaTtb ceTeBble HacTponkn ot DHCP-cepeepa
nocpeacteoM 6bICTporo obmMeHa ABYMSA COOBLLIEHMAMM BMECTO CTaHOAPTHbIX
yeTblpex mexay Requesting Router (RR) 1 Delegating Router (DR).

Mo ymonyaHuto

[aHHas onums No yMOn4aHuio OTKYeHa.
Pexxum BBOAa KomaHAabI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

VMcnonb3ynTte gaHHyto KOMaHay Ang HacTPOMKU MHTepdienca Ha nosnydeHne ceteBblx HacTpoek IPv6 ot
cepeepa DHCPV6.

CrangapTHbIn obmeH cooblueHnsmu mexay mapupyTtusatopamu Delegating Router (DR) n Requesting
Router (RR) BkntoyaeT B cebs yeTbipe Trna coobiieHun: SOLICIT, ADVERTISE, REQUEST v REPLY. MNpn
ncnonbL30BaHUK napameTpa rapid-commit mapLipyTmusaTtopbl 06MeHnBalOTCS ABYMS COOBLLEHUAMN BMECTO
yeTblpex. B atom cnyyae mapwpyTtusatop RR otnpasuTt mapwpytmnsaTtopy DR coobieHne SOLICIT, B
KOTOPOM YBEAOMMWT €ro O BO3MOXHOCTM NPONyCTUTb nonyyeHue coobweHna ADVERTISE v otnpaBky
coobueHnsa REQUEST v nepenTn HenocpeacTBEHHO K nonydeHuto coobernns REPLY ot mapLupyTmnsaTopa
DR. B coobuwennn REPLY cogepxuntcsa nHgopmauus o CETEBbIM HAaCTPOMKaM.

[nsa koppekTHOM paboTbl AaHHOIO yHKLMOHaNna HeobxoamMmMo BKNIOYMTL NapameTp rapid-commit 1 Ha DR,
n Ha RR.

Mpu ncnonb3oBaHNM AaHHOW KOMaHAbl C POPMON ho TeKyLme ceTeBble HacTpowku IPv6, nonyyeHHble oT
DHCPv6-cepBepa, OyayT yaaneHsbl.

Mpumep

B naHHOM npumMepe nokasaHo, kak HacTpouTb nHtepdenc VLAN 1 Ha nonyyeHue IPv6-agpeca ot DHCPVG6-
cepsepa.

chf# configure terminal
chi{config)# interface wlan 1
chicontig-1£)# ipve address dhep
chi{contig-1£)#

9-5 ipv6 address autoconfig

[aHHas komaHga ncnonb3yeTcs Ans aBToMaTM4ecKom HacTporku IPv6-agpeca ¢ noOMOLL b0 MexaHn3ma
aBTOKOH(urypaumm Stateless autoconfiguration. Mcnonb3ynte dopmy no, 4tobbl yaganute IPv6-agpec,
CreHepupoOBaHHbIV C MOMOLLbI0O MEXaHN3Ma aBTOKOHUIypaLmm.
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Swit

ipv6 address autoconfig
no ipv6 address autoconfig

MapameTpbl

Het

Mo ymonyaHuto

[aHHas onuua No yMonyaHuio OTKIYeHa.

Pexx1m BBOOa KOoMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 12

Mcnonb3oBaHue KoMaHAbI

HaHHas komaHga goctynHa Tonbko ans IPv6-agpeca nHtepdenca VLAN. Onuusa aBTokoHUrypaumm no
YMOMNYaHUIO OTKITHOYEHA.

Mpw BKNIOYEHNM aBTOKOHpUIypaumum nHTepdenc BkntodaeT 06paboTky IPv6 1 nonyyaeTt aHOHC OT
MapLupyTmnsaTopa IPv6 ¢ HasHadeHHbIM npedunkcom rnobansHoro agpeca. [lanee UToroBeIn agpec,
COCTOSALLMN U3 Npedukca n naeHtTndukaTopa uHTepdenca, HasHavyaeTcs JaHHOMY UHTepdency.

B cny4yae oTkntoveHusa aTor onumm nonyyeHHbi Global Unicast-agpec 6ygeT yoaneH us nitepdetica.

Mpumep

B naHHOM npumepe nokasaHo, Kak aBToMaTuyeckn ckoHdurypmposatb IPv6-agpec, ncnonb3yss MexaHnam
Stateless auto-configuration.

ch# configure terminal

chi{config)# interface wvlan 1
ch{config-1£f)% 1pvéd address autoconfig
chi{config-1£f)#

9-6 ipv6 enable

HaHHas KomaHOa ucnonb3yeTcs Anst BKYeHns o6paboTtkm Pv6 Ha nHTepdencax, y KOTopbIX HET SIBHO
HacTpoeHHoro IPv6-agpeca. Micnonb3ynte oopMy no, 4tobbl OTKIIOUMTL 06paboTky IPv6 Ha nHTepdencax,
Yy KOTOpPbIX HET SIBHO HacTpoeHHoro |IPv6-agpeca.

ipv6é enable
no ipv6 enable

MapameTpsbl
Het
Mo ymonyaHuto

[aHHasa onuusa No ymonyaHuio OTKYEHa.
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Pexxum BBoAa KoMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Korga Ha uHTepdpence IPv6-agpec 3agaH aBHO, Link-Local IPv6-agpec reHepupyeTcs aBToMaTuyecku, un
HaumHaeTcst obpaboTka IPv6. Korga Ha uHTepdpenice HeT siBHO HacTpoeHHoro IPv6-agpeca, Link-Local IPv6-
agpec He reHepupyeTcs, n obpaboTka IPv6 He 3anyckaetcs. Micnonb3ynte komaHay ipv6é enable ans
aBTomaTtmdeckon reHepauum Link-Local IPv6-agpeca n 3anycka obpaboTkum IPv6 Ha uHTepdelice.

Mpumep

B paHHOM npumMepe nokasaHo, Kak BKI4MTb noaaepxky IPve Ha nHtepderice VLAN 1, y KOTOPOro HET BHO
HacTpoeHHoro IPv6-agpeca.

ch# configure terminal

ch{config)# interface wlan 1

ch{config-1£)# 1pvé enable

chi{config-1£)#

9-7 ipv6 hop-limit

HaHHas komaHga ucnonb3yeTcs Ans HacTponky napameTpa Hop Limit (MpeagenesHoe yncno waros) ans IPv6
Ha kommyTaTope. icnonbayte hopmy nNo, YTOOblI BEPHYTLCS K HACTPOVKaM Mo YMOSYaHUIO.

ipv6 hop-limit VALUE
no ipv6 hop-limit

MapameTpbl

VALUE Ykaxute ananasoH 3HadeHun ans napametpa IPv6 Hop Limit. Ecnv 3agaH 0,
ANs OTNPaBKMN NaKeTa UCMOSb3YHTCS HACTPOMKM MO YMOMYaHUIO.
Jonyctumble 3HayeHus — ot 0 go 255.

Mo ymonyaHuio

3HayeHne no ymonyaHuio — 64,
Pexnm BBOga KomaHAbl

Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI
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Switch

Switch

Vcnonb3ynte gaHHyto komaHay AN HacTpoviku napameTtpa Hop Limit, koTopbi 6yaeT aHOHCUpOBaTLCS B
coobuleHusix RA. lMakeT IPv6, creHeprpoBaHHEIN B cMcTEME, Takke ByaeT UCnonb3oBaTh 3TO 3HAYEHNE B
KayecTBe HayanbHOro 3HaveHust napametpa Hop Limit.

Mpumep

B naHHOM npumepe nokasaHo, kak 3agatb 3HaveHue Hop Limit ansa IPv6.

Switch# configure terminal
{config)# interface wvlan 1
onfig-if)# ipvéa hop-limit 255
Switch{contig-1£)#
9-8 ipv6 mtu

HaHHasi KomaHga ucnonb3yeTcs Ans HAacTPonkK 3HadeHuss MTU gns IPv6. Vicnonbayiite doopmy no, 4Tobbl
BEPHYTbCS K HACTpOrKaM No yMOMYaHuIo.

ipv6 mtu BYTES
no ipv6 mtu

MapameTpbl

BYTES Ykaxute, 4tobbl 3agaTb 3HadyeHne MTU ans IPv6. JJonycTumMble 3HaYeHNs —
oT 1280 no 65534 Gawr.

Mo ymonyaHuio

Mo ymonuanuto ansa IPv6 yctaHoeneHo 3HavyeHne MTU = 1500 6anr.

Pexxum BBOAa KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YposeHb 12

Ucnonb3oBaHne KOMaHAbI

[daHHas komaHga [oCTynHa TonbKo Ans KoHdurypaumm nHtepderica L3. Ncnonb3ynte aTy KOMaHgy Ans
HacTpownku 3HavyeHua MTU, koTopoe ByaeT aHoHcMpoBaTbes B coobuieHnax RA. MakeT IPv6,
CreHepupoBaHHbIN B cucTeMe, ByaeT nepegaBaTbCs Ha OCHOBE 3TOrO 3Ha4YeHus. [NpoBepka BbINONHAETCS Ha
Bbixoze. [NakeTbl cBbilwe 1518 6anT (oversize) 6GyayT oTnpaBneHbl BbiecTosLeMy blade-cepsepy ans
AanbHelwern obpaboTku.

Mpumep

B paHHOM nprMepe nokasaHo, Kak 3agaTb 3HadeHue IPv6 MTU paamepom 6000 6aint gnst VLAN 4.
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Switch# configure terminal
Switch{config)# interface wlan 4
Switch{config-if) ipwé mtu &000
Switch{config-i£)# exit

Switeh {ceonfig)#
B naHHOM npumepe nokasaHo, Kak BOCCTaHOBUTL 3HadYeHne MTU, 3agaHHOe MO yMOMYaHuio.

Switch# configure terminal
Switch{ceonfig)# interface wlan 4
Switch{cenfig-i£f)# neo ipwvé mtu

Switeh{eenfig-i£)#

9-9 ipv6 nd managed-config-flag

[aHHas komaHnga ucnonbdyeTcsa ang BkrtodeHus dpnara Managed Configuration (M) B aHOHCUpyeMbIx
coobueHusax RA. [ins BoikntoveHus nara ncnonb3ynte opmy no.

ipvé nd managed-config-flag
no ipv6 nd managed-config-flag

MapameTpsbl

Het

Mo ymonyaHuto

[aHHbIn yHKLUMOHAMN N0 YMOMYaHUIO OTKITHOYEH.

Pexxum BBOAa KOMmaHAabI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Ecnu cocegHuii yaen nony4daet coobuweHne RA ¢ ycTaHOBMEHHbIM dnaroM, To Ans nonydexus IPv6-agpecos
OH [OIPKEH UCNONb30BaTb MPOTOKON KOHpUrypaumm ¢ otcnexmaHnem coctosiHus (Stateful Configuration).
Mpumep

B oaHHOM npumepe nokasaHo, Kak BKM4MTb donar M B coobueHnsix RA, aHoHcupyembix B VLAN 1.

Switch$# configure terminal

Switch{config)# interface wvlan 1

Switch{config-if)# ipvé nd managed-config-£flag

Switch{config-i£)#
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9-10 ipv6 nd other-config-flag

[aHHas komanga ucnonbdyetcsa ang BkrtodeHus dpnara Other Configuration (O) B aHOHCHMpyeMbIx
coobueHusax RA. [ins BoikntoveHus cnara ncnonb3ynte opmy no.

ipv6 nd other-config-flag
no ipv6 nd other-config-flag

MapameTpsbl

Het

Mo ymonyaHuto

[aHHbIn yHKLUMOHAMN N0 YMOMYaHUIO OTKITHOYEH.

Pexxum BBOAa KOMmaHAabI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

YcraHoBuB dnar O, MapLipyTusaTop gaeT KOMaHay NOAKMYEHHbIM Y3raM UCMOoMb30BaTh NMPOTOKOI
KOHcbUrypaumm ¢ otcrexumsaHmem coctosaHus (Stateful Configuration), 4ToObl NoNy4YnTE 4ONONHUTENBHYO
WMHpopMaLMo MO aBTOMAaTUYECKOM KOHpurypaumm nommumo IPv6-agpeca.

Mpumep

B naHHOM npuMepe nokasaHo, kak BKMounTb donar O ans nonyyYeHns apyrux napameTpoB KOH(UrypaLuu.

Switch# configure terminal

Switch {config)# interface wlan 1
Switch{config-if)# i1pveé nd other-config-flag
Switch{config-i£f)#

9-11 ipv6 nd prefix

HdaHHas komaHga ucnonb3yeTcs Ans HacTponku IPv6-npedukca, koTopbl ByaeT aHOHCUMPOBATLCS B
coobueHusix RA. [Insa yoaneHus npedukca ncnons3ynte oopmMy no.

ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH [VALID-LIFETIME PREFERRED-LIFETIME] [off-
link] [no-autoconfig]
no ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH

MapameTpbl

IPV6-PREFIX/PREFIX- YkaxuTe IPv6-npedukc, koTopbii ByaeT creHepupoBaH MM aHOHCMPOBaH B
LENGTH coobuieHun RA Ha nHtepdeiice.

VALID-LIFETIME (OnumnoHanbHO.) Ykaxunte nepuof BpemMeHu B CekyHOax, B Te4EHMEe KOTOPOro

npedukc 6ymetr penctButeneH. [onyctumble 3HadeHms — ot 0 fgo
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Swit

4294967295. Ecnu 3HayeHwe He 3a4aHoO, YCTaHaBMMBaETCA 3HayeHwe no
ymonuanuio — 2592000 cekyHa (30 gHen).

PREFERRED-LIFETIME (OnumoHanbHO.) YKaxuTe NpeanoyvTUTeNbHOE BPEMST XWU3HM npedmkca B
cekyHaax. fJonyctumble 3HaveHus — oT 0 go 4294967295. Ecnu 3HaveHue He
3afaHo, yCTaHaBnMBaeTCs 3HadeHne no ymonuyaHumio — 604 800 cekyHAa

(7 pHen).

off-link (OnumnoHanbHO.) YkaxuTte, 4Tobbl OTKNIOYNTL hriar HanNnnYnsa CoeamHeHns on-
link. Ecnn 3HadyeHne He 3agaHo, N0 YMONYaHWUo ycTaHaBnvBaeTca dnar off-
link.

no-autoconfig (OnumoHanbHo.) Ykaxute, 4TobObl OTKNMIOUMTL chnar auto-configure. Ecnu

3Ha4eHue He 3agaHo, donar auto-configure BKNHOYAETCA MO YMOYaHUIO.

Mo ymonyaHuto

Het

Pexx1m BBOAa KOMaHAbI

Interface Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

CTaTyC rlpecbVcha npencrasrieH cneayrouwmmm KOMOUHaUNAMN:

. KombuHauusa 1: Onumm off-link n no-autoconfig He 3agaHsbl.

o [pedwmkc gobasnsaetcs B Tabnuuy mapwpyTtudaumm. but L =1, 6ut A= 1.
. KombuHauusa 2: 3agaHa onumsa no-autoconfig.

o [pedwmkc pobasnserca B Tabnuuy mapLupytusaumu. but L =1, 6ut A= 0.
. KombuHauus 3: 3agaHa onums off-link.

o Tpedwmkc He pobasnseTca B Tabnuuy mapwipytusauumn. but L =0, éut A= 1.

3HadveHune gonyctumoro BpemMenun xu3nm Valid Lifetime gns npedmkca gomkHO npesbilaTe 3HaYeHne
npeanoYTUTENBHOrO BpeMeHu xun3Hn Preferred Lifetime. [JaHHble 3Ha4YeHMs BMUSIIOT Ha NpeduKe, B KOTOPOM
ouT A BKItodeH. Nony4deHHbIn y3en 6yaeTt KoHUrypupoBaTb agpeca Ha OCHOBe npedukca, UCNosb3ys
MexaHu3m Stateless configuration. Ecnu Bpemsi xu3Hu npedmrkca NpeBLICUMI0 3Ha4YeHNe NpeanoyTUTENbHOMO
BpemeHu Preferred Lifetime, Torga IPv6-agpec, ckoHuUrypmMpoBaHHbI Ha OCHOBe 3Toro npedmkca, oyoet
npu3HaH yctapeslwmM. Ecnn Bpems xnsHun npedumkca npesbicuno 3HadeHune Valid Lifetime, To IPv6-agpec,
CKOH(PUIypMpOBaHHbIN HA OCHOBE 3TOro npedmkca, byaeT yaaneH.

Mpumep

B aTom npunmepe nokasaHo, kak HacTpouTb IPv6-npeduke 3ffe:501:ffff:100::/64 ¢ napameTtpom Valid Lifetime
npogoskmnTensHocTbio 30000 cekyHp u Preferred Lifetime npogomkutensHocTeio 20000 cekyHA.

ch# configure terminal
ch{config)# interface wlan 1
ch{cenfig-i£f)4 ipve nd prefix 3ffe:501:££££:100:: /64 30000 20000

ch{config-1£)#
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9-12 ipv6 nd ra interval

[aHHas KomaHga ucnonb3yeTcs AN HaCTPOVKM BPEMEHHOIO MHTEpBana mexay cooblieHnamu RA ons
IPv6-uHTepdeinca.

ipv6 nd ra interval MAX-SECS [MIN-SECS]
no ipv6 nd ra interval

MapameTpsbl

MAX-SECS YKaxute MakcuMMarsibHbIi BPEMEHHOW MHTepBan A5 MOBTOPHOM nepenayn
coobuieHnss RA (B cekyHgax). [Jonyctumble 3HaveHna — oT 4 go 1800
CEeKyH.

MIN-SECS (OnumnoHanbHO)  YkaxnTe MUHMManbHbIN  BPEMEHHOW UWHTepBan Ans

NoBTOpPHOW nepenayn coobueHnsa RA (B cekyHaax). [lonycTumble 3HaveHus
— ot 3 go 1350 cekyHA.

Mo ymonyaHuio

MakcmmanbHbIV BpeMeHHOW nHTepBan no ymonyaxuio — 200 cekyHA.
Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YposeHb 12

Ucnonb3oBaHne KOMaHAbI

MuHUManNbHbIV BDEMEHHOW MHTEPBAar He MOXET OblTb MeHbLUE 3 CEeKyHA.
Mpumep

B npaHHOM npuMepe nokasaHo, kak 3aaaTb BpeMeHHON MHTepBan ans cooblleHnii RA.

Switch# configure terminal

Switch{config)# interface wvlan 1
Switch{config-if)# ipvé nd ra interval 1500 1000
Switch{config-1£)#

9-13 ipv6 nd ra lifetime

HaHHas KomaHda ucnonb3yeTcs Anst HACTPOWKM 3HaYeHus BpemeHm xu3Hm (Lifetime) B aHoHcupyembix
coobueHuax RA. Mcnonb3ynte hopMy no, YToObl BEPHYTLCS K HACTPOMKAM MO YMOJTYAHUIO.

ipv6 nd ra lifetime SECONDS
no ipv6 nd ra lifetime

MapameTpsbl

SECONDS YKaxuTe BpeMs KM3HM OfS MCMONb30BaHMA  MaplpyTu3atopa B KayecTse
MapLipyTmMsaTopa no ymonyanmio (B cekyHgax). lonyctumble 3HaudeHnst — ot 0 go 9000.
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Mo ymonyaHuto

3Ha4veHune no ymonyaxuio — 1800 cekyHA.
Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12

Mcnonb3oBaHue KoMaHAbI

3HaueHve Lifetime B cooblueHnn RA ykasbiBaeT y3ny nepuog BpeMeHU, B TeYEHNE KOTOPOro MapLupyTU3aTop
GyaeT Ucnonb3oBaTbCsl B KAYECTBE MapLUpyTM3aTopa Mno YMOSTHaHuIo.

Mpumep

B naHHOM npyvmepe nokasaHo, kak 3a4aTb BPEMSI XKM3HU B aHOHCUMpYeMbIX coobLieHunsax RA.

Switch# configure terminal

Switch{config)# interface vlan 1
Switch{ceonfig-if)# ipvé nd ra lifetime 39000
Switch {config-i£)#

9-14 ipv6 nd suppress-ra

HaHHas KomaHaa ucnonb3yeTcs Anst OTKIIYEeHNst oTnpaBkn coobleHun RA Ha nHtepdpence. Ons
BKITIOYEHUST OTNpaBKku coodeHnn RA ncnonbayite dopmy no.

ipv6 nd suppress-ra
no ipv6 nd suppress-ra

MapameTpbl
Het
Mo ymonuyaHuio

AHoHcupoBaHue RA Ha nHtepdeince VLAN oTkno4veHo.
AHoHcnpoBaHne RA Ha nHTepderice TyHHenNs OTKMYEHO.

Pexxv1m BBOAa KOMaHAbI

Interface Configuration Mode
ypOBeHb KOMaHAbl N0 yMon4yaHUo
YpoBeHb 12

Mcnonb3oBaHue KoMaHAbI

Wcnone3ynte komaHay ipv6 nd suppress-ra, 4ToObl OTKMIOYNTL OTMNpaBKy coobuleHun RA Ha nHTepdence.
Mcnonb3ynTte komaHay no ipv6 nd suppress-ra, 4ToObl BKMOUNTL OTMNpaBKy coobueHnii RA Ha nHTepdelice
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TyHHens ISATAP.

Mpumep

B naHHOM npumepe nokasaHo, kak 6rnokupoBaTb oTnpaBky coobweHun RA ons VLAN 1.

Switch# configure terminal
Switch{contig)# interface wlan 1
Switch{centig-if)# ipwd nd suppress-ra
Switch{contig-1i£f)#

9-15 ipv6 nd reachable-time

[aHHas komaHnga ucnonb3yeTcsa ansg HacTporku napameTtpa Reachable Time (Bpems 4oCTynHoOCTH) B
Tabnuue ND-npoTokona. Mcnonb3yrte dhopmy NO, YTOOLI BEPHYTLCS K HACTPOKKaM Mo YMOMYaHMH.

ipv6 nd reachable-time MILLI-SECONDS
no ipv6 nd reachable-time

MapameTpsbl

MILLI-SECONDS YKaxute Bpems 4OCTYNHOCTW AN OTNpaBliieMbIX aHOHCOB MapLupyTM3aTopa
(B MmunnucekyHgax). Jonyctumble 3HaveHus — ot 0 go 3600000, kpatHo 1000.

Mo ymonyaHuto

3Ha4eHne no ymonyaHuio, aHoHcupyemoe B coobuieHmsax RA, — 1200000.

3Ha4eHne no ymonyaHuio, ncnonb3dyemoe mappytmsatopom, — 1200000 (1200 cekyHa).

Pexx1m BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

3agaHHOe BpeMsi UCMONb3yeTCcs MapLLIpyTU3aTopoM Ha MHTepdence 1 aHOHCMpyeTcs B coobLueHun RA.
Ecnu 3apgaH 0, mapLpyTtursaTop OyaeT ncnons3oBatb 30 cekyHA Ha uHTepdelice n aHoHcupoBaTb 0 (He

yKkasaHo) B cooOuieHnn RA.
MapameTp Reachable Time ncnonesyetca IPv6-y3nom gnga onpegeneHnsa JOCTYNHOCTU COCEAHNX Y3OB.

Mpumep
B gaHHoM npumepe nokasaHo, kak 3agatb B VLAN 1 3HaueHne Reachable Time npogonmkutensHocTbio 3600
CeKyH.

Switch# configure terminal

Switch{config)# interface wlan 1

Switech (config-if)# ipwé nd reachable-time 3600000

Switch (config-if)#
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9-16 ipv6 nd ns-interval

[aHHasa komaHaa ncnonb3yeTcs AN HACTPOWKN BPEMEHHOTO MHTepBana Mexay NOBTOPHbIMU OTNpaBkamMu
coobueHun NS. Ucnonbsynte popmy no, 4ToObl BEPHYTLCHA K HACTPOMKAM Mo YMOMYaHMIO.

ipv6 nd ns-interval MILLI-SECONDS
no ipv6 nd ns-interval

MapameTpsbl

MILLI-SECONDS YKaXute BpPEMEHHOW WHTepBan wMexay oTnpaBkamu 3anpocoB NS (B
Munnncekyngax). fjonyctumble 3HadeHms — ot 0 go 3600000 munnucekyHa,
kpaTtHo 1000.

Mo ymonyaHuto

3Ha4eHne No ymonyaHui, aHoHcupyemoe B coobuueHunsax RA, — 0.

3HayeHne No yMor4aHuio, cnonb3yemoe mapLupytmusaTopom, — 1000 (1 cekyHaa).

Pexx1m BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

3agaHHOe BpeMsi UCMOMb3yeTCcs MapLLIpyTU3aTopoM Ha MHTepdence 1 aHOHCMpyeTcs B coobLieHun RA.
Ecnu 3apaH 0, mapLupyTtursaTop OyaeT ncnosnb3oBaTb 1 cekyHAy Ha nHTepderice n aHoHcuMposatb O (He
ykasaHo) B coobueHnn RA.

Mpumep

B naHHOM npumMepe nokasaHo, Kak HacTpoUTb OTNpaBky coobLueHun NS ¢ nHTepBanom 6 cekyHa.

Switch# configure terminal

Switch{config)# interface wlan 1

Switch (config-if)# ipvé nd ns-interval &000
Switch {config-if) #

9-17 ipv6 neighbor

[aHHas KomaHnga ucnonb3yeTcs ans co3gaHnst ctatnyeckon 3anmcu B Tabnuue IPv6 neighbor. Vicnoneaynte
dopMy no, 4TOObI yaanuTb CTaTUYECKYHO 3anncb 13 Tabnuupl.

ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor /PV6-ADDRESS INTERFACE-ID

MapameTpsbl
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IPV6-ADDRESS Ykaxute IPv6-agpec ansa sanucu B IPv6 neighbor cache.

INTERFACE-ID Ykaxute uHTepdenc ang cosfdaHusa crtatudeckon 3anucu B IPv6 neighbor
cache.

MAC-ADDRESS Yxaxute MAC-agpec ans 3anvcu B IPv6 neighbor cache.

Mo ymonuyaHuio

Het

Pexxum BBoaa KoMaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbI MO YMONM4YaHUo
YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

Vcnonb3ynte aaHHyto KOMaHA4y Anst CO34aHus ctaTudeckon 3anvcu B Tabnuue IPv6 neighbor cache Ha
uHTepdence. OTcnexmeaHne AOCTUKMMOCTU COCeOHMX Y3M0B K CTaTUYECKUM 3anmcsaM He NMPUMEHSeTCS.

KomaHga clear ipv6 neighbors no3sonuT yganutb gnHamudeckue 3anvcu u3 tabnuubl IPv6 neighbor. Ons
yOaneHusi CtaTtM4yeckom 3anmcu Ucnosb3ymnte komaHay no ipv6é neighbor.

Mpumep

B gaHHOM mpumepe nokasaHo, Kak co3gaTth cTaTuyeckyto 3anvck B Tabnuue IPv6 neighbor cache.

Switch# configure terminal
Switch{config)# ipwvé neighbeor fes80::1 wlan 1 00-01-80-11-22-499
Switch{config)#

9-18 show ipv6 general-prefix

[daHHas komaHaa ucnonb3yeTcs Ans NpocMoTpa MHgopMaLumn no ocHoBHOMY IPv6-npedunkcey.
show ipv6 general-prefix [PREFIX-NAME]

MapameTpbl

PREFIX-NAME (OnumoHanbHO) YKaxmte uMMsi OCHOBHOrO npedmkca, AnNa  KOTOPOro
Heobxoanmo oTobpa3nTb nHopmaumto. Ecrnv nma ocHoBHoro npedmkca He
ykasaHo, bygeT otobpaxaTbcsa MHopMaLms No BCeM OCHOBHbIM npedinkcam.
Wma npedmkca He AOMKHO NpeBbiwaTth 12 cMMBOMOB.

Mo ymonyaHuio
Het
Pexnm BBOoga KomaHAbl

User/Privileged EXEC Mode
JTio6Gon pexxum KoHdurypauum
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YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbl

Mcnonb3ynTe aaHHyo koMaHay Ans npocMoTpa MHopMauumn no OCHOBHbIM IPv6-npedukcam.
Mpumep

B naHHOM npuMepe nokasaHo, kak 0TobpasnTb MHAOPMAaLMIO MO BCEM OCHOBHLIM IPvB-npedmkcam.

Switch# show 1pvé general-prefix
IPvh prafix yy
Acquired wia DHCFwé PD
vlan 1: 200::/48
Valid lifetime 2532000, preferred lifetime &04300
hpply to i1nterfaces
vlan 2:

Total Entries: 1

Switch#

9-19 show ipv6 interface

[daHHas komaHga ucnonb3yeTcd Ans NpocMoTpa nHgopmauun no IPv6-uHtepdency.

show ipv6 interface [INTERFACE-ID] [brief]

MapameTpsbl
INTERFACE-ID (OnumoHankbHo.) YKkaxnTte uHtepdenc ans nonyyeHns MHopmauumn no Hemy.
brief (OnumoHanbHO.) YKaxuTe, 4ToObl MONYy4UTb KPaTKyto MHOpMaLMio.

Mo ymonuyaHuto
Het
Pexxum BBoAa komaHabl

User/Privileged EXEC Mode
JTiobon pexxum KoHurypaumm

YpoBeHb KOMaHAbl N0 YMOM4YaHUI0
YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

Mcnonb3ynTe aaHHy0 KOMaHay Ans npocMOoTpa HacTpoek KoHdurypauuu IPv6-nHtepdeica. Ons
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uHtepdenca IPv6-TyHHens 6yaeT oTobpaxaTbCsi TONbKO TyHHEeNb ISATAP.
Mpumep
B pnaHHOM npumepe nokasaHo, Kak oTobpasuTb nHdopmauuio no IPv6-uHTepdency.
Switch# show ipwvé interface wlan 2
vilan 2 is up, Link status is down
IFve 15 enabled,
link-local address:
FE80::201:1FF: FEO2: 305
Global unicast address:
200::2/64 (DHCPvé& FPD)
IFve MTO iz 1500 bBytes

messages are sent between 66 te 200 seconds

b
T

R& advertised reachable time is 1200000 milliseconds
RA advertised retransmit interwval is 0 milliseconds
RA advertised life time iz 1800 seconds
RA advertised O flag is OFF, M flag is OFF
RA advertised prefixes
200:: /64
valid lifetime is 2592000, preferred lifetime is &04800

Switch#

B oaHHOM nprMepe nokasaHo, Kak NonyyYnTb KpaTkyto nHdopmalmio no IPv6-uHtepdenicy.

Switehf# show ipvé interface brief

vlan 1 is up, Link status is up

FEBQ::201:1FF:FEQ02:304

vlan 2 is up, Link status is deown
FE80::201:1FF:FEQ2:305
200z :2

vlan 3 is up, Link status is down

FEBQ::201:1FF:FEQ02:308
Total Entries: 3

Switché#

9-20 show ipv6 neighbors

[daHHas komaHga ucnonb3yeTcs Ans otobpaxeHus nHdopmauum o cocegHux IPv6-yctponcraax.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]

MapameTpbl

INTERFACE-ID Ykaxute nHrepgenc ansa otobpaxeHms nHdopmauumn o 3anucsx B Tabnuue
IPv6 neighbor cache.

IPV6-ADDRESS Ykaxute IPv6-agpec, 4toObl nonyynTb Ons Hero uHgpopmaumo o 3anucsax B

Tabnuue IPv6 neighbor cache.

Mo ymonyaHuto
Het
Pexxum BBoaa KomaHAabl

User/Privileged EXEC Mode
JTiobon pexum KoHdurypauum

ypOBeHbKOMaHAbInOyMOﬂHaHMw

YpoBeHb 1

Ucnonb3oBaHMe KOMaHAbI

Mcnonb3ynTe aaHHyo koMaHay Ans npocmoTpa 3anucu B Tabnuue IPv6 neighbor cache.

Mpumep

B gaHHOM mpumepe nokasaHo,

Switch# show 1pvé neighbors

6 Address

Total Entries: 1

Switch#

OTob6paxaemble napamMmeTpbl

Kak oTobpasnTb MHpopmaumio o 3anucsax B Tabnumue IPv6 neighbor cache.

Link-Layer Addr Interface Type State

00-00-11-22-33-44 wvlan 1 ¥}

Twn 3anucu

D — anHamuyeckaa nsyyeHHas 3anwvchb.
S — cratuyeckas neighbor-3anuceb.

CocTosiHMe 3anucu

INCMP (HenonHoe) — cocTosiHMe, KOrda 3anpoc Ha MnorfyvyeHue agpeca ans
3anucu oTnpaerieH, Ho oTBeTHoe coobueHne Neighbor Advertisement elye He
nosny4eHo.

REACH (goctmxummoe) cocTosiHue, korga coobweHne Neighbor
Advertisement yxe nonyyeHo, a BpemMsi Tanmepa Reachable Time (B
MUMNNNCEKYHOaX) elle He UCTeKNo. OTO O3Ha4yaeT, YTo coceaHee YCTPONCTBO
paboTaeT KOPPEKTHO.

STALE COCTOSIHME, B KOTOpPOE MepexoauT 3anncb, ecrnnm C MOMEHTa
nonyyYeHWss nocrnegHero noATBEPXAEHUS npowwso OGonblie 3agaHHOro
TanimepoM Reachable Time BpemeHn (B MunnmcekyHaax).

PROBE COCTOsIHME 3anucu, nNpu KOTOPOM YCTPOWMCTBO OTMpaBnseT
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coobuieHune Neighbor Solicitation, 4ToObl NOATBEPANTL 4OCTMXMMOCTb.

10. KomaHAabl norupoBaHuUs BbINO/THEHHbIX KOMaHA,

10-1 command logging enable

,D,aHHaﬂ KOMaHOa ncnosnb3yeTca Onsa BKIOYeHUA (*)yHKLI.I/II/I IOrMpoBaHNA BbINOJTHEHHbIX KOMaH. I'Ip|/|
ncnonb3oBaHUn (bOprI NnOo KOMaHAa OTKMKYUT (i)yHKLI,I/IIO lornpoBaHn4.

command logging enable
no command logging enable

MapameTpbl

Het

Mo ymonyaHuio

Mo ymonuyaHuio gaHHas onuus OTKYeHa.

Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 12

Ucnonb3oBaHne KOMaHAbI

KomaHabl norMpoBaHns MCNorb3ytoTca AN 3anncy Cnmcka KOMaHg, yCrneLwHOo BbINOfIHEHHbIX Yepes
WHTepdenc KomaHaHOWM CTPOKK. B xxypHane BegeTcs 3anmcb BBEAEHHbIX KOMaHA 1 nHdopmaumm ob yyeTHon
3anucu nonb3oBarens, B KOTOPoW Obina BBegeHa komaHaa. KomaHabl, He U3MeHsIoLWmMe KOHdUrypaumio unm

paboTy kommyTaTtopa (Hanpumep, show), He 3anucbiBatoTcsa. MHdopmaLms 0 coxpaHeHUn 1 NpPocMoTpe
CMCTEMHOr0 XXypHara onuncaHa B XxapakTepucTukax sys-log.

‘ u
& MpumeyaHune: ecnn kKoMMyTaTop HaxoauTca B pexxume BAT (npoueadypa 3arpysku,
3arpyska koHdurypaunoHHoro danna u T.4.), HUKakas 3 KoMaHa KoHurypaumm He
« normpyeTtcs (He ByaeT 3anMcaHa B XXypHan).
Mpumep

B naHHOM npumMepe nokasaH NpoLecc BKIMHOYEHNST OYHKLM NOTMPOBaHMS.

Switch# configure terminal
Switchi{config)# command logging enable

Switchi{config)#
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11. KomaHgbl CPU Access Control List (ACL)

11-1 soft-acl filter-map

HaHHas KomaHga ucnonb3yeTcs Anst Co3aaHns UM U3MEHEHUS NPOrPaMMHbIX CMIMCKOB YNpaBreHus
poctynom (software ACL filter map). [JlaHHasi KomaHga BrneYveT BXxo4 B pexuMm HacTponku Software ACL filter
map configuration mode. Vicnonb3yiite popMy no Ansi yaaneHusi NporpaMMHbIX CMIMCKOB yrpaBreHu s
poctynowm (software ACL filter map).

soft-acl filter-map NAME
no soft-acl filter-map NAME

MapameTpsbl

NAME Mimsa nporpamMHOro cnucka ynpaeneHus goctynom (software ACL filter
map), KOTOPON JOSMKEH BbITb HACTPOEH. [AnNnHa MeHU He JOImKHa
npesbiwaTtb 32 CUMBOIIOB.

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Mcnonb3ynTe aaHHyto kOMaHay Ons Bxoda B pexxum HacTponkm Software ACL filter map configuration mode,
ONs CBSA3bIBAHWNSI HECKOMNbKUX NpeaBapuTenbHo 3adaHHbix ACL ansa dmnbstpauumn nakeToB, nonyyYaemMbix
CPU. MOXHO HacTpouTb HECKOMNBKO MPOrpaMMHbIX CMIMCKOB yrnpaBneHus goctynom (software ACL filter map).
Mpumep

B gaHHOM npumepe nokasaHo, Kak co3gaTtb NPorpaMMHbIV CAMCOK ynpaBneHus goctynom (software ACL filter
map) ¢ umeHem “cpu_filter”.

Switch# configure terminal
Switch(config)# soft-acl filter-map cpu filter
Switch({config-soft-acl) #

11-2 match access-group

JaHHasn komaHza ncnonb3yeTcs Ans CBsi3W CnMcka A0CTyna ¢ NPorpamMMHbIM CMIMCKOM YNpaBrieHns
poctynom (software ACL filter map). Vicnonbayiite bopmy no ons yaaneHusi NpuBs3Ku.

SEQUENCE-NUMBER match mac access-group NAME
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SEQUENCE-NUMBER match ip access-group NAME
SEQUENCE-NUMBER match ipv6 access-group NAME
no match {mac | ip | ipv6} access-group

MapameTpbl

SEQUENCE-NUMBER MopsakoBbI HOMEP COOTBETCTBYIOLLEN 3anucu coBnageHus. [JuanasoH: ot
1 0o 65535. Uem MeHbLLE HOMep, TeM BbiLLE NPUOPUTET CNncka JocTyna.

NAME YkasblBaeT nms cnuncka goctyna ACL, koTopoe AomkHO coBnagaTb.

Mo ymonuyaHuio

Het

Pexum BBOOga KoMaHAbI

Software ACL Filter Map Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbl

[aHHas komaHaa ucnonb3yeTcs Ans NpUBA3KM CNMCKa A0CTyNa ¢ NporpaMMHbIM ClIMCKOM yrnpaBnieHus
poctynom (software ACL filter map). Heckonbko cnnckoB goctyna MoryT ObiTe CBSAA3aHbl C NPOrpamMmMHbIM
cnuckom ynpaeneHus goctynom (software ACL filter map). OgHako oHM AoMmKHbI BbITh pa3HbiX TMNOB (expert,
MAC, IP u IPv6). Korga cBszaH cnMCOK A0CTyna 0AMHaKoBOro TMna, Kaxkaas nocriegytowias komaHaa
nepesanucbiBaeT NpeaplayLLyo KOMmaHay.

lMopsiakoBble HOMepa onpeaensT npuopuTeT 06paboTkM cBsA3aHHOrO cnucka goctyna B filter map. Cnncok
JOCTyMa C MEeHbLUMM NMOPSIAKOBLIM HOMepoM obragaeT 6onee BbICOKMM npuopuTeTom. Ecnm cywecTtsyoT
CBSI3aHHbIE CMWCKM JOCTYMNa C OAUHAKOBbLIM NMOPSAKOBLIM HOMEPOM, OHM 06pabaTbiBaloTCs B criedyoLem
nopsiake: cnucok goctyna expert, cnucok goctyna MAC, cnucok goctyna IP, cnncok goctyna IPv6.
Mpumep

B naHHOM npuMepe nokasaHo, Kak npuBa3aTbh cnMcok goctyna IP ¢ nmeHem “cpu-acl” u cnucok gocrtyna

MAC ¢ nmeHem mac4001 k nporpammHOMY CiMCKY ynpasneHus goctynom (software ACL filter map)
“cpu_filter”.

Switch(config-ip-acl) # exit

Switchiconfig)# mac access-list extended macd001
Switch(config-mac-ext-acl)# 25 deny host 0013.0049.8272 any
Switch(config-mac-ext-acl)# exit

Switch(config)# soft-acl filter-map cpu filter
Switch(config-soft-acl)# 2 match ip access—-qgroup cpu-acl
Switchiconfig-soft-acl)# 2 match mac access—group macdd0l

Switch(config-soft-acl) #
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11-3 match interface

[aHHasa komaHga ncnonb3yeTcs A5 HACTPOMKM COOTBETCTBYHOLLMX BXOOHbIX MHTEpdencoB. Ncnonbsymnte
dopmy no Ons yaaneHus coOoTBETCTBYHOLUX BXOOHbIX MHTEPGENCOB.

match interface INTERFACE-ID [, | -]
no match interface {all | INTERFACE-ID [, | -]}

MapameTpsbl

INTERFACE-ID CooteetcTByOWMN naeHtudmnkatop nitepdenica (Interface ID).
KoppekTHbiMK nHTepdencamm siBnATcst usndeckne NHTepdencoI.

) (OnuuoHanbHO) BeligeneHne cepmm nHTepencos nnu pasgeneHme rpynneol
nHTepdencos ot npegpiayLien. Npobenbl 4O M Nocne 3ansaTon
HeJonyCTUMBI.

- (OnuuoHanbHo) BelgeneHne ananasoHa nHTepdericos. MNMpobenb 4o 1
nocne gedwvca HeJoMyCTUMBbI.

all YkasblBaeT B opMe ho 3ToW KOMaHAbl yaanuTb BCE COBMECTUMbIE
BXO4Hble UHTEepdENCHI.

Mo ymonuyaHuio

Het

Pexxum BBoAa KoMaHAbl

Software ACL Filter Map Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

MporpaMmMHbIV cnvcok ynpaeneHus goctynom (software ACL filter map) OyzeTt akTMBMpoBaH, Korga HacTPOEH
OZIMH UNN HECKOMNBbKO COBMECTUMbIX MHTepdencoB. [pyrumu cnoBamu, eCnm COBMECTUMbIN MHTEPdENC He
HaCTPOEH, NPOrpaMMHbIV CIUCOK HE BCTYMUT B CUITY.

Korga nakeTt npuHnmaetcss CPU, n BxogHOW nHTepdenc HaCTPOEH Ha NporpaMMHOM CMUCKe yNpaBIeHnst
poctynom (software ACL filter map), kommyTatop ByaeT aBTomaTMyeCcKn BbIMOMHATbL MOUCK CBA3aHHbIX
CMUCKOB JOCTyMNa COOTBETCTBYIOLLErO Cruncka.

CBsi3aHHbIN CMMCOK JOCTYNa C HaMBbICLLMM NPUOPUTETOM B NPOrPaMMHOM CrMcke OyaeT NpoBepeEH B NEPBYHO
ovepedb. Korga cosnageHue byaet obHapyxeHo, gpyrue cnucku goctyna 6yayT npourHopvpoBaHbl. B
NPOTMBHOM crnyyae, ByaeT BbINOMHATLCHA MOUCK CNUCKa JOCTYNa Co CrneaylLwumM HauBbICLLUIUM NPUOPUTETOM U
Tak panee.

BHyTpK cnuncka goctyna Ncnonb3yeTcs noxoxas npoBepka HOMepoB. [1paBuno ¢ MeHbLUUM NOPSAKOBLIM
HoMepoM nony4aeT 6onee Bbicokui NpuopuTeT. Koraa coBnageHune Oyaet obHapyxeHo, apyrvue 6yayTt

NPOVUrHOPVPOBaHDI.

B nTore, ecnu coBnageHne He oGHapyXeHo, nakeT OyaeT paspeLLeH, U OH MOXKET HEMNPEPLIBHO
obpabaTtbiBaTbCsa ApPYrMMU QYHKLNSMNA.

Ecnu gerictBnem sBnsetcs ‘permit’, oH 6yget nponywieH k gpyrum dyHkumam. Ecnn genictenem asnsetcs
‘drop’, nakeT 6yaeT oTOpOLLEH.
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ﬂpyFMMM cnoeamu, AencTeune nporpaMmMHoOro crnmcka oCHoBaHO Ha TOYHO HaCTpoeHHOﬁ 3anucu
((paSDGUJVITb/SaI'IpeTVITb». Maket paspeLlieH, eciim OH He COOTBETCTBYET KaKOMy-J'II/I6O TOYHOMY npaBuny
«pPa3peLnTb» UNnN «3arnpeTnTby».

NHTepdelic moxeT npuHagnexatb He bonee, yem ogHoMy cnncky. Korga nHtepdeic HacTpoeH Anss HOBOro
NpOrpamMmHOro Crnucka, oH OyadeTt yaaneH u3 npegplayLiero cnucka.

Mpumep

B naHHOM nprMepe nokasaHo, Kak HaCTpoUTb COBMeCTUMbIN nHTepdpenc Ethernet 1/0/1 ans nporpammHoro
cnucka ynpaeneHus goctynom (software ACL filter map) “cpu_filter”.

Switch# configure terminal

Switch (config)# ip access-list cpu-acl

Switch (config-ip-acl)# permit 10.20.0.0 0.0.255.255
Switch (config-ip-acl) # exit

Switch(config)# mac access-list extended macdO0l

Switch (config-mac-ext-acl)# 25 deny host 0013.004%.8272 any
Switch (config-mac-ext-acl)# exit

Switch({config)# soft-acl filter-map cpu filter

Switch (config-soft-acl)# 2 match ip access-group cpu-acl
Switch (config-zoft-acl)# 3 match mac access-group macd00l
Switch (config-soft-acl) # match interface ethernet 1/0/1
Switch (config-soft-acl) #

11-4 show soft-acl

[daHHas komaHga ucnonb3yeTcs Ans oTobpaxeHus nHopMaLumn o NPorpaMMHOM CNCKE YnpaBrieHus
poctynom (software ACL filter map).

show soft-acl filter-map [NAME]

MapameTpbl

NAME (OnumoHanbHO) YkasbiBaeT nMmsa oTobparkaeMoro nporpaMMHOro cnucka
ynpasneHus goctynom (software ACL filter map).

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbI
User/Privileged EXEC Mode
YpoBeHb KOMaHAbI MO YMOMYaHuIo
YpoBeHb 1

Mcnonb3oBaHue KoMaHAbI

Mcnonb3ynTe aaHHyo KOMaHay Ans oTobpaxeHus yKas3aHHOro NporpaMmMHOro CnvMcka ynpasneHnss 4OCTYrnom
(software ACL filter map). Ecnu umsa He ykasaHo, To 6yayT oTobpaxaTbCs BCe CrUCKU.
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Mpumep
B oaHHoOM npuMepe nokasaHo, Kak 0T06pa3l/ITb I'IpOFpaMMHbIVI CMNCOK ynpaBneHuna OoCTyrnom (software ACL
filter map).
Switch# show soft-acl filter-map
Software ACL Filter Map
cpu filter:
Match RAccess-list{s):

IF{2): Ext-ip

MBC {3) :macd400l
Match Ingress Interface(s):
ethly/0/1
Switch#

OTobpaxaemblie napamMeTpbl

IP(N) Twn cnncka goctyna. Yncrno B ckobkax o3Ha4YaeT NnopsaKoBbI HOMEpP
CBSI3aHHOIO Cnucka gocTtyna.

12. KomaHabl DHCP Snooping

12-1 ip dhcp snooping

[aHHas komaHnga ucnonbdyetcsa ans rnobdansHoro BkntoveHnss DHCP Snooping. Mcnonbayiite hopmy no,
4yTObbI OTKNMOUMTE DHCP Snooping.

ip dhcp snooping
no ip dhcp snooping

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonyaHuio onums OTKIIOYEHa.
Pexx1m BBOAA KOMaHAbI

Global Configuration Mode
YpoBeHb KOMaHAbl N0 YMON4YaHWIo
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI
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dyHkuma DHCP Snooping otcnexunsaet naketel DHCP, noctynatolme Ha HejoBepPEHHbIN HTepdEeNC BO
VLAN, Ha KOTOpOoM BKMtoYeHa AaHHas yHKUms. C nomoLlbio gaHHow pyHkLmMmM DHCP-nakeThl, npuxoadiime
C He[JOBEPEHHOIO UHTepdpenca, MOryT Nofy4nTb CTaTyC NPOBEPEHHbIX 1 OyaeT co3gaHa Tabnuua npuBA3Kku
DHCP gnsa DHCP Snooping Bo VLAN. Tabnuua npuBaskn cogepxuT nHgopmaumtio o npusaske 1P n MAC,
KoTOpasi No3xe AOMNONHUTENBHO MOXeT ucnonb3oBatbes IP Source Guard n Dynamic ARP Inspection.

Mpumep

B gaHHOM npumepe nokasaHo, kak BkntoumTe DHCP Snooping.

Switch# configure terminal
Switch{config)# ip dheop snooping
Switch{config)#

12-2 ip dhcp snooping information option allow-untrusted

HaHHasa komaHaa ucnonbayetcs ans rnmobaneHoro goctyna DHCP-naketoB ¢ Relay Option 82 k
HeZoBepeHHbIM UHTepdhercam. VicnonbaynTe bopmy no, 4ToObl 3anpeTuTb NakeTbl ¢ Relay Option 82.

ip dhcp snooping information option allow-untrusted
no ip dhcp snooping information option allow-untrusted

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonuyaHuto onums oTKMYeHa.

Pexxum BBoAa komaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONYaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

dyHkuma DHCP Snooping nposepsieT naketel DHCP, korga oHn noctynatoT Ha nopT Bo VLAN, Ha koTopom
BkrtoveHa dyHkuma DHCP Snooping. Mo ymonyaHuio npy npoeepke OyayT oTOpoLUeHbl NakeTkbl, eCNn UX

agpec wro3a He paseH 0 nnu npucytcteyet Option 82.

VMcnonb3ynte gaHHyto komaHay, 4ToObl pa3pewntb naketam ¢ Relay Option 82 gocTtyn kK HeJOBEPEHHBIM
MHTepgencam.

Mpumep

B paHHOM npumepe nokasaHo, kak Bkntountb DHCP Snooping ansa Option 82, ytobbl paspewwmTtb 4OCTYN K
HeJoBepeHHbIM UHTepdencam.

Switch# configure terminal
Switch{config)# ip dhep snooping informaticon epticn allow-untrusted

Switchi{config)#




DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

12-3 ip dhcp snooping database

[daHHas komaHaa ucnonb3yeTcs Ans HaCTPONKM XpaHeHus 3anucen npmeaskn DHCP Snooping B nokanbHon
avinosou cucteme (dneLl-kapTe) Unu Ha yaganeHHoM yane. Mpu ncnonb3osBaHumn opmbl NO KOMaHaa
OTKIHOYUT XPaHEHNE U BEPHETCH B HACTPOMKM MO YMOSYaHUIO.

ip dhcp snooping database {URL | write-delay SECONDS}
no ip dhcp snooping database [write-delay]

MapameTpbl
URL YkaxunTte URL B kakom-nmbo 13 npeactaBneHHbIX (opMaToB:
e ftp://lusername:password@location:tcpport/filename
* (tftp://location/filename
* flash:/filename
write-delay SECONDS YKkaxuTe Bpemsi oxxngaHus nepeq o6HOBRNEHWEM 3anmcu npy obHapyxeHnu

n3MeHeHu B Tabnuue npusaskn. Bpems no ymonyanuio coctaenset 300
cekyHa. lnanasoH JocTynHbIX 3HadeHun ot 60 o 86400.

Mo ymonuyaHuio

Mo ymonuaHuio URL-agpec areHTa 6a3bl JaHHbIX HE YCTAHOBIIEH.
3HayeHVe BpeMeHn 3aepXKKu Ans 3anucy no ymonyaHuto coctaensieT 300 cekyHA.

Pexum BBOAa KOMaHAbI

Global Configuration Mode
YpoBeHb KOMaHAbI MO YMOMYaHu!Io
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHasa komaHaa ucnonbayetca Anga xpaHeHus 3anucen npmeasku DHCP B nokaneHon Flash-namaTtn nnmn Ha
yaaneHHoM y3ne. Ncnonb3yinte cneayowmne Mmetoasl Ansa xpaHeHus 3anncen npmeasku DHCP:

* flash: xpaHeHwne 3anucer B chaiine B nokanbHOM ansioBon cucteme.
¢ tftp: xpaHeHue 3anucen Ha yganeHHoMm yane yepe3 TFTP.
* ftp: xpaHeHuWe 3anncen Ha yaaneHHoM y3ane yepes FTP.

L s
MpumeyaHue: Flash-namaTb BkntoYaeT B ce0si TONbKO BHELLHIOW NaMsiTb, HanpumMep,
" USB-dnew Hakonutens.

VMcnonb3ynTe aaHHyt0 KOMaHAy, YTobbl coxpaHuTb Tabnuuy npuesskn DHCP Snooping B KommyTaTope
cTeka. Tabnuua He ByneT coxpaHeHa B OTAESNbHbBIX KOMMYTaTopax CTeka.

Bpewms apeHgbl 3anucu (lease time) He ByaeT nameHeHo, 1 Bpems xusHu (live time) npogormkut
OTCUMTBIBATLCS, MOKa 3anuchb CyLLEeCTBYeT.

Mpumep
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B naHHOM npumepe nokasaHo, Kak HAaCTPOUTb COXpaHeHME NPUBA3KN B chain annoBon CUCTEMBI.

Switch# configure terminal
Switchi{config)# ip dhep sncoping database tftp: /S/10.0.0.2/storefdhep-snop-bind
Switch{config) #

12-4 clear ip dhcp snooping database statistics

[aHHas komaHnga ucnonb3yeTcsa ans yaaneHns cratuctukm tabnuusl npmeaskm DHCP.
clear ip dhcp snooping database statistics

MapameTpsbl

Het

Mo ymonyaHuto

Het

Pexxum BBOOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YpoBeHb 12

Wcnonb3oBaHne KOMaHAbI

[aHHas KomaHga No3BoNSAeT yaanuTb CTaTUcTuKy Tabnuubl npmeasku DHCP.

Mpumep

B gaHHOM npumepe nokasaHo, Kak yaanutb cTatucTuky Tabnuupsl npuesskm DHCP Snooping.

Switch# clear ip dhep snooping database statistics

Switch#

12-5 clear ip dhcp snooping binding
HaHHas komaHga ucnonb3yeTcs Aansg yaanexnus npuesskm DHCP.

clear ip dhcp snooping binding [MAC-ADDRESS] [IP-ADDRESS] [vlan VLAN-ID] [interface
INTERFACE-ID]

MapameTpbl

MAC-ADDRESS (OnumnoHanbHoO) Ykaxute MAC-agpec, KOTopbIi Heo6xoaumo yaanuTb.

IP-ADDRESS (OnumoHaneHo) Ykaxunte |IP-agpec, KOTopbIi HEOOX0AUMO YAanuTb.
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vlan VLAN-ID (OnumoHaneHo) Ykaxunte VLAN ID, koTOpbI HEOOX0OANMO yOoanuTb.

interface INTERFACE-ID (OnumoHanbHo) YKaxnte nHtepdenc, KoTopbiin He0OX0AMMO yAanuThb.

Mo ymonyaHuto

Het

Pexx1m BBOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[laHHasa komMaHZa No3BoNseT yaanuTb 3anuck npmeasku DHCP, Bkntoyas 3agaHHble BPYYHYO 3anucu
MPUBSI3KU.

Mpumep
B gaHHOM npumepe nokasaHo, Kak yaanutb Bce 3anucu npuesaskn DHCP Snooping.

Switch# clear i1ip dhep snooping binding

Switch#

12-6 renew ip dhcp snooping database
HaHHas komaHga ucnonb3yeTcd Anst obHoBneHus Tabnuubl npmuesaskun DHCP.
renew ip dhcp snooping database URL

MapameTpbl

URL Ykaxunte URL MecTa, 13 KOTOpbIX HY>KHO 3arpyxaTtb Tabnuuy npuBssku ans
obHOBMEHNS.
URL MoOXeT 6bITb B O4HOM M3 crieayoLmx opmaTos:

e ftp://lusername:password@location:tcpport/filename
¢ tftp://location/filename
¢ flash:/filename

Mo ymonuyaHuio

Het

Pexxum BBoAa komaHAbI
Privileged EXEC Mode

ypOBeHb KOMaHAbl N0 yMO4YaHuo
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YpoBeHb 12
Mcnonb3oBaHue KOMaHAbl

[aHHas komaHnga ucnonbdyetcs ans obHoereHnsa Tabnuupl npmeasku DHCP ¢ URL-agpeca 1 gobaenexus
3anucen B Tabnuuy npussskn DHCP Snooping.
Mcnonb3ynTe cnegytowme metoabl Ans 3arpy3ku npussskm DHCP Snooping:

* flash: 3arpyska 3anucen ns canna B nokanbHoM annoBor CUCTEMBI.

e tftp: 3arpyska 3anucen ¢ yaganeHHoro yana 4yepe3 TFTP.

e ftp: 3arpyska 3anucen ¢ yganeHHoro ysna yepes FTP.

%
MpumeyaHue: Flash-namatb BkNoYaeT B cebsl TONLKO BHELLHIOW NamMsATb, HanpumMep,
- USB-dnew Hakonutens.

Mpumep
B oaHHOM npumepe nokasaHo, kak 06HOBUTL Tabnuuy npuesaskn DHCP Snooping.

Switch# renew ip dhep snecoping database tftp: //10.0.0.2/storef/dhep-snp-bind

Switch#

12-7 ip dhcp snooping binding
HaHHas KomaHga ucnonb3yeTcs Anst HacTponku npmesAskn DHCP Snooping Bpy4Hyto.

ip dhcp snooping binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID
expiry SECONDS

MapameTpbl

MAC-ADDRESS Ykaxute MAC-agpec 3anucu, KoTopyto Heobxogumo go6aBuUTb UK yoanuTb.
vlan VLAN-ID YkaxuTe VLAN ID 3anucu, koTopyto Heobxoammo 4o6aBuTb unn yaanuTb.
IP-ADDRESS Ykaxute IP-agpec 3anncu, KoTopyto Heobxoammo 0o6asuTb v yaanuThb.

interface INTERFACE-ID Ykaxute nHtepdpeinic (cbunsnyeckun nopt unu port channel) Ha koTopom
Heobxoanmo [o6aBMTbL UNKU yaanuTb 3anmch NPUBSI3KM.

expiry SECONDS YKaxuTe MHTepBar, nocrne KoToporo NpUBSA3kN He byayT AeNCTBUTENLHbI.
JoctyneH gnanasoH 3HadeHun ot 60 o 4294967295 cekyHA.

Mo ymonuyaHuio

Het

Pexum BBOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMOMYaHu!Io

YpoBeHb 12
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Ucnonb3oBaHne KoOMaHAbI
HaHHas KomaHga ucnonb3yeTcsa Ans co3gaHus anHamudeckon 3anvem DHCP Snooping.
Mpumep

B gaHHOM npumepe nokasaHo, kak HacTpouTb 3anuce DHCP Snooping ¢ IP-agpecom 10.1.1.1 n
MAC-agpecom 00-01-02-03-04-05 B VLAN 2 n nopty Ethernet 1/0/10 ¢ expiry time 100 cekyHa.

Switch# ip dhep sncoping binding 00-01-02-03-04-05 wlan 2 10.1.1.1 interface ethernet 1/0/10
pxpiry 100

Switch#

12-8 ip dhcp snooping trust

HaHHas KomaHga ucnonb3yeTcsa Ans HACTPOKMKM NopTa B KayecTBe AoBepeHHoro nHtepdenca ans DHCP
Snooping. MNMpu ncnonb3oBaHny GOpPMbl NO KOMaHAA BEPHETCS K 3HAYEHNUSIM MO YMOMYaHUio.

ip dhcp snooping trust
no ip dhcp snooping trust

MapameTpbl
Het
Mo ymonuyaHuio
Mo ymonyaHuio faHHas onuus OTKYeHa.
Pexxum BBoga komaHAbI
Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12
Ucnonb3oBaHne KOMaHAbI
[laHHas KomaHaa No3BoNsEeT HAaCTPOUTL chuandeckuin nopt u port-channel nHtepderic.
MopTbl, nogkntoyeHHble K DHCP-cepBepy unu K Apyrmm KOMMyTatopam, SOJKHbI ObITb HACTPOEHBI Kak
aoBepeHHble HTepdelickl. MopTbl, nogkntodeHHble kK DHCP-knueHTam, AomkHbl ObiTb HACTPOEHBI Kak
HepoBepeHHble HTepdercbl. DHCP Snooping paboTaeTt B kKayeCcTBe MEXCETEBOrO 3KpaHa Mexay
HeJoBepeHHbIMU nHTepdencamm n DHCP-cepeepamu.
Ecnn nopt HacTpoeH kak HegoBepeHHbIN MHTepdenc, coobweHne DHCP npuget Ha nopT B Ty VLAN, B
koTopom BkrtoveH DHCP Snooping. KommyTatop nepeHanpasut naketsl DHCP, ecnu Toneko He byaeT
cobnogatbesa nNoboe M3 cneayroLmx ycnosuii (B TakoM criydae nakeTbl 6yayT otbpackiBaTbes):
* [lopT koMmyTaTOpa nony4vaet nakeT (Hanpumep, naket DHCPOFFER, DHCPACK, DHCPNAK wnnun
DHCPLEASEQUERY) ot DHCP-cepBepa 3a npefenamm MeXCeTeBoro akpaHa.

* Ecnu BkntoyeHa komaHga ip dhep snooping verify mac-address, 4to6bl nporitu nposepky MAC-

agpec NCToYHKKa B 3aronoBke Ethernet gormkeH ObITb Taknm e, Kak U annapaTHbeii agpec DHCP-
KnneHTa.
* HeposepeHHbIN MHTepderic nonyvyaetr DHCP-nakeT, Bkntovatowmii B cebs IP-agpec areHTa
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petpaHcnsuum (Relay Agent), otnuuxbin ot 0.0.0.0, nunun Relay Agent nepeHanpaBnsieT naker,
BKMovatoLwmii B cedst Option 82 Ha HegoBEPEHHbIN NHTEPdENC.

*  MapuwpyTtusartop nonydaet coobueHne DHCPRELEASE unu DHCPDECLINE oT HegoBepeHHOro
y3na c 3anucbio B Tabnuue npmesaskm DHCP Snopping, n nidopmanmsa o6 nHrepdence B Tabnuue
NPUBSA3KN HE COOTBETCTBYET € MHTepdelcy, Ha KOTOPOM BbINO Nony4eHo coobLeHre.

B pononHeHue k npoueccy npoepkn DHCP Snooping Takke co3gaeT 3anmcb NpuBA3kM Ha ocHose |P-
agpeca, HazHa4YeHHOro KNMeHTy cepsepoM B Tabnuue npuesaskn DHCP Snooping. 3anuck npuesAsku
coaepxut nHdopmauumio, Brrtodatoyto MAC-agpec, IP-agpec, VLAN ID n ngeHtudgukatop nopta (port ID),
K KOTOPOMY MOAKIIOYEH KITMEHT, a Takke BpeMs UCTedeHus cpoka apeHabl (lease time).

Mpumep

B paHHOM npumMepe nokasaHo, kak HacTtpouTb DHCP Snooping ansa gosepeHHoro nopta 1/0/3.

Switch# configure terminal
Switch{cenfig)# interface ethernet 1/0/3
Switchi{config-if)# ip dhep snooping trust

Switch{config-if)#

12-9 ip dhcp snooping limit entries

[aHHas komaHaa ucnonb3yeTcs AN HacTporiku KonnyecTtsa 3anucen npmeaskm DHCP Snooping, koTopbie
MOXET U3yuntb UHTEepdenc. Mpu ncnonb3osaHun opmbl NO KOMaHAa cOPOCUT 3HAYEHME NUMUTA 3anncen
DHCP.

ip dhcp snooping limit entries {NUMBER | no-limit}
no ip dhcp snooping limit entries

MapameTpbl

NUMBER YKaxuTe nuMuT konudectsa npmeasok DHCP Snooping Ha nopT. [juana3oH
Jonyctumblix 3HaveHun ot 0 go 1024.

no-limit YKaxuTe Ang CHATUSA orpaHUYeHnsa KonnyecTsa 3anmcen.

Mo ymonyaHuto

Mo yMOn4yaHuio orpaHMyYeHnin Ha KofM4ecTBO 3anucemn Her.

Pexxum BBOOa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHasa komaHga nNo3BonseT HacTPoOUTb hnandeckuin NopT n nHTepdenc port-channel. Komanga gencreyet
TONbKO Ha HeJOBEpPEeHHbIX UHTepdencax. Cnuctema nepectaHeT n3yvaTb NPUBA3KN, CBA3aHHbIE C MOPTOM,

€Clnn npeBbllleHO MakCumMalibHoe 3Ha4YeHue.

Mpumep
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B naHHOM npumepe nokasaHo, kak HaCTPOUTb OrpaHUYeHne KONMYecTBa NPUBSI30K (MCNONb3YeTCs 3HaYEHe
100) gns Ethernet 1/0/1.

Switch# configure terminal

Switch{cenfig)# interface sthernet 1/0/1
Switch{cenfig-i£)4 ip dhep snceping limit entries 100
Switchi{config-1£)#%

12-10 ip dhcp snooping limit rate

[aHHasa komaHaa ucnonbsyetca ansg HacTpownku konndectsa DHCP-coobLieHun, kotopble nHTepdenc
CMOXeT nony4aTb 3a cekyHay. IMpu ncnonb3oBaHumn bopmbl NO KOMaHAa cOPOCUT 3HAYEHME NUMUTA
coobweHun DHCP.

ip dhcp snooping limit rate {VALUE | no-limit}
no ip dhcp snooping limit rate

MapameTpbl

VALUE Ykaxunte konnvectso DHCP-coobLueHuni, koTopoe MoXeT ObiTb 00paboTaHo 3a
cekyHay. lnanasoH gonyctumblix 3HaveHun ot 1 go 300.

no-limit YKaXuTe Ans CHATUS OrpaHUYEHNs CKOPOCTU.

Mo ymonuyaHuto

Mo ymonuyaHuio orpaHUYeHui HeT.

Pexxum BBoAa komaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Mpw npeBblweHMn NuMmuTa Konnyectsa DHCP-nakeToB 3a cekyHay nopTt 6yaeT OTKIOYEH U3-3a OLINOKN.
Mpumep

B oaHHOM npumepe nokasaHo, Kak HacTpOouTb KonmyecTBo coobueHnn DHCP, koTopoe KoMMyTaTop CMOXET
nony4nTtb Ha nopTy 1/0/3 3a ogHy CekyHAay.

Switch# configure terminal

Switch{cenfig)# interface ethernet 1/0/3
Switchi{config-if)# ip dhep snooping limit rate 100
Switch{config-if)#

12-11 ip dhcp snooping station-move deny
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[aHHas komanga ucnonb3yetcsa ans otknoveHns coctosHna DHCP Snooping Station Move. MNpu
NCMNonb30BaHUKM bopmbl N0 KoMaHaa BktounT coctosHne DHCP Snooping Roaming.

ip dhcp snooping station-move deny
no ip dhcp snooping station-move deny

MapameTpsbl

Het

Mo ymonyaHuio

Mo ymonyaHmMio onums BKITHOYEHA.

Pexnm BBoaa komaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YpoBeHb 12

Wcnonb3oBaHne KOMaHAbI

Mpwn BkntoveHnn DHCP Snooping Station Move anHammnyeckas 3anuck npusskm DHCP Snooping ¢ Temu xe
VLAN ID n MAC-agpecomM Ha onpeaeneHHOM NopTy MOXET NepemMecTMTbCs Ha APYron nopT, ecnv
obHapyxuTcs, 4To HoBoMy npoueccy DHCP npunagnexut 1ot xxe VLAN ID n MAC-agpec.
Mpumep

B naHHOM npuMepe nokasaHo, Kak OTKIM4YnNTb COCTOAHNE Roaming.

Switch# configure terminal

Switch{config)# ip dhcp snocoping

Switch{ceonfig)# ip dhep sncoping wlan 10
Switchi{config)# 1p dhcocp snooplng staticn-move deny
Switchi{config)#

12-12 ip dhcp snooping verify mac-address

HaHHas KomaHga ucnonb3yeTcs Anst BKIYeHst npoeepku coBnageHms MAC-agpeca nctovHnka DHCP-
naketa u annapaTtHOro agpeca knventa. Npu ncnonb3oBaHnn opMbl NO KOMaHAA OTKIHOYUT NPOBEPKY
MAC-agpeca.

ip dhcp snooping verify mac-address
no ip dhcp snooping verify mac-address

MapameTpsbl
Het
Mo ymonyaHuto

Mo YMOJTHaHUKO Onuna BKIKOYEHa.
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Pexxum BBoAa KomaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHu!Io

YpoBeHb 12

Mcnonb3oBaHne KoMaHAabI

®dyHkums DHCP Snooping nposepsier DHCP nakeThbl, npuckinaemMsle Ha nopT Bo VLAN, Ha koTopon
BkroveHa cpyHkuma DHCP Snooping. Mo ymonuyaHuio DHCP Snooping nposepsieT, coBnagaet nu MAC-
agpec uctodHuka B 3aronoeke Ethernet ¢ annapaTtHeiM agpecom DHCP-knneHTa, 4TOObI NPOATU NPOBEPKY.
Mpumep

B paHHOM npuMepe nokasaHo, Kak BKITHYMTb NPOoBEPKY Toro, 4tobbl MAC-agpec uctovyHmka DHCP-naketa
coBMagarn ¢ annapaTtHbIM afpecoMm KInneHTa.

Switch# configure terminal
Switchi{config)# ip dhcp snocoping verify mac-address
Switch{config)#

12-13 ip dhcp snooping vian

[aHHas komaHnga ucnonbdyetcs ans ekntodeHnss DHCP Snooping Bo VLAN unu rpynne VLAN. Mpun
ncnonb3oBaHuM opmbl no komaHaa oTknoumt DHCP Snooping Bo VLAN unu rpynne VLAN.

ip dhcp snooping vian VLAN-ID [, | -]
no ip dhcp snooping vlan VLAN-ID [, | -]

MapameTpsbl

VLAN-ID Ykaxunte VLAN, B KOTOpO HEOBXOANMO BKIOUUTD UITM OTKIMIOUUTDL OYHKLNIO
DHCP Snooping.

, (OnumoHaneHo) Beigenenune cepum VLAN nnn pasgenexune rpynnsl VLAN oT
npeabigyLen. NMpobenbl 4o 1 nocne 3ansaTon HegonyCTUMBI.

- (OnumoHanbHo) Beigenerve gnanasoHa VLAN. Mpo6Genbl Ao 1 nocne geduca
HeJonyCTUMBI.

Mo ymonuyaHuto

Mo ymonuanuto pyHkma DHCP Snooping oTtkntodeHa Bo Bcex VLAN..
Pexum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHu!Io

YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI
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Wcnonb3ynte aaHHyto komaHay Anst rmobanbHoro BkntodeHnss DHCP Snooping, ucnonb3ynte komaHay ip
dhcp shooping vlan ans skntoyeHns DHCP Snooping ans VLAN. ®yHkuns DHCP Snooping oTcnexunsaet
naketbl DHCP, npuxogsiime Ha HegoBepeHHbI MHTepdeiic Bo VLAN, Ha KOTOPON BKIKOYEHa (OYHKLMS
DHCP snooping. C nomoLbto gaHHow yHKumMn, DHCP-nakeTbl, NpuxogsLmMe ¢ HeA0OBEPEHHOIO
MHTepdenca, MoryT MoslyunTb CTaTyc NPOBEPEHHBIX, a Tabnuua npmessku DHCP 6yget cosgaHa gns DHCP
Snooping Bo VLAN. Tabnuua npuBsA3ku npegoctaBnsaeT uHpopmaumio o npuesske IP n MAC, kotopas nosxe
MoXeT ncnone3doBatbes |IP Source Guard n Dynamic ARP Inspection.

Mpumep

B gaHHOM npumepe nokasaHo, kak Bkntounte DHCP Snooping Bo VLAN 10.

Switch# configure terminal
Switchi{config)# ip dhep sncoping wlan 10
Switchi{contfig)#

B gaHHOM npumepe nokasaHo, kak Bkntoumutbe DHCP Snooping B Heckonbkux VLAN.

Switch# contfigure terminal
Switch{config)# ip dhep sncoping wlan 10,15-18
Switch{config)#

12-14 show ip dhcp snooping

[aHHas komaHnga ucnonb3yeTcs ans otobpaxxeHusa Hactpoek DHCP Snooping.
show ip dhcp snhooping

MapameTpbl

HeTt

Mo ymonuyaHuio

Het

Pexum BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTio6on pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHga ucnonb3yeTcs Anst otobpaxeHus napameTposB HacTpoek DHCP Snooping.
Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb 0TobpaxeHue napameTpoB HacTpoek DHCP Snooping.
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Switch# show 1p dhep

snoopling

DHCF Snoopiling 15 enabled
DHCF Snoopiling 15 enabled on VLANs:

10, 15-18
Verification of MAC address 15 disabled
Station move 15 permitted.
Information option 1is not allowed on un-trusted interface
Interface Trusted Fate Limit Entry Limit
ethl/0/1 n 10 no limit
ethl/0/2 n 50 no limit
ethl/0/3 ves ne limit ne limit
Switch#

12-15 show ip dhcp snooping binding

[aHHas komaHnga ucnonb3yetcsa ansa otobpaxeHunsa npmeaskm DHCP Snooping.

show ip dhcp snooping binding [/P-ADDRESS] [MAC-ADDRESS] [vlan VLAN-ID] [interface

INTERFACE-ID[ [, | -l

MapameTpsbl

IP-ADDRESS (OnumoHanbHO) YkaxuTe, ecnv Heobxoanmo oTobpaxkaTb NPUBA3KM Ha
ocHoge IP-agpeca.

MAC-ADDRESS (OnumoHanbHO) YkaxuTe, ecnv Heobxoanmo oTobpaxkaTb NPUBA3KM Ha
ocHoBe MAC-agpeca.

vlan VLAN-ID (OnumoHanbHO) YkaxuTe, ecnvu Heobxoaumo oTobpaxkaTb NPMBA3KKU Ha

ocHoBe VLAN.

interface INTERFACE-ID

(OnumoHanbHO) YkaxuTe, ecnv Heobxoanmo oTobpaxkaTb NPUBSA3KM Ha
ocHose ID nopTa (port ID).

(OnumoHanbHO) Beigenenne cepmmn MHTEPENCOB UK pasgeneHne rpynnbl
HTepdencoB oT npeabiayLen. MNMpobenbl 40 1 Nocne 3anaTon
HeaonyCcTumbl.

(OnumoHankeHo) Beigenenne ananasoHa nHtepdgencos. [pobensl o 1 nocrne
aeduca HegoMnyCcTUMBI.

Mo ymonyaHuio
Het
Pexnm BBOoga KomaHAbl

User/Privileged EXEC Mode
JTio6on pexxkum KoHdurypauum
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YpoBeHb KOMaHAbI MO YMONYaHUo

YpoBeHb 1

Mcnonb3oBaHue KoMaHAbI

[aHHas komaHnga ucnonbdyetcsa ansa otobpaxeHnuns npuesaskn DHCP Snooping.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HacTpouTb oTobpaxeHue npusasku DHCP Snooping.

Switch#show ip dheop snooping binding

MAC Address IF Rddress Leasa (seconds) Type VILAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhep-sneeping 100 ethl/0/5
00-01-02-00-00-05 10.1.1.11 1495 dhep-sneeping 100 ethl/0/5

Total Entries: 2

Switch#

B paHHOM npumMepe nokasaHo, Kak HacTpouTb oTobpakeHne npmeasku DHCP Snooping no IP 10.1.1.1.
Switch# show ip dhep sncoping binding 10.1.1.1

MAC Address IF Address Lease (seconds) Typa VLAN Interface

00-01-02-03-04-05 10.1.1.1 1500 dhep-snooeping 100 ethl/0/5
Total Entries: 1

Switch#

B paHHOM nprmMepe nokasaHo, Kak HacTpouTb oTobpaxeHue npmeaskn DHCP Snooping no IP 10.1.1.11un
MAC 00-01-02-00-00-05.

Switch# show ip dhep socoping binding 10.1.1.11 00-01-02-00-00-05

e

MAC hddress IF Address Lease {seconds) Type VLAN Interface

00-01-02-00-00-05% 10.1.1.11 14495 dhep-sneceping 100 ethl/0/5
Total Entries: 1

Switch#

B paHHOM npumMepe nokasaHo, Kak HacTpouTb oTobpakeHnne npmeasku DHCP Snooping no IP 10.1.1.1 1
MAC 00-01-02-03-04-05 Bo VLAN 100.
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Switch# show ip dhep sncoping binding 10.1.1.11 00-01-02-00-00-05% wlan 100

T

MAC Address IF Address Lease (seconds) Type VLAN Interface

00-01-02-03-04-05 10.1.1.1 1500 dhep-snooping 100 ethl/0/5
Total Entries: 1

Switch#

B oaHHOM Npumepe nokasaHo, Kak HacTpouTb oTobpaxeHue npmesskm DHCP Snooping Bo VLAN 100.

Switch# show ip dhep sncoping binding vlan 104

MEC RAddress IF RAddress Leasa (seconds ) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhep-sneoping 100 ethl/0/5
00-01-02-00-00-05 10.1.1.11 1495 dhep-sneocping 100 eathl/0/5

Total Eatries: 2
Switch#
B paHHOM nprMepe nokasaHo, Kak HacTpouTb oTobpakeHne npuesaskun DHCP Snooping Ha nHTepdelice

Ethernet 1/0/5.

Switch# show ip dhep snooping binding interface sthernst 1/0/5

MAC Address IF Rddress Lease (seconds) Type VLAN Interface
00-01-02-03-04-05 10.1.1.10 1500 dhcp-znooping 100 ethl/0/5
00-01-02-00-00-05 10.1.1.11 4495 dhecp-snooping 100 ethl/0/5

Tetal Entries: 2
Switch#

OTob6paxaemble napamMmeTpbl

MAC-agpec AnnapaTtHbin MAC-agpec knveHTa.

IP-agpec IP-agpec knneHTa, HasHavyeHHbIn DHCP-cepeepom.

Bpems apeHabl (lease) (B Bpewms apeHabl IP-agpeca.

ceKyHpaax)

Tun Tvn NpuBA3KK, HACTPOEHHbIN Yepes MHTepdenc KOMaHAHON CTPOKN Unn
N3yYeHHbIN AUHAMUYECKM.

VLAN VLAN ID.

Interface WHTepdenic, nogkntovatowmiics K yany DHCP-knneHTa.
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12-16 show ip dhcp snooping database

[aHHas komaHnga ucnonb3yeTcsa ansg otobpakeHns crtatucTukm Tabnumupsl npmeasku DHCP Snooping.
show ip dhcp snooping database

MapameTpsbl

Het

Mo ymonyaHuto

Het

Pex1m BBOAa KOMaHAbI

User/Privileged EXEC Mode
JTrobon pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

[aHHas komaHnga ucnonb3yeTcs ansg otobpaxkeHns cTtatucTukm Tabnumusl npmeasku DHCP Snooping.
Mpumep

B gaHHOM npumepe nokasaHo, Kak BKIYMTb oToBpaxeHne ctatucTnku Tabnuubl npmesask DHCP Snooping.

Switch#fshow ip dheop snooping database

URL: tftp: FA10.0.0.2/store fdhep-snp-bind

Write Delay Time: 300 seconds

Last ignored bindings counters:

Binding collisions : i Expired lease : i
ITnvalid interfaces : i Unsupported wvlans : 0
Farse failures : a Checksum errors : ]
Switch#

OTo6paxaemMble NnapameTpbl

Binding Collisions Konunyectso 3anucei, co3gasLUMX KONNMU3WUK C CYLLECTBYIOLLMMU 3anMcsaMmn B
Tabnuue npusaskn DHCP Snooping.

Expired leases KonnyecTBo 3anucei ¢ NCTEKLLMM CPOKOM apeHAbl B Tabnuue npuBasku
DHCP Snooping.

Invalid interfaces KonuyectBo nHTepgencor, nony4melimx coobuieHme DHCP, Ho DHCP

Snooping As1st KOTOPbIX HE BbIMNOSTHAETCS.

Pase failures KonuyectBo HegonycTumbix naketos DHCP.

Checksum errors KonnyectBo nogcymTaHHbIX 3Ha4YeHun checksum, He paBHOe COXpaHEHHOMY
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3HayeHuto checksum.

Unsupported vians KonnyectBo 3anucen, ons kotopbix VLAN oTkmo4yeHa.

13. Komangbl DHCPv6 Guard

13-1 ipv6 dhcp guard policy

[aHHas komaHnga ucnonb3yeTcsa ansg cosgaHnst unm nameHenunsa nonmtukn DHCPv6 Guard Policy. Komanga
nossonsiet Bontn B pexxum DHCPv6 Guard Configuration Mode. Mpu ncnons3osaHun ¢oopmbl N0 JaHHas
komaHga yganut nonutuky DHCPv6 Guard.

ipv6 dhcp guard policy POLICY-NAME
no ipv6 dhcp guard policy

MapameTpbl

POLICY-NAME Ykaxute nmsa nonuntmnkn DHCPv6 Guard.

Mo ymonyaHuio

Het

Pexxum BBOAa KOMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YposeHb 12

Mcnonb3oBaHue KoMaHAbl

[aHHas komaHnga ucnonb3yeTcsa ansd cosganns unm nameHenna nonmtukn DHCPv6 Guard Policy. Komanga
nossonset Bontn B pexxum DHCPv6 Guard Configuration Mode. Monutukn DHCPv6 Guard moryT
ucnonb3oBaTtbes Ansa 6noknposkm otBeToB DHCPV6 Reply 1 coobLueHnii, npuxogsaiwmx ¢

HeaBTOpM30BaHHOro cepBepa. CoobLLEHNS KNNEHTa He BINOKMPYHOTCS.

Mocne cosgaHus nonutnkn DHCPv6 Guard ucnonb3yinte komaHay ipv6 dhep guard attach-policy ana
NPUMEHEHWs NONUTUKN Ha onpeaeneHHoOM nHTepderice.

Mpumep

B paHHOM npumepe nokasaHo, kKak cosagatb nonmtuky DHCPv6 Guard.

Switch# configure terminal

Switchi{config)f ipveé dhop guard policy policyl
Switch{config-dhep-guard) # device-role server
Switch{config-dhep-guard)# match ipvd access-list acll

Switch{config-dhep-guard) #
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13-2 device-role

[laHHaa koMaHZa ncnonb3yeTcs A yKasaHus poriv NoAKIYEHHOro YCTporcTBa. Mpy Ucnorb3oBaHnm
hopMbl NO JaHHas kKOMaHA4a BEPHETCS K HACTPOMKaM MO YMOSYaHWIo

device-role {client | server}
no device-role

MapameTpsbl

client YKaxnTte, 4Tobbl HACTPOUTL NOAKMIOYEHHOE YCTPOMUCTBO B KaYECTBE KIMEHTA
DHCPv6. Bce coobuieHus cepsepa DHCPv6 Ha atom nopTty 6yayT otbpackiBaTbCs.

server YkaxuTe, 4Tobbl HACTPOMTb NOAKIHYEHHOE YCTPOMCTBO B KayecTBe cepBepa

DHCPV6. Bce coobuieHunsi cepsepa DHCPvV6 Ha atom nopTy 6yayT npyuHMMaThes.

Mo ymonyaHuio

Mo ymonyaHuio HacTpoeHa onuus client.

Pexnm BBoaga komaHAabl

DHCPv6 Guard Policy Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

[aHHas komaHnga ucnonb3yeTcs Ans ykasaHus ponv NOLKMHYEHHOro yCcTponcTaa. 1o ymonuaHuio
YCTPOWCTBO BbIMOSHAET PoSib KNMeHTa, 1 Bce cooblennsa cepeepa DHCPV6, npuxogdawme Ha nopt, 6yayT

oTbpacbiBaTbCs. ECnmn HacTponTb YCTPOMCTBO B Ka4ecTBe cepaepa, cooblieHns cepeepa DHCPV6 6yoyT
paspeLleHbl Ha AaHHOM MOpPTY.

Mpumep
B oaHHOM npumepe nokasaHo, kak co3gatb nonutuky DHCPv6 Guard u HacTpouTb YCTPOMCTBO B KA4eCTBE
cepBepa.

Switch# configure terminal

Switchi{config)# i1pwveé dhep guard policy dhepguardl

Switchi{config-dhep—guard) # device-role server

Switchi{config-dhep-guard) #

13-3 match ipv6 access-list

laHHasa komaHZa vcnonbayeTcs Ans nposepku IPv6-agpeca UcTouHUKa B coobLueHnsax cepeepa. Mpu
MCMOMb30BaHMM OOPMbI NO AaHHAas KOMaHAa OTKITHYUT NPOBEPKY.

match ipv6 access-list IPV6-ACCESS-LIST-NAME
no match ipv6 access-list

MapameTpsbl
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IPV6-ACCESS-LIST-NAME  YkaxuTe cnmcok goctyna IPv6, ¢ KOTopbIM HEOOXO4MMO CBEPATLCS.

Mo ymonyaHuto

Mo ymonuaHuio onums oTKMYeHa.

Pexxum BBOOa KOMaHAbI

DHCPv6 Guard Policy Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

HaHHas komaHnga ucnonbdyetcsa ansa dpunerpauun DHCPv6-cooblieHnii cepeepa Ha ocHoBe IP-agpeca
nctovHuka. Ecnm He HacTpoeHa komaHaa match ipv6 access-list, Bce coobleHnst cepepa byayT
urHopupoBatbcsa. CnMcoK AOCTyna HacTpamBaeTCs C NOMOLLbIO KOMaHabl ipv6 access-list.
Mpumep

B paHHOM npumMepe nokasaHo, kak co3aatb nonutuky DHCPv6 Guard n HacTponTb NpOBEPKY COOTBETCTBMS
appecos |IPv6 co cnuckom goctyna list1.

Switch# configure terminal

Switch{config)# i1pveé dhep guard policy dhep filterl
Switch{config-dhep-guard)# match ipwé access-list listl
Switch{config-dhep-guard) #

13-4 ipv6 dhcp guard attach-policy

[aHHas komaHaa ucnonbsyetca Ansg npumeHeHus nonutukn DHCPv6 Guard Policy Ha onpeaeneHHOM
nHTepdence. MNMpu ncnonb3oBaHnn GopMbl NO AAaHHASA KOMaHAA yaanuT NPUBA3KY.

ipv6 dhcp guard attach-policy [POLICY-NAME [vlan {add | remove} VLAN-ID-LIST]]
no ipv6 dhcp guard attach-policy

MapameTpbl
POLICY-NAME (OnuunoHanbHo) YkaxuTe nmsi nonutnkm DHCPv6 Guard Policy.
vlan add VLAN-ID-LIST (OnuuoHanbHo) YkaxunTte VLAN anst npoeepku. Ecnn VLAN He ykasaHa,

npoBepsATbes 6yayT Bce VLAN.

vlan remove VLAN-ID-LIST (OnuuoHanbHo) YkaxuTte VLAN, ans kotopon HeobxoanmMo OTMEHUTb
NPOBEPKY.

Mo ymonyaHuio
Mo ymonuyaHuto onums oTKYeHa.
Pexnm BBoga KoMmaHAbl

Interface Configuration Mode
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YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHas komanga ucnonbdyetcsa ansg npumeHeHus nonutukn DHCPv6 Guard Ha nHTepderice. MonuTukm
DHCPv6 Guard ucnonb3ytotcsa ans 6nokmposkun DHCPv6-coobLieHun cepsepa unu cunstpauum
coobLeHun cepeepa Ha ocHoBe IP-agpeca uctovHuka. Ecnm uma nonntrku He ykasaHo, TO NONAMTMKA MO
YMOI4YaHWIO HACTPOUT YCTPOWCTBO B KAYECTBE KINMEHTA.

Mpumep

B paHHOM npumMepe nokasaHo, kak npumeHuTs nonutuky DHCPvE Guard «pol1» ansa Ethernet 1/0/3.

Switch# configure terminal

Switch{cenfig)# interface ethernat 1/0/3
Switch{config-if)# ipvé dhep guard attach-policy poll
Switchi{config-if)#

13-5 show ipv6 dhcp guard policy

[aHHas komaHga no3eongaeT oTobpa3ntb MHdopmauuto o DHCPv6 Guard.
show ipv6 dhcp guard policy [POLICY-NAME]

MapameTpsbl

POLICY-NAME (OnuunoHanbHOo) YkaxuTe nms nonutnkm DHCPV6 Guard.

Mo ymonyaHuto
Het
Pexxum BBOOa KOMaHAbl

User/Privileged EXEC Mode
JTiobon pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

Ecnu ykasaHo uMsi NONUTUKK, TO oToOpaxaTbes ByaeT nHpopmaLumst Tonbko Ansa Hee. Ecnu umsa nonmTuku
He yka3aHo, oTobpaxaTtbcsa byaeT uHpopmaumst Ans Bcex NONUTUK.

Mpumep

B naHHOM npuMepe nokasaHo, Kak BKIMYUTb 0T06pa>i<eHv|e I/IH(bOpMaLI,I/IM ana Bcex NonnTuk.
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Switch# show ipvé dhep guard policy
DHCF guard policy: default
Dawvice Role: DHCP client
Target: ethl/0/3
DHCP guard policy: testl
Dewvice Role: DHCF serwvear
Source Address Match Access List: acll
Target: ethl/0/1
Switch#

OTob6paxaemMblie NnapameTpbl

Device Role Ponb yctponcTsa. Ponblo MoxeT 6biTb KIMEHT unn cepsep.

Target HasBaHue nHTepdelica.

Source Address Match Access List  Cnucok goctyna IPv6 onpegeneHHom NonMTUKK.

14. KomaHAabl npegortBpauieHna atak DoS

14-1 dos-prevention

[aHHas komaHga ucnonb3yeTcs Ans BKIIYEHUS U HACTPOWMKM MexaHu3ma npegoTtepalleHus atak DoS (DoS
Prevention). NMpu ncnonssosaHny opMbl ho JaHHaA KOMaH4a BEPHETCS K HACTporKam Mo YMONYaHuIo.

dos-prevention DOS-ATTACK-TYPE
no dos-prevention DOS-ATTACK-TYPE

MapameTpbl

DOS-ATTACK-TYPE YKaxuTe CTpoKy, naeHTnduumpytowyto Tn DoS, KoTophlin Heobxogmmo
HacTpoUTb.

Mo ymonuyaHuio

Mo ymonyaHuio Bce nogaepxveaemble Tunbl DOS OTKMOYEHbI.
Pexxum BBoAa KoMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHu!Io

YpoBeHb 12

Mcnonb3oBaHWe KOMaHAbI
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[aHHasn komaHaa NCNONb3yeTCA ANA BKIMOYEeHNA U HaCTpOIZKI/I MexaHn3mMa npegoTBpalleHna atak DoS gns
onpeaeneHHoro Tuna atak DoS vnn anga Bcex nogaepKmBaemblx TUMNOB. MexaHunambl npegoTrBpalleHna atak
DoS (COI'IOCTaBJ'IeHVIe N nNpuHATNE Mep) ABNAOTCA (*)yHKLI,VIFIMI/I annapartHoro obecneyeHus.

Mpwn BKNIOYEHHOM NpeaoTBpaLleHun atak DoS koMMyTaTop coxXpaHUT cobbITUE (10T) B XXypHane, ecnu obin
rony4YeH XoTs Obl OZIMH «aTaKyoLLMN» NaKeT.

KomaHga no dos-prevention c kntoueBbiM crioBom all ucnonbsyeTcsa ansa oTkYeHUs MeXaHn3ma
npepoTepalleHns atak DoS ans Bcex nogaepxmeaemMbix TUNOB. Bce HacTponkn ByayT Bo3BpaLleHb! K
3HaYeHMAM MO YMONYaHuIo Ans onpegeneHHbIX TUMOB aTtak.

Cne,u,yrou.l,me pacnpocTpaHeHHbIe TUnbl DoS-arak MoryTt ObITb 06Hapy)KeHbI OONbLUMHCTBOM KOMMYTaTOpPOB:

Mpumep

Blat: gaHHbLIM TMN aTakn BKNOYaeT B cebs OTNpaBKy YCTPOMCTBY NAKETOB C MOPTOM UCTOYHMKA
TCP/UDP, paBHbIM NOPTY HasHa4YeHUs. ITO MOXET NOCAY>KUTb NPUYMHON TOrO, YTO YCTPOWCTBO
OygeT oTBevaTb camomy cebe.

Land: ataka LAND BkrntoyaeT B cebs oTnpaBky ycTponcTBy IP-nakeToB ¢ agpecomM UCTOYHMKA U
HasHa4yeHus!, paBHbIM agpecy yCTPOMUCTBA. OTO MOXET NMOCAYXUTb MPUYMHOW TOTO, YTO YCTPONCTBO
OyaeT HenpepbIBHO oTBeYaTb camomy cebe.

TCP-NULL-scan: ckaHMpoBaHue nopTa C UCMoSib30BaHMEM ONpeaesieHHbIX MakeToB, CoaepKaLlmx
nocrnegoBaTtensHoOCcTb Ymcen ot 0 1 He coaepxallmx dnaru.

TCP-SYN-fin: ckaHMpoBaHWe nopTa C NCMOSb30BaHNEM ONPEAENIEHHbIX MAKETOB, COAEPXKaLLMX
dnarm SYN un FIN.

TCP-xmas-scan: ckaHMpoBaHWe NopTa C UCNONb30BaHMEM OrnpeaenieHHbIX NakeToB, coaepKaLlmx
nocrnegosartensHocTb yucen ot 0 u donarn Urgent (URG), Push (PSH) n FIN.

Ping-death: gaHHbLIN TN aTakM Ha KOMMNbIOTEP BKITHOYAET B Ce0s1 OTNPaBKy HEKOPPEKTHOIO UIn
BPEOOHOCHOrO ping-3anpoca koMnbtoTepy. OObIMHO pa3mep ping-3anpoca coctaBnseT 64 6anTa;
MHOIMe KOMMbIOTEPLI HE MOTYT pacno3HaTb ping-3anpoc, ecnn OH Bonblue, YeM MakCUMarbHbI
pa3mep IP-naketa (65535 6awT). OTnpaBka ping-3anpoca Takoro pasmepa MOXeT NoBpeanTb
KOMMbIOTEP HasHaveHwus. Kak npaBuno, gaHHbIM c60eM MOXXHO OTHOCUTENBHO NPOCTO
Bocnonb3oBaTtbcs. OTnpaBka ping-naketa paamepoM 65536 GaiT HegonycTUMa CornacHoO CETEBOMY
MPOTOKONY, HO NMaKeT TAaKOro pa3mepa MOXHO OTMPaBWTb, €CIN OH ByaeT parmeHTMpoBaH. [Npu
NMOBTOPHOM cOOpKe naketa Bydep KOMMbIOTEPa MOXET NEPENONHUTBCS, YTO MOCITYXUT NPUYMHON
cbos cuctemsl.

TCP-tiny-frag: npu atake Tiny TCP Fragment ncnoneayetca cdoparmeHTaums IP gns cosgaHus
OYeHb ManeHbknx doparmeHToB, 4Tobbl TCP-3aronoBok 6bin B 0TAENbLHOM dhparMeHTe naketa. 1o
no3BornsieT emy 060MTU NPOBEPKY MapLUpyTM3aTopa M BbINOMHUTL aTaky.

All: Bce BblenepeyncreHHble TUMbI.

MpumeyaHune: HekoTopble OyHKUMK, Ucronbayrowme npoTtokon NTP, moryT pa6otaTtb
HEKOPPEKTHO, eCcnu BKIOYEHO npeaoTepalleHne DoS-atak Tuna Blat, Tak kak oHu
< MCMOmnb3YT OAMH U TOT XXe HOMep nopTa.

B paHHOM nprMepe nokasaHo, Kak BKITHYMTb MeXaHn3M npegoTepalleHnsa atak DoS gns ataku Land.

Switch# configure terminal
Switch{config)# dos-prevention land
Switch{config)#

B naHHOM npuMepe nokasaHo, Kak BKIM4YNTb MeXaHN3M npeaoTBpalleHnda aTtak DoS gons atak Bcex
noaaepxmBaemblix TUNOB.
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Switch# configure terminal
Switch{config)f dos-preventicn all
Switchi{config)#

B naHHOM npuMepe nokasaHo, Kak OTKIMI4YNTb MeXaHN3M npenorBpalleHnd aTtak DoS anga atak Bcex
nogaepXunBaembiX TUMOB.

Switch# configure terminal
Switch{config)# no dos-prevention all
Switch{config)#

14-2 show dos-prevention

[aHHasn komaHaa ncnonb3yeTcd Ana nony4vyeHus VIH(bOpMaLI,I/IVI O CTaTyce npenoTeBpalleHnda atak DoS n
COOTBETCTBYHOLNX CHETHUKAX.

show dos-prevention [DOS-ATTACK-TYPE]

MapameTpbl

DOS-ATTACK-TYPE (OnumoHanbHO) YkaxuTe Tvn DoS, koTopbIi Heobxoaumo oTobpasnTb.

Mo ymonuyaHuio
HeTt
Pexxum BBoAa komaHabI

User-Privileged EXEC Mode
JTiobon pexxum KoHurypaumm

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbl

HaHHas KomaHaa ucnonb3yeTcsa Anst NonyyYyeHrs nHdopmaumm o ctatyce npegoTepalleHms atak DoS
Mpumep

B paHHOM nprmMepe nokasaH npoLuecc Bbl3oBa MHGOpMaLMM O HACTPOWKax npegoTepalenns atak DoS.
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Switch#show dos-preventicn

DoS Preventicn Informaticn

DoS Type State
Land Attack Enab lead
Blat Attack Enab lead
TCF Hull Disablec
TCF Xmas Disablaec
TCF SYN-FIN Disablaec

TCF S¥YM SrcPort Less 1024 Disabled

FPing of Death ARttack Disabled
TCF Tiny Fragment Attack Disabled
Switch#

B naHHOM npumepe nokasaH npouecc BbidoBa MHGOpMaL MM O HacTponkax npegoTepalleHus atak DoS ans
Tuna aTtakm Land.

Switch#show dos-prevention land

DoS Type @ Land Attack
State : Enabled
Switch#

14-3 snmp-server enable traps dos-prevention

HaHHasa komaHnaa ucnonbesyetca anga otnpasku SNMP-ysegomneHun o DoS-atakax. [ng oTkNoYeHus
OaHHOW KOMaHAb! ncnone3ymnTe opmy no.

shmp-server enable traps dos-prevention
no snmp-server enable traps dos-prevention

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonuyaHuto gaHHasa PyHKUMA OTKIIOYEeHa.
Pexxum BBoga komaHAabI

Global Configuration Mode

YPOBeHb KOMaHAbl N0 yMon4yaHuUo
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl
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Swit
Swit

Swit

Ecnu npepnoTepalleHue atak DoS BKMoYeHO, Kaxable NATb MUHYT KOMMYTaTop GyaAeT 3anucbiBaTb B XXypHar
cobbITME, ECNY KaKoM-NNGO aTakyloLWWiA NakeT ByaeT NPUHAT 3a 3TOT NPOMEXXYTOK BpeMeHU. Mcrnonbayiite
[aHHYyl0 KoMaHAy, YToObl BKIMHOYMUTE MW OTKIOYUTL OTnpaBky yBegomMneHuii SNMP ansa Takux cobbITuiA.

Mpumep
B gaHHOM npumepe nokasaHo, Kak BKMYMTb OTpaBKy TpanoB Ans atak DoS.

ch# configure terminal
chiconfig)# snmp-server enable traps dos-prevention

chiconfig)#

15. KomaHgbl Dynamic ARP Inspection

15-1 arp access-list

HaHHast KomaHaa ucnonb3yeTcs Anst co3aaHus UM uameHeHust cnucka goctyna ARP. KomaHaga nossonser
BonTu B pexxuM ARP Access-list Configuration Mode. Mpu ncnonb3oBaHun oopmbl N0 JaHHast KOMaH4a
yaanut cnucok goctyna ARP.

arp access-list NAME
no arp access-list NAME

MapameTpbl

NAME Ykaxute ums cnmcka goctyna ARP, KoTopbIi HEO6XOOUMO HACTPOUTb.
MakcumanbHasa gonyctumas anuHa — 32 cumsona.

Mo ymonyaHuto

Het

Pexx1m BBOAa KOMaHAbI

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Mmsa gomkHo ObiTb YHUKalribHbIM cpean BCeX CMNCKOB O0CTYNa. 21V YYBCTBUTEJIbHO K PErncTpy. B koHue
CnncCKa OOCTyna yKa3aH 3anpeTt B 40CTyne BCeM, KOro HET B CrNCKe paspeLueHMVl.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HacTpouTb cnucok goctyna ARP ¢ aBymsi paspeLualowmmMm 3anmcamu.
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Switch# configure terminal

Switchi{config)# arp access-list static-arp-list
Switchi{config-arp-nacl)# permit ip 10.20.0.0 0.0.255.255 mac any
Switchi{config-arp-nacl)# permit ip 10.30.0.0 0.0.255.255 mac any
Switchi{config-arp-nacl)#

15-2 clear ip arp inspection log

HaHHas KomaHga ucnonb3yeTcsa Ans o4uncTkm bydpepa xypHana ARP Inspection.
clear ip arp inspection log

MapameTpbl

Het

Mo ymonuyaHuio

Het

Pexxum BBoga KOMaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

HaHHast komaHga ucnonb3yeTcsa Ans o4ncTkm bydpepa xypHana ARP Inspection.

Mpumep

B gaHHOM npumepe nokasaHo, kak o4ncTuTb XKypHan ARP Inspection.

Switch# clear ip arp inspection log

Switch#

15-3 clear ip arp inspection statistics

[aHHasa komaHga ncnonb3yeTcsa Ans yaaneHus gaHHblx ctatuctmkm Dynamic ARP Inspection.
clear ip arp inspection statistics {all | vlan VLAN-ID [, | -]}

MapameTpbl

all YkaxuTte gna yganeHus gaHHolx ctatuctukm Dynamic ARP Inspection gns Bcex
VLAN.

vlan VLAN-ID Ykaxunte VLAN mnnu gnanason VLAN.




DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

, (OnumoHaneHo) Beigenenune cepum VLAN mnnn pasgenenne rpynnsl VLAN oT
npeabigyLen. Mpobenbl 4o 1 nocne 3anaTon HegonyCTUMBI.

- (OnumoHanbHo) BeigeneHune gnanasona VLAN. MNpo6Genbl 4o 1 nocne geduca
HegonyCTnMbl.

Mo ymonyaHuio

Het

Pexnm BBoga KoMmaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHasa komaHga ncnonb3yeTcsa Ang yaaneHus gaHHblx ctatuctmkm Dynamic ARP Inspection.

Mpumep

B naHHOM nprMepe nokasaHo, Kak yaanutb AaHHble ctatuctukm Dynamic ARP Inspection ana VLAN 1.

Switch# clear 1p arp i1nspection statistics wlan 1

Switch#

15-4 ip arp inspection filter vian

[aHHas KkomaHga ucnonb3yeTcsa Ans ykasaHus cnvcka goctyna ARP, koTopbii 6yaeT ncnonb3oBartbCs Ans
nposepkn ARP Inspection ana VLAN. NMpu ncnonb3osaHum oopMbl no KoMaHda yaanuT yKasaHHYo
NpUBA3KY.

ip arp inspection filter ARP-ACL-NAME vlan VLAN-ID [, | -] [static]
no ip arp inspection filter ARP-ACL-NAME vlan VLAN-ID [, | -] [static]

MapameTpsbl

ARP-ACL-NAME YkasbiBaeT UMsi cnucka ynpaeneHus goctynom. MakcumansHasa gonyctumas
AnnHa — 32 cumBeona.

vlan VLAN-ID Ykaxute VLAN, conoctaBneHHyto co cnuckom goctyna ARP.

) (OnumoHaneHo) BeigeneHue cepun VLAN nnn pasgenerue rpynnsl VLAN oT
npegpiayen. MNpobenbl 4O 1 NOCNe 3anaTon HEAONYCTUMBI.

- (OnumoHanbHo) BeigeneHune gnanasona VLAN. NMpo6Genbl go 1 nocne geduca
HeaonyCTUMBI.

static (OnumoHanbHo) YKaxnte npu HeobxoauMoCTy OTOpachiBaTh NakeT, ecriv napa

npuesa3skn |IP-to-Ethernet MAC He pa3spelweHa ARP ACL.

Mo ymonyaHuto
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Het

Pexxum BBoga KoMaHAbl

Global Configuration Mode
YPOBeHb KOMaHAbl N0 yMon4aHuo
YpoBeHb 12

Mcnonb3oBaHne KoOMaHAbI

HaHHasi kKomaHga ucnonb3yeTcsa Ans ykasaHus cnucka goctyna ARP, koTopbi OyaeT ncnonb3oBaTtbes AN
npoeepkn ARP Inspection ana VLAN. [Ina ogHont VLAN MOXHO ykasaTb 0AWH CIMCOK AOCTyna.

Dynamic ARP Inspection nposepsaetT ARP-nakeTbl, nony4eHHble BO VLAN, ons npoBepkn KOPPEKTHOCTH
napbl npuBs3kn IP-agpeca nctovHmka n MAC-agpeca nctoyHunka. Bo Bpemsi npoBepku nponsongeT
COMOoCTaBfeHNe agpeca NpuBaA3KkKN 1 3anucen n3 Tabnmubl npueaskm DHCP Snooping. MNpoeepka GygeT

NpOM3BOONTLCS, ECINM faHHas KOMaHaa CKOHUIypupoBaHa.

Cninuckn ynpasnenust goctynom ARP (ARP ACL) nmetoT 6ornee BbICOKUI MPUOPUTET Hag Tabnuuen npuBasku
DHCP Snooping. Ecnu nakeTy siBHO 3anpeLleH AOCTYyNn CNMCKOM yrnpaBsrieHus 4oCTyna, naket byaeT
oTbpoLueH. Ecnu nakeTy HesiBHO 3anpelueH AoCTyn, OH ByaeT AONOMHUTENBHO COMOCTABIEH C 3anucaMm
npmeaskn DHCP Snooping, ecnu He yka3aHo KntoyeBoe croBo «static». Ecnn nakeTy HeSIBHO 3anpeLueH
[OCTYyMe 1 yKa3aHo KntoyeBoe croBo «staticy, nakeT 6yget oTOpoLLEeH.

Mpumep

B gaHHOM npumepe nokasaHo, Kak NpUMeHuTb cnncok ynpasneHuns goctynom ARP (ARP ACL) static ARP
list 8 VLAN 10 ans DAI.

Switch# configure terminal
Switehi{config)# ip arp inspection filter static-arp-list wlan 10
Switch{config)#

15-5 ip arp inspection limit

[aHHasa komaHga ncnonb3yeTcsa Ans orpaHnYyeHnst ckopocTtu Bxoaswmx ARP-3anpocoB 1 oTBETOB Ha
nHTepdgence. NMpu ncnonb3oBaHmMm opMbl NO KOMaHAa BEPHETCS K 3HAYEHNAM NO YMOSTYaHUIO.

ip arp inspection limit {rate VALUE [burst interval SECONDS] | none}
no ip arp inspection limit

MapameTpsbl

rate VALUE YKkaxute MakcumansHoe konnyectso ARP-nakeToB B cekyHAy, KOTopoe
MOXeT BbITb 06paboTaHo. [locTyneH gnanasoH 3Havenun ot 1 go 150.

burst interval SECONDS  (OnuuoHanbHo) YkaxuTe paspeLleHHY BENUYMHY NpoaomKUTENbHOCTH
Bcnnecka (burst duration) ARP-nakeTtos. [locTyneH AuanasoH 3HaYeHuin oT 1
0o 15. Ecnu He ykasaHo, 3Ha4YeHme rno yMmonyaHuo coctaensiet 1 cekyHay.

none YkaxuTe, 4yToBbl CKOpOoCTb Nepeaayn ARP-nakeToB He Gblna orpaHuyeHa.
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Mo ymonuyaHuio

[nsa HepoBepeHHbIX MHTepdericoB DAI orpaHnyeHne ckopocTu coctaBnsieT 15 nakeToB B cekyHay C
WHTepBanomM Bcnrecka burst interval B 1 cekyHay.

[ns poBepeHHbIX nHTepdencos DAl orpaHMYeHUn HeT.

Pexx1m BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHga ucnonb3yeTcs U A JOBEPEHHbIX, U A58 HeAOBEPEHHbIX nHTepdencos. Ecnn ckopocTb
ARP-nakeToB B CEKyHAY NPeBbILLAET OrpaHNYeHne 1 yCnoBus gns HaCTPOEHHOW NPOLAOIHKUTENBHOCTH
Bcnnecka (burst duration), nopT aBTOMaTU4ECKM OTKIIOUNTCA N3-3a OLLUNOKM.

Mpumep

B naHHOM nprMepe nokasaHo, Kak HazHauuTb orpaHuveHne ckopocTtu Bxoasawmx ARP-3anpocos oo 30
nakeToB B CEKYHAY W MHTepBan NpoBepku nHTepdenca 4o 5 cnegyrolwmx CekyHa,.

Switch# configure terminal

Switchi{config)# interface ethernet 1/0/10

Switehi{config-if)# ip arp inspecticn limit rate 30 burst interwval 5
Switch{config-1£f)#

15-6 ip arp inspection log-buffer

[aHHas kKomaHga ucnonb3yeTcs Ans HacTPonkM napameTpa bydepa xypHana ARP Inspection.

ip arp inspection log-buffer entries NUMBER
no ip arp inspection log-buffer entries

MapameTpbl

NUMBER YKaxuTe KonnyecTBo 3anncen B bycdepe. MakcnmanbHoe 3HadeHne — 1024,

Mo ymonuyaHuto

3HayeHue no ymonyaHuio — 32.
Pexxum BBoAa KOoMaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbI MO YMONMYaHUIo
YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

HaHHasi KomaHga Ucnomnb3yeTcs ANst HACTPONKM MaKCUMarnbHOro KOnM4ecTBa 3anvcen B Oydepe XypHana.
Bydep xypHana ARP Inspection xpaHuTt uHcdopmaumio 06 ARP-nakeTax. MNepBbii NakeT, NpoLleawnii Yepes
npoBepky, byaeT oTnpaBneH B MOA4YMb CUCTEMHOTO XXypHana (syslog) u 3anncaH B 6ydep xypHana
npoBepku. [NocneaytoLme nakeTbl M3 TON Xe ceccun He ByayT oTnpaBneHbl B MOAYMb XypHara, eCnm TONbKO
ero 3anuck B bydepe xxypHana He 6yaet yaaneHa. Ecnu 6ydep xypHana nonoH, Ho cobbITUS NpodoHkaoT
noctynaTb, OHM He ByayT 3anucaHbl B XypHarn. Ecnv nonb3oBaTens 3agaeT pasmep 6ydepa meHbLue
TekyLero Homepa 3anucu, bydep xypHana (rora) OyaeT ounLLeH aBTOMaTUYECKM.

Mpumep

B oaHHOM npumepe nokasaHo, Kak M3MeHUTb pa3mep Gydepa Ha 64.

Switch# configure terminal
Switchi{config)f i1p arp inspection log-buffer entries &4
Switchi{config) #

15-7 ip arp inspection trust

[aHHas komaHaa ucnonb3yeTcsa ANnsa HasHavyeHus JoBepeHHoro nHTepdernca ana Dynamic ARP Inspection.
Mpun ncnonb3oBaHUy GOPMblI O KOMaHAa OTKYNUT PEXMM AOBEPEHHOro UHTEpdenca.

ip arp inspection trust
no ip arp inspection trust

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonuyaHuio AaHHast onuus OTKIIYeHa

Pexxum BBoAa komaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONYaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

Ecnu uHtepdenc HaxoguTcsa B coctoaHum trust (qoBepeHHbit), ARP-nakeTsl, nocTynawoLme Ha uHTepdenc,
He OyayT npoBepsaTbes. Ecnu nHTepdelic HaxognTca B cocTtosiHMm untrusted (HegoBepeHHbI), ARP-nakeThl,
noctynatoLime Ha nopT u npuHagnexawme VLAN, B KOTOpPOW BKMoYeHa NpoBepka, OyayT NpoBepsATbCS.
Mpumep

B paHHOM npumMepe nokasaHo, Kak HacTpouTb cocTosiHne Trust (qoBepeHHbI) ana nopta 1/0/3 gns DAL

Switch# configure terminal
Switeh{cenfig)# interface ethernet 1/0/3
Switchi{config-if)# ip arp inspection trust

Switch{config-i£f)#
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15-8 ip arp inspection validate

[aHHas komaHnaa ucnonb3yeTca AN ykasaHus JononHuUTenbHbIX nposepok npu ARP Inspection. MNpu
MCMNOMb30BaHUKN (bOpMbl NO KOMaHAA OTKIHOYUT AOMOMNHUTENBHBIE MPOBEPKMU.

ip arp inspection validate [src-mac] [dst-mac] [ip]
no ip arp inspection validate [src-mac] [dst-mac] [ip]

MapameTpbl

src-mac (OnumoHanbHo) YKaxunTte ansi npoBepkn naketoB ARP-3anpocoB 1 OTBETOB, a Takke
cornacoBaHHoctTn MAC-agpeca uctovHuka B 3aronoeke Ethernet c MAC-agpecom
nctodHuka B ARP 3aronoske.

dst-mac (OnumoHanbHo) YKaxnTte ansi npoBepkun naketoB ARP-0TBETOB, a Takke
cornacosaHHoctn MAC-agpeca uctovHuka B 3aronoeke Ethernet c MAC-agpecom
ncroyHmka B ARP 3aronoBke.

ip (OnumoHankeHo) Ykaxunte ons nposepku cogepxunmoro ARP Ha Hanuune

HeJonyCTUMbIX U HenpeaBuaeHHbIX IP-agpecos. YkaxuTe ons nposepky
ponyctumocTu IP-agpeca B 3aronoeske ARP. lNMposepsitoTcsa IP-agpeca nctoyHmka Bo
Bcex ARP-3anpocax un otBetax, u IP-agpec HasHavyeHus B ARP-oTBeTe. NakeThl,
oTnpasnsemblie Ha IP-agpeca 0.0.0.0, 255.255.255.255 n Bce IP-agpeca
MHOroapecHON pacchiniku otbpackiBatoTca. |IP-agpeca cTouYHMKa NpoBEPSATCH BO
Bcex ARP-3anpocax un oTeeTtax, a IP-agpeca Ha3Ha4yeHWsi NPOBEPSAIOTCA TOMNbKO B
ARP-oTBeTax.

Mo ymonyaHuto

Mo ymonuaHuio gaHHas onums OTKINoYeHa.

Pexxum BBOOA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONMYaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

[aHHasa komaHga ucnonb3yeTcs ANs yKasaHUsa ONONTHUTENbHbBIX NPOBEPOK BO BpeMst Dynamic ARP
Inspection. YkasaHHble NpoBepkM ByayT NPON3BOAMTLCS C NakeTaMu, NpUCbiNlaeMbiMU C HEAOBEPEHHbIX
nHTepdencos n npuHaanexawmx VLAN, ans kotopeix BkntoveHa IP ARP Inspection. Ecnu Hukakue
napameTpbl He yKasaHbl, BCe ONUUW BKIOYEHbI UKW BbiKNoYeHb!. [pu ncnonb3osaHnn opMbl NO KOMaHaa
OTKMOYUT JOMOSNHUTENBbHBIE TUMbI MPOBEPOK.

Mpumep

B naHHOM nprMepe nokasaHo, kak BKMounTb npoBepky MAC-agpeca UCToOYHMKA.

Switch# configure terminal
Switch{config)# ip arp inspection wvalidate src-mac

Switchi{config)#
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15-9 ip arp inspection vian

[aHHasa komaHga ncnonb3yetcsa gns BkiodeHns Dynamic ARP Inspection ansa onpegeneHHsix VLAN. Mpun
ucnons3oBaHum opmel ho komaHaa otknoumMT Dynamic ARP Inspection ans VLAN.

ip arp inspection vian VLAN-ID [, | -]
no ip arp inspection vian VLAN-ID [, | -]

MapameTpsbl

VLAN-ID Ykaxute VLAN, ans Kotopor HeoBxoaMMo BKMOYUTL UK OTKIMHOYUTE doyHKumio ARP
Inspection.

) (OnumoHanbHO) BeigeneHne cepumn unu pasgenenue rpynnsl VLAN oT npeabigyLuen.
Mpobenbl 4o 1 nocne 3ansaTow HegonyCTUMbI.

- (OnumoHanbHo) YkaxuTe gnanasoH VLAN. MNMpobenbl go 1 nocne gedwca
HeZonyCTUMBI.

Mo ymonuyaHuio

Mo ymonuanuio ARP Inspection otknioveHa ansa scex VLAN.

Pexxum BBoga KoMaHAabI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

Ecnun VLAN BkntoyeHa gns ARP Inspection, npoBepatbca 6yayt ARP-nakeTbl, Bkntoyasi naketsl ARP-
3anpoca un oTBeTa, NnpuHagnexaiwme VLAN 1 oTnpaBneHHble Ha HegoBepeHHbI nHTepdoeric. Ecnun napa
npuesaskn IP-to-MAC MAC-agpeca uctovHuka u IP-agpeca ncrtodHmka He paspeweHsl ARP ACL, nnbo
Tabnuvuen npmesasku DHCP Snooping, ARP-nakeThl 6yayT oTbpoLueHbl. [ToMMMo NpoBepKn NPUBSA3KK agpeca,
OCYLLeCTBNATbCA OyaeT JoNonHMUTENbHAsA NPOoBepKa, onpegensaemasi KoMaHgom ip arp inspection validate.

Mpumep

B paHHOM npumMmepe nokasaHo, kak BkntounTb ARP Inspection Bo VLAN 2.

Switch# configure terminal
Switceh{cenfig)# ip arp inspectien wvlan 2
Switchi{contig)#

15-10 ip arp inspection vian logging

[aHHasn komaHga ncnonb3dyeTcd ana ynpasneHna TUNom nakeTtoB, KOTOPbIe 6y,EI,yT perncTpnpoBatbCsa
(J'IOFMpOBaTbCH). npl/l ncnonb3oBaHNn CbOprI Nno KOMaHAa BepHeTCA K 3Ha4YeHUAM MO YMOJI4aHUIo.

ip arp inspection vlan VLAN-ID [, | -] logging {acl-match {permit | all | none} | dhcp-bindings
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{permit | all | none}}
no ip arp inspection vian VLAN-ID [, | -] logging {acl-match | dhcp-bindings}

MapameTpbl

VLAN-ID Ykaxute VLAN, anst KoTopo He06XoaMMO BKIOUYNUTL UK OTKITHOUNTL (OYHKLMIO
yrnpaBneHnsi TOrMpoBaHMeEM.

) (OnumoHaneHo) BeigeneHue cepun nnm pasgenenue rpynnsl VLAN oT npegbiayLien.
Mpobenbl 4o 1 nocne 3anATon HeagoNyCTUMBI.

- (OnumoHanbHo) Ykaxunte guanasoH VLAN. MpoGenbl Ao n nocne aeduca
HeJonyCTUMBI.

acl-match YKaxuTe KpUTepun ormpoBaHms 41 NakeToB, OTOPOLLEHHbIX UMM pPa3peLUEHHbIX Ha
OCHOBE COBMaZeH1s Co CnMckoM ynpaeneHuns goctynom (ACL).

permit YKaxuTe Ans normpoBaHus, paspeLleHHOro CKOHUIypMpoBaHHbLIM CIIMICKOM
ynpasnenus goctynom (ACL).

all YKaxuTe Ans normpoBaHus, paspeLleHHOro nnm sanpeLleHHoro
CKOH(PUIypMpoBaHHbIM CIMCKOM yrnpasneHus goctynom (ACL).

none YKaxuTe, 4TOObl OTMEHUTbL NTOrMPOBaHME NAaKeTOB HA OCHOBE COBMAaZAEHUSA CO CMUCKOM
ynpasnenust goctynom (ACL).

dhcp-bindings YKaXnte KpUTepum fiormpoBaHms asisi NakeToB, OTOPOLLEHHbLIX UM pa3peLleHHbIX Ha
OCHOBe coBnageHus ¢ npuesskon DHCP.

permit YKaxuTe ans normposaHus, paspeLueHHoro npmesskon DHCP.

all YKkaxute Ans norMpoBaHusi, paspeLLeHHoro unm 3anpeteHHoro npuesisako DHCP.

none YKaxuTe, 4TOObl OTMEHUTL NTIOrMpPOBaHME BCEX NAKETOB, pPa3peLUEHHbIX UK

3anpeLLeHHbIX Ha ocHoBe npueasku DHCP.

Mo ymonuyaHuio

Bce 3anpeLueHHble 1 OTOPOLLEHHbIE NAKEThI JTOTUPYHOTCS.

Pexxum BBOoAa komaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 12

Ucnonb3oBaHne KoOMaHAabl

Wcnonbaynte popmy no, 4TOoObI KOMaHaa BEpHyNach K KpUTEPUSIM NOrMPOBaHMS MO YMOSYaHMIO.
Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb ARP Inspection Bo VLAN 1 ana nobaeneHns naketos B
XXypHarn Ha OocHoBe cnucka ynpasnenust goctynom (ACL).

Switch# configure terminal
Switch{config)# 1ip arp inspection wlan 1 logging acl-match all

Switch{config)#
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15-11 permit | deny (arp access-list)

[aHHasa komaHga ncnonb3yeTcsa Ang ynpasnenunsa goctynom ARP-3anncu. Mcnoneayinte komaHgy deny ang
cosgaHusa 3anpeldarowen ARP-3anncu. Npu ncnone3oBaHnn hopMbl NO KOMaHAa yoanuT 3anucb.

{permit | deny} ip {any | host SENDER-IP | SENDER-IP SENDER-IP-MASK} mac {any | host
SENDER-MAC | SENDER-MAC SENDER-MAC-MASK}

no {permit | deny} ip {any | host SENDER-IP | SENDER-IP SENDER-IP-MASK} mac {any | host
SENDER-MAC | SENDER-MAC SENDER-MAC-MASK}

MapameTpbl
ip YkaxuTe |IP-agpec uctoyHuka.
any YkaxuTe ans conocraeneHus nobdoro |IP-agpeca nctodHuka.

host SENDER-IP

YKaxuTe aAns conocraBneHnst €ANHCTBEHHOO IP-a,u,peca
MCTOYHUKA.

SENDER-IP SENDER-IP-MASK

YKaxuTe Ons conoctaeneHus rpynnbl IP-agpecoB nctoyHmka ¢
nomoLlbto 6utoBor macku (bitmap). MNpoeepaTbca byaeT 6uT,
COOTBETCTBYIOLLUIA 3HaYeHuto 6uta 1. dopmaT BBOAA TOT XKe, YTO
n onsa IP-agpeca.

mac Ykaxunte MAC-agpec.
any Ykaxute ansi conocraenenus nioéoro MAC-agpeca nctovHumka.
host SENDER-MAC YkaxuTte ansa conocrasnexHns eanHcteeHHoro MAC-agpeca

MCTOYHUKA.

SENDER-MAC SENDER-MAC-MASK

Ykaxute ans conoctasneHus rpynnsl MAC-agpecoB UCTOYHMKA C
nomoLbto 6utoBor Macku (bitmap). MNpoeepaTeca byaeT 6uT,
COOTBETCTBYIOLLUIA 3Ha4YeHuto 6uta 1. dopmaT BBOAA TOT Xe, YTO
n onsa MAC-agpeca.

Mo ymonuyaHuio

Het

Pexxum BBOAa KOMaHAbI

ARP Access-list Configuration Mode
ypOBeHb KOMaHAbl N0 yMon4aHuwo
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

MCHOﬂb3yVITe onuuro permit any, 4YTOObI KOMaHAa pa3pewinna goctyn oCctaribHbIM NakeTam, He npowealmnm

NPOBEPKY No npeabiaywmnm npasuiam.

Mpumep

B gaHHOM npumepe nokasaHo, kak HacTpouTb cnncok goctyna ARP ¢ gBymsa paspelueHHbIMW 3anncamMu.
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Switch# configure terminal
Switchi{config)# arp access-list
Switchi{config-arp-nacl)f permit
Switchi{config-arp-nacl)f permit
Switch{contfig-arp-nacl)#

static-arp-list
ip 10.20.0.0 255.255.0.0 mac any

ip 10.30.0.0 255.255.0.0 mac any

15-12 show ip arp inspection

HaHHasa komaHaa ucnonb3yeTcs Ans oTobpaxeHus ctatyca DAl ans ykasaHHoro AnanasoHa VLAN.

show ip arp inspection [interface INTERFACE-ID [, | -]] statistics [vlan VLAN-ID [, | -]1]

MapameTpbl

interface INTERFACE-ID

(OnuuoHanbHo) UHTepderc (NopT), rpynna nHTepdencos (NopTos) nnu
BCe MHTepdelchl (MopTbl), KOTOpble HEOBXOAUMO HAaCTPOUTb.

(OnuunoHanbHO) BelgeneHne cepumn nHTepdencoB nnu pasgeneHme
rpynnbl MHTEPdENCOB OT NpeabiayLien. Mpobenbl 4o 1 Nocne 3ansiTon
HegonyCTUMbI.

(OnumoHanbHo) Beigenenne ananasoHa nHTepdencos. [pobensb! o 1
nocne gegwca HegonyCcTUMBI.

statistics

(OnumoHanbHo) YKasbiBaeT AaHHble ctatucTtukm DAL

vlan VLAN-ID

(OnuuoHanbHo) Ykaxute VLAN nnv rpynny VLAN.

(OnuunoHanbHo) BeigeneHue cepum VLAN mnun pasgenenue rpynnbl VLAN
oT npeablgyLien. Mpobensl 4o 1 nocne 3anaTon HeAoNyCTUMbI.

(OnuunoHanbHo) BeigeneHne ananasona VLAN. Mpo6enbl oo 1 nocne
aeduca HegonycTUMBI.

Mo ymonuyaHuio
Het
Pexxum BBOAa kKomaHAbI

User/Privileged EXEC Mode
JTio6on pexxum koHurypaumm

ypOBeHb KOMaHAbl N0 yMOn4aHUo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

HaHHas komaHga ucnonb3yeTcsa Ans otobpaxeHus cratyca DAl gnsa ykasaHHoro avanasoHa VLAN.

Mpumep

B naHHOM npumMepe nokasaHo, Kak BKIYMTL 0ToBpaXKeHne napameTpoB CTAaTUCTMKM NaKeToB, KOTOpble
Obinn o6paboTaHbl DAl ansa VLAN 10.
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Switch# show ip arp inspecticn statistics wlan 10

VLA Forwarded Dropped DHCF Drops ACL Drops
10 21544 145261 145261 i

VLAN DHCF FPermits ACL Permits Source MAC Failures
10 21544 i i

VLAN Dest MAC Failures IP Validatien Failures

10 i 0

Switch#

B oaHHOM npumepe nokasaHo, Kak BKMYMTb OTOOpaXeHe NnapameTpoB CTAaTUCTUKM NaKeTOB, KOTOPbLIE
Obinm obpaboTtaHbl DAl gnsa Bcex akTmMBHbIX VLAN.

Switch# show ip arp inspection statistics
VLAM Forwarded Dropped DHCF Drops ACL Drops

]

a

21544 145261 145261
100 a 0 a

a

0

D

o o o O O

0
0 0
HCF Permits ACL Permits Source MAC Failures

100
200

0 0
] ]
10 ] ]
a ]
0 0
1024 0 a

Switch#

OTo6paxaemMble NnapameTpbl

VLAN VLAN ID, Ha koTopou gencteyeT ARP Inspection.
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Forwarded Konnyectso ARP-nakeToB, nepeagpecoBaHHbIX ARP Inspection.
Dropped KonunuectBo ARP-nakeTtoB, oTopoLueHHbIXx ARP Inspection.

DHCP Drops Konnyectso ARP-nakeToB, otopoLueHHbIx Tabnuuen DHCP Snooping.
ACL Drops Konunuecteo ARP-nakeTtoB, 0TOpoLLEHHbIX ¢ nomoLlbto ARP npasun ACL

(ARP ACL).

DHCP Permits

Konunuectso ARP-nakeToB, pa3speLlleHHbIX Tabnmuen npusssku DHCP
Snooping.

ACL Permits

Konnyectso ARP-nakeToB, pa3pelleHHbix npasunom ARP ACL.

Source MAC Failures

Konunuecteo ARP-nakeToB, He npolweawmnx nposepky MAC-agpeca
WCTOYHMKA.

Dest MAC Failures

Konunuecteo ARP-nakeToB, He npolweawmnx nposepky MAC-agpeca
HasHayeHus.

IP Validation Failures

Konuuectso ARP-nakeToB, He npolueawmnx npoeepky IP-agpeca.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb OToBpaxeHue HacTpoek n ctatyc pabotel DAL

Switch#show ip arp inspection
Source MAC Validatien Enabled
Destination MAC Validation: Disabled
IF Rddress Validation Disabled
WVLAN State ACL Match Statie ACL
10 Disabled static-arp-list i [=
VLAN ACL Logging DHCF Logging
10 Deny Deny
Switch#
OTobpaxaemblie napamMeTpbl
VLAN VLAN ID, Ha koTopom gericteyeT ARP Inspection.
State CoctosiHne HacTpoek ARP Inspection.

Enabled: ARP Inspection paboTaer.
Disabled: ARP Inspection He paboTaerT.

ACL Match Wms ykazaHHoro cnmcka ynpaenexus goctynom ARP (ARP ACL).

Static ACL HacTtpoliku ctatnyeckoro cnmcka ynpaeneHusi goctynom (static ACL).
Yes: ctatnyeckun cnucok ynpasneHus goctynom (static ARP ACL) HacTpoeH.
No: cTtatuyecknii cnucok ynpasneHns goctynom (static ARP ACL) He HacTpoeH.

ACL logging CocTosiHMe norMpoBaH1s Asi NakeToB, OTOPOLLEHHbIX UK pa3peLleHHbIX Ha OCHOBE
COBMageHns co cnuckom ynpaeneHuns goctynom (ACL).
None: nakeTbl, paspelueHHble CnnckoM ynpasrneHus goctynom (ACL), He normpyroTcs.
Permit: normposaHue nponcxoguT, eCNn NakeTbl paspeLlleHbl HACTPOEHHbBIM CMIUCKOM
ynpasneHus goctynom (ACL).
Deny: normpoBaHne NpouCcxXoamT, eciv NakeTbl OTOPOLLEHbI HACTPOEHHBLIM CMUCKOM
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ynpaenenusa goctynom (ACL)..
All: normpoBaHue gn1a BCcex NakeTos, paspeLleHHbIX HACTPOEHHbIM CMIMCKOM ynpaBneHus
poctynom (ACL).

DHCP Logging CocTtosiHMe normpoBaHus Ansi NakeToB, OTOPOLUEHHbIX UMW pa3peLUeHHbIX Ha OCHOBe
Tabnuubl npusaskn DHCP.
None: nakeTbl, 0OTOpOLIEHHbIE UNK pa3peLleHHble Tabnuuen npusasku DHCP, He
normpytoTcs.
Permit: nornpoBaHve npomMcxoauT, eCcrnv NakeTbl pa3peLleHbl Tabnuuen npuBsasku
DHCP.
Deny: normpoBaHve NponCXoauT, eCriv nNakeTbl 0TOpoLleHbl Tabnuuen npussaskm DHCP.
All: nakeTbl, 0OTOpOLUEHHBIE UNK pa3peLleHHble Tabnuuern npmesaskn DHCP, nornpytoTcs.

Mpumep

B npaHHOM npuMepe nokasaHo, Kak BKITHUMTbL 0ToOpaxkeHne coctosiHng ans Ethernet 1/0/10.

Switch#show ip arp inspecticn interfaces ethernet 170710
Interface Trust State Rate(pps) Burst Interval
ethl/0/10 trusted Horne 1

Total Entries: 1
Switch#

B paHHOM nprmMepe nokasaHo, Kak BKIHUMTbL 0TOBpaXxkeHne COCTOSHUA AN nHTepdencos kKoMMyTaTopa.
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Switchf#ishow ip arp inspection interfaces

Interface Trust State Rate{pps) Burst Interval
ethl/0/1 untrusted 15 1
ethl/0/2 untrusted 15 1
ethl/0/3 untrusted 15 1
ethl/0/4 untrusted 15 1
ethl/ 075 untrusted 15 1
ethl/ 076 untrusted 15 1
ethl /077 untrusted 15 1
ethl/ 078 untrusted 15 1
athl/0/9 untrusted 15 1
ethl/0/10 trusted Hone 1
athl/0/11 untrusted 15 1
athl/0/12 untrusted 15 1
sthl/0/13 untrusted 15 1
sthl/0/14 untrusted 15 1
sethl/0/15 untrusted 15 1
sthl/0/16 untrusted 15 1
ethl/0/17 untrusted 15 1
sthl/0/18 untrusted 15 1
sthl/0/19 untrusted 15 1
sethl/0/20 untrusted 15 1
ethl/0/21 untrusted 15 1

CTEL+C ESC g Quit SPACE n Next Fage ENTER HNext Entry a All

OToGpaxaeMble napameTpbl

Interface Nmsa nHtepdpenca, Ha kotopom pabotaeT ARP Inspection.

Trust State CocTtosHue nHTepdelica.
trusted: naHHBLIN MHTepdelic aBnseTcs goBepeHHbIM nopToM ARP Inspection, Bce
ARP-nakeTbl 6ygyT AOCTOBEPHbI, U HE ByayT NPOXOAMTL aBTOPU3aLMIO.
untrusted: gaHHbIN MHTEpPhenc aBnseTca HegoBepeHHbIM nopTtom ARP Inspection,
Bce ARP-nakeTbl 6yayT NpoxoanTb aBTopM3aumio.

Rate (pps) BepxHsis rpaHuLa KONMYeCTBa BXOASLLMX NakeToB, 06pabaTbiBaeMbiX B CEKYHAY.

Burst Interval lMocnepoBaTenbHbIM MHTEPBar B CekyHAaX, B TEYEHNe KOTOPOro Ha nHTepdence
aHanuaupyetcs YacTtota nosisneHns ARP-Tpaduka.

15-13 show ip arp inspection log

HaHHas komaHga ucnonb3yeTcs Anst otobpaxeHus 0ydepa nora (>kypHana) ARP Inspection.
show ip arp inspection log
MapameTpbl

Het
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Mo ymonuyaHuio
Het
Pexxum BBOAa KomaHAbl

User/Privileged EXEC Mode
JTio6on pexum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

HaHHas komaHga ucnonb3yeTcs Anst oTobpaxeHusa cogepxumoro bydepa nora (kypHana) ARP Inspection.
Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4MTb oTobpaxeHue bydepa nora (kypHana) ARP Inspection.

Switch#show 1p arp 1nspection log
Total log buffer size: 64
Interface VLAN Sender IF Sender MAC Joocurrence

ethl/0/1 100 10.20.1.1 00-20-30-40-50-60 1 {(2013-12-28 23:08:ad)
ethl/0/2 100 10.5.10.1& 55-86-20-30-40-50 2 {2013-12-02 00:11:54)

ethl/0/3 100 10.58.2.30 10-22-33-44-50-60 1 (2013-12-30 12:01:38)
Total Entries: 3
Switch#

OTobpaxaemble napamMeTpbl

Interface Nmsa nHTepdenca, Ha KOTOPOM NPOMN3BOAMUTCA NTOrMPOBaHME.
VLAN VLAN, Ha KOTOpoW Npon3BOAMNTCA NOrMpPOBaHME.

Sender IP IP-agpec nctovHuka y normpyemoro ARP.

Sender MAC MAC-agpec nctovHuka y normpyemoro ARP.

Occurence CueTyuk obLLero Yucna normpoBaHMs 3annucemn, a Takke BpemMeHu

nocnegHero crny4mBLleroca normposaHuA.

16. KomaHAabl ynpaBneHusa nHrepdceicom

16-1 clear counters

HdaHHas komaHga ucnonb3yeTcs Ans cbpoca BCex CHETYMKOB AN yKa3aHHbIX MHTepEencoB.
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clear counters {all | interface INTERFACE-ID [, | -1}

MapameTpbl
all Ykaxute, ecnm Heobxoaumo cOpoCUTb CHETUMKM ONst BceX MHTepdencoB.
interface INTERFACE-ID Ykaxute HacTpauBaeMble UHTepdencol. iHTepdencamm MoryT cumtatbes

dusndeckume nopthbl, NopT ynpasneHus OOB, port-channel nnm
nHtepdgencol VLAN 2-ro ypoBHsi.

(OnuuoHanbHO) BeligeneHne cepmm nHTEpencoB nnu pasgeneHme rpynnel
NMHTepdencor ot npegplayLien. MNpobenbl 4O M Nocrne 3ansaTon
HeJoMnyCTUMBI.

- (OnumoHanbHo) YkaxunTe auanasoH uHtepdencos. MNMpobenbl 4o 1 nocne
hedwmca HegonyCcTUMBbI.

Mo ymonyaHuto

Het

Pexxvm BBOAa KOMaHAbI

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMON4YaHuIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

KomaHga ucnonbayetca ans cbpoca cHeTYMKOB Anst uHTepdpenca umandeckoro nopra.
Mpumep

B paHHOM npumepe nokasaH npouecc cbpoca cuetumko ansa Ethernet 1/0/1.

Switch# clear counters interface ethernet 1/0/1

Switch#

16-2 description

HaHHas komaHaa ucnonb3yeTcsa Ang gobaeneHus onucanus Ansa nHtepdenca. MNpu ncnonb3osaHum GopMbI
no KoMaHza yganuTt onvcaHue.

description STRING
no description

MapameTpbl

STRING OnucaHne onsa nHTepderica. MakcMmanbHO 4ONYCTUMOE KOMNMYECTBO CUMBOSIOB — 64.

Mo ymonyaHuio

Het
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Pexxum BBoAa KoMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

YkasaHHoe onucaHune cooTBeTcTBYeT 00bekTy MIB «ifAlias», onpegeneHHomy B RFC 2233.
Mpumep

B oaHHOM npumepe nokasaHo, kak obaBute onucaHune «Physical Port 10» Ha nHTepderic Ethernet 1/0/10.

Switch# configure terminal

Switchi{config)# interface ethernet 1/0/10
Switch{config-if)# description Fhysical Fort 10
Switch{config-1£)#

16-3 interface

HaHHas komaHaa ucnonbsyetca Ans sxoaa B pexum Interface Configuration Mode ans ogHoro uHtepdenca.
Mpu ncnonb3oBaHny opMbl o KOMaHAa yaanuT uHTepdgenc.

interface INTERFACE-ID
no interface INTERFACE-ID

MapameTpbl

INTERFACE-ID YkaxuTe ngeHtudmkaTop nHtepdenca (Interface ID). ID nHtepdenca coctomt
13 Tuna uHTepderica n Homepa nHTepdenca 6e3 Npobenos Mexay HUMM.

Mo ymonuyaHuio

Het

Pexxum BBOoAa KOMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

HaHHasa komaHnaa ucnonbsyetca Anga Bxoaa B pexum Interface Configuration Mode ons onpegeneHHoro
uHTepdpenca. ID nHtepdenca coctouT us Tuna nHTepderica n Homepa nHtepdenca 6e3 Nnpobenos Mexay

HUAMW.
nOﬂ,Elep)KVIBaIOTCFI N MOTYT UCMNOJ1b30BaTbCA crieayrlne Kro4yeBble crioBa:
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Swit
Swit

Swit

Swit
Swit

Swit

Swit
Swit

Swit

* Ethernet — dpmsnueckuii nopt Ethernet-kommyTtaTtopa niobon cpeapl

* L2vian - BupTtyanbHbin LAN-uHTepderic BToporo yposHs IEEE 802.1Q

* Loopback — nporpammMHbI MHTEPdENC, KOTOPLIV BCceraa HaxoamTtcsl B paboyem coCTOsIHUK
* mgmt — uHtepcpenc Ethernet, ucnonbsyemoin ans ynpasneHus noptom out-of-band

*  Null = nHTepderic null

* Port-channel — arpermpoBaHHbIn nHTEpdec port-channel

* Tunnel — BUpTYyanbHbIN MHTEPGENC, UCNONBL3YEMbIN ANS TYHHENUPOBaHUSA

* Vlan — nHtepderic VLAN

dopmat Homepa nHTepdenca 3aBMCUT OT TUNa UHTepdenca.

[na nHtepdencos rsnyeckMx NOPTOB NONb30BaTENb HE MOXET BONTU B MHTEpdenc ecnun nopt
KOMMyTaTopa He cyliecTByeT. UHTepdenc nanyeckoro nopta He MOXeT ObITb yaaneH KOMaHgon no.

Wcnone3ynte komaHay interface Vlan onsa cosgaHusa nHtepdpenca 3 yposHs. Micnone3ynte komaHay vian B
pexume Global Configuration Mode, 4To6bl cozgaTte VLAN nepepn co3gaHnem nHtepdenca 3 ypoBHS.
Wcnone3ynte komaHgy no interface Vlan, 4to6bl yaanuTe uHtepdeinc 3 ypoBHsi.

UHTepdelic port-channel aBTomaTnyecku cosgaetcs, korga komaHaa channel-group HacTpoeHa ans
nHTepdenca dpuandeckoro nopta. NHTepdenc port-channel 6yaeT yaaneH aBTomaTtnyecku, ecnm s
komaHgbl channel-group He OyaeT HacTpoeH MHTepdenc duanveckoro nopta. Micnonb3ynte koMaHay no
interface Port-channel, 4to0bl yoanutb port-channel.

Ina nHtedenca null nogaepxmsaetca nHrepdgenc null0, n oH He MOXeT BbITb yaaneH.

Ons nHtepdencos loopback unu tunnel komanga interface ncnonb3yetca ans cosgaHusa nHtepdenca nnu
N3MeHeHnsa HacTpoek nHtepdeica. MNpu ncnonb3oBaHny GopMbl ho KOMaHAa yoanuT uHTepgenc.

Pexumbl nHTepdericoB L2vlan n L2ve ncnonb3ytoTcs ToNbKo Ans 4o6aBneHns onncaHns K CyLLEeCTBYIOLLMM
L2VLAN u L2 Virtual circuit. KomaHgbl interface 12vlan u interface 12vc He co3gatloT HoBble MHTEpPdENChI, K
HVKakne hopMbl NO AaHHbIX KOMaHA He yAansoT CyLLecTByoLWMe UHTEPdENCHI.

Mpumep

B paHHOM npmmepe nokasaHo, kak BonTu B pexxum Interface Configuration Mode gnsi Ethernet 1/0/5.

ch# configure terminal
chicenfig)# interface ethernet 1/0/5
chiconfig-1£f)#

B gaHHOM npumepe nokasaHo, kak BonTu B pexumM Interface Configuration Mode gna VLAN 100.

ch# configure terminal
chi{config)# interface wlan 100

ch{config-i£)#

B gaHHOM npumepe nokasaHo, kak BonTu B pexuM Interface Configuration Mode gna port-channel 3.
ch# configure terminal

chiconfig)# interface port-channel3

chiconfig-i£f)#

B npaHHOM npumepe nokasaHo, kak AobaesuTb MHTepdelic loopback 2 n BonTu B pexxum Interface
Configuration Mode.
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Switch# configure terminal
Switeh{cenfig)# interface loopback?2
Switch {(config-if)#

B gaHHOM npumepe nokasaHo, Kak yaanutb uHtepdenc loopback 2.

Switch# configure terminal
Switch{cenfig)# no interface loopbackZ2
Switch {config)#

16-4 interface range

[aHHas komaHnga ucnonbdyetca ans Bxoga B pexum Interface Range Configuration Mode ons Heckonbkux
nHTEepdencos.

interface range INTERFACE-ID [, | -]

MapameTpsbl

INTERFACE-ID YkaxuTte ID nutepdenica. ID nHtepdenca coctout n3 tuna nHtepderica u
Homepa nHTepdenca 6e3 npobenos Mexay HAMMN.

s (OnuuoHanbHO) BeligeneHne cepum nHTepdencos nnu pasgeneHme rpynneol
nHTepdpencos ot npedbiayLen. MNpobensl 4O 1 Nocne 3anaTon
HeJonyCTUMBI.

- (OnuunoHanbHO) YkaxuTe ananasoH nHtepdgericos. Mpobenbl Ao 1 nocne
aedvca HegonyCcTUMBI.

Mo ymonuyaHuio

Het

Pexxum BBoAa KOMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

KomaHga ucnonesyetcsa ansa sxoaa B pexum Interface Configuration Mode ons ykasaHHoro guanasoHa
uHTepdpencos. KomaHapl, BBegeHHble B pexume Interface Range Mode, npumeHsoTCst KO BceM
MHTepdencam B guanasoHe.

Mpumep

B gaHHOM npumepe nokasaHo, kak BonTu B pexuM Interface Configuration Mode gna guanasoHa nopTtoB OT
2/0/1 po 2/0/5, v ana nopta 3/0/3.



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Switch# configure terminal
Switch({config)# interface range Ethernet 2/0/1-5, 3/0/3
Switch{config-if-range)#

16-5 show counters

HaHHas komaHaa ucnonb3yeTcs 4ns oTobpaxeHus nHgpopmauumn o6 nHTepdeiice.
show counters [interface INTERFACE-ID]

MapameTpbl

interface INTERFACE-ID (OnuunoHanbHO) YkaxuTe HeobxoaumbIi MHTEpPdENC: U3NYECKMIA NOPT,
port-channel nnn VLAN. Ecnu nHtepdpenc He ykasaH, OyagyT oTobpaxarbcs
CYETUMKM ONSA BCEX MHTEPGENCOB.

Mo ymonuyaHuio
Het
Pexxum BBOAa KOmaHAbI

User/Privileged EXEC Mode
JTiobon pexxum KoHdurypauum

ypOBeHb KOMaHAbl N0 yMon4yaHuUo

YpoBeHb 1

Ucnonb3oBaHne KoMaHAabI

[aHHas koMaHaa ucnonb3yeTcs Ans 0TobpaXkeHUs CTaTUCTUKN CHETYMKOB AN MHTepdeiica.
Cneayowme NyHKTbl NpeaocTaBnstoT noapobHyto Hdopmaumo 06 oTobpaxxeHn napaMeTpoB AaHHOW
KOMaHAbl:

* max-rcv-frame-size: makcumansHbIn pa3mep Ethernet-kagpa, onpegeneHHbin B komaHaax Jumbo
Frame. [Juana3oH JOCTYMNHbIX 3Ha4YeHun — oT 64 go 12288 Ganr.

Mpumep

B gaHHOM mpumepe nokasaHo, Kak BKM4MTb oTobpaxeHue cyeTynkos ans Ethernet 1/0/1.
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txHCFktl128to2550ctet s
txHCFkt256ta5110ctet s
txHCFkt512t010230ctets
txHCPLt1024tel5180ct et

i

txHCFkt1519tel5220ctets
txHCFktl1519te20470ctets
txHCFkt2048t040950ct et :

bt

txHCFkt4096to921alctets

rxCRCAlignErrors
rxUndersizedFPkt s
rxFragmentFPkts
rxSymbolErrors

rxDropFkts

txCellisions

ifInErrors

ifoutErrors
ifInDiscards
ifoutDiscards
txDelayvExceededDiscards

txCRC

det3StatsSinglelelFrames
det3StatsMultiCelFrames
det3StatsDeferredTransmisicns
det3S5tatslateCollisicns
det35tatsExcessiveCollisions
dot3StatsInternalMacTransmitErrors

dot3Stat sFrameTooLongs
linkChange

Switch#

OT1o6paxaemMble NnapameTpbl

27683
a22
270
22130
i}

0

]

]

]
]
i}
i}

0

]
]
]
i}
]
]
]

]
0
i}
i}
0
]
]

rxHCTotalPkts

CyeTunk NpUHATBIX NakeToB. Bo3pacTaeT ¢ kaxabiM NPUHSTHIM
nakeToMm (BKIo4as NoOBPeXAEHHbIE NaKeTbl, BCe 04HOaApeCHble,
LUIMPOKOBELLATENbHbIE Y MHOTOAAPECHbIE NAKEThLI U NaKeTbl
ynpaenenuss MAC).

txHCTotalPkts

CyeTunk nepepaHHbIX nakeToB. BospacTtaeT ¢ kaxabiM nepegaHHbIM
nakeTom (BKNtoYasi NOBPeEXAEHHbIE NakeTbl, BCe 0OAHOaApeCHbIe,
LUMpOKOBeLlaTenbHble U MHOroagpecHble NakeTbl U NakeTbl
ynpasneHus MAC).

rxHCUnicastPkts

CuyeTumK NPUHATLIX NakeToB ogHOaApPECHOW pacchinkn. Bospactaet
C KaXgblM yCrneLwHO NPUHATbIM NakeToM OﬂHoaﬂpeCHOVI paccChbINnKn.

txHCUnicastPkts

CueTunk nepegaHHbIX NakeToB O,D,HOB,D,peCHOVI PacCCbIJIKWN.
BoapaCTaeT C KaXgbIM yCrnewHo nepegaHHbIM NnakeTom
OIJ,HOE,ElpeCHOVI PacCCbIJIKWN.
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rxHCMulticastPkts

CyYeTunK NPUHATBIX NakeTOB MHOrOaApPECHON PacChIfku.
BospaCTaeT C KaXgblM yCrneLlHO NPpUHATbIM NakeToM
MHOroagpecHomn pacchIfku, nckntovas naketsl ynpasneHns MAC.

txHCMulticastPkts

CuyeTurk NnepedaHHbIX MAKETOB MHOrOaApEeCHON PacChIfKu.
BospacTaeT ¢ kaxablM ycnewHo nepegaHHbIM NakeTom
MHOroagpecHomn pacchbIfku, nckntovas naketsl ynpasneHns MAC.

rxHCBroadcastPkts

CueTunk NMPUHATBIX NAKETOB UJMpOKOBeU.laTeﬂbHOVI PacCCbIJIKWN.
BoapaCTaeT C KaXXbIM yCrneLwHO NPUHATbIM NakeToM
LUI/IpOKOBeU.laTeJ'IbHOVI PacCCbIJIKWN.

txHCBroadcastPkts

CueTumnk nepegaHHbIX NakeToB LUMpOKOBeU.laTeﬂbHOVI PaccCbIJIKWN.
BO3paCTaE‘T C KaXXgbIM yCrneLwHo nepegaHHbIM NnakeTom
LUI/IpOKOBeU.l,aTeJ'IbHOVI PacCCblJIKWN.

rxHCOctets

CueTumk NpuHATLIX 6anToB. BospacTaeT ¢ nogcyeTom 6antos
NPUHATBLIX NAKETOB, UCKIOYas NoBpexaeHHble nakeTsl. (Vcknoyas
OuTbl KagpoB., Ho BkMoyas 6antel FCS)

MpumeyaHue: [1ns yceyeHHOro nakeTa CH4eTYUK YUUTbIBAET TOMbKO
pasmep max-rcv-frame.

txHCOctets

CuyeTumk nepedaHHblx 6antoB. Bospacraet ¢ nogcyeTom GantoB
nepeaaHHbIX NaKeToB, UCKMYas NOBPEXAEHHbIE NAKEeThI.
(Ucknioyas OMTLI KagpoB, HO Bktovasn b6anTel FCS)

rxHCPkt640ctets

CueTumnk NprHATBIX 64-6anToBbIX KagpoB. Bo3pacTaeT ¢ kaxabiM
AONYCTUMbIM U NOBPEXAEHHBIM NPUHATBLIM Kagpom (Bkntovas FCS,
Symbol, owmnbka Len/Type), 0o 64 6aiT BKNIOYMTENBHO (MCKMtoYas
OuTbl Kagpos., HO Bkntovasa 6anTel FCS).

rxHCPkt65to1270ctets

CueTumnk NpuHATLIX 64 — 127-6aToBbIX KaapoB. Bo3pacTtaeT ¢
KaXkgbIM AONYCTUMbIM 1 NMOBPEXAEHHBIM NPUHATLIM KagpoM
(Bkntovas FCS, Symbol, owmnbka Len/Type), ot 65 go 127 6ant
BKIIOYMTENBHO (MCKMtoYas buTebl kagpoBs, HO BKNtoyas 6anTtel FCS).

rxHCPkt128to2550ctets

CueTumnk npuHATbIX 128 — 255-6aiToBbIX kKaapoB. Bo3pacraeT ¢
KaXkabIM JONYCTUMbIM 1 NMOBPEXAEHHBIM NMPUHATLIM KagapoM
(Bkrtodast FCS, Symbol, owmnbka Len/Type), ot 128 go 255 Gawnr
BKIIOUMTENBHO (MCKIoYast OMTbl KagpoB, HO BKItodasi 6anTel FCS).

rxHCPkt256t05110ctets

CueTumnk NpuHATLIX 256 — 511-6aliToBbIX KaapoB. Bo3pacTtaeT ¢
KaXkgbIM JONYCTUMbIM 1 NMOBPEXAEHHBIM NMPUHATBIM KagpoM
(Bkrtovast FCS, Symbol, owmnbka Len/Type), ot 256 go 511 6ant
BKIMIOUUTENBHO (MCKMoYast OuTbl kKagpoB, HO BKMtodast 6anTel FCS).

rxHCPkt512to10230ctets

CyeTumk NpuHATLIX 512 — 1023-6anToBbIX KaapoB. BospacTtaet ¢
KaXkabIM JONYCTUMbIM 1 NMOBPEXAEHHBIM NMPUHATLIM KaapoM
(Bkntoyast FCS, Symbol, owunbka Len/Type), ot 512 go 1023 6ant
BKITHOYMTENBHO (MCKMtoYasa buTbl kagpoB, HO Bktoyasi 6anTtel FCS).

rxHCPkt1024t015180ctets

CueTuuk npuHaATbIX 1024 — 1518-6anToBLIX kKagpoB. Bo3pacTtaeT ¢
KaXkabIM JONYCTUMbIM 1 NMOBPEXAEHHBIM NPUHATLIM KaapoM

(skntoyast FCS, Symbol, owmnbka Len/Type), ot 1024 go 1518 6ant
BKIIOUMTENBHO (MCKIoYast OUTbl KagpoB, HO BKItodast 6anTel FCS).

rxHCPkt1519to15220ctets

CyeTuumk NpuHATBIX gonyctumbix 1519 — 1522-6ariToBbIX Kagpos
VLAN. BospacTtaet ¢ kaxgbiM AONYCTUMbBIM MPUHATHIM KagpoMm
VLAN (uckntoyas FCS, Symbol, owmnbka Truncated), ot 1519 go
1522 6ainT BKNUMTENBHO (MCKNtoYas BUTbl KaapoB, HO BKIOYas
fanTtbl FCS). MoacumTbIBIOTCS Kak OOMHOYHbIE, Tak U ABaxabl
TerMpoBaHHble Kaapbl.

rxHCPkt1519t02047Octets

CuyeTumk npuHATbIX 1519 — 2047-6ariToBbIX KagpoB. Bospacrtaet ¢
KaXkabIM JONYCTUMbBIM 1 NMOBPEXAEHHBIM NMPUHATLIM KaapoM
(skntoyast FCS, Symbol, owmnbka Len/Type), ot 1519 go 2047 6ant




DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

BKIIOUMTENBHO (MCKIoYast OMTbl KagpoB, HO BKItodasi 6anTel FCS).

rxHCPkt2048t0o40950ctets

CueTumnk npuHaATbIX 2048 — 4095-6anToBLIX KagpoB. BospacTtaeT ¢
KaXkgbIM JONYCTUMbIM 1 NMOBPEXAEHHBIM NMPUHATBIM KagpoM

(Bkntovast FCS, Symbol, owmnbka Len/Type), ot 2048 no 4095 6ant
BKIMIOUMTENBHO (MCKMoYast OUTbl KagpoB, HO BKMtodast 6anTel FCS).

rxHCPkt4096t092160ctets

CuyeTumk NpuHATLIX 4096 — 9216-6ariToBbIX KagpoB. Bo3pacrtaet ¢
KaxablM ONYCTUMbIM U NOBPEXAEHHBIM NPUHSTEIM KaapoM

(skntoyast FCS, Symbol, owmnbka Len/Type), ot 4096 no 9216 6ant
BKIMOYMTENBHO (MCKMoYasa buThbl kagpoB, HO BkMtovast 6anTtsl FCS).

rxHCPkt9217to163830ctets

CueTumnk NpuHATbIX 9217 — 16383-0anToBbIX kKagpoB. Bo3pacTtaeT ¢
KaXkabIM JONYCTUMbIM 1 NMOBPEXAEHHBIM NMPUHATLIM KaapoM
(Bkrtodast FCS, Symbol, owmnbka Len/Type), ot 9217 go 16383 6ant
BKIIOUMTENBHO (MCKIoYast OMTbl KagpoB, HO BKItodasi 6anTel FCS).

txHCPkt640Octets CueTuunk nepegaHHbIX 64-6anToBbIx kagpos. Bo3pacTaeT ¢ kaxabim
AONYyCTUMbIM Y NOBPEXAEHHBIM NepefaHHbIM KagapoMm (BKovast
FCS, Symbol, owmbka Len/Type), 0o 64 6anT BKNIOYNTENBHO
(nckntovasn GuTbl kKagpoB, HO BKMoyas banTbl FCS).

txHCPkt65t0o1270ctets CueTumk nepenaHHblx 65 — 127-6anToBbix kagpos. BospacTaeT ¢

KaXkabIM JONYCTUMbIM 1 NOBPEXAEHHBIM NepegaHHbIM Kaapom
(skntoyast FCS, Symbol, owmbka Len/Type), ot 65 go 127 6ant
BKITOYMTENBHO (MCKMtodasa buTbl kagpoB, HO BkNtoyasi 6anTtbl FCS).

txHCPkt128t02550ctets

CueTumnk nepepaHHbix 128 — 255-6arMToBbix kagpoB. Bo3pacraeT ¢
KakabIM [ONYCTUMbIM U MOBPEXAEHHBIM NepeaHHbIM KaapoMm
(Bkntovast FCS, Symbol, owmnbka Len/Type), ot 128 go 255 Gawnr
BKIOYMTENBHO (MCKMoYas buTebl kagpos, HO BKNtoyas 6anTtel FCS).

txHCPkt256t05110ctets

CueTumnk nepenaHHbix 256 — 511-6arToBbiX kKagpoB. Bo3pacTtaeTt ¢
KaXkablM JONYCTUMbIM U MOBPEXAEHHBIM NepeaaHHbIM KagpoM
(Bkntovas FCS, Symbol, owmnbka Len/Type), ot 256 go 511 6awnt
BKIMOYMTENBHO (MCKMtoYasn buTbl kagpoBs, HO Bktoyasi 6anTbl FCS).

txHCPkt512t010230ctets

CueTumnk nepenaHHbix 512 — 1023-6anToBLIX kKagpoB. Bo3pacTtaet ¢
KaXkgbIM JONYCTUMbIM 1 NMOBPEXAEHHBIM NepeaaHHbIM Kaapom
(Bkrtovast FCS, Symbol, owmnbka Len/Type), ot 512 go 1023 6ant
BKIIOUMTENBHO (MCKoYast OuTbl KagpoB, HO BKItodasi 6antel FCS).

txHCPkt1024to15180ctets

CueTuunk nepenaHHbix 1024 — 1518-6anToBbix kKagpoB. BospacTtaer
C KaXKgbIM AOMYCTUMBIM 1 NOBPEXAEHHbIM NepeaaHHbIM Kagpom

(Bkntovast FCS, Symbol, owmnbka Len/Type), ot 1024 no 1518 6ant
BKIMIOUUTENBHO (MCKMoYast OUTbl kKagpoB, HO BKMtodast 6anTel FCS).

txHCPkt1519to15220ctets

CuyeTumk nepegaHHbIx gonyctumblx 1519 — 1522-6aiiToBbix Kagpos
VLAN. BospacTaeT ¢ kaxablM gonyctumbiM kagpom VLAN
(nckmtovasn FCS, Symbol, owmnbky TX), ot 1519 go 1522 6aint
BKITOYMTENBHO (MCKMoYasa buTbl kagpoB, HO BkMtovasi 6anTtsl FCS).

txHCPkt1519t02047Octets

CueTuunk nepenaHHblx 1519 — 2047-6anToBbix kKagpoB. BospacTtaet
C KaXabIM JOMYCTUMBIM Y NOBPEXAEHHbIM NepeAaHHbIM KagpoMm

(Bkrtovast FCS, Symbol, owmnbka Len/Type), ot 1519 go 2047 6ant
BKIIOUMTENBHO (MCKIoYast OMTbl KagpoB, HO BKItodasi 6anTel FCS).

txHCPkt2048t040950ctets

CueTuunk nepenaHHbix 2048 — 4095-6anToBbix kKagpos. BospacTtaet
C KaxabIM AOMYCTUMBIM U NOBPEXAEHHBbIM NepefaHHbIM KaapoMm

(Bkntoyast FCS, Symbol, owmnbka Len/Type), ot 2048 no 4095 6ant
BKITOYMTENBHO (MCKMtoYasn buTbl kagpoBs, HO Bktovasi 6anTbl FCS).

txHCPkt4096t092160ctets

CuyeTumk nepegaHHbix 4096 — 9216-6arToBbIX kagpoB. Bo3pacTtaet
C KaXgbIM JOMYCTUMbBIM U NOBPEXOEHHBLIM NepeAaHHbIM KagpoMm

(Bkntoyast FCS, Symbol, owmnbka Len/Type), ot 4096 no 9216 6ant
BKITOYMTENBHO (MCKMtodasa buTbl kagpoB, HO BkNtoyasi 6anTtbl FCS).
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txHCPkt9217to163830ctets

CueTumnk nepefaHHbix 9217 — 16383-6anToBbix KagpoB. BospacTtaer
C KaXabIM JONYCTUMbIM M NOBPEXAEHHbIM NepeaaHHbIM KagpoMm
(Bkrtovast FCS, Symbol, owmnbka Len/Type), ot 9217 go 16383 6ant
BKIOYMTENBHO (MCKMoYas buTtebl kagpos, HO BkNtoyas 6anTtel FCS).

rxCRCAlignErrors

CyeTumK NPUHATBLIX KaapoB € ownbkon BeipaBHMBaHMSA. BospacTtaet
C KaXKabIM MPUHATBLIM NakeToM OT 64 4o max-rev-frame-size (Mnu
max-rcv-frame-size+4 gnsa TerMpoBaHHbIX KAaAPOB) OKTETOB B ANVHY
(nckntovasn GuTbl kagpa, Ho Bktovas okteTol FCS), HO nmetowmm
nnbo noepexzaeHHbin FCS ¢ uenbiM YncrnomM okTeToB (oLwmnbka
FCS), nubo nospexaeHHbIi FCS ¢ HeuenbIM YNCITOM OKTETOB
(Owmnbka BbipaBHUBAHUS).

rxUndersizedPkts

CyeTumK NPUHATBLIX KaAPOB HEMOHOro pasmMepa. Bospacrtaer ¢
KaXKOblM NPUHSITbIM NAKeTOM MeHbLUe 64 6aiT B ANUHY (MCKNtovas
OuTbI KagpoB, HO BKMtoyas okteTbl FCS), HO B ocTanbHOM
chopMMPOBaHHBIM BEPHO (coaepawimm gonyctumeln FCS).

rxFragmentPkts

CuyeTumk NpUHATBLIX (bparmeHToB. Bo3dpacTtaeT ¢ KaxablM NPUHATLIM
naketoMm MeHbLle 64 6anT B ANWHY (MCknoYasa BuTbl kKagpos, HO
Bkrtovas okteTbl FCS), HO nmetowmnm nnbo nospexaeHHbln FCS ¢
uenbIM Ymcrom okTeToB (owmnbka FCS), nnbo noepexaeHHbin FCS
C HeLenbIM Yncnom oktetoB (OwmbKa BblpaBHUBaHNKS).

rxSymbolErrors

CyYeTuMK NPUHATBLIX KaapoB ¢ owMGKol koaa. BospacTaeT ¢ kaxabim
NMPUHATLIM KagpoM, coaepXallym HeonyCTUMbIA CUMBOI AaHHbIX,
HO AONYCTUMBINA HOCUTETb.

txCollisions

CueTumk obLero ymMcna konnmaum npu nepegade. BospacTaet ¢
OBLLMM YMCIIOM KOMMM3WIA, BO3HWUKLLMX BO BPEMS Nepeaauu.

ifinErrors

CyeTumK NPUHATLIX NakeToB € owmMbKon. Bo3pacTtaeT npu npueme
NnakeToB, COAEPXKaLLMX OLLMOKN, He AoNyCKaloLMe Ux AarnbLUenLlyo
nepegavy NpoOTOKONY Ha YpoBeHb Bbllwe. CHeTUMK ABNAETCH CYyMMOW
dot3StatsAlignmentErrors, dot3StatsFCSErrors,
dot3StatsFrameToolLongs u dot3StatsinternalReceiveError.

ifOutErrors

CyeTunk NakeToB, NepenaHHbIX C OLLIMGKON. BospacTaeT npu
nonbITKe Nepenayn NakeToB, coaepKallmX OLIMOKN, He
AonycKarLwwmx nux ganslienwyro nepegady. CH4eTymnKk siBnsieTcs
cymmon dot3StatsSQETestErrors, dot3StatsLateCollisions,
dot3StatsExcessiveCollisions,

dot3StatsInternalMacTransmitErrors n dot3StatsCarrierSenseErrors.

ifinDiscards

CueTumnk oTOpOLLUEHHbIX NPUHATBLIX NakeToB. BospacTtaeT npu
npueme nakeToB, KOTOPble B Aanbluelllem oTbpacbkiBatoTcs Mo
Kakon-nmbo npuumHe. Hanpumep, MTU drop, Buffer Full Drop, ACL
Drop, Multicast Drop, VLAN Ingress Drop, Invalid IPv6, STP Drop,
Storm and FDB Discard u 1.4.

ifOutDiscards

CyeTumk OTOPOLLEHHbIX NepeaaHHbIX NakeToB. Bo3pacTaeT npu
nepegave NakeToB, OTOPOLLEHHbIX B AaNbHENLLIEM MO Kakon-nnbo
npuunHe. Hanpumep, excessive transit delay discards, HOL drop,
STP drop, MTU drop, VLAN drop, n 1.4.

txDelayExceededDiscards

CyeTumKk NpoCpPOYEHHbIX NepeaaHHbIX nakeToB. BospacTtaeT npu
nepegave nakeToB, KOTOpble OblNN OTOPOLLEHbI U3-3a NPEBbLILLEHUS
BpPEMEHU nepegayu.

txCRC

CueTumnk nepefaHHbIX NakeToB ¢ owmnbkon FCS. BospacTtaet ¢
KaXkabIM nepefaHHbIM NakeToM, He npolleawmm nposepky FCS.

dot3StatsSingleColFrames

CyeTumK NnepefaHHbIX KaOPOB C OONHOYHOW Konnuanen. [locTynex
Tonbko Anga pexuma 10/100. Bo3pacTtaeT ¢ kaxabiM nepeaaHHbIM
KagpoM, UCMbITaBLUMM OOHY KOMSN3MIO NO BPEMS Nnepeaayu.
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dot3StatsMultiColFrames

CyeTurk nepefaHHbIX KagpoB MHOTOYMCIEHHbBIX KONMU3WNA.
HoctyneH Toneko B pexxume 10/100. BospacTtaeT ¢ kaxabim
yCMeLLHO NepefaHHbIM KagapoMm, UCMbITaBLLMM GorblLue OgHOM
KONNn3um No Bpems nepegayu.

dot3StatsDeferredTransmisions

CuyeTuMK OOMHOYHBIX OTMNOXEHHbIX NPy Nnepegadve kagpos.[JocTyneH
Tonbko B pexume 10/100 BospacTaeT ¢ kaxabiM nepeaaHHbIM
KagpoM, KOTOPbIN BbifT OTAOXEH NPWU NEepPBON NONbITKE Nepejayn v B
AanbHerLweM He NOABEPrcsa KONNmM3mMm Bo BpeMsi nocrneayoLlen
nepegadu.

dot3StatsLateCollisions

CueTumnk KagpoB NO3aAHEN KONNU3nn. [JoCcTyneH ToNbKO B pexume
10/100. BospacTtaet ¢ kaxgblM nepeaaHHbIM KagpoM C Mo3gHeN
KONnuamner Bo BpeMsi NOMbITKM Nepegayu.

dot3StatsExcessiveCollisions

CyeTunk nepefaHHbIX kKagapoB € U3BbITKOM KOMnuanii. [locTynex
Tonbko B pexxume 10/100. BospacTaeT ¢ kaxabiM kagpoM, nepenava
KOTOPOro HEe COCTOSANAach M3-3a U30bITKa KOMM13un.

dot3StatsinternalMacTransmitErrors

CyeTumk NnepedaHHbIX KagpoB C BHYTPeHHel owmnbkon MAC.
BospacTtaerT ¢ kaxablM KagpoMm, nepeaya KOToporo He cocTosinach
n3-3a owmnbkun nepenadm BHyTpeHHero nogyposHs MAC. Kagp
YYUTBIBAETCS TOMbKO €CIN OH He OblfT YYTEH HUKAKUM 13
cnegyowmx cyetymnkoB: dot3StatsLateCollisions,
dot3StatsExcessiveCollisions n dot3StatsCarrierSenseErrors.

dot3StatsFrameToolLongs

CuUeTuMK NPUHATBIX KaapoB CNuLKOM Bonbluol AnvHbl. Bo3pacTtaeT
C KaxkabIM MPUHATLIM KagpoMm, NPEeBbILLALLIMM pa3Mep max-rev-
frame-size.

16-6 show interfaces

[aHHaa komaHaa ucnonb3yeTca Ang npocmoTpa MHdopmauum ob nHtepdaerice.

show interfaces [INTERFACE-ID [, | -1]

MapameTpbl

INTERFACE-ID (OnumoHaneHo) Ykaxute dusndeckuin nopt, VLAN, nHtepdperic loopback
unu gpyron nHtepdeic.

(OnuuoHanbHO) BelgeneHne cepum nHTepdencos nnu pasgeneHume rpynneol

nHTepdpencor oT npeabigyLen. MNpobensl 4o 1 nocne 3ansaTon
HeJonyCTUMBI.

- (OnumoHanbHo) YkaxunTe ananasoH uHtepdencos. MNMpobenbl 4o 1 nocne
hedumca HegonyCcTUMBbI.

Mo ymonyaHuro
Het
Pexxum BBoaa KomaHAabl

User/Privileged EXEC Mode
JTiobon pexum KoHdurypauum

ypOBeHb KOMaHAbl N0 yMOn4aHUO
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YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

Ecnu nHTepdelic He ykasaH, oTobpaxaTbcsl OyayT AaHHble AN BCEX MHTEPdENCOB.
Mpumep

B paHHOM nprMepe nokasaHo, Kak BKITH4YUTb 0TobpaxkeHne nigopmaumm ob untepdgence VLAN gns
uHtepdenca VLAN 1.

Switch#show interfaces wvlan 1

vlan 1 is enabled, Link status is up
Interface type: VLAN
Interface description:

address: FO-TD-68-36-30-B0

o

MAC

Switch#

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb oTobpaxeHue nHdopmaumm ob nHtepdgence loopback ans
nHTepdgenca loopback 1.

Switeh# shew interfaces loopbackl

leopbkackl is enakled, link status is up
Interface type: Loopback

Interface description: Loopback 1 for MIS

Switch#

B paHHOM npumMepe nokasaHo, Kak BKITHYUTb 0TobpaxkeHne nHdopmaumm o6 nntepderce NULL ons
nHTepdgenca nullO.

Switch# show interfaces nulld

Mulll is enabled, link status is up
Interface type: MNull

Interface descripticen: Hullld for MIS

Switch#

B paHHOM npuMepe nokasaHo, Kak BKITHYUTbL 0TobpaxkeHne nHdopmaumm ob uHtepdenice anst Ethernet
1/0/1.
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Switch#show interfaces ethernet 1/0/1

Ethl/0/1 is enabled link status is up
Interface type: 1000BASE-T
Interface descripticn:
MAC Rddress: FO-7D-68-3&6-31-E0
Buto-duplex, auto-szpeed, auto-mdix
Send flow-control: off, receive flow-control: off
Send flow-contrel oper: off, receive flow-control oper: off
Full duplex, 100Mb/s
Maximum transmit unit: 1536 bytes
RX rate: 464 bitsf/sec, TX rate: 0 bits/sec
R¥ bytes: 40795, TX bytes: 29783
R¥ rate: 0 packets/sec, TX rate: 0 packets/sec
R¥X packets: 559, TX packets: &l
RX multicast: 43, BX broadecast: 0
BR¥ CRC error: 0, BX undersize: 0
BRX fragment: 0, BX dropped FPktsa: 100
R¥X MTU exceeded: 0
TX CRC error: 0, TX excessive deferral: 0
T¥X single cellisicn: 0, TX excessive collision: 0

TX late cellisien: 0, TX cellisicn: O

Switché#

B paHHOM nprmMepe nokasaHo, Kak BKIHUYMTbL 0ToBpaxkeHne nHdpopmMaumm 06 nHTepderice anga nopra
ynpasneHus (management port 0).

Switchfshow interfaces mgmt 0

mgmt ipif 0 iz enabled, Link status is up

Interface type: Management port

Switch#

16-7 show interfaces counters
[aHHas KomaHnga ucnonb3yeTcs A1 OTOOpaXeHUs CHETYMKOB Ha onpeaeneHHbIX MHTepdencax.
show interfaces [INTERFACE-ID [, | -]] counters [errors]

MapameTpsbl

INTERFACE-ID (OnumoHanbHo) YKaxunTte, aBnseTca nu nHrepdenc pmsmyecknm nopTom unm
nHtepderncom VLAN. Ecnn uHtepdenc He ykasaH, oTobpaxaTtbcs OygyT CHETUMNKM
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Switch#show interfaces

Ons Bcex nHTepdencos.

(OnumoHanbHo) Beigenenune cepumn MHTEPENCOB UK pasgeneHne rpynnol
NMHTEpdEeNCcoB oT npeapiayLlen. MNpobenbl 40 1 Nocne 3anaTton HegoMyCTUMBI.

(OnumoHankeHo) Ykaxnte ananasoH nHtepdericos. Npobensl 0o 1 nocne geduca
HeaonyCTUMBI.

errors

(OnumoHankeHo) Ykaxnte ans otobpaxeHus cyeTymnka OLnBoK.

Mo ymonyaHuto

Het

Pexxum BBOA4A KOMaHAbI

User/Privileged EXEC Mode
JTio6on pexxum KoHdurypauum

ypOBeHb KOMaHAbl N0 yMON4aHUO

YpoBeHb 1

Ucnonb3oBaHne KomaHAbI

[aHHas komaHga ucnonb3yeTcs Ansg otobpakeHnsa 0bLLMX CHETYMKOB, CHETYMKOB OLUMBOK UM apXUBHOM
WMHopMaLmn Ansa ykasaHHOro Unn BCeX MHTepdericos.

Mpumep

B naHHOM npuMepe nokasaHo, Kak BKIMK4YUTb 0To6pa>KeH|/|e CHETHMKOB MNMopTa RX KOMMYyTaTopa Anda nopTtos

1mn2.

0/2

Fart
ethl
ethl/
Fort
ethl
ethl/

0/2

ethernet 1/0/1-2 counters

InDoctets InMcastFPkts
InUcastPkts InBeoastFPkts
42651 43

T1 477 4

0 4]

0 4]

DutDetets S CutMcastPkts
OutUcastPkts OutBecastPkts
249784 i}

Total Entries:2

Swit

ch#

4]
4]
4]
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B naHHOM npuMepe nokasaHo, Kak BKIMK4YUTb 0To6pa>i<eHv|e CYETYMKOB Ansi OMOOK Ha nopTtax
KOMMYyTaTopa.

Switch#show interfaces ethernet 1/0/1,1/0/3 counters errorcs

Fort Crehklign-Err f Indersize
Rew-Err S InDiscard f
¥mit-Err OutDiscard

ethl/0/1 i} i}

4] 100

4] 4]
athl/0/3 4] 4]

4] 4]

4] 4]

Port Siagle-Cel / Excess-Caol
Multi-Co f Runts f
Late-Col Symboal-Err

athl/0/1 4] 4]

4] 4]
4] 4]

athl/0/3 4] 4]
4] 4]
4] 4]

Faort DeferredTx IntMacTx

athl/0/1 4] 4]

athl/0/3 4] 4]

Total Entries:2

Switch#

OTo6paxaemMblie NnapameTpbl

Rcv-Err O6patuTtecs k «iflnErrors» B pasgene «OTobpaxaemble napameTpbl» KOMaHAbI
show counters.

UnderSize Ob6patutech k «rxUndersizedPkts» B pasgene «Otobpaxaemble napameTpbi»
komaHgbl show counters.

Xmit-Err Ob6patutecs k «ifOutErrors» B pasgene «OTobpaxkaemMble napameTpbl» KOMaHAb
show counters.

OutDiscard O6patutecs k «ifOutDiscards» B pasgene «OTobpaxxkaemble napamMeTpbl» KOMaHabl
show counters.

Single-Col Ob6paTtutecs k «dot3StatsSingleColFrames» B pasgene «OTtobpaxaemble
napameTpbl» komaHabl show counters.
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Multi-Col Ob6patutech k «dot3StatsMultiColFrames» B pasgene «OTtobpaxaemble
napamMmeTpbl» kKomaHasl show counters.

Late-Col O6patutecs k «dot3StatsLateCollisions» B pasgene «OTobpaxaembie
napamMmeTpbl» kKomaHasl show counters.

Excess-Col Ob6paTtutech k «dot3StatsExcessiveCollisions» B pasgene «OTobpaxkaemMble
napamMmeTpbl» komaHabl show counters.

Symbol-Err Ob6paTtutech k «rxSymbolErrors» B pasgene «Otobpaxaemble napaMeTpbl»
komaHabl show counters.

DeferredTx Ob6patutecs k «txDelayExceededDiscards» B pasgene «OTobpaxkaembie
napameTpbl» KoManabl show counters.

IntMacTx Ob6paTtutecs k «dot3StatsinternalMacTransmitErrors» B pasgene «OTobpaxaemble
napameTpbl» KoMmanabl show counters.

16-8 show interfaces status
ﬂaHHaﬂ KOMaHOa ncnonb3dyeTcqa Ond npocMoTpa COCTOAHUA NOAOKIHOHYEHNUA NOPTOB KOMMYyTAaTOopa.
show interfaces [INTERFACE-ID [, | -]] status

MapameTpbl

INTERFACE-ID (OnumoHanbHo) Ykaxute interface ID. Ecnu napameTp He ykasaH, oTobpaxatbcs
OyOeT COCTOsiHME MOAKIIOYEHMS BCeX NOPTOB KOMMYTaTopa.

, (OnumoHankeHo) Beigenenune cepumn MHTEPENCOB U pasgeneHne rpynnol
nHTepdencos oT npedblaywen. MNpobenkbl 4o 1 nocne 3andaTon HegoMnyCTUMbI.

- (OnumoHaneHo) Ykaxknte ananasoH nHTepdericos. Npobensl 0o u nocrne gedwmca
HegonyCcTuMbl.

Mo ymonyaHuto
Het
Pexxum BBOAa KOMmaHAabI

User/Privileged EXEC Mode
JTiobon pexum KoHdurypauum

YpoBeHb KOMaHAbI MO YMOMYaHUo

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

HaHHas KkomaHga ucnomnb3yeTcs Anst NPOCMOTPa COCTOSHWS MOAKIMIOYEHMS MOPTOB KOMMyTaTopa.
Mpumep

B naHHOM npumMepe nokasaHo, Kak BKIKOYNTb 0T06pa>KeHv|e COCTOAHMA NOOKIIOYEHNA NOPTOB KOMMYTaTOopa.
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Switchfshow interfaces status

Fort Status VLAN Duplex Speed Type

ethl/0/1 connected 1 a-full a-100 1000BASE-T
athl/0/2 not-connected 1 auto auto 1000BASE-T
ethl/0/3 not-connected 1 auto auto 1000BASE-T
ethl/0/4 not-connected 1 auto auto 1000BASE-T
ethl/0/5 not-connected 1 auto auto 1000BASE-T
ethl/0/6 not-connected 1 auto auto 1000BASE-T
ethl/ 077 not-connected 1 auto auto 1000BASE-T
ethl/0/8 not-connected 1 auto auto 1000BASE-T
ethl/0/9 not-connected 1 auto auto 1000BASE-T
ethl/ 0710 not-connected 1 auto auto 1000BASE-T
ethl/0/11 not-connected 1 auto auto 1000BASE-T
ethls0/12 not-connected 1 auto auto 1000BASE-T
ethl/ 0713 not-connected 1 auto auto 1000BASE-T
ethl/0/14 not-connected 1 auto auto 1000BASE-T
ethl/0/15 not-connected 1 auto auto 1000BASE-T
ethl/0/16 not-connected 1 auto auto 1000BASE-T
ethl/O0/17 not-connected 1 auto auto 1000BASE-T
ethl/0/18 not-connected 1 auto auto 1000BASE-T
ethl/0/19 not-connected 1 auto auto 1000BASE-T
ethl/0/7/20 not-connected 1 auto auto 1000BASE-T
ethl/0/21{c) not-connected 1 auto auto 1000BASE-T
ethl/0/21{f) not-connected 1 auto auto 1000BASE-T
ethl/0/22{c) not-connected 1 auto auto 1000BASE-T
ethl/0/22{f) not-connected 1 auto auto 1000BASE-T
ethl/0/23{c) not-connected 1 auto auto 1000BASE-T
ethl/0/23{f) not-connected 1 auto auto 1000BASE-T
ethl/0/24{c) not-connected 1 auto auto 1000BASE-T
ethl/0/24{f) not-connected 1 auto auto 1000BASE-T
ethl/0/25 not-connected 1 auto auto 10GBASE-R
ethl/0/26 not-connected 1 auto auto 10GBASE-R
ethl/0/7/27 not-connected 1 auto auto 10GBASE-R
ethl/0/28 not-connected 1 auto auto 10GBASE-R

Tetal Entries:

Switch#

28

16-9 show interfaces utilization
ﬂaHHaFl KOMaHOa ncnosnb3yeTca Ond npocMoTpa MH(bOpMaLlMM O 3arpys3ke nopTtos KOMmMmyTaTtopa.
show interfaces [INTERFACE-ID [, | -]] utilization

MapameTpbl
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INTERFACE-ID (OnumoHaneHo) Ykaxute interface ID. Ecnu napameTp He ykasaH, oTobpaxaTtbcs
6yneT nHdopmaums o 3arpyske Bcex nsmyecknx nopToB KOMMyTaTopa.

, (OnumoHankeHo) BeigeneHnune cepum MHTEPENCOB U pasgeneHne rpynnol
nHTepdencos oT npedbigyen. MNpobenkbl 4o 1 nocne 3andaTon HegonyCTUMbI.

- (OnumoHanbHO) YkaxunTte ananasoH nHtepdgerncos. Mpobenbl 4o 1 nocne aeduca
HeJonyCTUMBI.

utilization (OnumoHanbHo) YkaxnTte ans otobpaxeHus MHopMaLmmn o 3arpyske.

Mo ymonyaHuio
Het
Pexxvum BBOOa KoMaHAbI

User/Privileged EXEC Mode
JTo6Gon pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 1
Mcnonb3oBaHWe KOMaHAbI

KomaHaa no3sonseT nonb3oBaTento NpoCMOTpeTb MHAOPMALIMIO O 3arpy3ke BCEX UMW YKa3aHHbIX
NHTEPeNCoB, Tak 1 apxXmMBHYI MHopMaLmio 06 ncnons3osanmm CPU 1 namaTtn kommyTtatopa.

CraTuctmdeckasn nHgopmaums o ckopoctu port-channel npegcraBnseTt cobom cymmy BCeEX CKOPOCTEN
dmamnyecknx nHTepdencos NopToB Ans gaHHoro port-channel. Hanpumep, nHtepdencsl puanyecknx noptos
c Ethernet 1/0/1 no Ethernet 1/0/4 npuHagnexat K ogHoMy 1 ToMy e port-channel, ckopoctb npuema (RX)
AaHHbIX (NakeTbl B cekyHAay) ans kaxgoro nopta 100, 200, 200, 100. Takum ob6pa3om, CKOPOCTb OLMOOK
CRC pgaHHoro port-channel 6yget 600 nakeToB B CEKyHAY.

Mpumep

B gaHHOM npumMepe nokasaHo oTobpaxeHne MHopmMaumm O 3arpy3ke NOPTOB KOMMYyTaTopa.
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Switch#show interfaces utilization

Port TX packets/sec R¥ packets/zec Utilization
aethl/0/1 0 0 a
athl/s0/2 0 0 a
athl/0/3 0 0 a
athl/0/4 0 0 a
sthl/s0/5 0 0 a
sthl/s0/a 0 0 a
athl/s0/7 0 0 a
athl/s0/8 0 0 a
sthls0/9 0 0 a
sthl/0/10 0 0 a
sthl/0/11 0 0 a
sthl/0/12 0 0 a
sthl/0/13 0 0 a
sthl/s0/14 0 0 a
sthl/0/15 0 0 a
sthl/0/16 0 0 a
sthl/0/17 0 0 a
sthl/0/18 0 0 a
ethl/0/19 0 0 a
aethl/0/20 0 0 a
ethl/0/21 i i i}

CTEL+C ESC g Quit SFACE n Next Fage ENTER Hext Entry a All

16-10 show interfaces gbic
[daHHas komaHaa ucnonb3yeTcs Ans npocMoTpa nHgopmMauumn o coctosHun GBIC

show interfaces [INTERFACE-ID [, | -]] gbic

MapameTpbl

INTERFACE-ID (OnumoHankeHo) Ykaxute interface ID. Ecnu napameTp He ykasaH, oTobpaxaTtbcs
6yneT nHdopmaumsa o coctosiHum GBIC anst Bcex nHTepdericos GBIC.

) (OnumoHanbHO) BelgeneHne cepun uHTepdencos nnu pasgeneHue rpynneol
nHTepdencos oT NpeabigyLen. MNpobensl 4o 1 nocrne 3ansaTon HegonyCTUMbI.

- (OnumoHanbHo) YkaxnTte ananasoH nHtepdencos. Mpobensl go n nocrne geduca
HedonyCTUMBI.

gbic OTo6paxxeHne nHdopmaumm o coctosiHun GBIC.

Mo ymonuyaHuio
Het

Pexum BBOAa KOMaHAbl
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User/Privileged EXEC Mode
JTo6Gon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAabI

[daHHas komaHga ucnonb3yeTcs Ans NpocMoTpa nHgpopmauum o coctosHun GBIC.
Mpumep

B npaHHOM npumepe nokasaHo oTobpaxeHue nHdopmauun o coctoaHum GBIC.

Switch#show interfaces ethernet 1/0/1 gkic
ethl/0/1

Interface Type: 1000BRASE-T
Switch#

16-11 show interfaces auto-negotiation

[aHHasa komMaHZa vcnonb3ayeTcs Ans NpocMoTpa NoapoGHON MHdopMaLuuy 06 aBTocormnacoBaHnM Ha
hr3nyeckom nopTy.

show interfaces [INTERFACE-ID [, | -]] auto-negotiation

MapameTpbl

INTERFACE-ID (OnumoHaneHo) YkaxuTe interface ID. Ecnu napameTp He ykasaH, oTobpaxaTtbcs
OyoeT nHdopmaumsa 060 Bcex hmsnyeckmx nopTax.

) (OnumoHanbHO) BeigeneHne cepumn uHTepdencos nnu pasgeneHue rpynneol
NUHTepdencos ot npeapiayLuen. Npobensl 40 1 Nocne 3anaTton HeJoMyCTUMBI.

- (OnumoHanbHO) YkaxuTte ananasoH nHtepdencos. Mpobensl 4o 1 nocrne geduca
HegonyCTUMbI.

auto-negotiation Ykaxute ansa otobpaxeHunss nogpobHon nHdopmauumn 0b aBTocornacoBaHum.

Mo ymonuyaHuio
Het
Pexxum BBOAa komaHabl

User/Privileged EXEC Mode
JTiobon pexxum koHurypaumm

ypOBeHb KOMaHAbl N0 yMon4aHuo

YpoBeHb 1
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Mcnonb3oBaHne KOMaHAbI
HaHHas KomaHga ucnomnb3yeTcs Ans NPOCMoTpa AeTanbHol Hdopmaumm 06 aBToCOrnacoBaHum.
Mpumep

B naHHOM nprmepe nokasaHo oTobpaxeHne MHopMaLum 06 aBToCoracoBaHuu.

Switchfshow interfaces ethernet 1/0/1 autoc-negotiation
ethl/0/1

Buto Hegotiation: Enabled

Speed aute downgrade: Disabled

Remote Signaling: Hot detected

Configure Status: Complete

Capability Bits: 10M Full, 100M Full, 1000M Full
Capability Advertised Bits: 10M Full, 100M Full, 1000M Full

Capability Received Bits: 10M Full, 100M Full

FemocteFaul tAdvertised: Disabled
RemocteFaul tReceived: NoError
Switch#

16-12 show interfaces description
HaHHas komMaHaa ucnonb3yeTcs AN NPOCMOTPa ONUCAHUSI U COCTOSIHUS MHTEPECOB.
show interfaces [INTERFACE-ID [, | -]] description

MapameTpbl

INTERFACE-ID (OnumoHaneHo) YkaxuTe interface ID. Ecnu napameTp He ykasaH, oTobpaxaTtbcs
OyoeT nHdopmaumsa o Bcex MHTepdencax.

(OnumoHanbHO) BeigeneHne cepumn uHTepdencos nnu pasgeneHue rpynneol
NUHTepdencos ot npeapiayLuen. Npobensl 40 U Nocne 3anaTon HeJoMYCTUMBI.

- (OnumoHanbHO) YkaxuTte ananasoH nHtepdeincos. Mpobensl 4o 1 nocrne geduca
HegonyCTUMbI.

description Ykaxute ans otobpakeHns onnucaHus N COCToAHMUSt MHTepdencoB.

Mo ymonuyaHuio
HeTt
Pexxum BBOAa komaHabl

User/Privileged EXEC Mode
JTiobon pexxum koHurypaumm

ypOBeHb KOMaHAbl N0 yMon4aHuwo
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YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

[aHHasa komaHga ncnonb3yeTcs A8 NPOCMOTPa ONUCaHNA N COCTOSHUS MHTEPdEencoB.
Mpumep

B gaHHOM npumepe nokasaHo oTobpaXeHne OnUCcCaHUst U COCTOSHUS MHTEPEENCOB.

Switch#show interfaces descripticon

Interface Status Bdministratiwve Descriptiocn
ethl/0/1 up enabled
ethl/0/2 down enabled
ethl S 0/3 down enabl ed
ethl/0/4 dewn anabl ad
ethl/0/5 down anabled
ethl/0/6 down snabled
ethl/0/7 down snabled
ethl/0/8 down snabled
ethl/0/9 down enabled
ethl/0/10 down enabled Fysical Fort 10
ethl/0/11 down enabled
ethl/0/12 down enabled
ethl S 0/13 down enabl ed
ethl/0/14 down anabled
ethl/0/15 down snabled
ethl/0/14 down anabled
ethl/0/17 down snabled
ethl/0/18 down snabled
ethl/0/19 down enabled
ethl/0/20 down enabled
ethl/0/21 down enabled

CTRL+C ESC g Quit SPACE n Next Fage ENTER MHext Entry a A1l

16-13 shutdown

HaHHast kKomaHga ucnonb3yeTcsa Ans oTkNiYeHns nHtepdenca. MNpu ncnonb3oBaHnM opMbl O KOMaH4a
BKNIOYNT MHTEpPENC.

shutdown
no shutdown

MapameTpbl
Het

Mo ymonuyaHuio
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Mo ymonuaHuio BeibpaHa onums no shutdown.

Pexxum BBoAa KkomaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

[aHHasa komaHaa MOXeT NPUMEHATLCS ANg OTKNIoYeHUsa nHTepdencos uanyeckoro nopta, loopback,
VLAN, Tunnel n nitepcpericos ynpasneHus. KomaHaa Takke MOXeT UCNONb30BaTbCA A8 NOpToB port-
channel.

KomaHga oTkrntovaeT nopT. B OTKMOYEHHOM COCTOSIHMM NOPT He ByaeT NpuMHMMAaTh UK nepegaBaTth NaKeThl.
Mcnonb3ynte komaHay no shutdown, 4tobbl CHOBa BKIHOYMTL MNOPT. ECrin NopT OTKMOYEH, NOAKITHOYEHME K
ceTu Takke OygeT HEBO3MOXHO, U COeAMHEHUS He OyaeT.

Mpumep

B paHHOM npumMepe nokasaHo, Kak OTKN4YMTb NopT 1/0/1 ¢ NOMOLLbI0 AaHHOW KOMaHAbI.

Switchéconfigure terminal
Switch(config)#interface ethernet 1/0/1
Switch(config-if)#shutdown

Switch(config-if)#

17. KomaHpgbl IP Source Guard

17-1 ip verify source vlan dhcp-snooping

HaHHas komaHga ucnonb3yetcs ans skrtoveHns IP Source Guard Ha nopTy. [pu ucnonb3osaHmmn opmMsl NO
KoMaHga oTknoumnT IP Source Guard.

ip verify source vlan dhcp-snooping [ip-mac]
no ip verify source vlan dhcp-snooping [ip-mac]

MapameTpbl

ip-mac (OnumnoHanbHO) YkaxuTte ans nposepku u IP, 1 MAC-agpeca nonyyaembix
IP-nakeToB.

Mo ymonyaHuio
Mo yMO4aHUo onuna OTKIo4EeHa.
Pexx1m BBOAla KOMaHAbI

Interface Configuration Mode
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YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 12
Mcnonb3oBaHne KOMaHAbI

KomaHga vcnonb3yeTtcs ansg HacTporkn domamyeckoro nopta u port-channel. cnonbsynte komangy ons
BkntoveHus IP Source Guard Ha Heo6xoaumMom MopTy.

Mpw BkntoveHun Ha nopTy IP Source Guard IP-nakeTsbl, Npuxogsawme Ha nopt, OyayT NPoOBEpPATLCHA CUCKOM
ynpasneHus goctynom (ACL). MopT cnucka ynpasneHuns goctynom (nopt ACL) - annapaTtHbIi MEXaHWU3M.
Ero 3anvcu moryT 6biTb HACTPOEHbI BPY4HYIO NGO nory4eHbl ¢ nomoLbto Tabnuupel npmesskn DHCP. Maker,
He npoLueawnii NpoBepky, byaeT oTOPOLLEH.

CylecTByeT ABa Tvna NpoOBEPKM:
¢ Ecnu He ykasaH ip-mac, npoBepka ocHOBaHa Tonbko Ha IP-agpece ncroyHvka n VLAN.

¢ Ecnu ykasaH ip-mac, npoepka ocHoBaHa Ha MAC-aapece nctouHuka, VLAN u IP-agpece
WCTOYHMKA.

Mpumep
B gaHHOM npumepe nokasaHo, kak BkntounTb IP Source Guard ansa Ethernet 1/0/1.

Switch#4 configure terminal
Switch(config)4 interface ethernet 17071
Switch(config-if}4 ip werify source wlan dhcp-sncoping

Switch{config-if)+#

17-2 ip source binding

[aHHas komaHaa ucnonb3yeTcsa Ang co3naHus ctatndeckon 3anmcn ansa IP Source Guard. MNpu
NCnonb30oBaHUM OPMbl N0 KOMaHAa yaanuT CTaTUYECKyo 3anvcb NPUBA3KK.

ip source binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID [, | -]
no ip source binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID [, | -]

MapameTpbl

MAC-ADDRESS Ykaxute MAC-agpec anga npusasku IP-to-MAC.

vlan VLAN-ID Ykaxute VLAN, KOTOpOn NpMHaAANEXUT NPOBEPEHHbIN Y3er.
IP-ADRESS Ykaxute IP-agpec anst npuesskm IP-to-MAC.

interface INTERFACE-ID YKaxute nopt, K KOTOPOMY MOAKINIOYEH NPOBEPEHHbIN Y3er.

, (OnumoHankbHo) Beigenenne cepmmn MHTEPENCOB UK pasgeneHme rpynnbl
UHTepdencos oT npeapiayLen. MNMpobenbl 4o 1 nocne 3anaTon
HeZonyCTUMBI.

- (OnumoHankeHo) YKkaxnte guanasoH nHtepdencos. Mpobensl Ao 1 nocne
aedmca HegonyCcTUMBI.

Mo ymonyaHuio
Het

Pexnm BBoga KomaHAbl
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Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YposeHb 12

Ucnonb3oBaHne KoMaHAbI

HMcnonb3ynte gaHHyo komaHay AN co3gaHvs CTaTu4eckor NpuBA3KK, Mcnonb3yemon ans nposepku 1P
Source Guard. Npu ncnons3oBaHny POpMbl o KOMaH4a yaanuT CTaTUYECcKyro NPUBA3KY. YKasaHHble

napamMeTpbl KOMaHAbl OO0JMKHbI B TOYHOCTM coBnadaTb C HACTPOEHHbIMU NapamMeTpamMn Ona yaaneHus.

Ecnun MAC-agpec 1 VLAN HacTpavBaeMon NpuBs3KM YXe eCTb, CYLLECTBYIOLLAA NpuBsi3ka OyaeT
o6HoBneHa. ViHTepdencom, ykasaHHbIM 18 KOMaHdbl, MOXET ObITb onandeckmin nopt unm port-channel.

Mpumep

B paHHOM npumMepe nokasaHo, Kak HacTpouTb npueaAsky IP Source Guard c IP-agpecom 10.1.1.1 n MAC-
agpecom 00-01-02-03-04-05 B VLAN 2 Ethernet 1/0/10.

Switch# configures terminal
Switch(config)$# ip source binding 00-01-02-03-04-05 wlan 2 10.1.1.1 interface ethernst 1/0/10
Switch(config)#

B paHHOM npuMepe nokasaHo, kKak yaanutb npueasky IP Source Guard ¢ IP-agpecom 10.1.1.1 1 MAC-
agpecom 00-01-02-03-04-05 B VLAN 2 Ethernet 1/0/10.

Switch# configure terminal
Switch(config)# no ip source binding 00-01-02-03-04-05 vlan 2 10.1.1.1 interface ethernet
1/0/10

Switch{config)#

17-3 show ip source binding

[aHHas komaHga ucnonbdyetca anga otobpaxeHns npusssku IP Source Guard.

show ip source binding [/P-ADDRESS] [MAC-ADDRESS] [dhcp-snooping | static] [vlan VLAN-
ID] [interface INTERFACE-ID [, | 1]

MapameTpbl

IP-ADDRESS (OnumnoHanbHO) YkaxuTte ans otobpaxeHus npusasku IP Source Guard Ha
ocHose IP-agpeca.

MAC-ADDRESS (OnumnoHanbHO) YkaxuTte ans otobpaxeHus npusasku IP Source Guard Ha
ocHoBe MAC-agpeca.

dhcp-snooping (OnumoHanbHO) YkaxuTte ansg otobpaxeHus npussasku IP Source, nsyyeHHon
npu nomow DHCP Snooping.

static (OnumoHanbHO) YkaxuTte ans otobpaxeHus npusasku IP Source Guard,

HaCTPOEHHOW BPYYHYIO.

vlan VLAN-ID (OnumnoHanbHO) YkaxuTte ans otobpaxeHus npusasku IP Source Guard Ha
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ocHoBe VLAN.

interface INTERFACE-ID (OnumoHanbHo) Ykaxnte anst otobpaxeHus npmeasku IP Source Guard Ha
OCHOBe nopTa.

) (OnumnoHanbHO) BelgeneHne cepum nHTepencoB Unu pasgeneHue rpynneol
nHTepdpencor oT npegbigyLien. MNpobenbl 4o 1 nocne 3ansaTon
HeJonyCTUMBI.

- (OnumoHanbHO) YkaxuTte ananasoH nHtepdencos. Mpobens! Jo 1 nocne
Aedmca HegonycTUMbI.

Mo ymonyaxuto
Het
Pexum BBOOga KoMaHAbI

User/Privileged EXEC Mode
JTio6on pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOMYaHUI0
YpoBeHb 1
Ucnonb3oBaHue KOMaHAbI

3anucu npuessku IP Source Guard nnbo HacTpamBaloTCcsl BPYy4YHYH0, MO0 M3y4aroTcst aBTOMaTU4ECKn C
nomotubto DHCP Snooping ang 3awutsl IP-Tpaduka.

Mpumep

B paHHOM npvMepe nokasaHo, kak HacTpouTb oTobpakeHne npuesaskn IP Source Guard 6e3 kakux-nmbo
napameTpoB.

Switch#show ip source binding

MAC Address IP Rddress Lease (sec) Type VLAN Interface
00-01-01-01-01-01 10.1.1.10 infinite astatic 100 etchl/0/3
00—01-01-01-01-10 10.1.1.11 3120 dhecp-snocping 100 ethl/0/3

Total Entries: 2
Switch#

B gaHHOM npumepe nokasaHo, Kak HacTpouTb oTobpaxeHue npuessku IP Source Guard ans IP-agpeca
10.1.1.10.
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Switch# show ip source binding 10.1.1.10

MAC Address IPF Address Lease (sec) Iype VLAN Interface
00-01-01-01-01-01 10.1.1.10 infinite static 100  ethl/0/3
Total Entries: 1

Switché#

B oaHHOM npumepe nokasaHo, Kak HacTpouTb oTobpakeHne npuessku IP Source Guard gns IP-agpeca
10.1.1.11, MAC-agpeca 00-01-01-01-01-10, B VLAN 100 Ha Ethernet 1/0/3 n nsydyeHne DHCP Snooping.

Ln

- s s
R S0 S3

JEv]

witch# show ip source binding 10.1.1.10 00-01-01-01-01-10 dhcp-snooping vlan 100 interface

m

MAC Rddress IP Address Lease (sec) IType VLAN Interface
00-01-01-01-01-10 10.1.1.11 3564 dhcp—snocping 100 echl/ 0/3
Total Entries: 1

Switch#

OTo6paxaemMblie NnapameTpbl

MAC Address MAC-agpec knveHTa.

IP Address IP-agpec knueHTa, HazHaveHHbI DHCP-cepBepom unm HacTpPOEHHbIN
nonb3oBaTenem.

Lease (sec) Bpems apeHabl IP-agpeca.

Type Tun npusaskn. CTaTuyeckas NpuBsA3ka HacTpanBaeTcs BpyYHy0. [JuHamuyeckas
npuBs3ka nsydaetcs ¢ nomolbio DHCP Snooping.

VLAN Homep VLAN, roe HaxoguTcsa nHTepdenc KnmeHTa.

Interface WHTepdeic, nogkntodaembin k yany DHCP-knneHTa.

17-4 show ip verify source

[daHHas komaHaa ucnonb3yeTcs Ans otobpaxeHus 3anncy cnucka ynpasneHus goctynom (ACL)
annapaTHOro noprta Ha onpeaeneHHoOM uHTepdence

show ip verify source [interface INTERFACE-ID] [, | -1]

MapameTpbl

interface INTERFACE-ID (OnumoHankeHO) YKaxute nopT Unu AvManasoH NopToOB A1 HACTPOWKM.

(OnumnoHanbHO) BelgeneHne cepumn nHTepdencoB Unu pasgeneHue rpynneol
nHTepdpencor oT nNpegbigyLien. MNpobenbl 4o 1 nocne 3ansaTon
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HeaonycTtuMmbl.

- (OnumoHanbHo) YKaxnte guanasoH nHTepdericos. Mpobenbl oo 1 nocne
aeduca HegoMnyCcTUMBI.

Mo ymonyaHuto
Het
Pexxum BBoga KomaHAabl

User/Privileged EXEC Mode
JTrobon pexxum KoHdurypauum

YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

[aHHas KomaHga ucnonb3yeTcs ans otobpaxkeHns 3anucen cnucka ynpaenexus goctynom (ACL)
annapaTHOro nopTa Ha onpegeneHHoM nHTepderice B Tabnuue obopyaoBaHus.

Mpumep
B gaHHOM npumepe nokasaHo, Kak HacTpouTb oTobpaxeHue, korga BkrtodeH DHCP Snooping B VLAN 100 —

110, nHtepdperic B pexxume IP Source Filter Mode HacTpoeH kak IP, cywlecTBylolasa npmMBaska nponsseaeHa
k nopty 10.1.1.1 8 VLAN 100.

Switchéshow ip verify source interface ethernet 1/0/3

Interface Filter-type Filter-mode IP address MAC address VLAN
1, ip active 10.1.1.1 = 100
1, ip active deny-all = 101-120

Total Entries: 2

Switchi

B oaHHOM Npumepe nokasaHo, Kak HacTpouTb oTobpaxkeHue, ecnu MHTepdelic B pexume IP Source Filter
Mode HacTpoeH kak IP MAC, cywecTsytowas npussaska IP MAC npussasbiBaet IP-agpec 10.1.1.10 k MAC-
agpecy 00-01-01-01-01-01 B VLAN 100, n IP-agpec 10.1.1.11 k MAC-agpecy 00-01-01-01-01-10 B VLAN
101.
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Switch# show ip verify source interface

Interface ilter-type Filter-mode
ethl ip-mac active
ethl ip-mac active
ethl ip-mac active

ethls0/3

10.1.1.10 00-01-01-01-01-01 100
10.1.1.11 00-01-01-01-01-10 101
deny-all - 102-12

Total Entries: 3

Switch#

OTob6paxaemMblie NnapameTpbl

Interface WHTepdeiic, Ha koTopom BKrtodeH IP Inspection.
Filter-type Tun gencteytowero IP Source Guard.
ip: ona asTopusauum IP-nakeToB ncnonb3yeTtcs Tonbko IP-agpec.
ip-mac: ansa astopmsaumm IP-nakeToB ucnonssyetcs IP n MAC-agpec.
Filter-Mode Active: akTnBHasa nposepka 3anucen IP Source.
inactive-trust-port: sBkniounts DHCP Snooping ans foBepeHHbIX NOpToB 6e3 aKTUBHON
nposepku 3anucein IP Source.
inactive-no-snooping-vlan: He HacTpoeHo DHCP Snooping B VLAN, HET akTUBHOMN
npoBepku 3anucen IP Source.
IP address IP-agpec knueHTa, HazHaveHHbI DHCP-cepBepom nnmn HacTpOEHHbIN Nonb3oBaTeENEM.
MAC address MAC-agpec knueHTa.
VLAN Homep VLAN uHTepcpenica knmeHTa.

18. KomaHabl IP-MAC-Port Binding (IMPB)

18-1 clear ip ip-mac-port-binding violation

HaHHas komaHaa ucnonb3yeTcd Ans yaaneHus 3abnokmpoBaHHbix 3anucen IP-MAC-Port Binding (IMPB).

clear ip ip-mac-port-binding violation {all | interface INTERFACE-ID | MAC-ADDRESS}

MapameTpbl

all

YkaxunTte ansg yoaneHusa Bcex Hepa3peLlleHHbIX 3anucen.

interface INTERFACE-ID

YKaxuTe Ans yoaneHus HepaspeLleHHbIX 3anvcen, CoO34aHHbIX onpeaeneHHbIM
UHTepdencom.

MAC-ADDRESS

YKaxuTe Ansa yaaneHus HepaspeLlleHHbIX 3anmceit ¢ onpeaeneHHbIM
MAC-agpecom.

Mo ymonyaHuto

Het

Pexxum BBoaa KomaHAabl
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Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YposeHb 12

Mcnonb3oBaHue KoMaHAbI

KomaHga ucnonbsyeTcs ans yganeHus HepaspelleHHblx 3anvcer IMPB 13 6a3bl AaHHbIX dhunstpaumm.
Mpumep

B oaHHOM Npumepe nokasaHo, Kak yaanutb 3abnoknpoBaHHyto 3anuck Ha Ethernet 1/0/4.

Switeh# clear ip ip-mac-port-binding wioclatien interface ethernet 1/0/4

Switch#

18-2 ip ip-mac-port-binding

HaHHasa komaHaa ucnonb3syeTca AN BKIYeHUs ynpasneHusa goctynom IMPB anga nHtepdeicos nopra.
Mpn ncnonb3oBaHMM opmbl NO KOMaHAa OTKITHYNT PYHKUUIO YynpasneHns goctynom IMPB.

ip ip-mac-port-binding [MODE]
no ip ip-mac-port-binding

MapameTpsbl

MODE Ykaxute pexum ynpasneHus goctynom IMPB.
strict-mode: ykaxxute anga BKIHOYEHWSI CTPOrOro pexuma yrnpaeneHusi 4ocTynom (strict).
loose-mode: ykaxxuTe Ang BKAOYEHUS pexrma yrnpasneHuss 4oCTynom loose.
Ecnu pexxum He 3agaH, ncnonb3yetcs strict-mode.

Mo ymonyaHuio

Mo ymonuyaHuio onumsa oTKNioYeHa.

Pexnm BBoaa komaHAabl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Ecnn Ha nopTy HasHadeH pexum ynpasneHuna goctynom IMPB strict-mode, y3en MoxeT nonyynTb JOCTYN K
nopTy TOMbLKO nocne Toro, kak y3en otnpasut ARP unu IP-nakeTbl, n 3TN nakeTbl NponayT NpOBEpPKY
npuBa3kn. Ytobbl nponTn nposepky npmeaskn, IP u MAC-agpec ncrovHuka, VLAN ID 1 Homep nopta
HasHayeHWs OOMKHbI coBnagath C Nbon 3anuckto, onpeaeneHHon NMbo cTaTu4eckon 3anmcbio NpueBaskmn IP

Source Guard, nnbo usyyeHHon guHammyeckon 3anuceto npusaskn DHCP Snooping.

Ecnu Ha nopTy HasHayeH pexum ynpaeneHus goctynom IMPB loose-mode, y3ny 6yaeT oTkasaHo B JocTyne
K nopTy nocne otnpasku y3nom ARP nnu IP-naketoBs, a 311 nakeTbl, OTNpaBneHHbIE Y3NOM, He NponayT
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npoBepKy NpuBs3knu. YTobbl NponTn npoBepky npmesasku, IP u MAC-agpec ncrovHuka, VLAN ID 1 Homep
nopTa HasHa4YeHUs1 OJMKHbI CoBMagaTth C Nobor 3anvcbio, onpeaeneHHon NMbo cTaTu4Yeckon 3anncko
npuBsaskn IP Source Guard, nMbo nsyyeHHon agnHammdeckon 3anuceto Npmesisakn DHCP Snooping.

Mpumep

B paHHOM nprmMepe nokasaHo, Kak BKITH4YMTb ynpaeneHue goctynom IMPB Ha Ethernet 1/0/10.

Switch# configure terminal

Switch{ceonfig)# interface ethernet 1/0/10
Switch{config-1f)# i1p ip-mac-port-binding strict
Switch{config-1i£f)#

18-3 show ip ip-mac-port-binding

HaHHas komaHga ucnonb3yeTcs aAns otobpaxeHusa HacTpoek IMPB unu 3anuncen, 3a6nokMpoBaHHbIX C
nomolLLblo ynpasneHus goctynom IMPB.

show ip ip-mac-port-binding [interface INTERFACE-ID [, | -]] [violation]

MapameTpbl

interface INTERFACE-ID (OnumnoHanbHO) YkaxuTte ansg otobpaxeHus onpeaeneHHoro nHTepderica.

(OnumnoHanbHO) BeigeneHne cepum nHTepencos nnu pasgeneHue rpynneol
UHTepdencos oT npeabiayLien. MNpobensl 40 1 nocne 3anaTon
HeJonyCTUMBI.

- (OnumoHanbHO) YkaxuTe ananasoH nHtepdencos. Mpobensl Jo 1 nocne
Aeduca HegonycTUMbI.

violation (OnumoHanbHO) YkaxuTte ans otobpaxeHus 3a6rTOKMPOBaHHON 3anuciu.

Mo ymonuyaHuio
Het
Pexxum BBOAa kKomaHAbI

User/Privileged EXEC Mode
JTio6on pexxum koHurypaumm

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 1

Ucnonb3oBaHne KOMaHAbI

Vcnonb3ynte gaHHyto komaHay ansa otobpaxenust Hactpoek IMPB nnu ncnonbsyvte komaHgy show ip ip-
mac-port-binding violation ansi oto6paxeHus 3anuncen, 3abnoKMPOBaHHbIX U3-3a HapyLUEHUS MPOBEPKM
IMPB.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb OToBpaxeHne BCex 3abnoknpoBaHHbIX 3anncen ynpaBneHns
poctynom IMPB.
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Switch# show ip ip-mac-port-binding violation

Fort WLAN MAC Address

1 01-00-0c-cc-coc—-co
1 01-80-c=2-00-00-00
ethl/0/4 1 01-00-0e-eco-co—ad
ethl/0/4 1 01-80-c2-00-00-01

Total Entries: 4
Switch#
B paHHOM nprmMepe nokasaHo, Kak BKITH4YMTb oTobpaxkeHne HacTtpoek IMPB gns Bcex nopTos.

Switch# show ip ip-mac-port-binding

Fort Mode

ethl/0/1 Strict
ethl/0/2 Strict
ethl/0/3 Loose
ethl/0/4 Loose

Total Entries: 4

Switch#

18-4 snmp-server enable traps ip-mac-port-binding

[aHHas komaHnga ucnonb3yetcs ans BkrtodeHus yeegomnennn SNMP ans npueasku IP-MAC-Port Binding.
Mpwn ncnonb3oBaHnM GOPMbI NO KOMaHAa OTKUNT yBegomMneHnss SNMP.

shmp-server enable traps ip-mac-port-binding
no snmp-server enable traps ip-mac-port-binding

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonuaHuio gaHHas PyHKUMSA OTKIIOYEeHa.
Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl N0 YMON4YaHWIo

YposeHb 12
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Swit
Swit

Swit

Ucnonb3oBaHue KoMaHAbI

Mpw BKMOYEHMN AaHHON DYHKUMM KOMMYTaTop GyAEeT OTNPaBnATb Tpanbl NPy HapyLueHusix 6e3onacHocTy,
ecnv GyoeT nonyyYeH HEKOPPEKTHbIN nakeT. Micnonb3yinte aTy KOMaHAy ANS BKIOYEHUS UMW OTKITHOYEHUS
oTnpaskun yBegomneHni SNMP gns Takmx cobbITui.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4MTb oTrnpasky Tpanos Ans IP-MAC-Port Binding.

chf configure terminal
chiconfig)# snmp-server enable traps ip-mac-port-binding

chi{config)#

19. KomaHab! IPv6 Snooping

19-1 ipv6 snooping policy

[daHHas komaHga ucnonb3yeTcs Ansg co3gaHus unv nuameHeHuns nonutukm IPv6 Snooping Policy. Komanaa
nos3eonseT BorTK B pexum IPv6 Snooping Configuration Mode. NMpu ucnons3osaHum dopMbl ho faHHadA
komaHga yaansiet IPv6 Snooping Policy.

ipv6 snooping policy POLICY-NAME
no ipv6 snooping policy POLICY-NAME

MapameTpbl

POLICY-NAME YkaxuTe nmsa nonuTuku IPv6 Snooping.

Mo ymonuyaHuio

Mo ymonuaHuio H1 ogHow nonuTtukm IPv6 Snooping Policy He cosaaHo.

Pexxum BBoAa komaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[aHHasa komaHaa ucnonbsyeTcd Ang cosgaHus nonutukn IPv6 Snooping Policy n Bxoga B pexum IPv6
Snooping Configuration Mode. Nocne co3aaHusa nonutukn IPv6 Snooping ncnone3synTte komaHay ipvé
shooping attach-policy ans npyumeHeHns NONUTUKN Ha yKazaHHOM MHTepdelice.

Mpumep

B paHHOM nprmMepe nokasaHo, Kak co3aatb nonmTtuky IPv6 Snooping ¢ nmeHem policy1.
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Switch# configure terminal
Switchi{config) fipvd snooping policy policyl
Switch{config-ipvb-snooping) #

19-2 protocol

HaHHas KomaHga ucnonb3yeTcs Anst yka3aHus NpoToKora, AN KOTOPoro Heob6xoaMmo NpuMenuTs IPv6
Snooping. MNMpu ncnons3osaHuy GopMbl No JaHHAA koMaHaa oTknouuT IPv6 Snooping Ans ykasaHHOro
npoTokona.

protocol {dhcp | ndp | dhcp-pd}
no protocol {dhcp | ndp | dhcp-pd}

MapameTpbl

dhcp Ykaxute ans otcnexuBaHus agpecos DHCPv6-nakeToB.

ndp YkaxuTte anga otcnexusanusa agpecos NDP-nakeTos.

dhcp-pd Ykaxute ansi otcnexusaHus npedukca IPvé DHCPv6 PD-nakeToB.

Mo ymonyaHuto

Mo ymonuyaHuio Bce NPOTOKOSbI OTKMHYEHBI.

Pexxvm BBOAa KOMaHAbI

IPv6 Snooping Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

dyHkums Neighbor Discovery (ND) Snooping co3gaHa anst aBToHacTpoviku agpecos IPv6 6e3
ayTeHTUpmKkauumn n agpecos IPv6, HacTpoeHHbIX Bpy4Hyto. MNepen HasHavyeHneM agpeca IPv6, y3en gormkeH
cHavana BbinonHuTb Duplicate Address Detection (DAD). ND Snooping o6HapyxwuBaeT coobuieHms DAD,
Bkntovatowwme DAD Neighbor Solicitation (NS) n DAD Neighbor Advertisement (NA), ans noctpoeHus
Tabnuupl npueasku. NDP-nakeT (NS n NA) Takke ncnonb3yeTtcs Ansi onpegeneHns Toro, 4OCTYNEH nu y3en
No-NPEeXXHEMY 1 MOXHO N yAanuTb NPUBA3KY UMK HET.

DHCPv6 Snooping aHanuaupyet DHCPv6-nakeTsl, oTnpasnsemble mexagy DHCPv6-knMeHToM 1 cepBepom
BO BpeMs npoLeaypbl HasHadyeHus agpeca. Korga DHCPV6G-knneHT ycneLwHo nonyyaeTt KoppekTHbIn IPv6-
agpec, DHCPv6 Snooping co3gaet ero Tabnuiy npussasku.

DHCP-PD Snooping aHanuaupyeT naketsl DHCPV6 Prefix Delegation (PD) mexay Delegating Router
(HasHa4veHHbIM IPV6-npedmkcom) n cooTBeTcTBYOWMM Requesting Router 4ns HacTponky NpuBA3ku
npedukca.

Mpumep

B gaHHOM npumepe nokasaHo, kak Bkntoumte DHCPvV6 Snooping.
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Swit
Swit
Swit

Swit

Swit
Swit
Swit

Swit

chf configure terminal

chiconfig)# ipwvé snocoping policy policyl
chi{config-ipvt-snooping)# protocol dhep
chiconfig-ipvb-snoopling) #

19-3 limit address-count

[aHHan komaHaa ncnonb3dyeTcd Ana orpaHn4eHna MakCMmalibHOro Konm4vectea npuBA30oK IPv6 Snooping.
I'IpM ncnonb3oBaHUn (bOprI Nno JaHHaA KOMaHOa BEepHETCA B 3Ha4YEeHUA Nno yMOosn4aHuio.

limit address-count MAXIMUM
no limit address-count

MapameTpsbl

MAXIMUM YKaxute MakcumarnbHOe KOnnM4ecTBo nNpmesa3ok IPv6 Snooping.
[ocTtyneH gmuanasoH 3HadeHuin ot 0 go 1024.

Mo ymonyaHuto

Mo yMmOMn4YaHuio orpaHUYeHnn Her.
Pexx1m BBOAA KOMaHAbI

IPv6 Snooping Configuration Mode
YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHda ucnonb3yeTcs Anst orpaHnYeHnst KonmdecTsa nNpuea3ok IPv6 Snooping, Ans KOTopbix
npumeHseTcsa nonutuka IPv6 Sooping Policy. Komanga nomoraeT orpaHumunTb pasmep Tabnuubl NPUBA3KA.

Mpumep
B gaHHOM npumepe nokasaHo, Kak 3agatb MakcumansHoe yncno 25 ans npueasku IPv6 Snooping.

ch# configure terminal

chiconfig)# ipweé snooping policy policyl

chiconfig-ipvé-snooping)# limit address-count 25

chiconfig-ipvi-snocoping) #

19-4 ipv6 snooping attach-policy

[aHHas komaHnga ucnonb3yeTcs ans npuMmeHeHus nonutukm IPvé Snooping Policy k ykasanHon VLAN. Mpun
MCMNoMb30BaHUKM (hopMbl NO JaHHas KOMaH4a yaanuT NpuyBs3Ky.
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ipv6 snooping policy attach-policy POLICY-NAME
no ipv6 snooping policy attach-policy

MapameTpbl

POLICY-NAME YkaxuTe umsa nonutuku IPv6 Snooping.

Mo ymonyaHuto

Mo ymonuaHuio nonuTtuka IPv6 Snooping Policy He npumeHseTcs.
Pexxum BBOAA KOMaHAbI

VLAN Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuio

YposeHb 12

Mcnonb3oBaHue KoMaHAbI

Mocne cosgaHua nonutukm IPv6 Snooping Policy ncnonbsynte gaHHyo KoMaHay Ans NpUMEHEHUs NOnnTUKK
k onpegeneHHon VLAN.

Mpumep

B oaHHOM npumepe nokasaHo, Kak co3aatb BkMounTb IPv6 Snooping B VLAN 200.

Switchfconfigure terminal

Switchi{config)#vlan 200

Switchi{config-vlan)#ipvd snooping attach-pelicy policyl
Switch{config-vlan)#

19-5 ipv6 snooping station-move deny

[aHHas komaHnga ucnonbdyetca ang 3anperta gyHkumm Station Move gna npmesasku IPv6 Snooping. MNpu
ncnonb3oBaHnn (bOprI no JaHHaA KoMaHAa BepHeTCA K 3Ha4YeHUAM no yMmosn4vaHuio.

ipv6 snooping station-move deny
no ipv6 snooping station-move deny

MapameTpsbl

Het

Mo ymonyaHuio

Mo ymonuanuto cpyHkums Station Move paspelueHa.
Pexnm BBoaa komaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaH!Io

YpoBeHb 12
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Ucnonb3oBaHMe KOMaHAbI

Korga cyHkums Station Move paspelueHa, guHammnyeckas 3anucb npuesasku Snooping ¢ 1emM e VLAN ID u
MAC-agpecom Ha yka3aHHOM MOPTY MOXET NPOABUHYTLCS K ApYromy nopTy, ecnv obHapyXeHbl cnegyowme
yCIoBMSi:

*  Banucbk npuesskn DHCPv6 Snooping 3anyckaeT HoBbin DHCP-npouecc Ha HoBOM MHTepdence

¢ 3anucek npueaskn ND Snooping 3anyckaeTt HoBbIi DAD-npoLecc Ha HOBOM nHTepdence.
Mpumep

B gaHHOM npumepe nokasaHo, Kak 3anpetuTb dyHkuuio Station Move.

Switch# configure terminal
Switch{config)f ipwve snooping station-move deny
Switch{config)#

19-6 show ipv6 snooping policy

HaHHas KomaHga ucnonb3yeTcsa Ans npocmoTpa nHgpopmauum o DHCPv6 Guard.
show ipv6 snooping policy [POLICY-NAME]

MapameTpbl

POLICY-NAME (OnumoHanbHO) YkaxuTte nmsi nonutukn DHCPv6 Guard, koTopyto
Heobxoanmo oTobpasnThb.

Mo ymonuyaHuio
Het
Pexxum BBOAa kKomaHAbl

User/Privileged EXEC Mode
JTio6on pexxum koHurypaumm

ypOBeHb KOMaHAbl N0 yMon4aHuUo
YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

HaHHas KomaHga ucnonb3yeTca Anst npocmoTpa nHgopmauun o DHCPv6 Guard. Ecnv napameTp He
ykasaH, otobpaxaTtbcst OyaeT nHdopmaums 4ns Bcex NonmTuk.

Mpumep

B paHHOM npumMepe nokasaHo, Kak BKIHYUTb oTobpaxkeHne nigopmaumm o DHCPv6 Guard.
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Swit

Snoo

Swit

ch#show 1pve snooplng policy
ping policy: policyl
Frotocol: DHCE

Limit Address Count: 25

Target WLAN: 200

ch#

OT1o6paxaemMble NapameTpbl

Protocol MpoTokon, ucnomnb3dyembln Ans Snooping.

Limit Address Count MakcumansHO JoMyCTMMOe YMCHO 3anucen Ang AaHHOW NonuTtukm IPv6
Snooping Policy.

Target VLAN Wma cnncka VLAN.

20. KomaHab! IPv6 Source Guard

20-1 ipv6 source binding vian

laHHasa komaHZa vcnonbayeTcs Ans gobaBneHns cTaTMydeckon 3anucy B Tabnuuy npuesaski. Mpu
MCMOMb30BaHMM hOpMbl NO AaHHas KOMaH4a yOanuT CTaTUYecKylo NpUBS3KY.

ipv6 source binding MAC-ADDRESS vlan VLAN-ID IPV6-ADDRESS interface INTERFACE-ID
no ipv6 source binding MAC-ADDRESS vlan VLAN-ID IPV6-ADDRESS interface INTERFACE-ID

MapameTpsbl

MAC-ADDRESS Ykaxnte MAC-agpec npuBsi3kn, CO340aHHON BPYUHYHO.
VLAN-ID Ykaxunte VLAN npuBsa3kn, CO30aHHON BPYYHYIHO.
IPV6-ADDRESS YkaxuTe |IPv6-agpec npuBAsku, CO30aHHON BPYYHYIO.
INTERFACE-ID Ykaxunte Homep uHTepdenca NnpuBa3KkN, CO3AaHHON BPYUHYIHO.

Mo ymonuyaHuto

Het

Pexxum BBoAa komaHabl

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHWIo
YpoBeHb 12

Ucnonb3oBaHne KoMaHAbI

[aHHasa komaHaa ncnonb3yeTca and nobaBneHns ctaTndeckon 3anucu B Ta6n14u,y NPUBA3KN BPYYHYHO. Ons
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AaHHOM komaHapbl YkasaHHas VLAN HeobszaTenbHO JoMmKHa cyLecTBoBaTb. Ecnu ykasaHHbIN nHTepdenc
no3xe OyaeT yaaneH, HACTPOMKN KOMaHAbl OyayT COOTBETCTBEHHO TaKkke yaaneHbl.

Mpumep

B paHHOM npumMepe nokasaHo, Kak HacTpouTb NpueaAsky IPv6 Source Guard ¢ agpecom IPv6 2000::1 u MAC-
agpecom 00-01-02-03-04-05 B VLAN 2 Ha Ethernet 1/0/10.

Switch# configure terminal
Switchi{config)# ipwvé scurce binding 00-01-02-03-04-05 wvlan 2 2000::1 interface ethernet 1/0/1
Switch{config)#

20-2 ipv6 source-guard policy

[daHHas komaHga ucnonb3yeTcsa Ans cosgaHusa nonutukn IPv6 Source Guard Policy. Komanaa nossonsiet
BonTK B pexum IPv6 Source-Guard Policy Configuration Mode. NMpu ncnons3oBaHun oopMbl no faHHadA
KoMmaHga yganut nonutuky IPv6 Source Guard Policy.

ipv6é source-guard policy POLICY-NAME
no ipv6 source-guard policy POLICY-NAME

MapameTpbl

POLICY-NAME Ykaxute ums nonutukn IPv6 Source Guard Policy.

Mo ymonuyaHuio

Het

Pexxum BBoAa komaHabl

Global Configuration Mode
YpoBeHb KOMaHAbl MO YMOMN4YaHWIo
YpoBeHb 12

Ucnonb3oBaHne KoMaHAbI

[daHHas komaHga ucnonb3yeTcsa Ang cosgaHus nonutukn IPv6 Source Guard Policy. Komanaa nossonsiet
BonTK B pexum IPv6 Source-Guard Policy Configuration Mode.

Mpumep
B paHHOM nprMepe nokasaHo, Kak co3gaTtb nonuTtuky IPv6e Source Guard Policy.

Switch# configure terminal
Switch{config)# ipwvdé source-guard poelicy policyl

Switch{config-source-guard)#
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Swit
Swit
Swit

Swit

20-3 deny global-autoconfig

[aHHasa komaHga ncnonb3yeTcs Ans 3anpeTa aBToMaTUYECKN CKOHGUIypupoBaHHOro Tpadguka. Npu
NCMNOMb30BaHUK (POPMbI NO KOMaHAA OTKIHOYUT AaHHYH hyHKUNIO.

deny global-autoconfig
no deny global-autoconfig

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonyaHuto gaHHas onums paspeLueHa.

Pexxum BBOOA KOMaHAbI

Source-Guard Policy Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

[aHHas komaHnga ucnonb3yeTcs ans 3anpeta Tpaduka OT aBTOMaTUYECKM CKOHPUIYPUPOBaHHBIX
rnobanbHbIX agpecoB. OHa MOXET NCMNOSb30BaTLCH, Koraa Bee rnobanbHble agpeca HasHadeHsl DHCP, n
agMUHUCTPATOpP X0o4eT 3abrokMpoBaTh BXOASLLMIA TpaduK OT Y3r0OB C CAaMOCTOSITENBLHO
CKOHOUIypMpoBaHHbLIMK agpecamMu.

Mpumep

B naHHOM nprMepe nokasaHo, Kak 3anpeTuTb aBTOMaTUYECKU CKOHDUIYPUPOBaHHbIN TpaduK.

chf# configure terminal

chiconfig)# ipwvdt source-guard policy policyl
chiconfig-source-guard)# deny global-autocontfig
chiconfig-source-guard) #

20-4 permit link-local

HaHHas KomaHga ucnonb3yeTcd Anst annapaTHOro paspeLleHns Tpadmka JaHHbIX, OTNPaBEHHOro ¢ agpeca
Link-Local. MNpu ncnonb3oBaHnn opMbl NO KOMaHAa OTKAYUT AaHHYH OYHKLMIO.

permit link-local
no permit link-local

MapameTpsbl
HeTt
Mo ymonyaHuto

Mo YMOJI4aHU0 gaHHaA onunAa OTKIio4YeHa.
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Pexxum BBoAa KomaHAbl

Source-Guard Policy Configuration Mode
YpoBeHb KOMaHAbI MO YMOMYaHu!Io
YpoBeHb 12

Ucnonb3oBaHne KOMaHAabI

HaHHas kKomaHga ucnonb3yeTcs Anst annapaTHOro paspeLleHns Tpadmka gaHHbIX, OTNPaBNEHHOrO C agpeca
Link-Local.

Mpumep

B naHHOM npumepe nokasaHo, Kak pa3pellnTb BeCcb TpaduK AaHHbIX, OTApaBneHHbI ¢ agpeca Link-Local.

Switch# configure terminal

Switch{config)# i1pvé source-—guard policy policyl
Switch{config-source—-guard)# permit link-local
Switch{config-source-guard) #

20-5 validate address

HaHHas komaHga ucnonb3yeTcs Ans BkrtoveHns dyHkuum IPve Source Guard Ans BbINOMHEHWS MTPOBEPKU
appeca. [Npu ncnonb3oBaHuM POPMbI NO KOMaHAA OTKMYMT PYHKLUIO NPOBEPKM agpeca.

validate address
no validate address

MapameTpbl

Het

Mo ymonyaHuio

Mo ymonuaHuio AaHHas yHKUMS BKNoYeHa.
Pexnm BBoaa komaHAabl

Source-Guard Policy Configuration Mode
YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12

Ucnonb3oBaHue KoMaHAbI

HaHHas komaHga ucnonb3yeTcs Ans BrroveHns dyHkuum IPv6 Source Guard ons BbINONHEHUSA NPOBEPKU
apgpeca.

Mpumep

B naHHOM npuMepe nokasaHo, Kak OTKIM4YNTb (byHKLI,MIO NpoOBEPKN aapeca.
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Switch# configure terminal

Switch{config)# ipvé scurce-guard policy policyl
Switchi{config-scurce-guard)# no validate address
Switch{config-source—-guard)#

20-6 validate prefix

HaHHas komaHga ucnonb3yeTcsa Ans BkrtoveHnst hyHkuum IPv6 Source Guard Ans BbINOMHEHMS onepaumm
3awmTbl IPv6 Prefix-Guard. NMpu ncnonb3oBaHnn oopMbl NO KOMaHAa OTKIHOYUT AaHHYH hyHKUNMIO.

validate prefix
no validate prefix

MapameTpsbl

Het

Mo ymonuyaHuio

Mo ymonuaHuo gaHHasa PyHKUMA OTKIHOYEeHa.
Pexxum BBoga komaHAbI

Source-Guard Policy Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 12

Mcnonb3oBaHue KoMaHAbl

HaHHas KomaHga ucnonb3yeTcsa Ans BkrtoveHnst hyHkuum IPve Source Guard ons BbINOMHEHMSA onepaumm
3awmTsl IPv6 Prefix-Guard.

Mpumep

B paHHOM npumepe nokasaHo, Kak BKN4YMTb yHKkumio IPv6 Source Guard ons BeINONHEHWST onepaumm
s3awmTsbl IPv6 Prefix-Guard.

Switch# configure terminal

Switeh{config)# ipwvée scurce-guard policy poliecyl
Switch{config-source-guard)# validate prefix
Switchi{config-source-guard)#

20-7 ipv6 source-guard attach-policy

HaHHasa komaHaa ucnonbsyetcda Ang npumeHeHus IPv6 Source Guard Ha nHtepdeiice. Npu ncnonb3oBaHum
dopMbl no JaHHas komaHaa yoanut IPv6 Source Guard ¢ nHtepdeiica.

ipv6 source-guard attach-policy [POL/ICY-NAME]
no ipv6 source-guard attach-policy

MapameTpbl



DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Swite

Switc
Switc

Switc

POLICY-NAME (OnumnoHanbHO) YkaxuTte nms nonutukm Source Guard Policy.

Mo ymonyaHuto

Het

Pexxum BBOAa KOmaHAabI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Korga komaHga npumeHeHa K nopTy, NpuHAaTbii IPv6-nakeT, kpome ND, RA, RS n DHCP-coo6uieHunin Oyaet
BbINOMHATbL MPOBEPKY NPUBA3KM agpeca. [NakeT OyaeT paspeLueH, ecnvm OH COOTBETCTBYET Nnobor 3anmcu B
Tabnuue NpmBaA3kM agpecoB. Tabnuua NpuBA3KK BKIOYaeT B cebsa aAnHammnyeckyto Tabnuuy (cosgaHHyto ¢
nomoLlbto komaHg IPv6 Snooping) n ctatudeckyto Tabnuuy (Co3gaHHyo ¢ NOMOLLBI0 KOMaHAabl ipv6é source
binding vlan).

Ecnu ums nonntrkn He ykasaHo, No ymon4daHuio nonutka Source Guard Policy paspeluunT nakeThl,
OTMpaBrieHHbIE C MOMOLLbIO aBTOMaTUYECKN CKOH(PUIypnpoBaHHOro agpeca, 1 3anpeTuT NakeTsl,
oTnpasneHHble ¢ agpeca Link-Local.

Mpumep

B paHHOM npumMepe nokasaHo, kak npMMeHnTb nonuTtuky IPv6 Source Guard Policy «pol1» Ha Ethernet 1/0/3.

h# configure terminal

hiconfig)# interface ethernet 1/0/3

hiconfig-1£)# ipvd source-guard attach-policy poll
hi{iconfig-1£)#

20-8 show ipv6 source-guard policy

[aHHaa komaHnga ucnonbdyetcsa ang npocmoTtpa HacTpoek IPv6 Source Guard Policy.
show ipv6 source-guard policy [POLICY-NAME]

MapameTpbl

POLICY-NAME (OnumnoHanbHO) YkaxuTte nms nonutukm Source Guard Policy.

Mo ymonyaHuio
Het
Pexnm BBOoga KomaHAbl

User/Privileged EXEC Mode
JTto6on pexxkum KoHdurypauum
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YpoBeHb KOMaHAbl MO YMOM4YaHUIo
YpoBeHb 1
Mcnonb3oBaHne KOMaHAbI

[aHHas komaHnga ucnonb3yeTcsa ansg npocmoTtpa HacTpoek IPv6 Source Guard Policy. Ecnv nmst nonuTtukm
He yka3aHo, oTobpaxaTtbcs 6yaeTt nHdopmaumsa anga scex nonutuk IPv6 Source Guard.

Mpumep
B oaHHOM npumepe nokasaHo, Kak BKM4YMTb oTobpaxeHue HacTpoek ans IPve Source Guard Policy.

Switch#show i1ipvé source-guard policy

Policy policyl contfiguration:

Target: ethl /0/3

Switch#

20-9 show ipv6 neighbor binding

laHHaa komaHaa ucnonb3yeTcs Ans NpocMoTpa Tabnuubl Npuesasku IPve.

show ipv6 neighbor binding [vlan VLAN-ID] [interface INTERFACE-ID] [ipv6 IPV6-ADDRESS]
[mac MAC-ADDRESS]

MapameTpbl

vlan VLAN-ID (OnumoHanbHO) YkaxuTe Ans 0TO6paKeHWs NPUBS30K, COOTBETCTBYOLLNX
ykazaHHon VLAN.

interface INTERFACE-ID (OnumoHanbHO) YKaxnte gnst oTobpaxeHns NpMBA30K, COOTBETCTBYIOLLMX
yKasaHHOMY HOMepy UHTepdenca.

ipv6 IPV6-ADDRESS (OnumoHanbHO) YKaxnte gnst oTobpaxeHns NpMBA30K, COOTBETCTBYIOLLMX
yKasaHHoMy agpecy |IPv6.

mac MAC-ADDRESS (OnumnoHanbHO) YkaxuTte ansg otobpaxeHus NPUBA30K, COOTBETCTBYHOLLMX
ykasaHHomy MAC-agpecy.

Mo ymonyaHuio
Het
Pexx1m BBOOa KoMaHAbI

User/Privileged EXEC Mode
JTio6Gon pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMONM4YaHUo
YpoBeHb 1
Mcnonb3oBaHWe KOMaHAbI

KomaHpa ncnonb3yeTcd Ana npocMoTpa Tabnuupl NPUBA3KN.
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Mpumep
B oaHHOM npumepe nokasaHo, Kak BKIM4YMTb OTOOpaXKeHMe yKasaHHbIX 3anucen n3 Tabnuupbl NpuBs3Ku.

Switchfzshow ipvé neighbor binding

Cedes: D - DHCPFvé Sneoping, S - Statie, N - NHD Sneeping, F - DHCP-FD Snooping
IFvE address MAC address Interface VLAN Time left

5 1000::1 000D, 8811 . 8B6&R ethl 0/2 1 M/ R

N FE&80::R8BB:CCFF:FE01 :F500 ARARBR.CCO1.F500 ethl/0/3 100 &850

5 FEB80::21D:71FF:FE99:4300 001D, 7199 .4900 ethl /074 100 HiR

N 2001 :600::1 ARRBE.CCO1.F500 ethl/0/5 100 3181

D 2001:100;:2 ARER.CCO1.Fe00 ethl/0f6 200 9194

D 2001:400¢: ;1 001D, 7199 .4900 ethl 047 100 15&48

5 2001:500: :1 000&. OO0B . 000C ethl FO/8 300 MNSA

F 400::/64 athl /079 300 14440

Total Entries: 8

Switch#

OTob6paxaemMblie NnapameTpbl

Codes Kogpbl ans IPv6 Snooping Owner
D: DHCPv6 Snooping
S: Ctatnyeckumn
N: ND Snooping

IPv6 address IPv6-agpec npmBAsku.

MAC address MAC-agpec npuBa3Ku.

Interface Homep nHTepderica npmBasku.

VLAN VLAN npuBssku.

Time left OcTaBLueecst BpeEMS XN3HU NPUBSA3KK. [epnog OTCyTCTBUSA aKTUBHOCTM ANA

cTaTtuyeckomn NPUBA3KN.

21. KomaHabl ayTeHTUukaumum MAC

21-1 mac-auth system-auth-control

HaHHas komaHga ucnonb3yeTcd ans rnobansHoro BknoydeHns MAC-ayteHTudukaumm. MNMpu ncnons3osaHnu
dopMbl No kKoMaHAa OTKMYUT rnobansHyto MAC-ayTeHTUdMKaLIo.

mac-auth system-auth-control
no mac-auth system-auth-control

MapameTpbl

Het
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Mo ymonuyaHuio

Mo ymonyaHuio faHHas onuus OTKIYeHa.

Pexxum BBoga komaHAbI

Global Configuration Mode

ypOBeHbKOMaHAbIﬂOyMOnHaHMw

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

MAC-ayTeHTUmKaunst — 3To PYHKUUA, NpeaHa3Ha4YeHHas Ans ayTeHTUdUKaLMmn Nonb3oBaTens Ha OCHOBE
MAC-agpeca npu nonbiTKe 4OCTyna K ceTu Yyepe3 kommyTaTop. CaM KOMMYTaTop MOXET BbIMOSHATD
ayTeHTUmMKaumo Ha OCHOBE foKanbHOWM 6a3bl JaHHBIX UK BbIMOSHATL NPOLIECC ayTeHTMdUKauumn ans
KITMEHTOB Ha yaaneHHOM cepBepe C Ucnonb3oBaHnem npotokona RADIUS.

Mpumep

B gaHHOM npumepe nokasaHo, kak BkntounTe MAC-ayTeHTUdMKaL Mo rnodansHo.

Switch# configure terminal
Switch{config)# mac-auth system-auth-control
Switchi{config)#

21-2 mac-auth enable

HaHHas komaHnaa ucnonbsyetca ang skrtodeHus MAC-ayTeHTUdUKaUumM Ha ykazaHHOM uHTepdence. MNpu
ncnonb3oBaHun opmbl No KoMaHaa otkniount MAC-ayTeHTuduKaumio.

mac-auth enable
no mac-auth enable

MapameTpbl

Het

Mo ymonuyaHuio

Mo ymonyaHuio faHHas onuust OTKIYeHa.
Pexxum BBoga komaHAabI

Interface Configuration Mode

YPOBeHb KOMaHAbl N0 yMon4aHuwo
YpoBeHb 12

Mcnonb3oBaHue KoMaHAbI

KomaHga gocTynHa ToNbKo Ansi HAacTponku uHTepderica duaundeckoro nopta. OHa MOXeT UCMOMb30BaTbCS
ans BkntodeHna MAC-ayTeHTUdmKaumm Ha yKkasaHHOM MHTepdelice.
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Tarke MAC-ayTeHTUdUKaAUNA UMeET crneaytoLlme orpaHnYeHns:
¢  MAC-ayTeHTMdMKaLUSA Ha NOPTY HE MOXET ObITb BKIIOYEHA, ECITU HA JAHHOM MOPTY BKIOYEHA

dyHKuma Port Security.

¢  MAC-ayTeHTMdMKaLUS Ha NOPTY HE MOXET ObITb BKIOYEHA, ECININ HA JAHHOM MOPTY BKIOYEHa
dyHkumsa IP-MAC-Port-Binding.

*  MAC-ayTeHTUdVMKaLMSA HA MOPTY HE MOXET ObITb BKMOYEHA Ha MOPTY, raAe HaCTPOEeHO
arpermpoBaHne KaHaroB.

Mpumep

B paHHOM npumMepe nokasaHo, kak Bknountb MAC-ayTeHTudukaumo Ha Ethernet 1/0/1.

Switch# configure terminal
Switch{cenfig)# interface ethernet 1/0/1
Switchi{config-if)# mac-auth enakle
Switchi{config-if)#

21-3 mac-auth password

[aHHas KomaHga ucnonb3yeTcs Ans HAaCTPOMKM napons ayTeHTudukauumn ans nokansHown n RADIUS-
ayTeHTUdmkaumn. Npu ncnonb3osaHMn popmMbl NO KOMaHAa BEPHETCS K 3HAYEHMAM MO YMOSTYaHWIO.

mac-auth password [0 | 7] STRING
no mac-auth password

MapameTpbl

0 (OnumnoHanbHO) Maponb B 06bIMHOM TEKCTOBOM BuAe. Ecnu He ykasaH Hu 0, HK
7, No ymonyaHuio napone 6yaet B 06bI4HOM TEKCTOBOM BUAE.

7 (OnumnoHanbHO) 3almngpoBaHHbIN Naponb. Ecnu He ykasaH Hu 0, HK1 7, no
yMonyaHuto naporsb 6yaeTt B 06bIYHOM TEKCTOBOM BUAE.

password STRING YKaxuTe, 4ToObl 3agatb napone and MAC-ayteHTudukaumm. Ecnu ykasaH
naponb B 06bIY4HOM TEKCTOBOM BUAE, ANNHA CTPOKM HE MOXET npeBsbllaTth 16
CMMBOIIOB.

Mo ymonyaHuto

Mo ymonuaHuto naponem ssnsetcsd MAC-agpec knveHTa.
Pexxvum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Komanga ncnonb3yeTcd and HaCTpOVIKM napond, ncnosnb3dyemoro ansa aYTeHTVI(bI/IKaLI,VIVI nonb3oBarenien no
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MAC-agpecy. Ecnn komaHaa He HacTpoeHa, naponb Ang ayTeHTudgukaumm nons3osartend no MAC-agpecy
Oynet cdopmumpoBaH Ha ocHoBe MAC-agpeca. ®opmaT MAC-agpeca MOXeT ObITb HACTPOEH C NMOMOLLbIO
komaHabl authentication mac username format.

Mpumep

B paHHOM npmmepe nokasaHo, Kak HacTpouTb napornb MAC-ayTeHTudmkaumm.

Switch# configure terminal
Switch{config)# mac-auth password newpass
Switch{config)#

21-4 mac-auth username

[aHHas KomaHnga ucnonb3yeTcs Ans HaCTPOMKU UMEHM Nonb3oBaTens Ans nokanbHo u RADIUS-
ayTeHTudmkaummn. MNpn ncnonb3oBaHnn opMbl NO KOMaHAA BEPHETCH K 3HAYEHUSAM MO YMOJSTYAHUIO.

mac-auth username STRING
no mac-auth username

MapameTpsbl

STRING YkaxunTte, 4ToObl 3agaTtbh uMsa nonb3oatens ana MAC-ayteHTudgpumkauymm.jnmHa
CTPOKWN HE MOXET npeBbIwaTtb 16 cMMBOMoB.

Mo ymonyaHuio

Mo ymonyaHuto nmeHem nonb3oBaTens sisnsetca MAC-agpec knveHTa.

Pexnm BBoaa komaHAabl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YposeHb 12

Mcnonb3oBaHne KOMaHAbI

KomaHga vcnonb3yeTcs Ansg HacTPOMKM MMEHM Nonb3oBaTens A58 ayTeHTUdmKaunm nonb3osaTenem no
MAC-agpecy. 310 nmsi Nnonb3oBaTens UCNonb3yeTcs ANa ayTeHTUdUKaumm Yepes nokanbHyto 6a3y gaHHbIX
1 yganeHHble cepBepbl. Ecnun KOMaHAda He HacTpoeHa, MA nonb3oBaTend Anad ayTeHTVIqI)MKaLlVIM 6y,qu
dopmupoBaTbca Ha ocHoBe MAC-agpeca.

Mpumep

B naHHOM npumepe nokasaHo, Kak HaCTPOUTb MMSA Nonb3oBaTena Ans MAC-ayTeHTVI(bI/IKaLIMVI.
Switch# configure terminal
Switchi{config)# mac-auth username userl

Switch{config)#
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21-5 snmp-server enable traps mac-auth

[aHHas komaHnga ucnonb3yetcsa ans BkrtodeHns otnpaskn SNMP-yBegomnennn ans
MAC-ayTteHTUdmkaumn. Npu ncnonb3oBaHumn opmel no komaHaa otkniount SNMP-yBegoMmneHus.

snmp-server enable traps mac-auth
no snmp-server enable traps mac-auth

MapameTpsbl

Het

Mo ymonyaHuio

Mo ymonyaHuio oyHKUNA OTKAoYEHa
Pexnm BBoaa komaHAabl

Global Configuration Mode
YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Het

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKYMTbL oTrnpasky Tpanos Ansa MAC-ayTeHTudmkaumm.

Switch# configure terminal
Switchiconfig)# snmp-server anable traps mac-auth
Switchi{config)#

22. KomaHabl Network Access Authentication

22-1 authentication guest-vian

HaHHas komaHnga ucnonbsyetca ansa Hactporiku Guest VLAN. Mpu ncnonb3oBaHnn oopMbl NO KOMaH4a
yaanut Guest VLAN.

authentication guest-vlan VLAN-ID
no authentication guest-vian

MapameTpbl

VLAN-ID Ykaxunte Guest VLAN ons ayteHTucmkaumu.

Mo ymonyaHuto
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Het

Pexxum BBOAa KOMaHAbl

Interface Configuration Mode
YPOBeHbKOMaHAbIHOYMOnHaHMm
YpoBeHb 12

Mcnonb3oBaHne KoOMaHAbI

KomaHga He MoxeT ObITb Ucnonb3oBaHa, ecnu ykasaHHas VLAN He cyLlecTByeT B Ka4eCTBE CTaTUYECKON
VLAN. ¥Y3en He MOXeT Nony4nTb AOCTYN K CETU, NOKa He nporaeTt ayteHTudpmkaumo. Ecnn Guest VLAN
HaCTpOeH, y3ny paspeluaeTcs 4ocTyn Tonbko K Guest VLAN 6e3 npoxoxaeHus ayteHTudukaummn. Bo Bpems
ayTeHTudmkaumm, ecnn RADIUS-cepBep HasHavaeT nonb3oBatento VLAN, nonb3oeatens 6yaet
aBTOpM30BaH B Ha3HavyeHHon VLAN. HasHaueHne Guest VLAN n VLAN He gencTteyeT Ha nopT trunk VLAN u
nopt tunnel VLAN.

O6bI1yHO HasHadveHne Guest VLAN u VLAN gerictByeT ons y3nos, NOOKMOYEHHbIX K HETEMMPOBaHHBLIM
noptam. [JaHHbIN PyHKUMOHAN He NPUMEHMM B Cnyvae, ecnu y3nbl 0bMeHNBaroTCs TErMpOBaHHbLIM
Tpadukom.

Ecnu pexxum y3na (host mode) ayteHTudmkaumm HacTpoeH kak multi-host, nopt 6yaet nobaeneH kak Guest
VLAN nopT, a PVID nopTta 6yget uameHeH Ha Guest VLAN. Tpadoumk, npuxogsawmin u3 Guest VLAN byget
nepeHanpasreH He3aBUCUMO OT ayTeHTUduKaumm. Tpadumk, npmuxogawmi ot apyrmx VLAN, Oyget
oTbpacbiBaTbCA, MOKa He NponaeT ayTeHTudmrkaumio. Korga ogvH y3en npoxoauT ayTeHTUduKaumio, nopTt
noknagaet Guest VLAN n 6yget gobaeneH B HasHadeHHyo VLAN. PVID nopta 6ygeTt MsaMeHeH Ha
HasHa4eHHyto VLAN.

Ecnu pexxum yana (host mode) ayteHTudpmkaumm HactpoeH kak multi-auth, nopt 6yget nobasneH kak Guest
VLAN nopT, n PVID nopta 6ygeTt nameHeH Ha Guest VLAN. Yanam, koTopbiM paspelueH goctyn k Guest
VLAN, 3anpeueH goctyn k gpyrum VLAN, noka oHn He nporayT ayTeHTudmkauuo. Korga ognH ysen
npoxoauT ayTeHTudmrkaumio, nopt octaHetcs B Guest VLAN, a PVID nopta He ByaeT nsmeHeH.

Ecnn Guest VLAN oTkritodeHa, nopt BeingeTt u3 Guest VLAN n BepHeTca k pogHon VLAN (native). PVID
nameHntcsa Ha PVID pogHon VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak ykasaTb VLAN 5 B kauectBe Guest VLAN.

Switch# configure terminal

Switch{config)# interface ethernet 1/0/1
Switch{config-1f)# avthentication guest-wlan 3
Switch{config-1f)#

22-2 authentication host-mode

HaHHasa koMaHaa ucnonb3yeTcs Ans ykasaHua pexunma ayTeHTudmkauun. Mpu ncnonb3osaHun opmMbl no
KOMaHJa BEPHEeTCS K 3HAaYEHUSAM MO YMOMNYaHUIo.

authentication host-mode {multi-host | multi-auth [vlan VLAN-ID [, | -1I}
no authentication host-mode [multi-auth vian VLAN-ID [, | -]]
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MapameTpbl

multi-host Ykaxkute nopt ans pabotsl B pexvme multi-host. BeinonHseTcs Tonbko ogHa
ayTeHTUmKaums, n BCce XOCTbl, NOAKMNIOYEHHbIE K NOPTY B6yayT paspeLueHsb.

multi-auth Ykaxute nopt anga pabotsbl B pexxume multi-auth. Kaxageiv ysen dyget
NpoXoauTb ayTeHTUMMKALMIO MHANBUAYambHO.

vlan VLAN-ID (OnuuoHanbHo) YkaxuTte VLAN(bI) ayTeHTUdUKaLMM. ITO MOXKET ObITb

nonesHo, ecnu pasnuyHsie VLAN Ha KoMMyTaTope NMetoT pasnuyHble
TpeboBaHusa k ayTeHTUdukaumn. MNMpn ncnonb3osaHMn oOpMbl NO BCE
VLAN 0OyayT yaaneHbl, ecniv He ykasaHbl KOHKPETHbIE. OTO 3HAYUT, YTO He
BaXXHO, 13 Kakor VLAN KnueHT, knueHT 6yaeT ayTeHTUULMpoBaH, ecnm
MAC-agpec knueHTa (HesaBucumo ot VLAN) He ayTeHTudmnumposaH.
Mocne ayTeHTUMKaLMM KNNEHTY He HYXXHO ByaeT NpoxoanTb MOBTOPHYIO
ayTeHTupmkaumio us gpyrux VLAN. [JaHHas onuusa nonesHa ans
ynpasneHust ayteHTudunkaumen per-VLAN ans noptos trunk. Ecnun pexxum
ayTeHTUmkaumm nopta meHsietca Ha multi-host, npeabigywme VLAN(bI)
ayTeHTMMKaLMKM Ha 3TOM NopTy OyayT yaaneHsbl.

) (OnumoHanbHo) BeiaeneHne cepumn unu pasgenexue rpynnsl VLAN ot
npegplayLien. Npobenbl 4O 1 NOCNe 3anaTon HEAONYCTUMBI.

- (OnumoHanbHo) YkaxuTte guana3oH VLAN. NMpobGenbl Ao n nocne geduca
HeaonyCTUMBI.

Mo ymonyaHuto

Mo ymonuaHuto ncnoneayetcsa multi-auth.

Pexx1m BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Ecnu nopt pabotaeT B pexxume multi-host, n ayteHTudmumMpoBaH oguH 13 y3nos, BCeM ApyrMM y3nam byget
paspeLueH goctyn k nopty. CornacHo ayteHTudmkaumm 802.1X, ecrnv noBTopHasa ayTeHTUMKaums
3aBepLUaeTCa HeyOa4yHO Uinn ayTeHTUMLMPOBaHHbIV MONb30BaTENb BbIXOAUT U3 YYETHON 3anucu, nopT
Oymet 6nokmpoBaTbcs Ha nepuog mondaxus (quiet period). MopTt BoccTaHoBUT 06paboTKy naketoB EAPOL
nocne nepvoga MonyaHus.

Ecnu nopt paboTtaeTt B pexvume multi-auth, kaxxabin y3en gormkeH npoxoauTb ayTeHTUMKaL MO
nHAMBUAYansHO AN 4ocTyna K nopty. Y3en npeactasneH csoum MAC-agpecom. [locTyn eCTb TONbKO Y
aBTOPW30BaHHbIX Y3I10B.

Mpumep

B paHHOM npuMepe nokasaHo, Kak HadHauuTb pexum multi-host ans nopta Ethernet 1/0/1.

Switch# configure terminal
Switch{config)# interface ethernet 17071
Switch{config-if)# authentication host-mode multi-host

Switchi{config-i£)#
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22-3 authentication periodic

[laHHasa komMaHZa ncnonb3yeTcs ANs BKIOYEHUS Neproanmyeckoro NoBTOPEHUst ayTeHTMMKaUmMmn ans nopra.
Mpw ncnonb3oBaHMM POPMbI NO KOMaHAa OTKIIOYMT Nepuoanyeckoe NOBTOPEHME ayTeHTUdMKaLNN.

authentication periodic
no authentication periodic

MapameTpsbl

Het

Mo ymonyaHuto

Mo ymonyaHuio onums OTKIIOYEHa.

Pexxum BBOAa KOMaHAabI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Vcnone3ynte KomaHay AN BKIYEHUS NEpUOOUYECKOro NOBTOPEHNST ayTeHTndmnKaumm ans nopra.
Wcnonb3ynte komaHay authentication timer reauthentication gns HacTponkn Tanmepa NOBTOPHOW
ayTeHTudmkaumm (re-authentication timer).

Mpumep

B oaHHOM npumepe nokasaHo, Kak BKIM4YMTL NepMoanyveckoe NoBTOPeHWe ayTeHTudmkaumm ans nopta
Ethernet 1/0/1.

Switch# configure terminal
Switch{config)# interface ethernst 17071
Switchi{config-if)# authentication periodic
Switchi{config-if)#

22-4 authentication timer inactivity

[aHHaa komaHga ucnonb3yeTcsa Ansg HaCTporiku Tanmepa 6e30encTans, N0 UCTEYEHNN KOTOPOro HEAKTMBHAs
ceccus byaet 3aBepLueHa. [pu ncnons3osaHMm hOpMbl NOo KOMaHAa OTKNHOYUT Tanmep 6e3aencTaus.

authentication timer inactivity {SECONDS}
no authentication timer inactivity

MapameTpbl

SECONDS YKaxuTe BpeMsi, Nocre KOTOPOro HeakTUBHas ceccus byaeT 3aBepLueHa.
HocTyneH ananasoH 3HayeHun ot 120 go 65535.
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Mo ymonyaHuto

Mo ymonyaHuio onums OTKIIOYEHa.

Pexxum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Ecnu Tanmep 6e3nencTBnst HACTPOEH, Ceccusi Nonb3oBaTens OyaeT 3aBepLueHa, ecnu ceaHc He ByaeT
paboTaTb B TE4EHNE HACTPOEHHOIO Nepuoaa BpeMeHun. Tanmep 6esaenctus (inactivity timer) gomkeH 6biTb
MeHbLLe, YeM 3HaYeHWe Tanmepa, HaCTPOEHHOro C NOMOLLLIO KoMaHabl authentication timer reauthentication.
Mpumep

B gaHHOM npumepe nokasaHo, Kak HaCTpouTb 3HadeHue Tanmepa 6esgenctena 240 ana Ethernet 1/0/1.

Switch# configure terminal

Switch{config)# interface ethernet 1/0/1
Switchi{config-if)# authentication timer inactiwvity 240
Switchi{config-if)#

22-5 authentication timer reauthentication

laHHasa koMaHaa ncnonb3yeTcs A HAaCTPOWMKKU Talmepa, No UCTeYeHUn KoToporo ByaeT HeoGxoaMmo
MPOWTV NMOBTOPHYIO ayTeHTUdMKaumio. Mpu ncnonb3oBaHUM hOpMbl NO KOMaHAa BEPHETCS K 3HAYEHUSM MO
YMOJTYaHWIO.

authentication timer reauthentication {SECONDS}
no authentication timer reauthentication

MapameTpsbl

SECONDS Ykaxnte Bpemsi, Mocne KoToporo 6yget HeobxoaumMo NPOWTH NOBTOPHYHO
ayTeHTUdmkaumio. [loctyneH ananasoH 3HadeHmn ot 1 go 65535.

Mo ymonyaHuio

Mo ymonyaHuto ncnonbsyetca 3HavyeHne 3600 cekyHa.
Pexnm BBoaa komaHAabl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12
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Mcnonb3oBaHne KOMaHAbI

KomaHga ucnonb3yeTcs Anst HAaCTPONKM TavMepa, Mo UCTEYEHUN KOTOPOro ByaeT Heo6XoaAMMO NPONTH
NOBTOPHYI0 ayTeHTUdUKauuo. Micnonb3ynte komaHay authentication periodic ons Toro, 4ToObI
onpegenuTb, OyaeT v Npon3BoanNTLCS MOBTOPHAsA ayTeHTMdMKauusS.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HACTPOUTb 3Ha4YeHue Tanmepa NoBTOpHOW ayTeHTudmkaumm 200 ons
Ethernet 1/0/1.

Switch# configure terminal

Switeh{cenfig)# interface ethernet 1/0/1

Switch{config-if)# authenticaticn timer reauthenticaticn 200
Switch{config-1£)#

22-6 authentication timer restart

[aHHasn komaHga ncnonb3yeTca and HaCTDOIZKVI Ta|7||\/|epa, no UCTe4eHnn KOToporo CtTaHeT BO3MOXHa
NOBTOPHaA ayTeHTI/I(*)I/IKaLI,I/IFl nocne nocnegHemn Hey,u,aquﬁ NOMNbITKWN. I'Ip|/| ncnonb3oBaHUn CbOprI no
KOMaHa BEPHETCA K 3Ha4YeHUAM MO YMOJI4aHUIO.

authentication timer restart SECONDS
no authentication timer restart

MapameTpbl

SECONDS Ykaxute Bpemsi, N0 UCTEYEHUN KOTOPOro CTaHET BO3MOXHA NOBTOPHas
ayTeHTUukaLmsa. JocTtyneH avanasoH 3HavyeHun ot 1 o 65535.

Mo ymonuyaHuio

Mo ymonyaHuio ncnonb3yeTtcs 3HadeHne 60 cekyHA.
Pexxum BBOoAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUIO

YpoBeHb 12

Mcnonb3oBaHue KOMaHAbI

KommyTtaTtop 6yaeT B pexxvme monyaHus (Quiet State) nocne HeyaayHom NONbITKM ayTeHTUdMKaLMKN 0
UCTEYEHMs1 BpEMEHU TaliMepa.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HaCTPOUTb 3HaYeHne Tanmepa NOBTOPHON ayTeHTuduKaumm 20 ans
Ethernet 1/0/1.
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Switch# configure terminal

Switeh{config)# interface ethernet 1/0/1
Switeh{cenfig-if)# authenticaticn timer restart 20
Switch{config-i£)#

22-7 authentication username

laHHasa komaHaa ncnonbayeTcs ANs Co3AaHUs Nonb3oBaTens B NlokanbHOM 6a3e AaHHbIX ayTeHTUMKaLUK.
Mpw ncnonb3oBaHMM POPMbI NO KOMaHAa yaanuT Nosfb3oBaTens U3 riokanbHol 6ase AaHHbIX
ayTeHTUdVKaLuK.

authentication username NAME password [0 | 7] PASSWORD [vlan VLAN-ID]
no authentication username NAME [vlan]

MapameTpsbl

NAME YKkaxuTte nms nonb3oBaTens, cocTosiliee He bonee, YeMm 13 32 CMMBOJIOB.

0 (OnumnoHanbHO) MNMaponb B 06bI4MHOM TEKCTOBOM BuAe. Ecnu He ykasaH Hu 0,
HW 7, N0 yMon4yaHuto naponeM ByaeTt obbIYHbIN TEKCT.

7 (OnumoHanbHO) 3alwmngpoBaHHbIM Naposnb. Ecnn He ykasaH Hu 0, Hu 7, no

ymMorn4daHuio naponem 6yaeTt obbIYHbIN TEKCT.

password PASSWORD YKaxuTe, 4ToObl 3agatb napone ansa MAC-ayteHTudukaumm. Ecnu ykasaH
naposnb B 06bIYHOM TEKCTOBOM BUAE, ONIMHA CTPOKM HE MOXET npeBblwaTth 32
cumBona.

vlan VLAN-ID (OnumoHanbHO) YkaxuTe, 4Tobbl HasHauTb VLAN.

Mo ymonuyaHuio

Het

Pexxum BBoAa KOMaHAbl

Global Configuration Mod

YpoBeHb KOMaHAbl MO YMON4YaHUIo
YpoBeHb 15

Mcnonb3oBaHue KoMaHAbI

HaHHas KomaHga ucnonb3yeTcs Anst HACTPOWKM NoKanbHOW 6a3bl JaHHbLIX 4118 ayTeHTUdMKauum
nonb3oBaTenemn.

Mpumep

B naHHOM NpumMepe nokasaHo, Kak co3aaTh NoKanbHYH YYETHYHO 3anuch C UMEHEM norb3oBaTens useri un
naponem pass1.

Switch# configure terminal
Switch{config)# authentication username userl password passl

Switchi{config)#
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22-8 clear authentication sessions

[aHHasa komaHga ncnonb3yeTcsa Ans yaaneHus ceccum ayTeHTudunkaumn.

clear authentication sessions {mac | wac | dot1x | all | interface INTERFACE-ID [mac | wac |
dot1x] | mac-address MAC-ADDRESS}

MapameTpsbl

mac Ykaxute ans yaanexus scex MAC-ceccui.
wac Ykaxute ans yaanexus scex WAC-ceccui.
dot1x YkaxuTe ana yganeHus scex ceccun dot1x.
all YKkaxuTe Ans yganeHus BCex ceccum.
interface INTERFACE-ID Ykaxute aAng yaaneHus ceccuin nopTa.

mac-address MAC-ADDRESS YkaxuTe Ans yoaneHus BCex Ceccui onpeaeneHHoro nonb3osarens.

Mo ymonuyaHuto

Het

Pexxum BBoAa KOoMaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

KomaHga ucnonb3yeTcs Ans yganeHusa ceccum ayTeHTudmkaumu.

Mpumep

B oaHHOM npumepe nokasaHo, Kak yaanutb ceccumn ayteHTudmkaumm Ha Ethernet 1/0/1.

Switch# clear authentication sessions interface ethernet 1/70/1

Switch#

22-9 authentication username mac-format

[aHHas komaHnga ucnonb3yetcsa ansa Hactporiku popmata MAC-agpeca, KoTopbi 6yaeT ncnonb3oBaTbCA
npu ayteHTudmnkaumm Yyepes RADIUS-cepBep B kayecTBe MMeHM nonb3oBatens. [Npu ncnonb3oBaHum
POopMbI NO KOMaH4a BEPHETCS K 3HAYEHMSIM MO YMOSYaHMIO.

authentication username mac-format case {lowercase | uppercase} delimiter {hyphen | colon |
dot | none} number {1 | 2 | 5}
no authentication username mac-format

MapameTpbl
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lowercase Mpu ayteHTndukaumm RADIUS copmaT nmeHun nonb3osatens bygert
BbIrMAAeTb crneayowmm obpasom: aa-bb-cc-dd-ee-ff

uppercase Mpwn ayteHTnpmkaumm RADIUS dopmaT nmeHn nonb3osartens byget
BbIrMAAeTb cneayowmm obpasom: AA-BB-CC-DD-EE-FF

hyphen YKaxuTe, 4TOObl MCNONb30BaTh «-» B Ka4ecTBe pasgenutens. dopmat
OyneT BbIrnsaeTs criegyowmm obpasom: AA-BB-CC-DD-EE-FF

colon Ykaxute, 4ToObl MICNONb30BaThb «:» B Ka4yecTBe pasgenutens. Popmat
OyneT BbirnsigeTs crieqytowmm obpasom: AA:BB:CC:DD:EE:FF

dot YKaxuTe, 4ToObl UCMONb30BaTh «.» B KayecTee pasgenutens. Popmar
Oynet BbirnsaeTb cnegytowmm obpasom: AA.BB.CC.DD.EE.FF

none Ykaxute, 4ToObl HE UCNONBb30BaTb 3HaK pasaeneHud. dopmar dyget
BbIrMAaeTb cneayowmm obpasom: AABBCCDDEEFF

number YKaXnte Konnu4ecTBo 3HaKOB pasaeneHna. [1oCcTynHbl cnegyroLime onumm:
1: oaunH pasgenutens; dopmat: AABBCC.DDEEFF
2: nBa pasgenutens; dopmat: AABB.CCDD.EEFF
5: natb pasgenutenen; gopmat: AA.BB.CC.DD.EE.FF
Ecnu BbiOpaH napameTp none, 3HaKW pasaerneHust orpaHuunTenen He
OyoeT ucnonb3oBaThCS.

Mo ymonuyaHuio

Mo ymonuanuio gnsa MAC-agpeca ayTeHTUdUKALMN NCMONb3YoTCs BonbLlune GyKBbI.
Mo ymonuaHuto 3Hakom pasgeneHus MAC-agpeca ayTeHTUMKaUmMmM SABNSETCA ToYKa.
Mo ymonuaHuio ucnonb3yeTcd ABa 3Haka pasgenenvs MAC-agpeca ayTeHTUdMKaLMN.
Pexx1m BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

KomaHnga ucnonb3yeTcst Ans HacTpoWikn oopmaTta MMeHu nonb3oBaTtens Ha ocHoBe MAC-agpeca,
ncrnonb3yemoro npu ayteHTudmkaumm RADIUS nnn anga IGMP Security.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HacTpouTb dhopMaT MMeHU nonb3oBaTens Ha ocHose MAC-agpeca.

Switch# configure terminal
Switchi{config)f# authentication username mac-format case uppercase delimiter hyphen number
Switchi{contig)

22-10 authentication compauth mode

[aHHasa komaHOa ucnonb3yeTcsa Ans ykasaHus pexuma Compound Authentication Mode. MNpu
MCMNonb30BaHUM bopmMbl NO KOMaHAa BEPHETCH K 3HAYEHUSAM MO YMOSYaHMIO.
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authentication compauth mode {any | mac-wac}
no authentication compauth mode

MapameTpbl

any YKaxuTe Anst gonycka, ecnv gonyLueH nobor ns Metogos
ayTeHTudukaumm (802.1X, MAC-based Access Control 1 WAC).
Ecnu gaHHbI napameTp ncnoneayetcs, Ho MAC-based Access Control
oTKMo4eHo, a 802.1X Bko4eHo, To BCce paBHO OyaeT Heobxoguma
ayTeHTuukauma 802.1X.

mac-wac Ykaxute, 4Tobbl cHavana npoeoaunack nposepka MAC-based Access

Control. Ecnu knueHT npowen ayteHTudukaumio MAC, WAC byaet
ponyuweH. Oba meToaa ayTeHTUMKaLMM OOSKHbI ObITb NPOMAEHBI, YTOObI
ayTeHTUhmKaumnsa cuntanach yCrneLwHoNn.

Ecnu ncnonbayetca gaHHbI napameTp, AOCTyn OyaeT rapaHTMpoBaH
nocne Toro, Kak ABa MeToga ayTeHTudukaumm 6yayT ycneLwwHo NporaeHbl.
Ecnv oguH 13 metogos ayteHTudmkaumm He 6bin NporaeH, B JocTyne
BygeT oTkasaHo. Ecnu cocTtosiHue ayTeHTUduKaumMm Ha nopTy unm
rnobanbHO BKMOYEHO, B AOCTYMNe Takke 6yaeTt oTkasaHo. Nocne
ayTeHTUdmkaumm, nHpopmaumsi o6 aBTopusaumm byaeT NCnonbL30BaTbCs
n3 moagyns WAC.

Mo ymonuyaHuio

Mo YMOJT4aHUIO UCNOoJNb3yeTca onuma any.

Pexxum BBOAa KomaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaH!Io

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

V|CI'IOJ'Ib3yI7ITe OaHHYI0 KOMaHA4y, YTOObI BKNIOYUTb UMM OTKNIOYUTL METOAbI ayTeHTI/Id)I/IKaLI,MI/I Ha CbM3I/I‘-IeCKI/IX

noprax.

Mpumep

B paHHOM npuMepe nokasaHo, Kak HaCcTpoUTb pexuMm mac-wac gnsi Ethernet 1/0/1.

Switch#fconfigure terminal

Switch{cenfig)#interface ethernet 1/50/1
Switchi{config-if)#avthentication compauth mode mac-wac
Switch{config-1£f)#

22-11 authentication max users

[aHHasa komaHaa ncnonb3yeTcd and HaCTpOVIKVI MaKCcumMaribHOro Konmn4ecrtea ayTeHTVICbVILI,VIpOBaHHbIX
nonb3oBatenien Ang BCen CUCTEMbI UK ANs nopta. ﬂle MCnoJjib3oBaHn (bOprI NO KOMaHAa BEPHETCA K

3Ha4YeHNAM Mo yMOJ4aHuto.
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authentication max users NUMBER
no authentication max users

MapameTpbl

NUMBER YKaxuTe, 4ToObl 3ag4aTb MakcMMarbHOe KONMMYEeCTBO ayTEHTUMULMPOBAHHbIX
none3oBatenen. [loctyneH ananasoH 3HadeHuin ot 1 o 4096.

Mo ymonyaHuto
Mo ymonyaHuio orpaHuYeHuni HeT.
Pexxum BBoAa KoMaHAbl

Global Configuration Mode
Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 12
Mcnonb3oBaHne KOMaHAbI

KomaHnga moxeT ucnons3soatbed B pexxume Global Configuration Mode wn Interface Configuration Mode.
Ecnu komaHaa HacTpoeHa B pexume Global Configuration Mode, 3agaeTtcst orpaHnyeHne makcumarnbHOro
Konm4yecTBa nosib3oBartesient Ha BCIO CUCTEMY.
Ecnun komanga HactpoeHa B pexume Interface Configuration Mode, 3agaeTcsa orpaHMyeHne MakcMmMarbHOro
KonmyecTBa nofb3oBaTenen Ha UHTepdeic.
MakcumarnbsHoe Yncro nonb3oBaTtenen BknoyaeT nonb3oatenen 802.1X, MAC-based Access Control n
WAC.
Tarke KOMaHOa UMeeT crneayoLLlee orpaHuYeHne:

* Ecnu HOoBOE YMCNO MakCMMaribHOro KONM4ecTBa Nosib3oBaTene MeHbLUE, YEM TEKYLLEee KONMMYEeCTBO

nonb3oBaTenen, koManaa OyaeT OTKNOHeHa, U NosABUTCSA cooblleHne 06 owmbke.

Mpumep

B naHHOM npuMepe nokasaHo, Kak Ha3Ha4nTb MakCMMalribHOE KOJIM4eCTBO ayTeHTVICbVILI,VIPOBaHHbIX
nosnb3oBaTesnien Ana CUCTEMbI.

Switch# configure terminal
Switch{cenfig)# authentication max users 25é&
Switchi{config)#

22-12 authorization disable

[aHHasa komaHga ncnonb3yeTcs Ans OTKIYEHUs NpMeMa aBTOpM30BaHHOW KOHurypaumu. [NMpu
NCMNOMb30BaHUM (POPMbl NO KOMaHAa BKITHOYUT NPUHSATUE aBTOPU3OBAHHOW KOHUIypaL .

authorization disable
no authorization disable

MapameTpsbl

Het
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Mo ymonyaHuto

Mo ymonyaHmio JaHHas onuusl BKIOYEHa.

Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

KomaHga ucnonb3yeTcs Anst BKIOYEHUST UIN OTKITIOYEHMS MPUHSATUS aBTOPU30BaHHOW KoHdurypauun. Ecnm
aBTOpM3auus BKOYEHA AN ayTeHTMdVKauum, aBTopn3oBaHHble atpnbyThl (Hanpumep, VLAN, npuoputeT
802.1p no ymonuanuto, Bandwidth (nonoca nponyckanus) n ACL (cnucok ynpaBneHust JOCTYNoM)),
Ha3HayeHHble RADIUS-cepBepomM, OyayT NPUHATLI, €Crv BKITKOYEHO COCTOsSIHME aBTopu3aumu. Bandwidth
(nonoca nponyckaHus) n ACL (cnucok ynpaeneHus 4OCTYNoM) Ha3HavatoTcs Ha OCHoBe nopTa. B pexume
multi-auth VLAN 1 802.1p HasHavaloTCa Ha OCHOBe y3na.

Mpumep

B naHHOM npuMepe nokasaHo, Kak OTKIM4YNTb COCTOAHME aBTOPU3aLnn.

Switch# configure terminal
Switch{config)# no authorization disable
Switch{config)#

22-13 show authentication sessions

HaHHasa komaHaa ucnonb3yeTcs Ans NpocMoTpa nHdopmaummn 06 ayTeHTUdukauuu.

show authentication sessions [mac | wac | dot1x | interface INTERFACE-ID [, | -] [mac | wac |
dot1x] | mac-address MAC-ADDRESS]

MapameTpsbl

mac (OnumoHankeHo) YkaxunTte gns otobpaxeHmsa scex MAC-ceccui.
wac (OnumoHanbHO) YkaxuTe anst otobpaxeHus scex WAC-ceccui.
dot1x (OnumoHanbHO) YkaxuTte ans otobpaxeHus Bcex ceccui dot1x.
interface INTERFACE-ID (OnumoHanbHO) YKaxuTe nopT A4S OTObpaxKeHus.

, (OnumoHanbHO) BeligeneHne cepumn nHTepdencos nnm pasgeneHue
rpynnbl MHTEpdERcoB oT NpeabiayLen. MNMpobenbl 4o 1 Nocne 3ansaTon
HeJonyCTUMBI.

- (OnumoHankeHo) YKkaxnTte gmanasoH nHtepdencos. MNpobensl 4o n nocne
aeduca HegonyCcTUMBI.

mac-address MAC-ADDRESS (OnumoHanbHo) YKaxuTte Ans oToOpaxeHus onpeaeneHHoro
nonb3oBarernsi.

Mo ymonyaHuio
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Het
Pexnm BBoga KomaHAbI

User/Privileged EXEC Mode
JTiobon pexxum koHurypaumm

YpOBeHb KOMaHAbl N0 yMon4yaHuUo

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

Wcnone3ynte komaHay 6e3 napameTpoB, YTOObI BKITHOYMTL OTOOpaeHUe Ceccuin Co BCex NOPTOB.
Mpumep

B paHHOM nprMepe nokasaHo, Kak BKITH4YMTbL oTobpaxkeHne ceccun Ha Ethernet 1/0/1.

Switchf# sheow authenticaticon sessicns interface ethernet 17041

Interface: ethl/0/1

MAC Address: 00-16-7&-35-1R-38
buthentication VLAM: 1
buthentication State: Success
Becounting Sessicn ID: 0000000000CE
Authentication Username: wac
Client IF Address: 10.390.30.9
Bging Time: 3530 sec

Method State

WEB-based Access Control: Success, Selected
Tetal Ruthenticating Hests: 0O
Total Authenticated Hosts: 1
Total Blocked Hosts: O

Switch#f

OTo6paxaemMble NnapameTpbl

Interface MprHMMatoLwmn nHTepdenc yana ayteHTugukaLumm.
MAC Address MAC-agpec y3na ayTeHTudrKauun.
Authentication VLAN WcxogHaa VLAN Havana ayTeHTudurkaumm ysna.
Authentication State CocTosHMe ayTeHTUMKaL MK y3na.

Start — npuHMMmaeTcs y3en, Ho He GbINo Havana ayTeHTuduKaLmmn
Initialization — nctouHuk ayTeHTUdUKaLUKM rOTOB, HO HOBas
ayTeHTUdvKaumsi He Ha4YMHaeTcs

Authenticating — y3en npoxogut ayTeHTUMKauuo

Failure — owmnbka ayTeHTMdUKaLUM

Success — y3en npoiuen ayTeHTudukauuno

Accounting Session ID ID ceccum yd4eTHOIM 3anucu, KOTOpbIA Mcnonb3oBancs Ans yyeta nocrne
ayTeHTUmkaumu.
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Authentication Username

Mmsa nonb3oBaTtens yana. HegoctynHo, noka y3en BeibpaH ans MAC-Auth.

Client IP Address

Agpec accouMmMpoBaHHbIX KITMEHTOB. [JOCTYMNeEH TONbKO ecnn y3en BblopaH
ans Web-Auth.

Assigned VID

HasHadeHHbIn VLAN ID, paspelueHHbIn nocne NPOXoXAeHUs Y3rom
ayTeHTUmkaumu.

Assigned Priority

HasHadeHHbIN NpMopUTET, paspeLLeHHbIN Nocne NPOXOXKAEHUS Y3NoM
ayTeHTUmkaumm.

Assigned Ingress Bandwidth

HasHaueHHbIN BXOA, paspeLLeHHbIN MoCre NPOXOXAEHWS y3NoMm
ayTeHTudmKaumn.

Assigned Egress Bandwidth

HasHau4eHHbIN BbIX0, pa3peLleHHbI NOCHe NPOXOXKAEHNS Y3ITOM
ayTeHTudmKaumn.

Method

MeTog ayTeHTucbmkauum, Hanpumep, 802.1X, MAC-Auth, Web-Auth n T.a.

State

CocTtosiHve meToga ayTeHTUdUKaLun.

Authenticating — y3en npoxogut ayTeHTMdMKaLUIO C MOMOLLbIO AAHHOTO
MeTona

Success — y3en npoLuen ayTeHTMHUKaLMIO C MOMOLLLIO JAaHHOrO MeToaa
ayTeHTUmKaLmm

Selected — pesynbrat ayTeHTUdMKaLMM JaHHOro MeToaa, 6epeTcs n
aHanuMaunpyeTcs CUCTEMON Anis y3na.

Failure — y3en He npoLuen ayTeHTUMKaLUIO C NOMOLLbIO aHHOIo MeToaa
No Information — nHdopmaumsa 06 ayteHTUMKaunm HeJoCcTynHa.

Aging Time/Block Time

Aging Time — Bpems cTapeHusi, Nnepuos BpeMeHN, BO BPEMSI KOTOPOro
ayTeHTUMUMpoOBaHHbIA y3en byaeT CoxpaHATbLCA B
ayTeHTUMLMPOBaAHHOM COCTOSHMU. 10 NCTEYEHUN AaHHOTO BpEMEHU y3en
OyoeT BO3BpaLLEH B He ayTEeHTUMULMPOBAHHOE COCTOSHME.

Blocked Time — ecnu y3en He cMOr NpoOWTK ayTeHTUdMKaLuIo,
criefytoLlas nonbiTka He Ha4YHETCH, NoKka He UCTeYeT BpeMsl OrIOKMpPOBKH,
€CNnn TOMbKO MoNb30BaTeNb HE OYMCTUT COCTOsIHME BBOAA entry state
BPY4HY!O.

Idle Time

OcTaBLueecst BpeMs ceccumn ayTeHTudukaLumm, kotopoe byaet 3aBepLUeHo,
€CIN Ceccusi HeakTMBHA B TEYEHNE HACTPOEHHOMO Nepuoaa BPEMEHM.
HoctynHo Tonbko ansa ceccuin WEB.

802.1X Authenticator State

CoctosHue ayteHTudpmkaTopa PAE 802.1X: BO3MOXHbI cneayowme
3HaYeHus:

INITIALIZE - ayTeHTU(MKaTOp B NpoLecce HMUManu3aumm u oxuaaet
3anpocoB Ha ayTeHTudmnKkaumio.

DISCONNECTED - vHuumanusauus 3aBepLueHa, Ho H1 0gHO
3anpaluvBsaroLee yCTponcTBO HE NOAKITHOYEHO K MOPTY.

CONNECTING - kommyTaTop 06HapyXun, 4To 3anpaluuBaroLlee
YCTPONCTBO NofgkntoyaeTcs k nopTy. PAE npon3seneT nonbiTky yCTaHOBUTb
MOAKIIOYEHME C 3anpalLMBaloLLMM YCTPONCTBOM.

AUTHENTICATING — 3anpawuBatoliee yCTpONCTBO NpoxoauT
ayTeHTUdmMKaumo.

AUTHENTICATED - ayTeHTMdMKaTOp YCNELIHO ayTeHTUdULMpOBaI
3anpalumBaroLlee yCTpoOmnCTBO.

ABORTING - npoueaypa ayteHTUdUKaumMm npexxgeBpeMeHHO0 OTMEHEHa
n3-3a 3anpoca Ha NOBTOPHYH aBTopusaumio, kagpa EAPOL-Start, EAPOL-
Logoff nnu Tam-anta ayteHTnmnkaumm.

HELD — kommyTaTtop urHopupyet unu otopaceiBaeT Bce EAPOL-nakeThbl
Ons 3almThl OT aTak. B gjaHHOe COCTOosIHME MOXHO NepenTn N3 COCTOAHMUSA
AUTHENTICATING nocrne owunbkn ayTeHTUdmnKaumm.

FORCE_AUTH - 3anpawmBatoLlee yCTPONCTBO BCEraa aBTopnaoBaHo
FORCE_UNAUTH - 3anpawumBatoLLee yCTPONCTBO BCeraa He
aBTOPM30BaHO.
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802.1X Backend State

CoctosaHue Backend PAE 802.1X. Bo3amoXHbI crniegyolime 3Ha4yeHus:
REQUEST - kommyTatop nony4un naket EAP-3anpoca o1 cepBepa
ayTeHTUmKaLmmn, n oTNpaBu NakeT 3anpaluvBaoLLEMy YCTPONCTBY B
kayectBe EAPOL-uHkancynupoBaHHOro kagpa.

RESPONSE - kommyTtatop nonyunn EAPOL-nHkancynnMpoBaHHbIN nakeT
EAP-oTBeTa oT 3anpalumBatoLLero ycTponcTea u otnpasun EAP-naket
cepBepy ayTeHTUdUKauuu.

SUCCESS - cepBep ayTeHTUdUKaLUKN NOATBEPANN, YTO 3anpalumBaioLLee
YCTPOWCTBO ABNSETCA AoNyCTUMbIM kKnneHToM. Backend ysegomut
ayTeHTUukaTop PAE 1 3anpalumBaioLLee YyCTPOUCTBO.

FAIL — cepBep ayTeHTUdMKaLMM NOATBEPAMWI, YTO 3anpallnsaroLLee
YCTPOMWCTBO SIBMSIETCA HegonyCTUMbIM KnneHTom. Backend yBegomut
KOHeYHbINn aBTOMaT ayTeHTUdukaTop PAE 1 3anpawmBatoLLee yCTpOMUCTBO.
TIMEOUT — Ha cepBepe ayTeHTudUuKaLmm nnm sanpaluvsaroLem
YCTPOWCTBE €CTb TaM-ayT.

IDLE — kommyTaTop OXnaaeT Hayana HOBOW CeCCumn ayTeHTUdMKaLUN.
INITIALIZE - ayTeHTU(MKaTOp NPON3BOAUT UHULIMANU3ALMIO.

23. KomaHgbl Port Security

23-1 clear port-security

[aHHaa komaHga no3sonseT yoanntb JUHaMUYeCKU N3YyHeHHbIe Ge3onacHsle MAC-a/J,peca.

clear port-security {all | {address MAC-ADDR | interface INTERFACE-ID [, | -]} [vlan VLAN-ID]}

MapameTpbl

all YkaxuTe, 4TobObl yAanuTb Bce AMHAMM4YECKn udyyeHHble 6e3onacHble MAC-
agpeca.

address MAC-ADDR YkaxuTe, 4TobObl yAanuTb yka3aHHble AMHAMUYECKM U3yYeHHble 6e3onacHble

3anucu Ha ocHoBe BeBeaeHHoro MAC-aapeca

interface INTERFACE-ID

YkaxuTe, 4TOObl yaanuTb BCe AMHAMUYECKN U3y4eHHble Be3onacHble
3an1cu Ha ykasaHHOM UHTepdeince.

(OnuuoHanbHO) BeligeneHue cepym nHTEpEncoB nnu pasgeneHme rpynnel
MHTepdencor ot npegpiayLien. Npobenbl 4O 1 Nocrne 3ansaTon
HeJoMnyCTUMBI.

(OnuuoHanbHO) YkaxuTe ananasoH nHtepdercos. Mpobens! Ao 1 nocne
Aeduca HegonycTUMBI.

vlan VLAN-ID

Ykaxute, 4ToObl yaanuTb ANHAMNYECKN U3yYEHHbIe 3anucKu, M3ydYeHHble B
ykasaHHon VLAN.

Mo ymonyaHuio
Het
Pexx1m BBOOa KoMaHAbI

Privileged EXEC Mode

ypOBeHb KOMaHAbl N0 yMONn4aHUO
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YpoBeHb 12

Ucnonb3oBaHMe KOMaHAbI

KomaHga nossonget yaannTtb aBTOMaTtn4eCkn N3y4YeHHble Ge3onacHble MAC-a,qpeca, KakK guHamMmumn4yeckmne,

TakK U NMOCTOAHHbIE.

Mpumep

B gaHHOM npumepe nokasaHo, Kak yaanutb onpegeneHHbin 6esonacHein agpec n3 tabnuubl MAC-agpecos.

Switch$ clear port-security address 0080.0070.0007

Switch#$

23-2 show port-security

HaHHas komaHga ucnonb3yeTcs Ans NpocMoTpa TekyLwmx HacTpoek Port Security.

show port-security [[interface INTERFACE-ID [, | -]] [address] | vlan VLAN-ID [, | -]]

MapameTpbl

interface INTERFACE-ID

(OnuuoHanbHo) YkaxuTe ID uHtepdenca, kotopbii Heob6xoaumo
0oTObpasunThb.

(OnuuoHanbHO) BeligeneHne cepmm nHTepencoB nnu pasgeneHme rpynnei
nHTepdpencos oT npebigyen. MNpobenbl 4O 1 Nocne 3ansaTon
HeJonyCTUMBI.

(OnuunoHanbHO) YkaxuTe ananasoH nHtepdgercos. Mpobenbl 4o 1 nocne
aeduca HeaonycTUMBI.

address

(OnuuoHanbHO) YkaxuTe ans otobpaxeHusa 6esonacHeix MAC-agpecos,
BKIo4aa HaCTpOeHHble U N3y4YeHHble aapeca.

vlan VLAN-ID

(OnumoHanbHo) YkaxuTe ona otobpaxeHus HacTpoek Port Security gns
VLAN.

(OnumoHanbHo) Beigenenne cepun VLAN unu pasgeneHue rpynnel VLAN
oT npeablayLen. Mpobensl 4o 1 nocne 3anaTon HeJonyCTUMBI.

(OnuunoHanbHo) YkaxuTe ananasoH VLAN. MNpobenbl 4o u nocne gedgumca
HeJonyCTUMBI.

Mo ymonuyaHuio
HeTt

Pexxum BBOga KOMaHgbl

User/Privileged EXEC Mode
JTiobon pexxum koHurypaumm

ypOBeHb KOMaHAbl N0 yMon4yaHuwo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbl
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KomaHga ucnonbayeTcs ans otobpakeHus TekyLmx HacTpoek Port Security.
Mpumep

B paHHOM npuMepe nokasaHo, Kak BKIHYMTb oTobpaxkeHne HacTtpoek Port Security gnst Ethernet ¢ 1/0/1 no
1/0/3.

Switch#show port-security interface ethernet 1/0/1-3
D:Delete-on-Timeout P:Permanent
Interface Max Curr Violation Violation Security Admin Current
Ho. Ho. Ho. Act. Count Mode State State
ethls/0/1 5 2 1] I Enabled Forwarding
ethl/0/2 1 1( 0 I Enabled Err-disabled
ethl/ 0/3 1L a 0 P Disabled -
Switch#

23-3 snmp-server enable traps port-security

HaHHasi KomaHga ucnonb3yeTcs Ans BktoveHnst otnpaskn SNMP-yBegomneHun npu obHapyxeHum
dyHKkumnoHanom Port Security HegonycTumbix agpecos. [Npu ncnons3oBaHny opMbl O KOMaHAa OTKYNT
oTtnpasky SNMP-yBegomMneHun.

snmp-server enable traps port-security [trap-rate TRAP-RATE]
no snmp-server enable traps port-security [trap-rate]

MapameTpbl

trap-rate TRAP-RATE (OnuuoHanbHO) YKaxuTe KONM4YecTBO TpanoB B cekyHAay. [ocTyneH
AunanasoH 3HadeHuii ot 0 go 1000. 3HaueHne no ymonyaHuio 31 o3Havaer,
yto SNMP-Tpan 6ygeT reHepmnpoBaTbCs AN KaXA0ro HapyLeHUs
BesonacHocTL.

Mo ymonyaHuto

Mo ymonyaHuio oyHKUMS OTKITHOYEHa.

Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YposeHb 12

Mcnonb3oBaHne KOMaHAbI

KomaHga ucnonb3yeTcs Anst BKIYEHUS Un oTknioYeHns otnpasku SNMP-yBegoMneHun npn obHapyXeHuu

dyHKunoHanom Port Security HegonycTumbIx agpecos
Mpumep
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B naHHOM npuMepe nokasaHo, Kak BKITHYNUTL OTMpaBKy TparnoB npu o6HapyxeHun dyHkuMoHanom Port
Security HeJonycTUMbIX apeCcoB 1 YCTaHOBUTb KONMYECTBO TParoB B CeKyHay, paBHoe 3.

Switch# configure terminal

Switch(config) # snmp-server enable traps port-securi

i
Switch(config)# snmp-server enable traps port-security trap-rate 3

Switch(config)

23-4 switchport port-security

HaHHasi KomaHga ucnonb3yeTcs Anst HacTporkK napaMmeTpoB Port Security, 4TOObI OrpaHNYNTL KONMYECTBO
nonb3oBaTenemn, KOTOpbIM pas3peLleH JOCTYynN K NopTy. cnonb3yinte hopmMy no 3ToM KoMaHabl Ans
oTkntodeHus Port Security unun yoanenus 6esonacHoro MAC-agpeca.

switchport port-security [maximum VALUE | violation {protect | restrict | shutdown} | mode
{permanent | delete-on-timeout} | mac-address [permanent] MAC-ADDRESS [vlan VLAN-ID]]

no switchport port-security [maximum | violation | mode | mac-address [permanent] MAC-
ADDRESS [vlan VLAN-ID]]

MapameTpbl

maximum VALUE (OnumoHanbHO) YKaxnte MakcMmMmaribHOe YMCIO paspeLleHHbIX
besonacHbix MAC-agpecoB. Ecnn He ykasaHo, 3Ha4YeHMe No yMOIT4YaHUIo
— 32. [locTyneH ananasoH 3HayeHui ot 0 go 12288.

protect (OnumoHaneHO) YkaxuTte, ecnv Heobxoanmo otbpackiBaTh BCE NakeThbl C
He3aLLUMLLEHHbIX Y3r0B Ha ypoBHe port-security, 6e3 Bo3pacTtaHusi
cyeTuMKa HapyleHus 6esonacHocTu (security-violation).

restrict (OnumnoHanbHO) YkaxuTe, ecnv Heobxoanmo oTbpackiBaTh BCe MNaKeTbI C
He3allMLLEeHHbIX Y3r0B Ha ypoBHe port-security, ¢ Bo3pactaHueM
cyeTyMKa HapylweHus 6esonacHocTu (security-violation) 1 3anvcbio B
CUCTEMHBIN XXypHan (system log).

shutdown (OnumoHanbHO) YKaxnTte Ansi OTKMOYEeHNs: nopTa, eCnm Npon3oLLno
HapyLeHne 6e30MacHOCTU 1 AN 3aMUCK B CUCTEMHBIN JKypHan (system

log).

permanent (OnumoHankbHo) B gaHHOM pexume Bce usyveHHble MAC-agpeca He
OyayT yaaneHsbl, Noka nonb30oBaTenb He YAanuT UX BPYYHYHO.

delete-on-timeout (OnuunoHanbHo) B gaHHoM pexume Bce usyyeHHble MAC-agpeca 6yoyT
yAaneHbl, Korga 3anuck yctapeert, Uiy ecnv nonb3osaterb yaanuT
3anmcu BPY4HyHo.

mac-address MAC-ADDRESS (OnuuoHanbHo) YkaxuTte, 4Tobbl fob6aBuTb 6e3onacHbii MAC-agpec ons
nony4YeHus JocTyna K nopry.

permanent (OnumoHanbHo) YKaxunTe, 4Tobbl 3agatb 6Ge30nacHbI MOCTOSIHHO
HacTpoeHHbIn MAC-agpec nopta. [JaHHasa 3anuchb ABMSETCHA TaKow Xe,
Kak usyyeHHas B pexume Permanent Mode.

vlan VLAN-ID (OnuunoHanbHo) Ykaxute VLAN. Ecnn VLAN He ykasaHa, MAC-agpec
Oynet nsyyeH B cootrsetcTeum ¢ PVID.

Mo ymonyaHuio

Mo ymOnyaHuio onums OTKIIoYEeHa.
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Pexum BBOAa KOMaHAbI

Interface Configuration Mode
YpoBeHb KOMaHAbI MO YMOMYaHu!Io
YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Korpa BkntoyeHa cyHkuua Port Security, ecnun pexkum nopta port mode HacTpoeH kak delete-on-timeout,
nopT aBTOMaTn4eckn ByaeT ndydatb 6e3onacHble 3anMcy U XpaHUTb UX NOKa HE UCTEYET UX BpEMS TanuM-
ayTta. Bpemsa xpaHeHust aTUX 3anucen 3aBUCUT OT HAcCTpoekK, 3afaHHbIX komaHaon switchport port-security
aging. Ecnu pexxum nopTa 3agaH kak NoCTOsIHHLIN (permanent), oH OyaeT aBToMaTUYeCKU u3dyyatb
©e3onacHble 3an1cy ¢ HeMCTEKALWMM Tanm-ayToM. ABTOMaTUYECKM U3yYeHHble 6e3onacHble 3anucu byayT
XpaHUTbCS B Tekylwem danne koHdgurypauum (running configuration).

Mpn M3MeHeHUn cocTosiHNS Be3onacHOCTM pexxrmMa nopTa (port mode-security) c4eTumKk HapyLieHun oyaet
cbpolueH, 3anmcm Auto-permanent 6yayT npeobpa3oBaHbl B COOTBETCTBYOLME ANHaMmUdeckue 3anmcu. MNpu
OTKIIOYEHUN pexrma nopTa port-security aBToMatu4eckm ndydeHHble 6e3onacHble 3anucu OyayT yaaneHsl,
BKIlOYasa AnHamMu4eckune u noctosiHHble (Permanent), a Takke cHeTynk HapyweHun. MNpu nsmeHeHun
HacTponku VLAN, aBToMaTU4eCKM U3ydeHHble AuHamMu4eckme 6esonacHble 3anucy 6yayT yaaneHsi.

MocTosiHHbIE Be3onacHble 3anucy ByaoyT XpaHUTLCS B TeKyLleM daine KoHdurypauum (running
configuration) n moryT 6bITb coxpaHeHbl B NVRAM npu ncnonb3oBaHumn komaHabl copy. HacTpoeHHble
nonb3oBatenem 6esonacHole MAC-agpeca 6yayT noacunTbiBaTbCs B MakcMManbHoM konmdectse MAC-
agpecoB Ha nopT.

Tak kak noctosHHas (permanent) 6e3onacHas 3anuck Port Security BkntoueHa Ha nopTty, MAC-agpec Henb3s
nepeHecTu Ha apyron nopr.

I'Ipvl N3MEHEeHNN HaCTpOeEK N3y4eHHble aapeca OCTaHyTCA HEM3MEHHbIMU, eClln MakCcnMaribHoe 4Yncro 6y,qu
yBENn4eHo. Ecnn makcnmanbHoe 4ncno 6yp,eT M3MEHEHO Ha MeHbLluee, YeM cyulecTByloLlee Yncno
n3yvyaembix 3anucen, komaHga 6yp,eT OTKJTOHEHa.

MopT ¢ nogaepxkon Port Security nmeeT cneaytoLmMe orpaHNYeHns:
¢ ®yHkuma Port Security He MmoxeT pyHKuMoHupoBaTtb ogHoBpemeHHo ¢ 802.1X, MAC-based Access

Control (ynpaBnenue goctynom Ha ocHoBe MAC), WAC u IMPB, koTopble npegocTaBnstoT 6onee
LUMPOKME BO3MOXHOCTU ynpaBreHns 6e30nacHoCTbIo.

¢ Ecnu nopT ykasaH B Ka4eCTBe NnopTta HasHayeHust anst hyHKUUM 3epkanmpoBanns, pyHkumst Port
Security He MOXeT BbITb BKITHOYEHA.

* Ecnu nopT yKka3aH B Ka4eCTBe NnopTa arpernpoBaHus kaHanos, dyHkums Port Security He moxeT
ObITb BKNIOYEHA.

Mpy npeBbILLIEHMN MAKCUMarbHOTO KONM4yecTBa 6e3onacHbIX MNofnb3oBaTenemn, MoXeT OblTb NPeanpPUHATO
O[HO 13 criegyoLwwmx AeNCTBUN:

*  Protect — korga uncrno 6esonacHbix MAC-agpecoB noprta OCTUraeT MakCMMaribHOro 3Ha4YeHus
nonb3oBaTernen, pa3peLleHHOro Ha NopTY, NaKeTbl C HEM3BECTHbLIM aApPecoM UCTOYHMKaA byayT
oTbpacbiBaTbCA 40O TEX NOP, NOKa kakas-HMOyab 6e3onacHas 3anucb He OyaeT yaaneHa.

* Restrict — npu HapyweHun 6e30NacHOCTM NPOUCXOAUT OrpaHMYeHne AaHHbIX, U BO3pacTaeT CHETUMK
HapyLLeHuIn 6e30MacHOCTMW.
¢ Shutdown — npu HapyLleHnM Be3onacHOCTU MHTephenc OTKNIYaEeTCA Ha OCHOBE OLLMOOK.

Mpumep

B paHHOM nprmMepe nokasaHo, Kak HacTpouTb pexum permanent ans Port Security, ¢ 5 6e3onacHbimn MAC-
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agpecamMu, paspeLlleHHbIMU Ha NopTy.

Switch# configure terminal

Switch(config)# interface ethernet 1/0/1

Switch (config-if)$# switchport port-security mode permanent
Switch (config-if)$# switchport port-security maximum 5

Switch (config-if)#

B oaHHOM npumepe nokasaHo, Kak Bpy4Hyto AobasuTb 6e3onacHbin MAC-agpec 00-00-12-34-56-78 ¢ VID 5
Ha Ethernet 1/0/1.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1
Switch (config-if)$# switchport port-security mac-address 00-00-12-34-56-78 wlan 5

Switch (config-if)#

B naHHOM npvMepe nokasaHo, kak HacTPOUTb 0TGpackbiBaHNe BCeX NakeToB OT HeGe3onacHbIX y3roB Ha
YPOBHe port-security ¢ yBenuyeHMeMm cyeTymka HapyLLeHWi Npy oGHapyXeHUN HapyLueHuii 6e3onacHoCTy.

Switch# configure terminal
Switch(config)$# interface ethernset 1/0/1
Switch(config-if)$# switchport port-security vioclatiom restrict

Switch(config-if)#

23-5 switchport port-security aging

[aHHan komaHaa No3BonseT 3aaaThb BpeMA CTapeHNA (aging time) Ona AHaMn4eCckn U3y4eHHbIX
©e3onacHbIX agpecoB Ha VIHTep(*)eVICG. npl/l ncnonb3oBaHn (bOprI NO KOMaHAa BEPHETCA K 3HAYEHUAM Mo
YMOJIHaHNIKO.

switchport port-security aging {time MINUTES | type {absolute | inactivity}}
no switchport port-security aging {time | type}

MapameTpbl

time MINUTES Ykaxute Bpemsi cTapeHus (aging time) anst AMHaMmMyeckn n3y4yeHHbIX
BesonacHbIx agpecoB Ha NoOpTy B MUHyTax. [JOCTyneH ananasoH
3HayeHun ot 0 oo 1440.

type YKaxkute TUn ctapeHus.

absolute YkaxuTe, 4To6bl 3agaTb TMN absolute. Bce 6e3onacHble agpeca Ha
AaHHOM NOPTY yCTapeBaloT CTPOro Nocrie ykasaHHOro BpemMeHu 1
yAansaTca U3 cnvicka 6e3onacHbix agpecoB. JTO TUM MO YMOMYaHWIO.

inactivity Ykaxute, 4Tobbl 3agaTh TUN inactivity. Bce 6e3onacHble agpeca Ha

OaHHOM NOpTYy yCTapeBakT TONIbKO €Cl HeT Tpaduka c ©e3onacHoro
agpeca NCTOYHMKa B Te4eHUe YKa3aHHOIo BpeMeHN.

Mo ymonuyaHuio

Mo ymonuyaHuio dyHKUUSA OTKOYEHa.
Bpems xpaHeHus no ymonyaHuio — 0 MUHYT.
Tun xpaHeHus no ymon4daHuio — absolute.
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Pexxum BBOAA KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAabI

KomaHga ucnonb3yeTcs Anst OTKIIYeHUs npouecca CTapeHns 3anvcen, a Takke Ans Toro, 4Tobbl 3agaTb
BpeMS CTapeHus AMHaMMUYeCcKn n3yyYeHHblx 6e3onacHbix 3anvcein. [nsa Toro, 4Tobbl 3agaTh TMn inactivity,
porkHa 6biTb BktodyeHa dyHKkumsa FDB table ageing.

Mpumep

B naHHOM npumepe nokasaHo, Kak HAaCTPOUTb BPEMS CTapeHUst AMHAMUYECKU M3YYeHHbIX Ge30nacHbIX
MAC-agpecos ans Ethernet 1/0/1.

[¥F]

[¥7]

L i

Switch({config)# interface ethernst 1/0/1
Switch({config-if)# switchport port-security aging 1
Switch(config-if)4$

B naHHOM nprMepe nokasaHo, Kak HaCTpouTb TN BpeMeHu ctapeHust ans Ethernet 1/0/1.

witch4 configure terminal

witch(config)# interface ethernet 1/0/1
security aging type inactivity
witch (config-if) #

23-6 port-security limit

[aHHas komaHaa no3BongaeT 3a4aTtb MakcumManbHoe konmyecTBo 6esonacHbix MAC-agpecoB B cucteme unum
Ha ykaszaHHon VLAN. Mpu ncnonb3oBaHnn bopMbl O KOMaHAa BEPHETCH K HACTPOMKaM MO YMOMYaHMI0.

port-security limit {global | vlan VLAN-ID [, | -]} VALUE
no port-security limit {global | vlan VLAN-ID [, | -1}

MapameTpbl

global YKaxuTe, ecrniv HeobxoanMo NPUMEHUTbL HACTPOMKM KO BCEN CUCTEME.

vlan VLAN-ID YkaxuTte Heobxoanmble VLAN ID.

, (OnuunoHanbHo) BeigeneHne cepum VLAN mnu pasgenenue rpynnsl VLAN
oT npeabiayLen. Mpobenbl 40 1 Nocre 3anAaTon HegonyCTUMbI.

- (OnuunoHanbHo) YkaxuTe gnanasoH VLAN. MNpobenbl 4o 1 nocne gedwmca
HegonyCTUMBbI.

VALUE YKkaxute MmakcumanbsHoe vncro 3anucen Port Security, koTopoe MoxeT

ObITb N3y4eHo B cucteme unm B ykaszaHHon VLAN. [locTtyneH gnanasoH
3HayeHur oT 1 go 12288. Ecnu yka3aHHOe 3HaYeHMe MeHbLLE TekyLlero
ymcna n3ydeHHbIX 3anucen, komaHaa 6yaeT OTKIoHeHa.
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Mo ymonyaHuto

Mo ymonuyaHuio B IaHHOW ONUUN OrpaHUYEHNI HeT.
Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Mcnonb3oBaHue KOMaHAbl

[aHHas komaHga No3BOMNSET OrpaHNYNTb KONMMYECTBO M3yYeHHbIX 6esonacHbix MAC-agpecos B cucteme unu
B VLAN.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HaCTpOUTb MakcumanbHoe yncno 6esonacHoix MAC-agpecos ang
CUCTEMBbI.

Switch# configure terminal
Switch{config)# port-security limit globkal 100
Switch({config) #

24. KomaHabl Private VLAN

24-1 private-vlan

[aHHasa komaHga nossonseT HacTpouTtb VLAN B kavecTtBe Private VLAN. Npn ncnonssosaHun opmsel no
KomMaHga yganut HacTpouky Private VLAN.

private-vlan {community | isolated | primary}
no private-vlan {community | isolated | primary}

MapameTpbl

community Ykaxute ana Hactponkm VLAN B kavecTtBe obiegoctynHon (Community) B
aomeHe Private VLAN. MopTel B8 Community VLAN MoryT obmeHuBaTbCs
WHpopmaLmern apyr ¢ opyrom, Ho He ¢ nopTamm apyrux Community VLAN
Ha 2 ypoBHe.

isolated Ykaxute ana Hactponku VLAN B kavecTBe nsonmposaHHon (Isolated) B
nomeHe Private VLAN. MopTol B Isolated VLAN He moryT obmeHuBaTbCA
WUHpopmaumern apyr ¢ gpyrom u ¢ noptamum gpyrux Community VLAN Ha 2
YPOBHE.

primary Ykaxute anga Hactporku VLAN B kayecTtBe Primary B gomeHe Private VLAN.

Mo ymonyaHuto

Het
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Pexum BBOAa KOMaHAbI

VLAN Configuration Mode

YpoBeHb KOMaHAbI MO YMOMYaHu!Io

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabI

YacTtHein gomeH VLAN onpepenseTtcs ogHon ocHoBHom (Primary) VLAN, ogHon nsonuposaHHou (Isolated)
VLAN u Heckonbkumm obweaoctynHeiMu (Community) VLAN. Ucnonb3yinTe gaHHyto komaHgy, 4Tobbl
ykasaTb ponb Private VLAN nepen aansHenwen Hactporkon Private VLAN ¢ nomoLLbio Apyrux kKoMaHAa.
Mpumep

B naHHoOM npumepe nokasaHo, kak HacTpoutb VLAN B kayectse Private VLAN. VLAN 1000, VLAN 1001 n
VLAN 1002 HacTpoeHbl B kadecTBe Primary VLAN, Isolated VLAN 1 Community VLAN COOTBETCTBEHHO.

witchf configure terminal

1{configl$ wlan 1000

onfig-vlan)$ private-vlan primary

o

onfig—wvlan)§ exit
onfigl® wlan 1001

onfig-vlan)$ private-wlan iscolated

LK}

i

onfig—wvlan)§ exit

ot
£l

=n

i

onfigl® wlan 1002

ot
£l

=n

i

onfig-—vlan)§ private—-wlan community

7itch (config—wlan)

24-2 private-vlan association

[aHHas komaHnga no3eongeT accoummposatb BTopocTeneHHyto VLAN ¢ ocHoBHon VLAN. Mpu
Mcnonb3oBaHMM OPMbl NO KOMaHAa OTMeHUT accoummpoBaHme VLAN.,

private-vlan association {add SECONDARY-VLAN-ID [, | -] | remove SECONDARY-VLAN-ID [, |

-1}
no private-vlan association
MapameTpbl
add SECONDARY-VLAN-ID YKkaxuTe ans cBsa3un ykasaHHomn sTopocteneHHon VLAN ¢ ocHOBHON
VLAN. lnanasoH gonyctumslx 3HaveHui ID BTopocTteneHHon VLAN ot 2
Jo 4094.

remove SECONDARY-VLAN-ID  Ykaxwute, 4ToObl yoanuTb CBA3b yka3aHHOW BTopocTeneHHow cetn VLAN
¢ ocHoBHOWM ceTbio VLAN.

(OnumoHaneHo) Beigenenne cepum VLAN unu pasgeneHuve rpynnbi
VLAN ot npeabigyLien. Mpobenbl 4o 1 nocne 3ansaTon HegonyCTUMbI.

- (OnumoHaneHo) Ykaxunte gruanasoH VLAN. MpoGenbl 4o n nocne
aeduca HegonyCcTUMBI.

Mo ymonyaHuto
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Lo TR R o R O

Het

Pexxum BBOAa KOMaHAbI

VLAN Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHue KoMaHAbI

Tonbko ogHa Isolated VLAN moxeT ObiTb cBsidaHa ¢ ocHoBHoM ceTbio VLAN. Heckonbko obLeaocTynHbIxX
(Community) VLAN moryT 6bITb cBsidaHbl ¢ ocHoBHoM (Primary) VLAN. BropocteneHnHas VLAN moxeT ObiTb
CBsI3aHa TONbKO C 0gHOWM ocHoBHOM (Primary) VLAN.

Mpumep

B gaHHOM npumepe nokasaHo, kak cBa3aTb BTopocTeneHHyto VLAN 1001 n BtopocteneHHyto VLAN 1002 ¢
ocHosHon VLAN 1000.

witch$ configure terminal
witch({config)# wlan 1000
witch(config-vlan)# private-vlan asscciation add 1001-1002

witch(config-vlan)#

24-3 private-vlan synchronize

HaHHasi KomaHga ucnonb3yeTcs Anst CMHXPoHM3aumn BTopocTeneHHbix VLAN, 4ToBbl UMETL TOT e camblii
naeHTudukaTop conocrasneHna MST (mapping MST ID), yto n ocHoBHas VLAN.

private-vlan synchronize
MapameTpbl
Het
Mo ymonuyaHuio
Het
Pexum BBOga KoMaHAbI
MST Configuration Mode
YpoBeHb KOMaHAbl MO YMOMYaHUI0
YpoBeHb 12
Ucnonb3oBaHue KoMaHAbI
BtopocTteneHHble VLAN AomkHbl 6bITb conoctaBneHbl ¢ Temu e MST ID, yto n ocHoBHasi VLAN, ecnu
HacTpoeHa Private VLAN. Ecnn conoctaBneHne He CUHXPOHN3NPOBAHO NMpuY BLIXOAE NOSfb30oBaTens u3

pexvuma MST Configuration Mode, nosiButcst npegynpexgatoLiee cooblieHne. Vicnonb3yinte komanay
private-vlan synchronize, 4to6bl cMHXpOHM3upoBaThb conocTtaerneHne MST ID nepepf BbIXOAOM M3 pexuma
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MST Configuration Mode. [laHHas komaHaa He OyaeT coxpaHeHa B TeKyLmi dann koHdurypaumm (running
configuration).

Mpumep

B paHHOM npumMepe nokasaHo, Kak CUHXPOHM3MpoBaThb conoctaenenne MST (MST Mapping) nepea
BbIxogoM n3 pexuma MST Configuration Mode.

Switch# configure terminal

Switch (config)$# spanning-tree mst configuration
Switch (config-m=st)$ instance 1 wvlans 1-100
Switch (config-mst)$ instance Z wvlans 101-200

Switch (config-mst)# private—vlan synchronize

Switch (config-mst) #

24-4 switchport mode private-vian

[aHHas komaHaa No3BongeT Ha3HauMTb NOPT B kayecTse nopTta Private VLAN. [JocTynHble TUMbl nopta —
Host port (nopt y3na) n Promiscuous port.

switchport mode private-vlan {host | promiscuous}

MapameTpbl
host Ykaxute nopt B kavecTBe Isolated port unu Community port.
promiscuous YkaxuTe nopT B ka4yecTtBe Promiscuous port.

Mo ymonyaHuto

Mo ymonuaHuio gaHHas onuus HacTpoeHa B pexume Hybrid VLAN mode.

Pexum BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YposeHb 12

Mcnonb3oBaHue KoMaHAbI

Ons noptos. Isolated nnn Community ncnone3synte komaHay switchport mode private-vlian host, 4to6bl
ykasaTb pexum nopta, n komaHgy switchport private-vlan host-association, 4Tobbl cBsi3aTh nopT ¢
BTopocTteneHHon VLAN n ocHoBHon VLAN.

Ons nopta Promiscuous ncrnonb3ynte komaHay switchport mode private-vlian promiscuous, 4ToOhI
yKkasaTb pexum rnopta, n komaHgy switchport private-vlan mapping, 4tobbl cBA3aTh NOPT C OCHOBHOM
VLAN v onpegenutb conoctaerneHne ¢ BTopocteneHHon VLAN.

Mpn cmeHe pexxrma nHTepdenca HaCTPOMKKN, CBA3aHHbIE C MPeablayLuM PexXuMomMm, byayT yTepsiHbl.

Mpumep

B gaHHOM npumepe nokasaHo, Kak HacTpouTb hmnsmyeckue nopTbl B kavecTtse noptos Private VLAN. 3gech
Ethernet 1/0/1 yka3aH kak Host Port gna Private VLAN, a Ethernet 1/0/2 yka3aH kak Promiscuous Port ans
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Private VLAN.
Switch# configure terminal
Switchi{config)# interface ethernet 1/0/1
Switchi{config-1f)# switchport mode private-wvlan host
Switchi{config-1f)# exit
Switchi{config)# interface ethernet 1/0/2
Switchi{config-1f)# switchport mode private-wvlan promiscucus
Switch{config-1£f)#

24-5 switchport private-vlan host-association

HaHHasa komaHaa ucnonesyetcsa ans ceasm Private VLAN ¢ noptom Isolated, noptom Community nnm
BTOpOCTeneHHbIM noptoM Trunk. MNpu ncnonb3oBaHMm OpMbl NO KOMaHAa OTMEHUT CBSI3b.

switchport private-vlan host-association PRIMARY-VLAN-ID SECONDARY-VLAN-ID
no switchport private-vlan host-association

MapameTpbl

PRIMARY-VLAN-ID YkaxuTe ID ocHoBHolM VLAN, KoTopyto Heobxogumo accoummpoBaTthb. uanasoH
pocTtynHbix ID oT 2 no 4094.

SECONDARY-VLAN-ID  Yxaxute ID BTopocteneHHon VLAN, koTopyto HEO6X0AMMO accouumnpoBaTb.
OwnanasoH goctynHbix ID o1 2 o 4094.

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

MopT aBnsetcs Isolated noptom, ecnu BTopocteneHHas VLAN, ykaszaHHasa B komaHAae, OyaeT siBNATbCA
Isolated VLAN. MopT asnsietcs Community noptom, ecnn BTopocteneHHasa VLAN, ykasaHHasi KOMaHOon,
asnsetca Community VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak cBssaTb Ethernet 1/0/1 ¢ ocHoBHom VLAN 1000 n BTopocTeneHHon VLAN
1001.
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Switch# configure terminal

Switechi{config)# interface ethernet 1/0/1

Switchi{config-if)# switchport mode private-wvlan host
Switeh{config-if)# switchpert private-vlan hest-asseciaticon 1000 1001
Switchi{config-1i£f)#

24-6 switchport private-vlan mapping

[aHHas komaHga no3sonseT accouumpoBaTth YneHcTBo Private VLAN ¢ noptom Promiscuous unu Trunk
Promiscuous. Npn ncnonb3oBaHun opmMbl NO KOMaHA4a OTMEHUT acCoLMUPOBaHUE.

switchport private-vilan mapping PRIMARY-VLAN-ID {add SECONDARY-VLAN-ID [, | -] | remove
SECONDARY-VLAN-ID [, | -]}
no switchport private-vlan mapping

MapameTpsbl

add SECONDARY-VLAN-ID Ykaxute, 4Tobbl 4O0aBUTL YNIEHCTBO B YKa3aHHOW BTOPOCTENEHHOMN
VLAN. OnanasoH goctynHbix ID Secondary VLAN ot 2 go 4094.

remove SECONDARY-VLAN-ID YxaxuTe, 4Tobbl yaanuTb YsIEHCTBO B yKa3aHHOW BTOPOCTEMNEHHON
VLAN.

) (OnumoHaneHo) Beigenenune cepumn VLAN nnu pasgeneHue rpynnbl
VLAN ot npegpiayLien. MNpobenbl 4O 1 nocne 3anaTo HeAoNyCTUMBI.

- (OnumoHankbHo) Ykaxute ananasoH VLAN. Mpobenbl 4o 1 nocne
Aedwmca HegonyCcTUMBI.

Mo ymonuyaHuio

HeTt

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YpoBeHb 12

Mcnonb3oBaHne KoMaHAabI

KomaHga gocTtynHa Ans gomsanyeckoro nopTta U HaCTponku uHTepdenca port-channel.

KomaHga HacTpouT NopT B Ka4eCTBE HETErMPOBaAHHOIO YreHa ykasaHHon ocHoBHoM VLAN, n MapKnpoBku
BTOpocTeneHHon VLAN.

Mpumep

B paHHOM npumMepe nokasaHo, kak HacTtpouTb Ethernet 1/0/2 B kavecTBe nopta Promiscuous gns Private
VLAN u conoctaBuTtb ero ¢ ocHoBHor VLAN 1000 n BropocteneHHsiMm1 VLAN 1001 n VLAN 1002.
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iteh# configure terminal

itch{config)# interface ethernet 1/0/2
iteh{config-if)§ switchport mode private-wlan promiscucus
itch{config-if)# switchport private-vlan mapping 1000 add 1001,1002

iteh{config-if) &

24-7 show vlan private-vian

[aHHas komaHnga ucnonb3syeTca Ang npocmoTpa HacTpoek Private VLAN.
show vlan private-vlan

MapameTpbl

Het

Mo ymonuyaHuio

Het

Pexxum BBOAa KOMaHAbl

User/Privileged EXEC Mode
JTio6on pexxum koHurypaumm

ypOBeHb KOMaHAbl N0 yMOn4aHUo
YpoBeHb 1
Mcnonb3oBaHne KoMaHAbI

KomaHga ucnonbayetca anst otobpaxenus cnmcka Private VLAN, Haxogswerocs B gomeHe VLAN,
accoumauumn sropocteneHHoro VLAN c ocHoBHbiM VLAN 1 nopTtoB kaxgoro Private VLAN.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKM4YMTb oTobpaxeHue HacTpoek Private VLAN. B gaHHOM npumepe
HacTpoeHo 2 gomeHa Private VLAN.
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Switch#show vlan private-wvlan
Frimary WVLAN Secondary VLAN Type Interface
1a0d 1001 Isplated ethl/0/1, ethl/0/14
1002 Communi ty
1003 Communi ty
20040 2001 Isolated athl/0/2, ethl/0/3
2000 2002 Commuani ty ethl/0/2, ethl /075
2000 2003 Communi ty sthl/0/4, ethl/0/13, ethl/0/15

Total Entries: &

Switch#

25. KomaHgb! Virtual LAN (VLAN)

25-1 acceptable-frame

[aHHasn komaHaa ncnonb3yeTcd and HaCTpOIZKVI 00NyCTUMbIX TUNOB KaapoB Ha NopTy. MCI'IOJ'IbByIZTe cbopmy
no, 4YToObl BEPHYTbCA K HaCTpOVIKaM Nno yMOJT4aHUIO.

acceptable-frame {tagged-only | untagged-only | admit-all}
no acceptable-frame

MapameTpbl

tagged-only [onyckatoTcst TONbKO TErMPOBaHHbIE Kaapbl.
untagged-only [lonyckatoTcs TONbKO HETErMpoBaHHbIE Kaapbl.
admit-all JonyckatoTca Bce Kaapsbl.

Mo ymonyaHuto

Ona pexuma access VLAN mode onumen no ymonyaHuio sisnaetca untagged-only.
Ons pexvma other VLAN mode onuunei no ymonyaHuio asnsetca admit-all.

Pexxum BBoAa komaHabl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMN4YaHWIo

YpoBeHb 12

Ucnonb3oBaHne KoMaHAbI

[daHHas komaHga ucnonb3yeTcs Ans HAaCTPONKM AOMNYCTUMbIX TUMOB KagpoB Ha MopTy.

Mpumep
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B paHHOM nprMepe nokasaHo, Kak HacTpouUTb AoNyCTUMBIA Tun kagpos tagged-only ang nopta Ethernet
1/0/1.

Switch# configure terminal

Switch(config)# interface ethernet 1/0/1
Switch(config-if) # acceptable-frame tagged-only
Switch(config-if) #

25-2 ingress-checking

[daHHas KomaHga ucnonb3yeTcs Ans BKITOYEHUS NPOBEPKN BXOAALLMX KagpoB, Nofy4aeMbiX NOPTOM.
Wcnonb3ynte chopMy no Anst OTKIOYEHNUSI NMPOBEPKN.

ingress-checking
no ingress-checking

MapameTpbl

Het

Mo ymonyaHuio

Mo ymonuyaHuio gaHHas onuuns BKIOYEHa.

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHWIo

YposeHb 12

Ucnonb3oBaHne KOMaHAbI

WMcnonb3ynte gaHHyto KoMaHady O BKNIOYEHWUS MPOBEPKM BXOASALLUMX KaApoB, NofyYyaemMblX MHTEpdencom.
Mpu BKNIOYEHHON NpoBepke nakeT byaeT oTOPOLLEH B TOM Crydae, ecnu NpUHMMaloLmii NopT He ABNSeTCs
yneHom VLAN, knaccudumumpoBaHHOn AN nony4aemMoro naketa.

Mpumep

B naHHOM NpumMepe nokasaHo, Kak HacTPOUTbL NPOBEPKY BXOASLLEro Tpaduka Ans BKIOYEHHOro nopTa
Ethernet 1/0/1.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1
Switch(config-if) # ingress-checking

Switch(config-if) ¢

25-3 mac-vlan

HaHHas komanga ucnonbdyetca ansa cosganna npuesasku VLAN Ha ocHoBe MAC-agpeca. Mcnonb3yinte
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dopmy no ansa yaanenus npussskn VLAN Ha ocHoBe MAC-agpeca.

mac-vlan MAC-ADDRESS vlan VLAN-ID [priority COS-VALUE]
no mac-vlan MAC-ADDRESS

MapameTpbl

MAC-ADDRESS MAC-agpec ons npuBssku.

vlan VLAN-ID VLAN ID gns npmsaskm VLAN Ha ocHoBe MAC-agpeca.

priority COS-VALUE (OnumoHaneHo) 3HayeHne npuoputeta CoS. Ecnn napameTp He ykasaH, TO

3HavyeHuem CoS no ymonuaHuto aensietcs 0.

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI

Mcnonb3ynTe gaHHyto komaHay ons cosganua npueaskn VLAN Ha ocHoBe MAC-agpeca. Knaccudmkaums
npuBaA3kM OyaeT NpMMEHEHa K naketam, norydyaembiM KOMMYyTaTopoMm. 1o ymonyaHuio npuopuTeT Anst
knaccudpmkaumm VLAN ana HeTermpoBaHHoro naketa ssnsetca MAC-based > Subnet-based > Protocol
VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak co3gatb npuessky VLAN ID Ha ocHoBe MAC-agpeca gna MAC-agpeca
00-80-cc-00-00-11.

Switch# configure terminal
Switch(config)# mac-vwlan 00-80-cc-00-00-11 wlan 101 priority 4

Switch(config) #

25-4 protocol-vlan profile

[aHHasa komaHga ncnonb3yeTcsa Ans co3gaHus rpynnsl NPOTOKONOB. Ncnonb3ynte hopmy no ans yaaneHuns
yKa3aHHOW rpynnbl MPOTOKOSIOB.

protocol-vlan profile PROFILE-ID frame-type {ethernet2 | snap | lic} ether-type TYPE-VALUE
no protocol-vlan profile PROFILE-ID

MapameTpsbl
PROFILE-ID pynna npoTokonoB, KOTOpYto crieqyeT Ao6aBuTb UK yaanuThb.
frame-type Twn kagpos.

ethernet2 3HaueHne anga Tuna kagpos Ethernet Il




DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

shap 3HaueHne ana tuna kagpos SNAP.

llc 3HaueHune ansa Tuna kagpos LLC.

ether-type TYPE-VALUE Yka3biBaeT Tvn. [laHHOE 3Ha4eHne JOIMKHO ObiTb 2-6aiTHEIM B
LecTHaauaTnpuyHon copme.

Mo ymonuyaHuio

Het

Pexxum BBoaa KoMaHAbl

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONM4YaHUo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAabl

Wcnonb3ynte komaHay protocol-vlan profile B pexxume Global Configuration Mode ansa cosgaHus rpynnbl
npoToKonoB. 3aTteM ucnonb3ynte komaHay protocol-vlian profile B pexxume Interface Configuration Mode
ansa Hactpoviku knaccudukauum VLAN ang rpynnel NpOTOKOMOB, NonyYyaeMblX Ha NopTy.

Mpumep

B paHHOM nprmepe nokasaHo, kak co3gatb VLAN-rpynny npoToKonoB ¢ naeHtudunkatopom rpynnei 10,
ykasaB, 4To 6ygeT ucnonb3oBatbesi npotokon IPv6 (Tun kagpos — Ethernet2, 3HauyeHune - 0x86dd).

Switch# configure terminal
Switch(config)# protocol-wlan profile 10 frame-type ethernet? ether-type 0Ox86dd
Switch(config)#

25-5 protocol-vlan profile (Interface)

[aHHasa komanaa ucnonbsyetca Ana Hactporku npmeasku VLAN ons rpynnbl NPOTOKOMOB Ha NOpTy.
Wcnonb3ynte oopmy no Ans yoaneHus npussaskm VLAN Ha nopTy.

protocol-vlan profile PROFILE-ID vlan VLAN-ID [priority COS-VALUE]
no protocol-vlan profile PROFILE-ID

MapameTpbl

PROFILE-ID VaeHTudukaTop rpynmnbl NPOTOKOMOB, KOTOPLIA JOMKEH KnaccuunumnpoBaTbCs.

vian VLAN-ID VLAN ID gns protocol VLAN. [Ins kaxxgon rpynnbl NPUBSI3KN MOXET ObITb
ykasaH Tonbko oanH VLAN ID.

priority COS-VALUE (OnumoHanbHO) 3HaveHne npuoputeta CoS. Ecnu napameTp He ykasaH, TO

3HayeHnem CoS no YMOJTHaHUKO ABINAETCA 0.

Mo ymonuyaHuto
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Het

Pexxum BBOAAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOMYaHUI0

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

Wcnonb3ynte aaHHyto KoMaHay, 4Tobbl ykasatb VLAN ans rpynnbl IPOTOKONOB Ha nopTy. B pesynbTaTe,
naker, NOoryYeHHbIV Ha NOPTY, KOTOPbIA COOTBETCTBYET YKa3aHHOW rpynne NpoToOKONoB, OyaeT onpeneneH B
ykasaHHyto VLAN. VLAN He gomkHa 06s3aTenbHO CyLLeCTBOBaTh A1 HACTPOVKK komaHnabl. [MpuoputeT
knaccundukauun VLAN ans HeTernpoBaHHoro naketa sisnsetcsa MAC-based > Subnet-based > Protocol
VLAN.

Mpumep

B gaHHoM npumepe nokasaHo, kak co3gatb npmeasky VLAN Ha Ethernet 1/0/1 gnsa knaccudukaumm naketos
B rpynne npotokonos 10 B VLAN 3000.

Switch# configure terminal

Switch(config)# interface ethernet 1/0/1
Switch(config-if)# protocol-wlan profile 10 wvlan 3000
Switch{config-if) #

25-6 show protocol-vilan profile

HaHHasi KomaHga ucnonb3yeTcs Ans 0TobpakeHnss NnapaMeTpOB HAaCTPOWKK, kacatowmxcest protocol VLAN.

show protocol-vlan {profile [PROFILE-ID [, | -]] | interface [INTERFACE-ID [, | -11}

MapameTpbl

profile pynna npoToKOmMoB.

PROFILE-ID (OnumoHankbHo) 'pynna NpoOTOKOSOB, KOTOpas JOJMKHA OToOpaXaTbCs.

) (OnuuoHanbHo) Cepust ngeHTudmkaTopos npodunen (Profile ID) unn pasgenexHve
naeHTudurkaTopoB npodunen ot npedblayLiero gnanasoHa. Nepea v nocne
3ansaTon ucnonb3osBaHve npobena HegonycTUMO.

- (OnuunoHanbHo) nanasoH ngeHtudmkatopos npodunen. MNMepeq aeducom u
nocne geduca ncnonb3oBaHve npobena HegonycTMmo.

interface NHTepderickl, KoTopble A0MKHbI 0TOBpaXaTbCs.

INTERFACE-ID (OnuuoHanbHO) MopT Ansa oTobpaxeHns HacTpoek knaccudukauum protocol VLAN.

) (OnuunoHanbHo) [nanasoH nHTepdencos Mnu pasgeneHne nHTepdencos ot
npeablayLiero ananasoHa. lNepen 1 nocrne 3anaTon ncnonb3osaHue npobena
HegonycTnumo.

- (OnumoHaneHo) nanasoH nHTepdericos. Nepen aecdmcom n nocne gedmca
ncnonb3oBaHue npobena HegoMNycTUMO.




DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

Mo ymonuyaHuio
Het
Pexxum BBOAa KOomMaHAbI

User/Privileged EXEC Mode
JTio6on pexum KoHdurypauum

ypOBeHb KOMaHAbl N0 yMon4yaHuUo
YpoBeHb 1.
Ucnonb3oBaHne KoMaHAabI

Vcnonb3ynte gaHHyto kKomaHay Ans oTobpakeHus HacTpoek Ans knaccudukaumm VLAN Ha nopTy Ha
OCHOBE Tpynbl NPOTOKOJSIOB.

Mpumep

B gaHHOM npumepe nokasaHo, kak 0TobpasnTb HacTpoviku Ang knaccmdukauum VLAN Ha ocHoBe rpynnbl
npoTokonos ¢ Ethernet 1/0/1 no 1/0/3.

Switch# show protocol-wvlan interface ethernet 1/0/1-3

Interface Protocol Group ID WVLAMN @ Priority
ethl /0/1 1 1 5
ethl /0/2 10 3 d
1 2001 4
12 3002 1
ethl /0,3 2 100 &
Switch#

B naHHOM nprMepe nokasaHo, Kak 0Tobpa3nTb HAaCTPONKM NPodnNA rpynnbl MPOTOKOMOB.

Switch#show protocol-vlan profile

Profile ID Frame-type Ether-type

Ethernet?2 0x86DD(IPvE)
2 Ethernet? 0x0800(IP)
3 Ethernet? 0x0806 (ARP)

Total Entrie=s: 3

Switch#

25-7 show vilan
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JaHHasa komMaHaa ucnonb3yeTcs A 0TobpaxeHus napamMeTpoB Ans Bcex HacTpoeHHbix VLAN vnu ogHom
VLAN Ha kommyTaTope.

show vlan [VLAN-ID [, | -] | interface [INTERFACE-ID [, | -]] | mac-vian]

MapameTpbl

VLAN-ID (OnumoHaneHo) Cnncok VLAN ans otobpaxeHusi tHopmauum o nopTax-
yyacTHukax. Ecnu VLAN He ykasaHa, To otobpaxatotcst Bce VLAN. KoppeKTHbIN
avanasoH: ot 1 go 4094.

, (OnumoHanbHo) AmanasoH VLAN unu pasgeneHue VLAN oT npeabigyLuero
AvnanasoHa. Nepep 1 nocne 3anaTon ucnonb3oBaHue npobena HegoNyCcTUMO.

- (OnumoHanebHo) AnanasoH VLAN. MNepen aeducom n nocne geduca ncnonb3oBaHue
npobena HegonycTUMO.

interface (OnumoHaneHo) MNopT Anga oTobpaxeHust HacTpoek, kacatowmxcs VLAN.
INTERFACE-ID

, (OnuuoHanbHo) nanasoH nHTepdencoB Unu pasgeneHne MHTepdencos ot
npegplayLiero guanasoxa. lNMepeq v nocne 3anaTon NCnonb3oBaHne npobena
HeaonyCcTUMO.

- (OnumoHanbHO) Auana3soH uHTepdericos. Nepen aeducom n nocne geduca
ncnonb3oBaHue npobena HegoMnycTMMO.

mac-vlan (OnumoHanbHo) YkasbiBaeTca ans otobpaxkeHnsa nHgopmauum o VLAN Ha ocHoBe
MAC-agpecos.

Mo ymonuyaHuio
Het
Pexxum BBOAa KomaHAbI

User/Privileged EXEC Mode
JTo6on pexum KoHurypauum

ypOBeHb KOMaHAbl N0 yMon4aHUo
YpoBeHb 1
Ucnonb3oBaHne KoMaHAabI

HaHHas KomaHga ucnonb3yeTcs Ans oTobpakeHns napameTpoB ANs Bcex HacTpoeHHbIX VLAN mnnv ogHom
VLAN Ha kommyTaTope.

Mpumep

B gaHHOM npumepe nokasaHo, Kak 0TobpasnTb Bee Tekywime 3anucu VLAN.
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Switch# show wlan

VLAN 1
Name : default
Tagged Member Ports 3
ITntagged Member Forts : 1/0/1-1/0/8

Toetal Entries : 1
Switch#

B paHHOM npumMepe nokasaHo, Kak 0TobpasnTb MHopmaumto o PVID, npoBepke BXOOSALLMX NAKETOB U
aonycTumblx Tnax kagpos ans ethernet 1/0/1-1/0/4.

Switch# show vlan interface ethernet 1/0/1-1/0/4

athl/0/1

VIAN mode : Trunk
Matiwve WVLAN : 5 {Untagged)
Trunk allowed VLAN : 2,4,5,6
Ingress checking : Enabled
Aeceptable frame type @ Admit-all
Dynamic Tagged VLAN : 100
athl/0/2

VLAN mode : Aocess
Recess VLAN : 2

Ingress checking : Enabled
Acceptable frame type : Untagged-only
ethl/0/3

VLAN mode : Hybrid
Hatiwe WVLAN : 5

Hybrid untagged VLAN : 2,4,5,6
Hybrid tagged VLAN : 8,48,10
Ingress checking : Enabled
Aeceptable frame type @ Admit-All
Dynamic tagged VLAN

VLAN Frecedence : MAC-VLAN
athl/0/4

VIAN mode : Dotlg-tunnel
Beocess VLIAN : 800

Hybrid untagged VLAN : 200, &00
Ingress checking : Enabled
Aeceptable frame type @ hdmit-all
VLAN Frecedence : MAC-VLAN
Switch#

B paHHOM npmmMepe nokasaHo, kak otobpasnTtb Bce npmeasku VLAN Ha ocHoBe MAC-agpecos.
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Switch# show vlan mac-vlan

MAC Address VLAN ID Priority Status
00-80-c0-00-00-11 101 4 Acvive
00-11-22-00-00-05 200 5 Active

Total Entries: 2

Switch#

25-8 switchport access vilan

[aHHas komaHnga ucnonbsyetca ansa ykasaHus access VLAN ansa uHtepdeinca. Vicnonedynte popmy no,
4YTOObl BEPHYTLCS K HACTPOMKaM Mo YMOMYaHuIo.

switchport access vian VLAN-ID
no switchport access vian

MapameTpbl

VLAN-ID Access VLAN uHTepdeliica.

Mo ymonyaHuio

Mo ymonuanuto access VLAN aBnsaetca VLAN 1.

Pexnm BBOoga KomaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHas KomaHnga BCTynaeT B CUIY, KOraa MHTepdenc HacTpoeH B pexnme gocTyna (access mode) nnm
pexume dot1g-tunnel mode. VLAN, ykasaHHas B kayectBe access VLAN, He gomkHa o6a3aTensHo
CyLLIEeCTBOBATb 4J151 HACTPOMKN KOMaHAbI.

MoxeT ObITb Yka3aHa Tonbko ogHa access VLAN. Cneaytollas KomaHga nepesanucoiBaeT npeabiayLuyto
KOMaHay.

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B pexxume goctyna (access mode) ¢ access
VLAN 1000.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1
Switch(config-if) # switchport mode access

o

if) # switchport access wlan 1000

Switech({conf '_:_,—

Switch(config-if) #
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25-9 switchport hybrid allowed vilan

[daHHas komaHaa ucnonb3yeTcs Ans ykasaHus TerMpoBaHHbIX unu HeTermposaHHbix VLAN ansa rubpugHoro
nopta. Micnone3ymnte popmy no, YTOObI BEPHYTLCS K HACTpOMKaM No yMO4aHuIo.

switchport hybrid allowed vlan {[add] {tagged | untagged} | remove} VLAN-ID [, | -]
no switchport hybrid allowed vian

MapameTpbl

add (OnuunoHanbHO) MopT, koTopbin ByaeT AobasneH B ykazaHHyo(-ble) VLAN.
tagged YKa3blBaeT NopT B Ka4eCTBe TErMpoOBaHHOro Ansi ykasaHHOM(-bix) VLAN.
untagged YKasblBaeT NOpT B Ka4eCTBe HETEMMPOBAHHOIO ANs ykasaHHON(-bix) VLAN.
remove MopT, KoTopbIn ByaeT yaaneH u3 ykazaHHoOW(-bix) VLAN.

VLAN-ID Cnuncok paspeleHHbix VLAN unu cnucok VLAN, koTopein 6yaet gobaeneH nnm

yoaneH n3 cnucka paspelueHHbix VLAN. Ecnun onums He 3agaHa, ykasaHHbIN
cnucok VLAN nepesanuvweT cnucok paspetleHHbix VLAN

, (OnumoHanebHo) AnanasoH VLAN unu pasgeneHue VLAN oT npeabiayLuero
AvnanasoHa. lNepef 1 nocne 3anaTor ucnonb3oBaHne npobena HegonycTUMO.

- (OnuuoHanbHo) AnanasoH VLAN. MNepea gedwmcom n nocne geduca
ncnonb3oBaHune npobena HeaoNyCTUMO.

Mo ymonyaHuio

Mo ymonuyaHuto rmépuaHbin NOpT ABNSETCA HETErMpoBaHHbIM YrieHom VLAN 1.

Pexnm BBOoga KomaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Ucnonb3oBaHue KoMaHAbl

Hactpausasa komaHay hybrid VLAN Heckonbko pas ¢ pasHbiMi VLAN ID nopT MOXET cTaTb TErMpOBaHHbIM
WM HETErMPOBAaHHbLIM YfleHOM Heckosbknx VLAN.

Koraa paspelwweHHasa VLAN ykasaHna Tonbko kak VLAN ID, cneaytolas kKomaHga nepesanvieT npeaplayLyto
KoMaHAay. Ecnv HoBbIV HeTerMpoBaHHbIN paspeLleHHbIn cncok VLAN nepekpbiBaeTcs € TEKYLUMM CMMCKOM
TermpoBaHHbIX paspelleHHblx VLAN, To nepekpbiBalowascs Yyactb byaeT usMeHeHa Ha HeTErMpoOBaHHYHO
paspeLueHHyto VLAN. C gpyron CTOpOHbI, €Crv HOBbIV CMMCOK TErMpoBaHHbIX paspelueHHbix VLAN
nepekpbIBaeTCs C TEKYLUMM CMIMCKOM HeTerMpoBaHHbIX paspelueHHbIX VLAN, To nepekpbiBalowascs 4acTb
OyneT uameHeHa Ha TermpoBaHHyto paspelueHHyto VLAN. MNocnegHas komanaa Bctynut B cuny. VLAN He
OOImKHa 00a3aTenbHO CyLLEeCTBOBaTb A1 HACTPOWMKN KOMaHAb.

Mpumep

B paHHOM npumepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B kauecTBe TermpoBaHHoro nopta VLAN 1000 n
HeTernpoaHHoro nopta VLAN 2000 n 3000.
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Switch# configure terminal

Switch(config)# interface ethernet 1/0/1

Switch(config-if) # switchport mode hybrid

Switch({config-if) # switchport hybrid allowed vlan add tagged 1000
Switch({config-if) # switchport hybrid allowed vlan add untagged 2000, 3000
Switch(config-if) #

25-10 switchport hybrid native vian

HaHHas komaHga ucnonb3yetcs ansa ykasaHus native VLAN ID rmubpuaHoro nopta. Ucnone3synte copmy no,
YTOObI BEPHYTLCHA K HACTPONKaM No YyMOYaHMIo.

switchport hybrid native vian VLAN-ID
no switchport hybrid native vian

MapameTpbl

VLAN-ID Native VLAN rnbpugHoro nopra.

Mo ymonyaHuto

Mo ymonuanuto native VLAN rmbpuaHoro nopta saensietcs VLAN 1.

Pexx1m BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUI0

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Mpwn HacTpoke npuBAsku rmbpuaHoro nopta k ero native VLAN ucnonb3yiite komangy switchport hybrid
allowed vlan, 4yTo6bl fo6aBuTE native VLAN B ee paspelueHHyto VLAN. YkaszaHHas VLAN He gormkHa
0bs3aTenbHO CyLLEeCTBOBATbL A1 MPMMEHEHUS 3TOM koMaHabl. KomaHnaa BCTynaeT B cuny, Korga uHtepdenc
HaCTpOeH B rMBpMaHOM pexunme.

Mpumep

B oaHHOM npumepe nokasaHo, kak HacTpouTb ethernet 1/0/1, 4Tobbl OH cTan IMBpUAHLIM UHTEPdENCOM, U
HacTpouTb PVID 20.

Switch# configure terminal

Switch(config)# interface ethernet 1/0/1

Switch(config-if) # switchport mode hybrid

Switch(config-if) # switchport hybrid allowed wlan add untagged 1000, 20
Switch(config-if) # switchport hybrid native wlan 20

Switch(config-if) #

25-11 switchport mode
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HaHHas komanga ucnonbdyetca ans ykasadus pexuma VLAN (VLAN mode) gns nopta. Vicnonb3ayiite
dopMy no, YTOObI BEPHYTLCHA K HACTPOMKaM MO YMOMYaHUIO.

switchport mode {access | hybrid | trunk | dot1g-tunnel}
no switchport mode

MapameTpsbl

access YKasbIiBaeT NOpPT B Ka4eCcTBe nopTta 4oCcTyna.
hybrid YKasblBaeT NopT B Ka4yecTBe rmbépuagHoro nopTa.
trunk YkasblBaeT nopT B kayecTtse trunk-nopra.
dot1qg-tunnel YkasbiBaeT nopT B kadecTBe nopta dot1g-tunnel.

Mo ymonyaHuto

Mo ymonyaHutio yctaHosneHa onuus hybrid.
Pexx1m BBOAa KOMaHAbI

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Korga nopt yctaHoBrEH B pexxum goctyna (access mode), 3T0T nopT OyaeT HETErMpOBaHHbLIM YIIEHOM
access VLAN, HacTpoeHHoM ans nopta. Korga nopt yctaHoeneH B rmbpuaHeii pexxum (hybrid mode), nopt
MOXET ObITb HETEMMPOBAHHBLIM UM TETMPOBaHHBIM Yr1EHOM Bcex HacTpoeHHbix VLAN. Llenb aTtoro pexnma
VLAN - nogaepxka protocol VLAN, VLAN Ha ocHoBe noaceter (subnet-based VLAN) n VLAN Ha ocHoBe
MAC-agpecos (MAC-based VLAN).

Korga nopt HacTpoeH B pexum trunk, aToT nopT sBnsieTca Nnbo TermpoBaHHbIM, NMMB0 HeTErMpoBaHHbLIM
yneHom ero native VLAN 1 MoXeT BbITb TErMpoBaHHbLIM YneHoM Apyrnx HacTpoeHHbIx VLAN. Lens trunk-
nopTa - noaaepxka coeamHeHna switch-to-switch. Korga nopt yctaHosneH B pexum dot1g-tunnnel mode,
nopt geuncteyeT kak nopT UNI B service VLAN.

Mpn nameHeHnn pexxnma switch-port mode HacTtporiku, cesizaHHble ¢ VLAN 1 accoummpoBaHHble C
npeabiayLwmM pexnmom, OyayT yTepsiHbl.

MpumeyaHue: Korga pexmmom switchport mode siBnsieTcst access, TONbKO HETENMPOBaHHbIE NakeTbl MOTyT
ObITb NepeHanpaeneHbl Yepe3 MPLS Virtual Circuit (VC). YTobbl 06ecneunTb BO3MOXHOCTb
nepeHanpaereHns Kak TerMpoBaHHbIX, Tak U HETEMMPOBaHHbIX NakeToB Yepe3 MPLS VC, HacTponTe pexum
switchport mode kak trunk. (Tonbko ansa MI)

Mpumep

B paHHOM npumMepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B kayecTBe trunk-nopra.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1
Switch(config-if) # switchport mode trunk

Switch(config-if) #
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25-12 switchport trunk allowed vlan

[aHHasa komaHga ncnonbayetcsa gnsa HacTponkn VLAN, KOTOpbIM paspeLleHo nosiyyaTb U OTIpaBnsaTb
Tpadmk Ha ykasaHHbIN UHTepdelc B TermpoBaHHom cpopmate. Vicnonb3ynTte opmy no, YToObl BEPHYTLCH K
HaCTPOMKaM Mo yMON4YaHuIo.

switchport trunk allowed vlan {all | [add | remove | except] VLAN-ID [, | -1}
no switchport trunk allowed vian

MapameTpbl

all VLAN, KoTopble paspelueHbl Ha UHTepdence.

add [obaeneHune cnuncka ykasaHHbiX VLAN B cnncok paspelueHHbix VLAN.

remove YpaneHuve cnucka ykasaHHblx VLAN 13 cnncka paspelleHHbix VLAN.

except YkasblBaeT, 4To paspelleHbl Bce VLAN, 3a nckntoveHnem VLAN, Haxogswmxcs B
CMUCKE UCKMIOYEHUI.

VLAN-ID Cnuncok paspelueHHbix VLAN nnm cnncok VLAN, koTopble JOSMKHBI ObiTb

nobaBrneHbl B cnmcok paspellenHbix VLAN nnv yaaneHsl us Hero.

, (OnumoHaneHo) AnanasoH VLAN unu pasgeneHme VLAN oT npegplayliero
AnanasoHa. lNepepn n nocne 3anaTon ncnosnb3oBaHue npobena HegoMycTUMO.

- (OnumoHanbHo) AnanasoH VLAN. MNepea gedmcom n nocne geduca
ncrnonb3oBaHve npobena HegonycTMMO.

Mo ymonyaHuto

Mo ymonyaHuto Bce VLAN paspeLueHbl.
Pexxum BBOAa KOMmaHAabI

Interface Configuration Mode
YpoBeHb KOMaHAbl MO YMON4YaHuIo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

[aHHas komaHga BCTynaeT B CUiy, TONbKO Korga nHtepdenc HacTpoeH B pexume trunk mode. Ecnu VLAN
paspelueHa Ha trunk-nopTy, To NOpT cTaHeT TernpoBaHHbIM YneHom VLAN. Korga ans paspeweHHon VLAN
yctaHoBneHa onumsa all, To nopt 6yaeTt aBTomaTndeckn fodasneH Bo Bce VLAN, co3gaHHbIE CUCTEMOWN.

Mpumep
B paHHOM npumMepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B kayecTBe TermposaHHoro YneHa VLAN 1000.

Switch# configure terminal
Switch(config)# interface ethernet 1/0/1

Switchiconfig-if) # switchport mode trunk
Switch({config-if) # switchport trunk allowed wvlan add 1000

Switch(config-if) #
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25-13 switchport trunk native vian

[aHHasa komaHga ncnonb3yetcsa Ans ykasanuna native VLAN ID nHtepdeinca B pexxume trunk mode.
Mcnonb3ynte oopMy no, YTOObI BEPHYTLCS K HACTPOMKAM MO YMOJSTYaHMIO.

switchport trunk native vlan {VLAN-ID | tag}
no switchport trunk native vian [tag]

MapameTpsbl
VLAN-ID Native VLAN ans trunk-nopra.
tag BkntoyeHune pexxuma TermpoBaHus (tagging mode) native VLAN.

Mo ymonuyaHuio

Mo ymonuaHuio 3agaHa native VLAN 1, pexum HeTermpoBaHHbIN.

Pexxum BBOAA KOMaHAbl

Interface Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUIo

YpoBeHb 12

Ucnonb3oBaHne KoMaHAabl

KomaHga BcTynaet B cuny TOMbKO Korga nHTepdenc HacTpoeH B pexume trunk mode. Korga native VLAN
trunk-nopTta HacTpoeH B TernpoBaHHOM pexume (tagged mode), 06bI4HO JONYCTMMEIN TUN KaapoB nopTa
AorkeH OblTb HAaCTpoeH Kak “tagged-only”, 4To6bl NPMHMMAaTL TONBKO TermpoBaHHble kKaapbl. Korga trunk-
nopT paboTaeT B HeTermpoBaHHOM pexume (untagged mode) gns native VLAN, nepenaBas
HeTermpoBaHHbI nakeT aAng native VLAN v TermpoBaHHble nakeTbl AN Bcex octanbHbiXx VLAN, gonyctumble

TUMbl KAAPOB NopTa AOIMKHbI ObITb HACTPOEHbI Kak “admit-all” ansa koppekTHO paboThbl.
YkasaHHas VLAN He gormkHa o6s3aTenbHO CyLecTBoBaTh A4St HACTPONKM KOMaHAbI.

Mpumep
B paHHOM npumepe nokasaHo, kak HacTpouTb ethernet 1/0/1 B kayecTBe uHTepdenca trunk n native VLAN
20.
Switch# configqure terminal
Switch(config)# interface ethernet 1/0/1
Switch (config-if) # switchport mode trunk
Switch (config-if) # switchport trunk native wlan 20
Switch (config-if) #
25-14 vlan

HaHHas komanaa ucnonbsyetca ana nobasneHusa VLAN n Bxoga B pexum VLAN configuration mode.
Wcnonesynte chopmy no ans yaanenus VLAN.

vlan VLAN-ID [, | -]
no vlian VLAN-ID [, | -]
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MapameTpsbl

VLAN-ID NaoeHtndukatop VLAN, koTopasi 4OMmMKHbI ObITh JoGaBneHa, yganeHa unm
HacTpoeHa. KoppekTHbin agnanasoH VLAN ID: ot 1 go 4094. VLAN ID 1 He moxeT
ObITb yoaneH.

, (OnumoHanbHo) AnanasoH VLAN unu pasgenexune VLAN oT npeabigyLiero
AvnanasoHa. Nepef 1 nocne 3ansaToln Ucnonb3oBaHne npobena HegomnycTUMO.

- (OnuunoHanbHo) AnanasoH VLAN. MNepen aecmcom v nocne geduca
ncnonb3oBaHne npobena HeaoNycTMMO.

Mo ymonyaHuto

VLAN ID 1 cywecTtByeT B cucteme B kadectse VLAN no ymonyaHumto.

Pexxum BBOAa KomaHAabI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Mcnonb3ynte komaHay rnobanbHon HacTporiku vlan anga cosganHma VLAN. Beog komangp! vian ¢ VLAN ID
Bneyet Bxog B pexxum Hactporkn VLAN (VLAN configuration mode). Beog VLAN ID cywectsytowen VLAN
He cospaeT HoByo VLAN, Ho paspellaeT nons3osartento nameHntb napameTtpsl VLAN ans ykaszaHHon VLAN.
Korga nonb3oeatens BeoamTt VLAN ID HoBow VLAN, VLAN Gyaet cosgaHa aBToMaTUYECKM.

Wcnone3synte komaHay no vlan ansa yaaneHus VLAN. VLAN no ymonyaHuio He MOXeT ObITb yaaneHa. Ecnu
yoaneHHas VLAN asnsetcs access VLAN nopta, 1o access VLAN nopta 6yaget copoweHa B VLAN 1.

Mpumep
B npaHHOM npumepe nokasaHo, kak AobasuTb HoBble VLAN, HazHaumB HoBble VLAN ¢ VLAN ID ot 1000 go
1005.
Switch# configure terminal
Switech(config)# vlan 1000-1005%
Switch(config-wlan) #
25-15 name

[aHHas komaHnga ucnonbdyetcsa ang ykasaHus umenn VLAN. Mcnonb3ynte dopMy no, YToObl BEPHYTLCA K
HacTpomKam Nno yMosiHaHuio.

name VLAN-NAME
no name

MapameTpsbl

VLAN-NAME Mma VLAN (makc. 32 cumona). msa VLAN A0mkHO ObITb YHUKaNbHbIM B
agMWHUCTPATMBHOM JOMEHE.

Mo ymonuyaHuio
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Mo ymonuanuto nmeHem VLAN aBnsaetca VLANX, rge X - yeTbipe undpbl (BKMOYas HavanbHble Hynu),
koTopble paBHbl VLAN ID.

Pexxum BBoAa komaHAbI

VLAN Configuration Mode

ypOBeHb KOMaHAbl N0 yMon4yaHuUo
YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

Wcnonb3ynte gaHHyto komaHay ans ykasanusa nmedm VLAN. Mima VLAN gomkHO ObiTb YHUKarbHbIM B
agMWHUCTPaATMBHOM JOMEHE.

Mpumep
B gaHHOM npumepe nokasaHo, kak HacTpouTb umsa VLAN (“admin-vlan”) ans VLAN 1000.

Switch# configure terminal
Switch(config)# wlan 1000
Switch(config-wlan) # name admin-vlan

Switech(config-wlan) #

26. KomaHabl System Log

26-1 clear logging

[aHHas komaHnga ucnonb3yeTca Ang yaaneHus cCoobLueHnn normposaHus n3 dydgepa cMcTeMHoro
nornpoBaHung.

clear logging
MapameTpbl
Het
Mo ymonyaHuio
Het
Pexxum BBoAa komaHAbI
Privileged EXEC Mode
YpoBeHb KOMaHAbl MO YMOMYaH!Io
YposeHb 12

Ucnonb3oBaHue KOMaHAbI
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KomaHga no3BonsieT yganutb Bce 3anucu normpoBaHust u3 bydepa cMcTeMHOro NorMpoBaHus.
Mpumep

B naHHOM npumepe nokasaHo, Kak yaanuntb BCe 3arnncu yiormpoBaHnA n3 6ycbepa CUCTEMHOIO JiormpoBaHu4.

Switch# clear logging
Clear logging? (y/n) [n] vy
Switch#

26-2 logging on

[aHHasn komaHaa ncnonb3yeTcd AnA BKIKYeHUA normposaHna CUCTEMHbIX coobLeHnn. |_|pl/| ncnonb3oBaHNn
(bOprI NO KOMaHAa OTKIMKOYUT J1IormpoBaHne CUCTEMHDbIX coobLeHnn.

logging on
no logging on
MapameTpbl
Het

Mo ymonuyaHuio

Mo ymonyaHuio onums BKIOYeHa.

Pexxum BBOAa kKomaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMONYaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

[nsi BKMOYEHUS NOrMPOBaHMSA CUCTEMHbIX COObLLEHNIA ncnonb3ynTe koMaHay logging on B pexume Global
Configuration Mode. [laHHast komaHga oTnpaenseT coobieHns o6 otnaake (debug) nnu owmnbke (error) B
npouecce NOrMpoBaHus, NPu KOTOPOM COXPaHAKTCH COOOLLEHNS aCMHXPOHHO C NMPOLECCOM, FeHepUpYHLLIMM
AaHHble coobLleHuns. Mcnonb3ynTe dopmMy no Ans OTKYEHMS NpoLecca forMpoBaHus.

Mpouecc normpoBaHns ynpasnsaeT pacnpeaeneHnemM coobLleHnn NorMpoBaHns Ha PasnuyHble TOYKM
HasHayeHus, Hanpumep, Bydep nornpoBaHus, ceccum TepMmHana, cepsep syslog. CoobLleHns CUCTEMHOro
NOrMpoBaHNs TakkKe U3BECTHbI Kak COOBLLEHUSA CUCTEMHbIX OWNBOK. JTormpoBaHme MOXHO BKITHOYUTL U
OTKNIOYNTb ANA KaXA0W U3 TOYEK HasHavYeHUs HanBMAyansHo, ncnonb3ys komanasl logging buffered,
logging server u logging global configuration. OgHako ecnu oTknioveHa komaHaa logging on,
co0bLleHNs Ha faHHbIe TOYKN Ha3HaYeHUst oTNpaBnATbes He ByayT. Ecnv komaHaa logging on BkritoueHa,
ogHoBpeMeHHo GyaeT BkntoyeH logging buffered.

Mpumep

B naHHOM npumMepe nokasaHo, Kak BKIMH4YNTb JTorMpoBaHMe CUCTEMHbIX coobLeHun.
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Switch# configure terminal

Switch{config)# logging on

WARBNING: The command takes eftfect and the logging buffered 15 enabled at the same time.
Switchi{config)#

26-3 logging buffered

HaHHasa komMaHaa ucnonb3yeTcs Ans BKOYEHUS NOrMpPoBaHMS CUCTEMHBIX COOBLLIEHMIN B NOKanbHbIn Bydep
coobLeHuni. Mpu ncnonb3oBaHnm popmbl NO KOMaHAa OTKIOYUT NOrMPOBaHNE CUCTEMHbIX COODLLEHUI B
nokanbHbI 6ydep coobuieHuin. Ncnonbaynte komaHgy default logging buffered, 4To6bI BepHYTL
HaCTPOMKM MO YMOMYaHWIO.

logging buffered [severity {SEVERITY-LEVEL | SEVERITY-NAME}] [discriminator NAME] [write-
delay {SECONDS | infinite}]

no logging buffered

default logging buffered

MapameTpsbl

SEVERITY-LEVEL (OnumoHanbHO) YKaxnte ypoBEHb BaXXHOCTU CUCTEMHbBIX COOBLLIEHNIA.
CoobLLeHnsa Ha 3TOM ypOBHE BaXXHOCTU U Bonee cepbe3HOM YpOoBHE byayT
nornpoBatbcs B 6ycep coobieHnin. 3HaveHne moxeT ObiTb 0T 0 fo 7, rae 0 —
Hanbonee BaxHbIV ypoBeHb. Kogbl ypoBHEN BaXKHOCTW: emergencies
(4pesBblyaliHble) — cucteMa He paboTtocnocobHa (0), alerts
(npepynpexaeHus) — cuctema TpebyeT HemeaneHHoro Bmelwartensctsea (1),
critical — cocTosiHMe cuctembl Kputudeckoe (2), errors — coobLueHns 06
owmnbkax (3), warnings — npegynpexaeHnsi o0 BO3MOXHbIX npobnemax (4),
notifications — ysegomneHms o HopmarnbHbIX, HO BaXHbIX COObITUAX (5),
informational — nHdopmaumoHHble coobLenus (6), debugging — oTnagoyHble
coobueHus (7). Ecnu 3HavyeHne He ykasaHo, 3Ha4YeHMe YPOBHSI MO
yMon4yaHuto — warnings (4).

SEVERITY-NAME (OnuuoHanbHO) YKaxuTe Ha3BaHWe YPOBHS BaXXHOCTU CUCTEMHbIX
coobuweHnn. MimeHa ypoBHew BaxxHOCTU: emergencies (0), alerts (1), critical
(2), errors (3), warnings (4), notifications (5), informational (6),
debugging (7).

discriminator (OnumoHanbHo) Ykaxute discriminator anga dunsTpauum coobLueHni,
OoTnpaensiemMblx B NlokarnbHbI Bydep.

write-delay SECONDS (OnumoHanbHO) YkaxuTe 3agepXKy nepuoamyeckorn 3anucu bydepa
nornpoBaHust Ha FLASH Ha yka3aHHOE KONUYeCTBO CEeKyHA.

Mo ymonuyaHuio

Mo ymonyaHuio UCnomnb3yeTcs YpoBEHb BaXXHOCTU warning (4).
Pexxum BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMON4YaHuWIo

YpoBeHb 12

Mcnonb3oBaHWe KOMaHAbI
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CucTeMHble COOBLLEHNA MOXKHO NOTMPOBaTh B NoKarnbHbIi Gydep coobLLeHWiA, NoKanbHY0 KOHCOMb UNv B
Apyrme Mecta. CoobLeHVs 4OMKHbI ObiTh BBeAeHbI B NoKanbHbI Gydep cooblueHunii nepes oTnpaBKoi B
ApYrve TOUKM HasHa4YeHus:.

KomaHnga He BygeT npumeHeHa, ecnm ykasaHHbIi discriminator He cywecTtByeT. B Takom cnyyae 6yayt
NPUMEHSATLCSA HACTPOWKU MO YMOJITHaHWIO.

YKaxnte ypoBEHb BaXXHOCTU COOBLLEHUI A1151 OrPAHUYEHNSA CUCTEMHBIX COOBLLIEHMIA, TorMpyeMbix B Bydep
(370 NO3BONUT YMEHBLLUUTE YMUCIO NOrMPOBaHHbIX coobLeHnin). CoobLLeHMs yKa3aHHOro YPOBHS UMK Bbille
OynyT nornpoBatbcsa B 6ydhep. Ecnn Bycbep Gyaet 3anonHeH, ctapble 3anvucy 6yayT yaaneHbl, 4Toobl
ocBoboAUTbL MecTo, HeobxoauMOoe Anst HOBbIX COOBLLEHNI.

Copepxnmoe 6ydepa coobLueHuin nepmognyeckn dyaet coxpaHsiTeest BO FLASH-namsThb, 4To6bI
Co006LLEHNS MOXHO BbINO BOCCTAHOBUTL MNpuW Nepesarpyske. VIHTepBan coxpaHeHus 3anucen ns 6ydgepa Bo
FLASH-namaTe MOXHO ykasaTtb. Coaepxumoe coobLieHunn normposannsi B0 FLASH 6yaeT nepesarpyxeHo B
Oydep normpoBaHus Npu nepesarpyske.

Mpumep

B naHHOM npumMepe nokasaHo, Kak BKIYMTh NOrMpoBaHue coobLueHun B Bydoep NorMpoBaHnst U orpaHnymnTb
rfiormpoBaHve CoobLLEHN C YPOBHEM BaXXHOCTW €rrors 1nm Bbille.

Switch# configure terminal
Switchi{config)# logging buffered severity errors
Switch{config)#

26-4 logging console

[aHHas komaHga ucnonb3yeTcs ANns BKIIYEHWS NTOrMPOBaHMUS CUCTEMHBLIX COOBLLIEHUI B NOKarbHON
KoHconu. NMpu ncnonb3oBaHu GOPMbI NO KOMaHAA OTKIHOYUT NOrMpoBaHMe cOOBLLEHNIA B NOKaNbHOW
KOHCONW 1 BEPHET HAaCTPONKN MO YMOMYaHUIO.

logging console [severity {SEVERITY-LEVEL | SEVERITY-NAME}] [discriminator NAME]
no logging console

MapameTpbl

SEVERITY-LEVEL (OnumoHanbHO) YkaxuTe YpoBEeHb BaXKHOCTU CUCTEMHbIX COOOLLEHMI.
Coo0LeHns Ha 9TOM YpOBHE BaXXHOCTU Unn 6onee cepbe3HOM YpoBHE OyayT
normpoBatbcs B bychep coobiueHnin. 3HavyeHne MoxeT 6biTb 0T 0 go 7, rge 0 —
Hambornee BaXHbIV ypoBeHb. Koapl ypoBHEN BaXKHOCTU: emergencies
(4pesBblvaliHble) — cucteMa He paboTocnocobHa (0), alerts
(mpepynpexneHus) — cuctema TpebyeT HeMeaneHHoro BMeLwwarenscTea (1),
critical — cocTosiHMe cuctembl KpuTrdeckoe (2), errors — coodLeHnss ob
owmbkax (3), warnings — npegynpexaeHnst 0 BO3MOXHbIX npobnemax (4),
notifications — coobLeHnst 0 HopMarnbHbIX, HO BaXHbIX COBbITUSAX (5),
informational — nHdopmaLmoHHble coobuieHus (6), debugging — oTnagoyHble
coobLweHus (7). Ecnu sHavyeHne He ykasaHo, 3Ha4eHne YPOBHS No
yMonyaHuto — warnings (4).

SEVERITY-NAME (OnuuoHarnbHO) YkaxuTe Ha3BaHWE YPOBHSA BaXXHOCTU CUCTEMHbIX
coobueHuin. MimeHa ypoBHen BaxxHocTu: emergencies (0), alerts (1), critical
(2), errors (3), warnings (4), notifications (5), informational (6),
debugging (7).

discriminator (OnumoHanbHo) Ykaxute discriminator ans dounstpaumum coobLueHnn,
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OTNpaBnseMbIX B NOKanbHbIN Oydep.

Mo ymonyaHuto

Mo ymonyaHuio onums OTKIIOYEHa.

Pexxum BBOOa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

CucTtemHble COOBLLIEHNS MOXHO NOTMMpPOBaTh B NTOKaNbHbIN 6ydep cooOLEHNI, NOKarbHYK KOHCOMb UM
apyrue Toukn HasHadeHusi. CoobLueHns JomkHbI ObiTb BBEAEHLI B NIOKasnbHbI Bydep cooblueHnn nepep

OTNPaBKOW B KOHCOJTb.

KomaHga He BygeTt npumMeHeHa, ecnu ykasaHHbin discriminator He cyuwecTtsyeT. B Takom cniyyae 6yayT
NPUMEHATLCA HAaCTPOWMKU MO YMOSYaHWIO.

YKkaxurte YpPOBEHb BaXXHOCTU coobLLeHun ans orpaHn4eHnsa CUCTEMHbBIX coobLeHun, normpyemMbixX B KOHCOIN.
CoobLueHus YKa3aHHOro ypoBHA UK Bbille 6y,D,yT 10rnpoBaTbCA B JTOKaJIbHYKO KOHCOIb.

Mpumep

B naHHOM npyMepe nokasaHo, Kak BKIHYUTL JIOMMpOBaHne COOBLLEHNI B JIOKarbHYH KOHCOMb U OFPaHUyYUTb
NOrMpoBaHne CoOBLLEHNI C YPOBHEM BaXKHOCTM EITOrS UIW BhiLLE.

Switch# configure terminal
Switchi{config)# logging console severity errors
Switchi{config)#

26-5 logging discriminator

[aHHas komaHnga ucnonb3yetcs npu cosgaHum discriminator ons ganbHenwen dunsTpaumMm coooLLeHnin
SYSLOG, otnpaBnsembIx B pasnnyHble TOYKM HasHaveHus. Mpu ncnonb3osBaHum popMbl NO KOMaHAaa
yoanut discriminator.

logging discriminator NAME [facility {drops STRING | includes STRING}] [severity {drops
SEVERITY-LIST | includes SEVERITY-LIST}]
no discriminator NAME

MapameTpbl

NAME Ykaxute nms discriminator.

facility (OnuuoHanbHOo) YkaxuTe noadunsTp cornacHo HacTporike facility.

STRING YkaxuTe ogHo unu 6onee umeH facility. Ecrnin ncnonb3yeTcst HECKONMbKO UMEH,

OHW OOIMKHbI ObITb pasaeneHobl 3andarton, 6es I'IpOﬁeJ'IOB 00 1 nocne 3ansaTon.

includes YKkaxute Ons BKAYEHUA coBnagaroLmx cooblleHnin. Hecosnagatowime
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coobueHnsa yayT mneTpoBaTbhCS.

drops Ykaxnte anst unbTpaumm coBnagaroLmnx cooOLWEeHNIA.

severity (OnuuoHanbHO) YkaxuTe nogdunsTp Ha OCHOBE COBNaAeHn ¢ ypoBHEM
Ba>KHOCTMU.

SEVERITY- LIST YKaxkuTe CnnMcoK YpOBHEN BaXKHOCTU AN punbTpaLmn v BKIOYEHUS.

Mo ymonyaHuto

Het

Pexxum BBOAa KOMaHAbl

Global Configuration Mode
YpoBeHb KOMaHAbI MO YMON4YaHUo
YposeHb 12

Mcnonb3oBaHue KoMaHAbI

Hactpovika cywectytoLiero napametpa discriminator. [py BBoge komaHdbl 6onee paHHWe HacTponkn byayT
nepenuncaHbl Ha HoBble. AccoummnpyiTe discriminator ¢ komaHgamu logging buffered n logging server.

Mpumep

B paHHOM npuMepe nokasaHo, kKak cosaath discriminator ¢ umeHem «buffer-filtery», ykasbiBarolum asa
noadwunbTpa, OAUH Ha OCHOBE YPOBHSI BaXKHOCTW, @ Apyron Ha ocHoBe facility.

Switch# configure terminal

Switchi{config)# logging discriminator buffer-filter facility includes S5TP severity includes 1-
4,6

Switchi{config)#

26-6 logging server

[laHHasa komaHZa ucnonbayeTcs Ans co3aaHus cepsepHoro yana SYSLOG Anst orMpoBaHUsl CUCTEMHbIX
coo0LLEeHMI unu BbiBoga Npu oTnagke. Mpy ucnonb3oeaHnm hopMbl NO KOMaHAa YAanuT cepBepHbIn y3en
SYSLOG.

logging server {IP-ADDRESS | IPV6-ADDRESS} [severity {SEVERITY-LEVEL |
SEVERITY-NAMEY}] [facility {FACILITY-NUM | FACILITY-NAME}] [discriminator NAME] [port UDP-PORT]
no logging server {IP-ADDRESS | IPV6-ADDRESS}

MapameTpsbl

IP-ADDRESS YkaxuTe IP-agpec cepsepHoro yana SYSLOG.

IPV6-ADDRESS YkaxuTte IPv6-agpec cepBepHOro ysna normpoBaHus.

SEVERITY-LEVEL (OnuuoHarnbHO) YKkaxuTe Kof YPOBHSI BaXKHOCTU CUCTEMHbIX COOBLLEHU.

Coo0LeHns Ha 3TOM YpOBHE BaXXHOCTU Unu Gonee cepbe3HoM OyayT
normpoBatbcsl B bychep coobiueHuin. 3HaveHne MoxeT 6biTb 0T 0 go 7, rge 0 —
Hanbonee BaXHbI ypoBeHb. Koabl ypoBHEN BaXKHOCTU: emergencies —
cuctema He paboTtocnocobHa (0), alerts — cuctema TpebyeT HEMeLNEHHOrO




DGS-3130 Pykoeodcmeo nonb3oeamens (CLI) dns ynpaensemoao cmekupyemMoao KoMMymamopa 3 ypOoeHs

BMeLLaTenscTBea (1), critical — coctosHMe cnctembl kputndeckoe (2), errors —
coobLweHuns 06 owmnbkax (3), warnings — npegynpexgeHns 0 BO3MOXHbIX
npobnemax (4), notifications — coobLeHna 0 HOpManbHbIX, HO BaXXHbIX
cobbiTuax (5), informational — nHdopmaumoHHble cooblieHuns (6), debugging
— oTnagoyHble coobLeHus (7). Ecnu 3HaueHWe He yka3aHo, 3HaYeHNe YPOBHS
no ymorn4yaHuio — warnings (4).

SEVERITY-NAME (OnuuoHarnbHO) YkaxuTe Ha3BaHWe YPOBHSA BaXXHOCTU CUCTEMHbIX
coobueHuin. MimeHa ypoBHen BaxxHocTu: emergencies (0), alerts (1), critical
(2), errors (3), warnings (4), notifications (5), informational (6),
debugging (7).

FACILITY-NUM (OnumoHanbHo) YKkaxunTte gecsatuyHoe 3HaveHue ot 0 go 23 ansa facility. Ecrim
3Ha4eHue He ykasaHo, No ymorn4daHuio 6yget ncnomnb3oBatbes local7 (23). Ons
H6onee nogpobHo MHpopmauumn obpatuTeck Kk naparpacdy Ucnonb3oBaHue
KOMaHAabI.

FACILITY-NAME (OnuuoHanbHo) YkaxuTe nma ans facility. Ecnv 3HayeHune He ykasaHo, no
ymonyaHuto 6yaet ncnonb3oBatbes local? (23). [1na 6onee nogpobHon
nHdopmaumm obpatutech k naparpady Ucnonb3oBaHue KomaHAbl.

discriminator NAME (OnuuoHanbHO) YkaxuTe ans unsTpaumMm coobLLeHniA Ha cepeep
nornpoBaHnsa cornacHo HacTtporike discriminator.

port UDP-PORT (OnuuoHanbHo) YkaxuTte Homep nopta UDP, koTopbii OyaeT ncnonb3oBaTbcst
cepBepom SYSLOG. [locTyneH ananasoH 3HadeHui oT 1024 o 65535, a
Takke 514 (pacnpocTtpaHeHHbin nopT IANA). Ecnu 3HaveHne He ykasaHo,
Homep UDP-nopTa no ymonyaHuto — 514,

Mo ymonyaHuro

Het

Pexx1m BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

CuncTeMHble COOBLLIEHNST MOXHO NOrMpoBaTh B JTIOKarbHbIN Oydep coobLLeHMIA, ToKarnbHY0 KOHCOMb UIn Ha
yaaneHHble y3nbl. CoobLeHnsa AomkHbl ObITb BBEAEHbI B NOKanbHbIN Oydep coobLieHun nepes OTnpaBkon

Ha cepBep NorMpoBaHus.

Hwxe npencraBneHa Tabnuua 3HadeHun Facility.

Howmep Facility Umsa Facility OnucaHue

0 kern CoobLueHus aapa

1 user CoobLeHuns ypoBHS nosnb3oBaTensi

2 mail Cuncrtema nouthl

3 daemon CuctemHble daemon

4 auth1 CoobLeHus cuctembl besonacHocTu/aBTopusaunm
5 syslog Coob6LeHus, reHepupyemble SYSLOG

6 Ipr NMoacuctema Line Printer
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7 news lNoacucrtema ceTeBbIX HOBOCTEN

8 uucp Moacuctema UUCP

9 clock1 Clock daemon

10 auth2 CoobLeHunsa cuctembl 6esonacHocTu/aBTopusaumm
11 ftp FTP daemon

12 ntp Moacuctema NTP

13 logaudit AyanTt nornpoBaHus

14 logalert MpenynpexaeHue normpoBaHna

15 clock2 Clock daemon (note 2)

16 local0 JlokanbHoe ncnons3oBaHue 0 (local0)
17 local1 JlokanbHoe ncnone3osaHue 1 (local1)
18 local2 JlokanbHoe ncnonb3osaHue 2 (local2)
19 local3 JlokanbHoe ncnonb3oBaHue 3 (local3)
20 local4 JlokanbHoe ncnone3osaHue 4 (local4)
21 localb JlokaneHoe ncnone3oBanue 5 (local5)
22 local6 JlokaneHoe vcnonb3oBaHue 6 (local6)
23 local7 JlokanbHoe ncnonb3oBaHue 7 (local7)
Mpumep

B gaHHOM NpuMepe nokasaHo, Kak BKIHYMTb TOrMpOBaHME CUCTEMHBIX COODLLIEHNI C YPOBHEM BaXXHOCTU
BbllLe warnings Ha yaaneHHowm ysne 20.3.3.3.

Switch#
Switchi{c

Switch{c

L

L

onfigure terminal
nfig)# logging server 20.

nfig)#

3.3.3 severity warnings

26-7 logging smtp

[aHHasn komaHga ncnonb3yeTcd Ana BKIYeHUA normpoesaHnAa CUCTEMHbBIX COO0OLLEHNN nony4yarenam
SﬂeKTpOHHOVI NOYTHI. I'Ipvl Mcnosrnb3oBaHUn d)OprI Nno KOMaHAa OTMEeHUT JiormpoBaHMe CUCTEMHbBIX
coobLeHun nony4varenam SﬂeKTpOHHOVI NOYTbl N BEPHETCA K HaCTpOIZKaM Nno ymMosn4aHuio.

logging smtp [severity {SEVERITY-LEVEL | SEVERITY-NAME}] [discriminator NAME]

no logging smtp

MapameTpbl

SEVERITY-LEVEL

(OnuuoHanbHO) YKaxuTe Kof YPOBHSI B&XKHOCTU CUCTEMHbBIX COOOLLEHWIA.

Coo0LeHns Ha 9TOM YPOBHE BaXXHOCTU Mnn Bonee cepbe3HbIM YPOBHEM
OyayT normpoBatbcs B Oydep coobuieHnin. 3HaveHne MoxeT 6biTb 0T 0 o 7,
roe 0 — Hanbonee BaxHbIV YpOBeHb. Koabl ypOBHEN BaXXHOCTU: emergencies —
cuctema He paboTocnocobHa (0), alerts — cuctema TpebyeTt HemeaneHHOro
BMeLuaTenscTBa (1), critical — coctoaHme cnctembl kputndeckoe (2), errors —
coobLweHuns 06 owmnbkax (3), warnings — npegynpexgeHns 0 BO3MOXHbIX
npobnemax (4), notifications — coobLieHns 0 HoOpManbHbIX, HO BaXXHbIX
cobbiTuax (5), informational — nHdopmaumoHHbIe cooblieHuns (6), debugging
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— oTnagoyHble coobuleHust (7). Ecnm 3HauyeHue He ykasaHo, 3HaYeHne ypoBHS
no ymon4yaHuio — warnings (4).

SEVERITY-NAME (OnumoHanbHO) YKaxnTe Ha3BaHWE YPOBHS BaXKHOCTWM CUCTEMHbIX
coobLweHuin. imeHa ypoBHen BaxxHOCTU: emergencies (0), alerts (1), critical
(2), errors (3), warnings (4), notifications (5), informational (6),
debugging (7).

discriminator NAME (OnuuoHanbHO) YkaxuTe ans unsTpaumMm coobLLEeHNA, OTNPaBAseMbIX Ha
nouTy, Ha OCHoBe 3Ha4deHus discriminator.

Mo ymonuyaHuio

Mo ymonyaHuio onums OTKIoYeHa.

Pexxum BBOAa KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbI MO YMON4YaHUo

YpoBeHb 12

Ucnonb3oBaHne KOMaHAbI

CucTteMHble COOBLLEHNS MOXHO NTOTMPOBaTh Ha AMNEKTPOHHYI0 NoyTy. [laHHas KoMaHaa He OyaeT npMMeHeHa,
ecnu ykasaHHbIn discriminator He cylecTByeT. B Takom criyyae OyaoyT NpMMEHSTLCA HAaCTPOKKK MO
ymonuaHuto. CoobLieHns Heobxoanmo forvpoBaTh B fiokarnbHbIn Bydep nepen OTNpaBKON Ha SMEKTPOHHYHO

nouTy.

YkaxuTe ypoBeHb BaKHOCTU COOBLLEHMI AN OrpaHUYEHNST CUCTEMHBIX TOTMPYEMbIX COOBLLEHWIA.
Co06LeHUs ykazaHHOTO YPOBHS! UMK Bbille ByayT NOrMpoBaTthCsl Ha 3NEKTPOHHYIO MOYTY.

Mpumep

B naHHOM npuMepe nokasaHo, Kak BKIHYNTb JTormpoBaHMe CUCTEMHbIX coobLeHun ¢ YPOBHEM Ba*XHOCTU
BbllLle warnings Ha 3NTIEKTPOHHYHIO MOYTY.

Switch# configure terminal
Switchi{config)# logging smtp sewverity warnings
Switchi{config)#

26-8 logging source-interface

HaHHas komaHga ucnonb3yeTcs Anst ykasaHus IP-agpeca uHtepdpenca, koTopbii OyaeT Cnonb30BaThCs B
KayecTBe agpeca UCToYHMKa ang otnpaBku naketoB SYSLOG. NMpu ucnonb3oBaHumM opmMbl NO KOMaHaa
BEPHETCS K HACTPOMKaM Mo YMOSYaHuIo.

logging source-interface INTERFACE-ID
no logging source-interface

MapameTpbl

INTERFACE-ID YkaxunTe IP-agpec nHtepdgenca, Kotopbii OyaeT NCnonb3oBaTbCA B KA4YeCTBe
agpeca UcTtodHuka gnsi otnpaeky naketoB SYSLOG.
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Mo ymonyaHuto

Mo ymonuanuto ncnonbayetcsa IP-agpec 6nivkaniwiero nHtepdeinca.

Pexx1m BBOAA KOMaHAbI

Global Configuration Mode

YpoBeHb KOMaHAbl MO YMOM4YaHUIo

YpoBeHb 12

Mcnonb3oBaHne KOMaHAbI

KomaHga ucnonbayetca ans ykasaHus |IP-agpeca uHtepdpenca, kotopbii 6ygeT UCnonb30BaThCsl B KAYECTBE

agpeca UCToYHMKa Ans otnpaeky naketoB SYSLOG.
[na komaHabl Nogaep>XuBatTCcsa Tonbko nHTepdencol Loopback, MGMT mn VLAN.

Mpumep
B gaHHoM npumepe nokasaHo, kak HacTpouTb VLAN 100 B kayecTBe MHTepderica MCTOYHMKA AN NakeToB
SYSLOG.
Switch# configure terminal
Switch{config)# logging source-interface wlan 100
Switch{contig)#
26-9 show logging

HaHHasi KomaHga ucnonb3yeTcs Anst NPOCMOTPa CUCTEMHbBIX COOOLLEHMI, NOTMPOBAHHLIX B FIOKANbHOM
Oydepe.

show logging [all | [REF-SEQ] [+ NN | - NNT]

MapameTpbl

all (OnuuoHanbHO) YkaxuTe anst oTobpaXkeHus BCeX 3anucen nora, HadmHas ¢
nocneaHux.

REF-SEQ (OnuuoHanbHO) YKaxuTe anst oTobpaxeHus C HoMepa, CrneayoLero 3a
yKa3aHHbIM.

+ NN (OnumoHanbHO) YKaxnTte KONmM4ecTBO COOBLLIEHMI, NOSBUBLLMXCA NMOCre
yKa3aHHOro HoMepa, CrieayoLmMm 3a ykasaHHbIM. Ecriv 3HavyeHne He ykasaHo,
oTobpakeHe HauMHaeTCs OT caMbIxX AaBHUX coobLeHni B Bydepe.

- NN (OnuuoHanbHO) YKaxuTe KONM4ecTBo COObLLEHMI, MOSABMBLLMXCS 0

yKa3aHHOro HoMepa, crieyoLmMM 3a ykasaHHbIM. Ecnn 3HaueHve He ykasaHo,
oTobpakeHne HauMHaeTCs OT caMblX NocneaHux coobLleHnn B Bydepe.

Mo ymonyaHuio

Het
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Pexxum BBOA4A KOMaHAbI

User/Privileged EXEC Mode
JTio6on pexxum KoHdurypauum

YpoBeHb KOMaHAbI MO YMONM4YaHUIo

YpoBeHb 1

Ucnonb3oBaHue KoMaHAbI

KomaHga ucnonb3yeTcs Anst N(poCMoTpa CUCTEMHbIX COOOLLEHWIA, NOTMPOBaHHLIX B flokanbHOM Gydepe.
Kaxxgoe normpoBaHHoe B bydhep coobLueHne accoummnmpoBaHo ¢ HOMEPOM nocrneaoBaTtensHoCTy. Mpu
NOrMpoBaHnM COOBLLIEHNST HA3HAYaeTCs HOMEp NocrnegoBaTenbHOCTU, HaumHasa ¢ 1. Homep
nocnegosaTtenbHOCTM BepHeTcs K 1 nocne goctmxkeHnsa 100000.

Ecnu nonb3oBaTternb yka3biBaeT OTOOpaXKeHne Konm4ecTBa CoobLLEeHUI NOCne HoMepa, CrieayoLmM 3a
yKkasaHHbIM, 6onee nosgHmne cooblueHus GyayT oTobpaxaTbCsl A0 HOBbIX. Ecnv nonb3oBaTens ykasbiBaeTt
oTobpakeHme KonmyecTsa CoobLLEHN C HOMepa, CreayLWmnM 3a Yka3aHHbIM, HOBble coobLLeHNs ByayT
oTobpaxaTtbcsa Jo 6onee No3gHMX.

Ecnu komaHaa BeegeHa 6e3 onuun, 6yaet otobpaxeHo 200 3anucen, Ha4YMHasA OT CaMbIX NOCNEaHUX.
Mpumep

B naHHOM npuMepe nokasaHo, kak 0Tobpa3nTb coobLLeHrsl B TokanbHoM Bydepe cooBLLeHNI.

Switch# show Switch# show logging

Toetal number of buffered messages: 2

#2 2015-03-25 16:37:36 Unit 1, Successful login through Conscle (Username: Anonymous)

#1 2015-03-25 16:35:54 INFO{6) Port ethl/0/1 link up, 1000MbBps FULL duplex

Switch#

26-10 show attack-logging

[aHHasn komaHaa ncnonb3yeTcd Ana npocMoTpa J1IormpoBaHHbIX coobLLeHun 06 aTakax.

show attack-logging unit UNI/T-ID [index INDEX]

MapameTpbl

UNIT-ID Ykaxute mogyne (Unit), ons kotoporo Heobxoaumo otobpasnTb
normpoBaHHble coobLleHns 00 aTake.

index INDEX YKaxuTe Cnmcok HomepoB index-3anucen, KoTopble Heobxoaumo oTobpasuTsb.
Ecnu 3HaveHne He ykasaHo, oTobpaxaTbcsl OyayT BCe JaHHbIE U3 XXypHana
aTak.

Mo ymonuyaHuio

Het
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Pexum BBOoAa KOMaHAbl

User/Privileged EXEC Mode
JTiobon pexxum koHurypaumm

YpoBeHb KOMaHAbl MO YMONYaHUI0

YpoBeHb 1

Mcnonb3oBaHne KOMaHAbI

[aHHasi KomaHga ucnonb3yeTcs Anst NPOCMOTPa NOrMpoBaHHbIX COOBLLEHMI XXypHana 06 atakax. Takue
CO0BLLEHNS OTHOCHATCS K COOBLLEHMAM XKypHana, ynpasnsieMbx Takumu mogynsmu, kak DOS u port-security.
JaHHbI TUM NOrMPOBaHHBLIX COOBLLEHNIA MOXET reHepmpoBaTh GOMbLUOE YMCIO COOBLLEHMI, N3-3a Yero B
cucTemMe ObICTPO 3aKOHUMTCH NaMaATb Anst norMpoBaHus. MoaTomy Ans AaHHOMO Tuna CoobLEHUI B
CUCTEMHOM XXYpHarne XpaHUTCS TONbKO NePBOE NOrMpPoBaHWE, rEHEPUPYEMOE KaXayto MUHYTY, @ OCTarnbHble
XpaHATCs B OTAeNbHOM Tabnuue ¢ nmeHem attack log (kypHan aTtak).

Mpumep

B paHHOM nprmMepe nokasaHo, Kak 0TobpasnTb NepBoe NornpoBaHHoe cooblueHne ob aTake.

Switch# show attack-logging index 1

Attack log messages:

1 2015-03-24 15:00:14 CRIT{2) Land attack is blocked from (IP: 10.72.24.1 Port: 7)
Switch#

26-11 clear attack-logging

[aHHasn komaHga ncnonb3yeTcd Ana yoaneHua coobLeHun o6 atakax.

clear attack-logging {unit UNIT-ID | all}

MapameTpbl

unit UNIT-ID Ykaxute moaynb (Unit), Ans kotoporo HE06XxoaAMMO yaanuTb NorMpoBaHHbIe
coobLeHuns ob atake.

all YkaxuTe Ansa yganeHus Bcex 3anucen.

Mo ymonyaHuio

Het

Pexnm BBOoga KomaHAbl

Privileged EXEC Mode

YpoBeHb KOMaHAbl MO YMOMYaH!Io
YpoBeHb 12

Ucnonb3oBaHue KOMaHAbI
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[aHHasn komaHaa ncnonb3yeTcd Ana yoaneHuad coobLeHun 06 aTakax.

Mpumep

B naHHOM npumMepe nokasaHo, Kak yaanuntb BCe JTIOrmpoBaHHbIE coobueHus ob aTakax.

Switch# clear attack-leogging all

Switch#




	1. Введение
	2. Базовые команды интерфейса командной строки
	3. Команды 802.1Х
	4. Команды ACL (Список управления доступом)
	5. Команды управления доступом
	6. Команды предотвращения атак ARP Spoofing
	7. Команды Authentication, Authorization и Accounting (AAA)
	8. Базовые команды настройки IPv4
	9. Базовые команды настройки IPv6
	10. Команды логирования выполненных команд
	11. Команды CPU Access Control List (ACL)
	12. Команды DHCP Snooping
	13. Команды DHCPv6 Guard
	14. Команды предотвращения атак DoS
	15. Команды Dynamic ARP Inspection
	16. Команды управления интерфейсом
	17. Команды IP Source Guard
	18. Команды IP-MAC-Port Binding (IMPB)
	19. Команды IPv6 Snooping
	20. Команды IPv6 Source Guard
	21. Команды аутентификации МАС
	22. Команды Network Access Authentication
	23. Команды Port Security
	24. Команды Private VLAN
	25. Команды Virtual LAN (VLAN)
	26. Команды System Log

